New Secret Keys for Enhanced Performance in
(T)FHE

Loris Bergerat*'2, Tlaria Chillottil , Damien Ligier! , Jean-Baptiste
Orfila™, Adeline Roux-Langloist?, and Samuel Tap$!

1Zama, Paris, France - https://zama.ai/
?Normandie Univ, UNICAEN, ENSICAEN, CNRS, GREYC
14000 Caen, France

Abstract

Fully Homomorphic Encryption has known impressive improvements in
the last 15 years, going from a technology long thought to be impossible to an
existing family of encryption schemes able to solve a plethora of practical use
cases related to the privacy of sensitive information. Recent results mainly
focus on improving techniques within the traditionally defined framework of
GLWE-based schemes, but the recent CPU implementation improvements
are mainly incremental.; To keep improving this technology, one solution is
to modify the aforementioned framework, by using slightly different hardness
assumptions. In this paper, we identify two limitations with (T)FHE: (i)
there is no fine-grained control over the size of a GLWE secret key, which is
traditionally composed of k polynomials with N = 2% > 1 coefficients; (ii)
for security reasons one cannot use a noise variance smaller than a certain
Omin 50, for all ciphertext modulus ¢ € N, there exists an integer npjateay such
that, with any secret key of size k - N > npjateau, One cannot control their
level of security, resulting in unnecessary big security levels. To overcome
the aforementioned limitations, we introduce two new types of secret keys for
GLWE-based cryptosystems, that can be used separately or together. We
explain why these new secret keys are as secure as the traditional ones and
we detail all the improvements that they bring to existing FHE algorithms
alongside new algorithms especially efficient with these new keys. We provide
many comparisons with state-of-the-art TFHE techniques with traditional
secret keys, and some benchmarks showing computational speed-ups between
1.3 and 2.4 while keeping the same level of security and failure probability
(correctness). Furthermore, the size of the key switching and bootstrapping
keys is also reduced with this contribution by factors ranging from 1.5 to 2.7.
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1 Introduction

Fully homomorphic encryption (FHE) is a technology allowing to perform compu-
tations over encrypted data, which makes it a great solution for many practical use
cases aiming to protect the privacy of sensitive information. After the first solution
proposed in 2009 by Gentry [Gen09], the field has received a significant amount of
interest and has experienced a drastic improvement in the following decade. Gen-
try introduced a technique called bootstrapping, able to reduce the noise inside
ciphertexts. Indeed, ciphertexts contain noise for security reasons, and most of the
time, when an homomorphic operation is performed, the noise level grows. If not
controlled, too much noise will eventually compromise the message.

Nowadays, practical FHE schemes are all inspired by Gentry’s solution and
are based on the Learning With Errors (LWE) problem [Reg05], its Ring variants
(RLWE) [SSTXO09, LPR10] and the General approach (GLWE also called Mod-
ule LWE) [LS15, BGV12]. One of these schemes is called TFHE [CGGI20], and
will be the focus of this paper. Most of the existing FHE schemes, for example
BGV [BGV12|, BFV [Bral2, FV12], and CKKS [CKKS17], prefer to avoid using
bootstrapping and adopt a levelled approach. On the contrary, TFHE features a
particularly efficient bootstrapping which is used to reduce the noise and can homo-
morphically evaluate an univariate function represented as a look-up table (LUT)
on small messages. This operation is often referred to as functional bootstrapping
or programmable bootstrapping (PBS). For efficiency reasons, the bootstrapping is
paired with a keyswitch operation. In general, a keyswitch is an homomorphic op-
eration which transforms an encryption under the secret key s to an encryption
of the same value under the secret key s(®. When the keyswitch is applied before
the PBS, it reduces the dimension of the secret key, and thus the dimension of the
input ciphertext for the PBS. A smaller secret key implies less operations during
the bootstrapping which results in a faster computational time and a better noise
reduction. Although it seems counterintuitive, performing a keyswitch (which is a
costly operation) followed by a PBS remains less expensive than performing a PBS
alone (as studied [BBB*22]). The cost and the correctness of these operations are
directly linked to the parameter sets, and changing one of them has a huge impact.

Even if the most recent results on FHE schemes show a huge improvement of this
technology, for the last few years the scientific improvements observed are mainly
incremental. Larger factors of improvement have been obtained for instance by
using dedicated hardware, but on CPU only small factors are observed. Even if
small, every little factor is extremely important, because a combination of small
factors can lead to a significant improvement. But the ideas start exhausting if we
only consider approaches that are traditionally for GLWE-based schemes. Thinking
outside of the box might be beneficial at this point, and some alternative ideas
need to be considered. An interesting approach in this direction is the new FHE
scheme proposed in the FINAL paper [BIP*22], which is very similar to TFHE. The
hardness of this scheme relies on a combination between LWE and NTRU [HPS98].
This solution is very efficient for very small precisions of messages (one or two bits),
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but it becomes very inefficient compared to TFHE for larger precisions, due to the
security constraints imposed by the NTRU parameters.

An alternative approach, within the GLWE framework, would be to use slightly
different hardness assumptions. In this paper, we explore this direction.

TFHE’s Plateau TFHE, as many other RLWE based schemes, works with a
cyclotomic ring Ry n = Zq [X] /(XN 4 1), with N a power of 2. In TFHE’s imple-
mentations, ¢ is often chosen equal to 232 or 2%, in order to be able to work with
32 or 64 bit integers, respectively, since they are native types in the majority of ma-
chines used nowadays. The polynomial size N strongly depends on the precision of
the messages that we want to bootstrap. N generally belongs in [22,210 ... 216] for
1 to 10 bits of precision. Roughly, the rule is to double its size for every additional
bit of precision. The GLWE ciphertexts, which are a generalization of RLWE and
LWE ciphertexts, use secret keys that are composed of £ polynomials in R, n. So
the size of the secret key is n = kN, which is the parameter that is used for the
security estimates. In order to keep the same security level when increasing n, we
can reduce the variance o2 of the noise. But the value of ¢ imposes a lower bound
on the variance, meaning that starting from a certain point - that we call plateau -
we can not reduce the variance anymore, otherwise we lose security. Notice that a
small increase of the value of n allows for a small decrease of the value of 2. But
when working with polynomials, moving to a bigger power of 2 for N will lead to a
large increase of the size of the secret key, from kN to k-2N, and so a large decrease
of 0% when allowed. For the same security reason mentioned above, at some point
we reach a limit where we cannot reduce the variance o2 of the noise anymore. The
consequence is that to avoid having no security at all, we end up with a security level
way higher than desired. In this paper, we explore a new type of secret key that
overcomes this existing limitation and improve the efficiency of most homomorphic
computations.

Our Contributions. In this paper, we explore a new type of secret key that
takes advantages of this plateau to improve the efficiency of most homomorphic
computations. As a consequence, we reduce the size of public keys and the cost
of some homomorphic algorithms. Furthermore, we present a theoretical analysis
which provides arguments to understand the security of our new types of secret
keys and allow us to pick secure parameters. We also provide benchmarks using
parameters secure against known attacks.

In detail, we propose two new types of secret keys that we describe separately
but can be used together. We call these two new distributions partial secret keys and
shared randomness secret keys. The first kind, the partial secret keys, consists in
allowing a GLWE secret key, traditionally containing kN random elements (sampled
from a distribution %), to contain only ¢ random elements and set the rest to zeros.
Intuitively, it allows using a smaller key of size ¢ while keeping a larger N, and
the underlying security of the GLWE assumption is now relying on the parameter
¢ instead of the dimension N.
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The second kind, the shared randomness secret keys, consists in reusing the
randomness from a bigger key (for example the input key of the keyswitch algorithm)
inside a smaller key (its output), instead of generating it independently as done
traditionally. For instance, we can consider two integers 1 < ny < n; and a secret
key st € Zy* generated in the traditional manner (either sampled from an uniform
binary/ternary, or a small Gaussian). Let us write it as a concatenation of two
vectors: s = #O]r(). We can now build a smaller secret keys out of s(!) such
that the smaller one will be included in the bigger one, in its first coefficients:
s =@ e7Zm and s = rO|r() € Z21. The question is then to study if the
link between the two keys will impact the security.

Our two contributions reduce the size of the secret key, and then has a huge
impact in the size of public keys, including key-switching keys and bootstrapping
keys. It also has an impact on the operations on which these keys are used, i.e.,
keyswitching and bootstrapping. Key-switching keys and bootstrapping keys are in
practice encryptions of the elements of the secret key, and they are used inside some
linear combinations: roughly speaking, if a part of the key is set to zero or duplicated,
this part is not used inside the linear combination, with the direct consequence of
improving the overall operation in terms of computational cost and noise growth.

Practical Speed-up from our Contributions. One way to use TFHE in prac-
tice is to consider a graph of homomorphic operations over ciphertexts composed for
example of key switchings, programmable bootstrapping (PBS) or linear combina-
tion of ciphertexts. This recipe was indeed used in the gate bootstrapping [CGGI20]
technique to homomorphically evaluate any Boolean circuit, but it can also be used
for message precision bigger than a single bit [CJP21]. As explained in [BBB*22],
an efficient way to optimize parameters for this use-case is to consider the smallest
sequence of FHE operators, composed for example of a ciphertext linear combina-
tion followed by a keyswitch and followed by a PBS. This sequence (introduced in
[CJP21]), has been formalized as the notion of CJP Atomic Pattern (denoted CJP
in what follows) in [BBB*22]). This optimization strategy consider both the cost
and the noise growth for all the homomorphic operators involved in the sequence at
once to infer efficient parameters. This means that if one improves an operator by
reducing its noise growth and/or reducing its cost, the overall cost of the sequence
will be decreased. As explained above, in this paper we improve both the cost and
the noise growth of the keyswitch operator and we also improve the noise growth
of the PBS, resulting in a big improvement in terms of cost and size of the needed
public material. These results are confirmed by practical experiments, showing a
speed up between 1.3 and 2.4 times, while keeping the same level of security and
failure probability. Furthermore, the use of these new key types allows to reduce the
size of the public material (i.e., key switching and bootstrapping keys) by a factor
between 1.5 and 2.7. We share benchmarks comparing the running time needed with
and without the new secret keys. Our simulations are done with the optimization
tool proposed in [BBBT22] and show that the use of these new secret keys improve
the state of the art for all message precisions.
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Related Works. To the best of our knowledge, there are no mentions of such
GLWE secret keys or something similar in the prior art. The closest work we
can mention is by Lee and Yoon [LY23] where the server can publicly transform
a bootstrapping key encrypted under a traditional secret key to an extended version
encrypted under a secret key containing zeros between each secret coefficients. This
extended bootstrapping key allows the authors to bootstrap messages with bigger
precision, but it does not improve the noise growth. All this contribution only
involves traditional GLWE secret keys for encryption. In some of the proofs, we use
the morphism introduced in [LNPS21, LY23].

Concurrent Works. Lee et al. [LMSS23| introduced new types of secret keys.
They call it block binary keys, which are different from our contribution but concur-
rently exploit the advantage of having nested secret keys, re-using their randomness,
as we also introduce in this paper as shared randomness secret keys.

Paper Organization. In Section 2, we recall some mathematical definition along
with FHE notations and security notions. In Section 3, we introduce and study the
security of partial GLWE secret keys as well as all the FHE algorithms that benefit
from them either in terms of noise growth or in terms of cost. Section 4 follows the
same pattern, but it is dedicated to shared randomness secret keys. In Section 5,
we detail how to take advantage of combining both partial and shared randomness
secret keys, and along with some applications. In Section 6, we focus on the gains
of using these techniques by comparing them to the state of the art. Finally, in
Section 7, we conclude and introduce potential future work.

2 Preliminaries

In this section we clarify the notations we will use in this paper and introduce the
notions needed to understand our contributions.

Notations. Let ¢ be a positive integer and N be a power of 2. In this paper we
mostly work with the rings Z, (which refers to Z/qZ) and Ry x = Zq [X] / (XV + 1).
For error distributions, we note x for a generic distribution and N,2 for a Gaus-
sian distribution with a mean set to zero and a standard deviation set to 0. We
note by U(S) a uniform distribution in the generic set S and by P (S) a generic
probability distribution in the generic set S. We use the symbol || for vector con-
catenation. Upper cases (e.g. M, A, S, B, F') designate polynomials and lower cases
(e.g., m,a,s,b,e) scalars. We use bold characters to note vectors of polynomials
(e.g., A, S) and vectors of coefficients (e.g. a,s). When we write Var(S) (resp.
E (S)), we refer to the variance (resp. the expectation) of 9 (either a uniform
binary distribution, uniform ternary distribution, Gaussian distribution or small
uniform distribution). When 9 is a uniform binary distribution, Var (S) = 1/4 and
E(S)=1/2.

6 L. Bergerat, I. Chillotti, D. Ligier, J.B. Orfila, A. Rouz-Langlois € S. Tap



New Secret Keys for Enhanced Performance in (T)FHE

Definition 1 (General Learning With Errors (GLWE) Decision Problem)
Let 8 = (So,- -+, Sk-1) € R be a secret, where S; = Zj.v:_ol s;; X7 is sampled from
a given distribution D(R,n) for all 0 < i < k, and let x be an error distribution.
We define (A, B = Zf:o A;-S;+F) € Rl;jvl to be a sample from the general learning
with errors (GLWEy ., ) distribution, such that A = (Ao, ..., Ar_1) < W(R,N)F,
meaning that all the coefficients of A; are sampled uniformly from Z,, and the error
(noise) polynomial E € R,y is such that all the coefficients are sampled from x.

The decisional GLWEy i, problem [LS15, BGV12] consists in distinguishing
m independent samples from W(R,n )" from the same amount of samples from
GLWEy &y, where S € R} follows a given distribution 9.

In general, the secret key distribution @(R, y) is such that the polynomial co-
efficients are usually either sampled from a uniform binary distribution, a uniform
ternary distribution or a Gaussian distribution ([BJRLW23, ACPS09]). Starting
from the GLWE problem, we can define GLWE ciphertexts.

Definition 2 (GLWE Ciphertexts) A GLWE ciphertext of a plaintext M € R, n
under the secret key S € RS,N is defined as follows:

k—1
CT = (A,B => A S +M+E> € GLWEg(M) C Ri%/
=0

such that A = (Ao, ..., Ax—1) <> W(R,N)* and E € Ry n is such that all its

coefficients are sampled from a gaussian distribution Ny2.

Remark 1 (LWE and RLWE) We recall that, when N = 1, the GLWE prob-
lem (resp. ciphertext) becomes the LWE problem (resp. ciphertext): GLWE; , =
LWE, —k. In this case we consider the parameter n = k to be the size of the LWE
secret key and we denote the ciphertext, the message and the secret with a lower
case: ct € LWEg(m). When k = 1, the GLWE problem (resp. ciphertext) becomes
the RLWE problem (resp. ciphertext): GLWEyN;, = RLWEy .. In this case, since
we are still working with polynomials, we keep upper cases for ciphertexts, messages
and secret key: CT € RLWEg(M).

Definition 3 (Flattened Representation of a GLWE Secret Key) A
GLWE secret key S = (So = ij:—()l S0 X7, 0 Spo1 = Zé\f:—ol sk,Lij) € Rly

can be flattened into an LWE secret key 3 = (50, -+ , 5xn—1) € ZFN in the following
manner: Sin+; = 8i;, for 0 <i <k and0<j <N.

In TFHE, apart from LWE, RLWE and GLWE ciphertexts, there are two
additional constructions that are used, that are called GLev [CLOT21] and
GGSW [GSW13]. A GLev ciphertext is a collection of GLWE ciphertexts, while
a GGSW is a collection of GLev ciphertexts. In the same way as GLWE can be spe-
cialized as LWE and as RLWE ciphertext, GLev and GGSW can be specialized as
Lev and GSW respectively, and as RLev and RGSW. We give the general definition
below.
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Definition 4 (GLev Ciphertexts [CLOT21]) Given a decomposition base § €
N* and a decomposition level { € N*, a GLev ciphertext of a plaintext M € R, N
under a GLWE secret key S € R’;’N is defined as follows:

CT = (CTy,...,CT,y) € GLEVY (M) € R

such that CT; € GLWEg (ﬁM) C RMfor0 < j <.
Definition 5 (GGSW Ciphertexts [GSW13, CLOT21]) Given a decomposi-
tion base § € N* and a decomposition level { € N*, a GGSW ciphertext of a plain-

text M € Ry under a GLWE secret key S € RE v (with Sy = —1) is defined as
follows:

CT = (CTy,...,CTy) € GGSWY) (M) C RUFD* <+
such that CT; € GLEVEGM)(—Si - M) C jo\(,kﬂ) for0<i<k.

Programmable Bootstrapping (PBS). We call Programmable Bootstrap-
ping [CGGI20, CJL*20, CJP21], or PBS, any FHE operator that enables to reset
the noise in a ciphertext to a fixed level (when certain conditions are fulfilled) and
to evaluate, at the same time, a lookup-table homomorphically on the encrypted
message. Such an operator takes as input an LWE ciphertext encrypting a message
m, a bootstrapping key BSK (i.e., a list of GGSW ciphertexts encrypting the ele-
ments of the secret key used to encrypt the message m), an encryption of a lookup
table L, and outputs an LWE ciphertext with a fixed level of noise encrypting the
message L[m| with a probability 1 — pe.

Remark 2 (FFT Error) Polynomial multiplications in the PBS are performed
with an FET. While very efficient, this introduces a noise due to the casting of the
bootstrapping key (64-bit integers) into floating points (double with 53-bits mantissa)
and the accumulation of the error along the computation in the Fourier domain. We
use the corrective formula from [BBBY 22] to model this noise which is added to the
one from the external product.

FftError, yge =2 - - 3% - N? - (k+1)

with wy, ~ 22 — 2.6, the GLWE dimension k, the polynomial size N and the
decomposition parameters (3, 0).

Attacks on LWE. We quickly recall some known attacks against LWE which
are important to consider in the selection of secure parameters. These attacks are
the ones used in the lattice estimator [APS15]. This tool is used ! to find out the
smallest noise variance o? guarantying the desired level of security A.

Thttps://github.com/zama-ai/concrete/tree/main/tools /parameter-curves
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The first well known kind of attacks is the so called LWE primal attacks. This
attack was first formulated in [ADPS16] and improved in in [AGVW17, DSDGR20,
PV21]. It consists in using lattice reduction to solve an instance of uSVP (unique
Shortest Vector Problem) generated from LWE samples. The most common way
to perform this reduction is to use the BKZ algorithm [SE94] to reduce a lattice
basis by using an SVP (Shortest Vector Problem) oracle. So, based on this attack,
the security of an LWE instance is based on the cost of lattice reduction for solving
uSVP. In the paper [ADPS16], the authors propose to analyze the hardness of RLWE
as an LWE problem. All the research on this attack tend to find the best cost of
solving uSVP in order to find the closest model of security for LWE and by extension
for RLWE.

The second type of attack is the LWE dual attacks. This attack is explained
in [MR09] and upgraded with the dual hybrid attacks in [Alb17]. It consists in
solving an instance of the SIS (Short Integer Solution) problem in the dual lattice
of the lattice formed by LWE samples. As for the first type of attacks, the security
of an LWE instance is based on the cost of solving the problem SIS.

The third well known kind of attacks is the coded-BKW attacks, which are based
on the algorithm BKW (Blum, Kalai and Wasserman [BKWO03]). This attack is
explained in [GJS15, KF15]. The BKW algorithm is a recursive dimension reduction
for LWE instances. In [GJS15], the authors make use of these attacks against RLWE.
To do that, the RLWE problem is seen as a sub problem of LWE.

Attacks on RLWE/GLWE. In the last decade, some attacks (for exem-
ple [CDW17, PMHS19, BRL20, BLNRL23]) tried to take advantage of the structure
of RLWE and GLWE to solve the id-SVP (ideal-Shortest Vector Problem). How-
ever, none of these attacks is as efficient as the LWE attacks presented before.
Thus, to efficiently break GLWE, one actually uses LWE attacks: the security of
GLWE € R?qul is then estimated as the LWE € ZEN*! one.

Other Attacks. Some other attacks are not based on a reduction to a classical
problem but on the leakage of some fraction of the coordinates of the NTT transform
of the RLWE secret. It is the case of the article [DSGKS18] which proposes a more
direct attack against RLWE under this leakage assumption.

3 Partial GLWE Secret Key

As presented in the introduction, the partial GLWE secret key is composed of two
parts, the first one contains secret random elements (sampled from a distribution &)
and the second part is filled with zeros at known positions. As a simple example, we
can define the following partial GLWE secret key: S = (So, S1) € RZ v with Sy =

N—-1 ; N2 ;
ijo S0 ;X7 and S; = ijo s1;X7 where so,- -, Son—1 and Sy, - - 81,00y are
sampled from &, and the other coefficients are publicly known to be set to zero. We

recall the two limitations of TFHE (already mentioned in Section 1):
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1. There is no fine-grained control over the size of a GLWE secret key, it is of
the form AN with N a power of two;

2. When one increases n (or kN ), a plateau in terms of noise variance is reached.
Concretely, npiateay is the first value of this plateau i.e., for larger value of n, the
minimal standard deviation of the noise is constant. We evaluated its value to
be 2443 for 128 bits of security and ¢ = 2% by using the formula for the noise
oracle of [BBB*22].

Thanks to these new types of secret keys, these limitations are overcome. These
new keys are beneficial to the noise growth during some operations (for instance,
the external product) over RLWE and GLWE ciphertexts. As the bootstrapping is
a chain of external products, partial secret keys will also be beneficial to its noise
growth. After the sample extract, we can discard the mask elements associated
with the positions of the zeros ending up with smaller LWE dimension than with a
traditional secret key. This smaller LWE dimension will likely improve the cost of
the next key switch.

In this section, we first formally define the notion of partial secret key, and

then study the hardness of the underlying problem. Finally, we list the different
advantages and improvements which they offer.

Definition 6 (GLWE Partial Secret Key) A Partial GLWE secret key is a vec-
tor S ¢ R';N associated with its filling amount ¢ such that 0 < ¢ < kN. This key
will have ¢ random coefficients sampled from a distribution @ and kN — ¢ known
zeros. Both the locations of the random elements and the zeros are public. By con-
vention, the coefficients start at coefficient so, then so1 and so on. When the first
polynomial is entirely filled, the second polynomial starts with sio and so on, until
¢ coefficients are determined, up to Sp_1 n_1.

We now define the flattened representation.

Definition 7 (Flattened Representatlon of a Partlal GLWE Secret Key)
A partial GLWE secret key Skl (SO Z;V 01 50, X7, ,Sk_1 = Z;V_Ol Sp_ 1]XJ) €
RE v (Definition 6) can be viewed as a flattened LWE secret key 8 = (o, -+ ,5¢-1) €

Z‘g in the following manner: 5;n4; = s;i;, for 0 < j < N and 0 < i < k with
tN 4+ 7 < ¢. This flattened representation contains only ¢ unknown coefficients.

Before checking the security in detail, this type of keys seem to be a secure solution,
taking into account the plateau limitation (Limitation 2).

3.1 Hardness of Partial GLWE

The GLWE partial secret key problem S e R’; ~ from Definition 6, seems to be
at least as hard as a GLWE problem in a ring of dimension ¢. First, we present the
GLWE alternate partial secret key, a key where the secret elements are separated
by 2" — 1 known zeros. We prove the security of a such secret key distribution by
proving that the GLWE problem in R o N /QV is equivalent to the GLWE problem in

R’; instantiated with alternate partlal GLWE secret keys.
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Definition 8 (Alternate Partial GLWE Secret Key) An alternate  partial
GLWE (P-GLWEy ;) secret, is a GLWE secret where the key alternates between
one unknown element and 2¥ — 1 known elements. This key has of QEV random
coefficients sampled from a distribution & and N — 2% known zero coefficients. As
for the partial GLWE secret key (Definition 6), both the locations of the random

elements and the known zeros are public. The binary version of partial secret keys
in Ry is defined by S = SN2 g XR2 with s; «— U({0,1}).

The Theorem 1 shows that the alternate partial GLWE problem (Def. 8) on the ring
Ry n is at least as hard as the GLWE problem on the ring Ry n/ov.

Theorem 1 (Hardness of P-GLWE) For any v € Z, the P-GLWEy ., sample in
R’q“jvl is as least as hard as 2V GLW Enjav 1, samples in R’;}lﬂy.
Proof 1 (Theorem 1) The idea of this proof is to pack 2" GLWEpy/ov 1, sam-
ples in one P- GLWENkX sample. To do so, we differentiate the 2¥ samples from
GLWEy/ov k. in RN/Z” .+ by noting them GLWEg ) with w € [0,2”[. Observe that
all of them are encrypted under the same secret key S = (So,...,Sk-1) € R’;wa
with Sz = Z;-V:/gy_l SZ'J'Xj, with 1 € IIO, ]{Z[[

Each one of the k polynomials composing the GLWEg, ) sample is noted with an
exponent w: A = ZN/g - ay’ XJ with i € [0, k[. Startmg from these 2 samples,
we define a new sample fmm P GLWENkX First, for each sample GLWEg y) €

R];J]rvl/?, we need to evaluate each polynomaial in XV:

Ry njar — Ryn,
N/2¥—1 N/2v—1

> al X AV(XY) = Z ay, - X%

—_ W

So, for each sample GLWEg v in Rq Nyav s WE obtain a new sample GLWEg yav

m Rf;}l/z We notice that for each polynomial, each coefficient is separated from the
other by 2" — 1 zeros. Following the previous definition of P-GLWE (Definition 8),
the secret key is in the desired shape. But the A¥(X?") polynomials are not uniform
anymore, only the coefficients of degree multiple of 2¥ are. S So we can’t already define
GLWEg x2v) as a sample of P-GLWE . For each GLWES (x2v) we now rotate all
the AY and the B™ polynomials by X™: We now sum all of them together to obtain
the expected sample from P-GLWEn ., € 9{];}1 :

2v—1
> (APXT)XY, LAY (X)X, BY (X)) X")

0
= (Ao, .. >Al~c—1a B) € P-GLWENJC,X
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with:
N/2v -1

N-1
Si= 3 s X0T =Y 5 X fori € [0,
j=0 J=0

v _1 2¥ 1 N/2V71 N-—1

A= ANXT)XU =D Y alXPTT =Y a X fori € [0, K]
w=0 w=0 ;=0 j=0
2v—1 2v—1 N/2¥—1

N-—1
B=> B"(X*)X"=) > bxi¥tr=3"px
w=0 w=0 ;=0 j=0

Lets focus on how by evolve all along the reduction:

-1 [ N/2v—1
w o w w w
by = E E Qi7" Sij—r — E Qi r - Si,N+j—r | T €
i=0 \ 7=0 T=j+1
k-1 /524w N-1
= g E Qir* Sijovtw—r — E Qir * Si2v(N+j)+w—1 | T €j2v+w = Ojovpuw
=0 7=0 T=752"4+w+1

Each coefficient is correctly decrypted and each EjQVer is equal to by. Moreover,
the polynomials A; of the new P-GLWEn ., sample follows the same distribution
as the polynomials AY, we can make the same remark for the polynomial B. To
conclude, we have packed several GLWEy/ov 1. ciphertext in one P-GLWEy . ci-
phertext by increasing the dimension of this new ciphertext without changing the

noise distribution .

Remark 3 (Security of Partial Secret Key) The reduction presented in Theo-
rem 1 proves that the partial alternate secret keys (Definition 8) problem in R’,;N 18
at least as hard as a GLWE problem in R’;’N/Q,,, i.e., when ¢ = N/2". So adding
zeros at specific places in the secret key and increasing the dimension from N/2¥ to
N allows keeping the same security level. We assume this result is generalizable to
any ¢ < N.

Now, if we take two GLWE samples such that the first one is encrypted under an
alternate partial key (Definition 8) and the second one is encrypted under a secret
partial key (Definition 6) which have the same amount of unknown coefficients, this
two samples should be indistinguishable.

We recall that in LWE samples, the security depends on the dimension and the
noise (increasing one could allow to reduce the other one). Intuitively, the security
of GLWE samples, encrypted under a partial key with ¢ random elements, is linked
to the relation of ¢ and the noise o (instead of N and o). A bigger ¢ will lead to
a smaller noise . To sum up, to guarantee a given level of security for GLWE
samples encrypted under a partial secret key with ¢ random elements, we use the
noise parameter given for LWE samples of dimension n = ¢ with the same level of
security.
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Impact of Partial Key on the Noise Distribution. Regarding the security of
the partial secret key and the different attacks presented in Section 2, we can use
the lattice estimator to find out the smallest noise variance ¢ for an LWE e Z¢*!
guarantying the desired level of security A. By using this same o2 for GLWE & R’q“le
with partial secret key S¢/ we obtain the same level of security A. For instance, for
RLWE in the ring Ry = R;_g64 y—1024 (resp. Ro = R _g64 y_204s) With traditional
uniform binary secret key S; € Ry (resp. Sy € Ry), we use a standard deviation
o1 = 2% (resp. g9 = 2'%0) which gives a security A\; = 128.2 (resp. Ay = 128.0 )
according to the lattice estimator. For our partial keys with the ring R,, we now
can mix the two previous contexts and keep the standard deviation of the smaller
ring R;. Indeed, with the ring Ry = R,—261 y—204s and a partial uniform binary
secret key RLWE S € Ry with only 1024 secret coefficients, we will use a standard
deviation oy = 2396 (from ring R;) and this will offer at least 128 bits of security as
well.

3.2 Advantages and applications of Partial GLWE Secret
Keys

Partial GLWE secret keys enable to reduce the computational cost and/or the noise
growth for some algorithms. For a given failure probability and security level, the
parameter sets obtained after optimization will lead to better timings for the func-
tionality (more details in Section 6). Moreover, partial GLWE secret keys can be
used to design a new and more efficient LWE-to-LWE key switching that is FFT-
based (Algorithm 1). The idea is an adaptation of [CDKS20] but now exploits the
use of partial GLWE secret keys. First we cast the input LWE ciphertext into a
GLWE ciphertext (Algorithm 3) so we can apply a GLWE-to-GLWE key switching
to go to a partial GLWE secret key. This leverages the speed-up coming from the
FFT. Finally, we compute a sample extraction (Algorithm 2). In Algorithm 1, two

,,,,,,,,,,,,,,,,,,,,,,,,,,, ~
!

,,,,,,,,,,,,,,,,,,,,,,,,,,, |

and a second one relying on the ‘ secret product GLWE-to-GLWE key switching ‘ In
what follows, we describe all advantages of using partial secret keys by describing
each step of the Algorithm 1, which is studied more in details in Section 3.2.5.

3.2.1 Advantage with Sample Extraction

A sample extraction is the method to transform one coefficient of a GLWE ciphertext
into an LWE ciphertext. The complete algorithm is described in 2, and can trivially
be adapted in the context of partial GLWE secret keys. They are generalizations of
the same algorithm used for “traditional” secret keys. Indeed, a traditional secret
key is captured when ¢ = k x N.

Noise and Cost of Sample Extraction A sample extraction, whether it in-
cludes a partial secret key or not, does not add any noise to the plaintext. The cost
of the sample extraction is also roughly the same and it is negligible.
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Sl[f nl e RSi"N : the input partial secret key (Definition 6)
Slonl — (Sin,0s - 5 Sinkin—1)

Sgﬁ‘t’“‘] € R(I;"]\t, : the output partial secret key (Definition 6)
(kin - 1)N < (ybin S kinN and (kout - 1)N < (ybout S koutN

Q:ZﬁngzXl eRq,N TQ:QO:]_\

Context: LY 4
CTij € GLWE gisou (% 0- sin,i) for0<i<kpm—Tland0<j<fl—1

CTh,,j € GLWE gipou (ﬁ% : Q) for0<j<t—1

¢ € N: the number of levels in the decomposition

B € N: the base in the decomposition

ctin € LWE,, (p) C Zpt!, with p € Z,
Input:

Output: ctoy € LWE,,, (Qo - p) C ZgoutH

/* Inverse of a constant sample extraction (Algorithm 3) */
1 Set CT = (Ag,--- , Ay, _1, B) < ConstantSampleExtraction " (ctin, kin, N) € R’;':"Jl
/* Updating B for [leib:lilic] or key switch */
2 | Set CT':= (0,0, B) € R 1| Set CT' = (K, Decomp!™ (B))
R S S J
3 for i € [0; ki, — 1] do
/* Decompose the mask */

2 | Update CT =CT' — <K¢,Dec(5’€) (Ai)>

/* Constant sample extraction (Algorithm 2) */
5 Set ctoyr <+ ConstantSampleExtract (CT') € Zfont1

6 return cty,

Inverse Constant Sample Extraction An LWE ciphertext of size n 4+ 1 can
trivially be cast into a GLWE ciphertext of size k + 1 and with polynomials of size
N. For completeness, the process is detailed in Alg. 3.

We obviously need n < kN. If n = kN, the output is a GLWE ciphertext under
a traditional secret key, otherwise it is a GLWE ciphertext under a partial GLWE
secret key. Note that the constant term of the output GLWE plaintext is exactly
the plaintext of the input LWE ciphertext, however the rest of the coefficients of
the output GLWE ciphertext are filled with uniformly random values. We have the
property that for all p € Z,, for all s € Z, for all ct € LWE, (p) C Z*" and for all
(k,N) € N*s.t. n < kN:

ct = ConstantSampleExtract (ConstantSampleExtract ' (ct, k, N))
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Algorithm 2: ct,,; < ConstantSampleExtract(CT;,)

Sl € RE  : a partial secret key (Definition 6)

(k—1)N +1< ¢ < kN :filling amount of the partial secret key
Context: 5 € 72 : the flattened version of S?! (Definition 7)

P=YN "X € Ryn

CTo = (S50 0o SN e, X0 S X € B
Input: CT;, € GLWEg, (P) : a GLWE encryption of the plaintext P
Output: ctoyr € LWEs (po) : an LWE encryption of the plaintext pg
for i € [0;¢ — 1] do

set a = |£], B:= (N —4) mod N and y:=1— (8 ==0)

3 set aout,i = (—1)" - Gap

fu

N

o 1
4 return ctoyt := (Gout,0," " , Gout,p—1, Do) € Zg’"‘

3.2.2 Advantage with ‘GLWE Key Switch‘

A GLWE-to-GLWE key switching with NV # 1, as described in Lines 1 and 2 of Alg. 1
takes as input a GLWE ciphertext CT;, € R];i'}\;rl encrypting the plaintext P € R, n

under the secret key Sl e R];i’}\,, and outputs CTou € R];°]“\}+1 encrypting the

plaintext P + Eks € R, n under the secret key S [fout] & R];j’]“\}. The noise Exs added
during this procedure, is composed of a rounding error plus a linear combination of
the noise from the key switching key ciphertexts. The larger ¢;,, the more significant
the rounding error.

Theorem 2 (Noise of GLWE Key Switch) After performing a key switching

Si[f‘”] € R’;i}\, and a key switching key with noise variance ogex, and outputting a
GLWE ciphertext CToy € R'q“f’]“\}H under the secret key ngﬁc“t] € R];:’J“\t,. Let B and

{ be a decomposition base and level respectively. The variance of the noise of each
coefficient of the output can be estimated by

Var (CTaw) = iy 6 (L2 ) (var (8107) + 2 (502

12528
The proof of Th. 2 is a classical noise analysis of the result of the operation. Note
that when ¢, = ki, - N we end up with the same formula given in [CLOT21].

Remark 4 (Cost of a GLWE Key Switch) We recall that the cost of a GLWE-
to-GLWE key switching, which remains the same whether it involves partial secret
keys or not, is
@ (FftLweKeySwitch) = kinl - € (FFTy) + (kowt + 1) - € (iFFTy)

+ Nkinf . (kout + 1) -6 (X(C) + N - (l{?ing — 1) . (kout + 1) -6 (+C)

+ SVar (S + thinNo
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Algorithm 3: CT,,, + ConstantSampleExtract™'(cti,, k, N)

8 € Zy : the input LWE secret key
sl ¢ Rk : a partial secret key (Definition 6)
such that its flattened version is s (Definition 7)

Context:
R = Z -1 rl Xte R4 N, where r; are uniformly random
cti, = (CL()7 e, 0p—1, b) S ZZJrl
D E Ly

ctin € LWE; (p) : an LWE encryption of the plaintext p
Input: < k€ N: the output GLWE dimension

N € N : the output polynomial size
Output: CTou € GLWEg (po + R) : a GLWE encryption

/* put the b part in a polynomial x/
1 set B :=be Ry n

/* put the rest in polynomials */
2 for i € [0;k- NJ do

3 set a:= |4, B:= (N —1i) mod N and y:=1— (8 ==0)
4 if i < ¢ —1 then

5 | setal, 5= (-1)"-q

6 else

7 L set a;, 5 :=0

s return CTou i= (Af = Y00 af X7, oo A = X0 0y, X0, B) € REY

where +¢ and X¢ represent a double-complex addition and multiplication (in the
FFET domain) respectively, and FETy (resp. iFFTy) the Fast Fourier Transform
(resp. inverse FFT).

3.2.3 Advantage with ‘Secret Product GLWE Key Switch‘

A GLWE-to-GLWE key switch also computing a product with a secret polynomial
as described in Lines 1 and 2 of Alg. 1 follows the exact same definition than above,
except that the output ciphertext encrypts @ - P+ Eks where ) € R, y is the secret
polynomial hidden in the key switching key. The added noise Exs also depends on
the input secret key S0 and its filling amount ¢;,. Indeed, this term is the product
between the rounding term (dependent on ¢;,) and the polynomial Q).

Theorem 3 (Noise of Secret-Product GLWE Key Switch) After perform-
ing a Secret-Product key switching (Algorithm 1), taking as input a GLWE

ciphertext CT;, € Rk'"Jrl under the secret key S’d)'” € Rk and a key switching key
with noise variance o, encrypting a secret message Mg, and outputting a GLWE

ciphertext CToy € RI%”‘Jrl under the secret key SL?,‘%“ € R’;f]”\}, the noise variance of
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each coefficient of the output can be estimated by
B2 +2
12

+ || My 5 - (Ui2n + (qlz_—ﬁfjg) (1 + @in (Var (S ¢'”> + E? (S[¢'" ))) + %Var (Si[fi"])> :

The proof is detailed in the extended version of the paper.

Var (CTou) = U(kin + 1) Nogsk———

3.2.4 Advantage with External Product

A GLWE external product is a special case of a secret-product GLWE-to-GLWE
key switch where the input secret key and the output secret key are the same. It
is pretty easy to compute the noise this procedure will add. The cost to compute a
GLWE external product whether it includes a partial secret key or not, is the same.

Theorem 4 (Noise of GLWE External Product) The external product algo-
rithm is the same as the algorithm of secret-product GLWE key switch )
The only difference is that the external product uses the same key S € Rk

input and as output, and the key switching key is now seen as a GGSW czphertext

of message My encrypted with noise variance o3. For each coefficient of the output
CTout, the noise variance can be estimated by

2
2
Var (CToue) = ((k + 1) N2> 1;

et (s (M) (oo (v (59 2 (59))  r (7))

Proof 2 (Theorem 4) This proof is the same than the proof of Theorem 3 with
k= kin = kout and S[Qﬂ — Si[fin S[O?Jc;ut]. -

Noise Advantage with TFHE’s PBS. Using a partial GLWE secret key to
encrypt a bootstrapping key for TFHE’s programmable bootstrapping enables two
convenient features: first to have a smaller output LWE ciphertext with less than
k- N +1 coefficients, and second to reduce the noise growth in each external product.
External product is the main operation used in the CMuxes of the blind rotation), as
explained above. The direct consequence of having smaller output ciphertexts is the
fact that we can perform smaller LWE-to-LWE key switchings before the next PBS.
Furthermore, when k - N is large enough to reach the noise plateau (as explained in
Limitation 2), partial secret keys enable to avoid adding unnecessary noise to the
bootstrapping.

3.2.5 LWE-to-LWE Key Switch

Finally, we study the complete algorithm to compute and LWE-to-LWE keyswitch.
We assume using the GLWE-to-GLWE key switch, but the formulae can easily be
adapted to the private product one.
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Theorem 5 (Noise & Cost of FFT-Based LWE Key Switch) We consider
the new LWE-to-LWE key switch as described in Algorithm 1. Its cost is the
same as the cost of a GLWE-to-GLWE key switch as introduced in Remark 4 i.e.,
6 (FftLweKeySwitch) = B (GlweKeySwitch).

The output noise can be expressed from the noise formula of the GLWE-to-GLWE
key switch (Theorem 2). To sum up, the output noise is:

Var (FftLweKeySwitch) = FftErrory, .. v .0 + Var (GlweKeySwitch)

With Gin = Nin, Gout = Nouts kmax = Max (kin, kout) and FftErrory N s, being the
error added by the FFT conversions.

Proof 3 (Theorem 5) FEzpressing the cost is quite straight forward, since we can
neglect the complexity of the sample extraction and its inverse. The estimation of the
variance of the error is immediate as well. We use the corrective formula introduced
m Remark 2 to estimate an upper bound on the FFT error. Indeed, it is easy to
see that the FFT-based LWE key switch with ki, and kou s a special case of an
external product with kmax = max (kin, kout) where some of the ciphertexts composing
the GGSW are trivial encryptions of 0 or 1 (no noise, all mask elements set to zero
and the plaintext put in the b/B part).

Practical Improvement. The use of partial secret keys brings a practical signif-
icant improvement to homomorphic computations. Table 1 presents a comparison
of our techniques and the state of the art [CJP21]. More details on the experiments
are reported in Section 6.1.

4 Shared Randomness Secret Keys

To use FHE schemes, one needs to generate several secret keys of different sizes.
Our main observation is that instead of sampling those keys independently, we can
generate a list of @ nested GLWE keys with the same level of security .

As a simple example we consider three integers 1 < ng < n; < ny and a secret key
s = rOrW|[r® € Zr2 generated in the traditional manner. We can now build
two smaller secret keys out of s(® such that for all pair of keys, the smaller one will
be included in the bigger one, in its first coefficients: s =7 € Z™ and sV =
rO)r®) € ZM. With this new secret keys, the cost and the noise of a keyswitch
between s and s(® will no longer depend on ng and n, but on ny — ng and ng. If
we want to keyswitch from s to sV, the key switch will come for free: it will add
no noise and will have no cost. Note that each of those secret keys use a different
variance for the noise added during encryption: the smaller the secret key, the bigger
the variance, so they can all guarantee the same level of security .

In this section, we first define the shared randomness secret key. We then study
the impact of these keys on the security of the underlying LWE problems. Finally,
we list the different advantages and improvements which they offer.
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S(O) ] 0 Tng—1 |
4\ ni — ng elements
free‘ ’_H
S(l) ] T0 Tng—1 | Tng - -Fn;—1 I
4\ ng — n1 elements
free‘ ,—M
8(2) { T0 cvr Tng—1 [ Tng +-Fnyj—1 Tng Fno—1 |

- -+ enlarging key switch

— shrinking key switch
Figure 1: Illustration of simplified key switch procedures between three shared ran-
domness LWE secret keys.

Definition 9 (GLWE Shared Randomness Secret Keys) Two GLWE secret
keys S € R];’N and S' € R’;:N,, with kN < K'N’, are said to share randomness if
we have that for all 0 < i < kN, §; = 8., where §; and 3, respectively come from
the flattened view (Definition 3) of S and S’. We note by S < S’ this relationship
between secret keys.

4.1 Hardness of Shared Randomness Secret Keys

Let us consider different samples of GLWE with shared randomness. By taking
independently the samples under the same secret key, all the samples are secure and
have the same level of security. We now study the level of security of several samples
of GLWE considered together with shared secret keys.

First, we present the decisional LWE problem with shared randomness and prove
that, under certain conditions, this problem can be reduced to a LWE problem. Next
we show that the new operations offered by the shared randomness secret key can
not impact the security. Indeed, with this new secret keys using shared randomness,
it becomes possible to combine two ciphertexts encrypted under different secret keys.

Definition 10 (Shared Randomness Secret Key Decisional Problem)
Let n1 > ny. Given o secret key s© ¢ Zy°  following a given dis-
tribution D, a secret T € Zy7"  following the same distribution D,
and two errors distribution xo and X1, we define the LWE with shared
randomness secret samples — and we mnote sh-LWE, .\ n.n, — the pairs
((@o,bo = (ag, s V) + €p), (@1, by = (a1,sM) +¢1)) € ZT x ZM+' where
s = S(O)HT', apg < %(Zq)no, a; < (‘u,(qu]’l, €y < Xo and ey < X1-

The decision sh-LWE, \o n, y, problem consist of distinguishing m independent
samples from W(Zpott x Z 1Y) from m independent samples ((ao, bo), (a1,b1)) €
LWE,xo X LWE,, \, € Z3oT x Z2 1 as defined above.

Theorem 6 (Hardness of sh-LWE) If we have three random distributions xo, X1
and x' such that, if we sample ey <= x1 and €' <= X', e1 + € follows the distribution
Xo- Then sh-LWE,| \ . nix, With m samples is at least as hard than LWE,, ., with
2m samples.

Remark 5 (Error Distribution y) In GLWE-based FHE schemes, x usually fol-
lows a discrete normal distribution. The condition for Theorem 6 is then always
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verified. In the following, the goal is to use a noise variance oy for xo and a noise
variance oy for x1 such that ng < ny and og > o;.

Proof 4 (Theorem 6) We define an instance of LWE,, , where the samples are
encrypted under a secret key s© € Zy® which follows a given distribution D, and
where for the given distribution xi it exists a distribution X' such that, for any
e1 < x1 and for any € < X', we have that e; + €' follows a distribution xq.

We now prove that solving the problem sh-LWE,, \ n, v, 15 at least as hard than
solving the problem L\WE,, ,,. To do so, we consider an oracle that can solve the de-
cision sh-LWE,, | \o n. . problem and show that a such oracle can solve the decisional
LWE,,, ., instance.

Observe that, starting from an L\WE,, ,, sample, we can easily create either an
LWE,,, ., sample or an LWE,, , sample. To create an LWE,, ,, sample (ag,by =
<a0, 3(0)> +eg) € Z;‘OH, with eg coming from a distribution xo, from an LWE, .,
sample (a1,b; = <a1, 3(0)> +e) € ZZZLO“, with e; coming from a distribution x1, we
only need to take ag = a; and modify the noise. Following the above condition, it is
sufficient to sample € <= x' and then take by = by + €', to make the noise in by be
equal to e; + €. This now follows the distribution x.

To create an LWE,, ,, sample (a1,b; = <a1, s(l)> +ep) € Zg““ from a LWE,, ,
sample (ag,by = <a0,s(0)> +e) € ZZLO“, we start by generating an random key
T € Ly, which follows the same distribution & than s as well as a new vector
a’ € W(Zy~"). Then, we take a; = agl|la’ and by = by + (a’, '), which give us an
LWE,, \, sample as expected.

Following what just described, we observe that given 2m LWE, \, samples, we
can generate m LWE, \, samples and m LWE,, ,, samples. Now we can provide
all the valid samples of LWE,, \, x LWE,, ,, to the oracle. Otherwise, when the
decisional LWE,,; , problem send uniform samples in Zg°, the two transformations
proposed before also return uniform samples in Zi° or in Zy*. As the oracle can solve
the decision sh-LWEy, \o n, x: Problem, we can solve the decision LWE,, ,, problem.

Remark 6 (Security with more than two shared Keys) The Proof 4, can
easily be adapted to more than only two shared keys.

Operations Under Shared Randomness Any known homomorphic operation
(that we know) that makes two or more ciphertexts interact (encrypted under the
same key or different keys) will have as a result a ciphertext with a level of security
at least as high as the input with the lowest security level. In light of the common
existing attacks, the level of security of a set of GLWE samples encrypted under
shared randomness secret keys is then lower bounded by the level of security of the
GLWE having the smallest level of security.

As for the partial secret keys, this new type of keys may lead to new unknown
attacks and the level of security could be impacted. But at the current state of the
art, no attacks seem to have an impact on shared randomness secret key. However, if
one of the key sets is compromised, the other key sets will be impacted consequently.
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4.2 Advantages of Shared Randomness Secret Keys

Using shared randomness secret keys enable to speed up homomorphic computations

and reduce the amount of noise added by these operations. This is particularly useful
for LWE-to-LWE key switch procedures.

4.2.1 Advantages with LWE-to-LWE Key Switch

Shared randomness secret keys enable to key switch more efficiently and add less
noise during the procedure. Figure 1 illustrates key switching processes between
three LWE shared randomness secret keys. A key switch to a bigger key is rep-
resented with dotted arrows and is called enlarging key switch. A key switch to a
smaller key is represented with solid arrows and is called shrinking key switch.

Enlarging Key Switch. When we consider a ciphertext ct;, =
(ag, -+ ,an,—1,b) € LWE o) (m) C Z"™ under the secret key s € Z" and
want to key switch it to the secret key s € Zy?, where s < s the algorithm
translates into simply adding zeros at the end of the ciphertext:

Ctout := (ag, -+ ,an,-1,0,-+-,0,b) € LWE ) (m) C ZZQH

Algorithm 4, describes this procedure in detail. In this paper we only use this algo-
rithm with LWE ciphertexts, but it can trivially be extended to GLWE ciphertexts.

Algorithm 4: ct,,; < EnlargingKeySwitch(ct;,)

Sin € Zg™ : the input secret key
Sout € Z;’;W‘ : the output secret key

Context: Sin < Sout : shared randomness secret keys (Definition 9)
D E Ly
cti, = ((lo, cey Apyy—1, b) S Z:}un+1

Input: ct;, € LWEg,_ (p)
Output: ctoy € LWE,_, (p)

/* Pad with zeros between the mask and the b part */
1 Set Ctout := (a0, ,an-1,0,---,0,b) € Zlowt!

2 return ctyt

To sum up, with shared randomness secret keys, the enlarging key switchings are
basically zero-cost operations and do not require the use of a public key. They also
add no noise, instead of adding a linear combination of freshly encrypted ciphertexts
under s®. The proof of next theorem is trivial.

Theorem 7 (Cost & Noise of Enlarging Key Switching) When working
with shared randomness secret keys, the cost of an enlarging key switching (Algo-
rithm 4) is reduced to zero, and the noise in the output is the same as the one in
the input (no noise is added).
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Shrinking Key Switch. When we consider a ciphertext ctj, =
(ag, -+ ,ap,—1,b) € Z™ under the secret key s € Z2* and we want to
key switch it to the secret key sV € Z", where sV < s and s® = sW||r® the
algorithm is simplified precisely because of the shared randomness:
1. the parts (ag,- - ,a,,—1) and b do not need to be processed but simply reor-
ganized into a temporary ciphertext: ct = (ag,--- ,an,-1,0) € ZM*1,
2. the part (an,, - ,an,—1) has to be key switched, which can be viewed as
a traditional key switching algorithm: i.e., key switching the ciphertext
(Gnys- e any—1,0) € Zp2~™H with a key switching key going from the secret
key 7 to sV, and at the end, adding it to ct and returning the result.
Algorithm 5, describes this procedure in detail. In this paper we only use this
algorithm with LWE ciphertexts, but it can be also trivially extended to GLWE
ciphertexts.

Algorithm 5: ct,,; < ShrinkingKeySwitch(ct;,, KSK)

Sin = (80, ; Sny,—1) € Zy™ : the input secret key

Sout € ZZ"”‘ : the output secret key

Tout < Min

Sout < Sin : shared randomness secret keys (Definition 9)
Context:

D E Ly

Ctin = (a'()7 e 7a‘nin*17 b) S Zgin"!‘l

{ € N : the number of levels in the decomposition

B € N : the base in the decomposition

ctin € LWEg,, (p)
Input: ' ) (8.0) o
KSK = {KSKZ»}HMSZ.Q“n , with KSK; € LEV " (sin,i) : a key switching key
Output: cto € LWE,_, (p)
/* Keep the beginning of the mask and the B part */
1 Set ctoyt := (ag, "+ ,any,—1,0) € Z(’;“f“

for i € [nou; nin — 1] do

N

/* Decompose the rest of the mask */

Update ctous = Ctout — <KSKZ-, Dec?? (ai)>

w

4 return cty,t

To sum up, with shared randomness secret keys, the shrinking key switching
requires smaller key switching keys: their size becomes proportional to ne — ny
instead of ny. As a consequence, the computation is faster, equivalent to key switch
a ciphertext of size ny — nq + 1 instead of ny + 1. Finally, the noise in the output is
also smaller because the algorithm involves a smaller linear combination of freshly
encrypted ciphertexts under s(. The details of the proof of next theorem can be
found in the extended version of the paper.

Theorem 8 (Cost & Noise of Shrinking Key Switching) Consider two
shared randomness secret keys s < sU with s© e 7z, s € ZM and
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1 < ng < ny. Let f € N* and ¢ € N* be the decomposition base and level
used in key switching. The cost of our shrinking key switching (Algorithm 5) is
¢(n1 —ng) (ng+ 1) integer multiplications and (¢ (ny —mng) — 1) (ng+ 1) integer
additions. The noise added by the procedure satisfies

2 g2
. . ¢ —p
Var(ShrinkingKeySwitch) = (n; — ng) (Tﬁ”) (Var (sin) + E* (sin))
2
— 2
+ (m — o) 1 nO)Var (8in) + 0 (n1 —ng) - pr2 1—5 OisK -

4.2.2 Stair Key Switch

In Section 4.2.1, we saw that when one uses different secret keys within an FHE use
case, it is convenient to make use of shared randomness secret keys. However, this
concept can also be used locally inside a key switch procedure to explore a cost/noise
trade-off.

For simplicity, let’s consider an FHE use case where there are only two LWE
secret keys, and only a key switch from the big one to the small one. We start by
setting the two secret keys as shared randomness. The idea here is to add one or
several shared randomness secret keys, only during the key switch procedure.

For example, let’s assume a fixed decomposition base 3, a fixed number of levels ¢
and let s® be our big secret key and s(”) be our small (as defined in Section 4.2.1).
To key switch from s to s(9, we will add one intermediate shared randomness
secret key s and compute first a key switch from s? to s and then another
from sV to s(®. This algorithm will be more costly, because its first part will be
a linear combination of (ny — ny) ciphertexts of size n; 4+ 1, and its second part a
linear combination of (n; —ng) ciphertexts of smaller size ng+ 1, instead of having a
single linear combination of ny —ng ciphertexts of size ng+ 1: so the total number of
ciphertexts in the linear combination and in the key switching key has not changed
(ng —n1 +n1 —ng = ny — ng as in the key switching from s to s), but the
linear combinations are slightly more costly and the ciphertexts composing the key
switching keys slightly larger. However, this algorithm produces less noise: indeed
its first part has ciphertexts with lower noise because they are encrypted under a
bigger secret key.

Here is the trade-off we want to study. The extreme is to go from s to s
by key switching one element of the key in each key switching, meaning that we
will have a total number of nb = n,, — ngy shrinking key switching (Algorithm 5)
to perform. So nb corresponds to the steps in the stair. This means considering a
total number of shared keys equal to nb + 1, including the secret keys s and s(©
which are the end points of the stair. We call the added keys between s and s
intermediate secret keys, so we have a total of nb — 1 intermediate secret keys. In
practice, we start with coefficient a, ,_; and key switch it to the secret key with
nap — 1 elements, add it to the rest, and do the same with the next last element,
and so on until we reach the desired secret key, one coefficient at a time. The other
extreme case is when we key switch directly from s and s(® without intermediary
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key switchings, so nb = 1.

Algorithm 6 gives details about this procedure. It is important to point out that
there are now nb couples of decomposition parameters (f,,%,) for 0 < o < nb — 1,
one for each step of the stairs. Note that we could also allow to have more than one
such couple per step as well.

Algorithm 6: ct,,; + StairKeySwitch (ctin, {KSKQ}OSQSnb_l)

nb € N : the number of steps in the algorithm
ng<ng <---<Npp
(nb) Tnb - :
s € Z7 : the input secret ke
Context: 0 a P Y
s ¢ Zq° - the output secret key
ONS Zy~,¥1 < a <nb—1: intermediate secret keys

s < s < ... < 5(): ghared randomness secret keys (Definition 9)

ctin € LWE () (p) - ZZ"*"H, with p € ZLg
Input: ¢ {KSK,}o<,<np_q @ intermediate key switching key as in Algorithm 5
o where KSK,, switches from s(@+1) to s(®)
Output: ctoy € LWE ) (p) C ZZ}O‘H

/* Set the counter to go from nb—1 to 0 */
1 Set a:=nb—1
/* Set the initial ciphertext */

2 Set ct := ctj,
3 while ¢« >=0 do

/* Call to Algorithm 5 */
4 Update ct < ShrinkingKeySwitch(ct, KSK,,) € IWE o) (p) € ZJ~"

5 a:=a—1

6 return cty, ;= ct

Theorem 9 (Cost & Noise of Stair Shrinking Key Switching)

Consider the stair key switch as detailed in Algorithm 6. Its cost
amounts  to Y0 Uy (Nar1r — Na) (Na + 1) integer  multiplications  and

S Uy (Ragt — na) — 1) (ng + 1) integer additions.  The noise added by the

a=0
procedure satisﬁes

nb-—1 2 _ p2
. . q° — B N N
Var(StairShrinkKS) = Z("aﬂ — Ng) <W> (Var (s( +1)) 1 R2 (s( +1)))

a=0

Bat2 ,

(noz-l—l - na)
TUKSKa .

+ TVar (S(QH)) +ly - (Nar1 — Na)
Proof 5 (Theorem 9) The cost and noise of the stair shirnking key switching can
be trivially deduced from the Theorem 8. Indeed, at step o of the loop in Algo-
rithm 6, the cost of the shrinking key switching is £y (Nat1 — Na) (Na + 1) integer
multiplications and (Lo (Nat1 — Na) — 1) (na + 1) integer additions.
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The variance of the noise added at the step a is:

2 32
Var(ShrinkKS,) = (na+1 — na) (%) (Var (5D 4 2 (S(QH)))

Ngt1 — N, 242
To obtain the total cost of the algorithm and the total variance of the noise added,

we simply iterate from o =0,...,nb — 1.

Remark 7 (Stairs in the Blind Rotation.) A similar process can be introduced
in the blind rotation algorithm. The idea would be, during the blind rotation, to pro-
gresswely use GLWE partial secret keys (Definition 6) with a smaller filling amount
¢ which will reduce the output noise of the blind rotate. As with the stair shrinking
key switch, we could use different bases and levels in the external products thus of-
fering potentially an overall speed-up. We leave this problem as a topic for future
work.

Practical Improvement. The use of shared secret keys brings a practical sig-
nifiant improvement to homomorphic computations: Table 1, presents a comparison
of our techniques to the state of the art [CJP21]. More detailed experiments are
reported in Section 6.2.

5 Combining Both Techniques & Their Applica-
tions

In this section, we start by providing details on FHE algorithms that benefit from
having secret keys that are both partial and shared randomness. Later on, we
describe some nice applications of these new types of secret keys.

5.1 Combining Both Techniques

Shared randomness partial GLWE secret keys are simply a list of partial GLWE
secret keys (Section 3) with some public knowledge about shared coefficients in
the exact same way as in Section 4. This type of keys is a combination of shared
randomness and partial secret keys, offering advantages of both types.

It is possible to design a faster shrinking key switch (Algorithm 1) which uses
partial secret keys (Definition 6). This means that for this faster algorithm, we use
both partial secret keys and shared randomness secret keys. Details about this new
procedure is given in Algorithm 7.

Theorem 10 (Noise & Cost of the FFT-Based Shrinking Key Switch)
We consider the FFT-based LWE shrinking key switching as detailed in Algo-
rithm 7. Its cost can be expressed expressed from the cost of a GLWE-to-GLWE
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Algorithm 7: cty, < FftShrinkingKeySwitch(ct;,, KSK)

Nout < Min, Min — Nout < kksk,in - Vksk and nour < kksk,out - IVKSK

Sout < Sin : shared randomness secret keys (Definition 9)
Context: Sout € Z;‘“‘ : the output LWE secret key
S = (Snout’ . 7571?"71) c Zgin_nout

Sin = Sout||s € Zy™ : the input LWE secret key

Ctin = (ao, -, any,—1,b) € LWEg, (p) C ZIt!, where p € Z,
KSK : the key switching key suited for Algorithm 1
Output: cto € LWE,_, (p)

Input:

/* Split the input LWE ciphertext into two parts: one related to Sou, and

the rest */
1 Set cto := (ao, -, Gngy—1,0) € ZowT!
2 Set cty 1= (Angy, "+ 5 Gnyy—1,0) € Zn~owtl
/* Call Algorithm 1 */

s Set ct} < FftLweKeySwitch (ct;, KSK) € Zpewt!

/
a return cty = ctg + ctj

key switch (Remark 4) since we neglect the costs of sample extraction and
its inverse. The cost is then G (FftShrinkingKeySwitch) = @6 (GlweKeySwitch).
Note that ki, is smaller thanks to the shared randomness property of the se-
cret keys, which leads to a faster procedure. The added noise can be expressed
from the noise formula of the GLWE-to-GLWE key switch (Theorem 2) which
gives Var (FftShrinkingKeySwitch) = FftErrory, . nge + Var (GlweKeySwitch) with
(bin = Nout — Nin and kmax = max (kina kout)'

Proof 6 (Theorem 10) The estimation of the variance of the error is immediate.
For the FFT error, we refer to Remark 2 and Proof 3.

Alg. 8 summarizes the process to compute a keyswitch when both approaches
are mixed.

Theorem 11 (Noise of GLWE Key Switching With Partial € Shared Randomness

Keys) Perform a key switching (Algorithm 8) from CT;, € Rﬁ'}\fl under the secret
key Si[(bi”} € R’;i}\,, to CTout € Rl;fzuvtﬂ under the secret key SL?,‘;”‘] € R’q“:’]“\}, where the

n

key are shared and partial, i.e., SL”?}’t“t] < Si[f‘”}. FEach coefficient of the output has
added noise estimated as

Var(GlweKeySwitch’) = (¢ — dout) <q2 _ /8%) <Var (Si[fin]> + E2 (Si[i’in]))

126%
2
in = %ou i 2
+—¢' 4¢ *Var (Si[fm}> + C(kin — kout)NaESk—B 1_; .

The proof of this theorem can be found in the extended version of the paper.
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5.2 Some Higher Level Applications

Through Sections 3.2, 4.2 and 5.1, we discussed the many advantages of using
partial and/or shared randomness secret keys. We now discuss the advantages at a
somewhat higher level.

Key Switching Key Compression. When one deploys an FHE instance
using the shared randomness property, the total amount of public material for
key switching is smaller than usual. Indeed, this only requires to generate all the
shrinking key switching keys (Algorithm 5), from the largest key to the smallest.
All of these shrinking key switching keys are way smaller than the sum of all the
traditional key switching keys that are usually needed. Note that it is possible to
provide more levels in some of the key switching keys, and only use the ones that
are needed at a moment for a given noise constraint.

Compressed Bootstrapping Key. Similarly, with shared randomness secret
keys, the amount of public material for bootstrapping keys can be reduced. A
bootstrapping key is a list of GGSW ciphertexts, each one encrypting a secret key
coefficient of the input LWE secret key. Then, giving the GGSW ciphertexts for
the largest LWE secret key of the instance is enough. Whenever bootstrapping an
LWE ciphertext with a smaller dimension is required, one will only use the first
part of the bootstrapping key. In the same spirit, additional levels can be added,
and only used when strictly needed.

Easier Parameter Set Conversion. In [BBB™22], the authors consider
use-cases where there are a couple of coexisting parameter sets, and it is necessary
to move from one to the other. Using shared (and partial) secret keys helps
converting more efficiently ciphertexts between two (or more) parameter sets. This
is due to the removing of some key switchings and limiting the noise growth.

Multikey Compatibility. Both the partial and shared randomness properties
are preserved in the MK-FHE (such as [KKL*22, KMS22]) and in threshold-FHE
approaches. Indeed, summing two partial secret keys results in another partial
secret key, and summing two pairs of shared randommness secret keys together
results in a new pair of shared randomness secret keys. Those new secret keys could
improve the performance of MK-FHE and threshold-FHE, which are in general less
efficient that the ones of (single key) FHE, as well as reduce the total size of the
public material.

Other FHE Schemes. Partial and shared randomness secret keys could be
used in other FHE schemes such as FHEW [DM15] or NTRU-based schemes (such
as [BIPT22]). This types of keys could also be used in BFV [Bral2, FV12] or
CKKS [CKKS17] when larger polynomials are required for the same modulus ¢, for
instance.
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Combination With Fixed Hamming Weight. Both partial and shared
randomness secret keys could be instantiated with a fixed Hamming weight We do
not explore this topic any further here.

LWE Encryption Public Key With GLWE Material. If one wants to take
advantage of the FFT to encrypt fresh LWE ciphertexts with a secret key s € Zy,
and/or shrink the size of ciphertexts with partial GLWE secret key, it is possible to
provide a GLWE encryption public key for a partial GLWE secret key S~ ¢ R’;, N
such that its flattened version is actually s. In this case, one uses GLWE encryption
and applies a sample extract right after that to obtain the desired LWE ciphertext.

6 Parameters & Benchmarks

In this section, we describe how to generate FHE parameters for all our experiments.
We use the procedure introduced in [BBB*22] to compare the different approaches.
To demonstrate the impact of partial and/or shared randomness secret keys, we
use the Atomic Pattern (AP) called CJP in [BBB*22] (the name coming from the
paper [CJP21]). After recalling its definition, we explain how to optimize param-
eters for the different experiments and show the different improvements (both in
computational time and size of public material) brought forward by each of the new
procedures introduced in this paper.

Real life applications use additions and multiplications by public integers (i.e.
a dot product) between two consecutive bootstrappings. Formally, given a list of
ciphertexts {cti},c;y oy € (LWEs,)" (with independent noise values) and a list of
integers {Wi}ie[u,a]] € Z*, one computes Y i  w; - ct;. In that case, we have 1? =
Yo w? and v is used to fully describe the noise growth during a dot product
following the formalization of [BBB122]. In this paper, we set v = 2P where p is the
precision of the message. For every experiment below, the probability of failure is
set to pri < 27139, Note that with the FHE parameter generation process used in
this paper, any other probability can be chosen. In what follows, we use the CJP
atomic pattern which denotes the chaining of a dot product, a keyswitch and a PBS.

All of the experiments presented in this paper have been carried out on AWS
with a m6i.metal instance Intel Xeon 8375C (Ice Lake) at 3.5 GHz, with 128 vCPUs
and 512.0 GiB of memory using the TFHE-rs library [Zam22]?. In Supplemen-
tary Material E.2 (Tables 4, 5, 6 and 7), we give the parameter sets used for the
experiments reported in Table 2 along with benchmarks and public material sizes.

6.1 Partial GLWE Secret Key

We conduct three experiments with partial GLWE secret keys (Definition 6) that
are displayed in Table 1. This shows the cost estimated by the optimizer (divided
by 10°%) in function of the precision.

Zhttps://github.com/zama-ai/tfhe-rs/tree/artifact_ccs 2024
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Our baseline is CJP. The first experiment focuses on the CJP atomic pattern
where the GLWE secret key could be partial with a filling amount ¢. During opti-
mization, we set ¢ to the minimum between % - N and the value npjateas discussed
in limitation 2. As expected, this is mostly better with larger precisions, starting at
p = 6 where the plateau is reached.

The second experiment considers the CJP atomic pattern where the traditional
LWE-to-LWE key switch is replaced with the FFT-base LWE key switch introduced
in Algorithm 1. During the optimization, we had to introduce new FHE parameters
for this particular key switch: an input GLWE dimension k;,, an output GLWE
dimension ko, and a polynomial size Nks. We observe a significant improvement
for all precisions when using this key switch, but it is more visible with smaller
precisions, between 1 and 6.

The third and last experiment is the combination of the two first ones: we allow
the GLWE secret key to be partial (when the plateau is reached) and use the FFT-
based LWE key switch (Algorithm 1). As expected, this last experiment outperforms
the other two. We can see a significant improvement for all precisions.

Note that there is no way to build an LWE-to-LWE key switch based on the
FFT without partial secret keys, so no comparison with our results can be done.

6.2 Shared Randomness Secret Keys

We conduct two experiments with shared randomness secret keys (Definition 9), and
we display the results predicted by an optimizer in Table 1.

The first experiment is the CJP atomic pattern where we allow the secret keys
to share their randomness using the shrinking LWE key switch described in Algo-
rithm 5. We observe a significant improvement with small precisions, up to p = 6.

The second and last experiment is the CJP atomic pattern where we allow the
secret keys to share their randomness, so we can use the 2-step stair LWE key switch
from Algorithm 6. We see a significant improvement at all precisions. Note that if
one tries to trivially have a 2-step stair key switch without any shared randomness,
the computational cost is basically the same as in CJP.

‘ Precision & 2-norm H 1 ‘ 2 ‘ 3 ‘ 4 ‘ 5 6 ‘ 8 ‘ 10 ‘

‘ H Cost ‘ Gain ‘ Cost ‘ Gain ‘ Cost ‘ Gain ‘ Cost ‘ Gain ‘ Cost ‘ Gain ‘ Cost ‘ Gain ‘ Cost ‘ Gain ‘ Cost ‘ Gain ‘
CJP 31 - 42 - 63 - 78 - 118 - 347 - 2351 - 20813 -
Partial: BSK 31 -0% 42 -0% 63 -0% 78 0% | 118 | -0% | 318 | -8% | 1934 | -18% | 16449 | -21%
Partial: FFT-KS 25 | -18% | 33 | -21% | 41 | -35% | 62 | -21% | 92 | -22% | 298 | -14% | 2053 | -12% | 18841 | -9%
Partial: BSK + FFT-KS 25 [ -18% | 33 |-21% | 41 |-35% | 62 | -21% | 92 | -22% | 285 | -17% | 1879 | -20% | 16426 | -21%
Shared: Shrinking-KS 29 -9% 39 -8% 49 | -23% | 72 -8% | 105 | -11% | 336 | -3% | 2331 | -0.8% | 20785 | -0.1%
Shared Stair-KS 27 [ -15% | 35 |-17% | 42 | -32% | 66 | -17% | 94 | -20% | 316 | -9% | 2057 | -12% | 16624 | -20%

Table 1: Comparison in terms of estimated execution time, between traditional CJP,
our baseline, two variants of CJP based on shared randomness secret keys and three
variants based on partial secret keys.
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6.3 Combining Both

We conduct two experiments with both partial (Definition 6) and shared randomness
secret keys (Definition 9), we display the results in Table 2.

The first experiment is the CJP atomic pattern where we allow the secret keys to
be partial and to share their randomness. We use the 2-step stair LWE key switch
from Algorithm 6 and we allow the GLWE secret key to be partial when the plateau
is reached.

The second and last experiment also focuses on the CJP atomic pattern where we
allow secret keys to be partial and to share their randomness. We allow the GLWE
secret key to be partial (when the plateau is reached), and use the FFT-based LWE
key switch (Algorithm 7) since our secret keys also share randomness.

Both the stair key switch experiments and the FF'T shrinking key switch exper-
iment are faster than our baseline, and we have even better results with the FFT
shrinking key switch than expected. Note that at precision p = 3 we have a 2.4
speed-up factor compared to the baseline.

Our new secret key generation also has the advantage to reduce the key sizes.
For those experiments, we plot the size of the public material needed in Figure 2
in Supplementary Material, to demonstrate their benefit in this matter. For instance,

the storage needed for the public material when p = 3 is going from approximately
105 MB with the CJP method, to 50 MB with the FFT-based approach.

Precision & 2-norm 1 2 3 4 5 6 8 10
Time | Gain | Time | Gain | Time | Gain | Time | Gain | Time | Gain | Time | Gain | Time | Gain | Time | Gain
CJp 5.43 - 8.75 - 12.2 - 12.6 - 20.0 - 55.6 - 415 - 4710 -
All + Stair-KS 3.78 | -30% | 6.28 | -28% | 6.22 | -49% | 9.35 | -25% 13.8 | -31% 44.3 | -20% 323 | -22% | 3620 | -23%
All + FFT shrinking-KS || 3.27 | -39% | 5.32 | -39% | 5.12 | -58% | 7.38 | -41% | 11.0 | -45% | 41.1 | -26% | 306 | -26% | 3603 | -23%

Table 2: Comparison in terms of computational time (in ms) of the traditional CJP,
our baseline, with two variants of CJP based on both partial secret keys and shared
randomness secret keys.

7 Conclusion

To sum up, the traditional way of generating GLWE secret keys leads to unnecessary
computation, larger noise growth and bigger public material. In this paper we
introduced two (as secure) new ways to generate GLWE secret keys: partial and/or
shared randomness. The benefits are indeed non negligible as demonstrated in
practical experiments covering a wide range of message precisions. In this paper, we
also described several applications exploiting such secret keys.

As future work, optimizing the step number, the size and the decomposition
parameters of the (shrinking) stair key switch seems promising. Also, it could be
interesting to generalize our approaches to other secret key distributions, like ternary
or Gaussian.
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Supplementary Material

A Comparison between usual secret key types in
FHE

Secret Keys With Fixed Hamming Weight (FHW). A fixed-Hamming-
weight (FHW) binary (resp. ternary) GLWE secret key of hamming weight h € N
is a GLWE secret key such that its polynomial coefficients are in {0,1} (resp.
{—1,0,1}) and contains exactly h non-zero coefficients. We note these two dis-
tributions FHW (h,{0,1}) and FHW (h,{—1,0,1}) respectively. Such keys come
along with public knowledge: the dimension k, the polynomial ring R, x (including
the polynomial degree N), the distribution (binary or ternary), the hamming weight
h. This type of secret keys is in use in FHE schemes such as CKKS [CKKS17], be-
cause it offers a smaller value for the worst-case noise growth. Table 3 summarizes
public knowledge for these different secret key types.

B Proofs

In this section we provide some useful proofs.

Proof 7 (Correctness for Constant Sample Extraction) As in algorithm 2, we
consider o GLWE ciphertext CTiy = (Ao, -, Ar—1,B) € GLWEg (P) C R’;,Jer where P =
Zf\iglpiXi € Ry~ and for all 0 <i < k—1 we have A; = Z;y:_ol a; j X7 and B = Z;V:_Ol b; X7,
The GLWE secret key is noted Sl — (So, -+ ,Sk—1) € RZN and follows Definition 6. By definition
of GLWE ciphertexts, it means that it exists an error polynomial E = ZZN:_OI e; X" € Ry N such
that B—Y 1" A;-S;i= P+ E.

Following Algorithm 2, the constant sample extraction outputs the following LWE ciphertext:
Ctout = (Qout,0," " s Gout,p—1, bout) € LWE3z (pg) C Z?‘*‘l encrypted under the LWE secret key 8 =
(30, ,84-1) € Z? obtained as defined in Definition 7.

First we define two index functions, the first one is v : i — (L%J ,4 mod N) and the second
one is L : 1 — (LﬁJ ,(N — i) mod N). We also need to define a last function v : i — 1 —
((i mod N) ==0)
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¢—1 ¢o—1 kN—1
bout — Z Qout,i * Si = by — Z Gout,i * Si — Z (_1)"{(” T Ag(d) * Su(d)
=0 =0 i=¢
null since all s,(;)=0 because it is a partial key)
o—1 kN—1
= by — Z (_1)7(2‘) Sary Sy — Z (_1)7(1') S ag(iy * Su(i)
=0 lines 2 and 3 in Algorithm 2 =4 (1)
kN—1 k—1N-1
=by — Z (—I)W(i) ag@i) * Su(i) = by — Z Z Qi N—j * Si,j
1=0 =0 j5=0
k—1N-1
=bo— D> > i (Nj) mod NXN T AN g, X
i=0 j=0

This quantity is what we have on the constant term of the polynomial resulting from the de-
cryption of CTy,:
N—1N—

k— 1
B - ZAZ Si=B=Y 3N a; X7 s X7

1 1
=0 5=0 5'=0

k—1N-1
(bo -3 g e KO X) o

constant coefficient with the same quantity
1 N-1
FXL (=) 4 e XN by — )

non-constant coefficients

O

Proof 8 (Correctness for Sample Extraction) We follow the context and in-
puts of Algorithm 11. It is trivial to show that the a-th coefficient of the decryption
of CT, is equal to what is in the constant coefficient of X~ - CT;,.

Proof 9 (Theorem 2) The inputs of a GLWE-to-GLWE key switching (Algo-
rithm 9) are:

e The input GLWE ciphertext: CT;, = (A, Bin) € GLWE sl 1(A-M) C
R’;ir}\;rl; where Bin = Zfio_l Ain,i : Sin,z’ + A - M + Ein; Ain,i - Z;V 01 az,] X]
W(RynN) for all i € [0,k[ and By = Zj.v:_ol ej - X7, and ej <= Ny2 for all
jeo,N —1].

o The key switch key: KSK = (KSKy,...,KSKg 1), where KSK; €
Gl_EV(B(fQt (Sin,i) - (GLWE ¢out (ﬁSm z>> GLWE <f>out] (ﬁ[ in z)) fOT all

OUt

0 < i < ki Wenote by KSK;; = (A, Bij) € GIWE g ( S ) for
all 0 < i < kin and for all 0 < j < {, where B;; = Zk“t IAJT Gldoul |

out,T

q _
WSin,i + Eiskijs and Eyskij = Y oo €kskijor - X and exskijr <= Ny2 .

Oksk
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The output of this algorithm is: CTow = (Aout, Bout) € GLWE {Sou) 1 (A-M) C
R’;j’]‘{}ﬂ. By definition, in the decomposition described in Supplementary Mate-
rial C, we have that Dec®" (Aini) = (Xin,i,o,"' ,ﬁ;n,i,g_l) such that A,
Y0 T Aini g, for all 0 < i < K.

Let define flm- = Apni — gini; Gir| = lair — air| < %’ Qi € Hi L[[ Jor

547 2/34
all 0 < 71 < N. So we have that their expectatzons and variances are respectively

2 _
E(a;,) = —3, Var (a;,) = T — +, E(a;,) = —3 and Var (q;,) = g2 =L
Now, we can decrypt:

Bow = { Aou, Si") = <(Aout,Bout>,( CHN )>

kin—1

kin—1£—1 "
ZAI”J:J <KSKi7j’ ( S([;i:]c;u: ) )>

i=0 j=0
kin—1£—1 .

:Bin - Ain,i,j <ﬁj+1 Sm K + Eksk z,J)
i=0 j=0
kin—1 —10—

:Bin - Aln,sz i Z Z inyjg,7 ° Eksk,i,j
i=0 i=0 j=0

(I) (I1)
Now let’s focus on the w' coefficient of part (I):

kin—1 w N-1
|n 2w § § CLln J,w—T ° Singg, T T § Qin,i,N+w—7 * Sin,i,7

=0 7=0 T=w+1

kin—1 w
= bin,w - E § (ain,i,wf‘r - din,i,wfv') * Sin,i, T

=0 7=0

N-1
- § (ain,i,N+w—T - din,i,N+w—T) * Sin,i,T

T=w—+1

kin—1 w N-—1
= Amw + ey + E § C_lin,i,wf'r * Sinyi,r — § C_Lin,i,Nerf'r * Sinyi, T
=0 =0 T=w+1

Now let’s focus on the w' coefficient of part (II):

—14— N-1
§ E § aln g, w—T ° €ksk,i,j,m T § Qin,i,j,N+w—1 * €ksk,i,j,7

i=0 j=0 T=w+1

We can now isolate the output error for the w' coefficient and remove the message
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coefficient. We obtain that the output error is:

kin—1 w N-1
! — —
€ = €y + E E Qin,i,w—r * Sinyi,r — E Qin,i,N+w—r * Sin,i,~
i=0 \7=0

T=w+1

()

Kin—1 6—1 N—1
+ E § Qin Ji,j,w—T * €ksk,i,j,T § Qin,i,j,N4+w—7 * €ksk,i,5,T
1=0 75=0 T=w+1

Observe that in the term (x) there are kinN — ¢in terms of type Gin;. - Sini. that
are equal to 0. So we have:

Var(e!,) = Var(ew) + ¢in - Var (Gini.. - Sinyi,.) + kin - £+ N - Var (Qin j,. - €ksk,irj.-)
= 02 + ¢in(Var (Gin,i.) Var (sini..) + Var (aini.) E? (Sini..)
+ E?(@in ;.. )Var (in,i..))
+ CkinN (Var (@in ;. j,.) Var (exsk,i,j,-) + E® (d@in,i,j,.) Var (exsk,ij.-)
+ Var (@in,i,j,) E? (ekskij,))

= 0jn + in (ﬁ) (Var (sie°) + B2 (sl)))

2
(b'"Var (sth) + Ek.nNB s 2agsk.

Proof 10 (Theorem 3) This proof is similar to the proof proposed for the key switch with
partial key (proof 9).
The inputs of secret-product GLWE key switch (Algorithm 10) are:

o The input GLWE ciphertext: CT;, = (Ain, Bin) € GLWE {oi] 1 (A~ M) C R’;'"]\*,'l, where

Bin= Y00 " Aini - S A My By, A = Y80 ai XJ AR o) for alli € [0, k]
and B, = Zf;é ej- X7, and ej < N2 for all j € [0, N — 1.
e The secret product key switch key : KSK = (KSKq,...,KSKg,), where KSK; €

GLEVY,, (~MaS) = (GLWE g (— 24250000 ) -+, GLWE guns (~5E25101) ) for

all 0 < 1 < kin ( for this proof, we define S, = —1). We note by KSK;; =
(A;j,B;;) € GLWE ¢ {6 ( gi\flj S[¢'"> for all 0 < i < kin and for all 0 < j < £, where

n,2

Bij = Y0 Ay - Sﬁfifﬂ DL S 4 By, and By = Y0 uskigir - X7 and

€ksk,i,j,m Ao -Ngksk-
In output we obtain: CTou = (Aout; Bout) € GLWE gloou (A - My - My) C Rkout+1
By definition, for any random polynomial A;, we have A; = ZN 01 ai ;- X7 where a; j ~U(Zyg),(
ai; € [544])-
By definition, for the decomposition (describe in Annex C), we have Dec!?" (4,) =
(1212»707 . ,Ai,é—l) such that A; = ZJ 0 ﬁﬁlfim.

Let define A; = |A; — Ai|, ai; = lai; —ai | < ﬁ; a;; € [[

_ _ 2 N N 2_4
E(a;) = —3; Var(a;) = Tog7 — &5 E(a;;) = —3; Var(a;) = ﬁn .
As Bin is seen as an uniform polynomial, we obtain the same results for the variance and the
expectation for Bin (resp. Bin) than A; (Resp. A;). In the next calculations, Bi, ;- E; will be write

ﬁ, 2‘17[[ Finally we obtain:

as —Ainkin,j * L,
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Now, we can compute the decryption:

Bout — <Aouta S([;ﬁi”‘]> = <(Aout7 Bout) ; (‘Sgﬁm]a 1)>

kin—1
— (Dec™ (By) - KSKy, + > Dect™® (4n;) - KSK; (=81, 1) )
=0

=0 =0 j=0
kin—1 kin £—1
—M2 (AMl + Eln + Bm - Z Aln,z Sln 2) - Z ~|n,1 J Ez,j
=0 1=0 j=0
kin— kin £—1
—AMQ Ml + M2 <Eln + Bm - Aln,z Sin,i) - A'n,i,j Ei,j
=0 1=0 5=0

By following the same idea as the proof for the key switch (proof 9), we can isolate the noise and
compute his variance. We obtain:

kin—1 kin £—1 B
Var | M, <E + Bin — Aini - Sin,i) - Ainyij - Eij

kin—1 kin £—1 ~
= ||M][3 - Var (E + Bin — Apgi - Sin,i) + Var Ainij - Eij

i () o~ ) (o (o) 2 (5) ()

1
Cal %) (14 o (var () + B2 (si2))) + %Var (st

_ 2
=0in + 1232¢
and
kin £—1
in ~ ﬂQ 42
Var 2 j_g Ain,i,j . Ei,j = g(kin + 1)N0-ﬁSK 712

Proof 11 (Noise Eternal Product in Bootstrapping) The Theorem 2 gave us
the following noise for an external product:

kin* kin {—1
Var | M, <E + Bin — Ain i+ Sin z> - ZAin,i,j By j

Kin—1 kin £—1
= HM2H§ - Var (E + Bin — Z Ain,i : Sin,i) + Var flin i g
i=0 i
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where
kin—1
Var (E + By, — Z Ain i Simi)
=0

e+ (g = 13) oo (i 1) (o () 2 1))+ o s2)

1
— i+ () (14 (var (i) + 2 (s107))) + Spvar (1)

kin —1 2
~ 2
\hf( A%MJ'Em> =€%m+J)NU%B1;

In TFHE, we use binary key to perform the bootstrap. So we have M € {0,1}
which represent a bit of the binary key. Var(M,) = 1 and E(M,) = 5. Let focus on
the part with the message:

kin—1
Var (Mz (E + By, — Z A - Sin,i))
=0
kin—1
= (Var(Mg) + E2<M2)) Var (E + Bin — Z Ain,i : Sin,i)
=0

Ein—1
+ Var (Ms) E? <E + Bin — Z Ain,i . Sin,z’)

i=0
] Kin—1
= §Var (E + B, — ; Ajn i - Sin,i)
] Kin—1
+ ZEz (E + Bin — Apn i - Sin,i)
i=0
We have:
kin—1 kin— 1 ’
E2 (E + Bm - Z Aln i * Sin z) = <]E(E) JFE(B”\) —-E (Z A'” g Sin’i>>
i=0 . 1=0 )
= (0 - 5 — ¢inE (aln,i) E (Sin 1))
1 _ o))
<L (rroun (s

Finally, for each coefficient after one external product in the bootstrapping, we
obtain the following formula for the noise variance:

%2“ + (q;wf;e) (1 + bin (Var (Si[fi"]> +E? (Si[f‘"]))) + %Var (Si[f‘"])

1 . [pin] 2 . 2 /82 + 2
(s () s
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Proof 12 (Theorem 8) The proof of this theorem follows the same footprint as the
other key switching proofs presented in this paper (e.g., Theorem 2). We generalize
the proof of this theorem to the GLWE case: the LWE result presented in the theorem
follows by taking kg = ng, k1 =ny; and N = 1.

We consider two shared randomness GLWE secret keys 8© < U with §© =
(530>,.,.,s,§0> ) € Ry, SO = (53”,...,5,21[1) € RMy, 1< ko < ky and S =

o—1
Si(o) for all 0 < i < kyg. We take in input:
o A GLWE ciphertext: CTiy = (Ain, Bn) € GLWEgn) (AM) C R'JY, where
Bin = Y00 Aini - S 4 AM + By, Ay = YN0 aiy - X7 42 W(Ryw) for all
i € [0,k[ and By, = Z;V:_Ol ej- X7, and ej <= Ny2 for all j € [0, N — 1.
o The key switching key: KSK = (KSKo,...,KSKg,—k,—1), where KSK; €

GLEVY:) (i) = (GIWEgw (4841)) -+ GLWEgw) (%5S11L,)) for atl

0 < i< k. Wenote by KSKi; = (As, Biy) € GLWEgw (4511, ), for all
0<i<k and for all 0 < 5 < {, where B; ; = 21;0:—01 Aijr- SSO) + /Bﬂrl S,E:i)ﬂ +

N-1
Eskijs and By = Yo €xskigr = X and eskijr < Noz .
The output of this algorithm is computed as:

k1—ko—1
(Ainos - - Ainko—1,Bn) — > Dec®? (4, 1) - KSK; € GLWE g0 (AM) C REY!
=0

By definition, in the decomposition described in Supplementary Material C, we have
that DeC(ﬁ’Z) (Ain,z') = (Ain,z‘,(), cee 7Ain,i,€—1> such that Ain,i = Zf;é ﬁﬁ*'l Ain,i,j; fOT’ all
]{?0 <7<k

Let define Ain,i = Aini — Aini, |di,~r| = |ai,7— - 5i,T| < zqw, Qir € H%;ﬁﬂ Jor
all 0 < 7 < N. So we have that their expectations and variances are respectively

_ _ 2 ~ ~ 2_
E(a;,) = —3, Var (a;,) = o5 — +, E(a;,) = —3% and Var (a;,) = %
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Now, we can decrypt:

k1—ko—1
<(Ain,0a vee Am Jko— 17 - Z Dec |n ko—i-i) . KSKZ) <_S(O)a 1)>
ko—1 k1— ko 14-—-1
= Bin - Z Aln K S(O) Z Z Aln Jko+1,7 <KSKi,j7 (_S(O)v 1)>
=0 =0 j=0
ko—1 ( ) k1—ko—14—1 q )
0 1
~Bo= Y 50— Y S s (S + B )
=0 =0 j=0
ko—1 k1—ko—1 k1i—ko—14—1
1 ~
= Bin - Z Aln Ji S(O) Z Aln Jko+i ” Sl(ﬂo)-H Z ZAin,k0+i,j . Eksk,i,j
i=0 i=0  j=0
ko—1 k1—ko—1 3
= Bi, — Z Aini - Si(o) - Z (Ain ki — Ainkoti) - S,ﬁili
=0 =0
ki—ko—10-1
Z Z Ain ko+ij * Bsk,i g
i=0 =0

Since Si(o) = Si(l) for all 0 <i < ko, the equation becomes:

ko—1 k1—ko—1
1 1 1
= By, — Z Ain,i - Si( ) Z (Ain,koJri - Ain,ko+i) 'SI(CO)H
i =0
]{?1 k}o 14—
Z Z inyko+i,j * Pksk,i,j
=0 j=0
k1—ko—1 k1i—ko—1¢—1
=AM + Ein+ Z Ain,kg—&-i : ]@OJﬂ Z ZAm ko+i,5 ° Eksk )4,
=0 =0  j=0
I (I1)

The w' coefficient of part (I) is equal to:

ki1—1 w
12 (Z ain,i,wfr . El‘r) Z alnzNer T° 5;2)

i=ko =0 T=w+1

The w' coefficient of part (I1) is equal to:

ki1—ko—1¢—1 w N-1
§ § § aln Jko+i,5,w—T * €ksk,i,j, T E Qin,ko+i,j,N+w—7 * €ksk,i,j,7

i=0 7=0 T=w+1

We can now isolate the output error for the wt" coefficient and remove the message
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coefficient. We obtain that the output error is:

k1—1 w
—elnw+z (Zamzw T 5 Z Gin,i,N+w—T 352)

i=ko =0 T=w+1
ki1—ko—14—-1 w N—-1
E E § aln Jko4i,5,w—1 * €ksk,i,j, 7 T § Gin,ko+i,j,N+w—1 * €ksk,i,j,7
=0 j=0 T=w+1

So the variance 1s:
Var(e:ﬂ) = Var(ein,w) + (kl - ko)NVar <C_lin’i’481(471‘)>
+ (kl - ko)fNVar (5;,171»7]-,, . eksk,i,j,~)

=02 + (ky — ko)N (%) (Var (S“)) +E? (S“)))

_ 2
+Mvm (5<1>) + (k1 — ko)eN”B +20§5K.

Proof 13 (Theorem 11) Lets consider two shared and partial secret keys such
that S([fi,"t”t =< S(b‘”}. We have SL?,‘;“] = (Sout,0, " » Sout kow—1)s Where Sout ko—1 =
) Sout,kout—l,iXi we call Soyt k-1 S.

We have S[¢i" = (Sinos - Sinkin—1) such that for all j € [0, koye — 1], Sout; =
Sinj and Singon—1 =S + S where S = Z] dout— (ko —1)N Sin ko1, X7 -

The inputs of a GLWE key switching with partial & shared randomness keys
(Algorithm 8) are:

e The input GLWE ciphertext: CT;, = (A, Bin) € GLWE slo) (A-M) C

Rintwhere Bin = "m0 Aini  Sing + A M + Ein, Ain; = z;;g a;; - X7 <
W(RyN) for all @ € [0,k[ and Ey, = Zﬁ:& ej - X7, and e; < Nz for all
je[o,N—1].

o The key switch key: KSK = (KSKy,,. ,, KSKy.,. -+ , KSKy. _1), where KSK; €
GLEVEL, (Sns) = (GLWEggou (48ii) .+  GIWE g (i) )

out

for all how < i < ki, ond KSKi, € GLEVL (S)

(GLWEgpsour (45) -+ GLWEgn (£5))

We note by KSK; ; = (A, Bij) € GLWES[%M (#Sim); Jor all kowe <1 <
kin for all0 < j < {, where B; ; = Zk"“‘_l A Soutr + #SM + Exsk,ij, and
Eyekij = Zﬁ:ol Eksk,ijr X and €xskijm <= No2 -

We note KSKyp-1; = (Agu- Brou-1) € GLWE gioo (ﬁ%s) for all 0 <
j < €, where Bry1j = S0 A1+ Soutr + 5515 + Biskokou—1,4, and

Ersk fow—1,j = ZN}) Cksk kou—1,j,m * X AN sk figu—1,5,m = No2 -
The output of this algorithm is: CTow = (Aout, Bout) € GLWE {90 1 (A-M) C

k ut+1
RFeut!,
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By definition, for any polynomial Ai,;, we have the decomposition (described in
Supplementary Material C), Dec®4) (Ains) = (Ain,i,l, e ,Ain,i!) such that fl;n’i =

-1 x
ijo #Ain,i,j- Now, we can decrypt:

Bout = (Ao S5 ) = ((Aut, Baw), (-SEi.1) )

= <(Ain,Oa o Ain k1,0 ,0, Bin) — Dec®? (A k1) KSKpp 1

kin—1
— Z Dec mz KSKZ, (— gﬁ;ur],l)>

i=Kout
Kout—1 -1 ~
=Bin— Y AiniSouti = Y Ain ko1 <K5Kkout71,j7 (—S([ﬁ‘;“t], 1)>
=0 7=0
kin—1 £—1 ~
=Y Ay <KSKi,ja <—S<[)¢ﬁ"t]71)>
i=kout j=0
ou':_2 —1 _
- Z Aln 7.S|n K |n koutflﬁ - ZAin,koutfl,j <Bj+1 S + Eksk Jkout—1 j>
j=0
kin—1 £—1
_ Z ZAm'L] (6 +1SIn1+EkSkl]>
i=kour J=0

kout—1

-1
— Bln - E Aln sz K |n kout—lﬁ *Ain,kout—ls - E Ain,kout—l,j : Eksk,kout—l,j
Jj=0

(I (I1)
Kin—1 kin—1 0—1
- Z Aip iSini — Z ZAin,i,j'Eksk,i,j
= i=Fow j=0
(IT1)

After decrypting, we can split the previous result in three distinct part and analyze
the noise provide by each of them. The first part of the result (term (I)) is only
composed of the noise present in the B;,.

The second part of the result (term (11)) can be seen as a key switching with partial
key (Algorithm 9) from S to Sew. The proof of noise add by this part follows the
proof of Theorem 2.

As for the second part of the result, the third part of the result (term (II11)) can be
seen as a key switching with partial key (Algorithm 9) from (Sinkews s Singn—1) 10
Sout- The proof of noise add by this part follows as well the proof of Theorem 2.
By adding this different noises, we will obtain Var(eqy) = Var(I)+Var(I11)+Var(I11)
where :
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Var(I) = o,
Var(IT) = (Nkout — Pout) (%) (Var (si[fi"]) +E? (s{fi“]))
+ va (si[;f""}) + fNafsk%
Var(111) = (60— Nhou) (Lo ) (var (8107) + 7 (8137

5 B2+2

¢in - Nkout
Zin_ ~T Touty, £ re
+ ar ksk 9

4 (Si[r?in]> + £(kin — kour — 1)No,

To conclude we have :

Var(€ou) = 0ip + ($in — Pout) (q2 —/ %) (Var (Sl!) +E2 (s}

12/32¢
2
in — %ou ; 2
—+ —¢ 4¢ tVar (Sl[fm]) + g(kin - kout)NO-Eskﬁ 1;_

C Algorithms From Literature

In this section we recall a few useful algorithms from the literature such as the
GLWE-to-GLWE key switch with and without a secret product, and the decompo-
sition algorithm.

Decomposition Algorithms. Let f € N* be a decomposition base and ¢ € N*
be a decomposition level. The decomposition algorithm with respect to § and ¢ is
noted Dec®?: it takes as input an integer x € Z, and outputs a decomposition
vector of integers (1, -+ ,2y) € Zf; such that:

<Dec(5’€)(x), (% e %)> = {az : %é—‘ : % € Z,.

Usually, the decomposition is done starting from the most significant bits. When
applying the decomposition on a vector of integers, the result is a vector of decom-
position vectors of integers.

Note that it is possible to decompose an integer polynomials X € R, with this

algorithm i.e.,
14
e (33} 2] 5

After applying this kind of decomposition on a vector of polynomials, the output
is a vector of vector of polynomials.
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D Algorithms in Details

In this section we give details about some algorithms introduced in this paper, such
as the different sample extraction algorithms (and its inverse) when dealing with
partial GLWE secret keys, the enlarging/shrinking key switch when dealing with
shared randomness secret keys, and the GLWE-to-GLWE key switch when dealing
with both partial and shared randomness secret keys.

E Parameter Sets

In this section we provide the formulae to compute the size of the key switching
keys and bootstrapping keys, and we also give the most important parameter sets
we used for our experiments. They are displayed in Tables 4, 5 and 6. To compute
the filling amount of the FFT-KS ¢;, of the FFT-based shrinking key switch, one

needs to compute ¢pgs — n.

E.1 Size of Public Material

The size (in MB) of the traditional LWE-to-LWE key switching key Size (KSK) is
computed with the following formula:

Size (KSK) := (n+1) - bxs - k- N - 2717

The size (in MB) of the traditional bootstrapping key Size (BSK) is computed
with the following formula:

Size (BSK) :=n - fpps - (k +1)° - N - 2717

The size (in MB) of the FFT-Shrinking keyswitching key Size (FFT-KS) is com-
puted with the following formula:

Size (FFT-KS) := (koyt + 1) - ks - kin - N - 2717

The size (in MB) of the Stair keyswitching key Size (Stair-KS) with 2 steps is
computed with the following formula:

Size (Stair-KS) : = ((nks + 1) - lks, - (¢ — nks)
+ (n+1) - lks, - (nks —n)) - 2717

For the shrinking key switch, it is enough to use one of the formulae above
and changing some parameters. For instance, for an LWE-to-LWE shrinking (Algo-
rithm 5) key switch one uses Size (KSK) with n = nj, — nout.

E.2 Parameter Sets

The following parameter sets are for a failure probability of pgy < 27139,
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Figure 2: Size of public material

Figure 3: Comparison between traditional CJP and two variants of CJP based
on both partial secret keys and shared randomness secret keys. More details in
Section 6.3 and exact plotted values in Tables 4, 5, 6 and 7 in Supplementary
Material.
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Algorithm 8: CT,,; < GlweKeySwitch’(CT;,, KSK)

Sl[f nl e R];i"N : the input partial secret key (Definition 6)

Si[fi"] = (Sin,0," s Sin kin—1)
SL?,‘{”‘] € R(I;"]\t, : the output partial secret key (Definition 6)

S5l = (Sour0r+++ + Sout kou—1)
(kin = 1)N < ¢in < kinN and (kour — 1)N < dour < Kour N
Sc[;i‘{”‘] =< Sl[f "l shared randomness secret keys (Definition 9)
Sigel 2 Sl and Kou < ki
k € {kout — 1, kout} such that VO <4 <k, Sini = Sout,i
PeRyn
CTin = (Ao, , A1, B) € REnJ!
CTij € GLWEgisont (% + Sini) s for Fou <i < kin and 0 < j < ¢~ 1
Tk=kou—1:
CThj € GLWE giont (2 (Sin = Sour) ) for 0<j < £~ 1

¢ € N : the number of levels in the decomposition

Context:

B € N: the base in the decomposition

CTin € GLWE [¢in] (P)
Input: Sin

KSK = {K; = (CT,p, "
Output: CTou € GLWE G001 (P)

o CTie-1)ecicn,

/* Keep the B part and the first part of the mask */
1 Set CTou = (Ao, , Agy—1, B) € RE%H

out— 15

/* Different public material for this potential partial-shared secret key
polynomial */
2 if k = kot — 1 then

3 Update CTOLIt — CTOUt — <Kk-’ DeC(B’e) (Ak)>

a for i € [kou; kin — 1] do
/* Decompose the mask */
s | Ubdate CToy = CTow — (K, Dec™ (4)))

6 return CTg,:

49

\ Key Type H Size \ Ring \ Distribution \ Hamming Weight \
Uniform Binary k Ry N w{0,1}) unknown
Uniform Ternary k N U({-1,0,1}) unknown

Gaussian k Ry N N H02 unknown
Small Uniform k N WU(Zy) unknown

Uniform k Ry N WU(Zg) unknown
FHW Binary k Ry N FHW (h,{0,1}) h
FHW Ternary k Ryn | FHW (h,{-1,0,1}) h

L. Bergerat, I. Chillotti, D. Ligier, J.B. Orfila, A. Rouz-Langlois € S. Tap
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Algorithm 9: CT,,; + GlweKeySwitch(CT;,, KSK)

N

(kin - 1)N < ¢in < kinN and (kout - 1)N < ¢out S koutN

Sl[f nl ¢ R’;TN : the input partial secret key (Definition 6)
S;[f'"] = (Sin0, " Sinkin—1)

Sltoul < R:;fj\‘, : the output partial secret key (Definition 6)

out

Context:

¢ € N: the number of levels in the decomposition

B € N: the base in the decomposition
CTin = (Ao, Ak, -1, B) € GLWE o, (P) C Rinf', with P € Ry n
Input: { KSK = {KSK; = {KSK; ;to<j<t-1}o<icp, 1+ With
KSKi j € GLWE giooul (5% - S) for 0<i<kip—land0<j<l—1

Output: CT,, € GLWESL‘ffH‘] (P)
/* Keep the B part */
Set CToue := (0,-+-,0, B) € Riew*!
for i € [0; ki, — 1] do

/* Decompose the mask */

Update CTout = CTout — <Ki, Dec# (Ai)>

return CTgy

Algorithm 10: CT,,; < SecretProductGlweKeySwitch(CT;,, KSK)

M

w

Sl[f nl e R];i"N : the input partial secret key (Definition 6)

Si[fi"] = (Sin,05 » Sinkin—1)

Sgﬁ‘t’“‘] € RI;"A‘, : the output partial secret key (Definition 6)

(kin - 1)N < ¢in < kinN and (kout — 1)N < Gout < kout N

Q < Rq,N

Context: CTin= (Ao, -, Ay, _1,B) € Rl;in;[rl

CT.j € GLWE goou (% Q- Sin,i) for0<i<kp—Tland0<j<f—1
CT,5 € GLWE gloou) (# : Q) for0<j<i—1

¢ € N: the number of levels in the decomposition

B € N: the base in the decomposition

CTi, € GLWES[q‘)in] (P), with P € Rq,N
Input: in

KSK = {K’L = (CTi,O; o ’CTi7€_1)}0§i§k}in
Output: CTour € GLWE o0, (Q - P)

/* Decompose the B part */
Set CToue = <K,ﬁn, Decomp(#*) (B)>

for i € [0;k — 1] do
/* Decompose the mask */

Update CTout = CTour — <K,~, Decomp(B’o (A7)>

return CT,,;
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Algorithm 11: cty,: < SampleExtract (CT;,, o)

= RE \ : a partial secret key (Definition 6)

(k—1)N +1 < ¢ < kN : filling amount of the partial secret key
5 € Z% : the flattened version of §'¢) (Definition 7)
P:=N"pX € Ry n

Context:

I ¢ CTin € GLWEgy) (P) : a GLWE encryption of the plaintext P
nput:
P 0 < a < N —1: the coefficient to extract

Output: ctoyr € LWEz (p,) : an LWE encryption of the plaintext pq,
/* Rotation of the GLWE ciphertext */

1 set CT := X «.CT;,

/* Call to Algorithm 2 x/

2 return ct,, := ConstantSampleExtract (CT)

51
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gﬁrtuj LWE-KS GLWE Parameters | PBS Parameters PLWE_IES Metrics
D are Algorithm arameters
Keys Parameter ‘ Value Parameter ‘ Value || Parameter ‘ Value | Name ‘ Value
n 588 .
- . . time | 5.43
ditional | 1082 (02) | 1266 | logs (Gees) | 15| logy (Bks) | 3
1 X - . k 5
IWE-to-LWE )0 () 8 loss 1 I 3 size | 58.6
log, (ok.n) | —31.07
n 532 nKs 782
log, (0y,) —11.17 . . log, (opys) | —17.82 || time | 3.78
1 v 2 steps k 5 log, (fees) 15 log, (Bks,) 9
(Alg. 6) log, (N) 8 ¢ 1 Uks, 1
) 1280 PBS log; (Bks,) 2 size | 44.45
log, (04) —31.07 lks, 4
n 534 b 3
log, (o) —11.22 X o time | 3.27
FFT-based k 5 log, (Bees) | 15 Fout 5
1 4 . log, (Nks) 8
(Alg. 7) log, (NV) 8 ’ 1 log, (fe) 1
) 1280 PBS b? Ks 0 size | 37.76
log, (0,) | —31.07 Ks
n 668
time | 8.75
traditional log, (o) —14.79 || log, (Bres) 18 log, (Bks) 4
2 X . k 6
LWE-to-LWE |0 (V) 8 los 1 ls 3 size | 87.45
IOgQ (O'k\) —37.88
n 576 nKs 896
log, (0,) —12.34 “ logy (0nys) | —20.85 || time | 6.28
9 v 2 steps k 6 log, (fess) 18 log, (Bks,) 10
) 1536 PES 10g; (Bks, ) 2 size | 66.55
log, () —37.88 lks, 5
n 590 e 1
log, (o) —12.71 “ " time | 5.32
9 Y FFT-based k 6 log (fess) 18 log k(ox; ) 110
(Alg.7) | logy(N) | 8 , L e |
¢ 1536 PES Ba e " size | 56.64
log, (0,) | —37.88 s
n 720 .
p time 12.2
traditional log, (0y,) —16.17 || log, (Bres) 21 log, (Bks) 4
3 X A . k 4
IWE-t-LWE |00, (V) 9 loes 1 lis 3| size | 1041
10g2 (Uk-N) —51.49
n 648 nKs 944
log, (o) —14.25 . log, (0pys) | —22.13 || time | 6.22
3 v 2 steps k 3 log, (ffpes) | 18 log, (Bks, ) 7
(Alg. 6) | logy(N) | 9 , X s, 2
) 1536 Pes logs, (Bks,) 2 size | 57.83
log, (04) —37.88 lks, 6
n 686 i 1
log, (o) —15.27 . o time | 5.12
FFT-based k 3 logs (Fpes) | 18 Fout !
3 4 r logy (Nks) 10
(Alg. 7) log, (N) 9 ¢ 1 log;, (fe) 1
¢ 1536 PES B s 13 | size | 43.08
log, (0,) | —37.88 KS

Table 4: Parameter sets, benchmarks for PBS+LWE-KS and sizes of public material
for CJP and two variants based on both partial and shared randomness secret keys.
Note that we use log, (v) = p. Sizes are given in MB and times in milliseconds.
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gﬁrtuj LWE-KS GLWE Parameters | PBS Parameters PLWE_IES Metrics
D are Algorithm arameters
Keys Parameter ‘ Value Parameter ‘ Value || Parameter ‘ Value | Name ‘ Value
n 788 .
p . time 12.6
traditional log, (o) —17.98 || log, (Bpes) 23 log, (Bks) 4
4 X i . k 2
LWE-to-LWE |0 (V) 10 loss 1 I 3 size | 92.39
log, (ok.n) | —51.49
n 664 nKs 1126
log, (o) —14.68 . logy (Onys) | —26.97 || time | 9.35
4 v 2 steps k 2 log, (fees) 22 log, (Bks,) 13
(Alg. 6) log, (N) 10 ¢ 1 Uks, 1
) 2048 PBS log, (Bks,) 2 size | 68.68
log, (04) —51.49 lks, 6
n 682 b 3
log, (0,) —15.16 X o time | 7.38
. y FFT-based k 2 log, (Fres) | 23 o k(x; ) 3
(Alg. 7) log, (NV) 10 ¢ 1 lfj EﬁKS) 1
) 2048 PBS b? Ks " size | 48.61
log, (0,) | —51.49 Ks
n 840
time | 20.0
traditional log, (o) —19.36 || log, (Bpes) 23 log, (Bks) 3
5 X : k 1
LWE-to-LWE |0 (V) 11 lres 1 lks 6 size | 1313
IOgQ (O'k\) —51.49
n 732 nKs 1171
log, (0,) —16.49 “ ) logy (Onys) | —28.17 | time | 13.8
5 v 2 steps k 1 log (fess) 23 log, (Bks,) 9
) 2048 PES log, (Bks,) 2 size | 78.62
10g2 (0'@‘) —51.49 [Ks2 7
n 766 I 3
log, (o) —17.39 “ . " time | 11.0
5 Y FFT-based k 1 og, (Fees) 23 log k(OZLG ) g
(Alg. 7) log, (N) 11 . . {’gf ( 8“) |
® 2048 PBS 052/ PKS 5 size | 48.58
log, (04) —51.49 s
" 840 time | 55.6
traditional log, (0y,) —19.36 || log, (Bpes) 14 log, (Bks) 3 ’
6 X . k 1
LWE-to-LWE || 00 () 12 loes 2 I 5 size | 3414
10g2 (Uk-N) —62.00
n 748 nKs 1313
log, (o) —16.91 . log, (0pys) | —31.94 | time | 44.3
6 v 2 steps k 1 log, (ffpes) | 14 log, (Bks, ) 16
(Alg. 6) log, (V) 12 ¢ 9 ks, 1
) 2443 Pes log, (Bks,) 2 size | 224.2
log, (04) | —62.00 U, 8
n 7 .
log, (o) —17.61 . o time | 41.1
’ y FFT-based 3 1 log, (Bees) | 14 L k(°]”\§ Vo
(Alg. 7) log, (N) 12 , ) fg? ( /3“) .
¢ 2443 PBS ng Ks 15 size | 194.0
log, (04) | —62.00 Ks °

Table 5: Parameter sets, benchmarks for PBS+LWE-KS and sizes of public material
for CJP and two variants based on both partial and shared randomness secret keys.
Note that we use log, (v) = p. Sizes are given in MB and times in milliseconds.
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» gﬁ;‘;ﬁi LWE-KS GLWE Parameters | PBS Parameters szrlfl_elt(is Metrics
Keys Algorithm Parameter | Value [ Parameter [ Value [ Parameter [ Value [ Name [ Value
n 896
time | 129.0
traditional log, (o) —20.85 || log, (Bpes) 15 log, (Pks) 3
7 X y 3 1
IWE-to-LWE |00 () 13 loes 2 ls 6 size | 784.4
IOgQ (O'k\) —62.00
n 776 nKS 1332
log, (0,) —17.66 “ logy (Onys) | —32.45 || time | 101.0
7 v 2 steps k 1 0g, (Fees) 15 log, (Bks,) 10
é 2443 PES log, (Bks,) 1 size | 463.3
logQ (O'(P‘) —62.00 ZKSQ 16
n 818 I 1
log, (o) —18.78 “ n time | 90.3
7 Y FFT-based k 1 0g, (Fees) 14 log ]C(OZLG ) 1
(Alg. 7) log, (N) 13 . ) {’gf ( 3KS) )
é 2443 PBS 0&2/ PKs 16 size | 409.5
log, (0,) | —62.00 s
n 968 .
p time 415
traditional log, (0,) | —22.77 || log, (Bees) | 11 log, (Bks) 3
8 X A ; k 1
LWE-to-LWE || 00 () 14 loes 3 ts 6 size | 2179
10g2 (Uk-N) —62.00
n 816 nKs 1359
log, (o) —18.72 . log, (0pys) | —33.17 || time | 323
8 v 2 steps k 1 log, (fees) | 11 log, (Bks, ) 9
(Alg. 6) log, (V) 14 ¢ 3 ks, 2
é 2443 PBS log, (Bks,) 1 size | 1304
log, (04) | —62.00 ls, 17
n 854 ki 1
log, (o) -19.73 . o time 306
< y FFT-based 3 i logs (pes) | 11 | "("]“\; ) 111
(Alg. 7) log, (V) 14 , 5 s ( /3“) .
é 2443 PBS ng ks 18 size | 1282
log, (04) | —62.00 Ks
n 1024
time | 1340
traditional log, (o) —24.26 || log, (Bpes) 9 log, (Bks) 3
9 X y 3 1
IWE-to-LWE |10 () 15 lres 4 ls 7 || size | 5890
IOgQ (O'k\) —62.00
n 860 nKs 1388
log, (0,,) —19.89 “ logy (Ongs) | —33.94 | time | 1010
9 v 2 steps k 1 og, (Fees) 8 log, (Bks,) 10
é 2443 PES log, (Bks,) 1 size | 3525
logQ (U(P‘) —62.00 ZKSQ 18
n 902 I 1
log, (o) —21.01 v " time | 1003
9 Y FFT-based k 1 og; (Fees) 8 log k(ox; ) 1
(Alg. 7) log, (N) 15 . . {’gf ( 3KS) )
® 2443 PBS 052/ PKS 8 size | 3609
log, (0,) | —62.00 s

Table 6: Parameter sets, benchmarks for PBS+LWE-KS and sizes of public material
for CJP and two variants based on both partial and shared randomness secret keys.
Note that we use log, (v) = p. Sizes are given in MB and times in milliseconds.
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New Secret Keys for Enhanced Performance in (T)FHE

Partial LWE-KS

» || Shared LWE-KS GLWE Parameters | PBS Parameters Parametors Metrics
Keys Algorithm Parameter [ Value [| Parameter | Value || Parameter | Value | Name | Value
n 1096
time 4710
traditional lOgQ (Un> —26.17 10g2 (Bpgs) 6 log2 (5}(5) 2
10 X i - k 1
IWE-to-LWE | 0 () 16 loes 6 s 12| size | 19730
log2 (Uk-N) —62.00
n 904 nKs 1417
log, (0y,) —21.06 y logy (Onys) | —34.71 | time | 3620
10 % 2 steps k 1 og, (Bees) 6 log, (Bks, ) 11
(Alg. 6) log, (N) 16 , 6 lks, 2
) 2443 PES log, (Bks,) 1 size | 10940
log, (04) | —62.00 lxs, 19
n 938 I 3
log, (0) —21.97 . " time | 3603
FFT-based k 1 log, (Bees) | 6 Fout s
10 v/ log, (NVks) 9
(Alg. 7) log, (N) 16 ¢ 6 108, (Bxs) 1
2443 PBS 7y Ks 50 size | 11260
log, (04) —62.00 KS
n 1132
time | 43900
traditional log2 (0'") —27.13 10g2 (/3p35) 2 lOgQ (/3;.(5) 2
11 X . . k 1
LWE-to-LWE log, (N 17 Upps 20 lks 13 size | 105300
1Og2 (UAV) —62.00
n 984 nKs 1471
log, (o) —23.19 ) logy (o) | —36.15 || time | 18000
11 v 2 steps k 1 logy (Fes) |3 logy (Bks,) | 11
qg. 0gy (LV KS
(Alg. 6) log, (N) 17 Vi 12 lks, 2
) 2443 “PBS log, (Bks,) 1 size | 47330
log, (o) —62.00 Uks, 21
n 1018 . R
log, (o) —24.10 ) ) " time | 19450
al FFT-based k 1 logy (Bees) | 3 o ‘(N‘ ) 3
(Alg. 7) log, (N) 17 . - f? ( SKS) |
P 2443 PBS gi ks - size | 52940
log, (04) | —62.00 Ks

Table 7: Parameter sets, benchmarks for PBS+LWE-KS and sizes of public material
for CJP and two variants based on both partial and shared randomness secret keys.
Note that we use log, (v) = p. Sizes are given in MB and times in milliseconds.
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