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Abstract. Proxy re-encryption (PRE) allows semi-honest party (called
proxy) to convert a ciphertext under a public key into a ciphertext
under another public key. Due to this functionality, there are various
applications such as encrypted email forwarding, key escrow, and se-
curing distributed file systems. Meanwhile, post-quantum cryptography
(PQC) is one of the most important research areas because develop-
ment of quantum computers has been advanced recently. In particular,
there are many researches on public key encryption (PKE) algorithms
selected /submitted in the NIST (National Institute of Standards and
Technology) PQC standardization. However, there is no post-quantum
PRE scheme secure against adaptive chosen ciphertext attacks (denoted
by CCA security) while many (post-quantum) PRE schemes have been
proposed so far. In this paper, we propose a bounded CCA secure PRE
scheme based on CRYSTALS-Kyber which is a selected algorithm in the
NIST PQC competition. To this end, we present generic constructions of
bounded CCA secure PRE. Our generic constructions start from PRE
secure against chosen plaintext attacks (denoted by CPA security). In
order to instantiate our generic constructions, we present a CPA secure
PRE scheme based on CRYSTALS-Kyber.

1 Introduction

1.1 Background

The notion of proxy re-encryption (PRE) was introduced in [4], and PRE is
public key encryption (PKE) which allows a semi-honest party (called a proxy)
to convert an encryption of a message under a public key into an encryption
of the same message under another public key. That is, a party Alice with a
public-secret key-pairs (pk4,sk4) can generate a re-encryption key rk4 g con-
verting a ciphertext under pk, into a ciphertext under the public key pky of
another party Bob and give rks p to a proxy. Then, this proxy can transform
ciphertexts under pk 4 into ciphertexts under pkp, without knowing secret infor-
mation such as messages and secret keys. Security of PRE ensures confidentiality
of messages even though the adversary has several re-encryption keys. Due to
the functionality of PRE, there are various applications such as encrypted email
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forwarding [4], key escrow |17], securing distributed file systems |2, and more.
In particular, in the case where a ciphertext under a legacy parameter may not
be able to ensure a concrete security (such as 128-bit security) in the future,
because of advancement of cryptanalysis against cryptosystems, it is desirable
to convert such a ciphertext into a ciphertext under a new parameter so that
this one can guarantee the objective security in the future. Hence, we focus on
constructing such a PRE scheme.

Post-quantum cryptography. Post-quantum cryptography (PQC) is one of
the most active research areas. Development of cryptosystems resistant to at-
tacks using quantum computers has been required due to recent advancement
of quantum computers. In particular, PKE algorithms selected/submitted in
the NIST (national institute of standards and technology) PQC competition
will be widespread. Hence, there are a lot of works related to these NIST PQC
candidates (e.g., [?,/13,/16,|18,22]). In particular, it is reasonable to focus on
CRYSTALS-Kyber (Kyber, for short) which is a key encapsulation mechanism
(KEM) scheme selected in the NIST PQC competition, and we provide Kyber-
based cryptosystems with advanced functionalities.

Related Work. Blaze, Bleumer, and Strauss introduced the notion of PRE
and proposed a PRE scheme based on the DDH assumption [4]. This scheme
is bidirectional, multi-hop, and secure against chosen plaintext attacks (denoted
by CPA security). Ateniese, Fu, Green, and Hohenberger presented the first
unidirectional PRE scheme with bilinear maps, and this scheme supports only
single-hop re-encryption [3]. Canetti and Hohenberger gave the formalization of
security against chosenc ciphertext attacks (denoted by CCA security) for PRE
and presented a bidirectional multi-hop PRE scheme with CCA security under
the random oracle model [7]. Phong et al. proposed a lattice-based unidirectional
PRE scheme with security against (adaptive) chosen ciphertext attacks (denoted
by CCA security or CCA2 security) [19]. Polyakov et al. presented practical
unidirectional PRE schemes [20]. In [8], Cohen introduced the notion of security
against honest re-encryption attacks (denoted by HRA security) and showed that
one of the PRE schemes of |20] is insecure in the HRA security model. Davidon et
al. modified the HRA insecure PRE scheme so that this modified scheme satisfies
both HRA security and post-compromize security [10]. Fan and Liu gave tag-
based PRE schemes based on the LWE assumption and these achieve security
against non-adaptive chosen ciphertext attacks (denoted by CCA1 security) [14].

1.2 Contribution

Our goal is to propose a post-quantum PRE scheme with a variant of CCA secu-
rity. To this end, we propose generic constructions of bounded CCA secure PRE.
One is a generic construction starting from any CPA secure PRE scheme and
strongly unforgeable one-time signature scheme. The other one is constructed
from any CPA secure PRE with an additional property, and its ciphertexts are
more compact, compared to the first one. Moreover, we present a PRE scheme
converting Kyber’s ciphertexts so that we can instantiate our second construc-
tion. Details on our contribution are as follows:
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— We formalize a notion of bounded CCA security of PRE so that we present
generic constructions of single-hop unidirectional PRE with such security. In
the security model of bounded CCA security, the adversary is allowed to issue
limited numbers of queries to the decryption or reencryption oracles in its
security game. Although this security notion is weaker than the existing CCA
security notion [7], bounded CCA security is practical, and we can construct
bounded CCA secure PRE by using CPA secure PRE. In particular, there is
no post-quantum PRE scheme with CCA security introduced in [7]. Hence,
it is important to consider our formalized security notion and give a PRE
scheme with such security.

— We propose two generic construction of single-hop unidirectional PRE. the
first one is constructed from any single-hop unidirectional PRE scheme with
CPA security and any strongly unforgeable one-time signature scheme. This
scheme is based on the CHK transformation [5] and the bounded-collusion
identity-based encryption scheme [11] constructed from any CPA secure
PKE. However, it is not straightforward to construct such a scheme so that
this one can ensure re-encryption.

— The building blocks of our second scheme are the same as those of the first
one except that the underlying PRE is required to be key homomorphism.
This required property for PRE is introduced in this paper and similar to
the key homomorphism of PKE [15,21]. By employing such a CPA secure
PRE, the ciphertext-size of the second scheme is smaller than that of the
first one.

— In order to give a post-quantum instantiation of our generic constructions,
we preset a Kyber-based single-hop unidirectional PRE scheme with CPA
security and key homomorphism. This scheme can convert Kyber ciphertexts
into other ciphertexts, and we can apply our second generic construction
with bounded CCA security to this CPA secure scheme. We have chosen
Kyber since this will be used widely as a selected algorithm in the NIST
PQC competition. Hence, giving this instantiation is meaningful.

2 Preliminaries

Throughout this paper, we use the following notation: For a positive integer n,
let [n] := {1,...,n}. For n values x1,...,2, and a subset Z C [n], let (x;);cz
be a sequence and {z;};cz be a set of values whose indexes are included in Z.
For a value v, let |v| be the bit-length of v. If a function f : N — R satisfies
f(A) = o(A7¢) for any constant ¢ > 0 and sufficiently large A € N, then f is
said to be negligible in A and denoted by f()\) < negl(A). A probability is an
overwhelming probability if it is at least 1 — negl(\). “Probabilistic polynomial-
time” is abbreviated as PPT. For a positive integer A, let poly(\) be a universal
polynomial of A. For a probabilistic algorithm A, y < A(x;r) means that A on
input x outputs y by using randomness r.

Rings and distributions. Let R := Z[X]/(X"+1) and R, := Z,[X]/(X" +1),
where n = 2" such that X" + 1 is the 2% ~1-th cyclotomic polynomial. For a
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set S, s & S means that an element s € S is chosen uniformly at random.
For a probability distribution D, d < D denotes that d is drawn from the

distribution D. Following [6], we describe the definition of the central binomial

distribution B, for a positive integer 7, as follows: B, chooses {(ai,b;)}ic[n) &

({0,1} x {0,1})" and outputs Y !, (a; — b;). Here v < 3, denotes that v € R is
drawn from a distribution 3,, where each of its coeflicients is chosen according to
B,,. In the same way as this, v B,’? means that a k-dimensional vector v € R*
is chosen from ﬂ];.

Furthermore, we describe definitions of cryptographic primitives and compu-
tational assumptions.

2.1 Proxy Re-encryption

In this section, we describe the syntax, security definitions, and several properties
of (single-hop) unidirectional proxy re-encryption (PRE).

Following [1], we describe the syntax of (single-hop) unidirectional proxy
re-encryption (PRE), as follows:

Definition 1 (Unidirectional PRE). For a security parameter A, let M =
M(X) be a message space. A (single-hop) unidirectional PRE scheme consists of
siz polynomial-time algorithms (Setup, KeyGen, Enc, Dec, ReKeyGen, ReEnc):

— Setup(1*) — pp: The randomized algorithm Setup takes as input a security
parameter 1* and outputs a public parameter pp.

— KeyGen(pp) — (pk,sk): The randomized algorithm KeyGen takes as input a
public parameter pp and outputs a public key pk and a secret key sk. Here,
both pk and sk implicitly include the public parameter pp.

— Enc(pk,m) — ct: The randomized algorithm Enc takes as input a pubic key
pk and a message m € M, and outputs a ciphertext ct.

— Dec(sk,ct) = m/L: The deterministic algorithm Dec takes as input a secret
key sk and a ciphertext ct, and outputs a message m or the rejection symbol
1.

— ReKeyGen(ski,pkj) — rtkij: The randomized or deterministic algorithm
takes as input a secrete key sk; and a public key pk;, and outputs a re-
encryption key rk;_ ;.

— ReEnc(rk;;,ct;) — ct;: The randomized algorithm ReEnc takes as input a
re-encryption key rk;—,; and a ciphertext ct;, and outputs a new ciphertext
Ctj.

For simplicity, we suppose that a public parameter pp is implicitly contained
in the inputs of the algorithms Enc, Dec, ReKeyGen, ReEnc.

Definition 2 (Correctness). A single-hop unidirectional PRE scheme (Setup,
KeyGen, Enc, Dec, ReKeyGen, ReEnc) is said to be correct if for every pp < Setup(1*)
and every m < M, the following holds:
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Encryption Correctness. For every (pk,sk) < KeyGen(pp) and every m €
M, it holds that Dec(sk, ct)) = m with overwhelming probability, where ct +
Enc(pk, m).

Re-encryption Correctness. For every (pk;,sk;) < KeyGen(pp), (pk;,sk;) <
KeyGen(pp), and every rk;_,; <— ReKeyGen(sk;, pk;), it holds that Dec(sk;, ct;) =
m with overwhelming probability, where ct; < ReEnc(rk;_;,ct;) and ct; <
Enc(pk;, m).

In order to describe security definitions of PRE, we describe derivatives of
single-hop unidirectional PRE ciphertexts by following |7]:

Definition 3 (Derivatives of single-hop PRE ciphertexts [7]). Suppose
that the challenge ciphertext ct* and the corresponding index i* are defined in a
security game of PRE. Derivative of (i*,ct*) are defined as follows:

— (i*,ct*) is a derivative of itself.

— If the adversary against Ilye has queried the re-encryption oracle 0.ReEnc
on input (1,4, ct;) and obtained the response ct;/, then (i',ct;) is a derivative
of (i,ct;).

— If the adversary against Il has queried the re-encryption key generation or-
acle 0.ReKeyGen on input (i,i'), and Dec(pk,, cti/) € {m{, m}}, then (i/,ct;)
is a derivative of (i,ct;).

Following |7, we describe definitions of oracles in security games of PRE, as
follows:

Definition 4. An adversary against a PRE scheme (Setup, KeyGen, Enc, Dec,
ReKeyGen, ReEnc) is given access to the following oracles in a security game of
PRE:

— Key Generation Oracle 0.KeyGen(n, Ucorrupt): Given a key generation query
(n,Ucorrupt) such that n is a positive integer and Usorrupe 05 a subset of [n],
the oracle 0.KeyGen computes (pk;,sk;) <+ KeyGen(pp) for every i € [n] and
returns ({sz}ze[n] ) {Ski}iGZ/{COrrup: ) :

— Re-Encryption Key Generation Oracle 0.ReKeyGen(i, j): Given a re-encryption
key generation query (i,j) € [n] X [n], the oracle 0.ReKeyGen returns L if
i € Uonest and j € Ucorrupt, and returns rk;_,; < ReKeyGen(sk;, pk;) other-
wise.

— Challenge Oracle 0.Challenge, (i, m§, mi): Given a challenge query (i, m§, m?)
(where i € [n] and (mg,m;) € M x M), the oracle 0.Challenge, with
b € {0,1} returns L if i € Usorrupe o7 |M§| # |Mi|, and returns ct* <
Enc(pk;, m}) otherwise.

— Decryption Oracle 0.Dec(i,ct;): Given a decryption query (i,ct;), the ora-
cle 0.Dec returns L if (i,ct;) is a derivative of (i*,ct;+), otherwise returns
Dec(sk;, ct;).

— Re-Encryption Oracle 0.ReEnc(i, j, ct;): Given a re-encryption query (i, j, ct;),
the oracle 0.ReEnc returns L if j € Ucorrapr and (i,ct;) is a derivative of
(1%, ct*), and returns ct; <— ReEnc(rk;;, ct;) otherwise.
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Following |1], we describe the definitions of security against chosen plaintext
attacks (denoted by CPA security).

Definition 5 (CPA security). A PRE scheme Il = (Setup, KeyGen, Enc, Dec,
ReKeyGen, ReEnc) is CPA secure if for any PPT adversary A = (Ao, A1,.A2)
against Iy, its advantage Advip" 4 (A) = ’Pr[ExptfﬂiyA()\) =1] - 1/2’ is neg-
ligible in A\, where the experiment ExptcnilA(/\) is defined as follows:

Exptr,. 4(A)
Generate pp < Setup(1*);
(nauCorrupty StateO) — .Ao()\, pp)v
Run ({pk; Fien]s {15Ki }ictoormp:) < 0-KeyGen(n, Ucorrupt );
(i*,m§, m7, statey) « Ag'ReKeyGen(stateo, {pk; Yictn {5Ki bictoommp )3
Sample b & {0.1} and run ct* < 0.Challenge,(i*, m§, m});
Vo AYREYER (statey, ct);
Return 1 if b =b'; otherwise, return 0,

where statey and state; are state information.

As a new security notion of PRE, we formalize a bounded variant of security
against chosen ciphertext attacks (denoted by bounded CCA security) by following
[7,9].

Definition 6 (Bounded CCA security). Let ty,t, be positive integers. A PRE
scheme Ilye = (Setup, KeyGen, Enc, Dec, ReKeyGen, ReEnc) is (t4,t,)-CCA se-
cure if for any PPT adversary A = (Ao, A1, Az) against My, its advantage

Adv 4(A) := [Pr[Expty, 4(A) = 1] — 1/2’ is negligible in A, where the exper-
iment Exptyr., 4(A) is defined as follows:

Exptii, a(A) :
Generate pp < Setup(17);
(nauCorrupta StateO) — AO(Aa pp)7
Run ({pk; }ic[n]s {Skz‘}ieum,mpt) + 0.KeyGen(n, Ucorrupt);
(¢, m3, m?, state;) < A[i.Dec,U.ReKeyGen,D.ReEnc(stateo’{pki}ie[n]’{Ski}ieucormpt);
Sample b & {0.1};
Run ct* < 0.Challenge, (i*, m§, m});
b/ — Ag.Dec,D.ReKeyGen,O.ReEnc(Statel,Ct*);
Return 1 if b = b'; otherwise, return 0,

where A 1s allowed to quries at most ty queries to 0.Dec and at most t,. queries
to 0.ReEnc, and (stateg, state) is state information.

Special Properties. As a new property of PRE, we formalize re-encryption key
homomorphism. This property is inspired by the secret-to-public key homomor-
phism defined in [15}21].
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Definition 7 (Re-encryption key homomorphism). Let Il = (Setup,
KeyGen, Enc, Dec, ReKeyGen, ReEnc) be a PRE scheme with the secret key space
K = Ka(N), the public key space Ko = Kpk(A), and the re-encryption key
space K = Kw(N) for a security parameter A and a public parameter pp <
Setup(1*). The PRE scheme Iyre is said to be re-encryption key homomorphic
if there exist the following map p : Kg« — Kok and polynomial-time algorithms
(HReKeyGen, ReKeyEval) with positive integers w = poly(\),v = poly(X) (where
u>w):

— FEvery (pk,sk) generated by KeyGen satisfies pk = p(sk);

— 1 is a homomorphism: i.e., for all sk,sk’ € Ky, it holds that u(sk + sk') =
fu(sk) - pu(sk’); .

— HReKeyGen((ska,i)scfu)s (PKp.)ictu)) — (K4 B)icluljefu: The randomized
algorithm HReKeyGen takes as input u secret keys (skai)icq) and u public
keys (pkp.i)iclu), and outputs u re-encryption keys (rkS:g)ie[u],je[u]-

- ReKeyEvaI((rkEfl_}_l;b ))ze[v]) — rtka_yp: The deterministic or randomized al-

gorithm ReKeyEval takes as input v re-encryption keys (rk(AﬁB )icp] (for

all distinct ay,...,a, € [u] and all distinct by,...,b, € [u]) and outputs a
new re-encryption key rka_.p.
— For every pp « Setup(A), every {(pkA’i,skA,i) < KeyGen(pp)}icpu), every
{(pkp i, skp,i) < KeyGen(pp) i), every (kS D) ieu)sefu) — HReKeyGen((ska.)iciu,

(Pkp.)icqu))s every rkap < ReKeyEval(rk' 7 ))icp) (for allar, ..., ay, bi,

..y by € [u]), and every m € M, it holds that Dec(skp, ctg) = m with over-
whelming probability, where pky = p(pka o, PKa4, ), SkB = 1(skB b, , - -
skpp,), cta < Enc(pky,m), and ctp < ReEnc(rka_,p,cta).

°

As a new security notion of PRE, we introduce security against chosen plain-
text attacks with key homomorphism (denoted by KH-CPA security) and formal-
ize this security notion, as follows:

Definition 8 (KH-CPA security). A PRE scheme Il = (Setup, KeyGen, Enc,
Dec, ReKeyGen, ReEnc, HReKeyGen) with key homomorphism is KH-CPA secure if
for any PPT adversary A = (Ao, A1, A2) against Iy, its advantage /—\dvkh PN =

PT[EXPtkh Cpa(/\) = 1] — 1/2| is negligible in X, where the experiment Exptl;}l_qj(m
1s defined as follows:

Exptlﬁl;:pa()\) :
Generate pp < Setup(1?*)
(1, Ucorrupt , Stateg) < Ao (X, pp)
Run ({pkz g}ze n],j€u {Skl j}1€1/1c°rrupt JG[u]) 0. KeyGen(n UCorruPt)
(i*, m§, m7, statey) < AO HReKeyCen (statey, {pk; Ficmn]s {ski }ticteomr:)
Sample b & {0.1} and run ct* < 0.Challenge,(i*, m§, m})
o .lélg.I-IReKeyGen(state17 Ct*)
Return 1 if b =1b; otherwise, return 0

)

where
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— the key-generation oracle O.Ey?en given a key-generation query (n,Ucorrupt )
computes (pk; ;,ski ;) < KeyGen(pp) for every (i,j) € [n] x [u] and returns
({pkzg}ze n],j€u {Sk 7J}7,€ucgrrupt,je[u]). and

— the homomorphzc re-encryption key generation oracle 0.HReKeyGen given a
homomorphic re-encryption key query (A, B) € [n] X [n] returns L if A €

Usonest \B € Z/{Corrupt hOZdS and returns (rk‘%*)B))'LE[’U‘] j€[u] — HReKeyGen((skA 1)16[ I
(Pkp )icu)) otherwise.

2.2 One-Time Signatures

We describe the syntax and a security definition of one-time signatures (OTSs).

Definition 9 (One-time signatures). For a security parameter A, let M =
M(A) be a message space. A one-time signature (OTS) scheme consists of three
polynomial-time algorithms (KeyGen, Sign, Vrfy):

— KeyGen(1*) — (vk,sigk): The randomized algorithm KeyGen takes as input
a security parameter 1 and outputs a verification key vk and a signing key
sigk.

— Sign(sigk,m) — sig: The randomized or deterministic algorithm Sign takes
as input a signing key sigk and a message m € M, and outputs a signature
sig.

— Vrfy(vk,m,sig) — T/L: The deterministic algorithm Vrfy takes as input a
verification key vk, a message m € M, and a signature sig, and it outputs T
(accept) or L (reject).

An OTS scheme is required to satisfy correctness, as follows:

Definition 10 (Correctness). An OTS scheme (KeyGen, Sign, Vrfy) is said to
be correct if for every (vk,sigk) < KeyGen(1}) and every m € M, it holds that
Vrfy(vk, m,sig) = T with overwhelming probability, where sig < Sign(sigk, m).

As a security notion of OTSs, we describe the definition of strong unforge-
ability, as follows:

Definition 11 (Strong unforgeability). An OTS scheme s = (KeyGen,
Sign, Vrfy) is strongly unforgeable if for any PPT adversary against s, its ad-
vantage Adv?ﬁi?&()\) = Pr[A wins] is negligible in \, where [A wins| is the event
that A wins in the following security game between a challenger and A:

Setup. The challenger generates (vk, sigk) «— KeyGen(1*), sets £ <+ ), and gives
vk to A.

Queries. A is allowed to access the signing oracle 0.8ign once, where 0.Sign
on input a signing query m € M returns L if L # (); otherwise it returns
sig < Sign(sigk,m) and sets £ < LU {(m,sig)}.

Finalize. A outputs a forgery (m*,sig*). A wins if it holds that (m*,sig*) ¢ L
and Vrfy(vk, m* sig") = T.
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2.3 All-or-Nothing Transform

An all-or-nothing transform (AONT) splits a message X into v secret shares

T,

..., o, and a public share z and recovers X from the shares (z1,...,z,, 2).
We describe the definition of AONTS, as follows:

Definition 12 (AONT). An efficient randomized algorithm Trans is (u, i, v)-
AONT if the following conditions hold:

1.

2.

Given X € {0,1}#, Trans outputs v + 1 blocks (z1,...,7,,2) € ({0, 1}#)vHL,
where for i € [v], z; is a secret share, and z is a public share.

There exists an efficient inverse function Inverse which, on input (x1,...,2,,2) €
({0, 1}4)**1 ) outputs X € {0, 1},

For any PPT algorithm A against Trans, its advantage

1

AdVS A(N) 1= [Pr [b = [b& {0,1}0  APR(1Y)| - ‘

2

is negligible in \, where O.LR is the left-or-right oracle which, on input (j, Xo, X1) €
[v] X ({0,1})2, returns (T1,..., 051, Tj11s- -« Ty, 2)-

2.4 Module-Learning with Errors (Module-LWE)

Following [6], we describe the definition of the Hermite normal form (HNF)
variant of the MLWE assumption, as follows:

Definition 13 (Module-LWE). For a security parameter A, let n = n(A), k =
E(A),n = n(X) denote positive integers. The module-LWE problem is to distin-
guish between uniform samples (a;,b;) € R’qC x Ry from m samples (a;,b;) €

. $
R x Ry for i € [m], where a; < RE, s <

$ ok

$
e, and e; < By are samples

(uniformly) at random, and b; = al's + e;.

The module-LWE assumption MLWE,,, i ,, holds if for any PPT algorithm A

solving the module-LWE problem, its advantage

$ m m
Advmlwe (A) — =1 A Rq Xk; (8,6) — ﬁ»,’? X 577 ;
b=As+et/ + A(A,b)

m,k,n Pr

~Pr[p=1| A& Rpiib & R — AALY) |

s negligible in A.

2.5 Disjunct Matrices

We describe the definition of disjunct matrices, as follows:

Definition 14 (Disjunct matrices). Let ni,u be positive integers. A binary
matriz M = (m; ;) € {0,1}“*™ is t-disjunct if for every distinct s1,...,s; € [
and every j € [n]\{s1,...,s:}, there exists a row q € [u] such that my; =1 and

N7l

S {817...,875}, mg ;= 0.

The number of tests required in combinatorial non-adaptive group testing using
t-disjunct matrices is bounded by u = O(t?logn) (e.g., see |12]).
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3 Bounded CCA secure PRE from CPA secure PRE

In this section, we propose a generic construction of bounded CCA secure PRE,
which starts from any CPA secure PRE and strongly OTS, and then give a
security proof for this construction.

3.1 Generic Construction

Our construction is based on a generic construction |21] of bounded CCA secure
PKE. Additionally, we utilize the re-encryption functionality and CPA security
of the underlying PRE in order to achieve both re-encryption functionality and
bounded CCA security.
In order to construct the proposed PRE scheme, we use the following building
blocks:
— A (CPA secure) PRE scheme T}, = (II},..Setup, IT}, . .KeyGen, 1T}, ..Enc, IT}, .. Dec,

pre pre* pre- =" pre*
IT,..ReKeyGen, IT|,..ReEnc) with the message space My = {0, 1}, where
i = f(A) is a positive integer for a security parameter A;
— An OTS scheme Tlos = (Tots.KeyGen, Tlgs.Sign, Hors. Vrfy);
— A (p, 1, v)-AONT Trans with an efficient inverse function Inverse, where p =

1(N) and v = v(\) are positive integers for a security parameter \.

The proposed PRE scheme IT,.. = (Setup, KeyGen, Enc, Dec, ReKeyGen, ReEnc)
is constructed as follows:

— Setup(1*) — pp:
e Generate pp’ < II},..Setup(pp).
o Let = pu(A), i = f(A), and v = v(A) be positive integers.
e Let M = {0, 1} be the message space.
e Let n = fi(A), u = u(A) be positive integers, and let [72] be the verification
key-space of Hotﬂ
e Let M = (m; ;) € {0,1}**™ be a t-disjunct matrix, where the hamming
weight of each column vector is v.
Output pp = (pp’, 4, i, v, 1, u, M).
— KeyGen(pp) — (pk, sk): Parse pp = (pp’, t, i, v, i, u, M) and generate (pk., sk;) <
I, ..KeyGen(pp') for i € [u]. Output pk = (pkj);cy) and sk = (ski)icfu)-
— Enc(pk,m) — ct:
1. Parse pk = (pk})ic[u-
Generate (vk, sigk) < Tl KeyGen(1%).
Compute (z1, ..., %y, 2) < Trans(m).
Compute {o1,...,0,} + dar(vk), where all o1, ..., 0, € [u] are distinct.
Compute ct; < I ..Enc(pk,,, ;) for every i € [v].

Compute sig « Ios.Sign(sigk, (cty || -+ || ctl, || 2)).

A e

3By using a collision resistant hash function, we can compress the size of the ver-
ification keys of Ilys into the space [fi], so that we can employ a group testing-based
methodology without using exponential-sized matrices.
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7. Output ct = (vk, (ct})ic[), 2, Sig)-
— Dec(sk,ct) = m/L:
Parse sk = (skj) e[y and ct = (vk, (ct});c], 2, Sig).-
Output L if o Vrfy(vk, (ct] || -+« || ctl, || 2),sig) = L.
Compute {o1,...,0,} < dpr(vk).
Compute z}  IT/ .Dec(sk, , ct}) for every i € [v].
Output m’ « Inverse(z},...,xl,2) if i # L holds for every i € [v];
otherwise, output L.
— ReKeyGen(sk 4, pkg) — rka_ p:
1. Parse sky = (Squ,i)ie[u] and pkg = (ple7i)ie[u].

Cus =

2. Forevery i € [u] and j € [u], compute rk(j:jB) I,

ReKeyGen(sk'y ;, pKg ;).
3. Output rkA_>B = (rk%jg)le[u]de[u]
— ReEnc(rka—p,cta) — ctp:
1. Parse rkyp = ("k%:g)z’e[u],je[u] and cta = (vka, (cty ;)iclu), 2, Sig4)-
Output L if Tlows.Vrfy(vka, (cty ;)ic(o),Siga) = L.
Generate (vkp,sigkp) ¢ Ilows.KeyGen(17).
Compute {agA), e Uf)A)} <« ¢nr(vka) and {O'EB), e ai(,B)} — dnr(vkp).

: / / (US,A)—’UEB)) /
For i € [v],.compute Ctpi ¢ IT},e-ReEnc(rk, *, 5 s Ctly ;)
Compute sigp < Hots.Sign(sigkp, (ctp ; || -+ [ etz , || 2))-

Output ctp = (vkp, (ct’B’i)ie[v],AsigB).

NSO e N

Proposition 1 (Correctness of Il,.). If the PRE scheme II . and the OTS

pre
scheme Ilos are correct, then the resulting PRE scheme Il is also correct.

It is clear that Ily. is correct due to the correctness of H;re and Ilys, and a

property of AONT Trans. Thus, we omit the proof of the correctness of Ily.

3.2 Security Proof

The following theorem shows the bounded CCA security (i.e., (,t)-CCA security)
of the proposed scheme Il,:

Theorem 1 (Security of Ily.). Suppose that the matriz M € {0,1}**" is a
t-disjunct matriz, and ny, is the number of honest users in the (t,t)-CPA game. If
the PRE scheme 11 is CPA secure, the OTS scheme Iy is strongly unforgeable,
and the algorithm Trans is (u, i, v)-AONT, then the resulting PRE scheme Il
is (t,t)-CCA secure.

Concretely, if there exists a PPT algorithm A against the (t,t)-CCA secure
PRE 1y, then there exist PPT adversaries By against the CPA secure PRE
I, F against the strongly unforgeable OTS Iy, and Bz against (p, fi, v)-AONT
Trans such that

AViE™ A(A) < npu- AdVE', (V) + AdViE 2 (A) + npu - AdVES AonT (V).
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Proof. Let A be a PPT adversary against the PRE scheme II.. Let i* € [n]
be the user which A submits to the challenge oracle 0.Challenge and let ct* =
(VK", (et} )kefo]; 2%, sig™) denote the challenge ciphertext under pk;.. Queries is-
sued to the decryption oracle 0.Dec and the re-encryption oracle 0.ReEnc are
denoted by decryption queries and re-encryption queries, respectively.

For each ¢ € {0, 1}, we consider a security game Game; and define W; as the
event that the experiment in Game; outputs 1, in order to prove Theorem

Gamey: The same game as the (¢,t)-CCA security game. Then, we have Advii?, 4(A) =
[PeliVo] — 1/2].

Game;: The same game as Gamey except for the following procedure of the
decryption oracle 0.Dec and the re-encryption oracle 0.ReEnc: For a decryption
or re-encryption query on ct; = (vk;, (ct] ;)jeu), 2i,Sig;), the oracle 0.Dec or
0.ReEnc checks whether it holds that vk; = vk*, ct; # ct*, and Ty Vrfy(vk;,
(ctiqll---llct] ,ll2:),sig;) = T. If so, the experiment aborts; otherwise, 0.Dec
computes m’ + Dec(sk;, ct;) and returns m’ € MU {L}.

Let Bad be the event that A issues a decryption or re-encryption query on ct;
such that vk; = vk, ct; # ct*, and Hos.Vrfy(vk;, (cti || - - - [|ct] , || 2:),sig;)) = T.
Then, Gameg and Game; are identical unless Bad occurs. Hence, we bound the
probability that Bad occurs. In order to estimate this upper bound, we construct
a PPT algorithm F breaking the strongly unforgeable OTS scheme Ilys. On
input a verification key vk* of Il, F generates pp < Setup(1?) and gives pp
to A. When A submits (n,Ucorrupt ), F generates (pk;,sk;) < KeyGen(pp) for
every i € [n] and returns ({pk;}icn], {SKi }ictcoms: )- BY using these generated
key-pairs, F simulates the oracle 0.ReKeyGen. Additionally, the oracle 0.Dec
(resp., 0.ReEnc) is simulated as follows: For a decryption query (i,ct;) (resp.,
(4,7, cti)) (where ct; = (vk;, (ct} ;) e, 2i,Sig;)), F aborts and outputs a forgery
((cti 4|l -+~ [leti , ||zi),sig;) in the strong unforgeability game of Iy, if it holds
that vk; = vk*, ct; # ct*, and Tl Vrfy(vk, (ct] || - - [|ct] , ||2:), sig;)) = T (i.e.,
Bad occurs); otherwise, the algorithm computes m’ «— Dec(sk;, ct;) and returns
m’ € MU{L} (resp., computes ct; <— ReEnc(rk;_,;,ct;) and returns ct;).

Furthermore, when A submits a challenge (i*, m§j, m}), F chooses b & {0,1}
computes ((ct;*);c[o], 2*) by following the procedure of Enc(pk;., my). Then, this
algorithm issues (ct{*]|---||ct)*||z*) to the signing oracle in the strong unforge-
ability game and obtains sig”. And then, F returns the challenge ciphertext
ct* = (vk*, (cti");c[], 2%, sig”). Finally, when A outputs b’ € {0,1} and Bad has
not occurred, F halts and outputs 0.

We analyze the algorithm F against [T It is clear that the output of F is
a valid forgery in the strong unforgeability game if Bad occurs. Unless this event
happens, F completely simulates the oracles in the (¢,t)-CCA game by using all
key-pairs. Hence, the probability Pr[Bad] is at most the advantage Adv?}i, £(A)

of F, and we have [Pr[Wy] — Pr[W1]| < Adviit #(A).

In order to bound the winning probability of A in Game;, we consider the
following experiment B: At the beginning of the (¢,t)-CCA game, B gives pp +
Setup(1*) to A and simulates ({pk; }ic[n], {SKi }ictisormp:) < 0-KeyGen(n, Ucorrupt)-
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And then, B generates (vk*, sigk™) < Ilys.KeyGen(1*), chooses indices 7* & [rs]s
J* & dnr(vk™) (where ny, is the number of honest users), and simulates the
environment of A except for the following: The experiment aborts and outputs
a random bit if A issues

— a decryption or re-encryption query on (i*, (vki«, (cti p)re[v]; 2i*, 0i~)) such
that j* € ¢nr(vki«); or
— a challenge query (i’, m§, m}) such that ¢* # ¢'.

Finally, when A outputs the guessing bit ¥’ € {0,1}, B also outputs b'.

For the event Wy that B outputs b’ such that b = V', we estimate the prob-
ability Pr[Wg]. Let Abort be the event that B aborts in the simulation of the
decryption or re-encryption oracle. Notice that Pr[Wp | Abort] = 1/2. Due to
the t-disjunctness of M, it holds that Pr[-Abort] > 1/(npu). Then, we have

Pr[Wg| = Pr[Wg A Abort] + Pr[IWi A —Abort]
= Pr[Abort] - Pr[Wg | Abort] + Pr[—Abort] - Pr[Wp | =Abort]

1 1 1

> 1 <1_) + L Py | —Abort]
2 npU npU
1 1 1

= — Pr|Wpg | =Abort] — = | .
2+nhu<r[ 5 ort] 2)

The A’s advantage €4 in Game; is equivalent to |Pr[Wp | -Abort] —1/2|.
Hence, the B’s advantage eg = |Pr[Wp] — 1/2| is at least €4/(npu). Here, let
dam(Vk*) = {oF,...,05} and o}, := j* (where oF,...,0) € [u] and k* € [v]).
In order to bound eg, we change the environment of A. In this modified en-
vironment, the j*-th share x7. generated by Trans is replaced with the all-zero
string 017+ when producing the challenge ciphertext. The probability Pr[Wp] is
defined as p(®), and the probability that Wy occurs in the modified environment
is defined as p(!). Then we have e < [p(® — pM)| 4 [pM) —1/2|.

In order to bound |p(0) — p(l)|7 we construct a PPT algorithm B; against
the CPA security of IIj., as follows: On input the public parameter pp’ in
the CPA game, B; generates pp by following the algorithm Setup and gives
pp to A. When A submits the key generation query (n,Ucorrupt), Bi generates
(vk*,sigk™) < Tlus.KeyGen(1?), chooses i* & [n],5* & o (vk™), and obtains
({Pk;,j}(i,j)e[n]x[u], {sk;7j}(i7j)e[7l]x[u]\{(i*,j*)}) by querying the key generation or-
acle in the CPA game. Here, for simplicity, we suppose that (i, 5) € [n] X [u] rep-
resents a user in the CPA game and let Usopest = [1] \Ucorrupt denote the set of
honest users in the (¢,2)-CCA game. Then B returns ({pk; }iern]s {5K: bictteorraps )
where let pk; := (pkj ;)jcp) for every i € [n], let sk; := (sk; ;)jequ) for every
i € [n]\{i*}, and let sk;- := (skj. ;) jec[u)\{j+}- Furthermore, this algorithm simu-
lates the oracles 0.ReKeyGen, 0.ReEnc, 0.Dec, 0.Challenge,, as follows:

— 0.ReKeyGen(A, B): If A € Ugonest N B € Ucorrupr holds, By returns L; other-
wise it does the following:
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e Case (A = i*): Obtain k' 29 by issuing ((i*,5*),(B,j)) to the re-

i*—B
encryption key generation oracle in the CPA game, for every j € [u]. For
every i € [u]\{;*} and every j € [u], compute rk'} 7 IT, ..ReKeyGen(sk;. ;,
Ple,j)-
e Case (A # i*): Compute rkX:jB) — H;re.ReKeyGen(sk;‘,i, pk’B,j) for every
i € [u] and every j € [u].
Finally, By returns rkgq_,g = (rkX:g)ie[u]ﬁje[u].
— 0.Dec(A,cta). By parses ctq = (vka, (cth’i)ie[v], z,sig 4) and does the follow-
ing:
1. Return L if (A,ct4) is a derivative of (i*, ct*).
2. Abort and output a random bit if A =i* A j* € dar(vka) holds.
3. Returns L if it holds that vky = vk, ctq # ct* and s Vrfy(vka,
(s |-+ ety 12),sig ) = T.
4. Return L if Tlows.Vrfy(vka, (ct)y 4[| -+ - [lct)y , [[2), siga) = L holds.
5. Compute z} « II},..Dec(sky ;, cty ;) for every i € [v],.
6. Return m’ < Inverse(z),...,z},2) if 2, # L holds for every i € [v];
otherwise return L.
— O.ReEnc(4, B,cta). By parses ctq = (vka, (ctly ;)ic(u] 2,5ig4) and does the
following:
1. Return L if j € Ucorrups holds and (A, cty) is a derivative of (i*, ct*).
2. Abort and output a random bit if A =i* A j* € ¢ar(vka) holds.
3. Returns L if it holds that vky = vk, cta # ct* and Iy Vrfy(vkay,
(- llctly, I2), siga) = T-
4. Return L if Tlows.Vrfy(vkaa, (ct)y 1| -+ - [lct)y , [|2), sig4) = L holds.
5. Generate (vkp,sigkp) + Hos.KeyGen(17).
6. Foreveryi € [u] and j € [u], compute rkS:jB) « II},..ReKeyGen(sky ;, pks ;).
7. Let {0\, ... oS} « dar(vka) and {08, ... o$PY « dar(vkp).
8
9
0

(A)_, (B)
. Compute ct ; H;re.ReEnc(rkf;Bﬁa* ), ct/y ;) for every i € [v].

. Compute sigp < Ilots.Sign(sigkp, (ct 4[| -+ - [Icts , [[2))-
. Return ctp = (vkp, (cts ;)ic[u), 2;SigR)-
— 0.Challenge,(i',m§, m7). By does the following:

Compute sig® < Tos.Sign(sigk™, (cti*]| - - - [[cti*]|2*)).
Return ct* = (vk™, (ct}*);c[v), 2%, sig").

1. Abort and output a random bit if i* # ¢'.

2. Let {of,...,05} + ¢nr(vk™).

3. Compute (z7,...,z},2*) < Trans(mj).

4. Obtain ctt by submitting (x;’f*,O‘_‘) to the CPA game.

5. For every j € [v]\{j*}, then compute ct}* + H;re.Enc(pk;;,x;‘-).
6.

7.

When A finally outputs the guessing bit ¥ € {0,1}, B; outputs 1 if b = ¥';
otherwise, it outputs 0.

We analyze the algorithm B;. Unless A issues a decryption query or re-
encryption query on (A, (vka, (ctly ;)icv), 24,5i84)) such that A = i* A j* €
dnr(vka), By can simulate the oracles 0.Dec and 0.ReEnc. The ¢-disjunct property



Bounded CCA Secure Proxy Re-encryption Based on Kyber 15

of M ensures that A cannot issue such a query. Additionally, B; wins the CPA
game by employing A’s output, in the straightforward way. Hence, we have
P = pM] < Advip? 5, (V).

In order to bound the winning probability in the modified environment (i.e.,
|p™) —1/2]), we construct a PPT algorithm B, against (u, fi,v)-AONT Trans.
By using A, we construct Bs given the oracle 0.LR in the game of Trans: At the
beginning of the (t,t)-CCA game, By gives pp <+ Setup(1?) to .A. When A issues

(1, Usorrupt ), B2 generates (vk*, sigk™) < Ios.KeyGen(1*), chooses i* & [n],5* &
dar(vk™), and generates all key-pairs (pk;, sk;) + KeyGen(pp) for all users i € [n].
And then, Bs simulates the oracles 0.ReKeyGen, 0.ReEnc, 0.Dec by using the gen-
erated key-pairs. Furthermore, B2 simulates 0.Challenge,(i’, m§, m}) as follows:

1. Abort and output a random bit if * = ¢’
2. Obtain ((7])seu)\(5+},2") by issuing (mj,0#) to the given oracle O.LR.

3. Compute ctj* « II,..Enc(pk,-,z}) for every i € [v], where {o7],... 03} =
4. Compute sig” < os.Sign(sigk™, (ctf* || - -« || et || 2%)).

5. Return ct* = (vk*, (ct{")ic[v], 2%, sig").

When A outputs the guessing bit & € {0, 1}, By also outputs b'.

B, simulates the oracles 0.KeyGen, 0.ReKeyGen, 0.ReEnc, 0.Dec completely since
it has the key-pairs of all users. The oracle 0.Challenge is also simulated cor-
rectly since By can generate the challenge ciphertext without knowledge of z7..
Hence, the By’ advantage Advi{-lrgn5732 (N\) is at least |p(1) — 1/2’. Therefore, we
have AdVCHI){Z)Bl (A) + AdviEa o 5, (A) > e.4/(npu). From the discussion above, we
obtain

AdviTe, 4(A) < mpu- AdV(z:sTH;,e()\) +npu - AdVKlgNT,Bz(/\) + Adv?}i,;()\)-

and complete the proof.

4 Bounded CCA secure PRE with Compact Ciphertexts

In this section, we present a generic construction with compact ciphertexts,
which starts from any CPA secure PRE with key homomorphism and any strongly
unforgeable OTS.

4.1 Construction

We provide a bounded CCA secure PRE scheme with compact ciphertexts. This
scheme is based on our generic construction in Section [3.1]and constructed from
any CPA secure PRE with key-homomorphism (Definition .

In the proposed scheme, we employ the following (cryptographic) primitives:

— A (CPA secure) PRE scheme I}, . = (II},.Setup, IT,, . .KeyGen, I}, ..Enc, TI}, .. Dec,

pre*

II},...ReKeyGen, I, . .ReEnc) with key homomorphism (i.e., there exist PPT al-

pre*

gorithms IT}, ..HReKeyGen, IT, ..ReKeyEval);
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— A one-time signature scheme Iys = (Ilors.KeyGen, Ilys.Sign, Tots. Vrfy).

The proposed PRE scheme I1K", = (Setup, KeyGen, Enc, Dec, ReKeyGen, ReEnc) is
constructed as follows:

pre

Setup(1*) — pp:

!

e Generate pp’ « I}, ..Setup(pp).
o Let M = M()) be the message space, which is the same as that space

of IT’

pre*

e Let n = A(\), u = u(A) be positive integers, and let [n] be the verification

key-space of ITys.

o Let M = (m; ;) € {0,1}**" be a t-disjunct matrix.
Output pp = (pp’, 7, u, M).
— KeyGen(pp) — (pk,sk): Parse pp = (pp’, 7, u, M) and generate (pk;,sk;) <
IT..KeyGen(pp') for i € [u]. Output pk = (pk;);c[y) and sk = (sk;)ic)-

pre*

N Ot N

— Dec
1.
2.
3.
4.

Enc(pk, m) — ct:
1.

Parse pk = (pK])ic(u-

Generate (vk, sigk) < Tl KeyGen(17).

Compute {01,...,0,}  ¢nar(vk), where all 01, ...,0, € [u] are distinct.
Compute pky < [Ticp) PKo, -

Compute ct’ < IT} ..Enc(pk,, m).

Compute sig « Iys.Sign(sigk, ct’).

Output ct = (vk, ct’, sig).

(sk,ct) = m/L:

Parse sk = (skj);e[,) and ct = (vk, ct’, sig).

Output L if T Vrfy(vk, ct’,sig) = L.

Compute sk <= [[;cp sk, where {o1,...,00} < dnr(vk).
Output m’ < II/ ..Dec(skyk, ct’).

pre*

— ReKeyGen(ska, pkg) — rka_p:

1.
2.
3.

Parse sky = (Ska,i)ie[u] and pkp = (pk'B,i)ie[u].
Compute (kY D )ie ) jequ] 1T, .. HReKeyGen((sk'y ;)ictu), (PK ;) jefu)-

Output rka_p = (rkfjjg)ie[u],je[u].

— ReEnc(rka_,p,cta) — ctp:

1.

P NSO N

Parse rk = (rk(jjjB))ie[u]’je[u] and cty = (vka,ct/y,sigy).

Output L if Ty Vrfy(vka,ct/y,sig4) = T holds.

Generate (vkp,sigkg) < Ios.KeyGen(1?).

W oS e dar(vka) and {08 o8P s (vk).

(
Compute rkyk, —vks ReKeyEvaI((rkE:;Bﬁa"’ ))ie[v])~
Compute cty « II, . .ReEnc(rkyk 4 vk, Cty )-

Compute sigp < ILys.Sign(sigkg, ct’z).
Output ctp = (vkp, ctly,sigg).

Compute {o

Due to the correctness of I/ ., Il and the key homomorphism of IT. ., the

correctness of II

Proposition 2 (Correctness of Ily.). If the PRE scheme 11,

pre>
holds, as follows:

pre’
kh
pre

re 1S correct and

key homomorphism, and the OTS scheme Iy is strongly unforgeable, then the
resulting scheme TIK" is correct.

pre
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4.2 Security Proof

kh .
pre*

The following theorem shows the bounded CCA security of 11

Theorem 2 (Security of Il,.). Suppose that the matric M € {0,1}**™ is
a t-disjunct matriz and np, is a number of honest users in (t,t)-CCA game. If
the PRE scheme Il is KH-CPA secure, and the OTS scheme Il is strongly
unforgeable, then the resulting PRE scheme TIK!, is (t,t)-CCA secure.
Concretely, if there exists a PPT algorithm A against a (t,t)-CCA secure PRE
scheme Hgfe, then there exists a PPT algorithm B against a KH-CPA secure PRE
scheme H;re and a PPT algorithm F against strongly unforgeable OTS scheme

Ilots, such that
Adviiia 4(A) < npu - Advlﬂ}z::%a()\) +Advi (V).

Proof. Let A be a PPT adversary against the PRE scheme Hgt‘e. For a user
i* € [n] submitted to the challenge oracle 0.Challenge, let ct* = (vk*, ct™*,sig")
denote the challenge ciphertext under pk;..

In order to prove Theorem [2] we consider security games Gamey, Game;. For
i € {0,1}, let W; be the event that the experiment in Game; outputs 1.

Gamey: The same game as (¢,¢)-CCA security game. Then, we have Advyy, 4(A) =
[Pr[Wo] —1/2].

Game;: The same game as Gamey except for the following procedures of the
decryption oracle 0.Dec and the re-encryption oracle 0.ReEnc: At the beginning
of the game, the experiment generates (vk*,sigk™) < Ilows.KeyGen(1*). For a
decryption query (i,ct;) (resp. a re-encryption query (i,7,ct;)) (where ct; =
(vki, ct}, sig;)), the experiment checks whether it holds that vk; = vk*, ct; #
ct*, and I Vrfy(vk;, ct}, sig;) = T. If so, this experiment aborts; otherwise, it
returns the result of 0.Dec(s,ct;) (resp., 0.ReEnc(%, j, ct;)).

Let Bad be the event that A issues a decryption or re-encryption query
on ct; = (vk;,ct},sig;) such that vk; = vk*, ct; # ct*, and . Vrfy(vk;, ctl,
sig;) = T. Then, Gamey and Game; are identical unless Bad occurs. Hence, we
construct a PPT algorithm F breaking the strongly unforgeable OTS scheme Il
so that we bound the probability Pr[Bad]. On input a verification key vk* of Tlys,
F generates pp < Setup(1*) and gives pp to A. Given (n,Ucorrups), F generates
(pk;, ski) < KeyGen(pp) for every i € [n], and returns ({pk; }ic[n]» {5Ki }ictloorrupe ) -
By using the generated key-pairs, this algorithm simulates the oracles 0.ReKeyGen,
0.Dec, and 0.ReEnc except for the following: For a decryption query (i.e., a re-
encryption query) on ct; = (vk,, ct},sig;), F aborts and outputs (ct},sig;) as a
forgery in the strong unforgeability game, if it holds that vk; = vk*, ct; # ct*, and
ot Vrfy(vk,, ctl, sig;) = T (i.e., Bad occurs); otherwise, this algorithm checks
whether (i,ct;) is a derivative of the challenge ciphertext (¢*,ct*) if (i*,ct*)
is defined. If so, it returns L. Otherwise it returns m’ < Dec(sk;,ct;) (resp.,
ctj < ReEnc(rk;_;,ct;)).

Additionally, when A submits (i*, m§, m?), F chooses b & {0,1} and com-
putes ct” by following the procedure of Enc(pk;., m#). Then, this algorithm issues
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ct’™ to the signing oracle 0.Sign in the strong unforgeability game and obtains
sig”. F returns the challenge ciphertext ctf. = (vk*,ct’™,sig"). Finally, when A
outputs b’ € {0,1} and Bad has not occurred, F halts and aborts.

It is clear that the output of F is a valid forgery in the strong unforgeability
game if Bad occurs. Additionally, F completely simulates the oracles in the (¢, ¢)-
CCA game since it has all key-pairs. Hence, the probability Pr[Bad] is at most
the advantage Adv?}i’}-(/\) of F, and we have |Pr[Wy] — Pr[W;]| < Adv?}‘;}-(}\).

In order to bound the winning probability of A in Game;, we construct
a PPT algorithm B against the KH-CPA security of IIj,., as follows: On in-
put pp’ in the CPA game, B generates (vk*,sigk®) < KeyGen(1*), sets pp =
(pp’, 7, u, M), and gives pp to A. When A submits the key generation query

(n, Ucorrupt ), B chooses i* & [nr], 7" & énr(vk™), and obtains ({pk;,j}ie[n],je[u]a
{sk;’j}ie[n]\{i*}’je[u]\{j*}) by querying the key generation oracle in the KH-CPA
game. Here, for simplicity, we suppose that (i,j) € [n] x [u] represents a user-
index in the KH-CPA game and let Usonest := []\Ucorrupt- Then B sets pk’

i e =
Pk j- - (ZngbM(vk*)/\j;ﬁj* pkg*_j-) and returns ({pk; }ic[n]» {15Ki }i€loorm: ), Where
let pk; := (pk;;)je[u for every i € [n], let sk; := (ski;)ic[y for every i €
[n]\{i*}, and let sk;- := (sk j)jefu)\{j+}- Additionally, B simulates the oracles
0.ReKeyGen, 0.ReEnc, 0.Dec, 0.Challenge,, as follows:

— 0.ReKeyGen(A, B): B checks whether A € Ugonest A B € Ucorrupt holds. If so,
this algorithms returns L; otherwise, it obtains (rk(;:jB) Jiclu],jclu] DY issu-
ing (A, B) to the homomorphic re-encryption key generation oracle in the
KH-CPA game, and returns rky_,p = (rk%jﬁ)ie[uwe[u].

— 0.ReEnc(A, B, cta): For cty = (vka,ct!y,sigy), B returns L if B € Usorrupt
holds and cty4 is its derivative of the challenge ciphertext. Otherwise, this
algorithm does the following:

1. If (A, B) is not queried to 0.ReKeyGen, compute (rkxjg)ie[u]’je[u] —

HReKeyGen((ska,i)ie[u], (PKB. ;) je(u))-

2. Abort and output a random bit if A =i* A j* € dar(vka) holds.
Return L if it holds that vk 4 = vk™, ct4 = ct*, and o Vrfy(vka, ct/y, sigy) =
T.

Return L if Il Vrfy(vk4, ct’y,sigy) = L.

Generate (vkp, sigk) < Tlos.KeyGen(17).

Compute {071, ...,0,} < ¢nr(vkp).

If A=14* j* € {01,...,0,}, then abort and output a random bit. Oth-

), ,(B))

. (0,77 =
erwise, compute rkyk, —svky Zie[v] N

8. Compute ctlz < ReEnc(rkyk 4 —svky, Cty)-
9. Compute sigp < os.Sign(sigkg, ct’z).
10. Return ctg = (vkg, ct’z,sigg).

— 0.Dec(A,ctq): For ctg = (vka,ct)y,sigy), B returns L if the challenge ci-
phertext is defined and cty4 is its derivative. Otherwise, this algorithm does
the following:

1. Abort and output a random bit if A =* A j* € ¢pr(vka) holds.

@

NS o
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2. Return L if it holds that vkg = vk™, ct4 = ct*, and o Vrfy(vka, ct/y, sigy) =

T.
3. If Tots. Vrfy(vka, ct/y,sig4) = L, return L.
4. Compute skuc = 3 Z;cpy) sk,,., where {o1,...,0,} = dnr,(Vka).

5. Return m’ «— IT{, .. Dec(skyk, cty ).
— 0.Challenge(i’, m§, m}): B does the following:
1. Abort and output a random bit if i* # ¢’ holds.
2. Obtain the ciphertext ct’™* by issuing ((¢*,j*), m§, m%) to the challenge
oracle in the KH-CPA game.
3. Compute sig* + Tlos.Sign(sigk;., ct’™).
4. Return ctj = (vk*,ct™,sig").

Finally, when A outputs b’ € {0,1}, B also outputs b'.

We analyze the algorithm B. B simulates the environment of A unless B
aborts in the simulation of the oracles 0.ReEnc, 0.Dec, 0.Challenge,. To estimate
the winning probability of B, we define Abort as the event that this algorithm
aborts in the simulation above. Additionally, let Wy denote the event that B
outputs a bit & € {0,1} such that b = b'. Then, Pr[Wg | Abort] = 1/2 and
Pr[—Abort] > 1/(npu) hold. Hence, we have

Pr[Wg| = Pr[Wg A Abort] + Pr[IWi A —Abort]
= Pr[Abort] - Pr[Wp | Abort] + Pr[—Abort] - Pr[Wp | =Abort]

1 1 1
L <1 - ) L P | ~Abort]
2 npU npU

Ly
2 npu

1
(Pr[Wg | ~Abort] — 2) .

Since the A’s advantage 4 in Game is equivalent to [Pr[W | ~Abort] — 1|, the
B’s advantage ez = |Pr[Wg| — 1/2| is at least € 4/(npu).
From the above discussion, we obtain

AdViE™, A(A) < - Advi (V) + AdviE, 7 (),

and complete the proof. a

5 Kyber-based PRE with Key Homomorphism

In order to instantiate our generic construction with compact ciphertexts, we
give a Kyber-based PRE scheme Hg}ébe' with key homomorphism and prove that
Hgﬁber is KH-CPA secure. Concretely, the algorithms Setup, KeyGen, Enc, Dec of
IIKYPer are the same as those of Kyber [6], and then we add the algorithms
ReKeyGen, ReEnc, HReKeyGen, ReKeyEval in order to guarantee the re-encryption
functionality of PRE.

To describe this PRE scheme, we employ the following functions:

— The compression functions used in Kyber [6]:
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e Compress,: For x € Z, and d € Z, the compression function Compress,
with a parameter ¢ € Z is defined as Compress (z) := [(2?/q) - z]
mod 2.
e Decompress,: For z € Z,; and d € Z, the compression function Decompress,
with a parameter ¢ € Z is defined as Decompress, () := [(q/2%) - z].
— The bit-decomposition algorithm BitDecomp given a vector x € Zf]v decom-
poses x into its bit representation.
— The powers-of-two algorithm Powersof2 with ¢ = [log ¢], on input a (column)
vector s € Zév, outputs (1,2,...,29)T @ s = (s,2s,...,271s) € Zéw, where
® is the standard tensor product.

We describe the PRE scheme ITXYPer = (Setup, KeyGen, Enc, Dec, ReKeyGen,

pre

ReEnc) with (HReKeyGen, ReKeyEval), as follows:

— Setup(1*) — pp:
e Let M = {0,1}* be the message space, where p = p(\) is a positive
integer.
e For N = 256 and a prime ¢, R and R, are defined as R := Z[X]/(X +1)
and R, := Z4[X]/(XN + 1), respectively, where N = 2V~ such that
XN 41 is the 2V'-th cyclotomic polynomial (e.g., N'=9).
o Let ¢:= [logq].
e For some positive integer 7, 3, is a distribution where each coefficient of
a sample is generated from B,,.
e Let k,d;,d,,d, be positive integers.
e Sample A & R’;Xk.
Output pp = (A, pu, N, N, q, €, m, k,dy, dy, dy, A).
— KeyGen(pp) — (pk, sk):
1. Sample (s, §) ﬁ,’; X ﬁ,’; and (e, &) < ﬁ,’? X 55'
2. Compute t <+ Compress, (As + e, d;) and t Compress, (A3 + &,dy).
3. Output pk = (¢,t) and sk = (s, 3).
— Enc(pk, m) — ct:
1. Parse pk = (¢, 1).
Compute t + Decompress(t, d;).
Sample (7, e, ez) ﬂﬁ X 5’; X .
Compute u < Compress, (ATr + e ,dy).
Compute v < Compress, (t'r + ez + [] - m, d,).
Output ct = (u,v).
— Dec(sk,ct) — m:
1. Parse sk = (s, §) and ct = (u,v).
2. Compute u < Decompress, (u,d,,) and v <- Decompress, (v, d, ).
3. Output m < Compress, (v — s u,1).
— ReKeyGen(sk, pkp) — rka—p:
1. Parse ska = (s4,84) and pkg = (tB,fg).
2. Compute tg + Decompressq(fg, dy).
3. Choose RA_>B71,RA_,B,2 — ﬁﬁxké and TA-B,3 < 57];

B ol i o
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4. Compute Ug_, g ATRA_>B71 + RA_>B72 € R];XM.

5. Compute va_,pg < tAgRA*}BJ + 7':'4—_,373 — Powersof2(s;';) € R’;é.

6. Output rkasp = (Ua—p,va-B).
— ReEnc(rka_ p,cta) — ctp:

1. Parse rkayp = (Ua—pB,va—-p) and cty = (ua,v4).
Compute w4 < Decompress, (ua,d,) and va < Decompress (va,d,).
Compute up < Uy, g-BitDecomp(u ) and vg <+ vA+vI_>B'BitDecomp(uA).
Compute up + Compressq(uB,du) and vg + Compressq(vB,dv).
. Output ctp = (up,vg).
— HReKeyGen((ska.i)ic[u), (PKp.i)icu]) — (kG2 se s ul:
Parse ska; = (54,i,84,:) and pkg = (tBVi,tAB,i) for every i € [u].
Compute tp, + Decompressq(tAB“dt) for every i € [u].
Choose RA_>B71,RA_,B,2 — 6$><ké.
Choose T4_,p,; < 55“ for every i € [u].
Compute Usp < AT Rap1+ Rapo.
Compute vgjg — tA;jRAHBJ + rfjjg — Powersof2(s ) ;) for every
i € [u] and every j € [u].

Gk w1

S Gl o=

7. Output (rkng)ie[u]de[u], where rkX:jB) = (UAHBJJijB)).

— ReKeyEvaI((rkffif;i))ie[v]) — rka_pB:
1. Parse rka, 5, = (Ua—B,va,B,) for every i € [u].
2. Compute v4_.p + Zie[v] vl(:;_];bi) S R’;.
3. Output rkgq_.p = (UA—>B,'UA—>B)-

pre

Propositions |3 and |4 show the correctness and key-homomorphism of TTKyber
respectively. Here, the proof of Proposition [3]is appeared in Appendix [A1]

Proposition 3 (Correctness). Let pp = (A, u, N, N',q,¢,n,k,d,dy,d,, A) be
a public parameter determined by running Setup(1*) and let A, B be distinct
users. Then, the key-pairs of these users and a ciphertext under the A ’s public
key are defined as follows:

— Let (pky,ska) = ((ta,€a),(s4,84)) and (pkg,skp) = ((ts,tp), (s5,58))
be key-pairs of the users A and B, respectively, where t; = Compressq(Asi +
e;,d;) and t, = Compress, (A3; + &;,d;) fori € {A,B};

— Let cty = (ua,v4) be a ciphertext generated by running Enc(pk 4, m) for an
arbitrary message m € M, where pk, = Zie[v] to,, U= Compressq(ATr +
e ,dy), and v = Compress, (t'r + ez + [1] - m,d,).

Let ¢ a,¢t,B <+ Q/ijt, cy — ¢§u, Cy < Yq, be distributed according to the follow-
ing distribution ’(/Js over R:

1. Choose y <+ R* uniformly at random.
2. Return (y — Decompress, (Compress, (y,d),d)) mod™® q.
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Denote

T T T
W= e\T + €2+ Cya —54€4,1 — S4Cy A;

W=w+ (e2p + (€} + CIB)BitDecomp(uA)
+ r—Ar%Bg) -BitDecomp(ua) — 5 Ra s 2 - BitDecomp(u ) — 8¢, B;
6 :=Pr(ld]l = q/4].

Then, TIXYPer s correct with probability J.

pre

Proposition 4. Let pp = (\,u, N,N',q,4,n,k,ds,dy,dy, A) be a public param-
eter determined by running Setup(1?), and let A = {ai,...,a,} C [u] and
B = {b1,...,b,} C [u] be two sets of distinct users. Then, the key-pairs of
these users and a ciphertext are defined as follows:

— For each i € [v], let (pkAM,skA,ai) = ((tA,ai,tAA,ai),(sA7ai,.§A,ai)) (resp.

(Pkp b, kB b)) = ((tB.b:,tBb,)s (8B.0:,8B.b;))) be the key-pair of the user
(A, a;) (resp. the user (B,b;)), where ta ., = Compress (As4 4, + €a.q,;,dt)
and iB,bi = Compressq(AéB,bi + éB,biadt);.

— Let cta = (ua,va) be a ciphertext generated by running Enc(pk 4, m) for an
arbitrary message m € M, where pky = Zie[v] to,, Ua = Compressq(ATr +
el ,dy) and vy = Compress, (t)r + ey + [4] - m,d,).

Let ¢ a,¢t,B <+ wgt, Cy — wgu, Cy < Yq, be distributed according to the follow-
ing distribution z/ij over R:

1. Choose y < R* uniformly at random.
2. Return (y — Decompress, (Compress, (y, d),d)) mod® ¢

Let (Ua_,p, ’UX:Q)Z-G[ li€l] < HReKeyGen((skA,i)ie[u], (pkB,i)jG[u]) and (UA%Ba

vap) + ReKeyEval((r kfﬁ_];,b ))ZE[,,]),
Denote
-

w = Z rf&i}%ﬁ BitDecomp(u 4) Z €y, + Z Ctb, Ry_,p1+¢éq,

i€v] i€v] i€[v]

— sBRAHB o - BitDecomp(u4) + sB Z Cip, |5 and

[v]

6 = Pr{wl > a/4
for éq, < a4, and épp, <+ Ya, (i € [v]), where let §p = Zie[v] 8p,, let
& p = Eie[v] éip, and for every i € [v], ri‘;Bb?)) is generated when running

HReKeyGen((sk;)icu], (PK;)jeu)-
Then, the PRE scheme TIKYP" satisfies re-encryption key homomorphic with

pre
probability §.
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Proof. We consider an arbitrary message m € M throughout the proof of Theo-
rem [4 Recall that pp = (A, u, N,N’,q,¢,n,k,d;,dy,d,, A) is a public param-
eter determined by running Setup(1*), and let A = {ai1,...,a,} C [u] and
B = {bi,....,by} C [u] be two sets of distinct users. For each i € [v], let
(pkA,aivskA,ai) = ((tA;ai7tA7ai)7(SAyai’éA;ai)) (reSp' (pkB7bi7SkB,bi) = ((tB,bi’
teb.), (5B.b,,885,))) be the key-pair of the user (A, a;) (resp. the user (B,b;)),
where ta,, = Compress, (Asaa, + e;,d;) and fB’bi = Compress, (A3pp, +
€B,b; dt). .
For every i € [v], the values of t4 4, and tg, is

t4,q; = Decompress, (Compress(Asa o, +€a.a;,d:),dt)
= ASAﬂz t€Aq; + Cta;s
tABybi = Decompressq(Compress(AT‘éB_,bi +épy,,di),dr)
= Aspy, +épp, +Cryp,
for some (ctq;,¢1p,) € R* x RE.

Let A := {a;}igy) and B := {b;}ie[,]- Then we define public keys pk 4, pky,
as follows:

pky = Z t,, = A Z Sq; T Z €q; + Z Cta, = ASs+eq+cta;

1€ [v] 1€ [v] i€[v] 1€ [v]
pkp =Y t, =A> &, + > €, + > & =Asp+ép+ép,
1€ [v] i€[v] 1€ [v] 1€ [v]

where
— let 84 :=3"cp) Sais €4 7= Dieqy) €ais and €A =D i, Crass
— let 8 := Zie[v] 8, €ép = ico] éy,, and é, g 1= Zie[v] éip,-
Let ct4 = (wa,v4) be an encryption of m, under pk, (i.e., (ua,v4)
Enc(pk 4, m)). The values of us and v4 are
Uy = Decompressq(Compressq(ATr +e1,dy),dy)
= A"r+e +e¢y,; and
Vg = Decompressq(Compressq((pkA)Tr +ex+ [q/2] -m,dy),d,)
= (Asas+eq +Ct7A)T’I”+62 + [q/2] -m+ ¢,
= (Ass+er)'r+es+[q/2] ~m+cv+cIAr
for some (c,,c,) € R¥ x R.

Let (rkX:g)ie[u]Je[u] — HReKeyGen((skAyi)iE[u], (pkB,i)ie[u])' For every i €

[u] and every j € [u], the value of the re-encryption key k(0 = (Ua_,p, 0507

1S

.
Ussp=A Ry,p1+ Raspp;

(i—j) _ 5T (i—=4)T T
vy p=1tpRasp1+ry 53— Powersof2(sA,i).
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Then, the homomorphicly evaluated value v4_, g generated by running (Ua_, g, ua_p5)
(a;—b;) .
ReKeyEval((rk}, ", 5" )Z-E[U]) is

Vap = Z vf;;_];b - Z tB b, RasB1+ Z 1(4{1;_];}:33” — Z Powersof2(s£’ai).
i i€[v] i€ [v] 1€[v]

Let ctg = (up,vp) be a re-encrypted ciphertext generated by using the
re-encryption key (Ua—p,va-5), and the value of (up,vp) is

ug = (ATRA%BJ + Ra_,p2) - BitDecomp(u4);

v = V4 + Z tB p,RasB1 + Z rf;ljgbg Z Powersof2( a;) | BitDecomp(u 4)

i€[v] 1€ [v]

=04 — Z SA o UA Tt Z tB b, RRAasB 1+ Z ff;}’jg” BitDecomp(u 4)

i€[v]

= VA — SX’U,A + (A§B + ép + ét’B)TRAﬁB’l + Z T%L}%RT BitDecomp(uA)
i€ [v]

= VA — SXUA

.§EATRA%B,1 + Z rl(fj;gﬁ BitDecomp(u4) + (ép + ét,B)TRAHB’l.
1€ [v]

Then, the decompressed values of ug and vp are

up = Decompress, (Compress, (wa,d,), dy)
= ATRA_,BJ - BitDecomp(u4) + Ra_ p,2 - BitDecomp(ua) + ¢4,;
vp = Decompress, (Compress (va4,d.), dy)

= VA — SZ’U,A

& i—bi)T . A ~ R
S5ATRA 1+ Z rffﬁ_é,; BitDecomp(ua) + (ép + é:.8) " Ra_p1 + Ca,
i€[v]
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for some (¢4, ,¢q4,) € R* x R. Hence, we have

VA — éguB

= VA — SXUA

+85A T Raspa+ | i )T | BitDecomp(ua) + (ép + é.5) Rassp + éa,
i€ [v]

— 85 (ATRa_p 1 - BitDecomp(ua) + Ra_sp,2 - BitDecomp(ua) + é4,)

=4 — s}u,A + Z ri{zj;gw BitDecomp(u ) + (ép + ét,B)TRA_>371 + Ca,
1€ [v]

— 8L RA . p o - BitDecomp(ua) + 85é4, .

The error-term w of vg — éguB is defined as

w = Z ’I"I(;Z%Bb,g)-r BitDecomp(uA) + (éB + ét7B)TRA_>B71 + édv
1€ [v]

— .§ERAHB,2 - BitDecomp(u4) + .§gédu.

Additionally, let m’ := Compress,(va — 8 yup,1). Then it holds that
R A IR e RS PR F
Due to the fact that |w||. < [¢/4], it holds that

15} m =il <2[3]

and this indicates m = m’. The proof is completed. a

oo

Theorem 3. If the MIWE} 1 ke, assumption holds, the proposed PRE scheme
ng{’ebe' is KH-CPA secure.

Concretely, suppose that n is the total number of users, ny is the number of
honest users, q.r is the maximum number of queries issued to the re-encryption
key generation oracle, and u is the number of key-pairs given to a user. If there
exists a PPT adversary A against the KH-CPA security of Hg}ébe’, then there

exists a PPT algorithm B against the MLWE 1 ke, problem, such that

AV (A) < mi(griku + 2u + 1) - AdvitlYo, (B).

pre

The proof of Theorem [3is appeared in Appendix [A-2]
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A Omitted Proofs

A.1 Proof of Proposition

We consider an arbitrary message m € M when showing the encryption-correctness
and re-encryption-correctness of Hg,{’eber. Recall that pp = (A, u, N, N, q,¢,n, k, dy,
dy,dy, A) is a public parameter determined by running Setup(1*) and let A, B
be two distinct users. Then, these users’ key-pairs and an encryption of m are

defined as follows:

— (pkysska) = ((ta,ta),(s4,54)) and (pkp,skp) = ((tp,tp),(sp,3p)) are
key-pairs of the users A and B, respectively, where ¢ = Compress (As; +
e;,d;) and t = Compress, (A3; + &;,dy) for i € {A, B}; and

— cta = (wa,va) is a ciphertext generated by running Enc(pk,,m), where
u = Compress, (ATr + e[ ,d,) and v = Compress, (t'r + ez + [£] - m,d,).

Kyber

First we show the encryption-correctness of I15%

is represented as

. Then, the public value ¢4

t4 = Decompress, (Compress (Asa + ea,d:), d;)
=Ass+es+ca

for some value ¢; 4 € R*.
Additionally, the value w4 of the ciphertext ct4 = (ua,v4) under pk, is

Uy = Decompressq(Compressq(AZTA +ea1,dy),dy)
=ATr+ e+ cy,a,

for some ¢, 4 € R*. And the value v4 is
vg = Decompressq(Compressq(tZT +es+ EJ -m,ydy),dy)
=thr+estepat [gJ -m

= (ASA+€A +Ct,A)T7‘+62+Cv,A+ lrgJ -m
= (ASA-FEA)TT“"@Q‘FCU’A"‘ ’V%J ’m+CIAT7
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for some ¢, 4 € R.
Then, we have

va—spyua=(Ass+es) Tateas+coat %J m+c] 4ra

— SX(ATT'A +ear+cya)

q T T T
= [iJ M4 e Trs+ess+Cya—Sp€a1 — S Cy A-

Let w := ej;rA +ean+cCya— s;';eA,l — szcuyA.
We define m’ = Compress, (v — s ju4,1) and sece that

HE =l 8]

Due to the triangle inequality and the fact that |w|lo < [¢/4], it holds that

3] m=m] <2[{]

~|-(m—m <2|=

13- m =] <2[]

This implies m = m’, and the proof of the encryption-correctness is completed.
Next, we show the re-encryption-correctness of ngyeber. For convenience, we

also employ the above value of (t4,ua,v4). A re-encryption key rkq_,p =

(Ua—p,va-p) generated by running ReKeyGen(sk 4, pk) is represented as fol-
lows:

VA — SyUL — [gJ -m’

oo

U T Exk
A—sB — A RA*)B’l + RA*)B,Z = Rq w’

T T T T
Vap =tpRap1+ 714,53 — Powersof2(s,).

Additionally, a re-encryption ctg = (up,vp) is generated by using the value of
(Ua—pB,va-B), as follows:

up = (AERA—HB’,I + Ra_,B,2) - BitDecomp(u ),
vp =va+ (tLRA 51+ TI—>B,3 — Powersof2(s })) - BitDecomp(u 4 ).
Moreover, the decompressed value of (up,vp) is
up = Decompress, (Compress, (ug,dy))
= ATRAHBJ - BitDecomp(u4) + Ra_p 2 - BitDecomp(u4) + ¢4, B,
vp = Decompress, (Compress (vp,d.))
=va+ (tgRAB1 + rIHB’B — Powersof2(s } ) - BitDecomp(ua) + ¢, 5
= (va —spua) +t5RA . - BitDecomp(u) + ’I“‘XHB}S - BitDecomp(u4) + ¢y, B,

for some (¢, B, ¢y,B) € R* x R. Additionally, the public value €5 is

tp = Decompress, (Compress, (A3p + €p,d:), dy)

=ASp+ép+ecp
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for some ¢; p € R¥. Hence, we have

vp —Spup = (va — S ua) +t5RA_p 1 - BitDecomp(us) + TZ*}B,g - BitDecomp(u4) + ¢y, B

—85(ATRA 1 - BitDecomp(us) + Ra_sp . - BitDecomp(ua) + ¢u.5)
— (w + [%BJ m) + (ERA 51 — (Asp)  Ra_p.1)BitDecomp(u.)

+ ’I’X_>B_’3 - BitDecomp(u4) — § ;R4 5 2 - BitDecomp(ua) — 8 cu.
= (w + [%J m) + (e + CZB)BitDecomp(uA)

+ ’I"XHBB - BitDecomp(u4) — éERA*)B’Q - BitDecomp(u4) — égcu,g.

The error-term 1 of (v — 8§ up) is defined as

Wi=w+ (2. + (ég + cIB)BitDecomp(uA)

+ ’I“XHB:) - BitDecomp(u4) — 5 R4, 5 2 - BitDecomp(ua) — 8¢y 5.

In addition, let m’ := Compress, (v — S§5up,1). Hence, if [|0]lsc < [q/4], it
holds that
(i) 2 oo = sbus = (5] = o 5] m= 5] .

Due to the triangle inequality and the fact |||/ < [q/4], We obtain

3] m—m)] <2 [{]

= (m-— <2-0=1.

H [2 (m—mj|_, 4

This indicates m = m’. Therefore, the reencryption-correctness is shown.

From the discussion above, we complete the proof of the correctness of the
proposed PRE scheme ITXyber, a

pre

A.2 Proof of Theorem [3

Let A denote a PPT adversary against the KH-CPA security of the PRE scheme
Hgﬁg’e’. Let n (= np + n.) be the total number of users whose key-pairs are
generated in the KH-CPA game, where n;, and n. are the numbers of honest users
and corrupted users, respectively. Let ¢, be the number of queries issued to the
0.ReKeyGen oracle. The challenge ciphertext under the public key of the user

i* € [n] is denoted by ct* = (u*,v*). In order to prove Theorem [3| we consider
security games Gamey, (Gameg'{)),ie[nh]7 (Gamegﬁ))ﬁe[nh], (Gameg{)),ﬁg[nh], Gamey.
For i € [3] and & € [n], let Wi('{) be the events that the experiment in Gamez(-

outputs 1. Let Wy and W, denote the events that the experiment in Gamey and
Gamey output 1, respectively.

K)

Gameg: The original KH-CPA security game. Then, we have Advlﬁ};:ljf()\) =

Pr[Wo] — 1/2].
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Let Gamego) be the same game as Gamey. Here, without loss of generality,

the index o, € Usonest 0of an honest user is denoted by k = o, for every x € [np].

For every k € [ny], we consider a security game Gamegn).
Gamegn): The same game as Gameg'ﬁ_l) except that, for every i € [u], imi =

Compress, (A3, i+€yx.i,dt) is replaced by a uniformly random tAm = Com pressq(l;K,i, dy)
(where b, ; € R’; is chosen uniformly at random), when generating the public
key pk,, ; = (tm,i,fm) of the honest user .

Assuming the existence of A, there exists a PPT algorithm Bg'{) against the
MLWE} 1., problem, because the secret value 3, ; is not necessary to simulate the
environments of A in both Gameg'{fl) and Game(l'i). By using A’s output, B§H)

can distinguish between a MLWEy, ;. , sample and a uniformly random one, in the
straightforward way. Hence, we have ‘Pr[Wl(K_l)} — P[] < u'Advgjl,::’f](Bgﬁ))

for every k € [ny,], due to the union bound on i € [u].
(nn)

Here, we define Gameéo) as the same game as Game; "/, and consider the
: (r)
security game Games’ for every kK € Unonest-
Gameg{). The same game as Gameg("*l) except that, on input a query (4, k),

the oracle 0.HReKeyGen generates a uniformly random Uy, p € R’;XM and a
uniformly random UX:JB) € R for every i € [u] and j € [u], instead of Us_, g
ARy ,p1+ Rap2 and DX:ZJB) — £;7jRA_>B71 +TrasBi — Powersof2(s£)i).

For each m € [k + 1], there exists a PPT algorithm Bgm’ﬁ) distinguishing

whether the m-th row of [UA_>B||1)1(41__:;) II--- vaf:;)] is an MLWE; ¢, sample or

uniformly random sample. Namely, there exists a PPT algorithm Bém"{) solving
the MLWE; j¢,, problem, by using A. In addition, the total number of queries is-

sued to the 0.ReKeyGen oracle is at most ¢,. Hence, we have Pr[Wz(F”fl)] - Pr[Wgn)] <
u-k-qrenp - Advgf%?n([)’éﬁ)) by letting Bgn) be the PPT algorithm against the
MLWE; s, assumption, such that Advi’yy, (B5™™) < Adviye (BS™) for all
m € [k + 1].

Here, let Gameéo) be the same game as Gameénh')7 and we define the security
game Gamegﬂ) for every K € Ugonest -

Game(™. The same game as Game{" ") except that, for every i € [u], t.; =
Com pressq(ATsK,i+eK,i, d;) is replaced by a uniformly random ¢,, ; = Com pressq(b,{,i, dy)
(where b, ; € R’; is chosen uniformly at random), when generating the public

key pk, ; = (x,i,ts,i) of the honest user £ € Unonest-
There exists a PPT algorithm Bén) against the MLWEj, ;. ,, problem. Since s ;

is not used in both Ga me:(;’_l) and Gameén), it is possible to simulate the views of

A in the two games and construct Bg'{). Hence, we have Pr[Wé'{_l)] - Pr[Wé'{)] <

AGVELZS (5. due o the wnion bound on 1 € [
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Game,. The same game as Gamegnh) except that the challenge ciphertext ct* =

(u*,v*) < Enc(pk;., my) is replaced by a uniformly random (u*,v*) & R % Ry.

Since the secret key (8,4, $x,i) for every k € [ny] and i € [u] is not used in
both Gamegnh) and Gamey, it is possible to simulate the environments of A in
these games and construct a PPT algorithm Bff ) against the MLWEy 1. ,, prob-
lem. Hence, we have ‘Pr[Wénh)] - Pr[W4]‘ <np -Advgivfkm(By*)). Furthermore,

Pr[Wy4] = 1/2 holds since A’s view is independent of b € {0,1} in Gamey.
From the discussion above, we obtain

3 np
AdvER® (A) < D03 [P D] — Pa(w ]
e i=1 k=1
" 1
+ [Pr[wi{™)) —Pr[W4]‘ + |Pr[Wy] — 2‘

< np(greku+2u+1) - Advznﬂ?kgm(l’)’),

where B is a PPT algorithm against the MLWEj_1 ¢, problem, such that it

holds that AdvI"Py,  (BI)) < AdviPRS,, . (B) for all i € [4] and all L € Usonest-
This completes the proof. a
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