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Abstract

We give new constructions of succinct non-interactive arguments (SNARGs) for NP in the
settings of both non-adaptive and adaptive soundness.

Our construction of non-adaptive SNARG is universal assuming the security of a (leveled or
unleveled) fully homomorphic encryption (FHE) scheme as well as a batch argument (BARG)
scheme. Specifically, for any choice of parameters £ and L, we construct a candidate SNARG
scheme for any NP language £ with the following properties:

e the proof length is £ - poly()),
e the common reference string crs has length L - poly()), and
e the setup is transparent (no private randomness).

We prove that this SNARG has non-adaptive soundness assuming the ezistence of any SNARG
where the proof size is ¢, the crs size is L, and there is a size L Extended Frege (£F) proof of
completeness for the SNARG.

Moreover, we can relax the underlying SNARG to be any 2-message privately verifiable ar-
gument where the first message is of length L and the second message is of length ¢. This yields
new SNARG constructions based on any “EF-friendly” designated-verifier SNARG or witness
encryption scheme. We emphasize that our SNARG is universal in the sense that it does not
depend on the argument system.

We show several new implications of this construction that do not reference proof complexity:

e a non-adaptive SNARG for NP with transparent crs from evasive LWE and LWE. This gives
a candidate lattice-based SNARG for NP.

e a non-adaptive SNARG for NP with transparent crs assuming the (non-explicit) existence
of any iO and LWE.

e a non-adaptive SNARG for NP with a short and transparent (i.e., uniform) crs assuming
LWE, FHE and the (non-explicit) existence of any hash function that makes Micali’'s SNARG
construction sound.

e a non-adaptive SNARG for languages such as QR and DCR assuming only LWE.

In the setting of adaptive soundness, we show how to convert any designated verifier SNARG
into publicly verifiable SNARG, assuming the underlying designated verifier SNARG has an EF
proof of completeness. As a corollary, we construct an adaptive SNARG for UP with a transparent
crs assuming subexponential LWE and evasive LWE.

We prove our results by extending the encrypt-hash-and-BARG paradigm of [Jin-Kalai-
Lombardi-Vaikuntanathan, STOC ’24].
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1 Introduction

Succinct non-interactive arguments (SNARGs) are a cryptographic primitive in which a polynomial-
time prover, given a witness w for an NP statement x along with a common reference string crs,
generates a short, efficiently verifiable proof 7 that x is true. Since their introduction by Micali
[Mic94], SNARGs have proved themselves to be a powerful, versatile tool both in theory and in
practice. Despite their importance, constructing SNARGs, and proving their security, has remained
a challenging task over the last three decades. In this work, we tackle this problem head-on and
make progress on the following questions.

Do there exist SNARGs for all NP languages? Under what computational assumptions can we
prove this? Which useful properties of SNARGs can we provably guarantee?

To describe the state-of-the-art, prior known SNARG constructions can be roughly broken down
into the following three categories.

SNARGs based on unfalsifiable assumptions. SNARGs were first defined and constructed by
Micali [Mic94|, who constructed a SNARG and proved its soundness in the Random Oracle Model
[BR94]. Starting with [BCS16], a line of research has attempted to optimize SNARGs in the random
oracle model, mostly for practical efficiency. There are also many SNARG (or SNARK) constructions
in the literature that are based on unfalsifiable “knowledge assumptions,” which assume the existence
of a knowledge extractor for every efficient adversary. These include assumptions such as knowledge-
of-exponent [Grol0, Grol6], extractable collision resistant hash functions [BCC* 17|, linear-only
encryption schemes [BCIT 13|, and more [DCLOS].

A key drawback of all of these constructions is that their security is not proved based on a
falsifiable assumption [Nao03|, and thus fail to achieve the gold standard “win-win” security guaran-
tee. Indeed, an impossibility result of Gentry and Wichs [GW11]| demonstrates a serious barrier to
achieving SNARGs for NP with adaptive soundness (where the cheating prover is allowed to choose
the NP statement z as a function of the crs) based on falsifiable assumptions.

SNARGs based on iO. Despite the Gentry-Wichs barrier, there are several SNARG constructions
for all of NP based on indistinguishability obfuscation (iO). This includes the work of Sahai and
Waters that constructs a SNARG with non-adaptive soundness [SW14] and three recent works that
construct SNARGs with adaptive soundness [WW24a, WZ24, WW24b|. These can either be based
on heuristic iO constructions, or can be proved sound under the 2"-security of certain falsifiable
assumptions [BV15, AJ15, JLS21].!

While the 2"-security assumption is justifiable due to the Gentry-Wichs barrier, the iO-based
constructions satisfy several other drawbacks:

e iO is currently only known assuming a combination of three specific hardness assumptions
[JLS21, JLS22|,

e In particular, there is no known iO scheme based on post-quantum falsifiable assumptions,

!This use of complexity leveraging increases the length of the crs but does not affect the length of 7 in the above
SNARG constructions.



e These SNARGs have a long, structured crs, whose size is proportional to that of the verification
circuit of the underlying NP language.

SNARGs for restricted languages. The majority of theoretical SNARG constructions in the
literature have restricted their scope to sub-classes of NP languages rather than working with NP-
complete languages [KR09, KRR14, KP16, BHK17, BKK"18, CCH"19, KPY19, JKKZ21, CJJ21,
CJJ22, WW22, DGKV22, PP22, JJ22, KLVW23, KLV23, CGJ*23, BBK"23, JKLV24]. These
SNARGs all have soundness proofs under falsifiable assumptions such as learning with errors (LWE).
The set of NP languages captured by this line of work is different in the cases of adaptive and
non-adaptive soundness:

e Adaptively sound SNARGs are known for all NP languages that have (adaptive) non-signaling
PCPs of low locality [KRR14, BHK17, CJJ22, KVZ21]. Such languages are known to be
decidable in deterministic sub-exponential time [KRR 14|, which is consistent with the Gentry-
Wichs barrier.

e Non-adaptively sound SNARGs are known for all NP languages that have a “co-nondeterministic
variant” of non-signaling PCP of low locality [JKLV24]. Such languages are known to be decid-
able in co-nondeterministic sub-exponential time, and thus are likely to form a strict subclass
of NP.

In this work, we apply the techniques from this third category of results — SNARGs for restricted
languages — to help construct and analyze new candidate SNARGs for all of NP.

1.1 Result I: Non-Adaptive Unviersal SNARG for NP

We first describe our results for SNARGs with non-adaptive soundness. In this setting, we give a
universal SNARG construction based on the encrypt-hash-and-BARG paradigm [JKLV24], which in
turn can be constructed from the following cryptographic building blocks:

e a non-interactive batch argument system (BARG) for NP [CJJ22].

e a fully? homomorphic encryption scheme [Gen09, BV11].

Moreover, this SNARG can be instantiated with a transparent setup: the crs can be taken to be a
uniformly random string along with a (public-coin) hash of that string.® In particular, this means
that one does not need a trusted party to set up the crs. The need for such a trusted setup has been
a major bottleneck for using SNARGs in practice.

We prove the following theorem on the soundness of this SNARG.

Theorem 1.1 (Informal). For any NP language L, our SNARG is non-adaptively sound assuming
the security of the above building blocks as well as assuming the existence of any two-message

2There are versions of this construction using either leveled or unleveled FHE; the construction based on unleveled
FHE has a shorter common reference string. We defer a more detailed discussion to the body of the paper.

3This requires that the FHE has pseudorandom ciphertexts and that the BARG has pseudorandom public param-
eters.



laconic* argument system (P, V) for L, provided that the completeness of (P, V) can be proved via
a polynomial-length Extended Frege (EF ) propositional proof.

In particular, Theorem 1.1 reduces (modulo, e.g., LWE) the long-standing problem of constructing
SNARGs for NP to the seemingly much easier problem of building 2-message laconic arguments!
Moreover, this soundness reduction holds “instance-wise:” our SNARG is non-adaptively sound
when restricted to any subset of instances for which such laconic arguments exist.

What is a proof of completeness? Let us specify more carefully what we mean by an £F proof
of completeness in the statement of Theorem 1.1. In the argument system (P,V), the prover and
verifier may make use of random coins (rp,ry). The requirement is that for all strings z and all
random coins ry, there is a polynomial-length £F proof of the following claim:

For all w € R%, and all rp, if ch = V(x;ry) and 7 = P(x, w, ch;rp), then V(z, m;ry) = accept.”

We elaborate on the definition of an £F proof system in Section 3.5.

EF proofs of completeness should be “for free.” Theorem 1.1 begs the following question:
should we expect a laconic proof system to have a polynomial-length £F proof of completeness? We
first note that it must have unconditional completeness. That is, if a cryptographic construction
only has completeness under a hardness (e.g. derandomization) assumption,® we cannot hope to
prove that it has an EF proof of completeness (without proving the assumption to be true).

We believe that subject to this condition, most cryptographic constructions in the literature
that have perfect correctness should be instantiable with £F proofs of correctness. The reason for
this is that the correctness of a cryptosystem — when all users behave honestly — typically follows
from basic properties of arithmetic. Indeed, proofs of honest-user correctness that appear in papers
often simply say that it “follows immediately from the definitions.” Following a line of research
including [Par71, Coo75, Bus86|, it should be possible to formulate such “simple” proofs in bounded
arithmetic, which yields polynomial-length £F proofs by Cook’s correspondence.

However, to derive formal corollaries, this meta-principle must be verified on a case-by-case
basis. In this work, we show that Gentry-Sahai-Waters FHE scheme (Appendix B), Yao’s garbled
circuits (Appendix C.1.1), Merkle trees (Section 9.3) and many other cryptographic constructions
(see [JJ22] for more examples) in fact have EF proofs of correctness. For the special case of iO, we
are also able to prove the following theorem (see Section 7), stating that EF proofs of correctness
can be generically added to any iO scheme:

Theorem 1.2. Assuming any subexponentially-secure iO scheme and subexponential LWE, there
exists an iO scheme with EF proofs of correctness.”

4A laconic argument system is an argument system in which the prover-to-verifier communication is small; however,
the verifier’s message may be long, and may depend on the NP statement .

®Indeed, this is implied by a similar requirement where the quantifiers over « and ry are inside the claim, but this
weaker requirement suffices for our result.

50ne example of a scheme that relies on a hardness assumption to argue completeness is the witness encryption
construction of [CVW18, VWW22] from evasive LWE. Looking forward, we in fact have to modify this construction
to obtain perfect completeness for our corollary of SNARG for NP from evasive LWE.

"In fact, we show a stronger claim that this scheme has a PV proof of correctness. This implies that the scheme
has EF proofs of correctness that can be uniformly generated.



Universality of our SNARG. One immediate corollary of Theorem 1.1 is an explicit construction
of SNARGs for NP that is universal with respect to SNARGs with £F proofs of completeness: if a
SNARG for NP with an EF proof of completeness ezists, then our (transparent CRS) construction
is secure.®

Due to this universality result, we view our specific candidate SNARG as a “best possible”
SNARG (somewhat akin to [GR07]) among all SNARGs that have EF proof of correctness (assuming
FHE and BARG). For example, as we will see in Corollary 1.7, the mere existence of a post-quantum
iO scheme is sufficient for our SNARG to be post-quantum secure (assuming LWE is post-quantum
secure).

Moreover, our SNARG is non-adaptively sound if there exists any privately verifiable SNARG,
and moreover, even if there exists a two-message laconic argument systems, which is potentially a
far weaker object than (even privately verifiable) SNARGs for NP. Thus, our construction can be
seen as a transformation boosting any of these weaker proof systems into a full-fledged transparent
SNARG for NP. In more concrete terms, an adversary breaking the non-adaptive soundness of our
SNARG effectively proves that a 2-message laconic argument system for NP (with poly-size EF
proofs of completeness and the appropriate size parameters) does not exist!

As we will see, this universality result turns out to have powerful implications.

Implication: SNARGs from Witness Encryption. Note that two-message laconic arguments
for NP are immediately implied by any witness encryption scheme |GGSW13|; moreover, complete-
ness of the argument system has an EF proof if the underlying witness encryption has an £F proof
of honest decryption correctness. As a result, we obtain the following corollary.

Corollary 1.3 (Informal). Our SNARGs for NP is sound assuming the hardness of LWE as well as
the existence of a witness encryption scheme for NP whose correctness property

Vw, R(z,w) = 1 — Dec(w, Enc(xz,m)) =m

has a family of polynomial-length EF proofs.

Moreover, if the witness encryption is succinct (does not grow with the instance or witness length)
and if there is a uniform machine that prints the EF proof, then we can get a SNARG for NP with
a short, uniformly random crs.

We can concretely instantiate such a witness encryption scheme based on the evasive LWE as-
sumption, which has received significant attention recently [Wee22, Tsa22, VWW22 ARYY23,
HLL23, MPV24]. Although the lattice-based witness encryption schemes of [CVW 18, Tsa22, VW W22|
only guarantee computational correctness (and hence do not have EF proofs), we show that a modi-
fied construction (following [MPV24]) does have perfect (and £F-provable) correctness. As a result,
we obtain the following corollary.

Corollary 1.4 (Informal). Our SNARGs for NP is sound assuming the sub-exponential hardness of
LWE as well as evasive LWE. The SNARG has transparent setup and a crs of length poly(|x|, |w]|, A).

8We note that compared to Levin-style universal constructions of cryptographic primitives which enumerate over
all possible constructions, our construction does not suffer from “galactic inefficiency;” moreover, our construction
can also make use of the existence of SNARGs with non-uniform honest provers.



Since LWE and evasive LWE are both plausibly post-quantum secure, this yields a candidate
post-quantum SNARG for NP. We note that SNARGs from evasive LWE, even in the designated
verifier setting, were previously only known for a subclass of NP known as UPY [MPV24]. This
demonstrates the power of our relaxation from SNARGs to 2-message laconic arguments. While
evasive LWE is not a falsifiable assumption, we hope that this relaxation will provide new insights
towards constructions of SNARGs for NP from standard assumptions.

Finally, by using unconditional, statistical witness encryption schemes for explicit languages
such as QR and DCR!? (with £F proofs of correctness), we can obtain SNARGs for such languages
assuming only LWE.

Corollary 1.5 (informal). Assuming the hardness of LWE, our SNARG is sound for the QR and
DCR languages.

It was not previously known how to obtain SNARGs for these languages without iO or heuris-
tics. In particular, the prior work [JKLV24| builds SNARGs for NP languages with EF proofs of
unsatisfiability, which are not known for these languages.

Implication: Transparent SNARGs for NP from iO. Combining Theorem 1.1 with the existing
construction of SNARG for NP from iO [SW14], we have the following corollary:

Corollary 1.6. Our SNARG for NP is sound assuming the (non-explicit) existence of an iO with
EF proofs of correctness and LWE.

Combining this corollary with Theorem 1.2, which states that subexponential iO and subexpo-
nential LWE can be used to construct an iO scheme with £F proofs of correctness, we can instead
state the corollary as follows:

Corollary 1.7. Our transparent SNARG for NP is sound assuming the (non-explicit) existence of
subexponential 10 as well as subexponential LWE.

This is the first SNARG for NP with transparent setup that is provably sound under stan-
dard cryptographic assumptions. We emphasize that all previous SNARG constructions based on
i0 [SW14, WW24a, WZ24, WW24b| do not have transparent setup.

Implication: Universal Micali SNARGs. In addition to our evasive LWE-based instantiation,
we show that Micali’s protocol, with any hash function instantiation, has a poly-size £EF proof of
completeness, as long as the underlying PCP has a poly-size £F proof of completeness. By the
work of [Pic15|, the PCP construction of Dinur [Din07] in fact has an EF proof of completeness.
Thus, we obtain the following corollary.

Corollary 1.8 (Informal). Our SNARG for NP is sound with short and transparent crs assuming
LWE, (unleveled) FHE and and the (non-explicit) existence of any hash function that makes Micali’s
SNARG construction non-adaptively sound (with the PCP from [Din07]).

9UP is a subclass of NP where every instance = has at most one witness.
10DCR denotes the complement of the DCR promise language.




1.2 Result II: Adaptively Sound SNARGs

In the adaptive setting, we give the first generic transformation from privately-verifiable to publicly-
verifiable SNARGs.

Theorem 1.9 (informal). Assume the existence of a privately verifiable adaptively sound SNARG
for some language £ with an “instance-universal™ EF proof of completeness. Then, assuming the
existence of (leveled) FHE and BARGs for NP, there is a publicly verifiable adaptively sound SNARG
for L.

Moreover, if the BARG public parameters are pseudorandom, the FHE ciphertexts are pseudoran-
dom, and the proving key of the privately verifiable SNARG is 2™-indistinguishable from uniform,
the publicly verifiable SNARG can be made to have transparent setup.

We emphasize that Theorem 1.9 also applies to preprocessing SNARGs, whose proving keys may
be long and/or take a long time to generate. While the construction in Theorem 1.9 is not universal
(for reasons that will become in our technical overview in Section 2), it does not depend on the EF
proof (only on its length).

Unlike our non-adaptive universal SNARG construction, the transformation in Theorem 1.9 does
not generically give a transparent set-up. However, we obtain an adaptively sound SNARG with
transparent set-up by plugging in a slight variant of the adaptively sound, privately verifiable SNARG
for UP of [MPV24].

Corollary 1.10. Assuming the sub-exponential hardness of LWE and evasive LWE, there are trans-
parent adaptively sound SNARGs for UP.

To the best of our knowledge, this is the only transparent adaptively sound SNARG candidate
proven sound under an explicit assumption, aside from [Mic94] and its close relatives [BCS16| in
the random oracle model. Moreover, it gives a plausibly post-quantum adaptively sound SNARG
for UP. This is in contrast to the knowledge assumption underlying prior lattice-based (privately
verifiable) candidates, whose underlying hardness assumption was recently broken [DFS24].

Implication: Adaptive SNARGs via Witness PRFs. More generally, [MPV24]| showed that
a subexponentially sound witness PRF (a primitive introduced by |Zhal6|) for a language L can be
used to construct adaptively sound designated-verifier SNARGs for L. A witness PRF| in short, can
be seen as a generalization of witness encryption. Coupled with our result (Theorem 1.9), we have
the following corollary.

Corollary 1.11 ((Informal)). Assuming LWE and a witness PRF with an EF proof of completeness
for a language L, there exists an adaptively sound SNARG for L.

In fact, [MPV24| show that the privately verifiable variant of the [SW14] SNARG based on
sub-exponential iO and one-way functions gives such a witness PRF. Therefore, combined with
Theorem 1.2, we have the following corollary.

Corollary 1.12. Assuming subexponential i0 and suberponential LWE, there exists an adaptively
sound SNARG for NP.

While this corollary is not new (a sequence of works [WW24a, WZ24, WW24b| construct such
a SNARG from iO and OWFs), this gives an alternative pathway to obtaining adaptively sound
publicly verifiable SNARGs for NP.

' As discussed previously, we include the quantification over all statements z in the £F tautology.




Comparison with [JJ22, JKLV24]. The idea of using EF proofs in the analysis of SNARG
schemes originated in [JJ22] and was recently used in [JKLV24|. In [JJ22|, EF proofs were used
to obtain a non-adaptive SNARGs from iO with a reduction that does not run in time 2", and in
fact is independent of the input length n. More recently, [JKLV24| constructed SNARGs via the
encrypt-hash-and-BARG paradigm (which we elaborate on in Section 2).

However, the SNARGs of both [JJ22, JKLV24]| are only proved sound for NP languages that
have polynomial-size [JJ22| (or more generally, polynomial space [JKLV24|) EF proofs of non-
membership. That is, for a fixed NP language £ with NP verification circuit C', these works required
efficient EF proofs that C(z,-) is unsatisfiable for each fixed x ¢ L. This places a complexity-
theoretic constraint on the language L, since such languages are decidable in co-nondeterministic
sub-exponential time [JKLV24].

In contrast, we use a variant of the [JKLV24] encrypt-hash-and-BARG construction, but rather
than requiring an £F proof about language non-membership, we make use of an £F proof of cor-
rectness of a cryptographic primitive that we introduce in the security analysis. Interestingly, the
completeness property of a 2-message argument is required to hold for true statements x € L rather
than false ¢ L, but we use these EF proofs in our soundness analysis! Thus, no complexity-
theoretic constraint is placed on the language and we obtain candidate SNARGs for NP.

1.3 Organization

In Section 2, we give a high level overview of our techniques used to achieve our main results:
Theorem 1.1, Theorem 1.9, and their applications. In Section 3, we recall basic definitions and tools
from prior work that we use throughout the paper. We present our universal SNARG construction
and prove Theorem 1.1 in Section 4. We then present our transformation from adaptively sound
privately-verifiable SNARGs to publicly verifiable SNARGs and prove Theorem 1.9 in Section 5. In
Section 6, we show two constructions of SNARGs for NP via witness encryption: one from evasive
LWE and LWE, and another for languages such as QR and DCR from just LWE. In Section 7, we first
show that any subexponential iO scheme can be transformed into an iO scheme with a PV proof of
correctness by assuming subexponential LWE (Theorem 1.2). As corollaries, we show transparent
SNARG for NP as well as an adaptively sound (non-transparent) SNARG for NP. In Section 8,
we construct an adaptive SNARG for UP with transparent crs. Finally, in Section 9, we construct
a universal SNARG for NP with non-adaptive soundness, assuming the (non-explicit) existence of
a hash function that can securely instantiate Micali’s SNARG, and assuming LWE and FHE, thus
proving Corollary 1.8. We defer many details to the appendix.

2 Owur Techniques

In this section, we describe our main techniques. We recap prior work in Section 2.1. In Section 2.2,
we give an overview of the security proof of our universal non-adaptive SNARG (Theorem 1.1). In
Section 2.3, we discuss extending our approach to adaptive SNARGs (Theorem 1.9). Finally, in
Section 2.4, we discuss how to obtain the various applications of Theorem 1.1 and Theorem 1.9.



2.1 Prior work

Our starting point is the work of Jin et al. [JKLV24|, which developed the encrypt-hash-and-BARG
paradigm for constructing SNARGs. Before explaining this paradigm, we briefly recall the simpler
hash-and-BARG paradigm from [CJJ22, KVZ21], for constructing SNARGs for deterministic and
(certain special) non-deterministic computations.

Hash-and-BARG. In the hash-and-BARG candidate SNARG for an NP language £, the prover
sends the verifier a hash v of an assignment to all wires of the verification circuit C, described as
follows:

e (. has the instance x as a hard-coded input.

e C, takes as additional input the NP witness w (this input will be empty if the computation
is deterministic).

e The output of C; is a bit b indicating whether the NP verifier accepts (z,w).

The hash that is used is a somewhere extractable hash function with local opening, as defined in
[HW15, OPWW15|.!? Finally, the prover appends to this hash value a batch argument (BARG)
proof.'* The BARG proof asserts that all the gates in the verification circuit are satisfied, i.e., for
every gate:

1. there are local openings of the hash value v to bits b;, bj, by, in the three locations (two inputs,
one output) associated to this gate, and

2. the wire values b;, b;, by, are consistent with the gate.
3. Finally, it is asserted that the output wire value bgyy is 1.

A hash-and-BARG scheme is known to satisfy local soundness [CJJ22, KVZ21|. Suppose the
somewhere extractable hash function is extractable on ¢ locations. Then, one can convert any
cheating prover for the BARG into a local assignment generator LocalGen that takes as input a set
of ¢ wires, outputs ¢ values, and has the following two properties: (1) the output values are locally
consistent (i.e., they satisfy all gates of C, incident on this wire set, and the output wire value is
assigned 1), and (2) the output values are non-signaling, which means that for any set of wires, S
and T of size at most ¢, the distribution of the the output of LocalGen on input S restricted to the
wires in S N1 is indistinguishable from the output of LocalGen on input T restricted to the wires
inSNT.

Unfortunately, it is not known, and is in fact believed to be false, that this local soundness
property implies the full soundness of the Hash-and-BARG scheme in general.

2L00sely speaking, such hash functions have local openings (such as Merkle hashes [Mer88]), and have the addi-
tional property that a few coordinates of the preimage can be extracted from the hash value given a corresponding
trapdoor. Moreover, these coordinates are hidden in the hash key.

13A BARG is a succinct argument for proving k claims z1,...,zx € £', for any given NP language £’, where the
length of the proof is proportional to that of a single witness. BARGs are known to exist under a variety of standard
assumptions such as LWE [CJJ22], bilinear maps [WW22, KLVW23], and DDH [CGJ"23].



From local soundness to soundness for P. For deterministic computations, it was shown in
[KRR14] how to introduce redundancies to, or “extend,” a circuit Cy(L) so that local soundness
of the above scheme — applied to the extended circuit — does imply full soundness. However, they
also argued that this technique is limited. In particular, if the hash is extractable on ¢ locations
(which in particular means that the SNARG is of size > ¢) then soundness is guaranteed only if the
underlying language has a non-signaling PCP with locality ¢, and such languages are known to be
computable in time roughly 2¢. This posed a “non-signaling barrier” to obtaining SNARGs for NP
that stood for roughly 10 years.

Encrypt-hash-and-BARG. The works [BBK ™23, JKLV24] get around this “non-signaling barrier”
in the non-adaptive setting using the following modification of the Hash-and-BARG scheme, called
“Encrypt-hash-and-BARG” in [JKLV24]:

e The SNARG crs is defined to contain an FHE-encryption of the description of a circuit (E), in
addition to the previous hash key and BARG public parameters.

e The honest prover homomorphically evaluates E on its NP-witness w, and generates a hash-
and-BARG proof of both the original verification circuit and the homomorphic extended com-
putation.

We emphasize that this proof is is still publicly verifiable, and the secret key of the encryption
scheme is not used in SNARG proof generation or verification.

The reason that this modified construction is useful is that in the non-adaptive soundness analy-
sis, there is a fixed false statement x* ¢ £, and one can consider circuit extensions F,- that depend
non-uniformly on the instance x*. Specifically, it was proven in [JKLV24| that a cheating prover
for this SNARG implies the existence of a local assignment generator LocalGeng ., for any circuit
E,« extending Cy+. Therefore, [JKLV24| reduced the problem of constructing a SNARG for £ to
the problem of proving the existence of a suitable circuit extension E,« for every z* ¢ L. Crucially
for them, E, may not be easy to construct given the instance x, and may not even be well-defined
forx € L.

Moreover, [JKLV24] showed the existence of such families {E, },¢, for any language £ that has
poly-size EF proofs of the non-membership tautology for each fixed x ¢ L:

YVw, Cx(w) = 0.

Loosely speaking, their associated extended circuit E, contains the gates corresponding to this EF
proof. Since an £F proof can be checked by reading only constant many bits at a time, the existence
of a local assignment generator implies that the output of the verification circuit, that checks the
validity of a given NP witness, must be 0.

Unfortunately, this approach still has a crucial drawback for obtaining SNARGs for all of NP:
any language with £F proofs as above lies in the complexity class NP N coNP, which is believed
to be strictly contained in NP. In addition, there is little hope of this idea achieving adaptive
soundness: roughly speaking, adaptive soundness would at least require these £F proofs to be
efficiently generatable from the instance x, but this would place the language £ in P.



Beyond NP N coNP? In an effort to capture languages outside NP N coNP, [JKLV24| consider
certain structured circuit extensions E, of super-polynomial size, which (in their case) correspond
to EF proofs with super-polynomial size but polynomial space. Their specific theorem statement is
not important for our results, but they consider a slightly modified Encrypt-hash-and-BARG scheme
that we build upon to obtain our results. We discuss this in more detail in Section 2.2.

Nevertheless, the improved SNARG of [JKLV24] is still limited to languages in the complexity
class NP N coNTIME(2¢), where their SNARG proofs have length greater than ¢. This limitation is
inherent to their approach, as formalized in [JKLV24| Theorem 5.8.

2.2 Our Non-adaptive SNARG and Analysis

The [JKLV24] approach cannot directly be extended to NP due to the following fundamental limi-
tation: their security analysis crucially makes use of a form of efficient proof of the statement that
x* ¢ L. However, observe that their approach can be reformulated as working with the claim:

Vw, (C’(w*,w) =1—-1= 0).

In this work, we consider a simple but powerful generalization of their approach that requires EF
proofs of claims of the form

Vw, <C(x,w) =1— f(w) = 1),

for an appropriately chosen function f. The advantage of this generalization is that one can hope
to work with claims that can even hold for all statements x (true and false), which reopens the
possibility of building SNARGs for all of NP.

Informally, we make use of the following paradigm generalizing [JKLV24]:

Any claim about real NP witnesses that can be proved in £F can also
be enforced to hold for local assignment generators.

We will use this approach to deduce the security of our SNARG assuming the security of another
cryptographic primitive, which will only appear in the security analysis! This is accomplished by con-
sidering circuit extensions F, that themselves employ cryptography, rather than being information-
theoretic.

Cryptography to the rescue! For simplicity, we exemplify our approach assuming the ex-
istence of a witness encryption scheme. Recall that a witness encryption scheme consists of a
randomized algorithm Enc(z,m) = Enc(z,m;r) along with an algorithm Dec(w,ct) such that
Dec(w, Enc(z,m)) = m for all (z,w) such that Cy(w) = 1. Given such a scheme, consider a
candidate SNARG defined as follows:

e The crs includes an FHE encryption of a witness encryption ciphertezt ct = Enc(x, m) for a
uniformly random message m < {0, 1},

e The honest prover homomorphically evaluates the witness decryption circuit Dec(w,ct) on
the FHE ciphertext, and provides a Hash-and-BARG proof that (i) Cy(w) = 1 and (ii) the

homomorphic computation was computed correctly.
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We emphasize that, as before, the honest verifier does not have the FHE secret key and merely
verifies the BARG proof.

Nevertheless, suppose (wishful thinking, for now) that it were possible to prove that for any
cheating prover P* for the SNARG, P* outputs a valid FHE encryption of the message m (as the
honest prover does when x € £). This would constitute a security reduction proving that the
SNARG is secure assuming the security of the witness encryption scheme! This is because P*, even
it were additionally given the FHE secret key, cannot efficiently recover the message m without
breaking the witness encryption.

Unfortunately, it is not clear how to instantiate this wishful thinking in general — after all, the
verifier V' does not decrypt the prover’s ciphertext, so perhaps an adversary P* can make V accept
using an incorrect evaluated ciphertext.

EF proofs of correctness to the rescue. The final piece of the puzzle is to employ an ap-
propriate £F proof that forces a cheating P* to correctly send an FHE encryption of m. Roughly
speaking, we consider the following modification of the above SNARG:

e The crs includes (1) an FHE encryption of a witness encryption ciphertext ct = Enc(x, m), and
(2) a separate FHE encryption of the description of a circuit (E).

e The honest prover homomorphically evaluates Dec(w, ct) on the first FHE ciphertext, homo-
morphically evaluates (E) — E(w) on the second ciphertext, and provides a Hash-and-BARG
proof that:

(i) Cy(w) =1, and

(ii) the homomorphic computations on ciphertexts (1) and (2) were computed correctly.

Our analysis assumes the existence of an EF proof of the following decryption correctness
statement for every fixed statement x, message m and randomness 7:

Vw, (Cx(w) =1 — Dec(w, Enc(z,m;r)) = m)

In our security analysis, we replace (F) with the description of a circuit E, ,, described in Fig. 1.
This circuit consists of the following sub-computations:

1. Hard-coded inputs: encryption randomness 7, random message m, the instance x.
2. Input: a hypothetical NP witness w.

3. The encryption procedure Enc(z, m;r) — ct.

4. The decryption procedure (w,ct) — Dec(w,ct) = m’.

5. A circuit Equality,, that checks whether m’ = m. Call the resulting output bit b.

6. An encoding of the EF proof that if Cy(w) =1 then b = 1.

11
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Figure 1: Visual depiction of the extended circuit Ey ., . Note that here, w is an input to both the
relation circuit C,,, as well as the decryption circuit Dec. The EF proof of completeness takes as input
all the wires in w, Cy, Enc,Dec and Equality,, (since these appear as variables in the EF proof).

Similarly to before, a cheating prover P* for this SNARG (in this hybrid) implies the existence of
a local assignment generator for computations Items (i) and (ii). By our basic principle, one can
deduce that this local assignment generator assigns 1 to the bit b (i.e., the local assignment generator
is “as good as a real NP witness” in this respect). Finally, we argue that this fact actually implies
that the FHE decryption of P*’s output of computation (1) must actually be equal to m. This
contradicts the security of the witness encryption scheme, and thus we can prove the soundness of
our SNARG for any NP language.

We remark that this security proof makes use of the £F proof of correctness — which intuitively
is a claim about true x € L — in our soundness analysis, where x ¢ L! The key point is that this
EF correctness proof is useful precisely under the assumption that a cheating P* exists, because:

1. P* implies the existence of a kind of “pseudo-witness” for x, and
2. The EF proof of correctness also applies to this “pseudo-witness” (and false statement x) in
the security proof.
Our Universal SNARG. We make the following brief observations about our presented analysis:

e Rather than using a witness encryption scheme, we could employ any 2-message laconic argu-
ment system for the language £. What is required for the analysis to work is a family of EF
proofs of completeness for the argument system:

Y, (Cm(w) =1—V(z,P(w,p),r) = 1)

12



where r denotes the verifier’s randomness, p = Vj(x; ) denotes an honestly computed verifier
message, and V' (-) denotes the laconic argument verification procedure.

e Our construction does not need to depend on the choice of laconic argument: the relevant
pieces of the crs in our SNARG can always be set to FHE encryptions of “dummy” all-zeroes
strings, and the prover can be asked to homomorphically evaluate a universal circuit on this
ciphertext.

As aresult, our Encrypt-hash-and-BARG proof system is secure assuming that any 2-message laconic
argument system for NP, with £F proofs of correctness, exists! As usual, our scheme can also be
made to have transparent crs under the assumption that the FHE has pseudorandom ciphertexts.

Technical details: universal local assignment generators. Although we have outlined the
main new ideas behind Theorem 1.1, there are several details missing in the above security proof
sketch. In the body of the paper, we handle these details by abstracting out a security property of
the multi-ciphertext Encrypt-hash-and-BARG scheme of [JKLV24] Section 5 (which was originally
employed for their “bounded space” result). Specifically, we observe that any cheating prover P*
for this scheme implies the existence of what we call a universal local assignment generator

LocalGen(E, S)

that takes as input the description of a circuit E (containing C)) along with a wire set S (while an
ordinary local assignment generator is defined with respect to a fixed circuit E and only takes S as
input). This universal local assignment generator satisfies two properties:

e For every fixed extension E of C,, we have that LocalGen(E,-) is a valid local assignment
generator for F, and

e LocalGen is also non-signaling with respect to the choice of E: for any two extensions E and
E’ (of some bounded size) and for every set of wires S that are present in both £ and E’ it
holds that

LocalGen(E, S) =, LocalGen(E’, S).

This formalism turns out to capture what is needed to carry out the above security analysis, with-
out having to explicitly refer to multiple FHE ciphertexts encrypted under different keys. While
[JKLV24]| did not formalize this property of their construction, their security proof implicitly es-
tablishes it. Subsequent to this work, the authors of [JKLV24| updated their paper to include this
formalism for ease of understanding.

2.3 Adaptive Soundness

We next show how to convert any dv-SNARG with a polynomial size EF proof of correctness, into
a (publicly verifiable) SNARG. The construction is simple: append to the dv-SNARG 7 an encrypt-
hash-and-BARG proof that m was generated by (honestly) running the dv-SNARG prover on a valid
witness w (i.e., on w for which (x,w) € Rz). Now rather than verifying the dv-SNARG 7, which
requires a secret verification key, the verifier only verifies the encrypt-hash-and-BARG proof, which
can be done publicly.

13



At first it may seem unclear why the encrypt-hash-and-BARG is at all helpful in the adaptive
setting since in this setting changing the crs in the analysis, may cause a change to the distribution
of the instance provided by the cheating prover. In particular, the distribution of the instance may
change from being not in the language to being in the language.!* Surprisingly, even though this
may indeed be the case, we can still argue that the prover will be rejected, even if it did change the
instance to one in the language.

In the analysis, we start with a cheating prover who successfully cheats with adaptively chosen
(z*,7*), where z* is not in the language and 7* is a dv-SNARG. The adaptive soundness of the
underlying dv-SNARG implies that 7* must be rejecting. Next, in the analysis we modify the crs
in a similar way as in the non-adaptive case. Specifically, we change the ciphertext encrypting the
all zero string to one that encrypts a description of the extended circuit, that on input (z*,7*),
computes the verdict b = V(vk, z*, pk*) and then adds gates corresponding to the EF proof that if
Cy(w) =1 then b= 1.

We argue that after this change, 7* must still be rejecting, whether or not x* is in the language.
This is due to the security of the underlying FHE scheme which says that the distribution of 7*
even given vk should look the same as before, and thus should remain rejecting. At this point, the
adversary P* is outputting an instance z* (possibly true or false), a rejecting dv-SNARG proof 7*,
and an accepting encrypt-hash-and BARG proof that 7* was computed by running the honest prover
P on a valid NP witness w for z*, and that the extended circuit was homomorphically evaluated on
this w.

From here, we can derive a contradiction similarly to our argument in the non-adaptive setting.
The main difference is that we need to rely on the fact that in the adaptive setting, the encrypt-hash-
and-BARG scheme can be used to convert an adaptive cheating prover into an adaptive universal
and non-signaling local assignment generator.'®

Obtaining a transparent crs. Finally we mention that if the public key pk of the dv-SNARG is
2‘x|—indistinguishable from uniform, then we can make our crs transparent! The idea is to replace pk
with a truly random string, and thus obtain a transparent crs, since the crs of our encrypt-hash-and-
BARG scheme is already transparent (under LWE). The observation is that since we changed the crs
in a 2/l-indistinguishable way, we can use complexity leveraging to argue that adaptive soundness
still holds.

2.4 Overview of Applications

In this section, we describe how to apply Theorems 1.1 and 1.9 to obtain several of our applications.
Obtaining these applications requires two key ingredients, that we exemplify in this overview:

e Constructing £F proofs of correctness for various instantiations of cryptographic primitives.

e Showing how transformations between primitives preserve £F proofs of correctness.

We remark that similarly to [JJ22, JKLV24], almost all'® polynomial-length £F proofs constructed

14This can be overcome by using standard complexity leveraging techniques, and assuming that the change in
the crs is harder to detect than the hardness of the language. However, this will make our proofs grow at least
poly-logarithmically with the hardness of the language, which limits the result.

15\We mention that this was not done explicitly in [JKLV24|, but their proof directly extends to this setting, similarly
to how the hash-and-BARG scheme extends to the adaptive setting.

8The exceptions are the results about QR and DCR; see Section 6.4.
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in this paper can be derived from a stronger object in proof complexity called a PV proof [Coo75].
While £F proofs are asymptotic families of proofs about growing families of inputs, PV proofs
are finite-length proofs about the behavior of a Turing machine on all inputs in {0,1}*. Roughly
speaking, PV proofs are a restricted family of proofs in Peano Arithmetic that make use of com-
putationally efficient proofs by induction — e.g., induction over {0,1}* with respect to the input
length n rather than standard induction over Z. It is well known [Coo75| that PV proofs can be
converted, in uniform poly(n) time, into an associated £F proof about inputs of length n. For a more
comprehensive introduction to the PV and £F proof systems, we refer the reader to Section 3.5.

2.4.1 SNARGsS for NP from Evasive LWE

To construct a SNARG for NP from evasive LWE, as argued in Section 2.2, it suffices to construct a
witness encryption scheme from evasive LWE that has an £F proof of decryption correctness.

Prior constructions of witness encryption from evasive LWE. While the works of [CVW18,
VWW22, Tsa22| already construct witness encryption schemes from evasive LWE, these schemes do
not have perfect correctness. We refer the reader to the respective works for the actual constructions,
but we give intuition for why these schemes incur correctness error.

The scheme [VWW22, Tsa22| schemes on input z and message m output a program Pk , . :
{0,1}"™ — Z, which has the following (abridged) form:

m-PRFg(w) + e, If R(x,w)=1
PRFk(w) + ey otherwise.

PK,m,x(w) = {

where each e, is some term bounded by some |e,| < B, where B < q. The decryption algorithm
of the witness encryption then computes y < Pg m »(w), and outputs 0 if |y| < B, and 1 otherwise.
It is easy to see that in general, such a witness encryption scheme may not have perfect correctness
if the encrypted message is m = 1. For example, if PRFg ,, »(w) = 0, then |y| < B and the
decoder will deduce that the message is 0. For appropriate parameter settings, this scheme achieves
statistical correctness because with high probability, |PRFx(w)| > B (otherwise, this allows us to
distinguish PRF from a uniformly random function). In particular, it is not perfectly correct, and it
is not clear that such schemes should have (appropriately defined) EF proofs of correctness.

New construction admitting an £F proof. Therefore, we instead construct a witness encryp-
tion scheme with perfect correctness using the techniques of the recent work of [MPV24]. We then
show that the scheme does in fact have an EF proof of correctness. We proceed in a few steps:

Step 1: £F proof of approximate correctness of MPV Obfuscation. First, we show that
“o-PRF obfuscation”, an object defined by [MPV24]|, in fact has a polynomial-sized £F proof
of approximate correctness:

for all circuits f : {0,1}" — Z, and all randomness r,
i g O(f;), then for all z € {0,1}", |g(x) — f(x)] < B

for some bound B. Since the construction is lattice-based, we show the correctness of the
scheme by mainly appealing to basic arithmetic properties and linear algebra facts which are
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known to be provable in EF [Coo75, Bus86, SC04]. We refer the reader to Section 6.3.1 for
more details.

Step 2: New witness encryption scheme with £F proof, Consider the following keyed pro-
gram:

m-|q/2] if R(z,w) =1

fr(w) otherwise

PK,m,z(w) = {

where fx is some keyed function (which we will define explicitly in the next step). Let
P+ O(Pk m.z), where O is the obfuscation from the previous step. Set parameters of the
obfuscation so that B < ¢/4 (recall B is the correctness bound from the previous step). The
encryption works as follows: on input an instance x and message m, output P corresponding
to Pk mo(w) where K is uniformly random. Decryption then computes P(w), and outputs 0
if |P(w)| < B, and 1 if |P(w) — |g/2]| < B. It is easy to see that the above construction is
correct via the following argument:

e By construction, if R(z,w) = 1, then Pk, ,(w) =m - |q/2].

e By approximate correctness of the obfuscation, we have |P(w) — P m .(w)| < B.

o If m = 0, then B > |P(w) — Prma(w)] = |P(w) — 0] = |P(w)|. Hence, decryption
succeeds.

e Similarly, if m = 1, then B > |P(w) — P ma(w)| = |P(w) — |q/2]|. Hence, decryption
succeeds.

e Therefore, the decryption algorithm is correct.
In fact, this argument can be easily formalized as a polynomial-sized £F proof.

Step 3: Security of the new scheme. It now suffices to show security of the scheme. Recall
that the security guarantee of the o-PRF obfuscation of [MPV24| guarantee is as follows: if
the family of functions { fi }rex satisfies that given k <— K and independent Gaussian samples
ez < D, (shorthand denoting that the standard deviation o), we have

{fk(m) +€x}x€X ~eU, (1)

then the obfuscation O(f) for k <— K is pseudorandom. In the case where = ¢ L, we have
that the program P, »(w) = fx(w). If we choose fx from a family of functions such that (1)
holds, then we can argue that the witness encryption corresponding to x ¢ L is pseudorandom
and hence semantically secure. We instantiate fx via the BLMR PRF [BLMRI13| to obtain
the desired guarantee!”.

17 Although any PRF would satisfy (1), the work of [MPV24] requires the program to be represented as a “matrix
program”. However, it is known that that such a matrix PRFs do not exist [CHVW19]. Hence, we have to rely on
matrix programs that satisfy (1), which [MPV24] calls ‘c-PRF’. We gloss over this detail in this technical overview
for readability.
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2.4.2 SNARGs for Quadratic Residuousity and (QR) and Nth-Residuousity (DCR)

Theorem 1.1 also implies new constructions of SNARGs for specific NP languages, where the sound-
ness of the SNARG holds under the LWE assumption alone. The reason for this is that Theorem 1.1
can be applied to any NP language, and thus, assuming LWE, we build SNARGs for any NP language
L supporting a witness encryption scheme that has EF proofs of decryption correctness. This opens
the possibility of obtaining SNARGs for specific languages based on LWE alone, by making use of
unconditional, statistically secure witness encryption schemes.

To see that this yields new SNARGs, we first consider a particular implementation of the
Goldwasser-Micali encryption scheme [GM82], which can be viewed as a witness encryption scheme
for the quadratic non-residuosity language:

e The encryption key has the form (V,y) where N = pq is a product of two primes and y is a
quadratic non-residue modulo N with Jacobi symbol 1.

e The decryption key consists of the factorization (p,q) of N.

e To encrypt a message bit b, output 72 - 4® modulo N.
e To decrypt a ciphertext ¢, compute ¢’ modulo p (and check whether the result is 1).
This encryption scheme nearly has an £F proof of decryption correctness, as basic algebra implies
that: )
.
Vp,q, N,r: if pg= N and p,q > 1, and y 2 = —1 mod p,

then (r2y® mod N)IDT?1 = P71, (=1)® mod p.

This proves correctness of decryption modulo an invocation of Fermat’s little Theorem. Unfortu-
nately, this theorem is not known to have polynomial length £F proofs.

In order to get around this issue, we consider a witness encryption scheme with respect to a par-
ticular Arthur-Merlin (AM) verifier for the QNR language: in addition to verifying the factorization
N = pq, the AM verifier has access to random gy, ..., g, € Zy;, and checks that gf_l =1 (mod p)
(as long as ged(gs, N) = 1) for every i.

Then, we consider the modified witness encryption scheme that samples the encryption random-
ness r as a random product of powers of the g;. This yields a £F proof of decryption correctness,
because Fermat’s little Theorem was explicitly verified to hold on the g;, and this implies (in EF)
that it also holds for r. Finally, security of this scheme is unaffected because with overwhelming
probability over gi,..., gn, the string r sampled in this way is uniform over ZY.

Plugging this witness encryption scheme into Theorem 1.1 yields a new SNARG for the QNR
promise language!® as well as (after suitable manipulation) the QR promise language; similarly, by
considering an appropriate variant of the Paillier encryption scheme, one can obtain a SNARG for
the decisional composite non-residuosity problem.

In particular, we emphasize that these languages were not known to have SNARGs based on
[JKLV24]; the reason for this is that proofs of non-membership implicitly seem to require proving
the uniqueness of the prime factorization of NV, which we do not know how to argue in £F. On the
other hand, the decryption correctness of this scheme follows from simple properties of algebra and,
in particular, needs only consider an arbitrary single factorization of V.

8The SNARG is still defined with respect to the standard NP verifier for QNR.
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2.4.3 Transparent Non-Adaptive SNARG and Adaptive SNARG via iO

EF-proof for the Sahai-Waters SNARG. Recall that the work of Sahai and Waters [SW14]
constructed a SNARG for NP via iO. Our first observation is the following: assuming that iO has
a polynomial-size £F proof of correctness, one can show that the Sahai-Waters scheme also has a
polynomial-sized £F proof of completeness. We describe this proof in Section 7.4. Additionally,
the work of Mathialagan, Peters and Vaikuntanathan [MPV24] showed that the Sahai-Waters con-
struction is adaptively sound in the designated-verifier setting. This scheme also has an £F proof
of completeness, as we show in Section 7.5. Therefore, assuming LWE as well as an iO scheme with
a proof of correctness, we can construct:

e non-adaptively sound SNARG for NP with transparent setup via Theorem 1.1.
e adaptively sound SNARG for NP with public verifiability via Theorem 1.9.

Therefore, it remains to argue that there exist iO constructions with £F proofs of correctness.

Boosting any iO to have an £F proof. We handle this question completely generically: given
any subexponentially secure iO (along with subexponentially secure LWE), we construct an iO
scheme with an EF proof of correctness. Formally, we say that an iO scheme has a polynomial-sized
EF proof of correctness if there is a polynomial-sized £F proof of the fact that:

for all circuits C and randomness r, if I' =i0(C;r), then for all z, C(z) = I'(x).

In fact, we prove a stronger statement that the resulting iO has a uniform EF proof (also known
as PV proof), but we skip over this detail in this overview.
We now describe the transformation. Let iO be subexponentially secure obfuscation scheme.

Step 1: Obtaining an inefficient iO with perfect correctness. We first use iO to construct
the following inefficient algorithm which we call slowXiO which works as follows: On input a
circuit C': {0,1}" — {0,1} and randomness r,

1. Compute I' = iO(C; 7).

2. Iterate over z € {0,1}", and check if I'(z) = C(x).

3. If I'(x) # C(x) for any z, abort and output C.

4. Else, output I'.
Intuitively, slowXiO algorithm is verifying the correctness of the output of iO, and outputting
the “trivial” obfuscation (i.e. C itself) if it is incorrect. It is easy to see that this scheme is in

fact perfectly correct since either I'(xz) = C(z) for all x, or the output is C' itself. And in fact,
this correctness property is easy to formalize in propositional logic (see Lemma 7.7).

Now, we need to argue that slowXiO is a secure obfuscation scheme. In fact, for functionally
equivalent circuits C7 and Co

slowXiO(C1; 1) =5 i0(Cy;71) = i0(Ca;1) =5 slowXiO(Co; )

where the first and third indistinguishabilities follow from the statistical correctness of iO,
and the second indistinguishability follows the security of iO. Therefore, slowXiO is in fact a
secure scheme.
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Step 2: XiO bootstrapping. The above construction of slowXiO, while secure and correct, is
exponentially inefficient. In particular, the runtime of the algorithm is 2" - poly(|C|, \), and
the depth of the algorithm is poly(|C|, ) (since the check that I'(x) = C(x) can be conducted
in parallel).

To now construct an efficient iO scheme, we follow the iO bootstrapping literature [AJ15,
BV15, LPST16a, LPST16b, Vai24|. Since slowXiO is in fact an XiO scheme (following the
terminology of [LPST16a]), we can use ideas from the bootstrapping literature to construct
an efficient iO scheme. By showing that the chain of transformations preserve E£F proofs of
correctness, we obtain our main result.

The main building block in the transformation is the succinct functional encryption scheme of
cite [GKP'13], which uses fully homomorphic encryption (FHE), attribute-based encryption
(ABE) and garbled circuits. Since FHE and ABE can be instantiated via LWE [BV11, GSW13,
BGGT14], we use the fact that many properties in linear algebra can be proven in £F to show
that these instantiations have £F proofs of correctness. For garbled circuits, we follow the
construction of Yao, with a modification for perfect correctness as suggested in [LP09], to
show that it has polynomial-sized £F proof of correctness. We show that these instantiations
have £F proofs of correctness in Appendices B and C.

2.4.4 Transparent adaptive SNARG for UP

The work of [MPV24] constructed a designated-verifier SNARG for UP from evasive LWE and LWE.
Moreover, they showed that their SNARG is adaptively sound. If we additionally show that their
construction has a polynomial-sized £F proof of completeness, then we can apply our transformation
from Theorem 1.9 to obtain a publicly verifiable SNARG for UP from evasive LWE and LWE. As
discussed in Section 2.4.1, the work of [MPV24] relies primarily on lattice-based techniques, so we
can argue similarly that their construction has a polynomial-sized £F proof of completeness.

Obtaining transparent crs. Recall that the transformation from designated-verifier to publicly
verifiable adaptive SNARGs does not generically guarantee that the crs is transparent (unlike in the
non-adaptive setting). However, if we can show that the crs of the designated-verifier is subexponen-
tially indistinguishable from uniformly random, then we can construct an adaptively sound SNARG
with transparent crs. Although the crs in the construction of [MPV24] is an obfuscated program, it is
a result of a 0-PRF obfuscation, which guarantees that the obfuscation is pseudorandom. Therefore,
this allows us to achieve our desired result.

2.4.5 Universal Micali SNARG

Recall that Micali’s SNARG [Mic94] took Killian’s interactive argument system [Kil92| and compiled
it with the Fiat-Shamir heuristic [FS87]. Micali’s SNARG works as follows:

e The crs algorithm outputs a hash key hk.
e The prover does the following:

— Compute a PCP proof 7 < PCP.P(z,w).
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Compute the Merkle hash root rt = M.Hash(hk, 7). Here, we use M.Hash as shorthand
Merkle tree-based hash where Hash(hk, -) is used at each internal node.

— Apply the hash function on the root rt to obtain r < Hash(hk, rt).

Parse r as randomness, and compute the output of the PCP query function @ <«
PCP.Q(r). Note that this is the Fiat-Shamir step.

Compute 7|g (the locations of 7 corresponding to queries of Q) as well as the Merkle
openings pg = {pq}qeq of rt to 7|q.
Output (rt, 7|, pQ)-

e The verifier computes PCP.V(z,Q, mg) and if pg are valid openings to 7|q.

It is known that this scheme is secure if Hash were instantiated via a random oracle. However,
we do not have any constructions of Hash from well-studied assumptions that are provably secure.

Proof of completeness. It turns out that the above scheme is complete regardless of what hash
function Hash is used to instantiate the SNARG. To see this, note that it is sufficient to show that
the verifier accepts if the prover computes 7 honestly following the PCP, and computes the Merkle
root and openings honestly, then the verifier accepts. As a result, only need the following two facts:

e the PCP has a proof of completeness, i.e. a proof of the fact that:

for all x,w such that R(z,w) =1, and 7 = PCP.P(x,w), for all randomness r
and queries @ <— PCP.Q(r), we have that PCP.V(z,Q,mq) = 1.

e the opening correctness of Merkle trees, i.e., a proof of the fact that:

for all hash keys hk, if rt < M.Hash(hk, (z1,...,2x)), and p = M.Open(hk, (z1,...,2N),1)
is a Merkle opening to the ith bit b = x;, then M.Ver(hk,rt,i,b,p) = 1.

The work of Pich [Pic15] showed that Dinur’s PCP construction [Din07] in fact has an EF proof of
completeness. In Section 9.3, we further show that the opening completeness of Merkle trees, with
respect to any underlying hash function, can be formalized and proven in Cook’s theory PV. The
approach involves first formalize the binary-tree construction of Merkle hash function as a function
symbol in PV using recursive definition of function symbols. We then inductively prove the opening
completeness property of the Merkle hash. Since PV supports the polynomial-time induction rule,
this inductive proof can be fully formalized within PV. Therefore, the completeness of Micali’s
SNARG can be easily proven as a polynomial-size proof in £F, regardless of what hash function is
used.

Corollary: Universali Micali SNARG. If there exists any hash function with respect to which
Micali’s SNARG is secure, since the scheme also has an £F proof of completeness, our universal
SNARG is sound.

20



3 Preliminaries

Notations. We will let A denote the security parameter throughout the paper. We use PPT
to denote probabilistic polynomial-time, and denote the set of all positive integers up to n as
[n] := {1,...,n}. For any x € {0,1}" and any subset J C [n] we denote by z; = (z;);es. For
any finite set S, x < S denotes a uniformly random element z from the set S. Similarly, for any
distribution D, x < D denotes an element x drawn from the distribution D.

3.1 LWE Assumption

Given n,m,q € N and 0,0 > 0, the subexponential LWE assumption LWEfl,mq’U [Reg05] asserts
that
(A,sA +e) =, (A,Db),

with security parameter p = 2"’ where s U(Zy), A+ UZy"™), e < Dy, and b < Zg'. Here,
Dy, » denotes the discrete Gaussian over Z with parameter o; that is, the distribution which assigns
mass proportional to exp(—mx?/0?) to each x € Z.

Following [VWW22], we rely on the above assumption holding for some § > 0, for parameters
such that ¢/o < o’

Statistical tools. The following lemma is a simple consequence of Banaczyzck’s tail bound (see,

e.g., [SD17, Corollary 1.3.11]).

Lemma 3.1. For any o > 0 and n € N,

Pr [|lz|>oyn] <27".

.Z‘(—'DZ,O-
The following simple noise flooding lemma is integral to our uses of subexponential LWE.

Lemma 3.2 (|CVW18, Lemma 3.2|). For ally € Z and o € R, the statistical distance between Dy, o
and Dy, +y is at most y/o.

LWE-based PRFs. The following lemma adapts the PRF from [BLMR13, Theorem 5.1] to the
setting of subexponential LWE.

Lemma 3.3. Let n,n',q,h € N and pu, f, k,0,0" € R be functions of \ satisfying

o /= 2(n/)6

[(2logq) - n'] < n < poly(n'),

o o/ > k- (no)tl,

277" < 1/k(n) < negl(2" -n - f(n)) .

Let
a < Zg, {ex — DZ,U’}xe{O,l}h'
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0

n’,poly[n’],q,07

Then, assuming LWE

h
{Si,b — Dg;n}ie[h] s { (H Si,)q) -a+ ex} e {Si,b — D%;n}ze[h} ,{u}xe{(]’l}h .
bE{O,l} =1 xe{(]’l}h be{(],l}

where all poly[u]-time distinguishers have advantage at most negl(f(n)). In particular, one can take
q= on’ (to rely on subexponential LWE with q/o < 2”5), h =n® for some ¢ < §/20, k = 2h°A " and
fn) =272,

3.2 Fully Homomorphic Encryption

In this section, we define the type of fully homomorphic encryption used in this paper. We make use
of a leveled, gate-by-gate FHE satisfying a malicious correctness property: for any pair of ciphertexts
ctp, cty that decrypt to bits g, 21, it should be the case that Decgk(Evalex(f, cto,ct1)) = f(xo,x1)-
Moreover, our definition explicitly describes the evaluation key as a sequence of d (small) keys, since
this structure is relevant to our SNARG construction.

Syntax. A leveled, gate-by-gate fully homomorphic encryption scheme consists of a fixed key /ciphertext
size £ = £(\) = poly(A) and the following polynomial time algorithms:

FHE.Setup(1™,1%) — (pk, eky, ..., ekg,skg, - . .,sk;). This is a probabilistic algorithm that takes as
input a security parameter 1" and a circuit depth 1¢. It outputs a public key pk € {0, 1}£7
a sequence of d evaluation keys eky,...,ekg € {0, 1}4, and a sequence of d + 1 secret keys
skg, - - -, sky € {0,1}%.

FHE.Encpk(b) — c. This is a probabilistic algorithm that takes as input a public key pk and a bit
b € {0,1}. It outputs a ciphertext ¢ € {0, 1}*.

FHE.Decgk(c) — b. This is a deterministic algorithm that takes as input a secret key sk and a
ciphertext ¢ € {0,1}. It outputs a bit b € {0, 1}.

FHE.GateEvale(f, c1,c2) — ¢*. This is a deterministic algorithm that takes as input an evaluation
key ek, the truth table of a two input bit function f: {0,1}x{0,1} — {0, 1} and two ciphertexts
c1,c2 € {0,1}*. It outputs a ciphertext c* € {0, 1}*.

By iterating the FHE.GateEval,, algorithm many times, one can generically build a circuit
evaluation algorithm:

FHE.Evalek, .. ek, (f,C1,...,¢cn) — ¢*. This is a deterministic algorithm that takes as input a public
key pk, a circuit representing a function f: {0,1}" — {0,1} and n ciphertexts ci1,...,¢, €
{0,1}*. It outputs a ciphertext ¢* € {0,1}*.

Definition 3.4 (FHE). A leveled, gate-by-gate fully homomorphic encryption scheme

FHE = (FHE.Setup, FHE.Enc, FHE.Dec, FHE.GateEval)

is required to satisfy the following properties:
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Encryption Correctness. For any choice of (pk,sky) in the support of FHE.Setup(1™,1%), any
b€ {0,1} and any c < FHE.Encp(b) we have FHE.Decgy, (c) = b.

Honest Evaluation Correctness. For any choice of (pk,eki, ..., ekg,skg,...,sk,) + FHE.Setup(1™,19),
any honestly generated ciphertexts ci,...,cn, € {0,1} such that ¢; = FHE.Encyk(b;), and any
layered circuit f: {0,1}" — {0,1} of depth d, if we set ¢ = FHE.Evalek, . ek, (f,C1,---,Cn)
then FHE.Decg, () = f(b1, ..., by).

Malicious Gate Correctness. For any choice of (pk,eky, ..., ekg,skg,...,sky) < FHE.Setup(1™),
any index 0 < i < d—1, any f : {0,1}2 = {0,1}, and any ciphertests c1,co € {0,1}%, if
Decski (Cl) = bl and Decski(CQ) = bg, then DecskiH(FHE.GateEvaI(f,eki+1, Cc1, CQ)) = f(bl, bg)

Security. The encryption scheme is semantically secure in the presence of (pk,eky,...,ekq).

Theorem 3.5 (|[BV11]). Assuming the hardness of Learning with Errors [Reg05], there exists a
leveled, gate-by-gate homomorphic encryption scheme.

Specifically, the properties we require in Definition 3.4 all follow from the (leveled) bootstrapping
construction of |Gen09|, provided that the “base” somewhat homomorphic encryption scheme sat-
isfies perfect correctness. Moreover, the public keys and ciphertexts in this LWE-based scheme will
be pseudorandom under the LWE assumption.

Remark 3.6. Given a FHE scheme, one can extend the definition of the encryption algorithm
FHE.Enc to take as input a longer message m € {0,1}", as opposed to a single bit. FHE.Encyi(m)
will simply run ¢; = FHE.Encpk(m;) for every i € [n], and set ¢ = (cy,...,¢,) € {0,1}¥E. Similarly,
we extend FHE.Eval to take as input a function f: {0,1}"™ — {0, 1}" with multi-bit output.

3.3 Succinct Non-Interactive Arguments

We define succinct non-interactive argument systems (SNARG) [Mic94, GW11, BCCT13| for the
computation of a non-deterministic polynomial-time Turing machine M. Our definition allows for
a long common reference string, maintaining verifier efficiency by requiring that the crs = (crsp, crsy)
be separated into prover and verifier components (where the verifier component is required to be
short).

A SNARG system for M consists of polynomial-time algorithms (Gen, P, V) with the following
syntax:

e The randomized setup algorithm Gen takes as input a security parameter A € N and an input
length n, both in unary, and outputs a pair of common reference strings crs = (crsp, crsy).

e The prover algorithm P takes as input the prover reference string crsp, an input = € {0,1}"
and its associated witness w € {0,1}", and outputs a proof .

e The verifier algorithm V takes as input the verifier reference string crsy, an input x € {0,1}"
and a proof m. It outputs a bit indicating if it accepts or rejects.

Definition 3.7. A triple of algorithms (Gen, P,V) is a SNARG system for a Turing machine M if
the following hold:
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Completeness. For every A\,n € N and every xz € {0,1}" and w € {0,1}" such that M(z,w) =
L,

(crsp, crsy) « Gen(14,17),

=1.
7 Plcrsp, z,w)

Pr| V(crsy,z,7m) =1
Efficiency. The length of crsy is poly(A, logn,logm). The length of a proof w is also poly(X,logn,logm).
The runtime of V is poly(|crsy|, |7|) + poly(A, log n,logm) - n.

Non-adaptive Soundness. For every x € {0,1}" where x ¢ L and every poly-size adversary
Adv, there is a negligible function p such that

crsp, crsy) < Gen(11,17),

o . (
Pr [ Viersy,z,7") =1 7 < Adv(crsp, crsy, x)

] < u(A).

Adaptive Soundness. For every poly-size adversary Adv, there is a negligible function p such
that

(crsp, crsy) + Gen(11,17),

Pr [ a* & Ly A V(ersy, z*,77) =1 (x*,7*) < Adv(crsp, crsy)

} < u(A).

An additional efficiency parameter of interest is the length of crsp; we do not impose any explicit
requirements on it, but seek to minimize the length of crsp when possible.

Remark 3.8 (Transparent Setup). The SNARGs constructed in this paper can be made to satisfy an
additional property called transparent setup: the non-adaptive soundness notion above holds even
if Adv is given the random coins used by Gen(+). All of our SNARGs can be made to satisfy this prop-
erty because in all of our constructions, the algorithm Gen(1*,1™) generates a polynomial number of
ciphertexts for an L\WE-based encryption scheme along with a hash key hk, and outputs these strings
(for the prover) along with a tree hash of the ciphertexts (for the verifier). Since the encryption
scheme we use has pseudorandom ciphertexts and the hash family may be chosen to have uniformly
random keys, we may modify the Gen(-) algorithm to simply output a long, uniformly random string
along with a tree hash of this string (this modification preserves non-adaptive soundness). This
modified Gen algorithm has no private randomness and thus these SNARGs have transparent setup.

3.4 Batch Arguments (BARGs)

The following preliminaries on BARGs are due to [BBK'23].

A batch argument system BARG for an NP language £ enables proving that & NP statements
are true with communication cost that is polylogarithmic in k. There are many BARG variants
which are known to be existentially equivalent under mild computational assumptions (see, e.g.,
[CJJ22, KVZ21, KLVW23|). In this work, for simplicity in our constructions, we make use of an
argument system for what we call “batch index Turing machine SAT” (BatchTMSAT), defined below.

Definition 3.9. The language BatchIndexTMSAT consists of instances of the form x = (M, z, k,T),
where:

o M is the description of a Turing machine.

e 2 is an input string (to M)
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e k is a batch size, and
e T is a running time.

An instance x = (M, z,k,T) is in BatchindexTMSAT if for all i < i < k, there exists a string w;
such that M(z,i,w;) accepts within T steps.

We sometimes use the notation R(z,%,w;) to denote the relation with instance (x,4) and corre-
sponding witness w;.

Syntax. A (publicly verifiable and non-interactive) batch argument system BARG for BatchIndexTMSAT
consists of the following polynomial time algorithms:

Gen(1*,1™,1™ k) — crs. This is a probabilistic polynomial-time algorithm that takes as input a
security parameter 1%, input length 17, witness length 1™, and a parameter k. It outputs a
common reference string crs.

Plcrs, M, 2,17 w1, ..., wy) — 7. This deterministic polynomial-time algorithm takes as input crs,
Turing machine M, input z, runtime 17, and k witnesses w1, ..., wy. It outputs a proof .

V(crs,x,m) — 0/1. This deterministic polynomial-time algorithm takes as input a crs, instance z =
(M, z,k,T), and a proof . It outputs a bit (1 to accept, 0 to reject).

Definition 3.10 (BARG). A batch argument system BARG = (Gen, P, V) for BatchindexTMSAT is
required to satisfy the following properties:

Completeness. For anyn € N, any k(n),n(n), m(X), T(\) < 2", any instance x = (M, z,k,T) €
BatchIndexTMSAT with | M|+ |z| = n, and any corresponding witnesses wy, ..., wy € {0,1}™,

B (crs,td) < Gen(1™,17,1™,43%), | _

Pri Viers,z,m) =1 7 Plers, M, 2,17 wy, ..., wg) | 1

Adaptive Soundness. For any poly-size adversary A and any polynomials k(X\), n(X), m(X\), T ()
there exists a negligible function negl(-) such that for every n € N,

crs < Gen(12, 17, 1™ k)
(M, z,7) = A(crs) < negl(n).
w* « Extract (td, 7)

V(ers,z,m) =1

Pyl (M, 2, k. T) ¢ BatchindexTMSAT

Efficiency. In the completeness experiment above, |crs|+|m| < m-poly(n,log(knT’)). The running
time of the verifier is at most poly(|crs| + |7|) + poly(n) - |z|.

Throughout this paper, when we refer to a BARG we implicitly mean a BARG for BatchlndexTMSAT.

Theorem 3.11 ([CJJ22, WW22, HIKS22, KLVW23|). There exists an BARG for BatchIndexTMSAT
assuming LWE or DLIN or (subezponential DDH and QR).!”

19The work [CGJT23] also constructs a BARGs based on subexponential DDH, but not with efficiency parameters
matching our definition.
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3.5 Propositional Logic Systems

This section of the preliminaries is due to [JJ22].

3.5.1 Extended Frege

We use extended Frege systems (denote as £F) for propositional logic. Such a system is described
by a set of variables, a set of connectives, and a set of inference rules. Variables are the most basic
elements, usually represented by letters such as x,y, z. Connectives are used to connect variables.
We only use two connectives — and — for “imply” and “negation”, respectively. Other connectives
such as A, V,® for “and”, “or”, “xor”, can be defined using — and —. We use < to denote “if and
only if”, and formally, a <> b is the abbreviation of (a — b) A (b — a). We use F to represent “false”,
and define “true” T as —F.

Formulas are defined inductively: F (“false”) is a formula; any variable is a formula; if u,v are
formulas, then u — v, —u are formulas. A formula can be treated as a labeled tree, where leaves
are labeled with variables, and internal nodes are labeled with connectives. A subformula of A
is defined as a subtree of A. We define the following complexity measures of formulas. For each
formula A, we define the size of A as the number of nodes in the tree.

A substitution o is a map from the set of variables to the set of formulas. If A is a formula,
then the result of applying o to A is denoted as Ao, which is a formula obtained by replacing each
occurrence of the variables in A by its image under o. For example, let A =p — (¢ — p) and let a
substitution o be p — a Ab,q— a Vb, then Ao = (a Ab) — ((aV b) = (a AD)).

A Frege system is specified by a set of inference rules. Each inference rule is defined as Ay, As, ..., Ap -
Ap, where Ay, A1, ..., A are formulas. Intuitively, it means that “if Ay, Ao, ..., Ay are valid, then
Ag is also valid”. If k = 0, then we say such an inference rule is an axiom.

In this work, we use the following set of axioms and modus ponens as inference rules for propo-
sitional logic.

e Axiom 1: p — (¢ — p)
e Axiom 2: (p—>(g—71r)) = (p—q = (p—1))
e Axiom 3: =——p —p

e Modus Ponens: p,p —+ gl g

We use the notation “p1, p2,...,pn F g to denote that ¢’ is the logical consequence of p1, ..., py.
We refer to pi,p2,...,pn as the premise and refer to ¢ as the conclusion. We say q is a logical
consequence of p1, ..., py, if there exists a derivation, which is a series of formulas 1,6, ..., 6, with
00 = ¢, and for each i € [¢], 0; is either

e A premise p; with j € [k], or

o Ago, where Ay, Ag, ..., Ax F Ap is an inference rule, o is a substitution, and {4;0, Aso, ...,
Apo} are a subset of the formulas {61,0s,...,60;-1}.

A proof is a derivation with no premise.

The extended Frege system denoted as EF is a logic system that additionally has the following
extension axioms. Namely, for a derivation (01,62, ...,0y) in EF, for each i € [¢], 6; needs to satisfy
the aforementioned constraint or 6; is of the form ¢ <+ A, where A is a formula, and ¢ is a new
variable that has not occurred in 61,605, ...,60;_1, and also does not occur in A.
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Size of £F Proofs. We define the size of a derivation (61, 60s,...,60y) as the summation of the
sizes of the formulas 61,04, ..., 0,.

Remark 3.12. First note that since the azioms and Modus Ponens are of constant size, each line
in the proof (i.e., each formula 0;) depends on only a constant number of previous lines. Second,
we can assume without loss of generality that each line of the proof is of constant size by using the
extension ariom.

Definition 3.13. For every circuit C we define Prop[C] to be the set of formulas that represent
each gate in C. Namely, denoting by G the set of all gates in C, Prop[C] £ {¢,}sec, where
wg =0 g(l,r), where  and r are the input wires to g and o is the output wire o.

Definition 3.14. For any two Boolean circuits C' and D, we define
C—D

as a shorthand for
Prop[C] U Prop[D] F w. — wy,

where we, wg are the output wires of C, D, respectively.

Definition 3.15. We say that a circuit E extends a circuit C if the circuit E contains C' as a
subcircuit, and the input wires of E are identical to those of C. In other words, E extends C if E
can be constructing by adding to C' additional (non-input) wires and gates,

Polynomial-length £F proofs for arithmetic. The work of [Bus86| shows that basic arithmetic
operations such as +,—,-,/,|-], < can be introduced in Cook’s theory PV [Coo75| as function
symbols, and their basic laws such as commutative law, associative law, distributive law, etc. can
be proven in PV. From Cook’s propositional translation [Coo75]|, there exist polynomial-size EF
proofs for them.

3.5.2 Cook’s Theory PV

This section of the preliminaries is due to [JJ22].

Cook introduced a theory PV [CooT75] to capture the intuition of feasibly constructive proofs
(i.e. polynomial-time reasoning). PV is an equational theory, i.e, each statement in PV asserts
that two terms are equal. Moreover, it allows the introduction of new function symbols by recursive
definition (i.e. Cobham’s definition of polynomial-time functions [Cob65|). Hence, any polynomial-
time function is definable in PV [Coo075|. Moreover, common used arithmetical operations such as
addition, multiplication, and modulus functions can also be defined in PV. Their related properties
such as commutative law, associative law etc. can be proven in PV [Bus86].

Formally, Cook’s theory PV [CooT75] is defined as follows. PV works on the natural numbers that
are represented in the dyadic notation, where any natural number x is uniquely represented as a finite
string of integers in {1,2}*. Specifically, we represent x as the string x,x,—12,—2...21 € {1,2}",
if > 2;2" = x, and use an empty string to represent 0. It’s easy to see that such presentation
is unique for any natural number. The function s;(z) = 2x +i,7 = 1,2 appends ¢ to the string x.
Hence, we also denote s;(z) as x||i.
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We introduce the following terminologies. Terms are defined inductively as follows: any variable
is a term; any function symbol of arity 0 is a term; if ¢1,%9,...,t; are terms, and f is a function
symbol, then f(t1,t2,...,t;) is a term. FEquations are of the form ¢t = wu, where both ¢ and u
are terms. A derivation for the statement Ey, Fo,...,E, Fpy E in PV is a series of equations
D1, Ds, ..., Dy such that Dy = E and for any ¢ € [¢], the equation Dj is either a premise E;(j € [n]),
or a defining equation for some function symbol that we will introduce later, or follows from some
inference rule that we will introduce later. A proof in PV is a derivation with no premise (n = 0).

Introducing Function Symbols. A new function symbol f can be introduced in PV in the
following two ways. The first way is to define

flxy,xe, .. k) =1,

where t is a term with variables x,xo, ..., zg.

The second way is to recursively define the function on the dyadic notion (i.e. Cobham’s
characterization of polynomial-time functions [Cob65]). Specifically, for existing function symbols
g,h1,ha, k1, ko in PV define the following equations as defining equations

[0,y) =9(y), [f(=lli,y)=hi(z,y, f(z,y)),i=1,2, (2)
where y = (y1,...,yx) is a series of k variables. Then how f is computed for any x,y is fully
specified. PV further requires that the f can be computed in polynomial time. To ensure this,
Cook requires that “|h;(z,y, z)| < |z| + |ki(z,y)|” is provable in PV, where | - | is the length of the
dyadic presentation. To achieve this, Cook introduced the LESS function, and it is defined with
other initial functions as follows. s;,7 = 1,2 has no defining functions. 0 is also function symbol
with arity 0, and has no defining function.

e TR: TR(0) = 0, TR(z||i) = z,i = 1,2. It cuts off the least significant digit in the dyadic
notion.

o x: x(x,0) =z, x(x,y||i) = si(z,y),i = 1,2. It concatenates the string = and y.
e ® ®(x,0) =z, ®(z,y||i) =*(z,®(z,y)),i = 1,2. It concatenates |y| copies of x.

e LESS : LESS(z,0) = z,LESS(z,y||i) = TR(LESS(z,v)),7 = 1,2. It cuts off the |y| right most
digits of z in the dyadic notion. Then we can use LESS(z,y) = 0 to express |z| < |y|.

To complete the definition of function f, PV requires two proofs 7y, mg in PV for LESS(h;(z,y, 2), 2%

ki(x,y)) =0,i = 1,2. Then a function symbol f is defined as the tuple (g, h1, ha, k1, k2, 71, 72).
The inference rules are in the following. Here, ¢,u,v are any terms, x is any variable, and

y = (y1,%2,...,yx) is any tuple of k > 0 variables. f is any function symbol (we will define later).

e Ri:t=ukFu=t.
e Ro:t=u,u=vkt=u
L4 Rg: t1:ul,tgZUQ,...,tk:tkl—f(tl,tg,...,tk):f(U1,UQ,...,uk).

o Ry:t=wutt(v/x) =u(v/x). Here, the notation “t(v/x)” means replacing each occurrence of
the variable x with the term v. “u(v/x)” is defined in the same way.

o Rs: E1,Es,...,Es - fi(z,y) = fa(z,y), where Eq, Es, ..., Fg are the defining equations 2
for f1, fo, with the same function symbols g, h1, ho.
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Propositional Translation. In the same work [Coo75], Cook showed that any proofs in PV
can be translated to polynomial size propositional logic proofs. The original theorem statement
uses extended resolutions logic. Later [CR79] showed that extended resolution and extended Frege
system are essentially equivalent in terms of proof size. For simplicity, we use extended Frege system
in this work, and state Cook’s result in extended Frege system.

Before we formally state the theorem, we first describe how to transform a theorem statement
in PV to proposition logic. The idea is to use variables in £F to present each digit in the dyadic
notation. Specifically, let m be an integer. For each term ¢ in PV, let Py[t], Pi[t], ..., Pnlt] and
Qolt], Q1[t], - .., Qm]t] be a set of variables in EF. For each i € [m], use Q;[t] to indicate whether ¢
has i-th digit, and use P;[t] to indicate the i-th digit of ¢, i.e.

F, otherwise F, otherwise

Oula] = {T,if t> 921+l _q Pla] = {T, if the -th dyadic digit of ¢ is 2

For the easy of representation, in this work we use the following notation Var,,[t] to denote the
variables {P;[t], Q;[t]}I", corresponds to t. For each term ¢, one can associate it with a proposition
formula prop,, [t], asserting Vary,[t] is computed correctly from the variables Var,,[p1], ..., Var,[pk],
where p1, pa, ..., pi are all variables appear in ¢t. For any variable x, prop,,[z] is the formula asserting
Var,,[z] is well-formed, i.e. =Q;[x] implies =Q;1[x] for ¢ € [m — 1]. The definition of prop,,[t] can
be inductively defined for any term ¢. For more details, see [Coo75].

For any integer n, if the computation of all terms in the proof only needs m dyadic digits, then
m is called a bounding value. For any equation ¢ = u, where ¢ and u are both terms. [t = u]?, is
defined as the propositional formula asserting that if the variables in ¢ are all less than n digit, then
the value of ¢ and u are equal. For its formal definition, see [Coo75|.

Next, we present the theorem statement for Cook’s propositional translation.

Theorem 3.16 (Corollary of ER Simulation Theorem in [Coo75]). For any two terms t and u, and
any n and any polynomial bounding value m = m(n), if Fpy t = u, then [t = u]}, has polynomial
size logic proofs in extended Frege logic.

The idea of Theorem 3.16 is to do an induction on the length of the proofs in PV, and translate
each step of the proof in PV to a polynomial size proof in the extended Frege.
3.6 Local Assignment Generators

In this section we define the notion of a local assignment generator as defined in [PR17]. We also
define an adaptive version as defined in [BHK17].

Definition 3.17 (Local Assignment Generator). Let C' : {0,1}" — {0,1}™ denote a Boolean
circuit of size s where n = n(\),m = m(A\) and s = s(\). For £ = {(\), we say that C' has an
C-local assignment generator if there is a polynomial time (non-uniform and randomized) algorithm
LocalGen = LocalGen)y with the following properties.

e Syntax: The input to LocalGen is the description of a subset of wires T' C [s] of size at most
¢ and its output is an assignment (0;)ier € {0,1}7 to the corresponding wires of C.
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e Local Consistency: for any A € N and any gate g; = (i,7,k, f) of C' connecting input wires
7,k to an output wire 1,

Pr [az- £ f(oj,0%) : (01,05, 0%)  LocalGen({i, j, k})] = negl(\).
where the probability is over the randomness of LocalGen.

e Computational Non-Signaling: for any A € N and any sets Ty, T1 C [s] of size at most £,
the following distributions are computationally indistinguishable:

((Ui)ieTOﬂTl : (Ui)iGTO — LocaIGen(To)) ~ ((Ui)iGToﬁT1 : (Ui)ieTl < LocaIGen(Tl))

Definition 3.18 (Adaptive Local Assignment Generator). Let C' : {0,1}" x{0,1}"™ — {0,1} denote
a Boolean circuit of size s where n = n(\),m = m(\) and s = s(\). We think of the first n input
bits to C as specifying an instance and the last m input bits as specifying a witness. For £ = {(\), we
say that C has an adaptive €-local assignment generator if there is a polynomial time (non-uniform
and randomized) algorithm LocalGen™ = LocalGeny with the following properties.

o Syntax: The input to LocalGen™ is the description of a subset of wires T C [s] of size at
most £ and its output is an instance x € {0,1}" and an assignment (0;)icr € {0,1}7 to the
corresponding wires of C.

e Local Consistency: For any A € N and any input wire i € [n] (corresponding to the i’th
wire of the instance) it holds that

Pr[o; # x; : (x,0;) < LocalGen™({i})] = negl(})
and for any gate g; = (i,j,k, f) of C connecting input wires j, k to an output wire i,
Prio; # f(oj,0k) : (z,(04,05,0%)) < LocalGen* ({3, j, k})| = negl(\),
where both probabilities are over the randomness of LocalGen*.

e Computational Non-Signaling: for any A € N and any sets Ty, T1 C [s] of size at most ¢,
the following distributions are computationally indistinguishable:

(x, (03)ietynty) © (z, (04)ieT,) < LocaIGen*(To)) ~ ((x, (0i)ictynty) = (z, (04)iey) < LocaIGen*(Tl))

In our soundness proofs (both in the non-adaptive and adaptive settings) rely on the following
lemma, which was proven in [KRR14] in the non-adaptive setting and in [BHK17| in the adaptive
setting (stated below).

Lemma 3.19. [KRR1/, BHK17] There exists a parameter {(s) = polylog(s) and a function ECC
computable in polynomial time that takes an input an circuit C' : {0,1}" — {0, 1} of size s and depth
d, and outputs an extension ECC(C) of C of size s - polylog(s) and depth d - polylog(s) such that
for any adaptive £-local assignment generator LocalGen™ (Definition 3.18) for the circuit ECC(C),
denoting by out its output wire,

Pr[LocalGen*(out) = (x,b) A b # C(x)] = negl()).
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3.7 Relevant Theorems based on [JKLV24]

In this work, we use several theorems based on the work [JKLV24|. Subsequently, [JKLV24| updated
their paper to include formulations of Theorems 3.20 and 3.22 (for readability) because they follow
immediately from the proofs of similar theorems in [JKLV24]. However, the particular formulations
of the theorems that follow were introduced in this work.

To give context for the first theorem (Theorem 3.20) we use, we start by noting that if we
construct a SNARG using the hash-and-BARG paradigm [CJJ22, KVZ21| the soundness guarantee we
obtain is that one can convert any (efficient) cheating prover P* into an (efficient) local assignment
generator LocalGen on the underlying verification circuit, and if the prover is adaptive (i.e., chooses
the instance based on the crs) then LocalGen is also adaptive.

The work of [JKLV24] extended this, and implicitly showed (for an appropriate “Encrypt-Hash-
and-BARG” construction) how one can use any (efficient) cheating prover P* to construct an (effi-
cient) “universal” local assignment generator LocalGen for any extension of the verification circuit
up to certain size and depth bounds. Namely, [JKLV24| showed that if the SNARG is constructed
using the encrypt-hash-and-BARG paradigm, then for any parameters T',d, D (that are chosen in
the SNARG scheme) one can convert any (efficient) cheating prover P* into an (efficient) universal
local assignment generator LocalGen that takes as input a circuit E that extends the verification
circuit, where E is of size T, depth d, and can be uniformly generated with advice of size D, and
has the guarantee that LocalGen(E,-) is a local assignment generator. Though the focus of the
work of [JKLV24| was on the non-adaptive setting (since their applications were inherently limited
to the non-adaptive setting), this result holds (with identical proofs) in both the non-adaptive and
adaptive settings.

In what follows, we consider circuits whose size depends both on the instance size n and the
security parameter A. The reason for this is that in our work, the size of the extended circuit below
may depend on the security parameter (in addition to the instance size).

Theorem 3.20 ([JKLV24] Theorem 5.7). Assume the existence of a leveled, gate-by-gate FHE
scheme (Definition 3.4) and a BARG scheme (Definition 3.10). Fixz any NP language £ C {0, 1}*.
Then for any parameters T = T(\,n), d = d(A\,n), D = D(A\,n), and ¢ = ¢(\,n), such that T
is larger than d, D, and is at least as large as the NP wverification circuit, there exists a SNARG
scheme (Gen, P, V) with the following properties:

o The crs is of size ({ +d+ D) - poly(log T, \).

e The proof is of size £ - poly(log T', \).

e The prover runtime is poly(T, ).

e The verifier runtime is O(n) 4 poly(D, £,log T, \).

o [t satisfies the following non-adaptive soundness guarantee:

For every x € {0,1}"™ and every poly-size P* that generates an accepting SNARG proof for the
statement “x € L” with non-negligible probability, there exists a poly-size algorithm LocalGen =
LocalGen)y, that satisfies the following two conditions:

1. For every depth d and size T extension E of the circuit Cy, that can be generated by a
T-time uniform Turing machine with advice (aux,x), where aux is any advice of size D,
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LocalGen(E, ) is an {-local assignment generator for E such that
Pr[LocalGen(E, {out}) = 0] = negl()),

where out denotes the output of C.

2. For every E as above and every set of wires S in E of size < £, consider the sub-circuit

FEg extending C,, and in addition, it only contains the wires needed to compute the wires
i S. Then
LocalGen(E, S) =~ LocalGen(Eg, S) (3)

o It satisfies the following adaptive soundness guarantees? For every poly-size P* that given
crs generates an instance x and an accepting SNARG proof for the statement “x € L” with non-
negligible probability, there exists a poly-size algorithm LocalGen™ = LocalGen) that satisfies
the following two conditions:

1. For every depth d and size T extension E of the circuit Cy, that can be generated by a
T-time uniform Turing machine with advice (aux,x), where aux is any advice of size D,
LocalGen*(E,-) is an adaptive £-local assignment generator for E, such that

(x,b) < LocalGen™(E, {out})

satisfies:

(a) Prlb = 0] = negl(\).

(b) the distribution of x is computationally indistinguishable from the distribution of x
generated by (x,7) < P*(crs) conditioned on V(crs, z,m) = 1, where crs + Gen(1*),

2. For every depth d and size T extension E of the circuit C,, that can be generated by
a T-time uniform Turing machine with advice (aux,z), where aux is any advice of size
D, and for every set of wires S in E of size < £, consider the sub-circuit Eg extending
Cz, and in addition, it only contains C, and the wires needed to compute the wires in S.
Then

LocalGen*™(E, S) =~ LocalGen*(Eg, S) (4)

Moreover, if we assume the existence of a (non-leveled) FHE then we can omit the depth restriction
from the extended circuit and from the efficiency guarantees.

Remark 3.21. From now on we refer to an (adaptive/non-adaptive) £-local assignment generator
that satisfies the universality properties (Items 1 and 2) from Theorem 3.20 as an (adaptive/non-
adaptive) (T, d, D)-universal £-local assignment generator.

We emphasize that Theorem 3.20 does not argue that the SNARG scheme has the desired sound-
ness guarantee, rather that it has only “local soundness” in the form of a local assignment genera-
tor. [JKLV24| uses Theorem 3.20 to argue soundness via the following theorem, which constructs
extensions for which “local soundness” implies soundness. We use this theorem in addition to The-
orem 3.20.

20[JKL\/24] did not define or consider adaptive local assignment generators, but the statement and proof of [JKLV24]
extend immediately to the adaptive setting below. Crucially, note that we do not require or check that the adaptively
chosen input z is not in L.
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Theorem 3.22 ([JKLV24| Theorem 6.3). There exists a polynomial poly such that the following
holds. Fix parameters T = T(n,\), d = d(n,\), D = D(n,)\), and L = L(n,\), all of size
< 2. Fiz any circuit family {Cy\}reqo11= ren such that each Cy )y is of size T = T(|z|,\) and
depth d = d(|z|,\), and can be generated by a (T + L)-time uniform Turing machine with advice
aux = auxg . Then if Cpy is unsatisfiable and has an EF proof for the statement “for all w,
Cya(w) = 07 of length L(|z|,\), and this EF proof can be generated by a (T + L)-time uniform
Turing machine with advice auxgr = auxgr gz x of length D, then there exists a circuit E, ) that
extends Cy x, such that E, » is of size T' < poly(T + L), depth D" < (d+ L) - poly(X), can be
generated by a T'-time Turing machine with advice (aux,auxgr), such that for £ = polylog(T’, L")
and for every (T',d', D')-universal (-local assignment generator LocalGen there exists a negligible
function negl such that the following holds:

Pr[LocalGen(E; y,out) = 1] = negl(\).

Finally, we will also use is an adaptive version of Theorem 3.22 whose proof is identical to that
of Theorem 3.22.

Theorem 3.23. There exists a polynomial poly such that the following holds. Fix parameters
T =T(n,\), d=d(n,\), D= D(n,N\), and L = L(n,\), all of size < 2*. Fiz any circuit family
{Cp}nen, where Cp  : {0,1}" x {0,1}™ — {0,1}, where m = m(n, \), such that each Cy,  is of
size T = T(n,\) and depth d = d(n,\), and can be generated by a (T + L)-time uniform Turing
machine with advice aux. Then if for every n,\ € N there is an EF proof for the statement: “for
all x of length n, for all w of length m, Cy,(x,w) = 0”7 of length L(|x|,\), and this EF proof
can be generated by a (T + L)-time uniform Turing machine with advice auxgr of length D, then
there exists a circuit I, ) that extends C, x, such that E, ) is of size T" < poly(T + L), depth
D" < (d+4L)-poly()), can be generated by a T'-time Turing machine with advice (aux, auxgr), such
that for ¢ = polylog(T', L") and for every (T",d’, D')-universal adaptive (-local assignment generator
LocalGen there exists a negligible function negl such that the following holds:

Pr[(z,b) < LocalGen(E,, x,out) s.t. b= 1] = negl(\).

4 Universal SNARG Construction

4.1 Main Theorem Statement

Theorem 4.1. Assume the existence of a leveled, gate-by-gate FHE scheme (Definition 3./) and a
BARG scheme (Definition 3.10). Fix any NP language £ C {0,1}* with a corresponding NP relation
Rr. For any parameters T = T(n,\), L = L(n, )\), and ¢ = £(n, \), such that ,T,L,£ <2, T > ¢
and T is larger than the size of NP werification circuit, and L is larger than the depth of the NP
verification circuit. We construct a SNARG for L with the following properties:

o The crs is of length (L + ) - poly(X).
e The proof length is £ - poly(A).

e The prover runtime is poly(T + L, \)
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e The verifier runtime is O(n) + poly(L + £, \)?!.

e Non-adaptive soundness assuming there exists a 2-message (publicly or privately verifiable)
argument system (P, V) for L, such that:

— V consists of two PPT algorithms (V1,Va), where Vy is given an (inefficiently computable)
advice aux about the input x, and generates a message (pk,vk) <— V1 (aux, 1)‘) of length L.

— P is a time T algorithm that can be implemented by a uniform size T and depth L
circuit. It takes as input a pair (x,w) € R and pk (generated according to (pk,vk)
Vi(aux, 1Y), and generates a message m = P(pk, x,w) of length £.

— Vo is a time T algorithm that can be implemented by a uniform sizeI' and depth L circuit.
It takes as input a pair (vk,xz,m) and outputs a verdict bit b.

— For every n, A € N such that n < 2*, every x € {0,1}" and every (pk,vk) < V;(aux, 1?)
there is an EF proof of length L for the statement: “For every w, if Cy(w) = 1 then
Vo(vk, z, P(pk,z,w)) = 1.”

Moreover, if we assume an unleveled gate-by-gate FHE scheme then we can remove the depth
bound on P and Vs, remove the assumption that L is larger than the depth of the verification
circuit, and replace the restriction that the EF proof must be of length L with the restriction
that it can be generated by a T-time uniform Turing machine with an advice string of size L.

Remark 4.2. We emphasize that in Theorem 4.1 if we assume an unleveled FHE scheme then we
can take L to be of size poly(\), and thus obtain a fully succinct SNARG with non-adaptive soundness
as long as exists a 2-message argument system (P,V) for L where the size of (pk,vk) < V(1) is
at most poly(X), the runtime of the prover and verifier is bounded by T, and the completeness of
this 2-message argument can be proven via an EF proof of size T that can be generated by a T-time
uniform Turing machine with advice of size poly(\).

4.2 Proof of Main Theorem

The proof makes use of the following lemma, which loosely speaking states that for any two circuit
families {Cy A }zeq0,1)+ 2ens and { Dy A bzeq0,1)+ 2ens Where each Dy y takes as input the wires of Cy y,
if there is a polynomial size £F proof of the statement C; x — D,  (see Definition 3.14), then there
is an extension (see Definition 3.15) of the concatenation of the the circuits Cy x, D x such that for
any local assignment generator for the extended circuit that extracts the output wires of both C; \
and D, ,, if the extracted output wire of C; ) is 1 then the extracted output wire of D,  must also
be 1 with overwhelming probability.

Lemma 4.3. There exists a constant A € N and a polynomial p such that the following holds. Let
{Cartaeo1) aen and { Dy }eefo, 11+ pen be circuit families such that each Dy y takes the wires of
Cyx as input, and let T(n,\), d = d(n,\) and L = L(n, \) be polynomials of size < 2*, that satisfy
the following two conditions:

1. The circuit that concatenates Cy \ and Dy is of size T = T(|z|,\) and depth d = d(|z|, \)
and can be generated by a (T + L)-time uniform Turing machine with advice aux = auxy ).

213We note that the verifier runtime can be generically improved to poly(n + X+ £) using a RAM delegation scheme
as constructed in the works of [CJJ22, KVZ21, KLVW23|. See for example Remark 2.7 in [WW24a] for more details.
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2. There exists an EF proof of Cy x — Dy x (as defined in Definition 3.14) of length L = L(|z|, \)
that can be generated by a (T+L)-time uniform Turing machine with advice auxgr = auxgr z x-

Then there exists a circuit family {Ea:,/\}:ce{o,l}*,)\eN such that the following holds:

1. There exists a polynomial p = p(-) such that each Ey  is of size p(T+L) and depth (d+L)-p(X)
and can be generated by a p(T + L)-time uniform Turing machine with advice (aux,auxgr).

2. E, \ extends the circuit that concatenates Cp \ and Dy .

3. For every (log(T + L))4-local assignment generator LocalGen for E; x, we have
Pr[c* =1 A d" = 0] = negl(N),

where the randomness is over (c*,d*) <+ LocalGen({w.,wq}), and w. is the output wire of
Crx, wq s the output wire of Dy .

We defer the proof of Lemma 4.3 to the end of this section. We next show how to use Theo-
rem 3.20, along with Lemmas 3.19 and 4.3, to prove Theorem 4.1.

Proof of Theorem 4.1. Fix any NP language £ C {0,1}* with a corresponding NP relation
R. For every x € {0,1}" let C, be the circuit that takes as input w and outputs 1 if and only if
(z,w) € Re. Fix parameters T = T(n, \), L = L(n,\) and £ = £(n, \) such that T, L, ¢ < 2*.

Our SNARG construction is exactly the one from Theorem 3.20 with parameters (7%, d*, D*, *)
where

T* =poly(T'+ L), d*=L-poly(\), D*=L-poly(\) and ¢* = ¢+ polylog(T, L) (5)

and we define these parameters precisely below. To argue non-adaptive soundness fix any = ¢ L
and any poly-size (cheating) prover P* that attempts to generate an accepting SNARG proof. We
will argue that it will succeed with negligible probability. Theorem 3.20 implies that there exists a
PPT algorithm LocalGen that satisfies the conditions written in the theorem statement. We next
build an extension circuit F,  of size 7" and depth d* that can be described by a Turing machine
of size D*, and show how to use LocalGen (with locality ¢*) applied to E,  to argue that P* will
be rejected with overwhelming probability.

Extension Circuit E, 5. Suppose £ has a 2-message privately verifiable argument system (P, V)
that satisfies the properties from the theorem statement. We denote by V = (V1,Vs). We sample a
random string r uniformly at random and compute (pk,vk) = V;(aux,z,1*;7). Then we construct
an extension circuit E, y = E; 5k vk, as follows:

1. Let D

. pk be the circuit that takes as input w and computes P(pk,z,w). Denote its output

by .

Dfpk is a circuit of size T and depth L. By the uniformity of P, it can be generated by a
poly(T)-time uniform Turing machine with advice (pk, z).
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2. Let ECC(DY ,) be the circuit obtained by applying ECC (from Lemma 3.19) to the circuit
Dzvk, where D,}ivk is the circuit that takes as input 7 and computes Va(vk, z, 7). Denote the

output of ECC(D:KVk) by b.

ECC(DQ‘ivk) is a circuit of size T - polylog(T') and depth L - polylog(T'). By the uniformity of V
and ECC it can be generated by a poly(7')-time uniform Turing machine with advice (vk, x).

3. Epk kg 1s the circuit obtained by applying Lemma 4.3 to {C; } and {E(:(:(Dﬂ]/,j’\,l()(vk7 DZipk(pk, N},

where D;ivk(vk, szk(pk, -)) is the composition of D?;,vk’ szk.

The reason we can apply Lemma 4.3 is that we have an EF proof of length L for the statement

Ca(-) = Dy e (vk, Dy ie(pk, ),

z,vk xz,pk

which is also an £F proof for the statement

Ci () — ECC(DY ) (vk, D7 pie(Pk, -)),

z,vk

since ECC merely adds some gates to the circuit.

Note that ECC(DY ) (vk, Dfpk(pk, +)) is a circuit of size T'-polylog(T") and depth L-polylog(T")
and C has size at most T and depth at most L (by assumption). Moreover, both C, and
ECC(DY ;) (vk, Dfpk(pk, -)) can be generated by a uniform 7T'-polylog(T")-time Turing machine
with advice (z, pk, vk).

Therefore, by Lemma 4.3, Epk vk » is a circuit of size p(T'+L)-poly(X), depth L-poly()), and can

be generated by a uniform p(7+L)-poly(\)-time Turing machine with advice (auxe z, pk, vk, x).

As mentioned above, we set the parameters 7, d* and D* so that this extended circuit Epy k. can
be computed by size T and depth d* circuit that can be generated by a T*-time uniform Turing
machine with advice (aux, z) where |aux| = D*. Let £* = £+ (log T*)# where A is the constant from
Lemma 4.3. Note that these parameters satisfy Equation (5).

To prove the soundness, we will proceed in proving three claims, which together constitute a
proof of soundness:

1. If we extract @ from LocalGen, then the probability that 7 is accepted is negligible.

2. If we extract m and b from LocalGen, then the probability that « is rejected and b = 1 with is
negligible.
Note that Items 1 and 2 imply that if we extract b from LocalGen, then with overwhelming
probability b = 0.

3. If we extract b and the output bit of C, denoted by out, from LocalGen then the probability
that b = 0 and out = 1 is negligible.

Note that this, together with Items 1 and 2, implies that If we extract out from LocalGen,
then out = 1 with negligible probability, thus proving soundness.
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Proof 7 is Rejecting. Denote the wires in FEpy k. corresponding to the £ output wires of
DP (pk,-) by II. Then by the soundness of the underlying argument system (P, V) it holds that

Pr[Va(vk, z, 7*) = 1] = negl(\) (6)
where the probability is over r + {0,1}* and over
7* « LocalGen (D (pk, -),1I),

where (pk, vk) = Genguy (17 7).
By Theorem 3.20 (see Equation (3)), Equation (6) also holds when

7" < LocalGen(E, pk vk(-), IT).

and when
7* « LocalGen(DY (vk, ), II).

Verdict Bit b is Zero. Next, let wyerdict denote the wire corresponding to the output ECC(D\‘,/k 2)
on input 7*, and let

(7*,b%) < LocalGen (ECC(DY,)): IT U {wyerdict }) -

vk,x

By Lemma 3.19, together with the fact that 7* is rejected with overwhelming probability, implies
that
Pr[b* = 1] = negl(A). (7)

By Theorem 3.20 (see Equation (3)), Equation (7) also holds when

b* < LocalGen (E; pk vk(+); {®Wverdict }) -

Output of C, is Zero. We next argue that this implies that
Priout™ = 1] = negl(\)

as desired, where
out” < LocalGen (E pkvk(+), *), {wout})

and where weyt is the wire corresponding to the output wire of C,. To this end we use Dgff . From
Lemma 4.3, we have

Prlout® =1 A b" = 0] = negl()), (8)
where

(out™,b") «— LocalGen(Ey pkvk(-), {Wout, Wyerdict } )-

By Equation (7) (and the two lines following this equation) and by the non-signaling property,
Pr[b* = 1] = negl()), which together with Equation (8) implies that indeed Prout* = 1] = negl(}\),
as desired.

O
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Proof of Lemma 4.3. We construct the extension circuit C, A and then invoke Theorem 3.22
from [JKLV24]| to prove the lemma. To this end, denote the output wire of D, y by outgy, and the
output wire of Cy » by out.. Let C B be the circuit that computes C, y and D,  and appends to
the output wires out. and outy the sub circuit —outy A out. (which consists of only two gates). Set
the output wire of C’ 2. tO be the wire computing —outy A out.

We use the EF proof of Cy x — Dy » to construct an EF proof for the fact that C”, ) is unsat-
isfiable, as follows: The first L lines is an £F proof for out, — outy, which is 1dentlca1 to the EF
proof for Cy x — D, x. The rest of the proof consists of constant number of lines that derive that
—outy Aout, = F from out, — outy. Note that this EF proof can be generated by a (T'+ L+ \)-time
uniform Turing machine with advice auxgr = auxgr z 1.

Next we apply Theorem 3.22 to conclude that there exists a fixed polynomial poly, independent
of Cyx and Dy y, such that {C, \}rcq0,1}- aen has an extension {E; x}refo,1)+ ren, such that By y
has size < poly(T'+ L) for a fixed poly , depth < (d+ L) -poly(\), can be generated by a poly(T + L)-
time uniform Turing machine with advice (aux,, aux, ¢ ), and for every ¢-local assignment generator
LocalGen (where ¢ = polylog(T + L)).

Pr[LocalGen(E.,, out) = 1] = negl(\).

We prove that {F; x},e{0,13+,xen achieves the required property in the claim. Denote out’ as the
output of C! , and denote weyy as the wire representing out’. Since we set the locality of LocalGen

to be (log(T + L))# with a large enough constant A, we can set it to be larger than ¢ and thus
Prlout’ = 1] = negl()\),

where
out’ + LocalGen({wou })

Applying the non-signaling property of LocalGen, we have that out’ = 0 holds with overwhelming
probability, if we further extract out., outy, out’. Moreover, the local satisfiability guarantees that
out’ = —outy A out., except with negligible probability. Hence, we have

Prouty = 0 A out. = 1] = negl()),

where (outg, out.) < LocalGen({wg, wout }).
This finishes the proof of the lemma. O

5 Constructions of Adaptively Sound SNARGs

5.1 Adaptively Sound SNARGs from Designated-Verifier SNARGs

We show how to convert any adaptively sound designated-verifier SNARG (dv-SNARG) into an
adaptively sound SNARG (which is publicly verifiable), as long as the dv-SNARG has a polynomial-
size Extended Frege (E€F) proof of completeness. We emphasize that we do not require the reference
string of the underlying dv-SNARG to be reusable for multiple executions.

Theorem 5.1. Let £ be an NP language with a corresponding NP relation Rp. Assume the exis-
tence of a leveled, gate-by-gate FHE scheme (Definition 3.4) and a BARG scheme (Definition 3.10).
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Assume that for any parameters T = T(\,n), L = L(\,n), and £ = {(\,n), such that T, L,{ < 2,
T is larger than the runtime of the Turing machine computing Ry, and L larger than the depth
of the circuit computing R, there exists an adaptively sound dv-SNARG for L, denoted by (P,V),
with the following syntax and parameters:

e V consists of two algorithms Vi, Vs, where Vi takes as input the security parameter, and
generates a prover key and a verification key (pk,vk) < V1(1*) of length L.

e P is atime T algorithm that can be implemented by a uniform circuit of size T' and depth L.
It takes the input (pk, x,w) where (z,w) € Ry, and output a proof m = P(pk, z,w) of length £.

e Vs is a time T algorithm that can be implemented by a uniform circuit of size T' and depth L.
It takes the input (vk,z,7) and outputs a verdict bit b.

e For every n, A € N such that n < 2*, there exists an EF proof of length L for the completeness
of (P, V), which is following statement: “For every r € {0,1}* every x € {0,1}" and every w,
and for (pk,vk) = V1(1%;7), if Re(z,w) = 1 then Vao(vk,z, P(pk, z,w)) = 1.”

Then there exists an adaptively sound SNARG for L with the following properties.
o The crs is of length (L + ¢) - poly(log T', A).
e The proof is of length £ - poly(log(T + L), \).
e The prover runtime is poly(T + L, \).
e The verifier runtime is O(n) + poly(L + £,log T, \).

o The crs is transparent, if pk is pseudorandom against distinguishers of size T' < 2I*| where
T’ is the minimum circuit size needed to decide the language L.

Moreover, if we assume an unleveled gate-by-gate FHE scheme then we can avoid the restriction
on the depth of the circuits P and Va2 and replace the restriction that the EF proof must be of length
L with the restriction that it can be generated by a T-time uniform Turing machine with an advice
string of size L.

Before constructing the SNARG in Theorem 5.1, similar to Lemma 4.3, we need the following
theorem for adaptive soundness. We defer the proof of this lemma to the end of this section.

Lemma 5.2. There exists a constant A € N and a polynomial p such that the following holds.
Let {Cpatnren and {Dy x}naen be circuit families such that each D, y takes the wires of Cy x as
input, and let T(n,\), d = d(n,\) and L = L(n,\) be polynomials that satisfy the following two
conditions:

1. The circuit that concatenates Cy, » and Dy, y is of size T =T (n, \) and depth d = d(n,\) and
can be generated by a (T + L)-time uniform Turing machine with advice aux = auxp, ).

2. There exists an EF proof of C,, x — Dy x (as defined in Definition 3.14) of length L = L(n, \)
that can be generated by a (T'+L)-time uniform Turing machine with advice auxgr = auxXgr n z-

Then there exists a circuit family {Ep x}nren such that the following holds.
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e FEach E,, \ is of size p(T + L) and depth (d+ L) -p(X) and can be generated by a p(T + L)-time
uniform Turing machine with advice (aux, auxgr),

o E, \ extends the circuit that concatenates Cy, » and D, y,
e For every adaptive (log(T + L))?-local assignment generator LocalGen for E, x, we have
Pr[c* =1 Ad" = 0] = negl(\),

where the randomness is over (x, (c*,d*)) « LocalGen({w,,wgq}), and w. is the output wire of
Chn, wq 18 the output wire of Dy, .

Construction. We construct the (publicly-verifiable) SNARG scheme (GensnarG; PsNARGs VSNARG)
from the following ingredients.

e An adaptively-sound dv-SNARG scheme (P, V) for L.

e An Encrypt-Hash-and-BARG scheme EHB = (Gengpg, Pens, Vens) from Theorem 3.20.
Our construction of the (publicly-verifiable) SNARG for £ will make use of the following circuits.

o Cpi: Takes as input (z, w, mp) and computes Cyp(w) A mp = P(pk, z,w).

Suppose Cpy is a circuit of size < T and depth < L. By the uniformity of P and R, it can
be generated by a poly(7T')-time uniform Turing machine with advice pk.

e D, Takes as input (x,mp) and outputs a verdict bit b = ECC(Vyk)(z, mp), where ECC(Vy)
is the encoding of the circuit Vi from Lemma 3.19 and V,y is the verification circuit of (P, V)
which on input (x,7p) outputs Vo(vk,z, mp).

Dy is a circuit of size T - polylog(T') and depth L - polylog(7’). By the uniformity of V and
ECC it can be generated by a poly(7T')-time uniform Turing machine with advice vk.

o I/ = Fy : This circuit is obtained by applying Lemma 5.2 to Cpix and Dy,. We will show
that the £F proof of completeness implies an £€F proof for Cpx — D,i. Hence, the premise
of Lemma 5.2 is satisfied.

We next formally define our (publicly-verifiable) SNARG construction for £. Our construction
only uses the circuit Cpi and the size of E. The content of E is only used in the proof of adaptive
soundness.

e Key Generation. The key generation algorithm Gengyarg(1*)

— Generate the prover key (pk,vk) < V;(1*) for the dv-SNARG.
— Generate crs for the SNARG scheme from Theorem 3.20 with parameters (7%, d*, D*, ¢*),

where

T* = poly(T), d*=L-poly(\), D*=L-poly(\) and ¢* = polylog(T + L). (9)

These parameters are chosen so that the extended circuit E defined above is of depth d*,
size T%, and can be generated by a T*-time uniform Turing machine with advice of size
D*. We denote this SNARG scheme by EHB (for encrypt-hash-and-BARG), and denote
its crs by crsepp < Gengpg(17).
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— Output crs = (pk, crsgu).
e Prover Psyarc(crs, z, w). The prover algorithm does the following:

— Compute a dv-SNARG proof mp « P(pk, z,w).

— Let L,k be the following language.

Lok = {(x, mp) | there exists w such that Cpy(z,w,7p) = 1}.
Use the EHB SNARG to prove that (x,mp) € Lok, using w as the witness. Namely, let
TeHB < Pens(Crsens, (z,mp), w).

— Output the proof m = (7wp, TenB)-

e Verifier V(crs, z,m). The verifier does the following:

— Parse crs = (pk, crsgpg) and m = (7p, TEHB)-

— Verify the EHB proof mgyg using the instance (x,7p). If the EHB verification accepts,
then accept (output 1). Otherwise, reject the proof (output 0). Namely, output

VEHB(CrSenB, (T, TP ), TEHB)-

The completeness of the above construction follows directly from the completeness of the dv-SNARG
(P,V) and from the completeness of the EHB scheme.

5.2 Proof of Adaptive Soundness

We prove adaptive soundness by contradiction. For any cheating prover PSyarg, SupPose Péyarc
can break the adaptive soundness with a non-negligble probability € = ¢()). Before we present the
formal proof, we first provide a sketch of our ideas to reach a contradiction.

1. Denote by z*, 77, the instance and dv-SNARG chosen by Péyarg on input crs. By the soundness
of the underlying dv-SNARG if z* ¢ £ then Va(vk, 2*,75) = 0 with overwhelming probability.
The fact that PEyarg breaks the adaptive soundness with non-negligible probability €, implies
that

Pr[Pinarc 1s accepted A Va(vk, 2™, mp) = 0] > €(N) — negl(X)

2. By Theorem 3.20, we can build an adaptive local assignment generator LocalGen from Pyarc-
Since LocalGen computationally preserves the distribution of the instance, this implies that
Pr[Va(vk, z*,75) = 0] > € — negl for (z*,73) which are outputted by LocalGen.

3. Use Lemma 3.19 to argue that if we run LocalGen on the extended circuit F, and extract the
output wire value d* of Dy, then d* = 0 with probability € — negl.

4. Invoke Lemma 5.2 to argue that if we extract the output wire of Cpi as out™ and the output
wire of Dy, as d*, then with overwhelming probability, out® — d* holds. The premise of
Lemma 5.2 is satisfied because the polynomial-size EF for the completeness of (P, V) is also
a EF proof for Cpx — Dyy.
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Thus we derive a contradiction by concluding that out* = 0 with probability at least ¢ — negl.
This follows from the fact that since d* = 0 with probability € — negl, and out* — d* with
overwhelming probability.

We proceed with the formal proof. We first argue that
Priz* ¢ L N Va(vk,z*,mp) = 1] = negl(\) (10)

where the probability is over crs = (pk, crseng) +— Gensnarg (1Y) and over (z*, 7 = (75, TEyg))
Pénarc(crs). This follows from the adaptive soundness of dv-SNARG. Combining Equation (10)
with the fact that the cheating prover succeeds in cheating with probability €(A), i.e.,

PI‘[CL‘* ¢ LA VSNARG(CrS7x*77T*) = 1] > G(A)7
we conclude that
Pr[Vsnarg(crs, 2", 7)) =1 A Va(vk,a™, 7p) = 0] > €(N\) — negl(A). (11)

Next, we invoke Theorem 3.20, which states that there exists a universal adaptive local assign-
ment generator LocalGen with the following property. The distribution of (2*,7%) extracted from
LocalGen is computationally indistinguishable from (z*, 7} ) outputted by the adversary conditioned
on the event that Vepg(crsems, (z*,75), mgyg) = 1. Hence, we have

Pr{Vs(vk, 2", m5) = 0] > €(X) — negl()),

where (z*,73) < LocalGen(0)), where () denotes the empty set.
Denote the output wire of D,y by wq, then we can argue that

Pr[d* = 0] > €(X) — negl()), (12)

where ((z*,75),d*) < LocalGen(Dyk,{wq}). This follows from Lemma 3.19 and the fact that
Va(vk, z*,75) = 0 with probability €(A) — negl(A). By the non-signaling condition of LocalGen,
Equation (12) also holds where ((z*,7%),d*) < LocalGen(E, {wg}).

Since we have a length L EF proof of the completeness of the dv-SNARG, which states that

((Pk,vi) = (17) A Culw) = 1) = Vi vk, P(pk,,w) = 1,
we also have an EF proof for the following statement of length O(L) (which we assume is smaller
than d* and D*): for any (pk,vk) = Vi(1};7),
Cok(z, w, mp) = Dy(x, 7p).

Hence, the premise of Lemma 5.2 is satisfied. Therefore, denoting the output wires of Cpy, Dy by
Wout and wy respectively,
Prlout* =1 A d* = 0] = negl(}) (13)

where ((z*,7%), (out*,d*)) < LocalGen(E, {wout,wq}). Combining Equations (12) and (13) we
conclude that Prlout* = 0] > ¢(A\) — negl()), implying a contradiction to the fact that Priout® =
0] = negl(\).

O
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Proof of Lemma 5.2. The proof of the lemma follows from the same idea as the proof of
Lemma 4.3. Namely, we will construct a circuit CA \ = Dp x A Cp y for every n, A, and then invoke
Theorem 3.23 to prove the lemma.

Formally, C/ , is constructed by taking the output wire outp of D,,  and the output wire outc of
Cpx, and build 2 new gates to compute —outp Aoutc. Then C/ | can be implemented by a uniform
circuit of size T'+ 2 and depth d + 2 that can be generated by a (T + \)-time Turing machine with
advise aux, ).

We prove that {C’ |}, xen has polynomial-size £F proofs of unsatisfiability, by using the EF
proofs of Cy, x — Dy, x. "The proof of unsatisfiability consists of a length L £F proof of —outp — outc
and an additional constant size £F proof of —outp A oute = F derived from —outp — outo. The
total length of the £F proof of unsatisfiability is bounded by L + A, and it can be generated by a
(T + L + A) Turing machine with advise (aux, auxgr).

From Theorem 3.23, there exists exists an extension circuit E,, y of C), 5 of size T” < poly(T’, L),
depth D’ < poly(d, L) that can be generated by T’-time uniform Turing machine with advise
(aux, auxgr), such that for any ¢ = polylog(T”’, L'), and for any (T”,d’, D')-universal adaptive local
assignment generator LocalGen, we have that

Pr[(z,outcr) < LocalGen(E,, ,outcr) : outer = 1] = negl(\). (14)

Now, if we further extract the wires outc,outp, and outer, then from the local consistency of
LocalGen, we have
Prouter # —outp A oute] = negl(A), (15)

where (z,outcr, outp,outc) < LocalGen(E,, 5, {outcr, outp,outc}).
Combining Equation (14) and Equation (15) and the non-signaling property of LocalGen, we
derive that

Pr[(z,outc,outp) < LocalGen(E,, , {outc,outp}) : outc = 1 A ~outp = 0] = negl(N).
This finishes the proof. O

Lemma 5.3 (Transparent CRS). If the pk in the underlying adaptively sound dv-SNARG for L is
pseudorandom even against distinguishers of size T, there is an adaptively sound SNARG for L with
an transparent common reference string.

Proof. Recall that in the construction of Theorem 5.1, the crs is sampled as follows:

e Generate a prover key (pk,vk) < Vi(1*) from the dv-SNARG. The verification key vk is
discarded.

e The rest of the crs comprises crsgyg, which can be sampled transparently.
Consider the crs that is instead sampled in the following way:

e Generate pk « {0,1}", where r is the length of the prover key output by Vi(1*).

e The rest of the crs is sampled transparently as before.

The prover algorithm P and verifier algorithm ) remain the same.
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Completeness. The completeness follows directly from the completeness of the underlying EHB
scheme.

Adaptive soundness. Suppose otherwise, and there exists a cheating prover Psyarg:

Crs < GenSNARg(l)‘),

Pr| =z ¢ L N Vsnarg(crs, z*,7%) =1 % *
# ( ) (*,m*) « Pdnarg(crs)

> e(A).

We use Péyarg to construct a distinguisher A that distinguishes between pk sampled and pk «
Vi (1Y) from pk < {0,1}" as follows:

Obtain pk from the challenger (sampled either from (pk,sk) « V1(1%) or pk « {0,1}").

Sample the rest of the common reference string crsgyg independently, and set crs = (pk, crsgpg).

Send crs to Péyare and obtain (z*, 7).

If * ¢ L (this can be checked by a circuit of size T") and Vsyarg(crs, z*, 7*) = 1, output 1.
Else, output 0.

If pk were sampled from (pk,vk) < V;(1%), then by the soundness of the scheme in Theorem 5.1,
Pnare Produces a cheating proof (z*,7*) for * ¢ L with negligible probability.

P A(pk) = 1] = negl()).
(pk,sk):vl(m[ (pk) = 1] = negl(})

Otherwise, if pk < {0,1}", then P&yasre pProduces proofs with probability e(\). Hence,

WP LA =1 = <)),

Therefore, A distinguishes the two distributions with probability €(A) — negl()), which is in non-
negligible if £(+) is non-negligible, contradicting Theorem 5.1. Therefore, we have €()) is negligible
and the modified scheme is sound. O

6 Application I: Non-Adaptive SNARGs from Witness Encryption

In this section, we first state our main result in Theorem 6.4 that one can construct a non-adaptive
SNARG for a language L given a witness encryption scheme for L with a £F proof of completeness.
We then show the following two implications:

Theorem 6.1. Assuming subexponential LWE and evasive LWE, there exists a non-adaptive SNARG
for all L € NP with relation circuit of size T" with the following parameters:

e The crs is of length poly(n, T, \) with transparent set-up.
e The proof is of size poly(A,logT).
e The prover runtime is poly(n, T, \).

e The verifier runtime is poly(n, A, logT').

44



We show this theorem in Section 6.3.

Theorem 6.2. Assuming LWE, there exists non-adaptive SNARGs for the QR language, the QR
language, and the DCR language (see Definitions 6.19 and 6.20).

We show this theorem in Section 6.4.

6.1 Witness Encryption

In this section, we recall the definition of witness encryption, introduced by [GGSW13].

Syntax. A witness encryption scheme for an NP language L is a tuple of algorithms (WE.Enc, WE.Dec)
satisfying

WE.Enc(lA7 x,b) — c. This is a probabilistic algorithm that takes as input a security parameter A,
and instance  and a bit b. It outputs a ciphertext ¢ € {0, 1}*.

WE.Dec(c, w). This is a deterministic algorithm that takes as input a ciphertext ¢ and a witness w,
and outputs a bit m or L.

Definition 6.3. A tuple of algorithms (WE.Enc, WE.Dec) is a witness encryption scheme for an
NP language L if the following hold:

Completeness. For any w such that Ry (z,w) =1, for b € {0,1}, we have that

Pr[WE.Dec(WE.Enc(1*, z,b),w)) = b] = 1.

Semantic security. For every x ¢ L and every poly-size adversary A, there exists a negligible
function p such that

Pr[A(WE.Enc(1*, z,0)) = 1] — Pr[A(WE.Enc(1},z,1)) = 1]| < u()).

6.2 Main theorem statement (WE)

In this section, we state a theorem that immediately follows from Theorem 4.1 about constructing
SNARGs from witness encryption schemes.

Theorem 6.4. Assume the existence of a leveled, gate-by-gate FHE scheme (Definition 3./) and a
BARG scheme (Definition 3.10). Fix any NP language £ C {0,1}* with a corresponding NP relation
Rr. For any parameters T = T(n,\), L = L(n, ), and ¢ = £(n, \), such that ,T,L, £ < 2* T > ¢
and T is larger than the size of NP werification circuit, and L is larger than the depth of the NP
verification circuit. We construct a SNARG for L with the following properties:

e The crs is of length (L + £) - poly(X).
e The proof length is £ - poly()).

e The prover runtime is poly(T + L, \)
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e The verifier runtime is O(n) + poly(L + £, \)?2.

e Non-adaptive soundness assuming there erists a witness encryption scheme (Enc, Dec) with
messages of length X\, ciphertexts of length at most L, encryption and decryption algorithms
of depth at most L, and EF proofs of decryption correctness:

— For every n, A € N such that n < 2*, every x € {0,1}", every encryption randomness r,
and every message m, there is an EF proof of length L for the statement: “For every w,
if Cy(w) =1 then Dec(w, Enc(z,m;r)) =m.”

Moreover, if we assume an unleveled gate-by-gate FHE scheme then we can remove the depth
bounds on encryption and decryption, and replace the restriction that the EF proof must be
of length L with the restriction that it can be generated by a T-time uniform Turing machine
with an advice string of size L.

Theorem 6.4 holds because given such a witness encryption scheme for a language £, one can
construct a 2-message laconic argument system for £ satisfying the hypotheses of Theorem 4.1 in
the usual way:

e Verifier message: sample a uniformly random message m < {0,1}* and send Enc(z,m).
e Prover message: given ct, compute m’ = Dec(w, ct) and return m/'.

Crucially, (€F-)correctness of the witness encryption scheme corresponds exactly to (£F-)completeness
of the laconic argument system.

Given Theorem 6.4, we next construct two publicly verifiable SNARG schemes via explicit witness
encryption schemes.

6.3 SNARG for NP from Evasive LWE

In this section, we build a witness encryption scheme from evasive LWE by expanding on the
techniques from [GGH15, CVW18, VWW22, MPV24].

6.3.1 PV Proofs for Properties of Linear Algebra

In showing the completeness of our construction, we rely on the fact that many basic properties of
linear algebra have PV proofs. To see this, our starting point is the work of [SC04] defines theory
LA (linear algebra), and shows that the theorems that can be proven in LA can be translated into
PV proofs. The theory comprises three types of objects: indices (natural numbers), field elements
for a fixed field, and matrices with entries from that field. Then, they formalize standard field and
matrix axioms for their theory (see their work for a formal treatment, and we give an informal
overview for readability). They then show the following basic properties about matrices (if the
matrix dimensions match up) over fields in LA, including:

e 0-A=0and A-0=0.

e A+B=B+A

22 As before, we note that the verifier runtime can be generically improved to poly(n+4A4-£) using a RAM delegation
scheme.
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e A+(B+C)=(A+B)+C

e AT=A and TA=A

e A(BC)=(AB)C

e AB+C)=AB+ AC and (B+ C)A =BA + CA.

Along with usual rules of PV, a proof in LA can also use the following two additional rules which
informally are as follows:

e Matrix equality: If matrices A and B have the same dimensions, and A[v, w] = B[v, w] for

all v, w, then A = B.
e Induction rule: For any formula «, if a(i) — a(i + 1), then a(0) — a(n).?3

For the purpose of this section, we extend theory LA to also include the following function symbols:

e Kronecker product ®: Binary function symbol which takes two matrices A and B of size
m X n and p X q respectively, the output is a mp X ng matrix as follows:

(A®@B)[p(r—1)+wv,q(s — 1) +w] = Alr, s] - Bv, w].

e Diagonal concatenation diag: Binary function symbol which takes two matrices A and B
of size m x n and p x ¢ respectively, the output is a

diag(A,B) = (OA 0%”)

pXn

Then, it is easy to derive the following properties of the Kronecker product and diag in LA since
they only require basic associative and distributive properties of matrices.

e A®(B+C)=A®B+ A®C (see below for a proof of this property)
e B+C)2A=B®A+C®A

¢« (A®B)2C=A(B&C)

e AR0=0and0®A =0

e (A®B)-(C®D)=(AC)® (BD)

e diag(A,B) - diag(C,D) = diag(AC, BD).

We provide a proof of the first property as an explicit example.

23 As long as n is polynomially bounded, the proof is polynomially bounded.
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Proof. Note that

A B+C)p(r—1)+uv,q(s—1)+w] =Alr,s]- (B+ C)v,w]
= Alr,s| - Blv,w] + Alr, s] - Clv, w]
= (A®@B)[p(r—1) +v,q(s — 1) + w]
+ (A®C)p(r—1)+v,q(s — 1) + w]

where we used the distributive property of matrix multiplication. We can then conclude by matrix
equality that A (B4+C)=A®B+A®C. O

In particular, since all of the above properties can be proven in LA, all of the above properties
can be proven using PV proofs. We use these properties extensively in the rest of this section,
sometimes coupled with induction, e.g. to prove that []7; diag(A;, B;) = diag([[; A, [ 1, Bi)-

6.3.2 Evasive LWE

In this section, we recall the evasive LWE assumption introduced in [Wee22|, following the for-
malization by [VWW22|. Then, we recall some related tools from the works of [GGH15, CVW18,
VWW22, MPV24].

Evasive LWE. Let 0,0’ € Ryg, and let Samp be a PPT algorithm that on input 1* outputs
! t *
SeZy ", PeZy auxc{0,1}".
We define the following advantage functions:
Advh () == Pr[Ao(SB + E,SP + E',aux) = 1] — Pr[Ay(C, C',aux) = 1],
AdvP* (X) == Pr[A4;(SB + E, D, aux) = 1] — Pr[4;(C, D, aux) = 1]
where

(S,P,aux) + Samp(1*)

B« 7" E + Dy X" E « D
/ i / t

CZy ™ C 17y,

D+ B '(P,0).

We say that the evasive LWE assumption eLWE(Samp, o, ¢’) holds if there exists some polynomial
Q(-) such that for every PPT A; there exists another PPT Ag such that

AdvEE () > AdVEZH(X)/Q(A) — negl(A)

and time(Ap) < time(A;) - Q(A). In this work, we will assume evasive LWE with o = ¢’.
Notation. For the rest of this section, we use n to denote the LWE parameter, and we instead
use £ or h to denote the instance/witness length (this should be clear from context). Additionally,

we will be assuming 2"° hardness of LWE for § > 0.
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6.3.3 Matrix Branching Programs

We will work with matrix branching programs (MBPs) that compute functions fi : {0,1}¢ — Z,
for some prime ¢. In this paper we only consider read-once MBPs specified by a collection of
matrices (Mi’b i€ [€],b € {0, 1}) and two vectors u, v (all over some ring R, which, for us, will
always be Z, for a prime ¢) such that for all x € {0, 1}*,

l
f(x) =ul (H Mi,:m) v,
i=1

We use the short-hand My to denote the subset product Hle M, ;.

6.3.4 Matrix Branching Program Encoding of CNF

Recall that a CNF formula ® is a conjunction clauses, where each clause is a disjunction. Looking
forward, our witness encryption construction will rely on the following branching program for CNFs
(also used in [CVW18, VWW22|).

Construction 6.5 (Branching program for CNFs). Given a CNF formula ® = ¢1 A pa A -+ A ¢
with ¢ clauses and h variables x1,...,xzy, we define CNFEncode to do the following:

e Choose some q > 2c.
o Setu=(11...1)" €z
o Initialize M, = I.. Iterate over ¢1,...,¢. and do the following:

— For each x; that appears in ¢;, set the jth entry of the diagonal of M; 1 to 0.
— For each —x; that appears in ¢;, set the jth entry of the diagonal of M; o to 0.

CNFEncode outputs the program {u, {M; p }ic(n] pef0,1} -

Lemma 6.6. Suppose ® is a CNF formula on ¢ clauses and h variables, and suppose If (x) =1,
where x is a bit vector corresponding to a variable assignment, then the program I'y output by
CNFEncode (in Construction 6.5) satisfies that

d(x)=1 <= u'M, =0
and ||[uMx||oo < 1. Moreover, there is a PV proof of the following claim:

For all CNF Formula ®, and variable assignment x € {0, 1}h,
{u, {M; s }icnpefo1y} < CNFEncode(®),
if ®(x) =1 then ulMy = 0.

Proof (sketch). For a clause ¢, let 14« be the indicator denoting if variable assignment x satisfies
¢. Let @ =1 Ao A+ A ¢pe. We claim that: My = diag(l — 1y, «,...,1 =1y «).
To see this, note that since M, ,, are all diagonal matrices, we can rewrite

h
My i, i] = [ ] My, li, 4]
j=1
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Note that this property of diagonal matrices can be proven using basic properties of matrix multi-
plication and polynomial-time induction on the number of matrices, and hence has a PV proof.

Therefore, note Mx|[i, 4] is equal to 1 unless M; [, i] for some j is 0. By construction, this must
mean that if z; = 0, then —z; € ¢; and hence x satisfies ¢;. Otherwise, if z; = 1, then z; € ¢; and
x once against satisfies ¢;. Therefore, My[i,i] =1 — 14, x as desired.

Therefore, if ®(x) = 1, then x satisfies all ¢; and My = 0°%¢, and hence u’ M = 0. Otherwise,
x doesn’t satisfy some ¢;, and hence u’ My # 0. Moreover, it is clear that every entry of u’ My
is either 0 or 1, and hence the norm bound follows. Since we used basic properties of matrix
multiplication in the above proof, it indeed has a PV proof. O

6.3.5 Trapdoor and Pre-image Sampling

Given a matrix A € Zy*™ for m > 2nloggq, a vector y € Zy, and o > 0, we use A~Y(y,0o) to
denote the distribution of a vector d sampled from D}’ conditioned on Ad =y (mod ¢). (Vectors
satisfying the condition exist except with probability nyegl(,u).) We extend this notation to matrices
Y € ZZLX’“ in the natural way (i.e., columnwise). We sometimes suppress o when it is clear from
context. The following convenient lemma statements are adapted from [CVW18|.

Lemma 6.7 ([CVW18, Lemma 3.10], originally [Ajt96, AP11, MP12]). Assume LWE? There

n7m7q70 :

is a PPT algorithm TrapSam(1™,1™, q) that, on input the modulus ¢ > 2 and dimensions n,m such
that m > 2nlogq, outputs a matrizv A such that A ~; U(Zy*™) with security parameter p, along
with a trapdoor T (referenced in the next lemma,).

Lemma 6.8 ([CVWI18, Lemma 3.11]). There is a PPT algorithm that, on input y < Zy and
(A, 7) « TrapSam(1™,1™, q, ) for some o > 2v/nlogq, outputs a sample from A= (y, o). We will
abuse notation and denote this algorithm by A~ '(y, o).

6.3.6 GGH Encodings

We now recall the GGH encoding |[GGH15| construction, as presented in [CVW18]. We make a
minor modification to instead sample both trapdoor inverses and errors from truncated Gaussian
distributions (our modifications are marked in blue).

Construction 6.9. Given as input matrices {M;; € ZZi_lxn"}ie[hLbe{O’l}, ggh.encode does the

following:
o Set o = 2y/nlogq and m; := 4n;logq.
o Sample E;j, < Dgi;lxmi, If any | Eipllo > o/, set to Q-1
o Sample A; € Zy*™ using Lemma 6.7.

o Sample the following using Lemma 6.8:

{D1p:= MipA1 + E1p}ocqo)
(D= A, (M 4A; + E;y, 0) Yo<i<h—1,e{0,1}5
{Dhp = A (Mpy+ Epp,0) bpegony -
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If any ||Djpllec > o/n, output L. Additionally, if A;_1D;p, # M, ,A; + E;p for any 2 < i <
h—1,b€{0,1} or Ap_1Dpp # Mpp + Epyp for b e {0,1}, output L.
o Output {D; p}ic(n] befo,1}-
We extend the construction to MBPs (as defined in Section 6.3.5) P = ({M;p}ic[n) pefo,1}> W, V)
" ggh.encode(P) := ggh.encode({M }is) ,
where M , == uMy 5, M} := My, pv, and for 2 <i < h—1, M, := M;}.

We then prove the following lemma (also proved in [CVW18]), and argue that it has a PV proof
of completeness.

Lemma 6.10. Except with probability 27"-poly(n) over {D; p}ic[n) pefo,1} < ggh.encode({M; ;}ip, ),
letting B := max{o+\/n, max;<p—1, ||M;p|lcc} we have that for all x € {0, 1},

h—1
”DX - Mx”oo S h : (H ml) ’ Bhil 9
=1

where recall that we use the shorthand My to denote the subset product H?:l Mz, In fact, if
ggh.encode does not output L, then the output matrices {D;p} satisfy the above inequality with
probability 1. There is a PV proof of the fact that:

for all randomness r, if ggh.encode({M; p }ic[n) pef0,13;7) does not output L, then
{Dip i pefo,1y < ggh.encode({M; s }icin peqo,1);7) satisfies:

h—1
Dy — My, < h- (H m> Bt
i=1

We outline the proof in Appendix A.

6.3.7 o-PRF Obfuscation

Mathialagan et al. [MPV24| define a notion of o-PRFs (see Section 4 of [MPV24|), and construct
an average-case obfuscation notion for such PRFs.

We first recall the definition of a pseudorandom function (PRF). Below, O(:) denotes a truly
random function.

Definition 6.11. A family of deterministic functions F := { fx : Xx — Vi } is called pseudorandom
if for all PPT adversaries A,

() (1A — 11 — O() (1A —
PrA (%) =1] 155[“4 (1) = 1]| < negl(}) .

24Note that this additional check should always pass by the correctness of trapdoor sampling, and should not
change the functionality of the algorithm. Checking these equalities enables us to assert these equalities without
needing an PV proof for trapdoor sampling.
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Mathialagan et al. [MPV24] define a relaxation of the notion of a pseudorandom function with
outputs in Z,. Informally, it is pseudorandom against adversaries who are only permitted to observe
the output values after independent Gaussian noise has been added to each value.

Definition 6.12. Let ¢ = g(A\) € N and 0 = o(\) > 0. A family of deterministic functions
F = {fr: X\ = Zyn)} is called o-pseudorandom if for all PPT adversaries A,

O (M) = 1] — 0() (1M —
P B AT (A7) =1] = PrIATR (%) = 1)) < negl(A) ,

where the function O’ is chosen by sampling discrete Gaussian errors {ex < Dz ,}xex,, and on
input x € Xy, O" outputs O'(x) = fr(x) + ex.

Given a PPT function aux, we say that F is additionally pseudorandom in the presence of aux
(resp. o-pseudorandom in the presence of aux) if the inequality in Definition 6.11 (resp. Defini-
tion 6.12) holds even when the adversary is additionally given aux(k) as input.

We will call a 0-PRF computable by a poly(\)-sized MBP a o-matriz PRF.

Now, we recall the o-PRF obfuscation algorithm and guarantee of Mathialagan et al. [MPV24],
restricted to the read-once setting. Looking forward, we only need the version of their result for
read-once o-matrix PRFs. We slightly modify the algorithm in blue so that we can argue an PV
proof of completeness.

In the description below, we use the notation:

diag(M, S) = (M S> .

Construction 6.13 (Obfuscation for read-once o-matrix PRFs.). Given a read-once o-matriz PRF
UMb tien) pefo,1), 0, V]
with auziliary information aux, algorithm O does the following:
1. Sample S;p + D%z”, where 0 = 2y/n. If any [|S; |l > o/n, set S;p = 0"*".
2. Set S, = diag(M;, S;) € Z{" T *Hw),
3. Setu = (ul|1,)T € Z((In+w)><1 and v/ = (v 0,)T € Z((In+w)><1.
4. Set P =({Sip}ip,u', V).
5. Compute {Djp}ic[n) pefo,1} + ggh.encode(P).
Then, given an input x € {0,1}", O.Eval({Djp}icin) pefo1},X) computes and outputs Dy = H?:l D,

Theorem 6.14 ([MPV24, Theorem 4.9]). Let 0 > v/2n and B > o+/n, and suppose F = { f }kek,
is a MBP on inputs of length h with oll entries in u and {Mi,b}z‘e[h],be{o,l} bounded by B. Let
P+ O(fx) be the output of Construction 6.13 on input fi, and let m := 4(n + w) logq.
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Completeness: For all k € Ky, x € {0,1}",
|fx(x) — O.Eval(P,x)| < h(mB)" 1,
Moreover, there is a PV proof of the following statement:

for all randomness r, x € {0,1}", and f, € F, if O(fr;7) does not output L, then the output
P < O(fr;r) satisfies:

| fu(x) — O.Eval(P)| < h(mB)" 1.

o-PRF Indistinguishability: Letting o' = 2R . (n20)"*2, and assuming subexponential LWE
and evasive LWE?, if F is a o’-matriz PRF such that poly(2”6)—time adversaries achieve

distinguishing advantage at most neg|(2h2’\), then there exists a transparent distribution D
(independent of k) such that for k < Ky,

O(fx),aux(k) ~. D,aux(k) ,

such that poly(2”5)—tz’me adversaries achieve distinguishing advantage at most neg|(2h2)‘).26 In
particular, D is the distribution:

U(Zg ™) ADZ " Yiempetony, (D70}

Proof (sketch). We refer the reader to [MPV24] for the proof of indistinguishability. We note that
our modifications to both Construction 6.9 and Construction 6.13 only affect the distribution of the
output by 27" - poly(n) (by Lemma 3.1).

Now, we argue that there is a polynomial-sized extended Frege proof of completeness. First, we
note that:

uTS,v' = (u”|1,,) - diag(My, Sx) - (v7]0,)T = u" Myv = fi(x).

Here, we used basic associative properties of matrix multiplication, which have PV proofs.
By construction, ||S;l|cc < oy/n. Hence, [|S;|lc < B, and by the completeness of ggh.encode
(Lemma 6.10), we have that for all x, P = {D;;}ic[n] pefo,1} Satisfies:

IDY) — TS, v/ || < h(mB)"L.

The above follows from Lemma 6.10 via a PV proof.
Combining the two equations (and corresponding PV proofs), we have

| fe(x) — O.Eval(P)| < h(mB)"1

as desired. O

25We assume evasive LWE for specific distributions used in the sampling procedure in Construction 6.9. See
[MPV24] for explicit details on these distributions.

26There exist heuristic counterexamples to evasive LWE [VIWW22]. See the discussion in [MPV24] for a discussion
on why their regime avoids this for “natural” choices of aux. Looking forward, our choice of aux will be public coin.
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6.3.8 Witness Encryption from Evasive LWE with PV Proof

In this section, we construct a witness encryption scheme with a PV proof of completeness from
evasive LWE. Since witness encryption gives a 2-message argument system with a short prover
message, we can then use Theorem 4.1 to construct a SNARG for 3SAT.

Construction of witness encryption. In this section, we assume subexponential LWE with
security parameter u = 2" .

Construction 6.15. Given a 3SAT formula ® on h variables and ¢ < h® clauses (if it has more
clauses, delete duplicate clauses), and create a read-once branching program {u, {M;}ic(n) pefo,1}} <

CNFEncode(®) following Construction 6.5.
e Enc(1*,®,m) :

— Choose n such that n%/19 > B3\, Set ¢ = 2"’ and o = V2n.

Sample S;p <+ DTZLE", and v < 73",

u = (uT®(1 0...0)m- LgD GZZ”“

§i,b = diag (M“) X Si,by 1) c Z((Ianrl)X(anrl)

v = (VT|1)T € ZZ"‘H.

Apply the obfuscation in Construction 6.13 to obtain P < O({/S\i,b}ie[h},mu,a v').
If O outputs L, output (1, m). Else, output P.

e Dec(ct,w € {0,1}") : If ct is of the form (L,m), output m. Else, if it is a program P =
{Dip}ien) befo,1}

— If &(w) =0, output L.
— Else, if |O.Eval(P) (mod q)| < q/4, output 0. Else, output 1.

Proof of Theorem 6.1. We now prove that Construction 6.15 has a PV proof of completeness
(Lemma 6.16) and is semantically secure (Lemma 6.17). Then, combined with Theorem 6.4, we
achieve the main theorem.

Lemma 6.16. Construction 6.15 is a perfectly complete witness encryption scheme with a polynomial-
sized Extended Frege proof of completeness, i.e.

for all v, if Re(z,w) = 1 then Dec(Enc(1*, ®, m;7), w) = m.

Proof (sketch). First, if Enc(1*, ®,m;r) = (L, m), then Dec(Enc(1*,®, m;r), w) = m, as desired.
Suppose Enc(1*, &, m;r) # (L, m), then O(-) did not output L. By Theorem 6.14, we have

TSy v — O.Eval(P,w)| < h(4(n+c)logq- B)" .

By Lemma 6.6, if ®(w) = 1, then, u M, = 0 and this fact has a polynomial-sized extended Frege
proof. Therefore,
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h
TS, v =u” (H diag(M; w; ® Siw;s 1)) v/

i=1
h
= Ll,T . diag < (Mi,’wi X Si,’wi) , 1) v
=1

T dlag( w ®Sw,1) -V

- ( . 0)|m - [gJ) . diag(My ® Sw, 1) - (v7]1)T
=0 .o>>-<Mw®sw>-v+m-[gJ
— (uMy ® (1 0..0)-SW)'V—|—m-EJ

= (0®(10 0)-sw)-v+m-gJ

m- 3]

5] -
Here, we relied on the distributive and associative laws of matrix multiplication and the mixed
tensor property, all of which have a polynomial sized Extended Frege proof.

By our choice of parameters, we have that q/8 > h(4(n + ¢)logq - B)"~!. Then, if m = 0, then
O.Eval(P,w) < ¢q/8, and Dec(P,w) = 0. If m = 1, then

LgJ ~¢/8 < O.Eval(P) < L%J +q/8
and hence Dec(P,w) = 1. Hence, there is a PV proof of completeness of the scheme. O

Lemma 6.17. Construction 6.15 is a semantically secure witness encryption scheme assuming
subexponential LWE and evasive LWE.

Proof. Fix an unsatisfiable CNF formula ® on ¢ clauses and h variables. Denote by
fom(w) = (u" @ (10... 0)m- | £]) Su(v"|1)”

where sk = {{S; 4 }is, v} is sampled as in the encryption algorithm in Construction 6.15.
Claim 6.18. The family F = {fsm} is a o'-PRF family with auziliary information auxs ., = m

if ® is unsatisfiable where o’ = 23M°X . (n20)ht2,

Proof. Tt suffices to show that for {ew < Dz¢' bwefo1}n:
T 91\ & Ti\T ~
{(u ®(10... 0)|m- [§J> Sw(v'|1)" + €w}w€{071}h ym ~e {U(Zg) bwego,ynm

/ — 2h3)\

Choose ¢’ - (n?0)"*! (as in Lemma 3.3). Now, we make the following indistinguishabil-

ity arguments (where each indistinguishability holds against poly(2”6) adversaries with probability
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negl(27"2)).

{(uT ©(10...0)m- EJ) Sw(vT )T + ew}we{o,l}h (16)
- {(uTMw ®(10...0) Ien ®Sy) v+ m- EJ + ew}we{o’l}h (17)
~o { (@' My @ (10.... 0)) [(Toy @ Su) - v+ €} ] +m- LgJ + ew}we{o’l}h . el DT, (18)
e {(uTMw ®(10... 0)) U +m- [gJ + ew}we{m}h , U 27" (19)
= {thtm- (3] e} o Uy, + Zq (20)
= {Usweonyn s Upy — Zq (21)

We prove each step as follows:
e (16) = (17) by linear algebra.
e (17) =~ (18) by the following noise-flooding argument. Here, we use the fact that
(UM @ (1 0... 0))el,| <en-o’vn

for all w € {0, 1} with 1 —2"-negl(2~") probability by Lemma 3.1. Then, we use Lemma 3.2
to argue that the statistical distance is at most 2 - (cn - o”\/n) /o’ < 270,

e (18) =, (19) by applying Lemma 3.3 to obtain that:
{(Ten ® Sw) - v + e;v}we{o,l}h ~e {U(Zq)}we{o,l}h-

e (19) = (20) since for all w, u’ M,, # 0.
e (20) = (21) by a one-time pad argument.

Therefore, we indeed have the desired ¢’-PRF indistinguishability, since we do not use auxek ,, = m

in (21). O

Recall that WE.Enc Construction 6.15 in fact outputs O( fskm,) as an encryption of m, where sk.
Therefore, combining Claim 6.18 with the obfuscation guarantee from Theorem 6.14, we have that
the following distributions are indistinguishable:

e Hj : Sample randomness 7, and bit m € {0,1}. Compute ct < WE.Enc(®,m;r). Output the
pair (ct,m).

e H; : Sample ct < D and m € {0,1}. Output the pair (ct,m).

Consider an adversary A breaks the semantic security of the witness encryption scheme, i.e.

Pr[A[WE.Enc(1}, ®,m;7)] = m] = L + p(N)

m,r 2

for some non-negligible function p. We construct A’ to distinguish Hy and Hy as follows:
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e Given (ct,m), feed ct to A.
o If A outputs m, output 0. Else, output 1.

Clearly, if A’ was interacting with Hy, then

1
Pr[A’(1*, (ct,m))] = PrlA(WE.Enc(1*,m)) = m] = 5 PO,
If A’ was interacting with Hy, then ct is indepedent of m, so Pr[A’(1*, (ct,m))] = 1/2. Therefore,
A’ distinguishes Hy and H; with non-negligible probability, leading to a contradiction. O
Putting together Lemma 6.16 and Lemma 6.17, we have Theorem 6.1. O

6.4 SNARGs for QR and DCR from LWE.

Finally, we consider unconditional, statistically secure witness encryption schemes for specific NP
languages. By observing that some such schemes have PV (indeed, PV') proofs of correctness,
we obtain SNARGs for these restricted languages assuming only LWE. We remark (as discussed
in Section 2.4.2) that we depart from standard definitions here by considering witness encryption
schemes for randomized, AM verifiers, in order to obtain PV proofs of correctness.

Specifically, we consider particular (randomized) witness relations for quadratic (non-)residuosity
(QR and QR) and Nth non-residuosity (DCR). These are witness relations corresponding to the
Goldwasser-Micali and Paillier public-key encryption schemes, respectively.

Definition 6.19 (QR and with specific witness relations). Define the promise language QRygs, QRno C
{(N,y e Z})} as follows:

e Promise: N = pq < 2" is a product of two distinct primes that are 3 (mod 4) and the Jacobi
symbol (%) = 1.2

o Yes instances: y is a perfect square modulo N.
e No instances: y is not a perfect square modulo N .
We define an NP witness relation Rqr for this promise language as follows:
o Witness: (p,q).
o Verification: p,q are primes, p-q= N, and y% =1 (mod p).
Finally, we define an additional AM verifier VQR for Rqr as follows:
o Witness: (p,q).

e Random coins: gi,...,gn < {0,1}?", interpreted to represent (nearly uniform) elements of
/NS
N

e Verification: p,q are primes, p-q = N, ged(g;, N) # 1 or gf_l =1 (mod p) for all i, and
p—1

Y =1 (mod p).

2TThe latter Jacobi symbol restriction can be removed; we include the restriction for simplicity.
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This AM verifier decides the same relation RqQr as the above NP wverifier.
Neat, we define a witness relation Rag for the complement of this promise language as follows:

o Witness: (p,q).

e Verification: p,q are primes, p-q = N, and y% = —1 (mod p).
As before, we define an additional AM verifier f/@ for Rag:
o Witness: (p,q).

e Random coins: gi,...,gn < {0,1}?", interpreted to represent (nearly uniform) elements of
Zy.

o Verification: p,q are primes, p-q = N, either gcd(g;, N) # 1 or gf_l =1 (mod p) for all i,
and y% = —1 (mod p).

Definition 6.20 (DCR with specific witness relation). Define the promise language DCRygs, DCRxo C
{(N,y € Z3,)} as follows:

e Promise: N = pq is a product of two distinct odd primes.
o Yes instances: y is an Nth power modulo N?.
e No instances: y is not an Nth power modulo N2.
We define a witness relation Rggg for the complement of this promise language as follows:
o Witness: (p,q).
o Verification: p,q are primes, p-q= N, and y®~D@=1) £ 1 (mod N?2).
Finally, we define an additional AM wverifier VD—CR for Rgeg as follows:
o Witness: (p,q).
e Random coins: gi,...,gn « {0,1}?", interpreted to represent (nearly uniform) elements of
Ly
o Verification: p,q are primes, p-q = N, either gcd(g;, N) # 1 or giN(p_l)(q_l) =1 (mod N?)
for all i, and y®=D@=1) £ 1 (mod N?).

We now give witness encryption schemes for VRQR,VRQR, and VRD  that have PV proofs of
decryption correctness. We define a witness encryption scheme for an AM verifier (as opposed a NP
verifier) to allow the encryption algorithm access to the AM verifier’s random coins.

Lemma 6.21. The AM verifiers VRQR, VRQR; and VRDCR admit statistically secure witness encryption
schemes with PV proofs of decryption correctness.

Proof. We first define the witness encryption scheme (Goldwasser-Micali encryption) for VRQR:
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e Enc(N,y,q1,92,--.,9n,m): if some g; ¢ Z%;, output (L,m). Otherwise, for message m €
{0,1}, sample r = [, ¢;* (mod N) for uniformly random exponents si,...,s, and output

2 m

re .y,

e Dec(p,q,c): if ¢ = (L,m) output m. Otherwise, output m = 0 if and only if o=
(mod p).

Proof of Correctness: The correctness property we would like to prove is described as follows:

Vvaagtha” -5 9n,P,4q,M, S ¢ if VQT(Nayvgl)g2a"' 7gn7p7Q) =1
then Dec(p, q,Enc(N,y,g1,...,9n,m;$)) = m.

—1
Whenever y is not a square modulo N (and the promise holds), it is the case that ypT = -1

mod p. Therefore, for every r € Zy, if 4" # 1 (mod p) (guaranteed by the assumption that
(N,y,p,q) € Rqr), we have

p—1

(r2y™ = =Pl (g )M =P (=)™ (mod p).

As this only makes use of basic properties of arithmetic modulo p, this fact can be proved in PV
(and therefore EF). In addition, we are promised that

r= Hgfl (mod N),
i=1

and, by assumption on the validity of the witness, we know that g7 =1 (mod p) for every i.
Therefore, since p | N, we conclude that
n n
- iyp—1 — —1ysi —
P =T = ) =1 (mod p).
i=1 i=1

Thus, we can prove in PV that Dec(p,Enc(N,y,g1,92,...,9n,m;s)) = m for all valid witnesses
(p,q)-

Proof of Security. Security holds provided that the sampled group element r is uniform on the
set Zy. By [Pom02|, we know that with all but negligible probability over the choice of g1, ..., gn,
the set {g1,...,9n} generates Zy; under this condition, we conclude that r is indeed uniformly

random from Zj; and we are done.

Extension to Rqr. Next, we observe that the same result holds for ‘N/RQR: since we are promised
that p,q = 3 (mod 4), we will make use of the fact that multiplication of y by —1 preserves
the promise and switches QRygs and QRyo. We can therefore define the encryption scheme
Enc'(N,y,91,. .., 9n,m;8) = Enc(N,—¥,91,...,9n,m;s) and obtain a similar PV proof of decryp-

tion correctness, additionally making use of the fact that (—1)% =1 (mod p).
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Witness Encryption for VRW. Finally, for Vi, we will use a modification of the Paillier

k RDCR
encryption scheme:

e Enc(N,y,g1,...,9n,m): if some g; ¢ Zy;, output (L, m). Otherwise, for message m € {0, 1},
sample r = [[, g (mod N?) and output ¥ - (1 + N)™.

e Dec(p,q,c): if ¢ = (L, m), output m. Otherwise, output m = 0 if and only if P~ =1
(mod N)2.

Similarly to the case of QR, correctness of decryption (in the case that D@1 £ 1 (mod N?))
follows from the fact that

P01 = Np=Dla=1) 7 4 Nymp-Da=1) = pNe=D=D(1 4 (m(p —1)(¢ —1))N) (mod N?).

As before, we can conclude in PV that #N®=D~1) = 1 (mod N?) from our hypothesis on (p,q,
Gi,--.,gn). Finally, m - (p — 1)(¢ — 1) is in the open interval (1, N), and therefore ¢®—1(@=1)
(mod N?) is equal to 1 if and only if m - (p —1)(q — 1) = 0, which is true if and only if m = 0.
Security holds, again as before, because with overwhelming probability over g1, ..., gn, {91, .-, 9n}
generates Z]XVQ [Pom02], and therefore the sampled string  will be uniformly random over Z]XVQ. O

Finally, we briefly remark that Theorem 6.4 can be quickly modified to handle our “AM witness
encryption schemes:” simply include the AM random coins as part of the (unencrypted) crs for the
SNARG. The resulting SNARG is defined for the NP witness relations Rag: Rar, Rpeg because the

NP and AM verifiers define the same set of true/false statements.

7 Application II: Transparent and Adaptive SNARGs from iO and
LWE

In this section, we show how to construct a transparent non-adaptive SNARG for NP as well as a
adaptive SNARG for NP from subexponential iO and subexponential LWE.

Theorem 7.1. Assuming the ezistence of subexponentially secure iO and LWE, there exists a trans-
parent, non-adaptively sound SNARG for all of NP.

Theorem 7.2. Assuming the existence of subexponentially secure iO and LWE, there exists an

adaptively sound SNARG for all of NP.

We remark that the above theorems do not explicitly assume the existence of an iO scheme that
has a PV proof of correctness. Instead, we show how to generically upgrade an subexponentially
secure iO scheme into one that has a PV proof of correctness.

Theorem 7.3. Assuming subexponentially-secure iO and subexponential LWE, there ezists an iO
scheme with a PV proof of correctness.

Organization of this section. We begin with definitions of indistinguishability obfuscation and
functional encryption, which are the main tools used in this section. Next, we construct an inef-
ficient iO scheme (called XiO [LPST16a]) with a PV proof of correctness using any iO scheme in
Section 7.3.1. Then, we use the bootstrapping techniques of [AJ15, BV15, LPST16b, LPST16a] as
formalized by [Vai24] to compile this construction into an efficient iO scheme. We show that our
variant of this transformation preserves PV proofs of correctness.
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7.1 Indistinguishability Obfuscation for Circuits

Syntax. An indistinguishability obfuscator iO = (i0.0bf,iO.Eval) for a family of circuits C =
{C\} is a pair of algorithms:

i0.0bf(1*, C) — TI. This is a probabilistic algorithm that takes as input a circuit C' and outputs a
program II.

iO.Eval(Il, ) — y This is a deterministic algorithm that takes as input an obfuscated program II,
and input x and outputs y.

Definition 7.4 (Indistinguishability obfuscation (i0), [BGI*T01]). A tuple of PPT algorithms (i0.0bf,i0.Eval)
is an indistinguishability obfuscator iO for a circuit class C = {Cy}» if it satisfies the following con-
ditions:

e Statistical Correctness: For all security parameters A € N, for all C' € Cy, for all inputs x,
we have that

Pr[II + i0.0bf(1*,C) : i0.Eval(Il, ) = C(x)] = 1 — negl()).

We say that iO satisfies sub-exponential statistical correctness if the correctness error is O(27")
for some universal constant a > 0.

e Polynomial Security: For all pairs of circuits Cy, Cy € Cy such that Cy(x) = Cy(x) for all
x, we have that for all PPT adversaries A,

Pr[A(i0.0Obf(1*, Cy) = 1] — Pr[A(i0.0bf(1*, C1) = 1]| = negl()) .

We say that the iO is sub-exponentially secure if, for some a > 0, all 2" -time adversaries
have distinguishing advantage at most 2=" for some o > 0.
7.2 Single-Key Functional Encryption

Syntax. A functional encryption scheme FE for a class of functions F = {F}, },en represented as
boolean circuits with an n-bit input and m-bit output, is a tuple of four algorithms (FE.Setup, FE.KeyGen,
FE.Enc, FE.Dec) such that:

FE.Setup(1*) — (mpk, msk). Takes as input a security parameter 1* and outputs a master public
key mpk and a master secret key msk.

FE.KeyGen(msk, f) — fsky. Takes as input the master secret key msk and a function f € F and
outputs a key fsk;.

FE.Enc(mpk, z) — c. Takes as input the master public key mpk and an input « € {0, 1}* and outputs
a ciphertext c.

FE.Dec(fsks,c) — y. Takes as input a key fsk; and a ciphertext ¢ and outputs a value y.

Definition 7.5 (Functional encryption). A tuple of PPT algorithms (FE.Setup, FE.KeyGen, FE.Enc, FE.Dec)
s a functional encryption scheme if it satisfies:
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Perfect Correctness. For any polynomial n(-), and for sufficiently large security parameters X,
forn=n(X\), for all f € F,, and all x € {0,1}":

(mpk, msk) < FE.Setup(1*)
Pr | FE.Dec(fsk¢,c) = f(z) : fsky < FE.KeyGen(msk, f) | = 1.
¢ < FE.Enc(mpk, z)

and one of the two following security properties.

Single-key selective IND-security. For every adversary A, there exists a negligible function u
such that for every A € N, for every f € Fy, and every pair of inputs xg,x1, we have

[Do(A) = Di(A)]] < p(A)
where Dy, is the following probability:

(mpk, msk) ¢+ FE.Setup(1*)
Dy(A) =Pr | A(pk,fsks, ) =1 : fsky < FE.KeyGen(msk, f)
cp < FE.Enc(mpk, z3)

Full simulation security. For all PPT adversaries A = (A;, As), there exists a simulator Sim
such that the outcomes of Experiment 1 and Experiment 2 are indistinguishable.

Experiment 1 EXP,%eEﬁ(l/\) Experiment 2 EXPE‘E‘&(“)
(mpk, msk) < FE.Setup(1*). (mpk, msk) < FE.Setup(1*).
(f,sty) < Ai(mpk) (f,stq) <= A1(mpk)
fsk s + FE.KeyGen(fmsk, f) fsky < FE.KeyGen(fmsk, f)
x,st’y < Ax(sty, fsky) x,st'y  Aa(sty, fsky)
’ct + FE.Enc(fmpk, ) ‘ ct + Sim(mpk, fsk, f, f(x), 112)
Output (st'y, ct). Output (st'y, ct).

In this work, we make use of the following succinct functional encryption scheme |[GKPT13].

Theorem 7.6 (|[GKPT13]). Assuming subexponential LWE, for any depth parameter d = d()),
there is a single-key functional encryption scheme sFE for general functions computable by circuits
of depth d with output length m = 1 and the following efficiency parameters: assuming the circuit
class has size bounded by s and depth bounded by d,

e Runtime of sFE.Setup, sFE.KeyGen, sFE.Dec: poly(}, s, d,n).
e Runtime of sFE.Enc: poly(X,d,n).
e Size of ciphertexts: poly(A, d,n).

The scheme satisfies full simulation security.
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7.3 Upgrading iO to have a PV proof of correctness
7.3.1 Slow XiO with PV proof of correctness

Given an indistinguishability obfuscation scheme iO, we first show how to give it a PV proof of
correctness, at the cost of an inefficient obfuscation procedure (that still produces a small obfuscated
circuit).

Algorithm 3 Algorithm slowXiO which has PV proof of correctness for circuits.
slowXiO.0bf (1%, 177 ¢, r): Security parameter 1*, truth-table size 177(€) and cireuit C.

e Compute C « i0.0bf(17,C; 7). Here, we pick parameter p here so that 2°° >
poly(A, TT(C)). Note that we can pick p = poly(A, |C]).

e For all inputs x, check if i0.Eval(C,z) = C(z) (note that this can be done in parallel, so the
resulting slowXiO circuit has low depth poly(A, |C])).

e If any test fails, output (L, C'). Else, output C.
slowXiO.Eval(T', z):

e If I' is of the form (L, C), compute and output C(z).

e Else, output iO.Eval(T, x).

Lemma 7.7. Suppose that iO is a statistically correct obfuscation scheme. Then, slowXiO (Algo-
rithm 3) is an iO scheme with the following efficiency:

e Running time of slowXiO: poly(A, |C|,TT(C)).
e Randomness complezity of slowXiO: poly(A, |C]).
e Depth of slowXiO: poly(A, |C]) (by the obfuscation efficiency of the underlying iO).

e Output size: poly(A,|C|).

Moreover, slowXiO has sub-exponential security provided that iO is sub-exponentially secure and
sub-exponentially statistically correct.

Finally, slowXiO has a PV proof of the fact that:
for all randomness r, all circuits C, if T’ = slowXiO(1*,177() C;r),
then for all x, slowXiO.Eval(T', z) = C(x).

Proof. We show that Algorithm 3 is secure and correct.

Security. First, we show that the resulting scheme is (sub-exponentially) secure if the underlying
iO scheme is (sub-exponentially) secure and (sub-exponentially) statistically correct. Note that
since i0 is statistically correct, the output distribution of slowXiO is statistically close to the output
distribution of iO. Therefore, by the correctness and security properties of iO, we have that for all
circuits with C7 = Cy:

slowXiO(C1) =25 10(C1) =2 i0(Cs) =5 slowXiO(Cs)

as desired. Moreover, slowXiO(C}) and slowXiO(C2) are sub-exponentially computationally indis-
tinguishable provided that iO is both sub-exponentially secure and sub-exponentially correct.
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PV Proof of Correctness. We give a sketch of the PV correctness proof below.

e For any security parameter A, circuit C, and randomness r, let C = iO(1*,C;7) and let
' = slowXiO(1*, C; 7).

e Let b € {0,1} denote the bit indicating whether I' = (L, C).

e Then, by the definition of slowXiO, we know that:
VO, z,m A : C(x) # C(x) = b=1.
The contrapositive of this is that

VO, z,r,A:b=0— C(z) = C(x).

e We also know (by the definition of slowXiO) that if b =0, ' = C.

e Therefore, we have that
VC,z,m A :T(z) =b-C(z)+(1—b)-C(z) =b-C(a) + (1 —b) - C(z) = C(z),

as desired.

7.3.2 Slow XiO to Fast XiO with CRS

Our next transformation converts the Slow-XiO scheme from Lemma 7.7 into an obfuscation scheme
with the following properties:

e The scheme is defined in the common reference string model. Specifically, there is a slow setup
algorithm Gen(1*,17,1%) producing (crsp, crsgval) to be used for obfuscation and evaluation,
respectively, of circuits with size at most s and truth table size at most T

e The running time of the obfuscation procedure (and the length of crsp) is poly(A, |C|).
e The length of crsgy, and the running time of Eval is poly(A, T).
e i0O security holds for Cy, Cy chosen adaptively by the adversary as a function of the crs.

To do this, we rely on techniques from |GKP*13, AJ15, BV15, LPST16a, LPST16b|, as formalized
by [Vai24|. We include a full exposition and security proof here for completeness.

The transformation requires one new building block: a succinct functional encryption scheme.
In Appendix C, we show that the scheme from Theorem 7.6 can be instantiated with a PV proof
of correctness, i.e.

for all randomness, for all circuits f and inputs x, if (mpk, msk) < sFE.Setup(1%),
fsky < sFE.KeyGen(msk, f), ¢ <— sFE.Enc(mpk, x), then y <— FE.Dec(fsk¢, c) satisfies y = f(x).
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Algorithm 4 (sFE is the succinct functional encryption scheme as guaranteed by Theorem 7.6)
fastXi0.Gen(1*, 17, 1%):

1. Construct the low-depth circuit O representing slowXiO(1*,17, ;) from Lemma 7.7.

2. Suppose the total input length of O (circuit plus randomness) is £ = poly(\, |C|,log T') bits,
and the depth of O is d = poly(\, |C|,logT). Moreover, suppose the output of slowXiO(C)
has length m = poly(\, |C).

3. We use the notation O; to denote the circuit that outputs the ith bit of the output of O.

4. For each i € [m], sample master public and secret keys (mpk;, msk;) <
sFE.Gen(1*, 14, 1¢,17).

5. Compute corresponding function keys fsk; < sFE.KeyGen(msk;, O;).
6. Output crso = {mpk;}; infm]> Crseval = {fski bicim))-
fastXiO.0bf (crso = {mpk; }icjm]; C):
1. Sample randomness 7 < {0, 1}¢ for slowXiO.
2. For each ¢ € [m], compute I'; < sFE.Enc(mpk;, (C,7)).
3. Output I' = {T'; }igfm)-
fastXiO.Eval(crsgval = {fski}icpm), I' = {Ti }igm)> )
1. For each i € M, compute ¢; < sFE.Dec(fsk;, T';).
2. Compute C' = (c1,¢2,...Cm).
3. Output slowXiO.Eval(C, z).

Lemma 7.8. Algorithm / is an indistinguishability obfuscation scheme in the CRS model assuming
that slowXiO is a indistinguishability obfuscation scheme with parameters as in Lemma 7.7 and sFE
is a single-key succinct functional encryption scheme as in Theorem 7.6.

Moreover, assuming the sFE has a proof of correctness and that slowXiO has a proof of correctness
(as in Lemma 7.7), then fastXiO has a PV proof of the following correctness property:

for all randomness r1, 72, then for all circuits C, if (crso, crsgyar) +— fastXiO.Gen (1%, 1170, 1‘C|;r1)
and T' + fastXiO.Obf (crsp, C;12), then for all inputs x, fastXiO.Eval(crsgyal, I, x) = C(x).

Proof. We first note that |crsp| and the running time of fastXiO.Obf are indeed poly(A, |C|) by the
underlying efficiency properties of slowXiO and sFE. In particular, the running time of sFE.Enc is
poly(A, d, £) = poly(A, [C]).

To prove security, we observe that by the simulation-security of sFE, there exists a simula-
tor Sim({mpk;}, {fsko,}, O, C,1PPYNICD) such that for all efficient adversaries A and (C,r) =
A(mpk, {fskp, }), we have:

{SFE.Enc(mpk;, (C, 7)) }i = Sim({mpk;}, {fsko, }, 0, slowXiO(C; ), 1PN,
Thus, an adaptive adversary breaking the security of fastXiO implies the existence of an adversary

violating the security of slowXiO.

65



PV Proof. We now sketch the PV proof of correctness for the above proof.

e For any security parameter A, and randomness r, let

crs := ({mpk;, fsk;}) « fastXiO.Gen(1*; 7).

e For any randomness 72, let I' := {['; };c[y,) ¢ fastXiO.Obf(crs, C;ra).

e By definition of fastXiO.Gen, we have (mpk;, msk;) <— sFE.Gen(1*), and fsk; < sFE.KeyGen(msk;, U;)
using randomness 7.

e By definition of fastXiO.Obf, we have I'; = sFE.Enc(mpk;, (C, r2)).

e By correctness of sFE, we have that for y < sFE.Dec(fsk;,sFE.Enc(mpk;, (C,r2)) satisfies
y = 0;(C,rq) = slowXiO.Obf(C;r2);.

e Define C' = slowXiO.0bf(C;ry).

e By substitution, y = {sFE.Dec(fsk;,I';)}; satisfies y = C.

e By substitution, slowXiO.Eval(C,z) = slowXiO.Eval(slowXiO(C;73), z).

e By correctness of slowXiO, we have slowXiO(C,z) = C(x).

e By combining the equalities, we have that for all z,r;, o, fastXiO.Eval(crsgyal, I', ) = C(x).
This completes the proof. O

From this point onward, to obtain iO for circuits with a PV proof of correctness, we analyze a
sequence of four transformations from the literature [LPST16a, ABSV15, LPST16b]| converting any
fastXiO into a full-fledged obfuscation scheme, additionally assuming a succinct function encryption
scheme sFE and a puncturable pseudorandom function family. In the following sections, we sketch
the transformations and observe that under suitable instantiations of the building blocks in these
transformations (specifically the sFE and Yao’s garbling scheme), the transformations maintain PV
proofs of correctness.

7.3.3 Single-Key Compact FE for Bounded-Depth Circuits

First, we construct a single-key FE scheme satisfying IND-security for circuits with bounded depth d,
such that FE encryption runs in time that does now grow with m, the output length of the functions
supported by the FE. This transformation is due to [LPST16a| and makes use of a succinct functional
encryption scheme sFE along with a puncturable PRF family F = {F};}. We will make use of an
sFE that has a PV proof of correctness (see Appendix C.3).

Theorem 7.9 (|[LPST16al). Assuming the security of fastXiO and the full simulation security of sFE,
the scheme dFE in Algorithm 5 is a selectively IND-secure compact FE with |mpk| and encryption
time bounded by poly(\, d,n,logm).

What remains is to observe the following:

Claim 7.10. If sFE and fastXiO have PV proofs of correctness, then so does dFE.
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Algorithm 5 Single-Key Bounded-Depth Compact FE
dFE.Setup(1*,17,1™,1%,1%):
1. Call sFE.Setup(1*, 17+logm, 15+0(m) 1%) — (mpk, msk).

2. Call fastXiO.Gen(1*, 198 1) — (crsp, crsgyal), where S = poly(), d) denotes the size of the
circuit family G defined below.

3. Output ((mpk,crsp), (msk, crsgyal)).
dFE.KeyGen(msk, crsgyal, C) :
1. Call sFE.KeyGen(msk,C") for C'(z,i) = C(z);.
2. Output sk, crsgyal.
dFE.Enc(mpk, crsp, x):
1. Sample a puncturable PRF key k.
2. Define the circuit G[mpk, k, z] to have input i € [m] and compute sFE.Enc(mpk, (x,7); F.(7)).
3. Output fastXiO.Obf(crsp, G[mpk, k, z]).
dFE.Dec(skcr, crsgyar, ct):
1. Compute ct; = fastXiO.Eval(crsgyal, ct, i) for all 1 <i < m.
2. Compute y; = sFE.Dec(skqr, ct;) for all 1 <i < m.
3. Output y.

This is true by the following (sketched) straightline proof of correctness:
o dFE.Dec(skcv, crsgyal, ct) = (sFE.Dec(skev, ct1), . .., sSFE.Dec(sker, ctp))-

e For every i, ct; = fastXiO.Eval(crsgy,)(fastXiO.Obf (crsp, G[mpk, k, z]), i) = G[mpk, k, z](i) by
the correctness of fastXiO.

e For every i, sFE.Dec(sk¢ov, G[mpk, k, z](i)) = C'(z,i) = C(z); by substitution and the correct-
ness of sFE.

e Thus, y = C(z), as claimed.

7.3.4 Single-Key Compact FE for all circuits

Next, we remove the depth restriction from dFE. This transformation is due to [ABSV15] and makes
use of a pseudorandom function family?® as well as Yao’s garbling scheme. We will make use of an
instantiation of the following building blocks:

e Garbled circuits, instantiated with a PV proof of correctness (see Appendix C.1). For this
garbling scheme, define the algorithm RE(C, z;r € {0,1}%%%) to output the garbled circuit C
along with the garbled input keys corresponding to x.

28In [ABSV15], the goal was to start with FE for NC!, but here, we are starting with a stronger dFE and can
therefore avoid dealing with PRFs in NC'. In addition, [ABSV15] also wishes to preserve multi-key security, while
we only care about single-key security for long-output circuits.
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e A pseudorandom function family F = {Fj}.

e A secret-key encryption scheme with keys, messages, and pseudorandom ciphertexts (even in
the multi-message setting) of length poly(A) (which can be instantiated from PRFs as well).
The encryption scheme is then defined on longer messages via block-by-block encryption, so
that decryption is computable by a circuit of depth poly()).

Algorithm 6 Single-Key Compact FE
FE.Setup(1*,1™,1™,1%) calls dFE.Setup(1*, 17221 15'=spoly(M) 1m) 5 (mpk, msk).
FE.KeyGen(msk, C') :

1. Sample a ciphertext ctsxg < {0,1}*P°Y(N) with corresponding plaintext length s’ (of a
dummy message).

2. Derive key sk = dFE.KeyGen(msk, C’) for the circuit

Dec(kskE, CtskE) ifg=1

C/ ct x, k , k , —
[ SKE]( PRF SKE ﬁ) {RE(C, T FkPRF(l), FkPRF (2)7 . ,FkPRF(S,)) OtherWiSe

FE.Enc(mpk, z) samples kprr and calls dFE.Enc(mpk, (x, kprg, 0%, 0)).
FE.Dec(skcv, ct):

1. Compute y = dFE.Dec(sky, ct).
2. Compute and output y to be the garbling scheme decoding of g.

Theorem 7.11 (|[ABSV15|, slightly modified). Assuming the single-key security of dFE, SKE, F,
and the garbling scheme, the scheme FE in Algorithm 6 is a selectively IND-secure single-key compact
FE with |mpk| and encryption time bounded by poly(\, n,logm).

The main difference from [ABSV15] is that since dFE supports arbitrary depth d circuits (with
an associated encryption cost), it suffices that the circuit C” above has depth poly(X, n,logm).
What remains is to observe the following:

Claim 7.12. If dFE and the garbling scheme have PV proofs of correctness, then so does FE.

This is true by the following (sketched) straightline proof of correctness:

e FE.Dec(skcr,ct) = Eval(dFE.Dec(skc, ct)).

e By the correctness of dFE, we have that dFE.Dec(skc, ct) = C’[ctske](z, kprr, 0%, 0) = RE(C, x; p)
for p = (Fipre (0), -+, Flipee (8))-

By the correctness of the garbling scheme, we have that Eval(RE(C,z; p)) = C(x) for all p.

Therefore, FE.Dec(skev, ct) = C(z), as claimed.
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7.3.5 Output-Compressing Randomized Encodings for Turing Machines

Next, following [LPST16b| Section 6 (Definitions 20, 22, 23), we convert FE into what is called an
“output-compressing randomized encoding scheme for Turing machines” (with common reference
string). The transformation makes use of a pseudorandom generator G with output length m.

Algorithm 7 Output-Compressing RE for TMs
RE.Setup(1*, 1%, 17, 1™ 17):

1. Call FE.Setup(1*, 1L+l T+ntA+1 4T jpoly(\T)) s (mpk, msk). Note that we have used T as
an upper bound for the output length m for simplicity.

2. Sample a uniformly random seed s < {0,1}* and compute ¢ = G(s).

3. Let U denote a universal circuit implementing the map (M, T, z) +— M(x,17). In particular,
we let U denote a canonical circuit associated with a universal Turing machine with a PV
proof of correctness (e.g. via the Cook-Levin reduction in |[Pic15]).

4. Let C denote the circuit that on input (M, T, z, s',b) outputs c®G(s') if b = 1 and U(M, T, x)
if b=0.

5. Compute sko = FE.KeyGen(msk, C).

6. Output (crsgnc = mpk, crsgval = ske).

RE.Enc(crsgnc = mpk, M,m,T) : calls and outputs FE.Enc(Ampk, (M, z,0*,0)).
RE.Eval(crsgyal = sk, I1;) calls and outputs FE.Dec(skq, I1,).

Theorem 7.13 (|[LPST16b| Theorem 12). Assuming the single-key security of FE and the security
of G, the scheme in Algorithm 7 is a simulation secure output-compressing randomized encoding in
the crs model such that RE.Enc(crsgne = mpk, M, x,T) : runs in time poly(|M|,|z|, A,logm,logT).

What remains is to observe that:

Claim 7.14. IfFE has a PV proof of correctness, then RE has a PV proof of the following correctness
property:

for all X, L,n,m,T, 1,79, if (CrSgnc, Crsgval) = RE.Gen(1*, 15,17, 1,17 1), for all M such that
|M| < L, if 11, = RE.Enc(crsgnc, M, x, T;r2) and y = RE.Eval(crsgyal, I1;), we have that
y= M(x,17).

This claim holds by the following (sketched) proof of correctness:

e By the correctness of FE, we have that y = C(M, T, z,0*,0).
e By the definition of C, we have y = U(M, T, ).

e By the correctness of the circuit U, we have that y = M(z,17).
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Algorithm 8 iO based on Output-Compressing RE [LPST16b|

i0.0bf(1*, C):

1.
2.

Let n denote the input length to C.

Set the security parameter k = \ - poly(n) so that the RE and PRG are both 27" - negl(\)-
secure.

3. Set L=1|C|+(n+1)(x+1).
4. Set T' = poly(|C|,n,A) such that for all Turing machines M of size at most L, all crsgnc

using security parameter &, all output lengths m < 2*, and all running times 7" < 2%, we
have that the running time of RE.Enc(crsgne, M, T, L) (empty input) is at most 7'/2.

5. Sample n common reference string pairs (crsgzc, crs(Eigal) < RE.Setup(1*,1%,10,17,17)

6. Sample a PRG seed r.. For all r, define G(r) = (ro, 71, So, $1)-

7. Define the collection of machines Mc; crs; 1 ,....crsn,r for z € {0, 1}S", i = |z| and 7 € {0,1}"

as follows:

e Mc ., only runs on an empty input.

On empty input, first compute (rg,r1, S0, 1) = G(r).
e If i = n, output C(z). Otherwise:

i+1
e Compute and output RE.Enc(crsl(ElrI ),Mcyz||07cr5i+2w,cr5mr0;30) as well as
RE'EnC(MC,zHl,crsH_Q ..... crsn,rl;sl)'
(1) ()
8. Output MC,e,c s(Eln)c,...,crs(Eﬁg,re’CrsEVB" e CISE
i0.Eval(C, z):
A 1 n
1. Let C = ]\4@76,crs(Ev)a|7 e ,crs(EV)aI

2. For 7 from 1 to n:

e Define Mc 4, ... 4, to be the z;th half of the output of RE.EvaI(crsg\;ll), Mcay,..wi 1)

3. Compute and output M . (17).
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7.3.6 O from Output-Compressing RE

Finally, following [LPST16b|, we construct iO from the output-compressing RE in the previous
section, assuming that the RE is sub-exponentially secure and additionally making use of a sub-
exponentially secure length-quadrupling PRG.

Theorem 7.15 ([LPST16b| Theorem 12). If RE is sub-ezponentially simulation secure (in the crs
model) and G is a sub-exponentially secure PRG, then the iO scheme in Algorithm 8 is secure.

Finally, it remains to demonstrate that:
Claim 7.16. If RE has a PV proof of correctness (as in Claim 7.14), then so does iO.
To see this, we prove the correctness of iO by proving the following main claim:

Claim 7.17. Let C = i0.0bf(1*,C). For all z, let G(r,) = (72105 72|15 52]|0> Sz|1)- Then, for every
i, the program Mg, ..z, defined in the evaluation procedure iO.EvaI(é,x) s equal to the program
MC,:,JI,...,gci,crsiﬂ’m,crsmrm1 _____ . defined in iO.Obf(lA,C’).

This claim is proved by induction on ¢. The claim holds for ¢ = 0 by the definition of i0.Obf and
iO.Eval. For the inductive step, we observe that:

4 MC,zl,...,mHl = (REEvaI(CrS(Ei\zapMC,xl,...,xi)>[xi]-

e By the inductive hypothesis on M¢ 4, .. 4, this is equal to

(@) , )
(REGw (13800 Moy, o)) )
e By the correctness of RE, the definition of r, .. 4, ,, and the definition of Mc,ml,..,xi,crs(;fg” ..... erst™

this is equal to Mc zy,... 241 crs-

By induction, we conclude that M¢ , = Mc¢ 4., . Finally, by the definition of M¢ ; ., we know that
the output of Mc ., is equal to C(z), so we conclude that iO.Eval(C,z) = C(z) as claimed.

Provided that the correctness of RE is proved in PV, this proof can also be formalized in PV
because the only invocation of induction is with respect to the length ¢ < n corresponding to the
bit-string z.

7.4 Non-adaptive Transparent SNARGs for NP from iO and LWE

In this section, we recall the SNARG for NP construction of Sahai and Waters [SW14] in Algo-
rithm 9, and show that it does indeed have a proof of correctness if the underlying iO has a proof
of correctness.

Claim 7.18. Algorithm 9 is a SNARG scheme with a PV proof of completeness.
Proof sketch. We outline the proof of completeness below.
1. For any security parameter A, k +— PRF.Gen(1*) and randomness rp, ry, let P < iO(Py;7p)

and V « i0O(Vj; )
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Algorithm 9 SNARG construction of [SW14, MPV24]
SNARG.Gen(1* R) :
e Compute k < PRF.Gen(1%), where PRF is a puncturable PRF family.

e Compute obfuscations of the following programs:

— Pr: On input instance z, witness w, if R(z,w) = 1, output m# = PRF.Eval(k, z). Else,
output L.
— Vi It takes as input instance x and proof m: if f(7w) = f(PRF.Eval(k,z)), then output
1. Else, output 0.
e Output crs = (P = iO(P), V = i0(V})).

SNARG.Prove(crs :~(§~, V),z,w): Compute and output 7« P(z,w).
SNARG.Ver(crs = (P, V), x,m): Accept if 1 < V(x,7), and reject otherwise.

By correctness of i0, Py(z,w) — © — P(z,w) = .

By definition of Py(z,w), R(zx,w) =1 — Py(x,w) = PRF.Eval(k, x).
Combining (2) and (3), we have R(z,w) = 1 — P(x,w) = PRF.Eval(k, z).
By correctness of i0, Vi(z,7) = b — V(z,7) = b.

By definition, for all z, Vi (z, PRF.Eval(k, z)) = 1.

By (5), we have that for all z, V (z, PRF.Eval(k,z)) = 1.

© N o e W N

Combining (4) and (7), we have R(z,w) =1 — V(z, P(z,w)) = 1, as desired.

7.5 Adaptive SNARGs for NP from iO and LWE

In this section, we show that the adaptively sound dv-SNARG from [MPV24]| does have a proof of
completeness. Recall this construction is identical to the construction of Algorithm 9, except that
only the prover algorithm P is published.

Claim 7.19. Algorithm 10 has a PV proof of completeness.
Proof. This proof follows very closely to the proof of the previous claim.

1. For any security parameter \, k < PRF.Gen(1%) and randomness 7, let P < iO(Py; 7).
By correctness of i0, Py(z,w) — © — P(x,w) = 7.

By definition of Py(z,w), R(z,w) =1 — Py(z,w) = PRF.Eval(k, x).

Combining (2) and (3), we have R(x,w) = 1 — P(x,w) = PRF.Eval(k, z).

By definition, for all z, dv-SNARG.Ver(k, z, PRF.Eval(k, z)) = 1.

A R

Combining (4) and (5), we have R(z,w) = 1 — dv-SNARG.Ver(z, P(z,w)) = 1, as desired.
O
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Algorithm 10 dv-SNARG construction of [SW14|
dv-SNARG.Gen(1*, R) :
e Compute k < PRF.Gen(1%), where PRF is a puncturable PRF family.

e Compute an obfuscation of the following program:

— Py: On input instance z, witness w, if R(z,w) = 1, output 7 = PRF.Eval(k, z). Else,
output L.

e Output crs = (P = iO(P;)), and verifier key vk = k.

dv-SNARG.Prove(crs = P, 2, w): Compute and output 7 < P(z, w).
dv-SNARG.Ver(vk, z,7): Accept if 7 = PRF.Eval(k, z). Else, reject.

8 Application III: Adaptive Transparent SNARGs for UP from Eva-
sive LWE

In this section, we prove the following theorem via Theorem 5.1.

Theorem 8.1. Assuming suberponential LWE and evasive LWE, there exists an adaptively sound
SNARG for L € UP with a relation circuit of size T with the following parameters:

e The crs is of length poly(n,T, ) with transparent set-up.
e The proof is of size poly(A,logT).

e The prover runtime is poly(T + L, \).

o The verifier runtime is poly(n, A,logT).

To obtain Theorem 8.1, we first recap the adaptively sound designated-verifier SNARG for UP
from Mathialagan, Peters and Vaikuntanathan [MPV24].

Theorem 8.2 ([MPV24, Corollary 6.2|). Assuming subexponential LWE and evasive LWE, there
exists an adaptively sound dv-SNARG for UP with a relation circuit of size T with the following
parameters:

e The crs has length poly(n, T, \).

o The proof is of size X + w(log(T, \)).

e The prover runtime is poly(T, \).

e The verifier runtime is poly(n, \,logT').

As is, their construction does not have an £F proof of completeness. We minor modifications
to achieve perfect completeness and argue that it has an EF proof of completness, and argue that
the modified scheme is still sound. Additionally, we argue that the common reference string of their
scheme is indistinguishable from random, even against circuits of size 2/*.

Theorem 8.3. Assuming LWE and evasive LWE, there exists an adaptively sound dv-SNARG for
UP with a polynomial-sized EF proof of completeness.
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e The crs has length poly(n, T, \). Moreover, it is 27" indistinguishable from a transparent dis-
tribution.

o The proof is of size A + w(log(T, \)).

e The prover runtime is poly(T, \).

o The verifier runtime is poly(n, A, logT').

o The EF proof of completeness has size poly(n, \,T').

Therefore, combining the above result with Theorem 5.1, we obtain Theorem 8.1.
Organization. We first recap some additional tools from |[MPV24] involving read-c MBPs (rather
than read-once, as was sufficient for the witness encryption construction) in Appendix A.2. We defer

the construction and proof of Theorem 8.3 to Appendix A.3. We then prove that for instances of
size h and relation circuit size T', the new scheme:

e is complete with a polynomial-sized EF proof of size poly(h, T, \) (Claim A.6).
e is adaptively sound with proof size A+w(log(h+T+\)) and crs size poly(h, T, \) (Claim A.7).

e has a common reference string which is 2~" indistinguishable from a string sampled from a
transparent distribution (Claim A.10).

The above claims prove Theorem 8.3. Combining this with Theorem 5.1, we obtain Theorem 8.1.

9 Application I'V: Universal Micali SNARGs

In this section, as an application of our main theorem, we show a universal SNARG construction for
NP with non-adaptive soundness, assuming the (non-explicit) existence of a hash function that se-
curely instantiates Micali’s SNARG. To state our result, we need to define probabilistically checkable
proofs with an additional property, which requires that the completeness PV proofs.

Definition 9.1 (PCP with PV proofs of completeness). Let £ C {0,1}* be an NP language with
the relation Rp. We say a probabilistically checkable proof (P, Q,V) for L has a PV proof of
completeness, if there exists a polynomial p = p(n) such that, for every n € N, there exists an
uniformly computable polynomial-sized EF proof of length p(n) for the following statement:

(Re(x,w) =1 A m7=P(z,w) A Q= Q1" 1)) = V(Proj(m,Q),r) =1),

where Proj(m, Q) is a circuit that takes a string m and a subset of indices Q as input, and it outputs
the projection of m onto the coordinates specified by the subset Q, i.e. m|q.

Intuitively, the formula in Definition 9.1 states that, for any x,w such that Rp(x,w) = 1, let
m = P(x,w), then for any r and Q = Q(1",r), V(r|qg,r) = 1.

We are ready to state our main theorem in this section.

Theorem 9.2. For any NP language £ C {0,1}* with a relation R, that can be computed by a
circuit of size T =T (n), there exists a SNARG construction for L, with the following parameters.
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e The crs is of length poly(\).

e The proof length is poly(logn, \).

e The prove runtime is poly(T, ).

e The verifier runtime is O(n) + poly(logn, \).

It is non-adaptively sound assuming LWE, FHE, and the existence of a (non-explicit) instantiation
of the hash function such that Micali’s [Mic94] SNARG for L is non-adaptively sound, where the
underlying PCP of Micali’s SNARG is instantiated with a PCP with PV proof of completeness.

We stress that PCP with PV proof of completeness is a property satisfied by most of the PCP
constructions. For example, [Pic15] proved that Dinur’s PCP [Din07] has polynomial-size £F proofs
of completeness (and soundness).

The proof of the theorem relies on the following lemma.

Lemma 9.3 (Informal). There exists a PV proof for the opening completeness property of Merkle
hash.

We remark that Lemma 9.3 works for any hash function underlying the Merkle tree. We will
formalize the above theorem in PV and provide a formal proof in Section 9.3.

To prove Theorem 9.2, we first prove the following lemma about Micali’s SNARG. Then Theo-
rem 9.2 follows from the combination of the following lemma and Theorem 4.1.

Lemma 9.4 (PV Proof of Completeness for Micali’s SNARG). For any NP language £ C {0, 1}*,
and Micali’s SNARGs (Gen, P, V) instantiated by any hash function, and any PCP with a PV proof
of completeness, there exists a PV for the following statement:

(crs = Gen(l’\; r)Am = Plcrs,z,w)) — V(crs,x,m) = 1.

Proof Sketch. We only provide a proof sketch here. Recall that, Micali’s SNARG construction is
as follows. The CRS generation algorithm outputs a hash key for Merkle hash as the CRS. The
honest prover algorithm generates a probabilistically checkable proof (PCP) 7, and Merkle hashes
the PCP and obtains a Merkle root rt. It applies the hash function again to rt, and parses the hash
output as PCP queries Q. Then it answers the PCP queries 7|¢ and the local opening {pq}qecq for
the locations in . The SNARG proof consists of (rt, 7|g, {ps}qeq). Given the SNARG proof, the
verifier first verifies the PCP answers, and then it verifies the opening of the Merkle hash.

The PV proof of completeness consists of the PV proof of the PCP, and the PV proof of local
opening completeness of the Merkle hash. From Lemma 9.3, there exists a PV proof of the local
opening completeness of Merkle hash.

Concatenating the two PV proofs, we obtain an PV proof of completeness for Micali’s SNARG.
This finishes the proof of the lemma. O

9.1 Probabilistically Checkable Proofs

A probabilistically checkable proof for an NP language L is a tuple of algorithms (P, Q,V), with
the following properties.
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Syntax. (P, Q,V) have the following syntax.

e P(x,w): This algorithm takes as input an instance x and an witness w, and it outputs a proof
7 of length L(|z|), where L = L(n) is a polynomial.

e Q(1™, r): This algorithm takes as input the input length n, and a uniformly random string r,
and output a subset of indices @ C [L(n)].

e V(r',r): The verification algorithm takes as input a string 7’ of length |@Q|, and the random
coin r to verify the proof. It either accepts the proof (outputs 1), or rejects the proof (outputs
0).

Moreover, we require them to satisfy the following properties.

e Completeness. For any (z,w) € Rz, where R is the NP-relation of £, we have

f;r[V(ﬂQ,r) =1:71m+ Pz,w),Q + Q(l'xl,r)] =1.

e e-Soundness. For any = ¢ L,

Pr[3r* € {0, 1}20D st V(r*|g,r) =1:Q « Q1 r)] <e.

9.2 Merkle Tree Hash

In this section we recall the definition of a hash family with local opening [Mer88|. This section is
[BBK*23].

Syntax. A hash family (HT) with succinct local opening consists of the following algorithms:

Gen(11) — hk. This is a PPT algorithm that takes as input the security parameter X in unary and
outputs a hash key hk.

Hash(hk, z) — rt. This is a deterministic poly-time algorithm that takes as input a hash key hk and
an input € {0,1}" for N < 2}, and outputs a hash value rt.

Open(hk, z,j) — p. This is a deterministic poly-time algorithm that takes as input a hash key hk,
an input = € {0,1}" for N < 2* and an index j € [N], and outputs an opening p.

Verify(hk, rt, 7, b, p) — 0/1. This is a deterministic poly-time algorithm that takes as input a hash
key hk, a hash value rt, an index j € [N], a bit b € {0,1} and an opening p. It outputs 1
(accept) or 0 (reject).

Definition 9.5. (Properties of HT) A HT family (Gen, Hash, Open, Verify) is required to satisfy the
following properties.

Opening completeness. For any A € N, any N < 2%, any z € {0, l}N, and any index j € [N],

hk « Gen(1%),
Pr | Verify(hk,rt,j,zj,p) =1 : rt=Hash(hk,z), | =1.
p = Open(hk, z, )
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Succinctness. In the completeness experiment above, we have that |hk| + |rt| + |p| = poly(\).

Collision resistance w.r.t. opening. For any poly-size adversary A there exists a negligible
function negl(-) such that for every X\ € N,

Verify(hk, rt, 7,0, p9) = 1 hk < Gen(1")
P AR : . ’ = negl(n).

UL A Verify(hk, r g Lpn) = 17 (1t popr)  Ahik) | "8

Remark 9.6. We say that a hash family with local opening is T'-secure, for T = T(n), if the collision
resistance w.r.t. opening property holds against any poly(T')-size adversary (as opposed to poly(n)-
size) and the probability that the adversary finds a collision is negl(T) (as opposed to negl(n). We
refer to this property as T-collision-resistance w.r.t. opening.

Remark 9.7. One can naturally extend the definition of a hash family with local opening to allow the
Open algorithm to take as input (hk,z,J) where J C [N] consists of a set of indices, as opposed to
a single index. Open(hk,z, J) will simply run Open(hk,x, j) for every j € J. Verify can be extended
in a similar way to take as input (hk,rt, J, by, ps), and accept if and only if Verify(hk, rt, 5,05, p;) = 1
for every j € J.

Theorem 9.8 ([Mer88|). Assuming the existence of a collision resistant hash family there exists a
hash family with local opening (according to Definition 9.5).

9.3 PV Proof of Completeness for Merkle Hash

In this section, we will prove that the opening completeness of any Merkle hash can be proven in
PV, for a Merkle hash tree instantiated from any underlying hash function.

Indeed, one can formalize the proof of completeness in Cook’s theory PV and then use Cook’s
propositional translation to obtain a polynomial-size proof in £F.

We first formalize the opening completeness of Merkle hash in Extended Frege system. To do
this, we need to express the statement

“for any hk and x1,...,znN, rt = Hash(hk,z1,...,zn), p = Open(hk, (z1,...,2n), ), then
Verify(hk, rt, 7,25, p) = 1.”

in PV. To achieve this, we first need to formalize the notation x; as a function of z1,..., 2y and
j. Namely, we define the following functions Proj(x, j) = z;, where x = (21,...,2N).

Without loss of generality, in the rest of this section, we assume that N is a power of 2. Namely,
N = 2¢ for an integer d. Then we construct Proj circuit, as well as the circuits Hash, Open, Verify
recursively.

Definition 9.9 (Merkle Hash). Let H = {(Geny,H))}xen be any hash function family with the
following syntax.

o Geny(r) : This is a key generation circuit that takes R = R(\) bits of random coins, and
outputs a hash key hk.

e H) : The hash function takes as input a hash key hk and a string of 2\ bits, and it outputs a
hash value of \ bits.
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We recursively construct the following circuits of the Merkle tree hash family HT = (Gen, Hash, Open, Verify)
29,

e Proj(x,j): For any b € {0,1} and xg,z1 € {0,1}, we construct
PI’Oj(IL‘oH:L‘l, b) = Xp-
For any xo,%1 € {0,1}2'"" and j € {0,1}9"! where d > 1, and b € {0,1}, we construct

Proj(xollx1, bl|j) = Proj(xy, j).

e Gen(1*;7): The key generation algorithm takes R(X\) random bits as input and runs hk <
Geny(r). It outputs hk.

e Hash(hk,x): For any xo,z1 € {0,1}, we construct

Hash(hk, (iL'o, iL'l)) = H(hk, (iL'o, 1‘1))

For any x¢,%x; € {0, I}Qd_1 where d > 1, we construct

Hash(hk, xo||x1) = H(hk, Hash(hk, x¢)||Hash(hk, x1)).

e Open(hk,x,j): For j € {0,1},z¢, 21 € {0,1}, we construct

Open(hk, xo[|x1, j) = (z0, x1).

For any x¢,x1 € {0, 1}2‘171 where d > 1, 7 € {0,131 and b € {0,1}, we construct

Open(hk, xo||x1, b||7) = (Hash(hk, xq), Hash(hk,x1), Open(hk,xy, 7)).

o Verify(hk,rt,j,v,p): j € {0,1}¢, v € {0,1} where d > 1, and p be a tuple of length 2d, where
each entry is a binary string of length A.

For d = 1, we construct Verify(hk, rt, j, b, p) as the following circuit. It parses p = (xg, 1) and
checks whether
rt = H(hk, (2o, 1)) Av = ;.

For d > 2, we recursively construct Verify(hk,rt, 7, b, p) as the following circuit. We first parse
p = (ho, h1,p") and construct

Verify (hk, rt, b||j, v, p) = Verify(hk, hy, 7, v, p') A rt = H(hk, ho||h1).

Then we formalize the opening completeness of the Merkle hash as the following theorem state-
ment.

Indeed, Gen = {Gen) }ren, Hash = {Hashg »}a,ren, Open = {Open, ) }a,xen, Verify = {Verify, , }q,ren are families
of circuits. For the simplicity of representation, we suppress the index when it is clear from the context.
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Theorem 9.10 (PV-Proofs of Opening Completeness). There exists a polynomial L = L(N,\)
such that, for any integer X\ € N, and N = 2%, there exists an Extended Frege proof of length
L(N, ) for the following statement:

(rt = Hash(hk, x) A p = Open(hk, x, j)) — Verify(hk, rt, j, Proj(x, j), p) = 1,
where x = (x1,...,zN), and the circuits Gen, Hash, Open, Verify are constructed in Definition 9.9.

Proof. We prove the theorem by constructing the PV proofs for the statement. The construction
is recursive on the variable d. Namely, for any fixed A € N, we first prove the theorem directly in
PV for d = 1, and denote the PV proof as my. For d > 2, we recursively build an PV proof 7y
from w _q.

Base Case: d = 1. If d = 1, then N = 2¢ = 2. From the construction in Definition 9.9, we
have that, for any x¢,z1 € {0,1}, j € {0,1},v € {0,1}, the circuits used in Merkle hash can be
represented as follows.

e Hash(hk, (2o, z1)) = H(hk, (2o, 1)),
e Open(hk, (zg,21),7) = (20, 21).
o Verify(hk,rt, j,v, p = (0, 1) € {0,1}?) = H(hk, (x5, 2})) Av = .
e Proj((zo,x1),7) = ;.
Now the statement we want to prove becomes

(rt = H(hk, (20,21)) A p = (z0,21)) — Verify(hk, 1t, j, Proj((zo, 1), ), p) = 1. (22)
We prove it in PV by considering two cases j = 0 and j = 1.
o If j =0, we only need to further prove in PV that

(rt = H(hk, (zo,21)) A p = (20, 21)) — Verify(hk, rt, 0, xg, p) = 1.

This is because we only need a constant size PV proof to show that Proj((zg,x1),0) = o,
from the construction of Proj. The above formula can be proven by an PV -proof of size poly(\)
using the circuit construction of Verify.

e If j =1, we need to further prove in PV the following formula:
(rt = H(hk, (zo,21)) A p = (21, 20)) — Verify(hk, rt, 1,21, p) = 1.
This formula has a poly(A)-size PV proof due to the same reason as the case of j = 0.

Combining the above two cases, we obtain a PV proof for Equation (22).
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Induction Step: d > 2. In this case, we represent x = Xgl||x;, where x¢,x; are the vectors of
24=1 variables. We also represent j = b||j, where b is a variable, and 7 is a vector of (d— 1) variables.
Then the formula we want to prove is

(rt = Hash(hk, xo||x1) A p = Open(hk,xo||x1,b||j)) — Verify(hk, rt, b||7, Proj(xo|[x1,b|[5), p) = 1.
(23)
From the recursive construction of Hash(hk,xg||x1), we have a PV proof of

Hash(hk, x¢||x1) = H(hk, Hash(hk, x¢), Hash(hk, x1)).
Similarly, we have PV proofs of the following formulas.

Open(hkaXOHXh bH;) = (HaSh(hk7X0)7 H(hkvxl)’ Open(hkaxbaj))v b= Oa ]-a

Proj(XOHXh bHE) = PI’O_j(Xb,j), b= 07 17
and also,
Verify (hk, rt, b||j, v, p = (ho, ha, p')) = Verify(hk, hy, j, v, p') Art = H(hk, hollh1), b=0,1 (24)

Leveraging the above PV proofs, to prove Equation (23), it suffices to prove the following formula,
for any fixed value b € {0,1} “hardwired” in the formula,

(rt = H(hk, Hash(hk, x¢), Hash(hk,x1)) A p = (Hash(hk, x¢), Hash(hk, x1), Open(hk, x3, 7)))
— Verify(hk, rt, b]|7, Proj(xs, ), p) = 1. (25)

Levering Equation (24), we can use a PV proof to prove that the above formula is equivalent to

(rt = H(hk, Hash(hk, x¢), Hash(hk,x1)) A p = (Hash(hk, x¢), Hash(hk, x1 ), Open(hk, x3, 7)))
— Verify(hk, Hash(hk, x3), 7, Proj(xs, j), Open(hk, x5, 7)) = 1. (26)

Let 4 be the PV proof of the Equation (23) for d-level Merkle hash tree. Then Equation (26) can
be prove by two copies of m4_1, one for b = 0, and the other for b = 1. Hence, we obtain an PV
proof mg for Equation (23).

Therefore, by the polynomial-time induction rule in PV to complete the proof. O
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If Construction 6.9 does not output L, then the following equations must be satisfied:

Dip=M;ipA1 + Eqy,
A; 1Dy = M;pA; + E;p for2<i<h-—1
Ap_1Dpy =My, +Ep

For each x € {0,1}", one can inductively prove for d < h — 1, we have
d
Dx[l:d} = Mx[l:d}Ad + Z Mx[l:jfl} ) Ej,:cj : Dx[jJrl:d]
j=1

where we use the short-hand Syj; ;) to denote Hi:l Sk,z,- The base case when d = 1 is clearly true
by definition. Assuming the statement holds for d < k < h — 2, for d = k + 1, we have:

Dx[l:d} = Dx[l:dfl] : Dd,xd
d—1

= | Mxp.a—1jAd-1 + ZMx[Lj—u “Ejz; - Dxljt1:d-1) | * Ddag
=1

d—1
- Mx[l:d—l}Adled,xd + (Z Mx[l:j—l] . Ej,zj : Dx[j—l—l:d—l}) : Dd,xd
=1

d—1
= Myp:a-1](Maz,Ad + Egz,) + Z Myi1:j-1) - Eja; - Dxjjr1.4)-
i=1
d
= Mx[l:d}Ad + Z Mx[l:jfl} ) Ej,xj : Dx[j+1:d]‘
i=1

Here, we used basic associative and distributive properties of matrix multiplication, which we can
be proven in PV [SC04]. Moreover, since this is a polynomial-time induction rule (inducts on the
length of x), it can be proven by a polynomial-time PV proof.

Then, for d = h (we deal with this case separately due to the asymmetry in the definition), we
have that

Dx - Dx[l:hfl] . Dh,mh

h—1
= Mypn—1](Mhzy, + Eng,) + Z My 1:j-1] - Eja; - Dxfj1n)-
=1
h
= Mx + Z Mx[l:j—l] ’ Ej,asj : Dx[j—l—l:h]-
=1
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Therefore, to bound ||Dx — Mx||oo, it suffices to compute this norm bound via:

o /i—1 N
Z (H Mi»mi) 'Ej:xj ) H Di,xi

]:]_ =1 Z=j+1 0o

7—1 h
<h- M. | Ejz - D;..
> gré?}i’]( (i:1 z,u) 5, % H 1,2

i=j+1
h—1

<h- (Hm7,> .B" .
=1

where we used the fact that ggh.encode ensures that ||E;|lcc < 0y/n < B, [|[Dipllc < 0yv/n < B,

and ||M;|lec < B. The first inequality is trivial, and the second repeatedly uses the simple fact

that if ||A € ZngHoo <aand |B € ngyﬂoo <'b, then ||AB||x < dab, along with Lemma 3.1, for

all i € [h] and b € {0,1}, [|D;plloc < oy/n. O

A.2 Read-c c-PRFs

In Section 6.3.2, we defined read-once o-PRFs. Looing forward, for the construction of the designated-
verifier SNARG in Appendix A.3, we additionally need to define read-c o-PRFs. We then recall the
technique of [MPV24] (also used in prior works such as [CVW18]) to transform any read-c o-
PRF into a functionality preserving read-once o-PRF, which we can then obfuscate with using the
average-case obfuscator in Construction 6.13.

Read c-branching programs. We additionally consider MBPs on inputs of length ¢ specified
by a collection of matrices (M, : i € [h :=c-{],b € {0,1}) and two vectors u,v (all over some
ring R, which, for us, will always be Z, for a prime g) such that for all x € {0, 1},

h
f(X) = uT (H Mi,x]'i) v,
i=1
where j; ;== (i — 1) mod £ + 1. More explicitly,

fx) =u" (Mg, - .o ~Meg,) Megray oo - Magg,) oo (Memtyritgy - - - Mega,))Vv

Such MBPs are called read-c MBPs. When ¢ = 1, we say the MBP is read-once. The following
classical result shows that any function computable by logarithmic-depth Boolean circuits can be
represented by a matrix branching program.

Theorem A.1 (Barrington’s Theorem [Bar86]). If f : {0,1}* — {0,1} can be computed by a circuit
of depth d, then it can be computed by a matrix branching program

{M;p:i€h:=c-{,be{0,1}},u,v

where h = O(44), and all matrices M;, € {0,1}°*5 are permutations.
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Transforming Read-c o-PRFs into Read-Once o-PRFs Notice that for general read-c o-
matrix PRFs (recall that o-PRFs were defined in Definition 6.12), it is not the case that all noisy
products {uMxVv + ex },c {0,1y» are pseudorandom— the o-PRF guarantee only requires that noisy
products corresponding to inputs x’ € {0,1}* (i.e., with x = x' | X | --- | X/) need be pseudoran-
dom. However, our proof techniques will require all products to be pseudorandom. The following
construction is a generic transformation that modifies a read-c o-matrix PRF so that all its products
are pseudorandom, without losing functionality. We highlight our modifications in blue.

Construction A.2. On input a read-c MBP f = ({M;p}ic[n) pef0,1}, W, V) on inputs of length ¢
(where h =c - £):

e Define C;p = diag(yi,...,vy2,1,...,1) € dex:se’ where h = ¢- £, and for 1 < j < £ and
—

¢ times

be {0,1},
{o imod £ =7 and b =b
Y2i—-b =

1 otherwise.

o Sample matrices S;p DZX;\/E’ and a vector a < Zy. If [|S;pllcc = ov/n for any Sy, replace
with 0.

o Output g := ({Mip}icn) pefo,1}, 0, V), where
- M}, = diag(M;;, Cip ® Sip),

u
—u' = (L,1,...,1]-1,-1,...,- )T ®e; | wheree; =(1,0,...,0)" € Z7.
20 times £ times
v = v — T 3¢
v <135®a> where 130 = (1,...,1)" € Z,".

Lemma A.3 ([MPV24, Lemma 4.5]). Let g,{S;p}icinpefo,1} be as in Construction A.2 on input
f. Then for all x € {0,1},
gx x| %)= f(x),

where f(x) = uTMx|x|“_|xv and x | x| -+ | x is the c-fold concatenation of x with itself. Moreover,
there is a polynomial-sized PV proof of the fact that:

for any read-c MBPs f, all outputs g from Construction A.2 on any randomness r satisfies that:
for all x € {0,1}, g(x | x| --- | x) = f(x).

Let o’ > 2h°A. (n20)h*1. Assuming subexponential LWE with on’ hardness,
o {ex < Dz txefo1}ts
o {6y — DZ,U’}yE{O,l}hJ and

e y' € {0,1}" range over all'y’ not of the form x| x|---|x,
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we have that
{9(y) + ey }yeqoayn 1Sib e pefo,1} e 1F(X) + extxeqo 116 {UZg) by {Sib}ien) pefo,1}

that s, all poly(2”6)—tz'me adversaries have distinguishing advantage at most 91’

Proof (sketch). We only outline the PV proof here, and we refer the reader to [MPV24] for a proof
of the full theorem.
Note that for all y € {0,1}", j € [f] and b € {0,1} it is easy to prove that since C;; are all

diagonal matrices,
h

Cy[2j — 1,2 — b] = [ [ Cii[25 — 5,25 — 1]
=1

via matrix multiplication and polynomial-time induction in A (and hence polynomial-sized PV).
We note that when y = x|x| ... |x for x € {0,1}", then for j € [{] and b € {0,1}
——

c times

1 ifx;=5b

Cy[2j — b,2j — b =
(2 = b2~ {o if & # b,

For k > 2¢+1, we have that Cy [k, k| = H?:l Ciy,lk, k] = 1 since all C; [k, k] = 1 by construction.
Therefore, we have that

1,1,...,1]|=1,-1,...,—1)Cy1 Cy [k, k] — Cylk, k] =€ —=0.
( | 30 = Z Z ]
2/ times ¢ times k=20+1

Here, we have used basic properties of matrix multiplication, and hence there is an PV proof of the
above fact. Therefore,

g(y) = u"Myv
= uTMyv + (1] — 1¢)Cy13) ® (e] Sya)
= uTMyv +0® (el Sya)
=u'Myv = f(x)

as desired. Here, we used basic properties of matrix multiplication and the mixed tensor property,
and hence this can be shown in polynomial-sized PV.

O

A.3 Modified Designated-Verifier SNARG for UP based on [MPV24]

Now recall the construction of [MPV24|, and we present our modifications in blue. Our modifications
allow us to achieve a polynomial-sized PV proof of completeness for our scheme. We note that
[MPV24] formalized this construction in terms of a witness PRF, and then transformed the witness
PRF into a dv-SNARG. We present the dv-SNARG directly.
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Construction A.4 (dv-SNARG for UP). Fiz a relation Ry for a UP relation. By a classical
reduction to Circuit-SAT, we may assume without loss of generality that R(x,w) is represented by
a circuit of depth O(logt) for inputs x € {0,1}*. Then, use Barrington’s theorem (Theorem A.1)
to construct a read-c MBP

L= ({Miy € {0, 13" Yicinpeqoy, w, v € {0,1}7,)

such that T'(x, w) 1= uMx w)|(x,w)|..|x,w)V = 0 <= R(x,w) = 1. (From here on, we treat the
branching program as the relation circuit instead.) Set h := c- ¢ (length of the branching program,).
Set n such that b+ XA < n%20. Set q = 27" and p = 2%, for some k= A + w(log(h+T + X)).

Gen(1*,Rz): e Fori € [h], it samples S;p < D", and for i < ¢, it samples T;y < D",

where 0 = V2n. If ||S; p|loc = ov/n for any S;p, replace with 0. Similarly, if any ||'T; b/l oo,
replace with 0.

e Sample a,b < Zj.

o Set matrices

Mip ® Sip 1<i</t
Ti,bv -7

Qip =

Mis © Sip {<i<h
I 9
L= (u"®el)|e),
. va
n (7).

where ey denotes the vector (1,0,...,0)" € Z2. and sets F := (L, {Qis}icinpefo.1}, R).
Apply the read-c to read-once transformation in Construction A.2 to obtain a new MBP
F' = (L/{Q} it pefo1y, RY)

Set pk = O(F"), where O is the obfuscation algorithm from Theorem 6.1/.

Set the verifier key vk = {{Ti7b}ie[g’be{0,1}, b}.

If O outputs L, instead set (pk,vk) = (L, L).

P(pk,x,w): If R(x,w) =0, output L. Else, compute
7= |O.Eval(pk,x,w|...|x,w)], € Z,
—_—
c times

Output . Here, |a|, takes a € Zy and identifies a with a number {0,1,...,q—1}, and outputs

L(p/q) - a].
V(ers,x,m): If vk = L, always output 1. FElse,
e Compute ' = |l Ty - b], € Z,,.

o Accept if |m — 7' (mod p)| < 1. (In [MPV?24], proof was only accepted if m = 7'.)
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Remark A.5. At a high level, the main modification that we make (other than truncating Gaus-
sians) is that the verifier accepts even if the prover message is “off by 17 from the verifier’s computed
message. Although this is statistically unlikely assuming subexponential LWE, it is unclear how to
prove this using standard properties of linear algebra. However, we can show using an PV proof
that the prover message is at most “off by 17. We then show that if one can break the soundness of
the new scheme, one can also break the soundness of the scheme in [MPV2}].

Claim A.6. Construction A.J is a perfectly complete designated-verifier SNARG for UP with a PV
proof of completeness, i.e. a PV proof of the following statements:

for all randomness r, instances x and witnesses w, for (pk,vk) < Gen(1*, R),
if T'(x,w) = 0% then V(vk,x, P(pk,x,w)) = 1.

Proof (sketch). If pk = L, then by construction, vk = L as well. In this case, V(vk, x, 7) accepts all
inputs, and hence the completeness condition is trivially satisfied. Since these claims follow from
simple implications, this can be shown in PV.

Otherwise, it must be the case that O does not output L, in which case the completeness
condition in Theorem 6.14 guarantees that

|F((x,w)]...|(x,w)) — O.Eval(P, (x,w)| ... |(x,w))| < h(mB)"*.

¢ times c times

where we denote by F'(y) = L'QyR’. Moreover, this inequality has a PV of completeness. Addi-
tionally, by Lemma A.3, we have that

F 6wl | (x,w)) = F((x, W)l ... | (x, W),

c times ¢ times

and this fact has a polynomial-sized PV proof.
Moreover, via basic linear algebra and the mixed tensor property, one can prove with a polynomial
sized PV proof that that if I'(x, w) = uTM(XM,)‘ I(x,w)V = 0, then

F((x,w)]...|(x,w)) = LQxw)|..|xw)R
= elT -Tx - b.

By construction in Construction 6.9, Construction A.2 and Construction A.4, the matrix entries
are bounded by o+/n (since we sample S;;, and T, from truncated Gaussians). Also, the size m of
the matrices is 7n + 3nf < n? for large n.

Therefore, combining the above equations, we have that

el - Ty - b — O.Eval(P, (x,w)| ... |(x, )| < h(moyn)" ! < h-(2n3)" < %

c times

since we chose h 4+ A < n%20 and p = 2%, where k = A + w(log(\, h)). Therefore, we have that

lel - Tx - b], — [O.Eval(P, (x,w)|...|(x,w))]p| = |7’ — 7| <1

c times

30Recall that T'(x, w) = 0 if and only if R(x,w) = 1.
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by definition of the rounding function. Hence, the verifier in fact accepts a correctly computed
proof, as desired.

By concatenating all of the proofs of the above steps, we obtain a polynomial-sized PV proof
for this fact. O

To prove soundness of the scheme, we reduce the soundness to that of the original construction
of [MPV24].

Claim A.7. Construction 6.5 is an adaptively sound>' designated-verifier SNARG for £ € UP
assuming LWE and evasive LWE.

Proof. We reduce the adaptive soundness of Construction A.4 to the soundness of the construction
in [MPV24].

Sampling from truncated Gaussians and applying the the modified obfuscation scheme only
change the distribution of (pk,vk) by a TV distance of 27" - poly(n, h).

Now, we argue that if there exists an adaptive adversary P* that breaks the adaptive soundness
of Construction A.4 relative to verifier V, then there exists a P* that breaks the adaptive soundness
of [MPV24] scheme relative to V', which only accepts if 7 = 7’ rather than if |7 — 7’| < 1. If P*
sends the instance-proof pair (z,7), choose 7* « {m — 1,7, 7 + 1}, and send (z*,7*) to V'. Since
7 was accepted, it is the case that |r — /| < 1. Therefore, 7* is equal to 7’ with probability 1/3.
Hence, there exists an adaptive adversary that also breaks the scheme in [MPV24| with only a 1/3
factor loss in advantage. Therefore, the modified scheme is sound assuming the scheme in [MPV24]
(which is true under subexponential LWE and evasive LWE). O

Definition A.8. We say that a distribution D is e-transparent if there exists a polynomial-time
deterministic sampler Samp and a polynomial time (possibly randomized) simulator S such that the
following distributions are e-statistically indistinguishable:

e Ho: Given r + {0,1}*, output (Samp(r),r).
e Hi: Given x < D, output (z,S(z)).

i.e. it is possible to efficiently simulate the randomness used to sample from D up to a statistical
distance of e.

Lemma A.9. Let 0 = O(n®) for some constant ¢ > 0 (i.e. polynomial variance). Then, Dz, is a
2000 _transparent distribution.

This follows directly from inverse sampling since the variance in poly(n) (see for example [Ros19]).

Claim A.10. The common reference string pk generated by Construction A.4 is 27¢ indistinguish-
able from a transparent distribution D.

Proof (sketch). Recall that pk in Construction A.4 is generated via Construction 6.13. As shown
in [MPV24, Lemma 5.4], we can view F' as a ¢/-PRF, for ¢/ = oh*A . (n?0)"*2, one can apply
the o-PRF indistinguishability guarantee of Theorem 6.14 to obtain that pk is 2”5—indistinguishable
from some transparent distribution D. In particular, since n’ > ¢, we have that the the construction
is in fact 2%-indistinguishable from a transparent distribution D. O

311t is in fact reusably sound, but we do not need this additional property for our transformation in Theorem 5.1.
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B PV Proof for Leveled GSW Fully Homomorphic Encryption

In this section, we recall and prove that the GSW [GSW13] encryption scheme (with minor modi-
fications) has an PV proof of correctness.

Algorithm 11 The leveled Gentry-Sahai-Waters [GSW13] encryption scheme for circuits of depth
at most D. All modifications to help achieve the proof of correctness are in blue.
Let w:= [logq] — 1 and g := (1,2,4,...,2%)T.
Let G := (I, @ g) € Z{" X hw,
Let G~ denotes the bit-decomposition inverse mapping; i.e., G~ (A) = B if w has {0, 1} entries,
and GB = A.
e Key generation: GSW.Gen(1%,1”), and choose ¢ > 22P(n + 1)2Pw?Po, and outputs
st « Zy. Sample randomness A « ZZX(TLH)w and e Dg?:l)w. If |le||oo > o/ (n + 1)w,

set e = 0. Now, set sk = s and
k =
P —sTA+el )"

e Encryption: GSW.Enc,(m; R) takes as input m and randomness R, < {0, 1}(
and outputs pk - R + mG.

n+1)wx(n+1)w

e Decryption: On input C € Zgn+1)x(n+1)w, GSW.Decg proceeds as follows:

— Let w < Z7! such that w = (0,0,...,0, [¢/2])".
— Compute p = (s7|1)C- G~ (w).
— If |u| < [g/2], output 0. Else, output 1.

e Homomorphic computation: On input a NAND circuit C of depth at most L) and values
for its input gates, GSW.Eval evaluates the circuit gate by gate. Given a gate with inputs
C; and Csq, the output of the gate is defined as G — C; - G~ (Cy).

Lemma B.1. Algorithm 11 is a correct leveled fully homomorphic scheme with a PV proof of
correctness, i.e. a proof of the fact that

for all (sk, pk) - GSW.Gen(1*,1%), for all my, ..., my € {0,1}, and C : {0,1}* — {0,1} of depth at
most D, for all ct; <= GSW.Encpk(m;), if ctour <= GSW.Eval(pk, C, (cty,...,cty)), then
b <+ GSW.Dec(sk, ctoyt) satisfies b= C(mq,...,my).

Proof sketch. We simply argue that the proof strategy from [GSW13| can be formalized in PV. The
only difference in our algorithm is that we sample from a truncated Gaussian. Here is the main fact
we use:

if AeZ™™ and B € Z™*P, |AB|o < m|Al|x - |Blso-

This can be proven easily using basic arithmetic and matrix properties as shown in [Bus86, SC04],
and hence can be easily shown to have a PV proof.
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We proceed by induction on the depth d of the C' input to GSW.Eval to show the following claim:
v - GSW(pk, C, (ct,...,ctg)) —b-vIG| _ <27 (n+ 1)¥ 2™ . o)

where ct; is a fresh encryption of the message m;, and b = C(myq, ..., my).

Base case. First consider d = 0 (i.e., no homomorphic operations are performed the ciphertext).
Set v = (sT]1)T. Then, given C < GSW.Encp(m; R)

A
T T .
viC=v (<—STA—|—eT> R+mG>
A
_ (T . T
=(s"|1) (—STA+eT> R+mv' G
=e'R+mv’G.

Hence,

VIC —mvlGly < |eTR|w

<(n+1l)w-|e|oo (Since R is 0/1)
<(n+1lwy(n+1lw-o (Construction of e)
< (n+1)*w’c (Loose upper bound)

where we use the fact that R is a matrix with 0/1 entries with dimension (n + 1)w x (n + 1)w.
Hence, the induction hypothesis holds.

Inductive Step. Suppose the claim holds for depth d. Then consider a circuit C of depth d + 1.
Suppose the one has performed homomorphic evaluations up to the final output gate to obtain
ciphertexts Cy and Cs. Suppose that the correctly evaluated values of these gates (without FHE)
are mg and mq. By the inductive hypothesis,

‘VTC1 - mlvTG|oO <2 (n4 1) 202 . 5

‘VTCQ - mQVTGloo < 2% (n 4 1) 2?2 . 5,

Now, we prove the following claim.

Claim B.2. Let v = (s” | 1)T. Suppose that two ciphertexts C1 and Co corresponding to encryp-
tions of messages my and mo satisfy the following inequalities:

‘VTcl — mlvTG‘oo S (51

‘VTCQ — mQVTG‘OO S (52
Then,

lvl . GSW.Eval(pk, NAND, (C1, C3)) — NAND(m1,m2) - VI Gloe < 6o + (n+ Dw - 6
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Proof. Recall

1. GSW.Eval(pk, NAND, (Cy, C5))
=vI(G-C; -G (Cy))

=vIG -vIC, -G (Cy) (Distributive law)
=vIG - (mvI'G +e) G (Cy) (Substituting v Cy)

vIG —mivIG -G (Cy) +e; - G (Cy) (Distributive law)
=vIG -—mvICy+e -G (Cy) (Using G - G~(C) = C)
=vI'G —mi(mavI G +e3) + e - G (Co) (Substituting vI Cs)
=vIG —mimav' G + (mies +e; - G (Cy)) (Distributive law)
= (1 —mim2)v' G + (mies +e; - G (Cy)) (Scalar multiplication)
= NAND(mq,mz) - vI G + (mies + e; - G (Ca)) (Definition of NAND)

Therefore, rearranging, we have that:

[v" - GSW.Eval(pk, NAND, (C1, C3)) — NAND(my,ms) - v G| __
< |mies +e1- G™(Co)|

< lezfoo + (n+ Dw - |e1]oo

<do+ (n+Dw-d.

Therefore, we have that:

}vT - GSW(pk, C, (cty,...,ctp)) —m - VTG‘OO

= |v - GSW(pk,NAND, (C1,C3)) = m-v' G| __

< |VTCQ — mgvTG‘oo (n+1) ‘VTcl mlvTG‘oo
<2n+1) w-2¢ (n+ l)CH'de+2 o

< 20H1 . (4 1)EH3yd 3,

as desired.

Now, consider the decryption algorithm. Let C <« GSW.Eval(pk, C, (cty,...,cty)) where circuit
C has depth at most D. By the inductive hypothesis, there exists some vector u with |uls <
20 (n + 1)P*+2P+25 such that vI'C = mvT'G + u.

vICG™(w) = (mvIG +u)G~(w) (Substitution)
=mvI GG~ (w) + uG~(w) (Distributive law)
=mvliw +uG~(w) (Using G- G~ (w) = w)
=m|q/2| + uG™ (w). (Using >, viw; = [q/2])
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Note that

vICG™(w) —m|g/2]| < [uG™(W)|oo
< |ufe - (n+1)
< 2P . (n+1)PHuP 25 < /8

by our choice of q. Therefore, GSW.Decs(C) = m, completing the proof. O

C PV Proof for Succinct Functional Encryption

In this section, we show that the succinct functional encryption construction of [GKP13] can be
instantiated with a PV proof of correctness. We instantiate the three main ingredients in the
construction with PV proofs of correctness:

e Fully homomorphic encryption (Appendix B)
e Garbled circuits (Appendix C.1)
e Two-outcome attribute-based encryption (Appendix C.2)

With these ingredients, the proof of correctness of the succinct functional encryption follows straight-
forwardly (Appendix C.3).

C.1 PV Proof for Garbled circuits

Definition C.1 (Garbled circuits). A garbling scheme for a family of circuits C = {Cy, }nen with Cy,
is a set of boolean circuits taking as input n bits, is a tuple of algorithm GC = (GC.Garble, GC.Enc, GC.Eval)
such that

e GC.Garble(1*,C): Takes as input security parameter X and a circuit C € C,,, and outputs the
garbled circuit I' and a secret key sk.

e GC.Enc(sk,z): Takes as input the secret key sk and input x € {0,1}* and outputs an encoding
c.

e GC.Eval(T',c): Takes as input a garbled circuit T, an encoding ¢, and outputs a value y.
We require that:
Correctness. For any A\,n € N, there is a negligible function u such that

(T, sk) <+ GC.Garble(1*, 0),
Pr| C(z)=y : ¢ < GC.Enc(sk, x), > 1 — negl()\).
y < GC.Eval(T', ¢)

We say that the algorithm has perfect correctness if the above probability is exactly 1.
Efficiency. We require the following efficiency guarantees from the algorithm.:

e GC.Garble and GC.Eval algorithm runs in time poly(A, |C|, |x]).
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e GC.Enc runs in time poly(, |z|), independent of |C|.

Input and circuit privacy. A garbled circuit algorithm GC is input and circuit private if there
exists a simulator Sim such that for every PPT adversary A = (A1, Az), and for sufficiently
large security parameters A,

(.’13, F? St) A Al(l)\)7
Pr | Ax(T,c,st) =1 : (T,sk) + GC.Garble(1*, C),
¢ < GC.Enc(sk, x)

P AW ES) =1 oy Gim(1A, (), 16, 11

sve

We say that the construction is subexponentially secure if the above absolute value is instead
bounded by 2= for some 0 < e < 1.

C.1.1 Construction and PV proof

In this section, we show that Yao’s construction [Yao82| for Garbled Circuits (as in Definition C.1),
following the exposition from |[LP09| has a PV proof of correctness (with some minor modifications).
In fact, [LP09] detail a proof of correctness, and argue how to achieve perfect correctness. First, we
recap the main tool for the construction.

Definition C.2 (Secret-key encryption with elusive range, [LP09|). Consider a secret-key encryp-
tion scheme SKE = (SKE.Gen, SKE.Enc, SKE.Dec), and let Range,, (sk) = {Ence(7) }2eq0,137-

o (Elusive range) We say SKE has an elusive range if for every PPT adversary A, we have that

A A(1*) €R k)] = negl(\).
skeSKE.léen(P\)[ (17) € Range,,(sk)] = negl(})

o (Efficiently verifiable range) We say SKE has an efficiently verifiable range if there exists an
algorithm M such that M(sk,ct) =1 <= ct € Range, (sk).

Without loss of generality, we can define Decgc(ct) = L if ct ¢ Range,(sk) (by using M in the
decryption algorithm,).

Construction C.3 (SKE with efficiently verifiable range, from [LP09]|). Let F = {fi}r be a family
of PRF families where fi, : {0,1}" — {0,1}"** for k € {0,1}". Then,

e SKE.Gen(1*,1"): Sample k + PRF.Gen(1%). Output sk = k.

e SKE.Enc(sk,z): Sample r < {0,1}*. Output ct = (v, fr(r) © z||0*), where x||0" is the con-
catenation of the message x with n zeros.

e SKE.VerRange(sk,ct): Parse ct = (r,s). Compute 2’ = fo(r) ® s. If 2’ is of the form x||0*,
accept. FElse, if it does not end in n zeros, reject.

e SKE.Dec(sk,ct): Parse ct = (r,s), compute ' = fq(r) @ s. If 2’ is of the form x||0*, output
x. FElse, output L.
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The work of Lindell and Pinkas [LP09] shows that the above construction in fact satisfies Defi-
nition C.2.

Lemma C.4 (|[LP09|). Construction C.3 has an efficiently verifiable, elusive range as in Defini-
tion C.2.

Now, we show that the construction additionally has a PV proof of correctness.

Lemma C.5. The SKE scheme in Construction C.3 has PV proof of correctness, i.e. there is a
proof of the fact that:

or all sk < .Gen(17, , Jor atl x € {0, and randomness r, we have that
for all sk < SKE.Gen(1*,1™), for all 0,1}" and rand have th
SKE.Dece (SKE.Encs(z; 7)) = .

Proof (sketch). We outline the PV proof.

—_

. Fora,be {0,1}", a® (a®b) =b.

2. f(r) ® (SKE.Encsk(z;7)) = fa(r) @ (fok(r) ® ][0%).

3. fok(r) @ (fa(r) @ x|0*) = z[|0* by (1).

4. fa(r) ® (SKE.Encgc(z;7)) = z[|0*.

5. SKE.Dec(sk, (SKE.Encgy(z; 7)) = SKE.Dec(sk, (r, fo (1) ® z||0%)).

6. fou(T)® (fsk Dz]|0Y) = 2]|0* — SKE.Dec(sk, (7, fek(r) @ z]|0*)) =  (by definition of SKE.Dec).
7. SKE.Dec(sk, (SKE.Encg(z;7)) = .

O

Now, we recap Yao’s construction in Algorithm 12 following the exposition of [LP09]. We modify
the algorithm (following a remark under Claim 6 of [LP09|) so that it has an PV proof of correctness,
and all changes are highlighted.

Lemma C.6. The construction in Algorithm 12 is a secure garbled circuit construction with a PV
proof of correctness:

for all circuits C and inputs x, if (sk,T') + GC.Garble(1*,C) and ¢ < GC.Enc(sk, z),
then y <— GC.Eval(T', ¢) satisfies y = C(x).

Proof sketch. The security of the construction follows from the analysis of [LP09|. The only differ-
ence in the algorithm is the check in blue, but as discussed in [LP09], this happens with negligible
probability.
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Algorithm 12 Yao’s garbled circuit, following the exposition of [LP09]. The SKE encryption
scheme is one satisfying the properties in Definition C.2.

GC.Garble(1*,C) :

e For every wire w in the circuit, assign two keys: sk, and sk .

e For gate ¢ in the circuit with (orderd) input wires wz, and wg, and output wire wey::

— If g is not an output gate, for by, be € {0,1}, compute

Cty, b, < Enc s, (Enc_ o, (skg(br-b2)yy,

w1y SKuwig

— If g is an output gate, compute
Ctpy by Encskbl (Encskb2 (g(b1,02))).

— For any (f1,82) # (b1,b2), if Decskg%(Decskﬁ11 (ctp b)) # L, then abort and output
(I':=C,sk:=1).
— Let Ly be the list of four ciphertexts as computed above, randomly permuted.
e Set I' to be the list {Lg}gec-
e Set sk ordered list {sk?, sk%v}wel(c), where I(C) is the set of all input wires of C'.
e Output (I, sk).
GC.Enc(sk, z) :
e If sk =L, output (L,x).

e Else, parse sk := {sk?, sk} Vier(cy- Output the list {ski"};c7(cy, where x; is the input to wire
ieI(C).

GC.Eval(T, ct) :
If ct = (L, x), then output I'(z) and abort (in this case, I would have been the circuit itself).

Parse sk = {sk;};. Assign the value sk; to input wire i.
Parse I' = {Ly}gec-

Else, we evaluate the circuit as follows. Starting from the bottom layer of the circuit, for
each gate g:

— Suppose the (ordered) input wires wy, and wg, with corresponding assigned values Sk,
and sk, ..

— For each ct € L, compute
Decska (DecskwL (ct))
until a decryption which is not L is found. Let s be the decrypted value.
— Assign s as sk, . for the output wire woy of g.

e Output the value assigned to the output gate.
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PV proof of correctness (sketch). This proof follows very closely to that of [LP09]. We sketch
the proof in words. We induct on the depth of the circuit to argue that the key assigned to every
intermediate wire (not the output wire) w is sk{,, where « is the correct assignment of w on an honest
computation of the garbling. This is clearly true in the base layer, by definition of GC.Eval. At level
i, suppose a gate g has input wires wy, and wg with sky, —and skﬁL, where o and 3 correspond to
the correct value of the wire. Then, by the line in blue, the only ciphertext that can be decrypted
with these keys is ct, g. Therefore, by construction, the output wire of g is assigned skﬂ(a"g ), ie.
the “correct” output wire. If g is the output gate, then similarly, the only ciphertext that decrypts
is the “correct” one, which will give g(«, 8), i.e. the true output value.

Since we are inducting on the height of the circuit, this can be done in PV. O

C.2 PV Proof for Two-Outcome Attribute-Based Encryption

First, we recall the definitions of attributed-based encryption [SW05, GPSWO06] and two-outcome
attribute-based encryption [GKPT13].

Syntax. An attribute-based encryption scheme is a tuple of algorithms (Setup, Enc, KeyGen, Dec)
that works as follows.

e Setup(1*,1%,1%): The setup algorithm takes as input the security parameter ), the length
of the attribute k, and the depth of the policy circuit d, and outputs a public key pk and a
master secret key msk.

e Enc(pk, z,m): The encryption algorithm takes as input the public key, an attribute 2 € {0, 1}*,
and a message m € {0,1}, and output a ciphertext ct, associated with the policy x.

e KeyGen(msk, f): The key generation algorithm takes as input the master secret key msk, and
a policy function f represented as a circuit of input length n and depth d, and outputs a secret
key sky.

e Dec(sk iz ct;): The decryption algorithm takes as input a secret key sk s and a ciphertext ct,
and outputs a decrypted message m’ € {0,1}.

We require the following correctness and security.

Correctness. For any message m € {0,1}, any attribute 2 € {0,1}*, and any policy f with
f(x) =1, we have that

Pr[(pk, msk) < Setup(1*,1%,19), ct, « Enc(pk, z,m),sk; <— KeyGen(msk, f) : Dec(cty,sky) =m| = 1.

Security. The (adaptive) security requires that, for any adversary that non-uniform PPT adversary

A, we have
(pk, msk) ¢ Setup(1*, 1% 19) i
(f;st1) < A(pk)
Pr sky < KeyGen(msk, f) W =bAf(x)=1 | <1/2+ negl()).

(mo, m1, x,sty) + A(sty,sky)
b« {0, 1}, cty « Enc(pk,z, mp)
b« A(sty, cty)
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Construction. The construction requires the lattice trapdoor and preimage sampling algorithms
as an ingredient.

e Setup(1*, 1%, ld): The parameter setup algorithm does the following.

— Choose n = n(A\), m = m(\), and ¢ = ¢(\), where m > 2n -logq.
— Sample (A, 7) < TrapSam(1",1™, q), and sample D < Zg*™, By, ..., By < Zg*™.
— Output pk = (A, D, By,...,B) and msk = (pk, 7).

e Enc(pk,x,m): The encryption algorithm parses pk = (A, D,B1,...,Bg), z = (21,...,2x),
and does the following.

— It samples s < Zéxn, e, e e, ...,e, + Dg:l, and compute the ciphertext
ct, = (S-A+e,s-(B1+331G)+e1,...,s-(Bk+ka)+ek7s-D+e'+m-q/2).

e KeyGen(msk, f): The key generation algorithm parses msk = (pk, 7) and does the following.

— View By, ..., Bt as GSW ciphertexts, view A as the public key, and do almost the same
as GSW homomorphically evaluation of f over them, except that for each multiplication
gate, we further multiply —1 to the ciphertext.

Bf — EvaI(A, f, B,,..., Bk)
— Use trapdoor 7 to sample a matrix Ry such that
[A G—l—Bf] Ry =D.

Note that the sampling algorithm may fail to output a small normed Ry. In that case,
we discard the sample and pick an arbitrary Ry with a small norm satisfying the above
equation, using the trapdoor 7.

— Output secret key for f as sk, = Ry.

e Dec(sky,ct;): The decryption algorithm parses ct, = (a € Z;X"L?bl € Zéxm,...,bk €
Zéxm, de Zéxm), skf = Ry, and computes the following.

— For any wire w in the circuit, we keep track a matrix By, and a vector b,, € Zg". For the
input wires, their corresponding matrices are By, ..., Bx and the corresponding vectors
are by,...by.

— For any gate with output wire w in the circuit f, let the matrices corresponding to the
input wires wi,ws be B1, Bs and vectors be by, by, respectively. Depending on whether
the gate is an addition gate or multiplication gate, we do the following.

If the gate is an addition gate, then we let B,, = B; + B, and let b,, = b; + bo.
Otherwise, if the gate is a multiplication gate, we let

B, =-B;-G ![By], b, =w-by—b; -G By
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— Let boyt be the vector assigned to the output wire by the above procedure. Then we
compute
d- bout : Rfa

and round it to either 0 or ¢/2. Namely, we output m’ € {0,1} indicating whether the
above value is within ¢/4 distance to ¢/2.

Lemma C.7 (PV proof of correctness for ABE). The correctness of the above construction can be
formalized in Cook’s theory PV. Formally, the following formula

(pk, msk) = Setup(lA, 1%, 14 T'Setup)
Act, = Enc(pk, 2, m; TEnc)
Nsky = KeyGen(msk, f; 7keyGen)
Af(w) =1

can be proven in PV, where Setup, Enc, KeyGen, Dec are naturally regarded as function symbols in
PV by their definition, and 7setup, TEncs TKeyGen @T€ variables representing the random coins used by
the corresponding algorithms.

— Dec(cty, sky) = m.

Proof Sketch. We only give a sketch of the proof here. We will use the variables in PV as defined
in the above formula in PV.

e Prove inductively on every gate of f to show that, for every wire w in the circuit, we have
b, =s- [A Bw+w‘G] + ey,

where e,, is a noise vector with a small bounded norm. In particular, for the output wire woyut,
since f(x) =1 and Boy = By, we have

bout =s- [A By + G| + eou.

PV allows a polynomial induction rule so that we can formalize this induction in PV

e In the decryption algorithm, when we compute d — by - Ry, we have

d—boy-Ry=(s-D+e +m-q/2) —s-[A By +G| Rf+eou-Ry
=(s-D+e +m-q/2)—s-D+eo Ry
:m'q/2+e/+eout'Rf

The first equality follows from the fact that d =s-D + € +m - ¢/2 is part of the definition
of the function symbol Dec, and boy = [A By + G] is part of the definition of Enc. So the
first equality can be formalized in PV.

The second equality follows from the fact that [A G+ B f] Ry = D can be derived from
the definitional formulas of KeyGen. This is true because when the sampling algorithm fails,
we arbitrarily pick a small Ry satisfying this equation.

The third equality follows from the fact that the basic theorems about linear algebra can be
formalized in PV.

105



e Prove that since €', eqyt, and Ry have small norms, the outcome of the decryption is correct.

This step only uses the basic properties of matrices and inequalities. Hence it can be formalized
in PV.

Concatenate the PV proof for each of the above steps, we obtain a PV proof of correctness for
the above construction. O

Now, we construct a “Two-outcome” ABE scheme [GKPT13]. First, we recall the syntax.

Syntax. An two-outcome attribute-based encryption scheme is a tuple of algorithms (Setup, Enc,
KeyGen, Dec) that works as follows.

e ABE,.Setup(1*,1%,19): The setup algorithm takes as input the security parameter ), the
length of the attribute k, and the depth of the policy circuit d, and outputs a public key pk
and a master secret key msk.

e ABE;.Enc(pk, z, My, M1): The encryption algorithm takes as input the public key, an attribute
z € {0,1}*, and two messages My and M;, and outputs a ciphertext c.

e ABE;.KeyGen(msk, f): The key generation algorithm takes as input the master secret key msk,
and a policy function f represented as a circuit of input length n and depth d, and outputs a
secret key sk .

e ABE;.Dec(sk > Ctz): The decryption algorithm takes as input a secret key sky and a ciphertext
ct,, and outputs a decrypted message M™*.

We require the following properties:

Correctness. For any message m € {0, 1}, any attribute 2 € {0,1}*, and any policy f,

(pk, msk) < Setup(1*, 1%, 19),
Pr | Dec(cty,sky) = My,y =1 : cty < Enc(pk,x, (Mo, My)), | =1.
sk < KeyGen(msk, f)
The work of [GKP*13] construct ABE; from an ABE scheme, as follows:
e ABE,.Setup(1?*, 1%, 1%) :

— Sample (pkg, fmskg) <= ABE.Setup(1*,1%,19) and (pky, fmsk;) <— ABE.Setup(1*, 1%, 19).
— Set fmsk := (fmskg, fmsk;) and pk = (pkg, pky).

e ABE;.Enc(pk,x, My, M) :

— Let cty <+ ABE.Enc(pky, z, My).
— Output (cto, cty).

e ABE;.KeyGen(msk, f) :
— fskg < ABE.KeyGen(fmskg, f).
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— Let f be the negation of f.

— fsky < ABE.KeyGen(fmsky, f).
— Output sky = (fsko, fsk1).

o ABE>.Dec(sky,ct, f,z) :

— Parse sk, = (fsko, fski) and ct = (cto, ct1).
— If f(z) =0, compute My < ABE.Dec(fskg, cty) and output M.
— If f(x) =1, compute M; < ABE.Dec(fsky,ct1) and if M; # L, output M;.

We now sketch the proof of correctness assuming that ABE has a PV proof of completeness.
o If f(z) =0, by correctness of ABE, ABE.Dec(fskg, ABE.Enc(pkg, x, Mp)) = M.
e Similarly, if f(x) = 1, then f(z) = 0. Then, ABE.Dec(fsko, ABE.Enc(pky, z, M1)) = M;.
e By definition,
ABE;.Dec(sk, ABE2.Enc(pk, z, Mo, M1)) = ABE.Dec(fskf(,), (fsk ABE.Enc(pks(,), 2, Mf(z)))
= My(a)-

This completes the proof.

C.3 Putting it all together
Ingredients. Suppose that there exist:

e Leveled FHE with a proof of correctness, i.e. proof of the fact that:

for all (sk, pk, ek) < FHE.Gen(1*;7), for all z, randomness r' and circuits C, we have that
FHE.Decg (FHE.Evalek (FHE.Encpi(z; '), C)) = C(x).

In Appendix B, we show that this can be instantiated from LWE following the works of
[BV11, GSW13|.

e Garbled circuits with proof of correctness, i.e. proof of the fact that:

for all circuits C and inputs z, if (sk,T') + GC.Garble(1*,C) and ¢ < GC.Enc(sk, z),
then y < GC.Eval(T', ¢) satisfies y = C(x).

In Appendix C.1.1, we showed that Yao’s construction [Yao82] has this property with some
minor modifications.

e Two-outcome ABE for small-depth circuits. In Appendix C.2, we showed that the construction
of [GKP 13| from LWE has this property.

Lemma C.8. If instantiated with the above ingredients with proofs of correctness, the construction
of sFE (as in Theorem 7.6) has a proof of correctness, i.e.
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for all randomness, for all functions f and input x, if (mpk, msk) < sFE.Setup(1?),
fsky < sFE.KeyGen(msk, f), ¢ <— sFE.Enc(mpk, x), then y < FE.Dec(fsk¢, c) satisfies y = f(x).

Proof sketch. Upon inspection of the construction of [GKP 13, Claim 3.8], it is clear that the PV
proof of correctness follows directly from the PV proof of garbled circuits, two-outcome ABE and
FHE. O
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