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Abstract: Arithmetization-Oriented (AO) cryptographic algorithms operate on large finite fields. The most
threatening attack on such designs is the Grobner basis attack, which solves the equation system encoded from
the cryptanalysis problem. However, encoding a primitive as a system of equations is not unique, and finding the
optimal one with low solving complexity is a challenge. This paper introduces an automatic tool that converts
the CICO problem into a Mixed-Integer Quadratic Constraint Programming (MIQCP) model, using integer
variables and constraints to track degree propagation and determine variable introduction points. The optimal
MIQCP solution provides the lowest solving complexity. We build models for Griffin, Anemoi, and Ciminion
permutations to cover modules comprehensively. Experiments show reduced Grébner basis attack complexity,
lower than designers’ bounds for small numbers of rounds, e.g. up to 8 rounds for Griffin.This tool can be used

for security evaluation against Grébner basis attack in new designs.
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1 Introduction

Advanced protocols such as homomorphic encryption, multi-party computation, and zero-knowledge proofs
desire cryptographic primitives with new features. In such applications, traditional encryption, decryption,
and hash calculation not work. Instead, an arithmetic equivalence of the primitives is calculated. Such
designs are called arithmetization-oriented (AO) designs. The number of non-linear operations in the
arithmetic path leverages the implementation efficiency of the protocols, so such primitives are designed
to have a low multiplicative depth. Many of the current designs use operations on large finite fields with
characteristic 2 or a large prime and use simple algebraic calculations such as power maps and inverse
as non-linear components, such as the MPC-friendly MiMC [1], GMiMC [2], HADESMiMC [3], Ciminion
[4], and ZK-friendly Vision/Rescue [5], Grendel [6,7], POSEIDON [8], Griffin [9], Anemoi [10] etc. . The
designs start from a permutation, then embedded in a construction like Sponge [11] or a dedicated one.
The security of AO primitives defined on large prime fields is of special interest since the traditional
cryptanalysis based on statistically distinguishing properties (differential, linear, and their variants) is
paralyzed. Thus, algebraic attacks pose significant threats. A common approach for algebraic attack is to
build a system of equations on unknowns in the cryptographic primitive with constrained-input constrained-
output (CICO), and then to solve the system with existing algorithms like Grobner basis, XL, and Sylvester
resultant algorithms. In designing AO primitives, designers estimate the lower bound of the complexity of
solving the equation system built for a certain number of rounds and add some redundant rounds to ensure
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2 Programming Equation Systems of Arithmetization-Oriented Primitives with Constraints

a security level. Over-estimating an attack’s complexity may suggest an insufficient number of rounds.
There are multiple ways of encoding a primitive as a system of equations, varying in number and positions
of variables, number of equations, and degrees, resulting in different solving complexity. If the freedom in
building equation systems was not fully explored, advanced algebraic techniques might break the security
claims [12,13]. The motivation of this work is to fully explore the freedom in building equation systems to
obtain the lowest algebraic attack complexity for AO primitives.

Another motivation for this work is to incorporate algebraic analysis into the automatic toolbox that has
gained increasing popularity in recent years. Searching for statistical distinguishers for symmetric ciphers
used to be tedious work until the problem was converted to mixed-integer linear programming (MILP) or
boolean satisfactory (SAT/SMT) problem. Up to now, the MILP-based toolbox for cryptanalysis includes
differential and linear cryptanalysis [14-17], impossible differential attack [18], boomerang attack [19-21],
cube attack [22-24], Demirci-Selguk MitM attack [25], differential-linear attack [26,27] and preimage attack
on AES-like hash functions [28-30] etc.. And there are toolboxes[31] developed to make the security
evaluation more convenient. Our goal is to model the search for the optimal way of constructing an
equation system into a constraint programming problem, with the optimal solution indicating the equation
system with the optimal solving complexity.

Our contribution. This paper proposes a Mixed-Integer Quadratic Constraint Programming (MIQCP)-
based tool to find the optimal way to build equation systems with respect to Grobner basis attack for
AO primitives. The model can handle the under-determined CICO problems. We start by parsing the
arithmetic path by labeling three types of branches called upstream/downstream/pending for arithmetic
modules to reflect the computation direction that decides how the degree propagates. Intermediate branches
with multiple labeled ends are also classified into modules. For intermediate positions, integer variables
representing whether a variable and a constant should be set here, the degree of this position, and the
degree of the equation if built here, etc. ., are set. Then constraints among these variables regarding each
arithmetic module and branching module are introduced. The objective is to minimize the sum of the
degree of equations. To show the wide applicability of the automatic tool, we build models for Griffin [9],
Anemoi[10], Ciminion [4] that cover most module types for AO primitives. With the solving time of the
MIQCP model limited to 12 hours, we proved that there can be equations systems with Grobner basis
attack complexity even lower than the loose lower bound given by designers for a small number of rounds.
This happens for 8 rounds of Griffin.

In addition to automaticity, this tool has the advantage of handling under-determined CICO issues.
Sponge structured hash function allows usage where the constrained degrees of freedom in input and
output are strictly smaller than the total degrees of freedom of the state. For a preimage attack, only
one preimage is required to be a valid attack, so the remaining degrees of freedom can be consumed at
intermediate positions of the arithmetic process and still guarantee one solution in the average sense. More
importantly, the technique of allowing the degrees of freedom to be consumed at intermediate positions can
effectively reduce the degree of equations constructed and, hence, the attack complexity. However, little
existing literature has been devoted to exploring the complexity of such under-determined CICO problems.
This is mainly because it is difficult to manually explore the optimal constrained positions in addition to
those in the input and output. The method proposed in this paper can handle this problem naturally.

The tool presented in this paper can be used to estimate the complexity of the Grébner basis attack
more accurately, especially in designing new AO primitives. The interface of our model to the Grébner
basis attack is simply the number of variables and the sum of degrees of equations. We treat the process of
obtaining the complexity of the Grobner basis attack given the number of variables and the sum of degrees
of equations as a black-box call. Works [32,33] on how to accurately estimate the complexity of Grobner
basis attack promotes the black-box oracle and, therefore, the overall estimation of our approach.

Organization. Section 2 presents preliminaries on Sponge structured AO hash functions, CICO problems,
and the Grobner basis attack. Section 3 gives an overview of the model to link up the remaining sections.
Section 4 describes how to parse a given AO primitive by dividing it into arithmetic modules and branching



Mengyu Chang et al.: Programming Equation Systems of Arithmetization-Oriented Primitives with Constraints 3

modules, and the variables that will be set. This is a preparation for building the model. Section 5
and Section 6 present how to add constraints for arithmetic modules and branching modules respectively.
Section 7 gives results on Griffin, Anemoi, and Ciminion algorithms. We conclude the paper in Section 8.

2  Preliminaries

Notations. ¢ is an n-bit large prime. The width of the state of a cryptographic primitive is ¢ branches,
or say tn-bits. We use lowercase letters to represent variables in the prime field F,, e.g. x; € F,. We use
bold letters to represent vectors on the prime field Fy, e.g. x € F;. The operation units of an AO primitive
are elements in F,. M is the MIQCP module that will be built. equSys is the equation system constructed
for the AO primitive. Conditionl = Condition2 represents indication constraint in constraint programming,
meaning that if Condition 1 is satisfied there must be Condition 2.

2.1 Sponge construction with AO permutation

To design AO hash functions, a permutation can be embedded in Sponge construction [11]. As it is
shown in Figure 1, the state size is split into ¢ inner branches referred to as capacity and r outer branches
referred to as rate. Initial inner branches are set to a constant, and the message blocks after padding are
absorbed into the outer branches after each permutation. A digest of size h-branch is squeezed from the
outer part after all blocks are processed. It has been proved that a Sponge construction embedded with a

random permutation is indistinguishable from a random oracle up to 2"min¢/2h} queries [34].

mo mi ma mp—1 z

’JL‘ ’JL‘ ’Jﬁ % h-branch
' o

(]} (m} (mm} B (h<7)

P P P P

Fg | |wv ce ——y

/ —/

Fig. 1 Sponge construction with AO permutation P.

Round permutations of Griffin [9], Anemoi[10], and Ciminion [4] are shown in Figure 2. Components in
these round permutations include linear operations defined by MDS matrixes, additions, multiplications,
non-linear univariate polynomials (e.g. Sbox defined by power maps), and non-linear multivariate polynomials.
The multivariate polynomial functions used in Griffin can be simplified to G(x,y) = (c(l)x+ y)2+c%(c(1)x+ y)+cé
and Gy(x,y,z) = (C%x +y+2°%+c (c(z)x +y+2)+ c% where ¢;s are round related constants.

2.2 CICO problem

The CICO problem [35] oriented for AO primitives can be stated as follows.

Definition 1 (CICO Problem) Let F : F, — [, be a permutation on ¢ n-bit branches. Solving the CICO
problem is to find a couple (x,y) with y = F(x) and #;, branches of x fixed and #; branches of y fixed. When
to + 11 < t, we say the CICO problem is under-determined. Otherwise, when #y + t; = ¢, we say the CICO
problem is well-determined. When #y + #; > ¢, there may be no solutions.

There is one expected solution for a well-determined CICO problem. For an under-determined CICO
problem, there are (¢ — (ty + t;)) degrees of freedom in the system, so there are 2"=(0+1) expected solutions.

The Sponge construction allows under-determined CICO usage even at the desired security level. For #,
branches being the capacity part and #; branches being the extracted hash from the outer part of the state,
solving the CICO problem is equivalent to a preimage attack. To ensure s-bit security, there should be no
algorithm with an expected complexity smaller than 2* to solve the CICO problem. The complexity of a
general preimage attack is 2"™"0/24} and complexity of a general collision attack is 27™iM0/24/2 - Some AO
primitives claim security of s = n/2 bit (detailed in Section 7), so it is allowed that o = #; = 1. Other concrete
instances are the members of the SHA3 family [36] where 2d-bit capacity and d-bit hash are constrained,
where d can take the values 224, 256, 384, 512, and the state size is 1600-bit large (2d + d < 1600). To
build a well-determined system of equations, i.e. systems with as many equations as variables, (t — fy — #;)
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Fig. 2 Round functions of AO primitives. (a) Griffin. (b) Anemoi. (¢) Ciminion.

intermediate positions can be set to constants to decrease the equation degrees.
When a hash function has only one message block to process, the CICO problem on the hash function
is a CICO problem on a permutation, which is the case we focus on in this paper.

2.3 The Grobner basis attack

The Grobner basis method is used for solving well-determined multivariate systems. n, is the number
of variables and n, is the number of equations, denote the system as P;(x) = 0, for i = 0,--- ,n, — 1,x =
(X0, X1, * " Xp,—1) € FZ‘ The degree of polynomial P; is d;. The main technique is to calculate the Grobner
basis[37] of the ideal T = (Py,---, P, _1). The Grobner basis G of 7 under the lexicographic order contains
polynomials whose head monomial is a power of x; for all variables. Thus the solution of the system is easy
to obtain by solving the univariate polynomial on the last variable x,,_; in G, and then substituting it in the
polynomial with the last two variables (x,, -2, x,,-1) and solve the equation for x,,_, and continue the process
iteratively until all variables are found. However, computing the Grobner basis under the lexicographic
order is very expensive. A moderate way to do the calculation is to use the following three steps.

(1) Use F5 algorithm [38] to compute a the Grobner basis under grevlex order. Under the hypothesis
that the system is regular, the complexity of this step is estimated as

A" :

ne.—1

Dyeg = 1+ ) (di = 1), (2)
i=0

where the degree of regularity is

and 2 < w < 3 is a constant representing the complexity of solving linear equations systems. In this
paper, we set w to 2 in all complexity calculations.

(2) Convert the Grobner basis deduced in the above step into lexicographic order using the FGLM
algorithm [39]. The complexity of this step is estimated as

On,d),
where d is the degree of the ideal 7.

(3) Solve the univariate polynomials iteratively deduced from the Grobner basis in lexicongraphic order.

A lower bound of the complexity of the first step is used as a metric to guarantee the difficulty in solving
the well-determined multivariate system. As long as the number of variables n, and the number of equations
n, are known, the complexity can be estimated.
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2.4 MIQCP

The Mixed-Integer Quadratic Constraint Program (MIQCP) is a paradigm that aims to optimize an
objective function under quadratic constraints exerted on variables. Though the objective function is
allowed to be quadratic, in our model it is linear. The quadratic constraints in our model come from two
types of expressions. The first type is explicit - one variable is the product of the other two variables.
The second type is the indication constraint in the form that “Condition 1 = Condition 2”. The indication
constraints are converted to quadratic conditions implicitly by the off-the-shelf solver.

3  Overview

The key features in deciding the complexity of the Grobner basis attack are the number of variables and
the degree of equations in the equation system. To explore the freedom in constructing equations, every
intermediate position along the arithmetic path is allowed to introduce new variables. Once a new variable
is introduced, an equation that makes it equal to an existing expression should be added to consume the
degree of freedom it brings in. If no variable is introduced at a position, then this position is expressed by
existing variables.

The MIQCP model M captures where to introduce variables and how the degrees propagate through
the arithmetic path that decides the degree of equations. The arithmetic path is parsed modularly round by
round. We divide the path into arithmetic modules and the branching modules. The arithmetic modules are
the operations used in the primitive. The branching modules are the branches that connect the arithmetic
modules. Variables and constraints for each module are added to the model M. The flow of building the
model M for the Grobner basis attack is shown in Figure 3. The right side is the process of parsing the
round permutation, and the left side is the process of building the model accordingly. Details are illustrated
in the corresponding sections.

Parsing phase Building phase

Draw arithmetic path
of round permutation

Initialize a model M }

Add equ variable for each Label arithmetic
arithmetic module to M modules (Sect. 4.1)

[

Add variables for each
branching module to

M according to Fig. 6 Label
1 upstream/downstream/pending
Add constraints on (Sect. 4.1)
arithmetic modules
to M (Sect. 5)
I

Add constraints on
branching modules
to M (Sect. 6)

!

Add global constraints
(3)(5) and set objective
function (4) for M

Solve M and output
attack complexity

( Deciding branching
L modules (Sect. 4.2)

|

Label variable types
of all points according
! to Fig. 6 (Sect. 4.3)

_______________________

Fig. 3 Workflow for building the MIQCP model M.

We mention the most critical variable types and the three global constraints to complete the modeling
flowchart. The var’s indicate whether a variable in equSys would be introduced in the i-th position in the
r-th round. Similarly, the con!s are the indicator variables for constants. The equ’; is the degree of the j-th
equation that would be introduced in the r-th round. The complexity of the Grobner basis attack estimated
in Eq. (1) is determined by the number of variables and the sum of equation degrees. To avoid the hassle
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of modeling combinatorial numbers, we fix the number of variables to a constant n, by setting
Z var! = n,, (3)
ri
and obtain the minimum sum of equation degrees by setting the objective function to
minobj = Z equ’;, (4)
nj
and then calculate combinatorial numbers offline. Then, compare the complexity under different numbers
of variables to get the global minimum.
To solve a well-determined equation system, we require that the number of constants in the model
should equal to the number of branches of the permutation:

Z con; =t. (5)

ri

4 Parsing the Arithmetic Path

Given an AQO primitive, an automatic Grébner basis attack begins by parsing the arithmetic path. We
divide the path into arithmetic modules and the branching modules. The arithmetic modules are the
operations used in the primitive. The branching modules are the branches that connect the arithmetic
modules.

4.1 Arithmetic Modules

MDS module. To achieve full diffusion, the linear layer used in cryptographic algorithms usually applies
MDS matrix multiplication together with constant addition. For a t-dimentional MDS matrix, its branch
number is (r + 1). Since adding a constant does not influence the degree, we include them in an MDS
module.

t-addition module. Addition with (# — 1) addends is called f-addition since there are ¢ branches around
the addition symbol and any (¢ — 1) branches determine the other. It is a linear module and shares some
similarities with the MDS module in generating constraints in M.

The MDS module and the t-addition module are referred to as linear modules.

Non-linear univariate polynomial (NLUP) module. This is a more general case of power map-type
Sboxes. The degree of the output of NLUP is multiple times that of the input depending on the degree of
the polynomial.

Non-linear multivariate polynomial (NLMP) module. This is also a non-linear module. The simplest
NLMP is the multiplication of two branches.

We redefine each arithmetic module’s inputs and outputs from the perspective of low-degree computation.
We call the arithmetic equivalent of inputs and outputs as upstreams and downstreams.

Definition 2 (Upstream/downstream/pending) For an arithmetic module with degree @ being a small
integer, the upstreams are the input branches and the downstreams are the output branches. In other
words, computing from upstream to downstream is always a not larger degree of computation than the
inverse computation, if the inverse computation is possible. If a branch can have multiple choices regarding
the arithmetic module, it is called a pending branch.

We use the symbol — to represent the upstream input, > the downstream output, and —e the pending
branch, connected to the four arithmetic modules, as is shown in Figure 4. Labeling NLUP and NLMP
modules is deterministic since the low-degree calculation is only possible in one direction. For a z-addition
module, any (¢ — 1) branches can be upstream to determine the other branch. For a #-dimensional MDS
affine module, any ¢ branches will determine the other ¢ branches. So all branches of MDS and t-addition
modules are pending. The final optimal choice will be given by the automatic model.

4.2 Branching Modules

An intermediate branch has multiple ends. Each end has a status decided from the arithmetic module
it connects. We call the intermediate branch with labeled status on each end the branching module. After
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Fig. 4 Upstream, downstream, and pending branches for arithmetic modules. (a) MDS. (b) 4-addition. (c) NLUP. (d)
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Fig. 5 Branching modules. (a) down-up. (b) pending-up. (c) down-pending. (d) pending-pending. (e) pending-ups.
(f) down-pending-pending. (g) pending-pending-up. (h) pending-pending-pending. (i) pending-pending-pending-up. (j)
down-pending-ups.

parsing several AO cryptographic algorithms, we find that there are only a few types of branching modules,
as shown in Figure 5. The branching module is named by the status of its ends in a “down-pending-
up” order. Two-end branching modules include the down-up module, the pending-up module, the down-
pending module, and the pending-pending module. Three-end branching modules include the pending-ups
module, the down-pending-pending module, the pending-pending-up module, and the pending-pending-
pending module. Four-end branching modules include the pending-pending-pending-up module and the
down-pending-ups module. Modeling for branching modules with more ends can be deduced from that on
these modules. Together with the arithmetic modules, they can cover the arithmetic paths of most AO
primitives.

4.3 Types of variables Set in the Model

Degree propagation will be captured by constraints on the following types of variables.
e yar: binary variable. Indicate whether a variable is introduced at this position.

e con: binary variable. Indicate whether this position is set to a constant and thus consumes a degree
of freedom.

e deg: integer variable. The degree of the expression of this position.

e g¢: binary variable set for pending branches of a linear module. Indicate whether this branch has been
determined externally.

e bse: binary variable set for pending branches of a linear module. Indicate whether this branch is
selected into the basis of the linear module it belongs to.

e /i: binary variable set for pending branches of a linear module. Indicate that the branch is determined
externally but is not chosen into the basis. It equals to g — bse.

e equ: integer variable. The sum of degrees of equations that are built regarding a module, since only
the sum of degrees of equations matters in the Grobner basis attack complexity.

We add to the variables superscripts to indicate rounds and subscripts to indicate intermediate positions.
For example, var! indicates if a variable would be introduced at the i-th position in the r-th round.
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g%

{var, con, deg, equ}

22!

—e—> {var, con} {deg, g, h, bse}

{var, con,deg} {deg, g, h, bse} {deg}
(a) (b) ()
Ly =L b
{var, con, deg, equ} {var, con, equ} {var, con, deg, equ}
{deg, g, h, bse} {deg, g, h, bse} {deg, g, h, bse}
(d) (e) (f)

Fig. 6 Variables introduced for branching modules. (a) down-up. (b) down-pending and pending-up(s). (c¢) down-
pending-ups. (d) down-pending-pending and pending-pending-up. (e) pending-pending and pending-pending-pending.
(f) pending-pending-pending-up.

Not all types of variables need to be set for all modules in the MIQCP model. For each arithmetic module,
an equation variable equ is set. For branching modules, what types of variables are set are given in Figure
6. We classify the types of variables introduced into groups and labeled by boxes in different colors. Each
group corresponds to a point in a branching module. Note that some of the points labeled for introducing
variables are the ends of the branching module, but some are extra added at the intermediate position.
For the down-up module, {var,con,deg} variables for the intermediate position are set. For the down-
pending and the pending-up(s) module, basic variable {var,con} and variable quadruple for pending end
{deg, g, h, bse} are set. For the down-pending-up(s) module, {var, con,deg, equ} for the intermediate position,
{deg, g, h, bse} for the pending end, and {deg} for each upstream end are set. For the down-pending-pending
and pending-pending-up modules, {var, con, deg, equ} for the intermediate position, and {deg, g, h, bse}s for
the pending ends are set. For the pending-pending and pending-pending-pending modules, {var, con, equ}
for the intermediate position, and {deg, g, h, bse}s for the pending ends are set. For the pending-pending-
pending-up module, {var, con, deg, equ} for the intermediate position, {deg, g, h, bse} for each pending end are
set.

Figure 7 presents examples of parsing the Griffin, Anemoi, and Ciminion round permutations. For
a permutation algorithm, MDS matrix is surrounded by pending types, and we can easily determine the
upstream and downstream of the S-boxes, Multiplication and G-functions. Based on this, we look for which
module they form. For example, in the Griffin permutation, the top of node 4 is the downstream of the
s-box, the left are nodes 6 and 9 respectively, which are the upstream of the G;, while node 12 is the pending
of the MDS, so it constitutes a down-pending-ups model. The round permutation for Griffin involves 17
points where variable groups are set. The Anemoi round function involves 26 points for a subroutine on
a pair of input branches. The points on parallel subroutines are the same. For Ciminion, the branching
modules of the first round, the middle rounds, and the last round are different, involving 13, 15, and 13
points, respectively.
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5 Constraints on Arithmetic Modules

In this section, we explain how to set constraints for arithmetic modules in the MIQCP model. The
process of building equations is the process of adding variables to the system equSys and consuming the
degrees of freedom they introduce by imposing the arithmetic rules.

5.1 MDS Module

For an MDS module, the input and output are denoted by x = (xg, x1, -+ , X—1) € IF;, and X’ = (X, Xp41,°** ,X2i—1) €
]F;,, and in the arithmetic path we have x’ = Ax + b, where A is an MDS matrix, b is a vector of round
constant. The expressions of the input branches and output branches, and the possible equations built
within the MDS module form an arithmetic equivalence of the transformation.

Mechanism of building equations within an MDS module. The branches related to the MDS module
may be predetermined by external modules, for example, when it is the downstream branch of an NLUP
module. Concentrating on the MDS module, there are t degrees of freedom. Any predetermined ¢ branches
will deduce the other ¢ branches. Once more than # branches are predetermined, say s, to ensure arithmetic
equivalence, (s — ) equations should be added to equSys. Meanwhile, the other (2t — s) branches can be
expressed in multiple ways. To keep a low degree for both the (s — f) equations and the (2f — s) expressions
to be determined, we need to choose t predetermined branches with the lowest degrees to express other
branches, formally defined as the basis of the MDS module.

Definition 3 (Basis of MDS module) A basis of a ~-dimentional MDS module is a set of 7 branches with
the lowest degrees out of the s predetermined branches of the module.

For example, for the MDS module with f = 4 in Figure 8, six branches are predetermined with degrees
3,2, 1,0, 1, and 5 respectively. We select the four branches with the lowest degrees 0, 1, 1, and 2 as a
basis. Then the other four branches can be expressed by the basis. An equation of degree 3 regarding the
0-th branch and an equation of degree 5 regarding the 7-th branch are added. The 4-th and 5-th branches
now get their expression by the basis of the MDS module and will propagate on. Therefore the arithmetic
equivalence is guaranteed in the equSys.

The above mechanism should be expressed by variables and constraints. Wlog, suppose the branches
with indexes i (0 <i < 2t—1) are connected to the MDS module in the r-th round. Recall Section 4.3, the
variables relating to the MDS module include var!, con’, g;, h!, bse!,deg!,0 < i < 2t-1, and equj,,,; associated
to this MDS module.

Constraints. The above variables should abide by the following constraints to reflect the mechanism of
building equations within the MDS module.

o If a variable is introduced, i.e. var! = 1, the branch is determined:

var; =1 =g/ =1,0<i<2t-1.

 If a constant is introduced in the branch, i.e. con! = 1, the branch is determined:
con; =1=g/=1,0<i<2r-1.

e The number of introduced constants around an MDS module is at most ¢:
2t—1

Z con; < t.

i=0

o Basis can only select from determined branches (redundant due to the definition and the binary feature
of hl):
g >bse,0<i<2t-1,

e Definition of hi:
hi =g; —bse,0<i<2t—1.
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me= predetermined (g; = 1)

mm= basis branch (bse; = 1)

mmm expressed by basis (bse; = 0)
] add equation (h; = 1)

) 0 1 2 3
gi 1 1 1 1
deg; 3 2 1 0
bse; 0 1 1 1
h; 1 0 0 0
= = = \

|

I I I
) 4 5 6 7
gi 0 0 1 1
deg; 2 2 1 5
bse; 0 0 1 0
h; 0 0 0 1

Fig. 8 Basis of MDS module

e The basis contains ¢ branches:
2t-1

bse; =t.
=0

e The basis should include the ¢t determined branches with the lowest degrees. In other words, the
degrees of determined branches that are not selected into the basis should be no lower than those in
the basis:

degp = max{bse’; X degi|0 < j <2t —1}

the maximum degree in the basis

h! =1= degp <deg;,0<i<2t-1.

e The sum of degrees of the equations
2t-1

equiyps = Z(hi x deg?)
i=0
 If a branch is not determined, i.e. g = 0, it should be expressed by the basis branches, so the degree
is determined by that of the base:

8 =0=deg; =degp,0<i<2t—1.

Besides, to avoid trivial solutions, when the base degree is zero, the con variables of the basis branch should

be set to 1. This can be ensured by
21
degp =0 = Z con; =t.
i=0
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5.2 t-Addition Module

The t addition module is similar to the MDS module. Any (¢ — 1) branches will determine the other
branches, so the number of branches in a basis is (r—1). We give the details of constraints on the #-addition
module in the Appendix 9.1.

5.3 Non-linear Univariate Polynomial (NLUP) Module

A univariate polynomial operates on a branch. The downstream degree is @ times the upstream degree,
where « is the degree of the univariate polynomial. Suppose the upstream position is with index j and the
downstream position is with index j'. Variables related to a non-linear univariate polynomial module are
var;,con;,deg!,i € {j, j'}, and equy, , p-

Constraints:

o If a constant is at one side of the NLUP module, the other side is a constant:

"=1o con'’, =1.

COI’lJ j

e Regarding the downstream position,

— if a new variable is introduced at the downstream position, an equation will be introduced to
equSys with degree a times the upstream degree:

varl, =1 = equy;p = @ X deg.
— if no variable is introduced, the degree of downstream position is @ times the upstream degree:
{ deg’, = a X deg’,

r p—
equyyp = 0.

var} =0

o Regarding the upstream position, the cases will be covered by constraints for branching modules.

If there are multiple NLUP modules in one round, apply the same rules to all.
5.4 Non-linear Multivariate Polynomial (NLMP) Module

Multivariate polynomials used in AO primitives are simple, so the downstream degree can be determined
easily by the upstream degrees. We instantiate the model for the G; function with degree 2 and the
multiplication (Xx) used in Griffin, and other polynomials can be modeled accordingly. Suppose the

downstream position is with index j, and the upstream positions are with index iy, ij,---. Recall Section
4.3, the variables relating to an NLMP modules include var;,con;, deg;,vari’k ,coni’k ,deg{k,k =0,1,---, and
equlyyp:

Constraints:

e Regarding the downstream position,
— If a variable or a constant is introduced in the downstream position, an equation is introduced:
for G: var’; + con’; 2 1 = equiy; p
=2 max{degfo, deg; L, b

. ' r r
for x: var; + con’; > 1 = equy;yp

= deg{o + degf].

— If no variable nor constant is introduced in the downstream position, the output is expressed by
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the upstream positions:
for G: var; = 0 and con’; = 0

{ deg’. = 2 x max{deg’ ,deg’ ,---},
- bi 10 n
=0.

"
equyrpp

for x: var; =0 and con’; = 0
R deg; = deglfo +deg;,
equy; yp = 0.
e Regarding the upstream position, the cases are covered by constraints on branching modules.

If multiple arithmetic modules exist in one round, apply the same rules to all.

6 Constraints on Branching Modules

Intermediate branching modules connect arithmetic modules. Equations may be constructed within
the branching modules. The arithmetic flow from one end to another end should also be captured by the
constraints. Besides the intermediate branching modules, constraints on the border branches should also
be considered.

If a variable is introduced at an intermediate position, i.e. var = 1, the degrees of this branch’s ends are
1. Similarly, if a constant is set in the position, i.e. con = 1, the degrees of this branch’s ends are 0. As
detailed in this section, the following common constraints in Eq. (6) will be added to all branches.

var =1 = deg =1,
Ceommon(var, con, deg) = (6)
con=1=deg =0.

6.1 Border branch constraints

Constant indicator variables on constrained input branches and constrained output branches should be
set to 1:
Con? = l,con§ =1,

for i,7 that belong to the capacity part and output part respectively.

For other border branches, if it is a branch connecting to a linear module, and no variable or constant
would be introduced at this position in equSys (i.e. var = 0,con = 0), we can ignore it, and the branch
would not participate in the arithmetic flow. This is ensured by constraint

0 - =
var, +con, =0 = gy =0,

R _ —
varf, +eon, =0=g; =0,

for 7/, j' being the indexes of unconstrained border branches that are connected to an MDS module.
For all border branches, common constraints should be added.

Ccommon(varis con;, deg,'),
for i being the border branch indexes.
6.2 Intermediate branch constraints

In the following, we will specify the constraints for all types of branching modules. For each branching
module, the related variables are presented with suffixes u,d, p representing the upstream, downstream,
and pending ends when necessary. Since the cases of introducing a new variable or a constant are already
covered in the common constraints, the specific constraints just need to cover the case that the position is
neither a new variable nor a constant, i.e. var + con = 0. The principle for generating these constraints is
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that for an upstream end, we should associate its degree variable with another end. For pending ends, we
should decide whether it is determined externally, and if so, associate its degree variable with another end.

6.2.1 down-up
Related variables are var, con,deg. Only common constraints in Eq. (6) are needed.
6.2.2 down-pending

Relative variables are var,con, g,deg. Since var + con = 0, this position has an expression from the
arithmetic module connected with the downstream end. From the perspective of the linear arithmetic
module, the pending branch is determined externally.

var+con=0= g =1,
Common(var, con, deg).
6.2.3 pending-up(s)

Relative variables are var, con, g,deg. Since var + con = 0, the position can only be expressed by the
linear arithmetic module connected with the unique pending end. So, from the perspective of the linear
arithmetic module, the pending branch is not externally determined.

var+con=0= g =0,
Common(var, con, deg).
6.2.4 down-pending-ups

Variables related to this module are var, con,deg, equ,deg,, g,,deg;,i = 1,2,--- where i corresponds to
indexes of upstream ends, p stands for pending. When var+con = 0, this position has an expression from the
downstream branch. There may be another expression from the basis of the linear modular connected with
the pending end. We want the upstream branch to take the one with a lower degree. So if the downstream
end was not to determine the pending end (g = 0), an equation would be added to connect the downstream
end and the pending end, so

em0o {degi = min{deg, deg,}.i=1,2, -,
equ = max{deg,deg,}.

Otherwise, if the downstream determines the pending end (g = 1 and thus deg, = deg), this pending end
can be chosen as a basis. The connection between the downstream and the pending ends has already been
ensured inside the linear module. The upstream takes the expression from the downstream end with degree
deg. 1t is possible that the degree of the downstream is larger than that of the basis of the linear module
(which happens when the pending end is not chosen as a basis), so it would be better for the upstream to
take the expression from the pending end. In this case, the model will automatically go to the above case
where g = 0. So we set

deg, = deg,
g=1=1deg;=deg,i=1,2,---,
equ = 0.

Actually, equ = 0 constraint is not necessary as it will be forced automatically. Besides, common constraints
should be added.

Ceommon(var, con, deg),

Ccommon(var, con, degp),

Ccommon(var, con, degi)’ i=1,2,---.
6.2.5 down-pending-pending

Relative variables are g,i,degp1.8p2.degy, var, con,deg,equ. When var + con = 0, there are three cases
where the values of g, and g, are taken differently. The first case is that both pending ends are determined
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by the downstream end. So the degrees of the pending ends are equal to that of the downstream end.
degp = deg,
g1+8&=2=1 degy =deg,
equ = 0.
Though the lefthand condition is also valid when var+con = 1, the common constraints under this condition
are compatible with the righthand constraints.
The second case is that the downstream end determines none of the pending ends, which will be expressed

by the linear modules. In this case, two equations should be added for this branching module to connect
the arithmetic flow. The sum of the equation degrees is the sum of the largest two degrees of the three.

81 +8n=0=
equ = degp + deg,y + deg — min{deg,, degn, deg}.

Note that the lefthand side only happens when var + con = 0.

The third case is that only one of the pending ends is determined, i.e. g, + gy = 1. The determination
can be from the downstream end or the other pending end. In any case, an equation should be added to
connect the arithmetic flow with a degree the largest one of the three branches.

grtgn=1=
deg + degp,1 + deg,, — max{deg,deg,,deg,}
= 2 x min{deg, degp,deg,»},
equ = max{deg, deg,|,degpn}.
Note that the lefthand side only happens when var + con = 0.
Besides, common constraints should be added.
Ceommon(var, con, deg),
Ccommon(var, con, degp),
Ceommon(var, con,deg ).
6.2.6 pending-pending
Variables related to this module are deg,,deg,i,gp1,&p2, var, con,equ. When var + con = 0, constraint

gp1 = 1 means the 1st pending end is determined externally by the linear module connected with the 2nd
pending end, and vice versa. So, at most one is determined.

var +con=0= g, +gmn < 1.

When one is determined and the other is not, the degrees on the two ends are equal, and no equation
is added.

deg,1 = degy,

8p1 T 8,2 = 1 =>{
equ = 0.

When both branches are expressed by the linear module, an equation should be added to connect them.
gp1 +&p2 = 0= equ = max{deg,,degpn}.

Note that deg,; and deg,, will be set in the linear module.
Besides, common constraints should be added.

Ceommon(var, con, degpl ),
Ccommon(var, con, deng)‘
6.2.7 pending-pending-up

When the pending-pending module meets another upstream branch, besides the constraints built for
the pending-pending module, add additional constraints regarding the degree variable deg, of the upstream
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end:
pending-pending module,
deg, = min{deg,, deg 2},
Ceommon(var, con, deg,).
6.2.8 pending-pending-pending
Variables related to this module are deg,1,degpn,degy3, 8p1, 8p2, &p3, var, con, equ. When var + con = 0, at
most two branches are determined externally. So,
var+con=0= gy + g, + g3 < 2.
If one branch determines the other, the computation flow is naturally established, and the degrees of
the three ends are equal.
deg, = deg,, =deg,s,
gpl+gp2+gp3:2:>{ b b P
equ = 0.

If only one branch is determined, the degree of the determined one is the smaller of the other degrees.
To ensure computation flow, one equation needs to be added with the degree being the maximum of the
three.

8p1 T 8p2 T 8p3 = 1=
degp +deg,| +deg,, — max{deg,,deg,deg,3}
=2 x min{deg,, degp, deg 3},
equ = max{deg,i,deg,»,deg3}.

If no branch is determined, two equations need to be added to ensure the computation flow. The sum

of the degrees of the equations is the sum of the two largest degrees.
8p1 T 8p2 t 8p3 =0=
equ = deg, +deg, + deg,3 — min{deg,, deg,», deg,3}.
Besides, common constraints should be added.
Ceommon(var, con, degpl),
Ccomm()n(var, con, degp2)s
Ccommon(vara con, d€8p3)-
6.2.9 pending-pending-pending-up

When the pending-pending-pending module meets another upstream branch, besides the constraints
built for the pending-pending-pending module, add additional constraints regarding the degree variable
deg, of the upstream end:

pending-pending-pending module,
degu = min{degpl ’ degp29 d€gp3}y

Ccommon(var, con, degu)-

This completes the full model of the CICO problem on a given AO primitive.
7 Applications

We build MIQCP model for Griffin, Anemoi, and Ciminion to show the wide applicability of our model.
The first two primitives allow for an under-determined CICO problem, while Ciminion allows only for
the well-determined. The lower bound of the Grébner basis attack complexity given by the designers is
presented in the last line in the results tables, which may be exerted on the degree of regularity (shown in
the second column) or the overall complexity (shown in the third column). The MIQCP models are solved
by Gurobi[40], and the solving time limit is set to 12-hour. The source codes are provided in repository
https://github.com/qiaokexin/Groebner MIQCP.git.


https://github.com/qiaokexin/Groebner_MIQCP.git
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7.1 Application to Griffin

Under-determined CICO. For Griffin [9], to achieve an s-bit security level, the number of branches in
the capacity part is required to be ¢ > [2s/log,(¢)1, and the output should be at least [2s/log,(q)] branches.
For g ~ 2%, 5 = 128 [9, Table 2], it is allowed that ¢ = r = 1, forming an under-determined CICO problem
for all choices of state width ¢ = 3,4,8, 12, 16, 20, 24.

Estimation by designers. The designers of Griffin used two strategies to estimate the lower bound of
the complexity of Grobner basis attack and focus on the attacker’s easiest case where the number of outer
branches in the Sponge construction is 1. The first strategy introduces variables on all output branches in
each round, so there will be two equations with degree @ (the degree of Sbox) and (7 — 2) equations with
degree 3 (due to G;’s and multiplication) for each round function. In this case, the number of variables is
(R + 1), and the degree of regularity used to calculate the overall complexity is reduced to a lower bound
b
round, so the number of variables is (1 + R), and the degree of regularity is reduced to a lower bound
Dfi)t = af. The second strategy’s complexity is higher overall than the first one, so we present the lower
bound of the ﬁE)St strategy in the comparison table. So the complexity lower bound used by the designers

(a/R +1+ tR)

= aR, where R is the number of rounds. The second strategy is to introduce one variable for each

1 +R

Our results. We apply our proposed automatic Gréobner basis attack model to Griffin-r permutation.
We focus on the under-determined CICO problem where one input branch and one output branch are
constrained. The solver can automatically set (¢ — 2) additional constants in the equation system. Such
a setting reflects the advantage of our automatic method to handle the globally under-determined CICO
problem with the potential to reduce overall complexity. The degree of regularity is calculated by Equation
(2). The complexity estimated by our results and the lower bound of complexity estimated by the designers
is shown in Table 1. From the designers’ point of view, it is reasonable to underestimate an attack’s
complexity with a lower bound of the degree of regularity. Even so, for up to 8 rounds, the complexity
estimated by our method without reducing D;, still falls below the underestimated complexity the designers
gave. To test for correctness, we implemented equation systems for 2-round versions and obtained effective
preimages.

The optimal results of 8 branches can be extended to 12, 16, 20, and 24 branches. Since the number
of constants is equal to the number of branches, in order to extend the 8-branch case to 12, 16, 20, or
24 branches without increasing the number of variables or the equation degrees, it is only necessary to
rationalize the additional constants. For example, for the optimal 4-round equation system with 8 variables
suggested by the model shown in Figure 9, to extend it to a 12-branch case with the same number of
variables and equation degrees, 4 constant branches can be added at the left of a constant output branch
of the first MDS layer. This way, the downward propagation does not affect the degree of MDS basis and,
thus, the equation degrees. The sum of equation degrees with 8 variables of 12-branch width case remains
to be 72. Such extension exists for all the other branches.

7.2 Application to Anemoi

Under-determined CICO. Anemoi[10] follows a flat sponge claim. Provided that h > ¢,hlog,q >
2s,clog, g = 2s, a flat sponge claim states that a sponge-based hash function provides cllog, g]/2 bits
of security. A specific instance recommends [log, g1 = 255 for 127-bit security. So, it is allowed that
h =c =1, forming an under-determined CICO problem with state width larger than 2.

Estimation by designers. The equation system is built by introducing variables at every round, so the
number of variables is 2[R, where [ is half the number of state branches, and R is the number of rounds.
The lower bound of the degree of regularity conjectured by the designers is 2/R + k,, where k, is a constant
related to Sbox degree «, and takes k3 = 1,k5 = 2,k7 = 4,k9 =7, and k, = 9 for @ > 11. So the complexity
2IR + Ky + 21R)“’

lower bound used by the designers is ( 2R
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Table 1 Complexity of Grobner basis attack on Griffin-r with Sbox degree @ =5

4 5
ny, Yequ cmp. n, Yequ cmp. n, Yequ cmp. n, Yequ cmp.
2 42 19.64 3 97 3443 4 272 55,51 5 347 70.53
t=3 3 23 2197 4 58  37.59 5 93 5142 6 148 67.35
(R=12) 4 20  25.09 5 43 40.10 6 78  56.1 7 113 70.52
Griffin [9] 7 27 28.49 10 40 43.28 13 53  58.19 16 66 73.17
6 8 9
n, Sequ cmp. n, Yequ cmp. n, Yequ cmp. n, Sequ cmp.
7 227 84.79 8 348 10432 10 278 118.43 11 357 135.70
t=3 8§ 148 8436 9 203 10065 11 203 11750 12 258 13399
(R=12) 9 133 89.46 10 168 103.65 12 188 122.79 13 223 136.90
Griffin [9] 19 79  88.20 22 92 103.26 25 105 118.35 28 118 133.46
r 4 6
n, Yequ cmp. n, Yequ cmp. n, Yequ cmp. n, Yequ cmp. n, Sequ cmp.
2 38 19.07 4 76 40.74 6 122 6397 8 156 85.59 10 186 106.65
t=4 3 19  20.31 5 41 3940 7 71  60.91 9 101 8212 11 131 103.24
(R=11) 4 16 22.43 6 34 41.26 8 60 6291 10 98 87.65 12 128 109.08
Griffin [9] 9 33 32.99 13 49  50.32 17 65 67.78 21 81 85.32 25 97 10291
2 24 16.46 5 35 37.05 7 107 69.40 9 323 11286 11 971 167.68
t=38 3 11 1556 6 28  37.72 8 72 67.29 10 180 105.68 12 504 15747
(R=9) 4 10 16.73 7 28  41.15 9 64  69.79 11 173 11231 13 726 181.77
Griffin [9] 17 57  46.02 25 85 70.45 33 113  95.05 41 141 119.73 49 169 144.46
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Fig. 9 4-round 8-branch Griffin equations construction. The basis, degrees, and where to introduce variables, constants
and equations are labeled.
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Our results. The complexity of Grobner basis attack on Anemoi with Sbox degree @ = 3 is shown in
Table 2. The results are obtained by setting the time limit for solving the MIQCP model to 12-hour and the
dash - in the table indicates that there is no feasible solution for the corresponding variable within the 12-
hour limit. For rounds up to 4, the complexity given by our model is lower than the lower bound estimated
by the designers. We implemented the 2-round equation system suggested by the model shown in Figure
10. Four variables and two constants are set at intermediate positions. The degree of intermediate positions
and the basis branches of MDS modules are labeled. We obtain an effective preimage by constructing four
equations indicated by the meeting arrows in the figure with degrees 2, 4, 4, and 4.

Table 2 Complexity of Grobner basis attack on Anemoi with Sbox degree a = 3

r 1 2 3 4 5
ny Yequ cmp. ny Yequ cmp. ny Yequ cmp. ny, Yequ cmp. ny dequ cmp.
2 4 6.64 4 14 2083 6 31 39.58 11 36 59.34 16 - -
A 3 5 8.64 5 15 24.19 7 25  38.65 12 33 58.06 17 - -
- 4 6 10.26 6 13 23.10 9 21 3785 14 32 59.22 18 42 7829
5 7 11.61 7 14 25.30 10 22 40.25 15 33 61.58 19 - -
Anemoi[10] 4 5 13.95 8 9 29.14 12 13 44.62 16 17 60.24 20 21 7594
2 4 6.64 6 18  29.46 14 - - 20 - -
i 6 3 4 6.64 8 16 29.14 15 - - 21 - -
- 4 5 781 9 17 3114 16 32 60.24 22 - -
5 6 8.78 10 18  33.00 17 - - 23 - -
Anemoi[10] 6 7 21.49 12 13 44.62 18 19  68.08 24 25  91.69

7.3 Application to Ciminion

In Ciminion [4], permutations with the same round permutation p. and pg are applied in a nonce-based
stream-encryption mode. The CICO problem is well-determined, with the constrained input a nonce branch
and the constrained outputs two key stream branches. The designers estimated the complexity of attacking
a weaker scheme by introducing two variables in the input. The lower bound of the degree of regularity is

R+1 . . 2 + 2R+1 ¢ (1+2R+l)2 2R+1
2%+ and the attack complexity is lower bounded by ) > ()Y =227

Our results. The results on well-determined CICO are not very interesting for rounds above 3, so we
relax the problem to an under-determined CICO problem where only the first input branch and the first
output branch are fixed. The complexity of Grobner basis attack on Ciminion is shown in Table 3. The
complexity for solving univariate polynomials is estimated by O(d - log(d) - (log(q) + log(d)) - log(log(d)))
[12, §3.1], where d is the degree of the equation. To test for correctness, we implemented the 7-round
equation system suggested by the model shown in Figure 11. Instead of introducing variables at the input
branches, introducing the two variables in the intermediate positions will reduce the solving complexity.
An equation of degree 12 and an equation of degree 4 are constructed. We obtain an effective preimage by
solving the equation system.

8 Conclusions

We present an automatic tool to obtain the equation system with low solving complexity in Grébner basis
attacks on arithmetization-oriented hash functions. Due to the large scale of the MIQCP model built to
describe the AO primitive (which is a common drawback of automatic cryptanalysis tools), we limited all
experiments to run for at most 12-hour and proved that the overestimated complexity of Grobner basis
attack occurs for about half the full rounds for Griffin. Though the results in Anemoi and Ciminion are
not very interesting in that we only proved the complexity overestimation for a small number of rounds
with limited time, the validity of these AO primitives models shows the wide applicability of the proposed
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Fig. 10 2-round Anemoi equations construction. The basis, degrees, and where to introduce variables, constants and
equations are labeled.

Table 3 Complexity of Grobner basis attack on Ciminion

r 3 4 5 6
ny, Yequ cmp. n, Yequ cmp. n, Yequ cmp. n, Yequ cmp.
2 3 517 1 4 9.04 1 8 11.32 1 16  13.09
f=3 3 4 6.64 2 4 6.64 2 6 8.78 2 10 11.56
- 4 5 7.81 3 5 8.64 3 6 10.26 3 8 12.78
5 6 8.78 4 6 10.26 4 7 12.26 4 8 13.95
Ciminion [4] 2 8 7 2 16 9 2 32 11 2 64 13
r 7 8 9
n, Yequ cmp. n, Yequ cmp. n, Yequ cmp.
1 32 14.64 1 64 16.08 1 - -
f23 2 16 1417 2 28 17.33 2 48 2040
B 3 11 15.56 3 15 18.26 3 24 2233
4 10 16.73 4 13 19.93 4 16  22.43
Ciminion [4] 2 128 15 2 256 17 2 512 19
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r=3

Fig. 11 7-round Ciminion equations construction. The basis, degrees, and where to introduce variables, constants and
equations are labeled.

model. Therefore, with the tool presented in this paper, a more accurate estimation of the security against
Grobner basis attack can be obtained, which contributes to the AO primitives design for advanced protocols
like zero-knowledge proof, homomorphic encryption, and multi-party computation.

The current model focuses on the straightforward Grobner basis attack, involving only the number of
variables and the sum of degrees. Advanced techniques in Grébner basis attack will be taken into account
in the future.
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9 appendix

9.1 Constraints on t-addition module

Suppose the branches with indexes i(0 < i <t — 1) are connected to a t-addition module. The variables
relating to a r-addition modules include var;, con;, g, h, bse;,deg;,0 <i <t -1, and equ. ,,. These variables
should abide by the following constraints to reflect the mechanism of building equations within the #-addition
module.

« If a variable is introduced, i.e. var! = 1, the branch is determined:

var; =1 =g/ =1,0<i<t-1.

 If a constant is introduced in the branch, i.e. con! = 1, the branch is determined:
conj =1=g/=1,0<i<r-1

e The number of introduced constants around a t-addition module is at most ¢ — 1:
t—1

Zconfﬁt—l.

i=0

e Basis can only select from determined branches:

g >bsel,0<i<t—1
(redundant due to definition of 4).

e Definition of hi:
hi = g/ —bse;,0<i<t-1.

1

e The basis contains ¢t — 1 branches:
—1
Z bse; =t—1.
i=0

e The basis should include the t — 1 determined branches with the lowest degrees. In other words, the
degrees of determined branches that are not selected into the basis should be no lower than those in

the basis:
degp = max{bse’; x deg’|0 < j <11}

the maximum degree in the basis

hi =1= degp <deg;,0<i<t—1.

e The sum of degrees of the equations

-1
equ, ., = Z(hf X deg’)
i=0
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