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Abstract. We construct the first blind signature scheme that achieves
all of the following properties simultaneously:

— it is tightly secure under a standard (i.e., non-interactive, non-g-type)

computational assumption,
— it does not require pairings,
— it does not rely on generic, non-black-box techniques (like generic
NIZK proofs).

The third property enables a reasonably efficient solution, and in fact
signatures in our scheme comprise 10 group elements and 29 Z,-elements.
Our scheme starts from a pairing-based non-blind signature scheme (Abe
et al., JoC 2023), and uses recent techniques of Chairattana-Apirom,
Tessaro, and Zhu (CRYPTO 2024) to replace the pairings used in this
scheme with non-interactive zero-knowledge proofs in the random oracle
model. This conversion is not generic or straightforward (also because
the mentioned previous works have converted only significantly simpler
signature schemes), and we are required to improve upon and innovate
existing techniques in several places.
As an interesting side note, and unlike previous works, our techniques only
require a non-programmable random oracle, and our signature scheme
achieves predicate blindness (which means that the user can prove state-
ments about the signed message during the signing process).
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1 Introduction

Blind signatures. Digital signatures allow a designated signer to sign messages
in a way that the resulting signatures can be efliciently verified to be valid (for the
corresponding message and relative to a signer-specific public key). For security,
we require that only the signer can produce valid signatures, using a dedicated
secret key. Digital signatures are one of the core cryptographic building blocks,
and have a rich history with countless applications.

In this work, we are concerned with a variant of digital signatures, “blind
signatures”, in which the signer does not learn the signed message. This require-
ment immediately implies that signature generation must now be an interactive
process that the signer and a user (who wants a particular message signed)



engage in. Originally, blind signatures were proposed as a technical tool to realize
electronic cash [16]. Much later, a systematic investigation of this building block
has started, with generic |42, [24] and direct [55} |13, L0} 53, |30, 29} |26, |32| con-
structions, as well as lower bounds and impossibility results |25 |54} |8]. Most of
these “first-generation” blind signature schemes are however either very inefficient
(e.g., because they rely on non-interactive zero-knowledge (NIZK) proofs for
complex languages), they rely on somewhat nonstandard assumptions (such as
interactive or even “one-more-type” assumptions), or they only offer a limited
form of security (e.g., for a bounded number of issued signatures).

Recent constructions of blind signatures. More recently, a number of efficient
blind signature schemes have been proposed in the “algebraic group model” (AGM,
see [27]), e.g., |44}, |57} |20, |28]. The AGM is a model of computation that lies in
between the standard model and the generic group model (GGM, see |56, |52]),
and it captures a very strong form of knowledge assumption. Another recent line
of work trades (some) efficiency for security under a weaker assumption, and uses
the cut-and-choose paradigm |35l [15] (building on prior works |36} [37, |43, [47]).
Yet another line of work instantiates the generic NIZK-based construction of
Fischlin [24] in algebraic ways (e.g., using lattices |21], pairings [46], or the strong
RSA assumption [45]).

Tight security reductions. The other concept that is important for our work is
the concept of tight security reductions. In cryptography, we are always interested
in security proofs, which for many building blocks (including signatures and blind
signatures) means security reductions. A security reduction argues that a certain
cryptographic scheme S is secure by mapping every (hypothetical) successful
adversary A on that scheme to a successful problem solver, i.e., an algorithm B
that solves an assumed-to-be-hard computational problem P. Then, since P is
assumed to be hard, no successful B, and hence, no successful A4 can exist (and
S is secure).

In typical reductions, however, B will be less effective than A, in the sense
that B success in solving P will be smaller than A’s success in breaking S.
Sometimes, also B’s runtime will be greater than A’s. In both cases, we say that
the reduction is non-tight, since it may now be (quantitatively) easier to break S
than to solve P. If we derive concrete keylength recommendations for a scheme
S from the best known attacks on the underlying problem P, this means that
we may need to increase keylengths to account for a non-tight reduction. This
becomes particularly problematic in cases in which the reduction loss (i.e., degree
of non-tightness) depends on the number of users or uses of the scheme. Indeed,
in such cases, we may end up deploying a scheme (with concrete parameters)
that becomes less and less secure the more popular it becomes.

Conversely, a tight reduction (in which B’s success and runtime are close to A’s)
is preferable and leads to more efficient parameters. Tight reductions have been
studied for many cryptographic building blocks like public-key encryption [9)
40l 7], digital signatures [18| |40, [12], or (interactive or non-interactive) key
exchange |61, |7, [38].



Tightly secure blind signatures. The focus of this paper is a combination of
the two above concepts: a blind signature scheme with a tight security reduction.
Interestingly, there are few known examples of tightly secure blind signatures. Of
course, it is always possible to implement a generic construction of blind signatures
with tightly secure components. For instance, it is possible to implement Fischlin’s
generic construction [24] with a group-based NIZK proof system (such as the
Groth-Sahai proof system [33]) and a tightly secure structure-preserving signature
scheme |2} 31, 41 [3]. This leads to tightly secure blind signatures whose security
relies on standard assumptions, but it requires pairings and is still somewhat
inefficient [

Our goal. In this work, we are interested in a blind signature scheme with the
following two properties:

1. The scheme should be tightly secure under a standard (i.e., non-interactive
and non-¢-type) computational assumption.
2. The scheme should not require pairings.

Additionally, we would like our scheme to be as efficient as possible, both in
signature size and computation times. In particular, we are not interested in
generic constructions, such as the one obtained by implementing Fischlin’s
scheme [24] with generic NIZKs [28].

1.1 Owur Contribution

We achieve our goal by combining two recent technical strategies. The first one,
due to Chairattana-Apirom, Tessaro, and Zhu (CTZ [15]), starts from a blind
signature scheme which uses pairings only for equality tests during verification.
CTZ then replaces these pairing checks with NIZKs. (This is already technically
quite delicate even for simple blind signatures used as a basis, since we cannot
prove statements about a potentially used hash function in zero-knowledge.) The
second strategy is to implement this CTZ strategy with a new (non-blind) tightly
secure signature scheme based on the “adaptive partitioning” method |39, |2].
There are a number of technical obstacles (e.g., achieving blindness “along the
way”), which we will detail in our technical overview below.

The resulting blind signature scheme relies on the Decisional Diffie-Hellman
(DDH) assumption in pairing-free groups, but uses the Fiat-Shamir methodol-
ogy |23] for the implicit NIZKs, and hence its analysis uses the random oracle
model. Interestingly, however, we only require a non-programmable random oracle
for most of our analysis.ﬂ

! For instance, [4] calculate that such a highly optimized blind signature scheme
following from their structure-preserving signatures would have signatures comprised
of 82 group elements.

2 More specifically, our reduction only needs to program the (random) global parameters
of our scheme. Hence, our scheme can be formulated in the common random string
model (with trusted random parameters) with a completely non-programmable
random oracle. Alternatively, the random oracle can be used to generate and program



Table 1: Comparison of Blind Signatures in the ROM secure under standard assumptions

Reference Signature size | Communication size Assumption Advantage Bound
dK22 |21] 100 KB 850 KB DSMR, MLWE, MSIS ' poly(Qar, Q) - €177
BFPV13 [11] 96 B 220 KB T SXDH, CDH 0(Q V) - € (cf. [58]J41])
AJORIS [4] 5.5 KB 1 KB SXDH O(log Qs) - €

5 KB 72 KB
HLW23 [35]* 9 KB 36 KB CDH 0(Qs)
KRS23 |46] BSa| = 447 B 303 B SXDH 0(Q3) -«
KRS23 [46] BSw] . 96 B 2.2 KB DDH, CDH O(Qu) - €
CTZ24 |15 BS;]  27.1 KB 10.6 KB CDH O(Qs) - V/Qu -€
KRW24 [50] 224 B 2.5 KB DDH OQnu) - €
KR24 [49 192 B 603 B DDH O(Qu) - ¢
Our scheme 1.3 KB 2.7 KB DDH O(logQs) - €

‘We provide an overview of blind signatures that achieve full one-more unforgeability proven under standard
assumptions (in the ROM). The first, second and third section depicts schemes based on lattices, pairings and
pairing-free groups, respectively. Above, Qs denotes the number of signing sessions, @z the number of random
oracle queries and e the advantage of the reduction. Note that the size for group based schemes ignores the
reduction loss (i.e., we assume standard groups for security level A = 256). A tight loss is highlighted in green.
(t): Communication of |11] scales linearly with the message size, and is given here for 256 bit messages.

(1): [35] offers tradeoffs between signature and communication sizes.

Our scheme requires 41 (resp. 83) group and Z, elements in signatures (resp.
communication), and the signing process consists of four moves.E| See Table |1{ for
comparisons with other blind signatures proven under standard assumptions in
the ROM. We note that, as the to-be-signed message M is not hashed in our
construction, the user can prove statements over M in the signing process (i.e.,
it achieves predicate blindness [28]).

1.2 Technical Overview

On our use of groups. Our blind signature scheme will be using (pairing-free)
cyclic groups. This is a natural design choice, since the random self-reducibility
of popular computational problems in cyclic groups is a very helpful property
in achieving tight security. There are of course other examples of tightly secure
cryptographic primitives, e.g., in the lattice setting [14]. However, current lattice-
based strategies to achieve blind signatures do not seem particularly amenable to
tight reductions (e.g., [21] use trapdoor sampling, while [5] rely on an interactive,
one-more-type assumption).

First attempt: instantiate Fischlin’s generic approach with tightly
secure primitives. As explained above, it is possible to instantiate Fischlin’s [24]
generic blind signature scheme with tightly secure primitives (i.e., with tightly
secure signatures and NIZK proofs). When trying to find a suitable (standard)
signature scheme as a starting point, we are facing a dilemma, however. Namely,
known (group-based and at least “somewhat efficient”) tightly secure signature
schemes either use pairings (e.g., [2,[31,[3]) or random oracles (e.g., [48, |1]). Using

these parameters as hash values, and we can formulate a parameter-free version of
our scheme in the programmable random oracle model. See Remark
3 We note that concurrent work [49] also achieves constant communication.



pairings violates our goals, and using random oracles does not mesh well with
Fischlin’s approach.ﬁ Hence, we need to choose another strategy.

Second attempt: directly modify an existing scheme. Next, we can revisit
existing pairing-free blind signature schemes, and try to modify them so that
they become tightly secure. We discuss a few representative options:

— The recent scheme of Kastner, Nguyen, and Reichle [45] indeed implements
a suitable variant of Fischlin’s generic approach, but with an RSA-based
signature scheme (that in itself requires neither pairings nor random oracles).
The inherent use of the (strong) RSA assumption, however, makes tight
security proofs very difficult.

— The recent CTZ [15] work in fact offers several pairing-free blind signature
schemes in the random oracle model. Their BS; and BSsy schemes require
an interactive, one-more-type assumption, and it is not clear how to avoid
this interactivity. (Besides, BS; and BSy achieve only a relately weak form
of unforgeability.) At the cost of additional complexity, their BS3 scheme
(which in turn builds upon [35]) achieves stronger unforgeability without
pairings, based on the relatively mild Computational Diffie-Hellman (CDH)
assumption. Their proof, however, suffers from a large reduction loss due
to the use of rewindings (as inherited from the Fiat-Shamir paradigm). Of
course, it seems plausible that, say, a straight-line-extractable NIZK proof
system could avoid this loss. However, both BS3 additionally employs a
seemingly inherent guessing argument inherited from the cut-and-choose
approach of [35].

— Kloofs, Reichle, and Wagner [50] give an improvement of BS3 based on the
pairing-based blind signature in [46]. Their scheme avoids rewindings by not
relying on an explicit extraction of a forged underlying signature. However,
their scheme still suffers from a reduction loss due to its reliance on a
puncturing technique (that in turn requires guessing which unfinished session
corresponds to a particular type of forgery). Also, concurrent work [49] builds
on [50] to improve efficiency, but still relies on the puncturing technique, and
in turn has a noticeable reduction loss.

Conversely, we can of course also try to start with an existing non-blind (but
tightly secure) signature scheme such as the Katz-Wang scheme [48], and attempt
to “add” blindness. However, “adding blindness” is a delicate process in general,
since there must be a way to hide (or “blind”) signatures across messages.

To describe what goes wrong in case of Katz-Wang signatures, recall that this
scheme employs an additional bit b appended randomly to each message before
signing. The reduction will set up things such that for every message m, it can
either sign m||0 or m||1, but not both. This way, every message can be signed for
an adversary A, but with probability 1/2, A’s final forgery is not already known
to the reduction. Hence, the reduction loses only a factor of 2. However, turning

4 In the blind signature scheme from [24], signatures consist of a NIZK proof of
knowledge of a valid signature of the underlying scheme. If the underlying scheme
uses random oracles, this proof becomes problematic.



such a scheme and proof strategy into a blind signature runs into the problem
that the reduction’s ability to generate signatures is now closely tied to the full
message m/||b itself. Since this message is hashed using a random oracle, it seems
difficult to “forget” messages at any point during the reduction.

Our strategy: combine CTZ approach with adaptive partitioning. For
our purposes, we will use certain ideas from CTZ [15| [50], but avoid the use
of cut-and-choose or guessing techniques. Specifically, CTZ’s approach can be
thought of as proceeding in two phases: (1) start with a concrete pairing-based
blind signature scheme that however uses pairings only during verification; (2)
replace the pairings during verification with NIZK proofs of equality of suitable
quadratic equations over the source group of the pairing. Such NIZK proof
systems can be constructed using the Fiat-Shamir paradigm in the random oracle
model.

This high-level strategy requires careful rerandomization steps at several
points. For instance, blindness requires that a signer cannot link the signatures
obtained by the user to a particular blind signing session. To achieve blindness,
we need to be able to “blind” the low-level NIZK proofs for group equalities,
as well as the corresponding proved equations. Fortunately (and as recognized
and used already by [15, 50]), popular Schnorr-based proof systems have the
necessary blindability.

The tightly secure signature of Abe et al. Next, we need to identify a
suitable (pairing-based) blind signature scheme. Our starting point will be the
tightly secure structure-preserving signature scheme of Abe et al. [2]. This scheme
is very modular and structure-preserving, which means that it only relies on
suitably algebraic operations. It uses the “adaptive partitioning” technique, which
results in relatively complex (albeit tight) reductions. More specifically, the
scheme of [2]| has the following properties:

— Signatures consist of an ElGamal-style encryption of the secret key, along
with a “consistency” proof that proves that encrypted values satisfy certain
constraints. The secret contains some redundancy, so that the corresponding
constraints are nontrivial. For instance, one constraint is an OR of two linear
constraints, and the other constraint is a linear one that involves the signed
message (but such that this constraint holds for all messages).

— Verification merely checks the corresponding proofs.

All verification constraints hold initially, but the unforgeability proof carefully
plays with the redundancy in the secret key and sometimes violates (some of)
these constraints. Soundness of the proof systems ensures that the adversary’s
forgery can still be held to the constraints that are not violated. The overall goal
of this procedure is to partially randomize the values encrypted in signatures, so
that finally, every signature is generated by (and the forgery is verified relative to)
a fresh and independently random secret key, generated freshly for each message.
At this point, the linear constraint which involves the signed message can be
used to argue unforgeability based on the one-time security of that key.



Blindly issuing Abe et al. [2]| signatures. Before invoking the CTZ strategy
to achieve pairing-free blind signatures, we first have to turn the scheme of Abe
et al. sketched above into a blind signature scheme. We do not directly follow
Fischlin’s approach [24], since this would lead to signatures that contain nested
NIZK proofs.ﬂ Instead, like many previous works (e.g., |17, |13]), we design a
“blind issuing protocol” between a user U and a signer S that allows U to obtain
a signature o for a message M without revealing it to S. The signature o will
have essentially the same structure as the one from Abe et al.’s scheme, but will
contain additional proof parts that help replace pairing checks during verification.

As a first step in our blind issuing protocol, U will send an encryption cty,
of M to S. (Of course, U cannot send M directly, since this would violate
blindness.) Already here, we deviate from previous works (including CTZ), which
use an additive blinding of M or (usually unconditionally hiding) commitment
instead. Looking ahead, ctj; facilitates extraction of the underlying message
in our unforgeability proof. Then, S issues the group elements comprising the
signature and the proofs required for verification following the CTZ strategy.
As S proves statements over the message M, the proof cannot be computed
in plain (as S does not know M). Instead, we can issue the desired proofs by
homomorphically evaluating the Schnorr-prover over the encryption cty; of M.
As Schnorr-based proofs are linear, a simple linear homomorphic scheme (e.g.,
ElGamal) is sufficient. Finally, the group elements and Schnorr-based proofs are
blinded by U.

To adapt the tight security proof of |2| to our blind signature, we need to
very carefully manage information leaked about signatures and secret keys from
unfinished signing sessions. To explain: one difficulty that previous works (in
particular CTZ) faced, was achieving unforgeability in a setting in which a
malicious user could abort arbitrarily many signing sessions prematurely. The
difficulty that arises here is to prevent such a user from learning “half-finished
signatures” that could help build a full signature. CTZ solved this issue by using
a tailor-made commitment scheme with “special equivocation”. This approach
is not compatible with the security proof of |2], as their argument relies on
knowledge soundness of the Schnorr-based proof. As CTZ’s commitment is only
computationally binding, arguing soundness requires rewinding which leads to a
very loose security bound. Similarly, the strategy of [50, 49| relies on a guessing
argument to randomize aborting sessions which we cannot afford either.

Our solution is to use homomorphic dual-mode commitments, which lets the
user operate on the commitments, while keeping the committed values perfectly
hidden. This ensures that unfinished sessions leak nothing. In its second message,
the signer will send openings of the commitment to the user, and the signatures
include rerandomized openings.

This additional commitment step does not impede the blinding operations of
the user, because we can blind the committed values homomorphically over the

5 Nested proofs are not problematic in the pairing setting, e.g., with Groth-Sahai
proofs [33], but would make our life much harder when converting verification to a
pairing-free setting.



commitments. Combining the above techniques, we obtain our blind signature.
For more details on the security analysis, we refer to the main body.

1.3 Organization of this Paper

In Section |2} we provide the relevant cryptographic definitions (auxiliary pre-
liminaries are given in Supplementary Material . In Section |3 we sketch the
pairing-free signature scheme that underlies our construction. In Section we
provide the concrete protocols of our scheme; followed by the security statements
in Section [3.3] Formal proofs are given in Supplementary Material

We give a concrete instantiation (including a conrete efficiency overview) of
our generic construction in Supplementary Material

2 Preliminaries

Let A € N be the security parameter. We use standard notations for probability,
algorithms and distributionsﬁ Throughout, we assume that any space is efficiently
sampleable. We write A(in4) +— B(inp) for interactive protocols between parties
A and B with input ing and inpg, respectively. Within algorithmic descriptions,
we denote by req C' that the algorithm outputs L if the condition C is false.
When describing games, we denote by abort if C' that the game outputs 0 if
the condition C' is false. Throughout, we denote by G a group of prime order p
with generator G € G. We generally use additive notation for G. Throughout,
group elements G are capital, whereas elements x in N or Z, are lowercase.

Assumptions. Although we assume many properties to hold perfectly for ex-
position, it is straightforward to relax them to be statistical (some even to be
computational).

As is common, the group G should be understood as implicitly being a family
of groups, i.e., G = G, is implicitly parameterized by the security parameter A. We
briefly recall the DL, CDH and (Q-)DDH assumptions and refer to Supplementary
Material @ for formal definitions. Let a, b, c be uniformly random in Z,. The
DL assumption states that given (G, aG) it is hard to compute a. The CDH
assumption states that it is hard given (G,aG,bB) to compute (ab)G. The
DDH assumption states that it is hard to distinguish a real Diffie-Hellman tuple
(G,aG,bB, (ab)@) from a random tuple (G, aG,bB, ¢G). The Q-DDH assumption
states that it is hard to distinguish @) random Diffie-Hellman tuples from random
Q tuples; it tightly reduces to DDH.

Random Oracle Model. By H, we always denote a random oracle. We some-
times leave the domain (usually {0, 1}*) and range (often challenge set CH = Z,)
of a random oracle unspecified when it is clear from the context. We call an
algorithm Qp-bounded, if it makes at most Qp queries to H, where Qy = Qu(A).

5 We use z := v for assignment of value v to z (and = < v if z is updated with value
v), © < A(in) for (probabilistic) algorithms A on input in, and z < D for sampling
from distribution D. (If D is a set, this denotes sampling from D uniformly and
independently at random).



2.1 Blind Signatures
We define the primitive of interest, namely, blind signatures |16].

Definition 1 (Blind Signature Scheme). A blind signature scheme with
message space M in the ROM (with random oracle H) is a quadruple of PPT
algorithms BS = (KeyGen, S, U, Verify) with the following syntax:

— KeyGen(1*): outputs a pair of keys (vk,sk). We assume that sk includes vk
implicitly.

— S(sk) «— U(vk,m): S takes as input a secret key sk. U takes as input a key
vk, a message m € M. Both S and U have access to H. After the execution,
the user U returns a signature o < (S(sk), U(vk,m)) (or L).

— Verify(vk, m, o) is deterministic and takes as input public key vk, message
m € M, and a signature o, and outputs b € {0, 1}.

Due to space constraints, we provide the formal properties of blind signature
schemes in Supplementary Material [C.I] We give a brief inituition of the two
security notions:

Unforgeability. Intuitively, a blind signature scheme should not allow any user
to obtain signatures without interacting with the signer. This is modeled by the
notion of one-more unforgeability, which states that after completing ¢ —1 signing
sessions, an adversary can not output valid signatures on ¢ messages.

Blindness. To protect the privacy of users, blind signatures should satisfy
blindness. Intuitively, blindness states that a malicious signer cannot link signing
interactions to the message-signature pairs. We emphasize that we consider the
malicious signer blindness, i.e., the malicious signer can freely choose the public
key and arbitrarily deviate from the protocol.

2.2 Preimage Relations and Blindable Y-protocols

In this section we define (blindable) X-protocols for a specific type of (linear)
relations.

Linear relations Next, we define NP-relations and X-protocols for NP-relations.
A preimage relation is a special type of NP-relation.

Definition 2 (NP-Relation and Language). Let X be a statement space
and W be a witness space. Let R C X x W be a binary relation. We say that
R is an NP-relation, if there exists a polynomial p such that R can efficiently
be decided and for every (x,w) € R, we have |w| < p(|x|). We denote by
Zr={x€{0,1}* | Jw s.t. (x,w) € R} the language induced by R.

To model preimage relations, we consider a statement x and a pair of functions
(¢, &) such that IJw: ¢y (w) = &(x). That is, the statement x specifies a function
¢« and a target value £(x), and the NP-relation asserts the existence of a preimage.
Usually, the statment has the form x = (z,y), such that ¢5 = ¢, and {(x) = y.



Definition 3 (Linear Preimage Relation). Let
b X XW = COM  and €: X — COM

be efficiently computable functions, where we write ¢ (W) = ¢(x,w) for con-
venience. Define the NP-relation Ry ¢y € X X W associated to the pair (¢,&)
as

Rpe) = {(x,w) € X x W | dx(w) = &(x)}.

We call such an R(4.¢) a preimage relation (for the pair (¢,£)).
Suppose W and COM are Zy-vector spaces, and for every x the map ¢x: W —
COM is Zyp-linear. Then we call Ry ¢) a linear relation for short.

All of our relations in Section [3] will be linear, and thus, there are canonical
Y -protocols (Definition |8) for proving them.

(Canonical) Blindable X-protocols Compared to the usual definition of
Y-protocol, we introduce a Setup (resp. BlindSetup) algorithm, which intuitively
samples the randomness. As a consequence, all other algorithms are deterministic
(given the state), which will be convenient in our protocols and proofs. For
consistency, we use “starred” variables to denote non-blind messages (i.e., variables
which will be sent to or known by the signer).

Definition 4 (Blindable Y-protocol). Let Riy¢) be an linear relation. A
X-protocol for Rg ¢y with commitment space COM, challenge space CH and
response space RESP is a tuple of PPT algorithms ¥ = (Setup, Init, Resp, Verify,
BlindSetup, Blindlnit, BlindChall, BlindChall ™!, BlindResp), where except for Setup

and BlindSetup all algorithms are deterministic. Moreover, we require that

— Setup(1*): outputs a state st.

— Init(st, ¢ ): gz'venﬂ state st and linear map ¢, outputs a first flow message
(i.e., commitment) A € COM.

— Resp(st,y*,w): given a state st, a challenge v* € CH and a witness w,
outputs a third flow message (i.e., response) *

— Verify(x, A*,~v*,{*): given statement x € %r, commitment A*, challenge
~v* € CH, and response C*, outputs a bit b € {0,1}.

— BlindSetup(1*): outputs a state bst.

— BlindInit(bst, x, A*): given state bst, statement x, commitment A*, outputs a
commitment A.

— BlindChall(bst,v*): given state bst and challenge v*, outputs a challenge 7,

— BIindChaIIfl(bst,v): given state bst and challenge v, outputs a challenge v*,

— BlindResp(bst, (*): given state bst and response *, outputs a response ,

We call the tuple (A,~,() the transcript and say that they are valid for x if
Verify(x, A, v, () outputs 1. When the context is clear, we simply say it is valid
and omit x.

7 Conventionally, Init would take as input the entire statement x. In contrast, we need
to be able to generate a commitment even when the target value £(x) is not yet fixed.
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We define the standard notions of correctness, special honest-verifier zero-knowledge,
and (2-)special soundness. We provide the formal definition of special honest-
verifier zero-knowledge in Supplementary Material [C.2] We state correctness
explicitly to include the blind correctness.

Definition 5 (Correctness). Let X be a (blindable) X-protocol for linear
relation R(g ¢y as in Definition [}

— (Perfect) Correctness: For all (x,w) € R, st < Setup(1?), A := Init(st, ¢y ),
v € CH, and ¢ := Resp(st,~), it holds that Verify(x, A,~v,() = 1.

— (Perfect) Blind Correctness: for all (x,w) € R, bst « BlindSetup(1*),
A* € COM, v* € CH, and (* € RESP such that Verify(x, A*,v*,(*) = 1,
it holds that Verify(x, A,v,{) = 1 where A := BlindInit(bst,x, A*), v =
BlindChall(bst,v*) and ¢ := BlindResp(bst, ¢*).

— Bijectivity of BlindChall: for all bst « BlindSetup(1*), the map CH*
BlindChall(bst, CH*) is has inverse CH — BlindChall™* (bst, CH).

Definition 6 ((Transcript) Blindable Y-protocol). Let ¥ be a blindable
X-protocol for linear relation Ry ¢ as in Definition . Let A be a stateful
adversary. The advantage of A against (transcript) blindness is

Exprea(A) ExPigear (A)

(3, w, (A%,77,¢7)) + A1) (3, w, (A%,77,¢%)) + A1)
abort if (x,w) ¢ Rs.¢) abort if (x,w) ¢ Ry.¢)
abort if Verify(x, (A*,7",¢")) =0 abort if Verify(x, (A*,7",¢")) =0
// Blind the transcript // Independent transcript

bst — BlindSetup(1*) st + Setup(1™)

A « BlindlInit(bst, x, A") A < Init(st, ¢x)

v < BlindChall(bst, ") v+ CH

¢ < BlindResp(bst, (*) ¢ + Resp(st, vy, w)

b A(A,7,€) b A(A,7,€)

return b return b

Fig. 1: Blindability experiments.

AdvBIind% (1) := [PH{EXp (M) = 1] — Pr{Expigen(A) = 1| (1)

for the experiments defined in Figure . We say ¥ is (perfectly) blindable if for
any A the two distributions in Figure[1] are identical.

A final property which our protocol require is the translation of a transcript
for one statement x* into another related statement x. Specifically, this will be
used to rerandomize certain ciphertexts CT} in x*.

Definition 7 ((Transcript) Translatable Y-protocol). Let ¥ be a X-protocol
for linear relation R(¢,§) C X xW. LetV be some set and let TransStmt: X x
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VYV — X and TransResp: V x CH x RESP — RESP be efficiently computable
maps such that for any statement x* € 2R, . and any v € V, it holds that
TransStmt(x*,v) € LR, .- We say T is (perfectly) TransStmt-translatable if

EXPfresh EXPirans
(x, w,x", w",v) + A(1") (x, w,x*, w*,v) « A(1%)
abort if (x,w) ¢ R(s.¢) abort if (x,w) ¢ Ry
abort if (x", w") € Ry abort if (x", w") ¢ R(s.¢)
abort if x # TransStmt(x",v) abort if x # TransStmt(x", v)
/| Generate fresh transcript for x /| Translate a fresh transcript for x*
st < Setup(1) st « Setup(1*)
A « Init(st, Px) A <+ Init(st, px=)
v+ CH v+ CH

¢+ Resp(st, vy, w")
¢ < Resp(st,7, w) ¢ := TransResp(v, 7, ¢)
b A(4,7,0) b+ A(A,7,C)
return b return b

Fig. 2: Translatability experiments. In both cases, if (x,w) € Rg,¢) or (x™,w") € R(s¢)
the output is set to L.

there exists an efficiently computable map TransResp such that for any A the two
distributions in Figure[d are identical.

Allowing the adversary to choose v in Definition [7]is much stronger than required
in our proofs, where v will be random. But it simplifies the definition and holds
for our protocols (Definition [8).

Linear XY-protocols Finally, we introduce the canonical X-protocol for a
linear relation R4 ¢y for linear map ¢ [51]. It is well-known that this protocol is
transcript-blindable.

Definition 8 (Canonical blindable Y-protocol). Let ¢, & be as above and R
be the associated linear NP-relation. We define the canonical blindable X'-protocol

Y for R as follows:

— Setup(11): samples randomness st < W, outputs st.

Init(st, ¢« ) outputs A* = ¢ (st).

— Resp(st,v*, w): outputs the response (* = st + v*w.

— Verify(x, A*,v*,(*): outputs 1 iff A* = ¢ (C*) +7v*E(x).

BlindSetup(1*): samples (7', (") + CH x W, outputs bst := (v', ().

— Blindlnit(bst, x, A*): parses (A,~', () :== bst, outputs A .= A*+'&(x)+dx (¢').
BlindChall(bst, v*): outputs v := v* + .

BlindChall ™! (bst, 7): outputs v* ==~ —+'.

— BlindResp(bst, *): outputs ¢ == (* + ('.
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All variables which are superscripted with x are message exchanged in the blinded
protocol; the variables with superscript’ correspond to blinding terms, and finally
the variables without superscript correspond to the blinded transcript.

Lemma 1. The X-protocol in Definition[§ is a perfectly correct, SHVZK, and
blindable.

We give the proof in Supplementary Material

2.3 Non-Interactive Proof Systems

Here, we define (straightline-extractable) (zero-knowledge) non-interactive proof
systems. Our definition is in the common random string (CRS) model combined
with the (programmable) random oracle model. This is for simplicity: As we
consider a common random string, we require no explicit setup algorithm; indeed,
by domain separation, we can always generate the common random string through
the random oracle.

Definition 9 (Non-Interactive Proof System). A non-interactive proof
system I for NP-relation R in the common random string (CRS) model and
random oracle model, is a pair I = (Prove, Ver) of PPT algorithms, which have
access to the CRS crs € {0,1}N) and the random oracle H, where

— Prove! (crs, x, w): generates a proof T given a crs and (x,w) € R.
— VerH(crs,X, 7): verifies proof ™ for statement x given crs and outputs 0 or 1.

We require four properties from a non-interactive proof system: correct-
ness, zero-knowledge, straightline R-extractability, and soundness. Due to space
constraints, we give the formal definitions in Supplementary Material [C-3] Cor-
rectness is straightforward, namely, every honestly generated proof verifies. Zero-
Knowledge is guarantees the existence of a simulator that can produce proofs
for valid statements with a witness (but it can program the CRS and random
oracle). Straightline extractability means that for a given knowledge relation
R there exists an extractor which programs the CRS with a trapdoor. Given a
valid proof for a valid statement x the extractor produces a knowledge witness w
such that (x,w) € R. It is called straightline because no rewinding is necessary.
Finally, we require soundness which states it is infeasible to generate a proof
(that verifies) for any invalid statement.

2.4 Public-Key Encryption

Definition 10 (Public-Key Encryption Scheme). A public-key encryption
(PKE) scheme PKE = (PKE.Gen, PKE.Enc, PKE.Dec) with message space Mgg,
ciphertext space Cre, public key space PKre and randomness space Rge is a tuple
of PPT algorithms defined as follows:

— PKE.Gen(1*): given security parameter 1, outputs a key pair (pk, sk).
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— PKE.Enc(pk,m): given public key pk and message m, outputs a ciphertext ct.
— PKE.Dec(sk, ct): given secret key sk and ciphertext ct, outputs a message m
or L if the decryption fails.

Notation. We use an implicit notation, for messages m = (mq, ..., m,) € Mpye
we write ct = (ct; = PKE.Enc(pk,m;))ie1,... n}-

For conceptual simplicity, we require the public key to be uniformly distributed.

Definition 11 (Uniform Public-Key). A public-key encryption scheme PKE
has a uniform public-key if the following distributions are equal:

{pk | (pk,sk) < PKE.Gen(1*)} = {pk | pk + PKpke} - (2)

Definition 12 ((Perfectly) Linear Encryption). Let PKE be as in Defi-
nition [1(] and suppose that Mgre, Rre, Cre are Z,-vector spaces. We say PKE

has linear encryption, if for each public key pkRE

€ P, the encryption function
RE.Enc(pk®E, ;) :m, p s CT is (Z,-)linear.

Perfect linear encryption entails a number of natural properties, such as
perfect correctness, and additional functionalities:

— Perfect rerandomizability: A rerandomizable encryption scheme RE is
a PKE that also offers a rerandomization algorithm RE.Rerand(kaE7 CT;p)
which outputs a rerandomized ciphertext. Any linear encryption scheme is ran-
domizable via RE.Rerand(kaE, CT;p) = CT+RE.Enc(kaE, 0; p'), where p/
R. Moreover, this rerandomization is perfect and CT — RE.Rera nd(kaE, CT; )
is linear in Crg.

— (Linear) Homomorphic evaluation: A linear homomorphic encryption
scheme LHE is a PKE that offers homomorphic evaluation of Z,-linear func-
tions f: M — M" by an algorithm LHE.EvaI(pkLHE, CT, f) which outputs
ciphertexts encrypting f(m) if CT encrypted m. Moreover, if LHE is reran-
domizable, then by rerandomizing after a homomorphic linear evaluation, the
applied function f is hidden; at most f(m) is leaked. Any linear encryption
scheme allows evaluation of linear functions and is rerandomizable.

In Supplementary Material [C] we provide detailed definitions of the above
mentioned properties and other common notions such as IND-CPA.
For future reference, we note the following.

Remark 1. Let PKE be a linear encryption scheme. Consider the linear rela-

tion Rpke = Rypre erxe for ¢B¥E(w) = PKE.Enc(pk”™E,m;p) and €PKE(x =
(kaKE7 CT)) := CT be a target map, that is

Rexe 1= { (x = (pk™F, CT), w = (m.p)) | €"F(x) = 5 C(w)}  (3)

C (Xpke = PKpke X Cpke) X (Wpke = Mpke X Rpke) (4)

Then Rpk is a linear relation, since #FXE is linear for every choice of x. Moreover,
#PKE only depends on the component kaKE of x. This relation Rpkg will be used
to prove well-formedness of ciphertexts in our blind signature scheme.
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2.5 Commitment Schemes

Definition 13 (Rerandomizable Linearly Homomorphic Dual-Mode
Commitment Scheme). Let Mcom be an commutative group. A commit-
ment scheme with message space Mcom, commitment space Ccom, parameter
space PPcom and randomness space Rcom s a tuple of algorithmsﬁ COM =
(COM.Setup, COM.Commit) defined as follows:

— COM.Setup(1*, mode): given security parameter A and mode mode € {bind, hide},
outputs parameters pp.

— COM.Commit(pp, m; s): given parameters pp € PPcom and message m € M
(and commitment randomness s € Rcom), outputs a commitment CM.

— COM.Eval(pp, CM, f): given parameters pp € PPcom, commitment CM =
COM.Commit(pp,m;s), and linear function f : Mcom — Mg for any
n € N, outputs new commitments CM’ to the plaintests f(m) € MZoy-

— COM.Rerand(pp, CM; s'): given parameters pp € PPcom, commitment CM =
COM.Commit(pp, m; s), and randomness s’ € Rcom, outputs a fresh commit-
ment CM’ to the same message m.

— COM.RandEval(pp,m, s, f): given parameters pp € PPcom, message m € M,
randomness s € Rcom, linear function f: Mcom X Rcom — Mom for
any n € N, outputs the randomness s of the homomorphically evaluated
commitment.

— COM.RandRerand(pp,m, s, s'): given parameters pp € PPcom, message m €
M, randomness s, s’ € Rcom, outputs the randomness § of the rerandomized
commitment.

Notation. We use an implicit notation for commitments for multiple mes-
sages. That is, for messages m = (my,...,my) € MZou We write ct = (ct; =
COM‘Commit(pp7mi))ie{l,...,n}-

For conceptual simplicity we require the following properties from an com-
mitment scheme.

Definition 14 (Linear Commitment). Let Com be as in Definition [15 and
suppose that Mge, Rre, Cre are Zy,-vector spaces. We say Com is a linear
commitment scheme, if for each parameter pp € PP the commitment function
COM.Commit(pp, -, - ) : m,s — CM is linear.

As with PKEs, given a linear commitment function, there are natural notions
of COM.Eval, COM.RandEval, and COM.Rerand, COM.RandRerand. (Indeed, the
only difference is that we handle message and randomness in separate algorithms,
as this is required in our blind signature.) Moreover, similar to PKEs, we can see
that the linear relation Rcom = Rycom ¢com

Reom = {(x = (pp, CM), w = (m, s)) | £“M(x) = ¢SOM(w)} (5)

8 We omit the typical “open” algorithm, because we don’t need it in our construction.
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Table 2: Extract of common protocol notation.
Com/Ctxt ;| Values ;| Rand | Scheme : Parameters/Keys/CRS

CMX; zi 5 COMx pp* = H%,(0)
CMT; ct; S COM7 pp' = H1,(0)
CMA; A; ti COMt

CT; Z; pi RE pk™& = HEF(0)
ct M r LHE pk-HE

vk x; € Zp BS (D1, D2, D3) = H¥"(0)

The last row is irregular. It contains signature (secret) key and the
public (non-)DDH parameters.

where ¢SOM(w) = COM.Commit(pp,m;s) and £°M(x = (pp,CM)) := CM, is
linear for any linear commitment scheme.

For our construction we need several (fairly standard) properties: perfect
hiding, perfect binding and rerandomization indistinguishability, uniform param-
eters, and parameter indistinguishability; listed in Supplementary Material [C.5}
We state unpredictability explicitly here, because it is used in Theorem

Definition 15 (J-Unpredictability). A commitment scheme COM is §-unpredictable,
if for all pp € PPcom, all m € Mcom, and all CM € Ccom, we have that
Pr[COM.Commit(pp, m; s) = CM] < §(X), with randomness is over s <— Rcom-

3 Tight Signatures a la [2]

In this section, we define all primitives that are used in the construction of our
blind signature scheme. We follow the conventions for group and group element
notation in Section [2} in particular, G is a group of prime order p with generator
G and group elements are denoted by capital letters. As noted in Section [2]
we implicitly assume that an encryption/commitment scheme can be used to
encrypt/commit to a vector of messages.

3.1 Primitives and Notation
We require following primitives:

— Let COMx (resp. COMT) be a commitment scheme (Definition with
message space Mcowmy = Z;, (resp. Mcom, = G) and public parameters pp*
(resp. pp"). We use s; (resp. t;) for commitment randomness for COMy (resp.
COMT).

— Let RE (resp. LHE) be a rerandomizable encryption scheme (resp. linearly
homomorphic encryption scheme) (Deﬁnition with message space Mgg =
Muue = G and public key pkRE (resp. pkt ). We use §; for commitment
randomness for COMx.

— In Table 2] we overview some frequent notation.

16



Linear Maps for Y-protocols Now, we define the linear X-protocols for our
protocol, which are derived from the (linear) verification maps ¢“OMx, »“OMr
and ¢RE be the maps associated with COMy, COMt and RE, respectively. Let
CH = Z, be the common challenge space for all X-protocols.

For convenience, we define following shorthands for (partial) statements and
witnesses, where i € {0,1,2}:

xcmx; = (pp), CMX;) wemx; = (%4, 8i) (6)
xRe; = (pki, CT;) WREe,i = (Zi, pi)
xdh = (G, D1, D2, D3) Wah € Zp

Next, we define the linear relation for X-protocols. For linear relation Ry =
R(¢0,¢0), we define the statement witness pairs and the function pair (¢°,£9) as
follows:

X0 = (XcMxo» XcMxy s XRE,0) = ((PPas CMXo), (ppY, CMXy), (pkiE, CTo))

Wo = (WCMXO y WCMXy 5 WRE,O) = ((1‘0, ‘§O)a (Ila 31)7 (ZOa PO)) (7)
QS%gMEE (Wemx, ) CMX,
0 | P (Wemx,) L CMX | o
<o (Wo) == 0 = =" (x
o( 0) gREE,O (WRE,O) CTQ ( 0)
220G + 1M — Z 0

Relation Ry states that there are scalars xg,z; and commitment randomness
50, 81 for CMXg, CMX, respectively (and under respective public parameters) so
that CTg encrypts Zg = 2oG + 1 M. Note that for z1 = 0, this means Zy = x(G.
Here and in the following, we leave the (co)domain of functions implicitly specified
by the types of the statement and witness. Moreover, here and in the following,
it is clear that ¢;10 is a linear (as a composition of linear maps).

The second relation Ry = Ry1 ¢1 states that CTg and CT; encrypt the same
message Zy = Z. It is defined by

X1 = (XRE,0,XRE,1) = ((pkgEv CTo), (kaE’ CTo)) (8)
w1 = (WRE,0, Wre,1) = ((Zo, po), (Z1, p1))
RE o (WRE0) CTo
(Z)qu (w1) = 3‘35511 (WRE,1) = CTy | = gl(xl)
Zo — 7y 0

The next relation Ry = Ry2 ¢2 states that CMX, commits to the dlog encrypted
in CTy, i.e. x2G = Z5. It is defined by

% = (Xemx,,» XRE2) = ((PP3, CMX2), (pky—, CT5)) (9)
Wo = (WCOMX,27WRE,2) = ((1527@2), (Zz7p2))
Do (Wemx, ) CMXy
0%, (wa) = | ¢RE (wre ) = CTy | = &*(x2)
22G — Zo 0



Our last relation is the DDH relation Rgp = Ryan gan

Xdh = (G, D1, D2,D3)  Wan € Zy (10)

dh _ [ wanG v D2\ . .dn
Xdh (Wdh) T (Wth1> - <D3> _ 5 (th)

Finally, we write ¥; for the canonical X-protocol for relations R; (i € {0,1,2,dh}).

Translatability. To achieve blindness, the user must rerandomize the ciphertexts
CT; in XRei = (ppX,CT}) and adapt the X-protocol responses suitably (for
i € {0,1,2}). For this, we define translations TransStmt; as

TransStmto (x5 = (XcMxo» XCMX, > XRE 0 M), pp) = (XcMxo» XcMx, » XRE0 , M)
TransStmt: (x] = ( Xge,0,Xre,1 ), (00:£1)) = (XRE0,XRE1 )
TransStmta (x5 = (XcMx,, XRE2 )s p5) == (XCMx,» XRE2 )
where, for i € {0, 1,2}, we let
CT; == RE.Rerand(pk™€, CT?;p}) in  xgre; = (pp),CTy).

Lemma 2. For each i € {0,1,2} the canonical X-protocol ¥; from Deﬁm’tion@
for the relation R; is TransStmt;-translatable.

The proof is included in Supplementary Material

Functions for Homomorphic Evaluation Within our protocol, the user and
signer evaluate some functions homomorphically on ciphertexts or commitments.
To reduce the syntactic overhead, we define these functions here. The function

InitZero: M + Af = ¥.Init(sto, ¢°

(xemxq Xemxy Xge 00 M)

(11)

allows to compute the Y-commitment Af for the first relation Ry from the
message M. At the time of (homomorphic) evaluation of InitZero the values
sto € Wh, Xcmx, € Xcomy, Xcmx, € Xcomy, XEE,O € AXge are known to the signer
who hardcodes them into InitBlind. Note also, that the function InitZero is linear
in the message M. In our protocol, the user will encrypt M in cty; and the signer
evaluates InitZero on cty; to obtain an encryption of Af. This ensures that the
user can obtain Aj without revealing the message M to the signer.
In our protocol, the user initially obtains commitments CMT to the ciphertexts
CT}. The user then homomorphically computes the function

RandCT,: CT} ~ CT, := RE.Rerand(pk"E, CT} ; p}) . (12)
to obtain the rerandomized ciphertexts CT; that are ultimately included in the sig-
nature. Analogously to the first function, the user knows the values pkRE € PKre
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and p; € Rge hardcoded in RandCT;. Because RE is linearly rerandomizable, the
function RandCT; is linear in the ciphertext CT;.

Finally, the signature contains blinded (and translated) transcripts of our X-protocols.
For blindness of our signature scheme the user homomorphically computes com-
mitments to the blinded Y-commitments A; by applying the functions

InitBlind; : IN} — A; := ¥, Blindlnit(bst;, x7 , A?), (13)
to its commitments CMT; where
IN; = CT;, INT = (CT3,CT3), IN;=CTs

and x} are as before, and in particular contain IN;. Again, the user hardcodes
the values bst; € CH; x W;, Af € COM,; and xcmx, = (ppX, CMX;) respectively
into InitBlind;. Note here that the user obtains the values A] and Aj directly
from the signer, but it decrypts the ciphertext ctj to obtain the value Aj.

Non-Interactive Proof Systems We require non-interactive proofs (Defini-
tion E[) for two relations. The first relation is

Act = LHE.Enc(pkLHE, M;ryp)
(14)

Ry = {(x = (pk"ME, ct), w = (sk™"E M, rar)) ‘ (pk"HE, sk"HE) € LHE.Gen(l)‘)}

Rar = {(x = (pk""E ct), w = M) ’ Jw = (sk™E M, rp) 1 (x,w) € RM} (15)

where the correctness relation Ry, asserts that the user’s LHE public key pk-HE
and encryption of M are honestly generated. Moreover, we require straightline
extractability of M through the knowledge relation Raz. We let My, w.r.t. random
oracle Hp; be a NIPS for the above.

The second relation for which we require non-interactive proofs is

CT; = RE.Enc(pk}E, 20G; p3)
X CMX 0 g2 ¥057 o
x = ((kaEpng). 0 ) CT? = RE.Enc(pkRE, 20G; p})
w = ((0)ici0 12 f{ofgl’;} CT; = RE.Enc(pks©, 0; p3)
Pi)ie{0.1,2}, %0, %0 CMXo = COMy.Commit(ppy, zo; 50)
(16)

Rer =

where the (correctness and soundness) relation Rt asserts an honest generation
of the ciphertext CT which is in particular consistent with CMX,. We let MNct
w.r.t. random oracle Hct be a NIPS for the above.

3.2 Construction

We generate several parameters as evaluations of hash functions. For i € {0, 1, 2},
let pp} = H');,(p(z')7 pp' = HIP(O), (D1, Do, D3) == H%"(0) and pk?E = HEkE(i).
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Also, let crsct == HSI(0) and crsy := H2L(0). We assume that these parame-
ters are (implicitly) computed by signer, user and verifier during signing and

verification.

High-level description. As our construction is involved, let us give a brief
description and provide some intuition. Roughly, the goal of the protocol is
that the user obtains ciphertexts CT; together with Fiat-Shamir compiled proofs
(7o, man) and (71, o) for disjunctive relations RgURgy, and Ry URg (cf. Section,
respectively, where the commitments CMX; are fixed in the verification key vk.
Except for some minor modifications explained below, the signature consists
of ciphertexts (CTg,CTy,CTs) and proofs (mg, 7gn), (71, 72). This is also the
conceptual structure of signatures in [2|. The aforementioned modifications are
required for blindness and a tight proof of one-more unforgeability.

Generally, we follow the convention that values that are sent during the
signing protocol are marked with *. Non-marked values are often randomized and
part of the final signature or fixed by the verification key vk or random oracles.

KeyGen. The signer samples z¢ < Z, and sets £; = z2 = 0. It commits to z;
in CMX; = COMyx.Commit(pp¥, z;; §;) for some random §;. The verification key
is vk = (CMXg, CMX;, CMX3) and the signing key is sk = (24, 5i)ic{0,1,2}-
Signing Protocol. The signing protocol proceeds in four moves.

1st message (U — S). On input of verification key vk and message M, the
user samples fresh keys (pk""&, sk""F) « LHE.Gen(1*) for LHE and computes a
ciphertext ctys + LHE.Enc(pkLHE,M) to M. The user then computes a proof
mar via My that certifies honest setup of pkLHE and ctp;. Then, the user outputs

LHE
smsg; = (pk~ -, ctar, Tar).

2nd message (S — U). On input of signing key sk and smsg; = (pk""E, ctyy,
), the signer checks that the proof m, verifies and aborts otherwise.
If the check succeeds, the signer prepares ciphertexts CT; to Z; = z;G with
z0 = Tg,21 = g and zo = 0. It also prepares the first flow for an interactive
X-protocol proof via X;.Init. This interactive proof is blinded and compiled via
Fiat-Shamir by the user to a non-interactive proof. More specifically, the signer
proves that the disjunctive relations

LU()G + l’lM = ZO \% d2D1 = D3, (RO U Rdh)
Zo == Z1 \Y .TQG = ZQ, (R1 @] RQ)

hold, where x; are the values committed in vk. For this, the signer runs the
OR-compilation of X-protocols (o, Xgn) and (X1, %3) as in [19] (i.e., via additive
secret sharing of the challenge and the HVZK simulator). Concretely, the first
flow contains honestly computed A; and simulated A}, .

As relation Ry contains message M which is not known to the signer, the first
flow A§ of ¥ is computed homomorphically by evaluating InitZero on ctps. The
signer obtains a ciphertext ctj which encrypts Ag.
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For technical reasons, the signer cannot reveal CT} to the user immediately, so it
commits to CT; in CMT; via the dual-mode commitment COMt instead. The
signer outputs

smsg, = (cty, (CMT:)ie{O,lz}aATaA;,AZh)-

3rd message (U — S). On input of smsg, = (ctj, (CMT;);cq0,1,2}, AT, A3,
A3,), the user recovers its state and decrypts ct§ via sk"HE to obtain AF. To
ensure blindness later, the user performs several randomization steps:

1. The user randomizes both the ciphertexts CT; committed in CMT; homo-
morphically and the commitments itself to obtain CMT,. Note if the signer
is honest[’] then CMT; is distributed like a fresh commitment to CT; which is
a fresh encryption to z;G.

2. The user blinds the X-protocol commitments A} and Ag, via BlindInit. For
A% the function Blindlnit expects CT; in plain as input (which is not known
by the user at this point), hence the user evaluates BlindInit homomorphically
over the commitments CMT} to CT; to obtain commitments (EK/I/AZ to blinded
A;. -

3. The user randomizes the commitments CMA; to obtain commitments CMA;
to Az

Then, to compile the X-protocols via Fiat-Shamir, the user hashes (via HSH
and H{™) the first flow and statements (or commitments thereof if not available

in plain) to obtain two challenges 0y gn and d; 2. Namely, it queries challenges
8y == HE™ (HIN,) for b € {0,1} where

HINg := ((ppX, CMXy)ic 0.1}, (Pki-s CMTg), M, CMAg, X, Adn)

(a7)
HIN, := ((pp%, CMX2), (PkRE, CMT,)ic (0,121, (CMA)ic(0.1.2))

The user prepares these challenges for blinding via BlindChall™' to obtain
(60.4ns 91,2) and outputs

smsgg == (6S,dh ) 5T,Q> .

4th message (S — U). On input of smsgs = (J3 4y, 07 2), the signer parses
its state and computes the X-protocol responses ((, (1, (5, ¢J,) via appropriate
Witnesseslﬂ for challenges (v,74,) and (77,7s) which are additive sharings of
6§7dh and 07 5, respectively. Finally, the signer outputs

sSmsg, = ((V;’k’ Cz*v CT:’ sz)iG{O,I,Q}v ’Yth C;h’ ﬂ-éT)a

where 7¢1 is a proof computed via Mt which certifies that ciphertexts CT; are
setup honestly, and s} is an opening for CMT7.

9 Roughly, this is ensured by interactive execution of the X-protocols and appropriate
NIZKs and verified by the user in Us.

10 As the Yq4, transcript is simulated, the response (J, is the simulated response that
was created when HVZK was invoked.
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S1(sk,smsg;) Sa(sk, smsgs)

1: parse smsg, == (pk""E, ctar, mar) 1: parse smsgy := (30 dn, 07 2)
2. Xp = (pkLHE7 Ct;u) 2: / Setup ZK challenges for OR proof
3: req My Ver™ (crspr,xar, ma) = 1 30 9 = 00.dh — Ven
// Setup the ciphertexts CT} 4: ’y; «— CH; 'yf = 5?2 — 'y;
4: zo:i=T0;21 :=To;22 =0 /,7 Compose witnesses for (non-blind) statements

5: forie€ {0,1,2} do

5

wg = (%o, 50), (21, 31), (20G, p7))

6: gl Ree 6: wii= (206, p0), (G p])
7 CT; == RE.Enc(pkE, 2:G; p}) 7 ws = ((x2,352), (22G, p3))

// Setup the commitments CMT} to CT} // Compute (non-blind) ZK responses
8: forie {0,1,2} do s: forie€ {0,1,2} do
9: s; < Rcom 9: (i = ¥i.Resp(sti, i, w;)
10 : CMT] = COMT.Commit(ppT, CT;; &:) /| Prove that CT} is setup honestly

/| Compute first message of X-protocols for ¢;; , ¢§3 10: wer = ((p7)ieqo,1,2}+ Zos 80)
11 xt = (pkRE, €Ty, pkBE, CTY) 110 xtr = (ppy, CMXo, (pKES, CT)icqo.1,21)
12: x5 = (pps, CMXa, pk5E, CT3) 12: wér < MNer.Prove™T (erser, xér, wér)
13: for i€ {0,1,2} do st; + ¥;.Setup(1*) 130 smsg, = ((77, ¢, CT7, 87 )iefo,1,23> Yans Cdn, TET)
14: for i € {1,2} do A] = %, Init(st,, ¢>;:) 14: return smsg,

//// Simulate X-protocol for ¢gpn
15: gy < CH
161 xgn == (G, D1, D2, D3)
175 (Adn, Cdh) < Zan-Sim(xah, Ydn)
// Compute Aj homomorphically (cf. Eq. )
18: cto := LHE.Eval(pk""€, ctas, InitZero)
190 o ¢ Rimm(initzero)
20: ctj := LHE.Rerand(pk™", cto, 7o)
21: return smsg, = (ctg, (CMT; )icqo,1,2}, AT, A3, Adn)

Fig. 3: The signer algorithms for our blind signature scheme. We assume that the signer
is stateful and but omit its state for conciseness.

Signature derivation. Finally, the user derives its signature as follows. It
parses smsg, as above, and verifies the proof wn¢; and that the X-protocol
transcripts are valid via Verify. If either check fails, the user aborts. Else, the
user recomputes CT; from CT; and openings s; and ¢; for CMT; and CMA; via
s7. This is possible via RandEval and RandRerand, as the user knows the random
coins that were used to randomize (homomorphically). Finally, it also recovers
A7 in plain by reevaluating BlindInit with CT; and blinds the challenges and
responses via BlindChall and BlindResp, and outputs

o= ((CTy, mi, 84, ti)icf0,1,2}> Tdh)>

where m; and mq, are the blinded X-protocol transcripts.

Verification. To verify a signature o, the verifier parses ¢ as above. Then, it
recomputes the commitments CMT; and CMA; via s; and t;, respectively. It
outputs 1 iff the proofs 7; pass verification via Verify, and 7o + van = HS™ (HINg)
and 71 + 92 = H{®(HINy). Here, HINy and HIN; are as in Eq.

A formal description is given below. We note here that, since an encryption of
the to-be-signed message M is sent to the signer, it is efficiently possible to prove
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statements over M in zero-knowledge. In the terminology of |28], we achieve
predicate blindness.

BS: Pairing-free blind signature based on [2]

— KeyGen(1%):
1. Sample zg < Z, and 3; +— Rcom, set 1 = x3 = 0,
2. For i € {0,1,2}, set CMX; := COMyx.Commit(pp}, z;; §;).
3. Output vk := (CMXy, CMX;, CMX5) and sk := (xq, x1, 22, §1, $2, §3).
— S(sk) <— U(vk, M): Proceeds in 4 moves and is given in Figures[3|and [4]
We assume that each signing session is implicitly identified by a session
identifier and that user and signer keep appropriate states.
— Verify(vk, M, 0):
1. Parse o := ((CTl,m,si, )26{0 1,2} Tdh)-

Set x0 = ((pp, CMXo), (pp é CM><1> (pkiE, CTo), M).
Set x7 == ((pk0E7CTO) (pk T1)).

Set x5 = ((pp3, CMXs), (Pk2 ,CTz))~

Set Xdh ‘= (G D17D27D3)

Parse m; = (A;,7:,¢) for i € {0,1,2}.
Parse mqp = (Adh, Ydh, Cdn)-

Set CMT; := COMt.Commit(pp", CT;,s;) for i € {0,1,2}.

9. Set CMA; := COM+.Commit(pp', A;,t;) for i € {0,1,2}.
10. Set HINg == ((pp}, CMX;)ie0,1}+ (PkgEaCMTO),M,CMAdeh,Adh)
11. Set HIN; == ((pp3, CMXy), (Pk$E7CMTi)ie{o,1,2}7 (CMA))ic10,1,2})
12. Check that

PN O

0 +7an = HGE(HING) A 71 + 72 = HE(HINy)
13. Check for i € {0,1,2} that
Zi.Verify(xi, Ai, Yis Cz) =1 A Zdh.Verify(xdh, Adha Ydh th) =

14. Output 1 iff the above checks pass.

3.3 Security Analysis

Theorem 1 (Blindness). For any PPT adversary A there exist reductions
with running time roughly that of A, such that for sufficiently large X
AdvBIind%’ (1) /2 < AdvDDH® () + 3 - g n™ (A) + qe ™ ()
+2(Quen + Quen) - dcomr (A) + 2AdvSnd"™T (X, Qpic)
+ AdvZK"T (X, Que, ) + AdvINDCPAMHE (L)
+ 3 - AdvParamIND“OMx(\)
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where dcomy (A) is the unpredictabilit

on the number of resp. oracle calls made by A, and €

(statistical) distance of COM<’s (resp

y of COM~, QHCT7QH8H7QH?H are bounds
(resp. €™ ) is the

COMy
f hide ¢
. COMx ’s) parameters from uniform.

Us(vk, M, smsg,)

Ui (vk, M)
1: (pk"™E sk'ME) « LHE.Gen(1%)
2: ra o Rine
3: ctar == LHE.Enc(pk*"&, M;7ar)
4: xp = (PkLHE,CtM):\WM = (SkLHE,]W, rar)
/| Prove that ctas was setup honestly
5: MM I'IM.ProveH’” (CrSM.,XM,WVM)
6: return smsg, = (pk""%, ctar, mar)
Uz(vk, M, smsg,)
1: parse smsg, = (cto, (CMT)icqo0,1,2), A1, A3, Adn)
// Randomize CT} to CT; homomorphically (cf. Eq. )
2: forie{0,1,2} do
3: pi < Rre // Implicit parameter for RandCT;
1:  CMT; := COMr.Eval(pp", CMT}, RandCT;)
s; < Recomy
5: CMT,; == COMT.Rerand(ppT,Cfl\\/ﬁ',;s;)
6: Aj = LHE.Dec(sk""® cty)
// Blind A} homomorphically via InitBlind (cf. Eq. )
7: CINg == CMTg;
8: CINj := (CMT;, CMT});
9: CIN3 :=CMT;
10: forie {0,1,2} do
,/f/ Implicit parameter for InitBlind;
11 bst; + ¥;.BlindSetup(1*)
12: (ml = COMTEvaI(ppT, CIN;, InitBlind;)
13 t; < Rcomy
14 CMA, := COMr.Rerand(pp’, Cfl\\/ﬁ-\,; t;)
15: xqn = (G, D1, D2, D3)
// Blind ZK commitment A}, in plain
16 :  bstgh < Zdh.Setup(l*)
17:  Agh Zdh.BIindInit(bstdh,xdh, A:h)
/| Prepare challenges for blinding
181 HINg := ((pp}, CMX:)ieq0,13+ (Pky', CMTo), M,
CMA, <dh, Adn)
190 o = HG 7 (HINo)
20 8o,an == o.BlindChall ™" (bsto, do,an)
21: 63 an = Zan.BlindChall ™" (bstan, d0,an)
22: HIN; = ((pp}, CMXz), (pkFE, CMT:)sc 101,21
(CMA)ic(0,1,2})
231 &1, = H™(HINy)
24: 819 = ¥;.BlindChall™ (bsty, 01 2)
25: 8} = T2.BlindChall™ " (bstz, 1,2)
26: return smsgy = (80 dn, 07 ,2)

1: parse smsg, = ((%*-,C:~,CvaSf)ie{m.z}y’ﬁh»@mWET)
2: req Yo +Yah = Ooan AV + 72 =012
31 x¢r = (ppy, CMXo, (PKE®, CTi)ieq0,1,2)
1: req Mcr.Ver™ (crser, xér, mer) = 1
/| Check transcripts and commitments
5: forie{0,1,2} do
6: req CMT; = COMr.Commit(pp',CT},s})
7: req X;.Verify(x;, A7,v/,¢) =1
8: req Tan-Verify(sdn, Adn, Yans Can) = 1
9: / Recompute homomorphically computed values in plain
10: forie {0,1,2} do
11:  CT, == RE.Rerand(pk"E, CT}, o)
12 ING = CTg;
13: INT == (CTg,CTY);
14: IN3 :=CT5
15: for i€ {0,1,2} do
16: A = InitBlind; (IN?)
17 vi = L;.BlindChall(bst;,~; )
18: = ¥,.BlindResp(bst;, (})
190 7dn = Lan.BlindChall(bstan, van)
20 :  Cah = Tan.BlindResp(bstan, (i)
21: // Translate the received ZK responses to blinded statements
22:  paramsTS, = pp;
23: paramsTS, = (py, p1);
24: paramsTS, = p)
25: for i e {0,1,2} do
26 : Go= TransRespWaramsT& (4, a)
/| Compose ZK transcripts

27 Tdh = (Adh<,"[’dh,<dh)
28: for i€ {0,1,2} do
29 @ i = (Ai,7i, Ci)

// Recompute the commitment randomness
30: & = COMy.RandEval(pp',CT;, s}, RandCT;)
31 s; = COMr.RandRerand(pp", CT, 5;, 5})
32 = COMTRadevaI(ppT,CTz,si7 InitBlind;)
33: ;= COMy.RandRerand(pp', A;, 1;, t})
34: return o = ((CTy, 7, i, ti)ie{0,1,2}, Tdh)

Fig. 4: The user algorithms for our blind signature scheme. We assume that the signer

is stateful and but omit its state for con

ciseness.
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Proof (Sketch). We give a very brief proof sketch. A full proof is given in
Supplementary Material [D-3] At a high level, we prove blindness by decoupling
the interaction of the signing session from the final signature through a number
of game hops. The main steps are:

— Make all statements (trivially) true: We switch xq, to a DDH tuple and
set up pp* in hiding mode. Together with the proof mér this ensures that all
statements x{,x7, x5, x}, possess a witness.

— Program the random oracle: We pick 43 4, 07 5 and pick +; ahead of time,
and retroactively program the random oracle. After this change, the user’s
entire computation in Uy can be postponed to Us. In particular, at this point
the signer has revealed the (previously partially committed) transcripts of
all ¥; in the plain (for i € {0,1,2,dh}).

— Switch to SHVZK simulation of transcripts: By transcript blindness,
translatability, and SHVZK of ¥;, we can compute an accepting transcript
for x; through simulation. The view of the adversary is unchanged. (These
steps require the existence of a witness, hence the first hop.)

— Compute statements fresh and independent of M: Next, we simulate
the proof m); and replace the ciphertexts CT; by fresh encryptions, and the
randomizations of commitments by fresh commitments. At this point, the
signatures o, are completely independent from the interaction.

O

Theorem 2 (OMUF). For any PPT adversary A there exist reductions with
running time roughly that of A, such that for sufficiently large A

AdvOMUFE (A) < AdvZK"™T (X, Qpi,) + AdvCRS™ BSeP() Q)
+ AdvExtnM’EXt(A, Qn,,) + eﬁﬁi\’” (N
+2(Qugn +1)/p + 2AdvDDH())

4AdvINDCPARE())
+ 2(QH§H + 1)/])
+ Mlog Qs] | + 3AdvParamINDZI"T ()

R%OMT
+ 7Avaaram|ND;‘§2"Mx \)
X
+2¢/p

where QHCT7QHIM,QHS’H,QH§H are bounds on the number of resp. oracle calls

made by A, Qs is the number of signing sessions (started by A), and eﬁige'v“()\)

is the (statistical) distance of COMT’s parameters from uniform.

Proof (Sketch). Let us provide a brief proof sketch. The formal proof is given
in Supplementary Material [D.-4] On a high level, our proof follows the proof
strategy of unforgeability in |2, Theorem 3.6]. There are two core challenges when
adapting their proof technique to our setting:
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1. The adversary A outputs £+1 forgeries on distinct messages M. ,:r for k € [(+1].
Also, the signer does not learn which messages it signed. In contrast, in |2] the
adversary outputs a single forgery on a fresh message and the game knows
the messages it signed. Thus, to apply the proof strategy of |2|, we also need
to identify an unsigned message.

2. In contrast to [2|, our signing phase proceeds in two steps. Importantly, the
adversary A needs to provide a forgery for each finished signing session plus
an additional forgery, but it is unrestricted in the number of opened sessions.
Thus, we need to carefully control the information we leak to A in the first
signing round.

To deal with the first point, we extract the messages Ms = {M, ..., Mg, }
to be signed from the resp. proofs m;, where Qs is the number of opened
signing sessions (including finished ones). Let us denote by Mg C Ms the set of
messages with a finished signing session. When the forgery is presented, there are
¢+ 1 distinct forgeries M := {M{", ..., M, }. Because only at most [Me| </
signing sessions have been finished, there must be at least one fresh message
M € MT\ Mg. We interpret one such message M ™ as the forgery message.E
Note that if the above approach is performed naively, it requires extracting a full
witness w = (sk"HE M, ry;) for Ry;. While extracting scalars (such as sk™'F, 7/)
induces a large overhead, we instead relax the requirement on the extractor to
only extract M |E| This is sufficient, although the proof requires some care (cf.
Lemma @

The second point is more technical. Observe that even if we fix some message
M at the end of the OMUF game as described above, the game does not know
M™ during the simulation. In particular, it might be that M is extracted in
some started signing session that is never finished (i.e., only the S; oracle but not
the Sy oracle is accessed). This is in stark contrast to the setting in [2], where
any message passed to the signing oracle cannot be the forgery’s message. As we
are interested in a tight reduction, we cannot simply guess the message M ™ as
in previous works.

Let us observe what happens if we naively apply the proof strategy of |2].
Roughly, [2] introduces additional constraints on the forgery in a tight manner
by employing the adaptive partitioning strategy [39]. Eventuelly, after a series of
adding and removing constraints on the forgery, the adversary will only succeed
if

Zy € {20G + 21 M;} je(qs)

where Zar is the message encrypted in the forgery’s ciphertext CTS‘ associated to
message M1, M; is the extracted message in the j-th signing session, and zo, 21

11 A similar argument is made by [50} 49] in order to identify an unsigned message.
But their approach requires guessing the unsigned message in advance in order to
puncture the verification key for the guessed message. Here, this message is not
known until the adversary’s success is evaluated. This is important for a tight security
proof, but complicates the security argument. We give more details below.

2 We note that this is a well-known optimization technique, e.g., used in [45].
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are committed in CMXg, CMX, respectively. This argument employs soundness
of m; and my as OR-compiled Fiat-Shamir proofs. To get to this point, we will go
through a number of partitionings of the generated signatures. More specifically,
we will consider two types of signatures: those with 22 ; = 0, and those with
z9,; = 1. About half of the generated signatures will have 23 ; = 0, and half
will have 25 ; = 1. We will also guess the bit 3 = z5 of the forged signature for
M. If we play our cards right (and use the soundness of the involved proof
systems), this setup enables us to (a) extract from A’s signature for M+, while
(b) being able to change the encrypted values Zj ; in the generated signatures
with 2o ; # 8. This will eventually allow to randomize all Zy ;, and the induced
conditions on the A’s forgery. As a technical complication, the invariants provided
by the involved proof systems will only force A to reuse a previously used Zj ;,
but not more. We will need to deal with this complication next.

Further, soundness of mg and g, also guarantees that if (G, D1, Do, D3) ¢ Zun,
then

Z§ =x0G + oM.

Thus, the adversary A is forced to reuse some message M; for its forgery which
contradicts that M T was never signed. Unfortunately, in our context this is does
not mean that A fails, as the session where the reused M; was extracted could
have never been finished by A.

A more careful analysis is required. Roughly, for the proof to go through,
we need that the signer’s ciphertext CT} is not leaked statistically within the
first round. We ensure this property by only sending a commitment CMT} to
CT; (rather than CT; directly). While it is important that CT; is not leaked
statistically in the first round, we also rely on soundness of the Fiat-Shamir
compiled NIPS 7; in the proof.

When the appropriate commitment is statistically hiding, then the former
requirement is met, but adaptive soundness of the signature scheme is not
guaranteed. On the other hand, if CMT] is only computationally hiding, we can
show statistical soundness of the NIPS 7r;, but CT; is leaked computationally too
early to the adversary and the proof strategy fails.

Our key insight is that a dual-mode commitment suffices when combined
with a careful analysis. More subtly, while the first message of the X-protocols

Ay = ¥,.Init(st;, L. ) might reveal information about the statement x7, and thus

about x}, the ciphertexts CT; are exclusively part of the target vectors & (x})
and not ¢%.. The property in Remark 1| of 3; allows us to control the leaked
information in the proof. a

Remark 2 (Security in the NPROM). Except for H®?, random oracles are only
used to generate parameters or within NIZKs. For parameters, we can replace
them with CRSs. For the NIZKs, tight CRS-based simulation and extraction
trapdoors along with an non-programmable RO are sufficient. The OMUF security
proof never programs the H¢*. For blindness, we can avoid programming H¢*
by ensuring that the reduction can “honestly” prove the OR-claims Ry U Ry and
R; URg, and thus generate (perfectly indistinguishable) ;. For Ry U Rgp, we can
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use the DDH witness. By adding a relaxed proof of knowledge to vk which allows
extracting Zy = x9G, we also have a witness for Ry. For details, see Remark [8
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Supplementary Material

A Assumptions

Let G be a group of prime order p with generator G € G—implicitly parameterized by the security
parameter (cf. Section . We formally define the DL, CDH and (Q-)DDH assumptions. Q-DDH is
implied by DDH.

Definition 16 (DDH Assumption). The decisional Diffie-Hellman (DDH) assumption holds in group
G with generator G if for any PPT adversary A, it holds that

AdvDDHE ()) = ‘Pr[a, b+ Z, : A(G, aG, bG, (ab)G) = 1]—
Pria,b,c < Z, : A(G,aG,bG, cG) = 1]| = negl(A).

Definition 17 (Q-DDH Assumption). The Q-fold decisional Diffie-Hellman (Q-DDH) assumption
holds in group G with generator g if for any PPT adversary A, it holds that

AdvQDDHS(Q, \) = | Prla « Z,,b + Z9 : A(G, aG, (b;G, (ab;)G)iciq) = 1]
— Prla « Z,,0,¢ + Z9 : A(G,aG, (b;G,¢;G)iciq)) = 1]| = negl(N).

Remark 3. Q-DDH is tightly implied by DDH. Namely, for any PPT adversary A on Q-DDH, there is a
PPT reduction B with running time roughly that of A, such that AvaDDHﬁ(Q, A) < AdvDDH(B;’()\) +

1/(p—1) (ct. [22)).

B Instantiations

In this section, we provide the instantiations of our building blocks, recall the (tight) security of the Fiat—
Shamir transformation and relaxed knowledge soundness, and finally, we provide the communication,
signature and proof size estimates when instantiating our blind signature.

B.1 ElGamal Encryption: PKE, RE, LHE

Definition 18 (ElGamal encryption). For a group G = (G) of order p we define the ElGamal
encryption scheme with message space M = G, ciphertext space C := G?, randomness space R = Z,
as follows:

— PKE.Gen(1*) samples sk < Z,, computes pk = skG, and outputs (pk,sk).
— PKE.Enc(pk, M;r) for M € G, r € Z, and outputs (rG,rpk + M).
— PKE.Dec(sk, (Co, C1)) outputs Cq — skCy.

Observe that (M, r) — Enc(pk, M;r) is linear: Enc(pk, M; )+ Enc(pk, M’;r") = Enc(pk, M + M’ r+1').
Lemma 3 (PKE, RE, LHE). ElGamal encryption

— s perfectly correct, (Deﬁm'tion@)

— has uniform public key, (Definition

— has linear encryption, (Deﬁm’tion

— is a randomizable encryption scheme with perfect rerandomization indistinguishability and linear
randomizability, (Definitions and

— is tightly IND-CPA secure under DDH [} (Deﬁm’tion@)

— is a linearly homomorphic encryption scheme for M ye = G, (Deﬁm'tion

— s perfectly homomorphically correct. (Deﬁm'tz'on

Proof. All of these are straightforward to check or well-known. Many properties immediately follow
from ElGamal encryption being a linear map Encp: M x R — C for an pk € PK. O

13 Namely, AdvINDCPAT¥E(1*) < AdvQDDH%(1*) by a straightforward reduction.



B.2 Dual-Mode Commitments

We use the same dual-mode commitments as used for Groth-Sahai proofs [34]. For simplicity, we
commit scalars « € Z, as G, and thus only define the commitments for group elements.

Definition 19 (Dual-mode ElGamal encryption). For a group G = (G) of order p we define
dual-mode ElGamal encryption with message space M = G, ciphertext space C == G2, randomness
space R = Z2 as follows:

— PKE.Gen(1%): security parameter 1*, samples a,b, c < Z,, computes pk = (;Lc% aZ§G> , outputs
(pk,sk :=b).

— PKE.Enc(pk, M;r): given message M € G and randomness r € ZZQ,, outputs C == (0, M) + rTpk.

— PKE.Dec(sk, C = (Cop, C1)): outputs M = CT(=b,1).

Observe that (M, r) — Enc(pk, M;r) is linear: Enc(pk, M; )+ Enc(pk, M’;r") = Enc(pk, M + M’ ,r+1').

Remark 4. Dual-mode ElGamal encryption PKE can be used as a dual-mode commitment scheme COM
for message in G by setting:

— COM.Setup(1*, hide) samples X < Zg“ s.t. det(X) # 0 and pp + G*X.
— COM.Setup(1*, bind) samples pp < PKE.Gen(1?).
— COM.Commit(pp, M) = PKE.Enc(pp, M).

Lemma 4. Dual-mode ElGamal encryption used as a commitment for Mcom = G:

— has uniform public key in hiding mode, (Deﬁnitian@)

— has linear encryption, (Deﬁm’tion

— s randomizable as a commitment scheme (and an encryption scheme), with perfect rerandomization
indistinguishability and linear randomizability, (Definition @)

— is a linearly homomorphic (as commitment and encryption) scheme for Mg = G,

— is perfectly homomorphically correct, (Deﬁnition@)

— is a dual-mode commitment scheme (resp. lossy encryption scheme). It is parameter indistinguish-
able (Definition with advantage 2AdvDDHE’l by a straightforward reduction. In hiding mode,
“encryptions” are uniformly random tuples in G2. (In particular, the commitment is perfectly hiding
(Definition[36) in hiding mode.)

— in binding mode is perfectly binding (Definition . (Moreover, it is efficiently extractable for
Mecom = G with extraction trapdoor td = sk.)

When Mcom = Zyp, by committing to mG for message m € Z,, then the same properties apply (except
that extractability is lost).

Proof. All of these are straightforward to check or well-known. ad

B.3 Non-Interactive Proof Systems

We instantiate our proof systems as simple Fiat—Shamir transformations of a respective linear X-protocol.
For completeness, we recall the proofs of zero-knowledge and soundness, observing that both are tight
in the ROM. Moreover, we recall the folklore transformation to achieve straightline extractability for
(relaxed) knowledge soundness.

Definition 20 (Fiat—Shamir transformation). Let & = (Setup, Init, Resp, Verify) be a X-protocol
for linear relation Ry ¢ and with challenge space CH. Let H: {0,1}* — CH a random oracle. The

Fiat-Shamir transformation FSH[Z] = (ProveH,VerH) of X constructs a non-interactive proof system
defined as follows:

— ProveH(x,w): given statement-witness pair (x,w) € R, computes st « Setup(1?), A = Init(st, ¢x),
v :=H(x,A), and ¢ := Resp(st,), outputs m := (A,~,().

— Ver" (x,(A,7,Q)): given a purported statement x and transcript (A,~, (), outputs 1 if H(x, A) =~
and X Verify(x, (A,7,()) = 1, else outputs 0.
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Lemma 5. Let X = (Setup, Init, Resp, Verify) be a X-protocol for linear relation Ry ¢ and with challenge
space CH and N = FS"[T] = (Provel, Ver) its Fiat-Shamir transformation w.r.t. random oracle H.

1. Suppose ¥ is 2-special sound. Then for every (unbounded) adversary A against soundness of FSH[Z],

it holds that Q
AdvSndy (A, Qu) < —t-.
van .A( aQH) = |CH|
2. Suppose ¥ is perfectly SHVZK with simulator ©.Sim and for every x € %R , ., the output of Init(¢x)
is §-unpredictable, i.e., for all z € {0,1}*: Prlz = A | st «+ Setup(1*), A = Init(st, ¢5)] < 5(N\).

Then there exists a simulator SimSetup, Sim such that for every adversary A against zero-knowledge
of FSM[Z] which makes at most Qu queries to H it holds that

AdvZKy SRS () Q) < AdVSHVZKE=S™(X) 4+ Qu - 3(N) = Qu - 6(N).

Proof (Sketch). For Item (1} it suffices to observe that by 2-special soundness, if for any statement x and
first flow message A there exist 2 (or more) challenges 1 # v2 which can be completed into accepting
transcripts, then x € Zg, ., (because a witness could be extracted, hence exists). Consequently, for
every false statement, for every pair (x, A) there is (at most) one unique challenge which the verifier
could accept. As H is a random oracle, this bad challenge is hit with probability 1/|C#|. By a union
bound, given Qu queries, the bad event occurs with probability at most Qu/|CH|

For Item [2] it suffices to observe that by d-unpredictability, the adversary A will not have queried
H(x, A), except with probability at most Qu - 6(A). Thus, we can instead program H(x, A) to v + CH
and use the SHVZK simulator to perfectly simulate the respective transcript. Since simulation is perfect,
AdvSHVZK>=5m()) = 0. 0

Straightline Extractability via Encryption Straightline extractability (Definition requires to
extract a witness w for x merely from the proof 7 for x and extraction trapdoor td (and perhaps all
random oracle queries Q). There is a folklore transformation to achieve this strong guarantee from a
sound proof system. We first sketch the idea in a general setting, and then present an instantiation for
linear relations.

Remark 5 (The generic transformation). Let Ry be an arbitrary relation, let PKE be a PKE scheme,
and let Rpkg be the relation for valid ciphertexts under PKE. The idea is to transform a given relation
Ro into a new relation R*. A transformed statement x* consists of the original statement xq plus an
encryption CT of the to-be-extracted part Wq of the (original) witness wq in a ciphertext. The CRS for
the transformed relation consists of a public key pk plus the CRS for a NIPS for R*. The trapdoor for
the straightline extractor is the secret key sk corresponding to pk. This allows extracting the relevant
part wq of the original witness from the transformed statement. In the extreme case, which is the
classic transformation, we can let Wg = w and extract the complete witness. But our notion of relaxed
knowledge soundness (Definition allows us to restrict to only a partial witness wq

Now, we sketch how relaxed knowledge soundness for certain linear relations is generically achieved
by the above template. We do not provide an abstract definition nor a fully detailed proof, and limit
our attention to Z-linear maps from Z;' x G" — Z;”/ x G™ and the extraction of witness components
in G.E Moreover, we concentrate solely on Fiat—Shamir transformation of (canonical) X-protocols for
linear relations.

Instantiating the transformation.. Let PKE = (Gen, Enc, Dec) be a PKE with uniform public keys,
linear encryption, and linear relation Rpkg. For simplicity, let CH := Z, be the challenge space for all
X-protocols in this section.

— Let Ro == Rg,,¢,) be linear relation.

— Let Rpke = Rgpre ¢prey be the linear encryption relation for valid ciphertexts.

Let X := (Setupy, Initg, Resp,, Verify,) be a X-protocol for Ry and with challenge space CH.

Let Ypke = (Setuppkg, Init, Resppyg, Verifypkg) be a X-protocol for linear relation Reke cpxe and
with challenge space CH.

' Indeed, for straightline extraction of scalars, i.e., elements in Z,, we are not aware of a proof system that is
constant size (in terms of group elements, i.e. O(X)) bits for elliptic curves.
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— Let

x* = (X0, XpKE)

w* = (Wo, WpKE)
(x0,Wo) € Ro
Wo = (Wé,ﬁo)
R* :== ¢ (x*,w") xpke = (pk, CT) (18)

CT = PKE.Enc(pk, wo;r)
Wpke = (Wo,7)
pk € PKpke
r € Rpke

where W is the to-be-extracted part of the witness.

Note that to define R*, we assume that the vector wy can be split into the to-be-extracted part of
the witness wo and the remaining part w(. Also observe that R* is an AND-claim which asserts that
Wo is used both in the witness for Ryg and Rpkg. Fortunately, by our assumption that we can split wg as
W, Wo, such an AND-relation can again be expressed by a linear relation, namely by R* = R4 ¢+)
where

* * ¢0 (WO = (W{M@O)) * * gﬂ(XO)
= 5 = X ~ d = 5 = .
o (w (Wo, WpKEe)) ((bipK%E(WPKE = (Wo,7)) and £ (x (=0, XPKE)) EPKE(XPKE)
Hence, we have a canonical X-protocol ¥* = ¥ 4. ¢ and therefore a NIPS M* = FS"[T*] for R*.
Now, following the template, we define a straightline-extractable NIPS Iy for the relation Ry as
follows:

I'Io.ProveH(crs,xo, wo) I'IO.VerH(crs,xo, o)

1: pk:=crs 1: pk:=crs

2: 1< Reke 2: (7",CT) =mg

3: CT := PKE.Enc(pk,wo;7) 3: =xpke = (pk,CT)

4: xpke = (pk,CT) 4: x" = (x0,XpKkE)

5: weke = (Wo, ) 5: return M*.Ver"(x*, 7%)
6: X' := (Xo,XPKE)

7: w' = (Wo, WpkEe)

8: 7w « M*.Prove" (x*, w")

9: return mo = (7", CT)

The above NIPS [ is not a Fiat—Shamir transformation of a canonical X-protocol anymore. Hence,
it needs a separate analysis. As a first step, let us recall the properties of IT* = FSH[Z*] which were
established in Lemma [5} Since ¥ is the canonical X-protocol for linear relation R4+ ¢+), it is 2-special
sound and SHVZK, and by Lemma [p| 1* is

— zero-knowledge with advantage stated in Lemma [}
— sound for R* with advantage stated in Lemma [f]

Now, let us turn to the NIPS [y, for we we conclude:

— Computational Zero-knowledge: The actual transformation requires that My.Prove encrypts
wo under pk and proves well-formedness of the statement as part of R*. Clearly, this cannot be
perfect /statistical zero-knowledge anymore.lﬂ Assuming §*(\)-unpredictability X*, we can bound
the advantage of an adversary A against zero-knowledge of My which makes at most Qy queries to
H by

AdvZKSmSetPSim () Quy) < AdVINDCPARKE(N) + Qi - 5% (V) (19)

where the running time of D is roughly that the zero-knowledge experiment with A. This follows
by first simulating M*, using Lemma [5] and then appling IND-CPA to replace the ciphertexts
encrypting wo with ciphertext encrypting 0.

15 We could use extractable dual-mode commitments or lossy encryption to achieve a dual-mode notion of
zero-knowledge and relaxed straightline extractability.
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— Extractability: Let
Ro = {(x0, ¥o) | 3wp: (x0, Wo = (W, Wo)) € Ro} (20)

be the knowledge relation for Ry. Then, the NIPS My is straightline ﬁo—extmctable. The extractor
(ExtSetup, Ext) is defined as follows:

ExtSetup(1*) Ext((td, Qn), X0, m0)

1: (pk,sk) < PKE.Gen(1%) 1: sk:=td
2: return (crs = pk,td :=sk) 2: (7°,CT):=mg
3: return PKE.Dec(sk,CT)

Since we assume PKE is perfectly correct (by Definition [10), an abort in the extractability experiment
for Ry (see Definition only is equivalent to a soundness break for R*. Hence, we inherit the tight
bound for soundness shown in Lemma [5} We omit a formal proof.

Finally, we note that IND-CPA security of ElGamal encryption tightly reduces to DDH. Thus, we
have shown the existence of tightly secure straightline extractable and computationally zero-knowledge
non-interactive proof systems for suitable linear relations. Instantiations with ElGamal encryption are
limited to extracting witness parts in Mpkg = G. This suffices for our construction.

B.4 Communication, Signature and Proof Sizes

In Table 3| we overview the (co)domains of our linear maps, which correspond to sizes of commitments
and ciphertexts, as well as sizes of witnesses in our relations and X-protocols. From these and the
protocol description in Figures [3] and [4] we compute the communication and signature sizes in Table [
For comprehensibility, we list the intermediate sizes in Table [4 used to compute the final proof sizes as
well.

Table 3: Linear map codomains and domains for our instantiations.

Sc&gyxf- Zi — G? dual-mode ElGamal for M = Z,
M 7Z2xG — G? dual-mode ElGamal for M =G
R, Zp;xG — G* ElGamal encryption
0% ZixG — GT
x4 D
¢§q Z2xG* — G°
$2:  ZpyxG — G
g&Zh Z, — G?
¢ Z2xG — G relation Ry
<" Zb — G® relation Rer

Let us take a look at the final signature in Table @] For our optimizations, we ignore their positive
effects on communication, but note that it provides similar savings.

— The unoptimized signature contains 60 Z,-elements, 46 of which are opening randomness for the
dual-mode commitments CMT;, CMA; to CT; and A;.

— The signature size for oopt—simple consider the straightforward optimization of not committing all
elements in A;, but only those related to CT,. More specifically, we can compute the X-commitment
A; with fixed randomness 0 for all other parts, and still apply the homomorphic evaluation on
those “commitments”. Since much of the randomness is now fixed, we only require the optimized
costs for topt,0, topt,1, topt,2 listed in Table E| which are much lower than naive ones. Moreover, we can
apply a standard trick where we don’t include the YX-commitments A; in the signature but instead
recompute it given the challenge ~; and the response (; and check its hash against the challenge.

— Finally, we can apply the more fancy optimization of only committing to the message-dependent
group element of CT,. This is in fact sufficient for the security proof of OMUF, as the message of
CT; remains perfectly hidden (and is irrelevant for blindness). This optimization further halves the
openings sizes for (s;,t;)ie{0,1,2} from 28 to 14 Z,-elements, as now, only a single group element is
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Table 4: Communication in rounds or proof sizes. We count CH = Z, separately for better overview.

Object iCH  Zp, G i Comment
™™ 1 2 1
T 1 4 0
pk-HE 0 0 1! ElGamal-LHE with fixed generator
ctas, cto, CT; 0 0 2 i Individual size
(CMT})ieq0.1,2} 0 0 12 Commitments to CT; € G?
(si)icgo,1,235 (87 )icqo,1,2} 0: 12 0 : Randomness for all CMT;}
(ti)icgo,1,2} 0 34 0 : Naive randomness for all CMA;
to 0 7 0 : Naive randomness for CMAg
t1 0 5 0 i Naive randomness for CMA;
to 0 5 0 : Naive randomness for CMA>
Ag, A 0 0. 7
Ay, A7 0 0: 5
Ag, A3 0 0. 5
Adn, Adn 0 0 2
Yis Vi 1 0 0
o, ¢ 0o 7 1
G, ¢t 0. 2 2
(2,63 0 4 1
Gan Can 0o 1 0
smsg; 1 2 4 smsg, = (pk""E ctar, mar)
smsg, 0 0 26 ; smsg, = (ctg, (CMT; )icq0,1,2}, AT, A3, Ady)
smsg, 2 0 0 :smsgy=(0gqn 072)
smsgy 5 30 10 smsg, = ((v,¢,CTy, Sf)ie{o,l,z}»ﬁha Can» TET)
o 460 29 0= ((CTi,mi,si,ti)icf0,1,2}> Tdn)
(smsg;)ic{0,1,2} 8 32 40 : Total communication
topt,0 0 4 0 i Optimized randomess for CMAG
topt,1 0 8 0 : Optimized randomess for CMA7
Lopt,2 0 4 0 i Optimized randomess for CMA3
SMSEopt 1 1 2 4 smsg, = (pk""E ctar, mar)
SMSEpt 2 0 0 26 smsgy,=(ctd,(CMT)icq0,1,23, AT, A3, Aly)
SMSEopt,3 2 0 0 smsgy = (66,4, 01,2)
SMSEopt, 4 5 30 10 smsgy = ((, ¢ CT7, 87 )ic(0,1,2} Yahs Can> TT)
Oopt—simple 4 0 42 10 : Optimized topt,s
(smsg;)ic{0,1,2} 8 1 32 37 : Total communication
Oopt—fancy 41 25 10 | Optimized topt,i, half-commit to CT;, use better COMx

committed per CT; instead of two. Moreover, we can switch to a better linear dual-mode commitment
schemes for Zy-elements which has randomness in Z, instead of Zg, see e.g. |34|.|E| This saves
another 3 Zy-elements in witness and thus signature size. This this level of optimization we find
that the signature contains 10 group elements and 29 Z,-elements, and the total communication
cost is 37 group elements and 40 Z,-elements.

— We note there are less trivial optimizations which could be used to further reduce the signature

size, but we reach diminishing returns.

C Auxiliary Preliminaries

C.1 Properties of Blind Signatures
In this section we define formal properties of a blind signature scheme.

Definition 21 (Correctness). A blind signature BS is perfectly correct if for all (vk,sk) € KeyGen(1*),
all H, and all m € M, it holds that

Pr[o + (S(sk), U(vk,m)): Verify(vk,m,c) =1] =1

16 Essentially, we use our dual-mode ElGamal encryption with randomness (ro,71) € Zf,, and commit to m € Z,
by setting ro = m and choosing r < Z,.
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Intuitively, a blind signature scheme should not allow any user to obtain signatures without interacting
with the signer. This is modeled by the notion of one-more unforgeability, which states that after
completing ¢ — 1 signing sessions, an adversary can not output valid signatures on ¢ messages. For
simplicity, we consider 4-move schemes.

Definition 22 (One-More Unforgeability (OMUF)). Let BS = (KeyGen,S, U, Verify) be a BS
scheme. Let A be a PPT adversary. We define A’s advantage against the one-more unforgeability
(OMUF) of BS as

AdvOMUFES ()) := Pr[ExpQ"F(\) = 1] (21)
with the OMUF experiment
ExpQ""(\) O(j, smsg)
(vk, sk) < KeyGen(1") if o; =3 return L
(M1, 1), ooy (M1, 0e41)) — A (1Y, VK) smsg’ < S, (sk, smsg)
req cg < /LA |{m1, ”_7m£+1}‘ =/+1 // Session finished if 0j = 2

return Vi € [¢ 4 1] : BS.Verify(vk, m;, 03) =1 if oj =2Asmsg’ # L
then cr i =cr +1
0j =0;+1
return smsg’

where for each session j the algorithm S7 is a fresh stateful instance of the signer, o; =1 is initialized
as the first round, and cp =0 counts the number of successfully finished sessions. Here, o; € {1,2} is
the signer’s phase in the j-th sesston.

Remark 6. Definition [22)is a strong notion of security, also called OMUF-2. A weaker version (OMUF-1)
is defined analogously, except that each started session is counted towards cf, instead of each finished
session.

To protect the privacy of users, blind signatures should satisfy blindness. Intuitively, blindness states
that a malicious signer cannot link signing interactions to the message-signature pairs. We emphasize
that we consider the malicious signer blindness, i.e., the malicious signer can freely choose the public
key and arbitrarily deviate from the protocol.

Definition 23 (Blindness). Let BS = (KeyGen, S, U, Verify) be a BS scheme. Let A be a (stateful)
PPT adversary. We define A’s advantage against the blindness of BS as

AdvBIind®2(\) == 2 [Pr[ExpA™(\) = 1] — 1/2 (22)

with the blindness experiment

blind 7
Exp™(A) U1(b)
(vk, mo, m1) + A(1%) if smsg% # 1 return L
b+ {0,1} return smsg? — Ui (vk, mpg,)

bl . AUll,Ué,Ué,Hn ()

return b =10’

Fin()

Ul2(87 smng)

if smsgi{ =1V smsgg # 1 return |

return smsgg U1 (vk, mpq,, smsg,)
ifoo=1Vor =1 ~
/!
return (L, 1) Us (b, smsg,)

return (o3, obe1) if smsgg =1Vo; # 1L return L

o5 — Ug(vk, mg@b,smsg4) // No output to A
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C.2 Properties of X-protocols

Definition 24 (Special honest-verifier zero-knowledge (SHVZK)). Let ~ be a (blindable)
X -protocol linear relation R4 ¢) as in Definition , For a given simulator Sim, define experiments

ExPreal(A) ExPideal (1)

(x,w) < A(1%) (x,w) « A(1%)

abort if (x,w) ¢ R(4,¢) abort if (x,w) ¢ R(4,¢)
/ Generate fresh transcript / Simulate transcript

st < Setup(1™) v+ CH

(A, st) < Init(st, ¢x) (4,¢) « Sim(x,7)

v+ CH

¢ + Resp(st, v, w)

b A(A,7,¢) b+ A(4,7,Q)

return b return b

The distinguishing advantage of A is
AdVSHVZKiSim(A) = |Pr[EXpreaI()‘) = 1] - Pr[EXpideaI(/\) = 1]' . (23)

We say X is (perfectly) SHVZK if there exists a PPT Sim such that the two distributions are equal.

C.3 Properties of Non-Interactive Proof Systems

Definition 25 (Correctness). Let [1 = (Prove, Ver) be a non-interactive proof system for a relation
R. We call N perfectly correct if for all A\ and (x,w) € R, it holds that

Pr [ < Prove'(crs,x,w) : Ver"(crs,x,7) = 1] =1,
where the probability is over the choice of crs, H and the randomness of Prove, Ver.

Our definition of zero-knowledge is by definition straightline and allows the simulator to program crs
and H. Moreover, we use a multi-proof variant to avoid (non-tight) hybrid arguments in our reductions.

Definition 26 (Zero-Knowledge). Let 1 = (Prove, Ver) be a non-interactive proof system for a
relation R. Let SimSetup, Sim be PPT algorithms. Let A be an Qu-bounded algorithm and let

Realy (A, Qu) =Pr [b = 1] crs + {0, 1}¢N); b ¢~ AMOprve (12 crs)]
Ideal’y (A, Qu) = Pr [b=1| (crs, td) < SimSetup(1*); b ¢ A™Osm (1} crs)]
Here, A has (black-box) access to the random oracle H and to an oracle Opyoye 01 Osim, which are as

follows:

— Opyove(x, W) : Return L if (x,w) ¢ R. Else, output 7 < Prove" (crs, x, w).
— Osim(x,w): Return L if (x,w) ¢ R. Else, output w < Sim" (td, x).

Furthermore, the simulator Sim is allowed to program the random oracle H on any fresh input to H,
i.e. if H(m) has not been queried before, then Sim is free to choose H(m), else, programming fails. The
advantage of Qu-bounded A against Tl and Sim is

AdvZKAmSeSim ) Q) = |Realy (A, Qu) — Ideal’y (A, Qu)| - (24)

We say that N is (straightline) AdvZK"-zero-knowledge if there exists a_simulator SimSetup, Sim such
that for any Qu-bounded A its advantage is bounded by AdVZKZ’S'msemp’s'm()\, Qu) < AdeKD\()\, Qn).

We define straightline knowledge extractability w.r.t. a separate (not necessarily efficient) knowledge
relation R, which is sufficient in our schemes. Importantly, we will avoid extraction of group exponents.
Our definition is an indistinguishability-based notion with multi-proof extractability.
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Definition 27 (Straightline R-Extractable). Let N = (Prove, Ver) be a non-interactive proof system
for some relation. Let ExtSetup, Ext be PPT algorithms and R be an associated knowledge relation. Let
A be a Qu-bounded algorithm and let

AdeRSJI_IL"Ethetu”’()\7 Qu) =Pr[b=1crs < {0,1}*M;b + A" (1* crs)]
—Pr[b=1](crs,td) + ExtSetup(1*); b + A" (1}, crs)]

AdvEXty (A, Q) = Pr[ExpExt’y ™ (A, Qu) = 1]
where ExpExtE"EXt(A,QH) is defined as follows:

1. Sample (crs, td) « ExtSetup(1*)
2. Run A®ve(crs), where the oracle Ove, when queried on (x, ) acts as follows
— If Ver(crs, x, ) = 0, do nothing.
— Else run u + Ext((td, Q), (x, 7)), where Q is a list containing all random oracle queries of A.
If (x,u) ¢ R, then the game returns 1. Else do nothing.
3. If Over has not caused a return of 1, return 0.

We say that 1 is (straightline) R-extractable if there exists an extractor (ExtSetup, Ext) such that for
any Qu-bounded A the CRS distinguishing advantage AdeRSZ’EXtSQt”p()\,QH) and extraction failure
AdvExtJnL"EXt()\7 Qnu) are negligible. If extraction failure is bounded by k = k(\, Qu), we call k the knowledge
error and say T is (R, k)-extractable.

Note that R-extractability allows us to replace the random CRS with a trapdoored CRS, and then
use the trapdoor to obtain a witness for any accepting proof, except with negligible probability. Also
observe that we did not require R to be an NP-relation. Indeed, in our instantiations, R will not be an
efficient relation.

For conciseness, we define soundness through f(—extractability.

Definition 28 (Soundness). Let 1 = (Prove,Ver) be a non-interactive proof system for relation
RC X XxW. Let R= % x {0,1}* (that is, R = {(x, _) | Iw: (x,w) € R}). Then I is sound for R if it
is R-extractable. For concreteness, we also write AdvSnd instead of AdvExt for the respective advantage.

Note that an “extractor” in Definition [28|is trivial: It can switch to a sound crs and have Ext output
any string u as a “witness”. So this is indeed implied by typical (multi-proof) notions of soundness.
C.4 Properties of Public-Key Encryption

The following are additional properties we require in our constructions.

Definition 29 (Correctness). A public-key encryption scheme PKE is perfectly correct if for every
(pk, sk) < PKE.Gen(1*) and any message m, it holds that PKE.Dec(sk, PKE.Enc(pk,m)) = m.

Definition 30 (IND-CPA Security). A public-key encryption scheme PKE is IND-CPA-secure if
for any PPT adversary A there ezists a negligible function negl such that

AdvINDCPAYE(\) = [Pr[Expy()) = 0] — Pr[Exp; (A) = 0] < negl()\) (25)

with the experiments

EXpEKE Ob(mo, ml)

(pk, sk) - PKE.Gen(1%) return ct «+ PKE.Enc(pk, ms)
b «— A% (1%, pk)

return b=V’

Definition 31 (Randomizable Encryption Scheme). Let Cre and Rgre be vector spaces over Z,. A
rerandomizable encryption (RE) scheme with message space MRge, ciphertext space Cre, public key space
PKre and randomness space Rge is a tuple of algorithms RE = (RE.Gen, RE.Enc, RE.Dec, RE.Rerand)
defined as follows:
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— (RE.Gen, RE.Enc, RE.Dec) is a PKE scheme according to Definition [10
- RE.Rerand(kaE, CT;p') takes as input a public key pkRE, a ciphertext CT = RE.Enc(kaE,m;p),
and randomness p' € Rge, outputs the rerandomized ciphertest CT' = RE.Enc(kaE, m;p—+p).

Definition 32 (Linear Rerandomizability). In the setting of Definition an RE RE is linearly
rerandomizable iff for any public key kaE and any randomness p' € Rge there exists some (efficiently
computable) linear function 1, : Cre — Cre such that RE.Rerand(pkRE, CT; p') = b,/ (CT).

Definition 33 (Rerandomization Indistinguishability). An RFE is rerandomization indistinguish-
able if for any stateful (unbounded) adversary A it holds that

Pr[Eprresh(A) = 0] = Pr[EXprerand(A) = 0] (26)
where
Exphech EXPrerand
(Pk"E,m", p*) « A(1Y) (Pk"E,m", p*) « A(1Y)
CT* := RE.Enc(pkRE, m*; p")
p + Rge pl < Rre
CT :=RE.Enc(pk"®,m;p)  CT := RE.Rerand(pk"E, CT*, p')
b+ A(CT) b+« A(CT)
return b return b

Definition 34 (Linearly Homomorphic Encryption Scheme). Let My be a vector space over
Zy. A linearly homomorphic encryption (LHE) scheme with message space Myug, ciphertext space Ciue
and randomness space Ripgis a tuple of algorithms LHE = (LHE.Gen, LHE.Enc, LHE.Dec, LHE.Eval)
defined as follows:

— (LHE.Gen, LHE.Enc, LHE.Dec, LHE.Rerand) is a RE scheme according to Definition .

— LHE.EvaI(pk"HE7 ct, f) — ct’ takes as input a public key pkHE | ciphertext ct = LHE.Enc( ,m;T),
and a linear function f : Miue — Mg for any n € N, and outputs new ciphertexts ct of the
plaintexts f(m) € M{e.

pkLHE

Definition 35 (Homomorphic Correctness). A LHE LHE is homomorphically correct iff for
any keys (pkLHE,skLHE) € LHE.Gen(1?*), any ciphertext ct = LHE.Enc(pkLHE,m;r), any linear func-
tion f : Miuge — MPye for any n € N it holds that there exists randomness ¥ € Ri'yg such that
LHE.Enc(pk™"E, f(m);7) = ct := LHE.Eval(pk""€ ct, f).

C.5 Properties of Commitments

Definition 36 (Perfect Hiding). A commitment scheme COM is perfectly hiding iff for any
(unbounded) adversary A it holds that Pr[ExpEi(j:A’A()\) = 1] = 1/2 where

COM, A
EXPyrde O(mo, m1)

pp < COM.Setup(1*, hide) return CM + COM.Commit(pp, 1)
b+ {0,1}
b A°(1%,pp)

return b =10’

Definition 37 (Perfect Binding). A commitment scheme COM is perfectly binding iff for all pp €+
Setup(1?, bind) for all mg # my € Mcowm for all so, 51 € Rcom it holds that COM.Commit(pp, mo; so) #
COM.Commit(pp,m1;s1).
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Definition 38 (Homomorphic Correctness). Let Mcom be a commutative group. A COM COM
is homomorphically correct iff for any parameters pp € PPcom, any message m € Mcom, any
randomness s € Rcom, and any linear function f: Mcom — M¢gm for any n € N it holds that there
exists randomness s € Rggym such that

COM.Eval(pp, CM, f) = COM.Commit(pp, f(m);5) . (27)

Definition 39 (Rerandomization Indistinguishability). A commitment scheme COM is reran-
domization indistinguishable if for any stateful (unbounded) adversary A it holds that Pr[Expges(N) =
0] = Pr[Exp,erang(A) = 0] where

ExPresr EXPrecand
(pp,m, s*) + A(1Y) (pp,m, s*) + A(1%)
s +— Rcom
5+ Rcom s := COM.RandRerand(pp, m, s*, s")
b+ A(s) b+ A(s)
return b return b

Definition 40 (Uniform Parameters). A commitment scheme COM has uniform parameters (in
hiding mode) if the following distributions are statistically close, i.e., there exists a negligible function
€nide such that for any unbounded adversary A it holds that

>

pp’ €EPPcom

1

Pripp ¢ COM.Setup(1, bind) : pp = pp'] ~ 75—

< €nide(N) - (28)

Definition 41 (Parameter Indistinguishability). Let COM be a commitment scheme. For any
PPT adversary A we define the parameter distinguishing advantage as

(29)

coM, vy . | Pr[pp «+ COM.Setup(1*, hide) : A(pp) = 1]

D Supplementary Proofs

In this section, we provide proofs that were omitted from the main body.

D.1 Proof of Lemma [Tl

Proof. All claims are straightforward and well-known. For completeness, we show blindability: First,
observe that A is determined by the values of v and (. Moreover, ~ is distributed uniformly in CH
because «' is uniform, and (¢ is distributed uniformly in W because ¢’ is uniform. For the original
transcript it holds A* = ¢« ((*) + v* - £(x), and the blinded transcript verifies because

A=A 49" €£(x) + ¢x(() (30)
= dx(CT) + 7" () + 9" 6(x) + 9 () = D (Q) + 7 - E(x) - (31)
O

D.2 Proof of Lemma [2]

Proof (Lemma @) First, we argue that the validity of statements is invariant under translation, i.e.,
for any statement x} € %k, and any v € V;, it holds that TransStmt(x*, v;) € ZR,.

Translating a ciphertext statement with a witness by some (rerandomization) randomness v; yields a
new statement whose witness is the old witness translated by the same randomness. More formally,
let (xgg; = (pkRE, CTH), wr = (Z;,p¥)) € Rre, be some statement and corresponding witness. Let
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v; € Rre, be some translation (rerandomization randomness). Let xgrg ; == (pka, CT,) be the translated
statement. Let w; := (Z;, pf 4+ v;) be the translated witness. Because of Definition [31|it holds that

CT; = RE.Rerand(pkEE, CT}, v;) = RE.Enc(pkRE, Z;, pi + v;) (32)

and thus (xre ;, w;) € Rgg,. We omit the straightforward extension to TransStmtg, TransStmt;, TransStmt,.
Now, we show that the two distributions in Definition [7] are equal. First, we show that accepting
transcripts are mapped to accepting transcripts. For a given pf, p] € Rge let

=v9

—N—
C -7 (070707 Oa O) p6)
¢ = (0, p, 0, 01)
E_ ’7(07 07 07 p/2)

TransResp, (7, ¢)

vy :
TransRespy 1 (7,¢)
vy :

TransResp, ,, (7,¢)

be response translation maps. For each language we can verify for each randomness pj,, statement xq
and the translated Y-response (o := TransResp, o (70, Co) that the respective verification equations pass

%, (Co = 0(0,0,0,0,0, py)) +70&° (o)

9,(C0) = 7062, ((0,0,0,0,0, pf)) + 70&° (x0)

(Co) Yode,(0,0,0,0,0, py) + Yodye, (zo, S0, 21, S1, Zo, po)
9, (Co) + 108%, (o, S0, 1, 51, Zo, po — p)

20(C0)

%o (o)

Ao = 02, (Co) + 7050(3&0)

o
o
o
Co + Y002, (20, 50, 1, 51, Zo, p§)
Co) + 710€°(x5) -
For the second language we can verif~y for each randomness pj, p}, statement x; and the translated
X-response (7 = TransResp; ohorl, (71, (1) that the respective verification equations pass
Ay =L, Q) + & (x1) = 6L, (G = 71(0, 06,0, 1)) + 11€" (1)

1(51) — o5, (0,00, 0,01) + 0%, (Zo, po. Z1. p1)
(

(

Zl) - ’71¢)1x1 (ZOapEk)a Zlvpi)

For the third language we can verify for each randomness p), statement x» and the translated X-response
(2 = TransResp, (72, (2) that the respective verification equations pass

Az = 63, (G2) + 1267 (x2) = 63, (G2 = 72(0, 0,0, ph)) + 7267 (x2) (33)
= ¢2,(Co) — 71202, (0,0,0, ) + 7202 (22, 52, Za, p2) (34)
=¢2, (G2) — 7202 , (2,82, Za, py — ph) (35)
=62, (C) + 71202, (22, 52, Z2, p}) (36)
= 92, (Go) + 12€2(x3) . (37)

Finally, since ¢; is uniformly distributed, so is {; — v;. The challenge distribution ~; is unchanged.
Lastly, there is a unique accepting choice of A;. Hence, the distribution of a transcript (4;,7:, () is
identical to a fresh transcript. O

D.3 Proof of Blindness (Theorem

Theorem 1 (Blindness). For any PPT adversary A there exist reductions with running time roughly
that of A, such that for sufficiently large A

AdvBIind3 (A)/2 < AdvDDHE(X) +3 - g™ (V) + "™ (V)
+2(Quen + Quen) - dcomr (A) + 2AdvSnd"™T (X, Qpicr)
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+ AdvZK™T (X, Quc, ) + AdvINDCPAME())
+ 3 - AdvParamIND“°Mx())

where dcomy (N) is the unpredictability of COMT, Qucr, QHg%QHgﬂ are bounds on the number of resp.

oracle calls made by A, and Gﬁig;\/ﬁ (resp. eﬁi(jeMx) is the (statistical) distance of COMt’s (resp. COMx’s)
parameters from uniform.

We first give sketch the proof idea. Informally, to argue blindness, we need to decouple the transcripts
of the signing sessions from the messages and final signatures. There are three sources from which
information about the signing session could leak:

— The first signing message smsg; contains a ciphertext ctys of the message M.

— The final signature contains (rerandomized) ciphertexts CT; of some exponents z; which could be
linked to the signing session,

— As per Fiat-Shamir the Y-challenges 7,1 are computed as a hash of (commitments to blinded)
XY-commitments A; which in turn depend on parts A} of the signing message smsgs.

We note that the signing transcript contains the message M information-theoretically, hence we can
only achieve blindness against computationally bounded adversaries.
At a high level, the proof of blindness proceeds as follows:

— Make all statements (trivially) true: First, we ensure that xg, is a DDH tuple and ppX is in
hiding mode. Together with the proof 7¢ this ensures that all statements x{, x}, x3, xJ, possess a
witness (or the user rejects and returns ).

— Program the random oracle: We send random challenges 66"dh, 47 9, and pick v; ahead of time,
and then retroactively program the random oracle. This brings us into a situation where the user’s
entire computation in Us can be postponed to Us. In particular, at this point the signer reveals the
(previously partially committed) transcripts of all ¥; in the plain (for ¢ € {0,1,2,dh}).

— Switch to SHVZK simulation of transcripts: Next, we can apply the transcript blindness of
the ¥;, to compute a fresh transcripts (instead of blinding the interaction), and then translatability,
to change the statement from x} to x;. To apply the notions to some x, we crucially require
a witness to exist, which is ensured by the very first hop we made. Finally, we apply SHVZK
simulation to efficiently simulate the transcripts instead of bruteforcing a witness. We note that
the inefficient intermediate steps are perfectly indistinguishable, hence we can afford an inefficient
reduction which bruteforces the witnesses.

— Compute statements fresh and independent of M: At this point, we simulate all the
J-protocol outputs of the user, and only need to decouple the statements. Now, we simulate 7,
and replace Enc(pk™"E, M,) by Enc(pk"'E,0). Then we switch pp*X into binding mode and use the
well-formedness proof ¢, so that we can extract Zy = x¢G and, by perfect rerandomization,
replace CT; := Rerand(pk, CT};p}) with fresh encryptions CT; < Enc(pk,zoG) for i = 0,1 and
CTy < Enc(pk,0). Similarly, we can replace the randomized commitment openings s; and ¢; by
freshly sampled (commitment) openings. At this point, the signatures are completely independent
from the interactions.

Remark 7 (Blindness in CRS + NPROM model). If we knew a witness for both OR-proofs, we could
honestly prove them instead by programming the challenges and relying on perfect SHVZK. By using
the DDH witness for xqp, the first OR-proof is already efficiently provable. However, the proof for x; or
Xo has no known witness. This can be remedied by modifying the protocol, e.g., a trivial modification
is to add an additional x4 o there. (We stress that this cannot share xgn due to the OMUF proof.) For
such a modification, blindness then holds in the non-programmable random oracle model if we setup
the parameters ppX, pp' via a CRS, and use MNcT, My, in the CRS + NPROM model (which are easy to
obtain based from the current NIPS).

Proof (Theorem . Let A be a adversary against the blindness of the signature scheme BS that
makes at most Qu., queries to the random oracle Hc, at most Qu,, queries to the random oracle
Has, and at most Quen queries to HS™ and H{* combined. We gradually modify the oracles Op, Oy
of the signature’s blindness game such that in the end the adversary cannot win the blindness game
information-theoretically. Inefficient games are marked with *. Let ¢; denote the adversary’s success
probability in the i-th game. We assume that adversarial responses are well-formed, as otherwise the
user would abort and output L as its signature.
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Game 0 (Original game): This is the blindness game with a random bit b < {0,1} according to
Deﬁnition We let eg(A) := Pr[Exp%™(\) = 1] denote the adversary’s original success probability.
Game 1 (DDH parameters): In this game we set up the parameters (D1, Do, D3) = (aG, bG, abQ)
as a DDH triple. This change is justified by the DDH assumption (Definition . Thus

ler — €o| < AdvDDH%,_ () -

Game 2 (Switch pp} and pp" to hiding mode): In this game we set up ppX «+~ COMy.Setup(1*, hide)
and pp' + COMy.Setup(1*, hide). Because of the uniform parameters in hiding mode (Definition ,
we have that

le2 = e1] <3+ g™ () + e (V) -

Game 3 (Abort on RO queries): So far, in phase Uy the commitment CMA; is computed as a
rerandomization CMA; :== COM.Rerand(pp", CMA;; ;). At the end we abort (output a random bit) if

K3
the adversary queried the RO oracle on input HINy and HIN; before obtaining the final signatures from
the FIN oracle. Recall that the values HINg, HIN; contain the rerandomized commitments CMA; which
are dcom,-unpredictable. By a simple union boundE it follows that the adversary’s probability to query

the RO on HINg or HIN; is at most 2Quexdcom, (A). Consequently,
les — €a] < 2 Quen - dcome(A) -

Game 4 (Sample challenges uniformly and program RO): In phase Us instead of sampling
So.dh = H§M™(HINg) and 615 = H{™(HIN;) from the random oracle and unblinding them to ob-
tain dg gy, 07 o, we instead sample dg 4p,,07 5 <= CH uniformly and blind them to obtain the values
d0,dh, 01,2 which are programmed into the random oracle in phase Us. Recall from Definition |§| that the
blinding, ¥.BlindChall(bst, -), is the inverse of the unblinding, ¥.BlindChall~(bst, - ). Thus, all values
have the same distribution as in the previous game, i.e.,

€4 = €3 .
More formally,
SO,dh = Zdh.BIindChaII(bstdh,6§,dh) 31)2 = ZQ.B“ndCha”(bSt%(S;?)
60,dh = ZO.B“ndCha”(bSto,gmdh) (5172 = Zl.BIindChaII(bstl,ng)
HS (HINg) = J0.an H{P(HING) =015

Note also, that dg.gh = Y0 + Ydn and 012 = y1 + 2 where ; is computed as a blinding of 4 in phase
Us. Alternatively, we sample 7; < CH (and as before 00.dns 01,2 CH), and set

d0,dh =0 +van and O =y + 72 -

Note that it is not necessary to generate a blind state bst; for the ¥; anymore.

Game* 5 (Abort if xi1 & Zr): We abort if the adversary (in phase Sy) submits 7¢ such that
I_ICT.VerHCT(crsCT,xET, wér) = 1 yet xE+ & LR, (checking this is inefficient). This happens with small
probability because of the statistical soundness of ¢t and perfect correctness of RE and COMx. Suppose
the adversary A; produces such invalid CT; with a valid proof m¢¢, then we can define an inefficient
reduction R that wins the statistical soundness game of MMt with the same probability. Thus,

lés — €4] < AdvSndRT (X, Quey)

for a straightforward reduction Rgnq that runs in approximately the same time as A.
Game* 6 (Abort if x] ¢ %, for i € {0,1,2,dh}): In this game we abort if x} ¢ Zg, for any
1 € {0,1,2,dh}. We argue that this never happens. First, consider Ry,. Because the DDH tuple
(D1, D2, D3) is a valid DDH tuple since Game |1} the statement xgq is always in .Zg,, .
Next, consider Ry. For any statement x§ let Zy be the plaintext encrypted by CTy, i.e, there exists some
encryption randomness p# such that CT = RE.Enc(pkRE, Zo; pf). Let 21 == 0 and let ¢ := DLOG(Z,).

17 The factor of 2 accounts for the fact that there are two messages for which it has to abort on corresponding
HIN, and HIN;.

46



Because the parameters ppi( are set up in hiding mode, for any commitment CMX{, CMX] and any plain-
texts xg, 71 there exists commitment randomness s§j, s7 such that CMXg = COM.Commit(ppy, zo; s§) and
CMX; = COM.Commit(ppY, 71; s%). Thus, for any x} there exists a witness w; := (zo, s§, 71, 57, Zo; pj))
such that (xf, w§) € Ry.

A similar argument implies that for any x3 there exists a witness wj = (29,53, Z2; p3) such that
(X;W;) € Rs.

Finally, consider R;. Due to Game* [5| we can assume that x{t ¢ Zr., which implies that the
ciphertexts CT(, CT] contain the same plaintext xoG. Hence, for any xj there exists a witness
wi = (20G, p§, ©oG, p7) such that (x7,w}) € Ry. Thus,

€g — €5 .

Game* 7 (Compute fresh (A;,;, @) for x}): Now, in phase Uz we (inefficiently) bruteforce a valid
witness w} such that (x},w}) € R;. This is possible because we have shown in Game* [6] that x} € Z,
for all ¢ € {0,1,2,dh}.

Instead of computing the (blinded) transcript (in phase Us) as A; := ¥;.BlindInit(bst;,x}, AY), v =
¥,;.BlindChall(bst;, ;) and EZ = ¥,.BlindResp(bst;, {}*), we compute a fresh ZK commitment A; =
¥;.Init(st;, ¢t ), the challenge v; +— CH and the response @ = ¥;.Resp(st;,y;, w}). This step is justified
by the perfeét blindness of the X-protocol (Definition @ Let R be a reduction that simulates the
blindness challenger and plays the blindness game with A. After obtaining the signing messages

smsg,,smsg, (containing A, ~¥, () the reduction forwards Af,~;, ¢ to t~he Y-protocol blindness

challenger to obtain either a blinded transcript or a fresh transcript (A;, v:, ¢;). Thus,
€7 = €¢ .

Game* 8 (Compute fresh (4;,v;,(;) for x;): Recall that in phase Uz the final statements x; are
fixed. Now (in phase Us) we bruteforce a valid witness w; s.t. (x;, w;) € R;. This is possible because we
have shown in Game* |§| that x € Zg, and hence x; € Zg, for all i € {0,1,2,dh} (cf. Definition .

In phase Us instead of computing the ZK commitment A; + X;.Init(st;, (;5;3), the challenge v; + CH

*

and the response Zl = ¥;.Resp(st;,v;, w}), we compute the ZK commitment A; « Zi.lnit(sti,qﬁﬁgi),
the challenge ; + CH and the response (; = ¥;.Resp(st;, v;, w;). This step is justified because ¥, is
(perfectly) translatable (Lemma. Let R be a reduction that simulates the blindness challenger and
plays the blindness game with A. In phase Us the reduction assembles x;, w;, x}, w}, pf and submits
it to the translatability challenger to obtain either a translated transcript or a fresh transcript for x;.
Thus,

€g = €7 .

Game* 9 (Compute (A;,v;,(;) for x; via SHVZK simulation): Instead of computing the ZK
commitment A; == X;.Init(st;, (;Si&i), the challenge ~; < CH and the response (; := ¥;.Resp(st;, Vi, w;) in
phase Uz, we simulate the ZK proof using the SHVZK property of ¥; (Definition as y; « CH and
(AMC’L) — Zi.Sim(sti,xi). Thus,

€g — €3 .

Game 10 (Undo aborts from Game [5[ and @: Note that the abort from Game@s‘cill never occurs.
Removing the abort from Game [] incurs the same loss as in Game [5} Thus,

‘610 — 69| < Adend%i:d (/\, QHCT) .
Note that this game is efficient again.
Game 11 (Simulate m)/): Instead of generating the CRS crsys := HX(0), we generate (crsys,td) <
Mas.SimSetup(1?). Now, instead of generating the proof 7 My .Prove™ (crsar,Xpr, wpy) in phase
Uq, we simulate the NIPS proof for the ciphertext cty; as mp; SimHn (crsar, ctar). This step is justified
by the zero-knowledge property of Iy, (Definition . Hence,

le11 — ex0] < AVZKET (X, Quicr)

for a straightforward reduction R,k that runs in approximately the same time as A. Note that we no
longer use the secret key of LHE nor the encryption randomness ;.
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Game 12 (Encrypt cty < Enc(pkLHE,O)): Instead of computing ctp; = LHE.Enc(kaE,M;rM) in
phase Uy, we compute cty; = LHE.Enc(kaE, 0;7a7). This step is justified by the IND-CPA security of
LHE. Thus,

le12 — e11] < AdVINDCPAR'®  ())

for a straightforward reduction Ringcpa that runs in approximately the same time as A.|E|
Game 13 (Switch pp} to binding mode): In this game we set up ppX <+ COMy.Setup(1*, bind).
Because of the parameter indistinguishability (Definition , we have that

le13 — €12 < 3 - AdvParamINDSOMx (1)

Rcomy

for straightforward reductions Rcom;, Rcomy that run in approximately the same time as A.
Game™ 14 (Abort if x{; ¢ Zr): We reintroduce the abort from Game [5| i.e., we abort if the

adversary (in phase Sy) submits 7¢ such that I_ICT.VerHCT(chCT,xéT, mér) = 1 yet x¢4 & Lre,- Thus,
14 — €13] < AdvSndyT” (X, Quicr)

for a straightforward reduction R, , that runs in approximately the same time as A.

Game* 15 (Compute CT; as fresh encryption): Since the parameters of CMX; are in binding
mode, we can inefficiently extract the value oG from the commitment CMX,. Notice that since
Game [14] it holds that x&; € Zge,, hence the ciphertexts CTg, CT7,CT; contains the plaintexts
70G, 19@G, 0. Instead of computing the ciphertexts CT; = RE.Rerand(pklRE, CT}; p}) in phase Us, we
compute CTg = RE.Enc(pkRE, 20G; po), CTy = RE.Enc(pkE, 2oG; p1) and CT, := RE.Enc(pkXE, 0; ps)
where pl, p; < Rre. This step is justified by the perfect rerandomization indistinguishability of the
encryption scheme. Moreover, note that because if 7¢1 verifies, then the ciphertexts CTg, CT7, CT;
contain the plaintexts xoG, z¢G, 0. Thus,

€15 = €14 -

Game* 16 (Sample fresh openings s; and ¢; for COM7): Recall that since Game [2 the param-
eters pp' are set up in hiding mode. Instead of rerandomizing the commitments CMT; and CMA;
in phase Uz, we sample fresh randomness s;,t; <~ Rcom,; and compute fresh commitments CMT,; =
COM+.Commit(pp',0;s;) and CMA; := COMt.Commit(pp",0;;). This step is justified by the perfect
rerandomization indistinguishability and perfect hiding of COM+t. Thus,

€16 = €15 -

Notice that the behavior of the oracles U}, U}, U4 in this final game is completely independent of

the challenger’s bit b. Thus, €14 = 1/2.

Consequently,
AdvBIind®3 (1) /2 = |eo — €16 (38)
< AQVDDHE, (1) + 3 - €O () + e () (39)
+2Quen - dcomy (A) + AdvSNdRET (A, Quey) (40)
+ AdvZKRT (A, Quicr) + AdvINDCPARE | () (41)
+3- AvaaramIND%ch/'MXx (\) + Adend%Zd(A, Qrey ) - (42)
O

Remark 8 (Blindness without programming H ). The above proof requires programming the random
oracle H? to switch to SHVZK simulation of transcripts in the signature in Game* @ To attain
blindness without programming H*, we need a witness for Rg, and R;. This can be achieved by
remembering wgyy in the reduction, and by augmenting the verification key vk with a zero-knowledge
proof with relaxed knowledge soundness for relation

X
pp07CMXO _ . X A
o = | PP CMX; CMX, = COMx.Commit(ppy, Zo; S0)

Ry == CMX; = COMx.Commit(ppy, zo; 51)

X
pps, CMXs CMX COMe.C ! 9205
Wyk = 50.51.8 = .LCommit ,0;5
vk = (o, S0, 51, 82) 2 X (PPo 2)

'8 Here, we have a factor of two because we invoke IND-CPA security once for each message.
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Ruk = {(xuk, Wk = Zo) | Fwwk = (@0, S0, 51, 52) 1 Zo = oG A (Xuk, Wuk) € Rcomy} -

Then the reduction is in possession of a valid witness for OR-relations Ry U Ry, and Ry U Ry. Hence,
we are able to generate the transcripts by honestly using the OR-technique: Since the reduction can
honestly run X (resp. Xqn) for Ry (resp. Ryn), and answer any challenge v, and ~qp, it can pick 7o, y2
uniformly and use SHVZK simulation for Ry, Ry. Importantly, fresh encryptions of oG for Ry are
consistent with encryptions used by the (malicious) signer due to w¢&t. By perfect indistinguishability of
SHVZK simulation and honest transcript generation (given that a witness exists), making this change
after Game* |§| is perfectly indistinguishable.

Importantly, after the above change, we can generate the challenges by querying H°* and do not
need to program it anymore. Moreover, note that all steps|§| from Game* [5 to Game* |§| are statistical,
including this additional change. Hence, while we programmed the random oracle during these proof
steps, this is only used to establish the statistical indistinguishability between the first and last game.
Since neither of them requires programming the random oracle (and it is also not required in the later
proof steps), this indistinguishability still holds in the non-programmable ROM.

D.4 Proof of One-more Unforgeability (Theorem

Theorem 2 (OMUF). For any PPT adversary A there exist reductions with running time roughly
that of A, such that for sufficiently large A

AdvOMUFEZ (\) < AdvZK™eT (X, Quc; ) + AdvCRS™ BXtSetup(y Q)
+ AdVExt™ BN, Quy,) + e (V)
+ 2(Quen +1)/p + 2AdvDDH(A)

4AdvINDCPARE ()
+ 2(Quen +1)/p
COMt
+MlogQs] | T 3AdvParamIND 5" (M)

.

+ 7AdvParamINDSOMx ())
CcOM

+2¢/p "

where Qrer s QHyy QHgH , QHfﬂ are bounds on the number of resp. oracle calls made by A, Qs is the number

of signing sessions (started by A), and eﬁigyT (N) is the (statistical) distance of COM<’s parameters from

uniform.

Proof (Theorem @) Let A be a PPT adversary on OMUF. We argue by game hops. As in the proof of
blindness, inefficient games are marked by *. We denote by ¢; the adversary’s success probability in
Game 7. An overview of the game hops is given in Tables [f] to[7] Before we proceed, let us establish
some conventions.

— We assume without loss of generality that A finishes at least one session@

— It can easily be checked that runtimes of reductions R in the proof are roughly that of A. We omit
further details on runtimes.

— We introduce some notation. For some bit 3 € {0, 1}, we denote by § := 1 — 3 its negation. For
some j € N, we denote by j[k] the k-th bit of j in binary representation. Also, we denote by j|x the
k-bit prefix of j in binary representation.

Game 0 (Original game): This is the OMUF game according to Definition Let us recall the
game explicitly and establish some notation. Note that hash functions are modeled as random oracles.
Denote by Qn the number of queries to some random oracle H made by A throughout the game and by
Qs the total number of signing sessions.

19 If the NIPS is statistically sound, as it is for our instantiation in Supplementary Material E

20 Tf A successfully forges a signature o for message M without finishing any session, then A can be transformed
to an adversary A’ that finishes one session for some message M’ # M with the same advantage. We stress
that this assumption is purely for readability as it simplifies the argument in Game 7.
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Recall that public parameters (pp?)ie{o’lvg} for COMy, public parameters pp' for COMt, common
reference strings crsct for lNer, common reference string crsy, for Iy, public keys pk?E for RE, and
tuple (D, Do, D3) € G* are setup by appropriate random oracles. First, the challenger samples
(vk,sk) « KeyGen(1*). That is, it samples o < Z, and sets z; = x5 = 0, and commits to z; in
CMX; = COMyx.Commit(ppX, z;, §;). It sends vk = (CMXg, CMX1, CMXz) to A. Then, the challenger
provides A access to signing oracles S; and So (cf. Figure . We briefly recap how the challenger
answers the oracles on the j-th signing session below.

— In Sy(smsg, ;), the challenger parses smsg; ; = (kaLHE

,Ctar g, ,;), and verifies that mps ; is
valid with respect to statement xs; = (pkLHE cta,;). If not, the challenger aborts, else it sets
20§ = xo,zlj = x9, and 22 ; = 0. Then, the challenger encrypts Z;; = z;;G in CT* =
RE.Enc(pkFE , Zij; p5;), and also commits to CT;; in CMT;; := COMy.Commit(pp', CTfJ; 57 5)
Next, after sampling states st; ; < ¥;.Setup(1*), the challenger prepares the first message of
the X-protocols. Then, the challenger encrypts Z; ; = z”G in CT* = RE. Enc(kaE Z~,j;p;‘j)
and also commits to CT;; in CMT;; := COM.Commit(p pp’,CT}
states st; ; < Zz.Setup( M), the challenger prepares the first message of the Y-protocols. That
is, it sets x} ; = (pkf",pky,CTg;,CT; ;) and x5, = (pp},pki", CMXy, CT5 ), and samples
Al =X Inlt(stU,W ) for i € {1,2}. It also simulates (Ag, ;, (3, ;) ¢ Ldn-Sim(xan, 7, ;) for
xdh = (G, D1, Dy, D3) and fydh < CH. Then, the challenger computes InitZero homomorphically
|LHE

773 8i;)- Next, after sampling

on ctys ; to obtain ctg ; = LHE.EvaI(
cty ;= LHE.Rerand(pk';HE,ctoyj; 7o,;)- Finally, the challenger outputs

,Ctar j, InitZero), which it rerandomizes to a ciphertext

smsg, ; = (ctg ;, (CMT] ), AT, A3, Agp, ;).

— In Sg(smsggj) the challenger parses smsgs ; = (05,07 ;). The challenger then sets vg; =
06,5 = Yan,; and 7 ;=07 ; =5 ; for 73 ; <= CH. Then, it sets wg ; = ((20, 51), (z1,31), (Zo,5, 5 ,;)):
Wl 3= ((Z0,4,05.;)s (ZLJ,p1 ), and w3 ;= ((w2, 52) (Zg’j,pQJ)) Next, computes the responses

- = ¥;.Resp(st; ;, v} W ) Then, the challenger proves that it set up the ciphertexts CT
honestly via m¢y ;. That 1s, it sets xct,; = (ppy,CMXo, (p k$E7CT2’])l€{07172}) and wcr); =
((Zz',j,Pf,j)ie{o,Lz},!Co,éo), and computes the proof 7Té-|—7j + Met.ProveMer (crscr, xcT,5, wer,j). It
outputs

SMSgy ; = ((W;j,Ci*,j’ CT;j?Sf,j)ie{o,Lz}y’YcTh,jaCcTh,jaWéT,j)-

Denote by £ the number of finished signing sessions. In the end, adversary A outputs £ + 1 signature-
message pairs (M.}, 0;5)eje41)- Throughout, we denote by MT == {M;", .., MZH} the set of “forged”
messages, by Ms = {M, ..., Mg, } C M the set of message for which a signing session has been started,
and by Mg C Ms the set of messages for which a signing session has been finished (1 < |[Mg| < ¥).
For convenience, we also define the set of indices of finished sessions as Jr == {j | M; € Mg}.

Game 1 (Sample pkRE with known skFF): In this game, we sample (pk<t, skXF) «— RE.KeyGen(1*)
and program H ( ) = kaE Since honest RE public keys are distributed uniformly at random by
assumption (cf. Deﬁnltlon , this change does not affect the success probability of A.

€1 =€ .

Game 2 (Simulate 7¢1): In this game, we simulate the proofs 7¢y ; via the zero-knowledge simulator
Mcr.Sim of Mer in So. That is, after the challenger defines xct; = (ppa, CMXo, ( kRE ,CT! j)ie{o,1,2y) and
wer,; = ((Zij, Pi j)icfo,1,2}, To, S0), instead of computing mér,, < Mer. Prove'c T(erscT, XcT,j, WeT,j5), it
generates (crscT,tdct) < SimSetup(1*) and sets 7y J Slm(tdCT,XCT])

Note that by construction, we have (XCTJ,WCTJ) € Rer (cf. Eq. (16)). Also, the common reference
string crsct is chosen by random oracle H . Thus,

le2 — e1] < AVZKRET (A, Quey) -

for a straightforward reduction R,.

Game 3 (Embed td in crsps): In this game, the challenger sets up crsys in extraction mode. That is,
denote by (ExtSetup, Ext) the knowledge extractor of Iy,. Before interacting with A, the challenger
sets (crspr,tdys) < ExtSetup(1*). The game programs H2L such that H(0) := crsy; and then proceeds
as before.
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This step is justified by the CRS indistinguishability of Mp; (cf. Definition such that
le3 — €2] < AdvCRSIFTE®SEP () Qy,,)

for a straightforward reduction Rextcrs-

Game 4 (Extract M; from 7 ; and compute ct;; via M;): In this game, the challenger ex-
tracts M; from mys ; and computes ct; jasa fresh aphertext of Ao _j» Where A 0,7 1s setup via X¢.Init. In
more detall in the j-th signing session in Sq the challenger sets M, < Ext((tdar, Q), (xas,5,7;)), where
Q is a list containing all Hys queries and xuz,; == (p kLHE ctar,;). Then, after the challenger samples
sto,; < Lo.Setup(1%), instead of computing InitZero homomorphically on ctys ; and rerandomizing the
resulting ciphertext, it sets

xg,j = ((sz)(a CMX0)7 (pp)1(7 CMX1)7 (pkgE? CTS)’ M])a
Ap Zo-|nit(5to,j,¢§g ),
’ ¥

ct}y; <+ LHE.Enc(pk:"'®, A7 ).

Otherwise, the challenger proceeds as before.

In Lemma |6} we show via two intermediate hybrids that there is some adversary Rex on R m-extractability
(cf. Eq. and Deﬁnition of Mys such that

lea — €3] < AdVExtRT (N, Qu,, ) -

Game 5 (Define M™1): In this game, after A outputs its forgeries, the challenger chooses index
k* = min{x | MJ ¢ Mg}. Recall that M are the £ + 1 messages associated to A’s forgeries, whereas
there are at most ¢ “forged” messages in Mg. Thus, k* is always well-defined. Since this change is
syntactical we have

€5 = €4 .

We refer to M+ = M. as the forgery’s message and parse the corresponding 51gnature ol as

((CTJr st t+)l€{0 1 2},7Tdh) Further, parseﬂ (A+,% ,C:') fori € {0,1,2} and 7Tdh = (Adh,’ydh,g‘dh)

Z’Z’Z

Also, set CMT; := COM+.Commit(pp", CTj’7 si) forz € {0,1,2} and CMA;" := COM+.Commit(pp", 4], ¢;)

fori € {0,1,2}, HINS = ((ppX, CMX;)ic 0.1}, (PKGT, CMT{), M+ CMAO,xdh,Ajh) and HIN{ = ((pp¥, CMX,), (pki®, CM’
Recall that if . is valid, then we have for i € {0,1,2} that

Yo+ g = HSH(HING)
7+ 72 = H{(HINT)
¥, Verify(x;, A, v, ¢H) =1
Tan-Verify(xan, Ady, Van () = 1

where x3 = ((pp%, CMXyo), (pp¥, CMXy), (pkiE, CTd), MT),x1 == ((pkiE, CTS), (pkFE, CT)), xF =
((pp%, CMXy), (pkSE, CT)), x4n = (G, D1, Do, Ds3). In the following, the game will sometimes know
sk; -, sometimes not. If skEzE is known to the game, we denote by Z;r = RE.Dec(sk?E, CT?‘) the message
encrypted in CT;". Otherwise, Zj remains undefined.

Game 6 (Setup ppf and pp' in binding mode): In this game, we setup the public parameters of
COMx and COMr in binding mode. That is, before interacting with A, the challenger sets pp} <«
COMy.Setup(1*, bind) and pp' < COMt.Setup(1*, bind). Then, it programs H?D(p and ng such that
Hﬁp(i) = pp} and Hi,(0) ==pp".

As both COMt and COMy have uniform parameters in hiding mode (cf. Definition 7 we have

le6 — €5] < epae ™ (A) + AdvParamINDSSMT (X) + 3 - (epan™ (A) + AdvParamINDSOM (X))
Reomy R comy
for straightforward reductions R¢opm,» Réom, that run in approximately the same time as A.
Game 7 (Abort if Z;” ¢ {20G},cz): In this game, we abort if Z; := RE.Dec(skX-, CTy) (i.e., the
message encrypted in CT{) is not in the set {zoG} e -
Recall that we assume that at least one signing session is finished, i.e., J¢ # ). By soundness of 7 for
relation Ry, we have that Zar = 720G because pp? and pp' are setup in binding mode. In more detail,
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if xar € ZR,, there exists some witness Waj such that (xar, Waj) € Ry. The values ZO+7 xo,x1 (part of

W(T, j) are uniquely determined because CMX is set up in binding mode and RE is perfectly correct. By
Eq. @ we have that oG + 21 MT — Zar = 0. Since z1 = 0 by construction, it follows that oG = Zgr.
It remains to show that indeed xi € g, .

Assume for the sake of contradiction that x| ¢ Z,. Notice that since (Dy, Do, D3) are sampled at
random, the probability that they form a DDH tuple is at most 1/p, i.e., xgn ¢ -Zr,,- Due to special
soundness of Xy and X gy, there is at most a single choice of 79 and v, such that there is a valid response
Co and (gp, that is

Y. Verify(x{, AT, 70, ¢0) = 1
Y n-Verify (an, Ady, Yan, Can) = 1

Since COM is perfectly binding, HINg determines xar, Xdh, Ag and A;“h. Thus, the pair (yo,71) is already
determined by HINJ . Consequently, for a given HS™ query, the probability that HS™ (HINS) = 70 + 71
is at most 1/p. A union bound over all possible HSH queries yields

(QHSH +1

leg — €7 <
p

Game 8 (Setup (D1, Dy, D3) as DDH tuple): In this game, we setup xqp, as valid DDH tuple. That
is, before interacting with A, the challenger samples D; <— G\ {0}, da < Z,, \ {0} and sets Dy :=d3 -G
and D3 = dy - D;. Then, it embeds the values into HY" i.e., sets HY(0) := (D1, Do, D3).
Thus

lez — €s| < AdvDDHz1 (A)

for a straightforward reduction R}, that runs in approximately the same time as A.
Game 9 (Use DDH witness for Y4,): In this game, the challenger computes the ¥4, transcript
(Adh ;> Van j» Can ;) Via the witness wgn = dp (where dy is defined as in Game 8). That is, in Sy
the challenger samples stan; < Zan.Setup(1?), and then sets Agn; = Zdh.lnit(stdh,j,gbiih), where
xdh = (G, D1, Dy, D3). It also already samples Y, ¢ Lp- In S, the challenger sets ’Y;h,j = 5§’dh =%,
(instead of g = 55‘,(”] — Ydn; as in Game 8) and computes (gh ; = Zdh.Resp(stdhyj,'yjmﬁwdh).
Clearly, the distribution of v, ; and g ; are identical in Game 8 and Game 9. Also, it follows from
HVZK of T4 that the Xan transcripts (Ag, ;,Vah ;> Can ;) are distributed identically in Game 8 and
Game 9. In conclusion, we have

€9 — €8 .

Game 10 (Simulate for ¥): In this game, the challenger simulates the ¥ transcript (4§ ;,75 ;5 (5 ;)
via the HVZK simulator Xo.Sim. That is, in S; the challenger samples g ; < Z;, as in Game 9, and
then sets (Ag ;, (5 ;) < o.Sim(xg ;,75.;)- In Sz the challenger uses (g ; sampled in S;.

It follows from HVZK of ¥ that the transcripts (Ag ;,75 ;, (5 ;) are distributed identically in Game 9
and Game 10. Thus, we have

€10 = €9 .

Game 11 (Setup ppX and pp' in hiding mode): In this game, we setup the public parameters
of COMyx and COMt in hiding mode. That is, before interacting with A, the challenger sets ppX +
COMy.Setup(1*, hide) and pp" + COMT.Setup(1*, hide). Then, it programs Hffp and ng such that
Hﬁp(i) = pp} and ng(z') =pp'.

This step is justified by the parameter indistinguishability (cf. Definition such that

le11 — €10] < AvaaramIND%%zﬂMTT (A) + 3 - AdvParamINDSOM™ ())

CoMy

for straightforward reductions R%OMT, R(Q:OMX that run in approximately the same time as A.

Game 12 (Simulate for ¥): In this game, the challenger simulates the ¥ transcript (43 ;,75 ;, (5 ;)
via the HVZK simulator ¥5.Sim. That is, in S; the challenger samples 73 ; < Z,, (instead of doing so
in Sy), and then sets (A3 ;, (5 ;) < Z2.Sim(x3 ;,75 ;). In So the challenger uses (5 ; sampled in S;.

It follows from HVZK of ¥ that the ¥ transcripts (A3 ;,75 ;, (5 ;) are distributed identically in Game
11 and Game 12. Thus, we have

€12 = €11 -
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Partitioning Before we start with the core argument of the proof, let us give a brief overview of
the partitioning technique [39, 2]. The goal is to move to a game, where in the j-th signing session,
the challenger encrypts F(j) in CT{ and CT}, where F is a random function mapping into Z,, while
keeping the guarantee that the adversary reuses some value F(35) for its forgery, i.e., Z e {F(j )G}JE Te-
Note that only values from finished sessions are accepted in the forgery which is Vltal to later argue
unforgeability. This random function is introduced iteratively in [log(Qs)] conceptual steps in a tight
manner.
At the beginning of the k-th step, some random function RF is evaluated only on the k-bit prefix
jlx of j, and it holds that Z; € {RF(|.)G}jes Note that for k = 0, this is identical to encrypting
a random value RFy(€) := z¢ < Z, in CT} and CT] and checking that Z; = zoG as in Game 12.
Then, the signing sessions are partitioned into two parts: Depending on a random bit-guess (3, either a
fresh random function RF); or the old random function RF}, is evaluated on the k-bit prefix j|; of j.
Observe that the next function RFj4; defined via

RFk11(flk+1) = RFf(j.Ik)’ J[k 1 é (43)

RF}(jlx), jlk+1] =B

is again a random function, and after a logarithmic number of steps, the encrypted values are fully
randomized. The forgery’s check is adapted accordingly. We stress that as we only accept evaluations of
Zar € {RFyj|,)G}jes, we need to make sure that the adversary learns no information about RF}
evaluations from unfinished sessions. For convenience, we define k[0] := k& mod 2.
Game 13.k.0 (Begin of partitioning loop): In this game, the challenger proceeds as in Game 12,
except that it sets zp := z1 := RFy(j|x) and checks that le[o} € Z;, where RF};, denotes a random

function mapping into Z, and
2k = {RFk(jlx) - G}jez- (44)

For k = 0, this Game is identical to Game 12, and we have

€13.k.0 = q17 -

Game 13.k.1 (Sample 3 and set z3 = 3): In this game, the challenger samples a random bit 3 <
{0,1} and sets x5 := 3 (recall that the commitment CMX, to x5 is part of the verification key). As pp}
is setup in hiding mode and x5 is not used elsewhere@ Game 13.k.0 and Game 13.k.1 are identically
distributed, and we have

€13.k.1 = €13.k.0 -

Game 13.k.2 (Set 23 ; := j[k + 1]): In this game, the challenger sets zo; = j[k + 1] in the j-th
signing session, i.e., 22 ; is the (k + 1)-th bit of j € [Qs].

Note that based on zy j, the challenger sets CT5 ; := RE. Enc(kaRE, Za,j; p5 ), where Z j = 29 jG. As
the proof m¢y ; and the transcript (A3 ;,73 ;, (5 ;) are simulated, the values (Z2 j, p3 ;) are exclusively
used to set up CT, j- This step is justified by the IND-CPA security of RE such that

|€13k2 —613k1‘ < AdVlNDCPA (/\)

|ndcpa
for a straightforward reduction Rmdcpa
Game 13.k.3 (Abort if Z; # SG): In this game, after A outputs its forgeries (M, o;")seje41], the
challenger samples another bit b + {0,1} and aborts if (1) Z;7 € {1,G} and Z; = (1 — B)G or if (2)
Zy ¢ {1,G} and b= 0.
Again, as ppy is setup in hiding mode, the values 3 and b are independent of A’s view. Also, note that
both 8 and b are bits chosen uniformly at random. Thus, the abort probability is

Prlabort] = Pr[Zf € {1,G} A ZF = (1 — B)G] + Pr[Z5 ¢ {1,G} Ab= (]
1

=1P[Z+e{1G}] 3

5 (1-Pr[Zf € {1,G}]) =

l\DM—l

Thus, we have
€13.6.3 = €13.5.2/2 .

2! Recall that the transcripts (A5 5,755, 5 ;) are simulated.
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Game 13.k.4 (Use witness for ¥, if 8 # j[k + 1]): In this game, the challenger computes the tran-
script (A3 5,75 ;, (5 ;) via the witness w3 ; = ((w2, 52), (Z2,5, 05 ;)) in the j-th session, if 3 # j[k + 1].
That is, in S; the challenger first checks if 8 # j[k + 1]. If not, it proceeds as in the previous game, else
it sets A3 ; == To.Init(stz ;, qbiz j). In Sy the challenger again checks if 8 # j[k + 1], and proceeds as
in the previous game if the check fails. Else, it samples 73 ; = 07 5 — 71 ;, Where 7] ; < Z,, and sets
(5 = Xa.Resp(sta j,75 ;, W3 ;).

Observe that we have 29G = Z j since x5 = 8 = jlk + 1], and Zy ; = j[k + 1]G, thus (x} ;, w3 ;) € Ro.
Consequently, we have under HVZK of ¥5 that

€13.k.4 — €13.k.3 -

Game 13.k.5 (Simulate for X, if 5 # j[k + 1]): In this game, the challenger simulates the ¥; tran-
script (A7 ;,71;,C1,;) via the HVZK simulator ¥,.Sim if 8 # j[k + 1]. That is, in Sy if 8 # j[k + 1],
the challenger samples 77 ; < Z,, as before, and then sets (A7 ;, (7 ;) < Z1.Sim(x7 ;,77 ;). In Sz the
challenger uses (7 ; sampled in Sy if 8 # j[k + 1].
It follows from HVZK of T that the simulated X; transcripts (A7 ;,77 ;, (7 ;) are distributed identically
in Game 13.k.4 and Game 13.k.5. Thus, we have

€13.k.5 = €13.k.4 -

Game 13.k.6 (Set z;_g0) ; = RF}[j|x] if 8 # j[k + 1]): Recall k[0] := k mod 2. In this game, if
B # jlk 4 1] in the j-th session, the challenger sets zy_[o},; = RF[j|x], where RF) is a fresh function
mapping into Z,. Then, it sets CT’{?k[O]J = RE.Enc(pk'fEk[O],Zl_k[o],j;pf_k[o]yj), where Z1_j),; =
21-k[0),;G as before.

Observe that as 2o and ¥ are simulated, the values 2;_[o); and pj_ k[0],; aTe only used to initialize

CTi_ RORE Also, the secret key sk;_j[g) associated to pk?E k(o] is not required for the simulation (as the

forgery checks for M is performed with ski[o) and the abort condition is evaluated with sky). This
step is justified by the IND-CPA security of RE such

le13.1.6 — €13.0.5] < AdVINDCPARS (1))

indcpa

for a straightforward reduction R%dcpr

Game 13.k.7 (Setup pp;< and pp' in binding mode): In this game, the challenger sets up the
public parameters of COMyx and COM+t in binding mode. That is, before interacting with A, the
challenger sets pp} <— COMx.Setup(1*, bind) and pp" <- COMr.Setup(1*, bind). Then, it programs HX;
and HI such that HX (i) :== pp} and H] (0) := pp'.

This step is justified by the parameter indistinguishability (cf. Definition such that

l€13.5.7 — €13.5.6] < AdvParamINDS2MT ()) + 3AdvParamINDS2M* ()

coMy CoMy

for straightforward reductions R¢oy., REom, that run in approximately the same time as A.

Game 13.k.8 (Abort if Zf_k[o] ¢ Zi): In this game, we change the forgery check that was introduced

in Game 7. That is, instead of checking that Z,:F[O] € Z, = {RF;(j|x) - G}jecz:, the challenger aborts if

gle value th k(0] encrypted in the ciphertext CTL k(0] in A’s forgery associated to M ™ does not lie in
k-

Because ppX and pp' are setup in binding mode, this follows by soundness of 7] for relation R;. In more

detail, if x] € Z,, there exists some witness ij such that (x, ij) € Ry. The values Z, Z; (part
of WI j) are uniquely determined because RE is perfectly correct. By Eq. we have that Z = Z".
On the other hand, observe that x§ ¢ .Zg, as CMXy is setup in binding mode, so x5 = 3 is uniquely
determined, and due to the abort condition, it holds that Z2+ =BG (i.e., z2G — Z;r # 0). It remains to
show that indeed xf € £, which follows by special soundness of ¥y and ¥;. The formal argument is

as in Game 7, and we omit details. We obtain

QH‘EH + 1

l€13.k.8 — €13.8.7] <
p
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Game 13.k.9 (Setup pp} and pp' in hiding mode): In this game, the challenger sets up the pub-
lic parameters of COMx and COM~ in hiding mode. That is, before interacting with A, the challenger
sets pp} « COMx. Setup(1>‘ hide) and pp +— COMr. Setup(l)‘ hide). Then, it programs HX and HT
such that Hf,(p( ) == ppX and ng( ):=pp"

This step is justified by the parameter indistinguishability (cf. Definition such that

l€13.6.9 — €13.6.8] < AvaaramINDCO'\/IT (N + 3Avaaram|NDCOMX (\)

Reomy

for straightforward reductions R‘éOMT, R‘éOMX that run in approximately the same time as A.

Game 13.k.10 (Set zy ; = RF[j[i] if 8 # jlk + 1]): Let k[0] :== k mod 2. In this game, if 8 #
jlk 4 1] in the j-th session, the challenger sets zj[]; := RF}[j[x], where RF}, is the random function
introduced in Game 13.k.6. Then, it sets CTZ[O], = RE. Enc(pkk[o], zZ; ek pk[o] ]) where Z;;[O} = 20/ G
as before.

Observe that as Lo and ¥ are simulated, the values zy[g) ; and py[o},; are only used to initialize CTk[O] .

Also, the secret key sky[o) associated to Pkk[o} is not required for the simulation (as the forgery checks

for M is performed with ski_xjo] due to the previous hybrid, and the abort condition is evaluated
with sko). This step is justified by the IND-CPA security of RE such

le13.0.10 — €13.0.9] < AVINDCPAZE (M) .
for a straightforward reduction Rmdcpa
In the next two games, we revert the changes made in Game 13.k.4 and Game 13.k.5 with respect to
the computation of proofs via ¥; and X,.
Game 13.k.11 (Use witness for ¥; if 5 # j[k + 1]): In this game, the challenger computes the
transcript (A7 ;,77 ;, (7 ;) via the witness wi ; = ((Zo,5, 05 ;) (Z1,5,p7 ;)) in the j-th session, if 8 #
Jlk +1].
Observe that we have Zy ; = Z1 j = RF.[j|i] if 8 # j[k + 1], thus (x] ;,w} ;) € Ry. Consequently, we
have under HVZK of 2; that

€13.k.11 = €13.£.10 -

Game 13.k.12 (Simulate for Y, if 8 # j[k 4+ 1]): In this game, the challenger simulates the ¥
transcript (A3 ;, ng,@]) via the HVZK simulator X5.Sim if 8 # j[k + 1]. That is, in Sy if 8 # j[k + 1],
the challenger samples 73 ; < Z,, and then sets (A3 ;, (5 ;) + 2.5im(x3 ;,75 ;). In So the challenger
uses (3 ; sampled in Sy if 8 # jk + 1].

It follows from HVZK of ¥, that the simulated ¥ 5 transcripts (A; 73,54 Co, j) are distributed identically
in Game 13.k.4 and Game 13.k.5. Thus, we have

€13.k.12 = €13.k.11 -

Game 13.k.13 (Rewrite 7, ; and z; ; in terms of RF;_): This is a purely conceptual game. In
particular, observe that the challenger sets 2o ; = 21, == RFj41(j|x+1) in Game 13.k.12, where RFj4
is defined as in Eq. . We have

€13.k.13 = €13.k.12 -
Game 13.k.14 (Abort if Z;" k(0]

instead of checking that Zlfk[O] € Zy, the challenger checks that Zlik[ 0] € Zjy1, where Zi and Zg4q

are defined by Eq. with respect to random functions RF and RFy 1, respectively. That is, recall
that

¢ Zi41): In this game, we change the forgery check again. That is,

Zy, = {RF(jlr) - G}jem
= {RF.(jlx) - G| 7€ T, jlk+ 1] = BYU{RFL(jlx) -G | j € Tr, jlk + 1] = B},
=Sk.both =8k.13

Zir1 = {RFp1(jler1) - Glies
= {RF:(jlx) -G |j € Tr, jlk + 1] = By U{RF (&) - G | j € T, jlk + 1] = B},

=Sk both =Sk.14

where the last equality follows by definition of RFy1 (cf. Eq. )
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Observe that in Game 13.k.13, the challenger also accepts the values Z;_j[g) € Sk.13, whereas not all
such values are accepted in Game 13.k.14. Below, we show that this does not considerably decrease the
advantage of A in Game 13.k.14. Roughly, this is because the values that are not accepted in Sy 13 are
statistically hidden, and thus hard to predict. This argument is quite subtle in our case because we
only index over finished session j € Jr, and we need to make sure that unfinished sessions do not leak
information about non-accepted values in Sg.13. On the other hand, in Game 13.k.14, the challenger
accepts forgeries Z;_[g) € Sk.14, but this at most improves the advantage of A in Game 13.k.14.
Before we proceed with the proof, let us be more precise in our identity for Zj. In particular, observe
that the values RF(j|x) € Sk.13 such that j| € jp[fe ={jlx | j € Tk, jlk + 1] = B} are also included
in Sk poth, and thus also accepted in Game 13.k.14. In conclusion, we can write

Zj, = Skboth U {RFL(jlx) - G | j € Tr, jlk + 1] = B, jlr & T}

G
'_Sk.13

By the above discussion, it suffices to show that Pr[Zf“_k[O] € S 5] is sufficiently small in Game 13.k.13.

Let Z € S 13 be arbitrary. That is, there is jz € Jr such that Z = RF(jz|x) - G with jz[k +1] =3
and jz|, ¢ Jpre We show that the value Z is information-theoretically hidden from A in Game 13.k.13.
For this, let us recap the sources from which A obtains information about evaluations of RFg, including
Z. Observe that these are the ciphertexts CTO - and CT jforje [Qs], and values that are computed
based on CTg ; and CT7 ;. In particular, for i € {0,1}:

i. Clphertext CT;! encrypts RF.(j|k)-

ii. Commitment CMTm commits to CT; ;.

iii. X-protocol commitment A} ; =X;. Init(sti i (bi ) where x7 ; includes the ciphertexts.

1,
iv. X-protocol responses (', = Z Resp(st; j,7; ;, Wy ;), where w
ness of the ciphertexts.

v. Ciphertext ctg ;, which is an encryption of Ag ;
First, observe that if we have in the j-th session that j[k + 1] = (8, then the evaluations of the random
function RF), are encrypted. Since RF}, and RF}, are independent, these evaluations leak no information
about Z = RF(jz|x) - G. Let us inspect the case j[k + 1] = 3. If the session is finished (i.e., j € J¢) or
Jlk € Jpre, then values in Sy potn are encrypted which are distributed independently of Z by definition
of §; ;4
On the other hand, if j ¢ Jr and j[k + 1] = 3, then CTj ; and CT7 ; are not necessarily independently
distributed from Z. Let us inspect this case in more detail, for i € {0 1}:

i. Ciphertext CT} ; is only sent to A in Sy, and because j ¢ Jr, A does not learn CT; ; in plain.

7 ; contains the message and random-

ii. While CMT} ; 1s a commitment to CT;. ;,j» the public parameters pp' are setup in hldlng mode. Thus,
the comrnltrnents are distributed independently of Z.

iil. As A7, = X;.Init(st; 5, gbi ) the only value that might leak information about Z is the description
of (;SZ . In particular, by deﬁmtlon of gbl ~ (cf. Section . The values that depend on CT;
the rnaps ¢XRE,i,j’ where xge ;i = (p KRE, CT* ;). By Remarkl the map d)igaij only depends on

pk?E. Thus, the distribution of A7 ; is independent of Z.
iv. The X-protocol responses ¢, are only sent in the S, but the j-th signing session is not finished
(J ¢ Jr).
v. As the distribution of ciphertext Af ; is independent of Z, so is the distribution of ctf ;.
In conclusion, the view of A is 1ndependent of the distribution of Z € S} ;5, and we have Pr[Z1 ko] =
Z] = 1/p. Finally, since there are at most ¢ = |J¢| values in S} 5, a union bound yields

l€13.6.14 — €13.86.13) < — .
p

Game 13.k.15 (Do not abort if Z; # G): Recall that in Game 13.k.14, after A outputs its forg-
eries (M7, 0,7)weje+1), the challenger samples a bit b < {0,1} and aborts if (1) Z5 € {1,G} and
Zy =(1—pB)G orif (2) Z; ¢ {1,G} and b = 0. In this game, abort conditions (1) and (2) are removed.
As pp% is setup in hiding mode, the bits 3 and b are independent of A’s view. Importantly, the advantage
of A is independent of the bits 8 and b. As in Game 13.k.3, we can show that the abort probability in
Game 13.k.14 is 1/2. Thus, by removing the abort condition, the advantage of A doubles. That is, we
have
€13.k.15 = 2€13 k.14 -

56



Game 13.k.16 (Set 25 ; :=0): In this game, the challenger sets 2z ; = 0 in the j-th signing session,
i.e., we revert the change made in Game 13.k.2.

We can argue that Game 13.k.15 and 13.k.16 are indistinguishable under IND-CPA security of RE as in
Game 13.k.2. That is, observe that based on z3 ;, the challenger sets CT* = RE.Enc(pk?E, Zgjj;p;j),
where Z3 j = 23 ;G. As the proof 7¢y ; and the transcript (A3 ;.75 4 C2 ) are simulated, the values
(Z24,p5 J) are exclusively used to set up CT5 j- This step is justified by the IND-CPA security of RE
such that

|€13.8.16 — €13.0.15] < AdVINDCPARS  ())

indcpa

for a straightforward reduction Rmdc o

Game 13.k.17 (Forget § and set x5 := 0): In this game, the challenger does not sample the bit
B anymore. Also, it sets x5 == 0. As pp} is setup in hiding mode and the values zo, 3 are not used
elsewhere, Game 13.k.16 and Game 13.k.17 are identically distributed, and we have

€13.k.17 = €13.k.16 -
Moreover, observe that the last game of one iteration is equal to the first game of the next iteration, i.e.,
€13.(k+1).0 = €13.k.17

because both games perform the same check Z1 ko] € Ziy1 = Z( o] € Zk41 since (k+1)[0] =

k+1
1 — k[0].
Game 14 (End of partitioning loop): This game is identical to Game 13.N.17 for N := [log Qs],
ie.,

€14 = qI3ET] -
Without loss of generality, let us assume that N is even, so the forgery check in Game 14 is performed
with ZO+ and not Zfr . As we have j|ny = j, the random function RFy is evaluated on its entire input
and we simply set F := RFx and write zg = 21 = F(j). Also, note that the challenger now accepts the
forgeries if Z§ € {F(j) - G} e . Over a single iteration of the loop, we find that

|zt — gl < €loop(A) -
We delay €j00p until Eq. . Over all iterations of the loop, we find that

|€14 - 613| < [log QSW 'Eloop()\) .

Game 15 (Set Zy ; == Z1 ; .= F(j)G + M; and z; :=1): In this game, the challenger sets Z; ; =
Z1,; = F(j)G + M; and z, = 1. The forgery check is also adapted accordingly, i.e., the challenger
checks that Z; € {F( )G+ M;}icg:-

Note that the challenger can not efficiently compute the DLOGs z; and z; ; anymore as this requires
the DLOG of M. But as these DLOGs are not required for snnulatlonlﬂ the simulation of Game 15 is
efficient.

As pp{ is setup in hiding mode and as F is a random function, the distribution of Zy,; and Zy ; are
identical in Game 14 and Game 15. Thus, we have

€15 = €14 -

Game 16 (Replace F(j) with z( via partitioning): In this game, the challenger sets Zy,; =
7y j = x0G + M, and adapts the forgery check accordingly, i.e., checks that Z§ € {2oG + M;};c 7.
By reversing the transitions from Game [13.k.0]to Game [13.k.17| we can show (Lemma [7) that

|616 - 615| S ﬂog QSW : 6|oop()\) .

Game 17 (Setup ppX and pp' in binding mode): In this game, the challenger sets up the public
parameters of COMx and COM+t in binding mode. That is, before interacting with A, the challenger
sets pp} «— COMy.Setup(1*, bind) and pp" +- COMr.Setup(1*, bind). Then, it programs HX and HT
such that HX (i) :== pp} and H] (0) := pp'.

As before, this step is justified by the parameter indistinguishability such that

le1r — ex6] < AvaaramINDCOMT (\) + 3AvaaramIND7CZ%2/';x \)
for straightforward reductions R%OMT, R%OMX that run in approximately the same time as A.

22 Recall that the witness for the X-protocols are the group elements Z; ; and not their DLOGs.
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Game 18 (Use witness for ¥): In this game, the challenger computes the ¥ o-transcript (Ag ;75 ;5 (g ;)

via the witness wg ; = ((o,50), (*1,51), Zo,j, p5,;)- That is, in Sy the challenger samples sto; <
¥o.Setup(1*), and then sets Ag ;= Zo-Init(sto j, ¢9&31j)7 where xj ; = ((pp&, CMXo), (pp¥, CMX1), (pkRE, CTy ), Mj).
It also already samples 7, ; < Zp. In Sy the challenger sets vg; = 97 g, — Vdn; and computes

(5.; = To-Resp(sto,j,75 j» W5 ;)
As in previous games, we can show via HVZK of ¥ that

€18 = €17 -

Game 19 (Simulate for Y4,): In this game, the challenger simulates the X4y, transcript (Ajhﬁj, Ve, j+ Qh’j)
via the HVZK simulator ¥4,.Sim. That is, in Sy the challenger samples Yanj ¢ Zp as in Game 18, and
then sets (Ajh’j,gjhﬁj) +— Zdh.Sim(xdh,*ycTh’j), where xqn = (G, D1, D2, D3). In Sy the challenger uses
Can,; sampled in S;.

As before, we can show via HVZK of ¥4, that

€19 = €18 -

Game 20 (Setup D; at random): In this game, we setup xg, at random. That is, initially Dy, Do, D3 +
G are drawn at random and H"(0) := (Dy, Do, D3) is programmed accordingly. This step is justified
by the DDH assumption such that

‘620 — 619| S AdVDDHRgh ()\)

for a straightforward reduction R3,.

Finally, let us upper bound the advantage of A in Game 20. Recall that CMX; and CMT are setup in
binding mode and that except with probability 1/p, it holds that (G, Dy, D2, D3) ¢ Z,,. As in Game 7,
we can show via special soundness of Xy and Xg4, that xg € LR, except with probability (QHSH +1)/p.

By definition of Ry (cf. Eq. ), if x{ € Z,, then we have that zoG + z1 M+ — Z = 0, where x( and
x1 = 1 are uniquely determined by the verification key vk. That is, we have

voG+MT =2ZF (45)

Further, recall that A is only successful if Z7 € {zoG + M;}jez, that is there is some j© € Jr such
that 20G + M;+ = Z§. Together with Eq. 7 this yields that
M* = M;+

But by definition of M+ (cf. Game 5), we have that M™* ¢ {M;|j € Jr}. In conclusion, we have that

QHgH +1
’ .

€20 <

Overall, we obtain the bound

AdvVOMUFEZ(\) < AdvZKIET (A, Quier) + AdvCRSRESEP () Qy, )
+ AVEXERY EH(, Qu) + e’ ()
-+ AdvParamINDSIM™ ()

COMT
+3 - (epan™ () + AdvParamINDSM™ (X))
COMy

+ (Qugn + 1)/p + AdvDDHzp1 (A)
+ AvaaramIND%%Z/'MT (A) + 3 - AdvParamINDSOY™ ()
T

CoMy
+2 ﬂog QSW 6|oc>p(>\)

+ AdvParamINDS2M™ (A) + 3 - AdvParamINDSOM™ ()
CoMy CoMy

+ AdVDDHRgh N+ (QHS’H +1)/p
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where

€loop(A) < AdVINDCPARE (1))

indcpa

+2AdVINDCPAR: ()

+2AdvParamINDSSVT ()

+6AdvParamIN Dggi”:; (\)
+2(Quen) /p '
+2AdvParamIN D%%QAMTT \)
+6AdvParamIN D%‘%Q";x (\)
+2AdV|NDCPA$2'§dcpa (\)
+2¢/p

+AdVINDCPARS  (\) .

indcpa
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Table 5: Transitions from Game 0 to Game 11.

M; MT crsns ﬂ'éTyj D; pp;( pp" T dh ctgyj par éForgery check for MJr Reduction

- - $ wery $ $ $ : Sim :Eval, Rerand: w ; - OMUF Game

Uniform public-key

2 Zero-knowledge

3 Ext CRS Indistinguishability
|~?M—Extract ability
:
Hom. correctness, Rerand. Ind.
5 \ Mg Syntax / Notation

6 Uniform Parameters
7 Zgr € {z0G}je: Soundness of £g and g,

8 DDH DDH

9 Wdh HVZK of Zdh

10 HVZK of ¥

11 § skBE i from 7war; i MT\ Mg  Ext | Sim | DDH Init, Enc Z§ € {x0G}jes; : Parameter indistinguishability
In column pkKE, “§” (resp. “skf”) means that pkRE = HEkE(i) is sampled at random (resp. sampled via RE.Gen(1*) with known secret key sk?E) for
i € {0,1,2}. In column Mj, “-” means that M; is undefined and “from 7" means that M; is extracted from 7y ; in the j-th session in phase Sjl. In
column M™, “” means that the message M 7T is undefined, and else it means that M T is chosen from the set Mt \ Mg when A provides its forgeries
with messages M. In column crsyr, “$” (resp. “Ext”) means that crsys == HM (0) is sampled at random (resp. sampled via ExtSetup). In column T i

“wer,;” (resp. “Sim”) means that the proof FET’j is computed via witness wcr ; honestly (resp. simulated via the zero-knowledge simulator of Mct). In
column D;, “$” (resp. “DDH”) means that (D, D2, D3) := H%"(0) is setup at random (resp. as valid DDH tuple with witness wq, = DLOG(D2) for Zup).
In column ppi.(, “$” means that parameters pp;< = H')fp(z’) for COMy are chosen at random, and “H” (resp. “B”) means that pp? is setup in hiding (resp.
binding) mode. The column pp' is analogous to the column pp;< except for COMy instead of COMx. In column X4, “Sim” (resp. “wgn”) means that the
transcript (Agy ;, Vdn,;» Can,;) is simulated via HVZK (resp. computed via wa, honestly). In column ctj ;, “Eval, Rerand” means that ct; ; is setup as in the
construction (i.e., by evaluating InitZero on ct); homomorphically via Eval and rerandomizing the obtained ciphertext via Rerand), and “Init, Enc” means
that ct ; is setup by encrypting Aj obtained by evaluating Xo.Init. In column ¥o, “wg ;” means that (j is computed via wg ; and “Sim” means that the
transcript (As’j,fyaj, {gyj) is simulated via HVZK. Recall that Jr denotes the set of finished sessions. In column “Forgery check for M1”, “” means
that no additional check is performed and “Zar € {zoG}jegF” means that the game aborts if Zar € {zoG}jEJF, where Zar = RE.Dec(sk?E7 CTar) is the
messsage encrypted in the ciphertext CTOJr in the signature associated to MT. Finally, in the column “Reduction”, we give a brief justification for the
game hop.
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Table 6: Transitions from Game 11 to Game 14. We apply the adaptive partitioning technique from [39] in Game 13.k.0 to Game 13.k.17.

If B # j[k + 1] If g =jlk+1]

Game pp?, ppTigucssi T 22,5 p2Y Yo Zk[0],5 21— k[0],j E N 20,5 = 21,5 Forgery check for M Abort cond. Reduction
Game 11 H - 0 0 Wi Wa 0 0 Wi 0 zZf e {z0G}jee - -
Game 12 HVZK of Yo

Game 13.0.0 RFo(e) = z0 : RFo(e) =z RF(e) = a0 |27 € {RFo(e)G}jeqe Notation
Game 13.k.0 RF; (1) RF.(j|x) RF}(j|x) Zty € 2 Begin Loop

Game 13.k.1 @ Hiding
Game 13.k.2 jlk + 1] IND-CPA
Loses factor 2

Game 13.k.3

Game 13.k.4 HVZK of Yo
Game 13.k.5 Sim HVZK of X,
Game 13.k.6 RF;_o1llx] IND-CPA

Game 13.k.7 Parameter ind.
Game 13.k.8 k(0] € Z Soundness of X1 and %o
Game 13.k.9 Parameter ind.
Game 13.k.10 RF1_ko)[7]x] IND-CPA

Game 13.k.11 HVZK of X,
Game 13.k.12 Sim HVZK of ¥o

Game 13.k.13 ‘ RFk+1[j|k+1] ‘ ‘ RFk+1[j|k+1] RFk+1[j|k+1] Notation
Game 13.k.14 ;r—k[o] € 24 Additive loss £/p

Game 13.k.15 E Gains factor 2

Game 13.k.16 [o] IND-CPA

Game 13 k.17 [-] [0] Hiding
Game14 = H - 0. 0 |wi, Sim F(j) F()  |wi, Sim F(j) Zf € {F()G}ean - -

As before, Jg denotes the indices of finished sessions. In column pp,>i<7 ppT7 “H” (resp. “B”) means that the parameters for COMx and COMt are setup in hiding (resp. binding mode). In
column “guess”, B < {0, 1} denotes a random guess made by the game. In column z3, the value committed in CMX; is given. In columns z3 j, the DLOG of the value encrypted in CT;J-
given in the j-th session in phase S{. Note that depending on the guess 8 and the (k + 1)-th bit j[k + 1] of the j-th signing session, the game simulates the signing oracles in different
manners. In column ¥y, “wy ;” means that ¢; ; is computed via wy ; and “VSim” means that the transcript (A ;, 7 ;, ¢y ;) is simulated via HVZK. In columns 2y ; for b € {0, 1}, the
DLOG of the value encrypted in CT;YJ- given in the j-th session in phase S}. Note that RF), denotes a random function that are inductively defined by RF 41 (j|k+1) = RFy(i|x) if
jlk +1] = B and RF 41 (jlk+1) :== RF} (i|x) if j[k + 1] = 1 — B, where RFg and RF;_[o) are fresh random functions. In column “Forgery check for M™” an additional forgery check is
described and the game aborts if the check fails. Here, the sets Zy and Zy41 are defined by Zy := {RF(j|x)G}jeq and Ziy1 = {RFk+1(jlk+1)G}jese, respectively. In column
“Abort cond.”, an additional abort condition is introduced that depends on the game’s guess . Finally, in the column “Reduction”, we give a brief justification for the game hop.




Table 7: Transitions from Game 14 to Game 20.

Game D; ppi.( pp" T Zo,; = Z1,5 Xdh o Forgery check for M+ Reduction

Game14 iDDH | H | H | 0 F(j)G Wah Sim zd € {F(j)GYjeq -

Game 15 F(j)G + M; ‘Z;r € {F()G + M;}jeq
(cf. Table @
Game 17 Parameter ind.

Statistical

Backward partitioning

‘ 2§ € {zoG + M;}jez;

Game 18 W;’j HVZK of X
Game 19 HVZK of Ty,
Game 20 $ DDH

In column D;, “$” (resp. “DDH”) means that (D;, Do, D3) := H%"(0) is setup at random (resp. as valid DDH tuple with witness
wgh = DLOG(D3) for Zyn). In column ppf, “$” means that parameters ppi-( = H:(p(i) for COMx are chosen at random and “H” (resp.

“B”) means that pp;< is setup in hiding (resp. binding) mode. The column ppT is analogous to the column pp)i( except for COMt
instead of COMx. In column z, the value committed in CMX; is given. In column Zy ; = Z; j, the value encrypted in ciphertexts
CTo,; and CTy ; in the j-th session is given. In column X4, “Sim” (resp. “wgqn”) means that the transcript (A;h,y’Y:h,j’ th,j) is
simulated via HVZK (resp. computed via wgn honestly). The column ¥ is interpreted analogously. In column “Forgery check for
M7 an additional forgery check is described and the game aborts if the check fails. Finally, in the column “Reduction”, we give a
brief justification for the game hop.

This concludes the one-more unforgeability proof. a
Below, we provide the missing proofs of aforementioned lemmata.
Lemma 6. This step is justified by the IiM-emtmctability of Mys such that
lam — qg| < AdvExt%Z:;’EXt()\, Qu,, ) -

Proof (of Lemma @ We show this by introducing intermediate games between Game |3| and Game
Roughly, we first extract M; from 7y ; and abort if the extracted witness is not in the desired relation.
Because extraction is not efficient for M;, the game becomes inefficient at this point. Then, we use
M to construct ctj ; as a fresh ciphertext (indepdenent on ctp). In the last step, we remove the abort
condition again and obtain Game [4

Game* 3.1: Let us define an intermediate hybrid Game 3.1. In this game, the challenger extracts M;

from 7y 5 in Sy as described in Game |} but the encryption ctg ; is still computed as in Game (i.e.,

SkLHE

via Eval and Rerand). After extraction, the challenger aborts if there are no ( ,Ta,;) such that

ctar; = LHE.Enc(pk™E, Mj;rar ;) A (pk HE, sk"HE) € LHE.Gen(1%). (47)

Note that this abort condition is inefficient.
This step is justified by the straighline Rys-extractability (cf. Definition such that

€31 — qg < AdVEXER" "4 (A, Qu,, ).

Game* 3.2: In this game, the challenger also computes ctj ; asin Game By Eq. and by homomor-

phic correctness, we have that there exists some reyai, ; such that cty ; = LH E.Enc(pk" £ InitZero(M); Teval,j )-
By definition of InitZero (cf. Eq. ), we have InitZero(M;) = Aj ;, where Af ; < Xo.Init(sto,j, QSE&S)'
Thus, rerandomization indistinguishability of LHE yields that

€32 = €3.1

Finally, observe that the only difference between Game [f] and Game [3]3 is the added abort condition.
Removing the abort condition at most improves the advantage of A in Game [d and we have

< €3.2

Note that Game []is efficient again.

62



O
Lemma 7. There are appropriate reductions such that |qmg — aml(\) < €oop(A) as defined in Eq. ([46).

Proof (of Lemma @ Let us argue that A’s advantage in Game and Game is close. Roughly,
we start with Game [I6] and perform the game transitions from Game [I3.k.0] to Game [I3.k.17] for
k € [[log Qs]] in reverse order. That is, we “deconstruct” RFy; into RFj. Below, RFy, is a random
function defined as in Eq. . We obtain Game [16| after [log Qs] steps. Most arguments are identical
to before and we use matching notation for readability. That is, we denote sets and values with similar
meaning in the same manner, even if their definition slightly differs.

Game R.0 (&13.£.17; Start of partitioning loop): This game is identical Game [13.k.17| except
that Zo; = Z1; = RFpq1[jles1] - G + M; is encrypted in CTg ; and CTy ;. Also, the forgery check

Zf;k[o] € Zj41 is performed, where Zj41 is defined as Zi11 = {RF i1 (Jlrt1) - G+ M;}jes-
By setting F = RFj;1 and observing that j|,+1 = j, we have for k = [logQs] — 1 that

€R.0 = AIEEIT -

Game R.1 (513.k.16f Sample 3 and set 3 == B): In this game, the challenger initially samples a
random bit 8 < {0,1} and sets x5 := .
As pp% is setup in hiding mode and the values x5, 3 are not used elsewhere, we have

€R.1 = €R.0 -

Game R.2 (H13.k.15; Set 25 ; := j[k + 1]): In this game, the challenger sets 23 ; = j[k + 1] in the
j-th signing session.
As in Game [I3k.16] this step is justified by the IND-CPA security of RE such that

ler.2 — er.1| < AdVINDCPARE (1)) .

indcpa

Game R.3 ( Abort if Z) # BG): After A outputs its forgeries (M}, 0,7)e(e41], the chal-
lenger samples another bit b <— {0,1} and aborts if (1) Z;7 € {1,G} and Z = (1 — B)G or if (2)
Zy ¢ {1,G} and b= 0.

As pp¥ is setup in hiding mode, the bits 3 and b are independent of A’s view. As in Game
through the abort probability in this game is 1/2. Thus, we have

€R.3 = €R.2/2 .

Game R.4 (H13.k.13} Abort if thk[o] ¢ Z;.): In this game, we change the forgery check. That is,

instead of checking that Zf—k[o] € Ziy1, the challenger checks that Zf—k[o] € 2, where Zj, and Zj 41
are defined as

Zi+1 = {RFp41(let1) -G+ M, }jen
= {RF(jlx) - G+ M; | j € Tr,jlk +1] = BYU{RF(j[x) - G + M; | j € Tr, j[k + 1] = B},
=Sk ot =Sk.15
Z, = {RFw(jlx) G + M;}jesn
= {RF.(jlx) - G+ M; | j € Tr, jlk+1] = BYU{RF.(j|x) - G+ M; | j € T, jlk +1] = B},

=8k both =8k.14

where the last equality follows by definition of RFy1 (cf. Eq. (43)).

Recall that in Game [T3.k.T5] the challenger also accepts the values Z;_jjo) € Sk.15, Whereas not all
such values are accepted in Game [I3.k.14] As before, this impacts the advantage of A by at most an
additive loss ¢/p because the values that are not accepted in S 15 are statistically hidden, and thus
hard to predict. Analogously, in this game the challenger accepts forgeries Z1_j[o] € Sk.15, but this at
most improves the advantage of A compared to Game R.3. Thus, we have

4
ler.a —ers| < — .
p

63



Game R.5 (2[13.k.12 Rewrite Z;; and Z; ; in terms of RF; and RF}): This is a purely con-
ceptual game. As the challenger sets Zy ; = Z1,; = RFj11(j|k+1)G + M; in Game R.4, where RFj 14
is defined as in Eq. , we can write Zg ; in terms of RF), (resp. RFy) in the j-th signing session if
B # jlk + 1] (resp. 5 = j[k + 1]). We have

€R.5 — €R4 -

Game R.6 (13.£.11; Use witness for ¥, if 5 # j[k + 1]): In this game, the challenger computes
the X transcript (43 ;,75 ;, (5 ;) with witness w3 ; = (22, 82), (Z2,5, 05 ;)) if B # jlk +1]. By HVZK
of X1, we have

€R.6 = €R.5 -
Game R.7 (H13.£.10; Simulate for ¥; if 5 # j[k + 1]): In this game, the challenger simulates the

transcript (A ;,77;, (7 ;) via the HVZK simulator Sim; in the j-th session and computes 73 ; and 77
accordingly, if 8 # j[k + 1]. Under HVZK of ¥, we have that

€R.7 = €R.6 -

Game R.8 (H13.k.9 Set 29 ; = RF.[j|x] if 8 # j[k +1]): Let k[0] := k mod 2. In this game, if
B # jlk 4 1] in the j-th session, the challenger sets zyp); = RF}[j[x]. Then, it sets CTj ; =
RE.Enc(pkE[E()]7Z;[O]; Prio).j)s Where Zj o = z40)G + M; as before.

As ¥ and ¥ are simulated, the values z;j0) ; and py[g) ; are only used to initialize CTZ[O]J. Also, the
secret key skyo] associated to pk,S[EO] is not required for the simulation (as the forgery checks for M is

performed with sk;_jo), and the abort condition is evaluated with skg). This step is justified by the
IND-CPA security of RE such

ler.s — er.7| < AdvINDCPAT:  (X) .
Game R.9 (£13.k.8; Setup pp} and pp' in binding mode): In this game, the challenger sets up
the public parameters of COMx and COM+t in binding mode. This step is justified by the parameter
indistinguishability such that
ler.o — er.s| < AdvParamINDSM™ (M) + 3 - AdvParamINDSSM (V) .
C

oMy CoMy
Game R.10 (H13.k.7; Abort if le[o] ¢ Zi): In this game, instead of checking that Zitk[o] € Zy,

the challenger aborts if the value le[o] encrypted in the ciphertext CT;:[O] in A’s forgery associated to

M does not lie in Z,.

Because ppX and pp' are setup in binding mode, this follows by soundness of Tl';'_ for relation Ry as in
Game R.9, and we obtain

Qpen

ler.10 — €r9] <

Game R.11 (&13.k.6; Setup ppi( and pp' in hiding mode): In this game, the challenger sets up
the public parameters of COMy and COM+y in hiding mode. This step is justified by the parameter
indistinguishability such that

ler.11 — €r.10] < AdvParamINDSQMT™ (X) + 3 - AdvParamINDSQ™x (1) .

RCOMT RCOMT

Game R.12 (H13.k.5; Set z1_),; = RFg[j[x] if B # j[k + 1]): In this game, if 3 # j[k+1] in the j-
th session, the challenger sets 21 (o) ; = RF[j[x]. Then, it sets CT]_; o) ; = RE.Enc(pk?Ek[o] s 21— k(01,53 Py —k[0].5)>
where Z_y0),; = 21-k[0],;G + M as before.
Observe that as g and ¥ are simulated, the values 2;_[o); and pj_ Klo],j are only used to initialize
CTi_ k[0],j- Also, the secret key sky o) associated to pklRE k[o] 1s not required for the simulation (as the

forgery checks for M ¥ is performed with ski[o] and the abort condition is evaluated with sky). This
step is justified by the IND-CPA security of RE such

ler.12 — €r.11| < AdVINDCPARE  ()) .

indcpa
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Game R.13 (£13.k.4 Use witness for ¥, if 8 # j[k + 1]): In this game, the challenger computes
the ¥ transcript (A7 ;,77;, (1 ;) via the witness wi ; = ((Zo,j,00,;), (215,01 ;)) if B # j[k + 1]. By
HVZK of ¥, we have

€R.13 — €R.12 -

Game R.14 (ﬁm Simulate ¥, if 8 # j[k + 1]): In this game, the challenger simulates the tran-
script (A3 5,75 Jr (5 ;) via the Xp’s HVZK simulator and computes 3 ; and 77 ; accordingly, if 8 # j[k+1]
in the j-th signing session. By HVZK, we have under HVZK of Y, that

€R.14 = €R.13 -

Game R.15 (m Do not abort if Z; # BG): Recall that in Game R.14, after A outputs its
forgeries (M, 0,7 )wepet1), the challenger samples a bit b < {0,1} and aborts if ( ) Zy € {1,G} and
Zf =1 -pB)Gorif (2) ZF ¢ {1,G} and b = 0.

As pp¥ is setup in hiding mode, the bits 3 and b are independent of A’s view due to the above
modifications. Importantly, the advantage of A is independent of the bits 8 and b. As in Game [I3.k.3]
we can show that the abort probability in Game R.15is exactly 1/2. Thus, by removing the abort

condition, the advantage of A doubles. That is, we have

€R.15 = 2€R.14 -

Game R.16 (£[13.k.1} Set 2 ; := 0): In this game, the challenger sets 25 ; = 0 in the j-th signing
session. As from Game to Game this step is justified by the IND-CPA security of RE
such that

ler.16 — €r.15] < AdvINDCPA%'%dea()\) .

Game R.17 (H13.k.0; Forget 8 and set x5 := 0): In this game, the challenger does not sample the
bit 8 anymore. Also, it sets zo := 0. As pp¥ is setup in hiding mode and the values z9, 3 are not used
elsewhere, we have

€R.17 = €R.16 -
A simple inspection yields that Game is identical to Game
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