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Abstract

A universal thresholdizer (UT), constructed from a threshold fully homomorphic encryption by Boneh et. al
, Crypto 2018, is a general framework for universally thresholdizing many cryptographic schemes. However,
their framework is insufficient to construct strongly secure threshold schemes, such as threshold signatures
and threshold public-key encryption, etc.

In this paper, we strengthen the security definition for a universal thresholdizer and propose a scheme
which satisfies our stronger security notion. Our UT scheme is an improvement of Boneh et. al ’s construction
at the level of threshold fully homomorphic encryption using a key homomorphic pseudorandom function.
We apply our strongly secure UT scheme to construct strongly secure threshold signatures and threshold
public-key encryption.
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1 Introduction

Threshold cryptography [DF89] refers to distributing a privileged operation that requires a secret key, like
signing in a signature scheme and decryption in an encryption key, among n parties so that any ¢ of them can
collaborate to perform the final computation. Distributing shares of the secret key between multiple parties
make the system fault-tolerant. The reasons are: 1) A corrupted number of parties below the threshold value
are not able to evaluate the cryptographic primitive. 2) The system would perform correctly, even in the pres-
ence of few corrupt parties, if honest parties beyond the threshold value participate in the evaluation. Due to
the importance of protecting the secret key, almost all the cryptographic primitives have their correspond-
ing threshold system. Examples are threshold public-key encryption schemes [CG99], threshold signature
schemes [Sho(0], threshold pseudorandom functions [NPR99], threshold symmetric encryption [AMMRIS],
threshold message authentication codes [MPST02], etc.

In a non-interactive threshold scheme, each party computes a partial output completely independently
of others and then any ¢ partial outputs can be publicly combined to get the final output. A natural notion
of security then says that no polynomial time adversary must be able to compute the final output even if it
is given up to t — 1 partial outputs. Most of the papers on threshold cryptography model this by allowing
the adversary to get the partial secret keys of t — 1 parties. Ideally, the adversary should be allowed to
choose the ¢t — 1 parties adaptively. However, achieving adaptive security is hard, and hence, generally the
security definitions restrict the adversary to output the ¢ — 1 parties in the beginning. In addition, they also
disallow the adversary to ask the partial outputs on challenge inputs (for e.g., partial signature on challenge
message in threshold signature and partial decryption of challenge ciphertext in CCA security of threshold



PKE scheme) [GWWT13|ldPKM™24/Bol02/BGG™18|. This notion of security was strengthened by Bellare,
et. al |BCKT22| in the context of threshold signatures, where the adversary is now allowed to output a
forgery on one of the messages for which it has already asked a partial signature. In more detail, let ¢ be the
number of parties whose keys are given to the adversary. Then the adversary is allowed to output a forgery
on any message for which it has received at most ¢ — 1 — ¢ partial signaturesﬂ They further showed that
some of the well-known signature schemes, BLS [BLS04/Bol03] and FROST [KG20] can, in fact, be proven
secure in their stronger security definition. BLS and FROST are based on classical assumptions based on
discrete logarithm problem and is thus not secure against a quantum adversary.

Motivated by Bellare et. al ’s work, we started with the question - is the only lattice based non-interactive
threshold signature scheme of Boneh et. al [BGGT18| (referred to as BGGJKRS from mow on) secure in
the stronger definition given by Bellare et. al 7 We found that it is hard to prove the stronger security for
BGGJKRS in its current form. We discuss the issues in the technical overview. We observed that the stronger
definition can in fact be viewed as an adaptive version of the current definition, which explains the difficulty
in proving it. We provide a detailed discussion on adaptive nature of the Bellare et. al ’s stronger security
notion in technical overview.

We then improved BGGJKRS construction using key homomorphic pseudorandom functions (KHPRF),
which are standard PRF, with additional property that for all K, Ks, for all inputs x, PRF(Ky,z) +
PRF(K3,2) = PRF(K; + K2,2). We then show that our improved construction satisfies the stronger se-
curity notion of Bellare et. al .

Boneh et. al constructed the threshold signature from a tool called universal thresholdizer (UT), which
they defined and built from lattice based assumptions. The universal thresholdizer can be used as a compiler
to thresholdize any cryptographic primitive and is itself built from threshold FHE, which again, the authors
define and construct from any “special” FHE in the same paper. We realized that our improvement in
threshold signature scheme can actually be implemented at the level of TFHE so that it improves its security,
which in turn, improves the security of universal thresholdizer built from TFHE in a way that helps in
achieving the stronger security for any threshold cryptographic primitive that uses UT as the thresholdizer.
In the main body of this paper, we define the desired stronger notion of security for TFHE and UT and provide
a construction for TFHE that achieves this notion. We then show that the universal thresholdizer built from
our TFHE achieves the desired security. We finally show applications of stronger universal thresholdizer to
construct threshold signatures and CCA secure PKE with the stronger security. However, in the technical
overview, we describe the challenges and our ideas using the specific case of threshold signatures, because
some of the ideas, especially the adaptivity perspective of the stronger security definition is more clear when
viewed at the applications level, instead of TFHE or UT.

Our contributions:

— We strengthen the security definition of universal thresholdizer (UT) in [BGG™18], which is needed to
prove the stronger security of threshold cryptoprimitives built using the UT. In turn, we define stronger
security property for threshold FHE (TFHE) needed to prove the stronger security of UT.

— We improve the construction of TFHE in [BGG™18]| to achieve the stronger security property, we define.

— Using our TFHE, we get the first lattice based construction of non-interactive threshold signature with
the stronger security as defined in [BCK™22/BTZ22].

— Along the lines of |[BCKT22], we define a stronger security notion for CCA-PKE, and show that the
constructions in [BGG™ 18] satisfy this security if the universal thresholdizer UT satisfies stronger security.

— In [ASY22], Agrawal et. al constructed partially adaptive threshold signatures in random oracle model,
that allows the adversary to issue key queries (all at once) in the middle of the game. We combine our
technique with Agrawal et. al ’s to construct TFHE (and its applications) with stronger security while
also allowing the adversary to issue key queries (all at once) in the middle of the game.

3 Bellare et. al defined different levels of security improvements. However, in this work, we focus only on their
TS-UF-1 definition.



1.1 Stronger Security from Adaptivity Perspective

A natural notion of security for t-out-of-n threshold signatures says that any PPT adversary A should not
be able to generate a signature on any message m* even if it gets (i) partial signatures on m* from up to
any t — 1 parties and (ii) complete (or any number of partial) signatures on messages m # m*. Item (ii)
is easy to provide and considered by all versions of unforgeability definition in the literature. For item (i),
A can obtain partial signatures on m* in two ways - (i) get the partial signing keys from the ¢ — 1 parties
(ii) only get the partial signatures (but not the keys) on m* from these parties. Clearly, the adversary gets
more power in the first case. In an ideal situation, the adversary can adaptively decide which ¢ — 1 parties to
corrupt. However, this natural notion of security (mostly referred to as adaptive unforgeability) is hard to
achieve and hence, most of the constructions in this area consider a selective notion of unforgeability where
the adversary must decide the set of corrupted parties in the beginning. There is also a notion of partial
adaptivity, where the adversary can choose the set of corrupted parties in the middle of the unforgeability
game (i.e. after seeing some (partial) signatures on other messages), but the entire set of corrupted parties
must be declared together [ASY22]. Since once the adversary has decided the set of corrupted parties, it
is always beneficial for it to ask the signing keys rather than just the partial signatures, these definitions
assume that the adversary gets the partial signing keys from ¢ — 1 parties, and is not allowed to issue any
partial signing query on the challenge message m*. However, we can also consider partial adaptivity in an
orthogonal direction, where the adversary divides the set of corrupted parties as fully corrupted, for which it
asks the signing keys and semi-corrupted from which it only asks the partial signature on m*. The adversary
must output the set of fully corrupted parties selectively, i.e., in the beginning of the game, but can decide the
semi-corrupted parties adaptively throughout the game. This is the notion considered in |[BCK™22/BTZ22]
under stronger security definition which they call as TS-UF-1. Indeed we can define security properties that
combine adaptivity in both the directions. In Fig. [T} we present different security properties that can be thus
obtained, and relation between them.

Between P, and P}, we could not show either of them implied by the other. However, this is not surprising
since both P} and Py improve Py in different directions.

What is interesting is that even P3 does not seem to imply P} except with a loss of factor @), where @ is
the number of signing queries. This can be understood as follows. Let TS be any threshold signature scheme
and Ap: be an adversary against P security of TS. We want to show that if Ap« exists then there exists an
adversary Ap, against P3 security of TS. The difficulty in the reduction comes when Ap: issues a signing
query (m, 1) such that m = m*. In this situation, Ap, must not ask the partial signature from P3 challenger.
Instead it should ask for fsk; (the partial signing key of party ¢) and compute PartSign(, fsk;, m) itself. But
the problem is that Ap, does not know when m = m*. So, Ap, guesses m* as follows: let Q5 be the number
of different messages queried for partial signatures. Then Qs < @, where @ is the total number of signing
queries. Guess an index k € [@Qs + 1] and assume the k-th unique message as m*. Then, for each signing
query (m,i) with m # m* from Aps, the reduction forwards the query to P3 challenger. For m = m*, the
reduction queries for fsk; and computes the partial signature itself. Thus, Ps implies P}, but with a loss of
factor Qs < Q.

We summarize all the discussed notions in Figure[I] An arrow in the picture indicates a path to strengthen
a notion, i.e., it is not an implication.

1.2 Technical Overview

Our construction uses the BGGJKRS construction, which does not satisfy the stronger security notion, as the
base and builds upon it to get the stronger security. We first recall the BGGJKRS construction for threshold
signature.

Recap of BGGJKRS threshold signature. The BGGJKRS threshold signature scheme is a round optimal
(non-interactive) scheme built from a “universal thresholdizer” that can thresholdize a number of crypto-
graphic primitives. The thresholdizer is built from a thresholdized version of any “special” fully homomorphic
encryption (FHE) where the decryption of any ciphertext ct, using a key fsk, is a linear operation as (ct, fsk),
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Fig. 1. Threshold Signature security with different level of adaptivity. For any two properties, P;, P;, P; — P; means
that P; is stronger than (at least as strong as) P;.

which gives |g/2]m + e, followed with rounding which gives m. Here, ¢ is the working modulus and e is
a “small” error and depends on the LWE assumption on which FHE is built. In the thresholdized version
the decryption key fsk is t-out-of-n secret shared between n parties. To decrypt a ciphertext ct, each party
can compute a partial decryption of ct using its own key share fsk; and then any t partial decryptions can
be (publicly) combined to get a complete decryption. The BGGJKRS construction for threshold signature
TS = (TS. Setup, TS.PartSign, TS.Combine) uses (i) a linear secret sharing scheme SS, where the individual
shares are combined through a linear process (SS.Combine) to get the full secret, (ii) a fully homomorphic
encryption scheme FHE, where the decryption algorithm is a linear operatiorﬂ and (iii) a signature scheme
Sig. Then the construction is:

— TS.Setup(): generates FHE keys (fpk, fsk), signing keys (svk, ssk), and encrypts ssk as ct = FHE. Enc(ssk).
It then uses SS to secret share fsk among the n parties as {fsk;};c[n) for t-out-of-n threshold access
structure. Finally, it sets pp = (fpk, svk, ct), {sk; = fsk; }ic[n], vk = svk.

— TS.PartSign(i, sk;, m): firstly computes encryption of signature, o,,,, on m using FHE. Eval as ct, =
FHE. Eval(Sig.Sign,,, ct) and returns partial decryption of ct,, as o,,; = (cte,,,fsk;) + noise. Here,
Sig.Sign,,, is the signing circuit of Sig with message m being hardwired.

— TS.Combine(S, {om.i}ies): For |S| > t, the TS combine algorithm first runs the SS.Combine algorithm on
the partial signatures and then performs rounding to gets the signature as o,,, = round(SS.Combine({o,, ; }ics))-

Security sketch for BGGJKRS construction. We first briefly recall the security game. In the beginning
of the game, the adversary is given the partial signing keys from up to ¢ — 1 parties of its choice. In addition,
the adversary can adaptively issue partial signing queries of the form (m, ) to receive partial signature oy, ;
on m from party ¢. In the end, to win the game, the adversary must output a forgery (m*,o*) on a message
m™ for which no partial signature was requested.

For the ease of presentation, let us consider a simple case of 2-out-of-2 access structure. Thus, the FHE
decryption key fsk is secret shared between the two parties as : pick a random fsk; and set fsko = fsk — fsk; .
Wlog, we assume that the adversary asks the signing key for the first partyﬂ

The security is through a sequence of hybrids, where as usual, the initial hybrid (Hg) is the real game.
Then in the next hybrid (H;), for any queried message m, the challenger computes the partial signatures
corresponding to the honest party P, without using its signing key fsky. Instead, oy, 2 is computed as
lg/2)om — (cto,, , fski) + noise, while 0., 1 is computed honestly as (ct,, , fsky) + noiseﬂ This does not change

4 For ciphertext ct € Z;‘ and decryption key fsk € Z;‘, FHE. Decrypt(fsk, ct) first computes (ct, fsk), which gives
lg/2]1m + e, followed by rounding which outputs m.

5 Since it is in the best interest of the adversary to get keys from the maximum possible number of parties, the
security definition assumes that the adversary gets keys from ¢ — 1 parties.

5 noise is added to hide the FHE error e, but is not the main focus of current discussion.



the adversary’s view because of linearity of FHE. Decrypt. The purpose behind this step is to use the shares
of FHE key fsk only from an “invalid” set of parties (i.e. a set having at most ¢ — 1 parties) so that, then, in
the next hybrid (Hs), the setup algorithm can use zero vector instead of fsk to generate the partial signing
keys fsky, fsko, using the security of the secret sharing scheme. At this stage, fsk is not used at all, and
hence in the next hybrid (Hs), using FHE security, ct in the setup is changed from ct = FHE. Encrypt(ssk)
to ct = FHE. Encrypt(0). Finally, at this stage ssk is not used and we can use the security of underlying
signature scheme to argue that the adversary cannot output a forgery in this hybrid, which implies that the
adversary cannot generate a forgery in the real world as well.

The reduction to Sig security goes as follows. After getting svk from the Sig challenger the reduction
algorithm samples FHE keys (fpk, fsk) and discards fsk. It secret shares 0 into fsk; and fske, encrypts 0 as
ct = FHE. Encrypt(0) and sends pp = (fpk, ct) and fsk; as signing key for party 1. Whenever the adversary
issue signing query on any message m from party 2, the reduction algorithm computes ct,, and sends a
signing query on m to Sig challenger and gets o,,,. It then computes o2, = 0y, — (Ct,,,, fsk1) + noise.

In the end when the adversary outputs a forgery (m*, o,,+ ), the reduction forwards it to the Sig challenger.
Since the adversary is not allowed to query partial signatures on m*, the reduction never asks signature on
m* from the Sig challenger and hence, (m*, o,,+) is a valid forgery against the Sig challenger.

Problem in proving stronger security. In the stronger security, the adversary is allowed to query partial
signature on m* from up to g parties, where ¢ =t — 1 — ¢ and c is the number of parties for which the
signing key is obtained. To better understand the difficulty in proving the stronger security in BGGJKRS,
let us consider a scenario where the adversary does not issue any key query. Following the proof strategy
as before, while answering partial signing queries, the challenger would want to make sure that it uses only
either fsky or fsko but not both. The challenger needs to decide, which one? But, since now partial signature
queries on m* are also allowed, when a signing query (m,i) for ¢ € {1,2} is received, the challenger needs
to be careful in using o,, because in the end, if m* = m, the reduction against the Sig challenger in the last
hybrid fails. This is so because whenever the challenger needs o, to reply a partial signing query on m in
(Hs in the proof of BGGJKRS scheme above), the reduction against Sig gets it from the Sig challenger, and
in this case, the reduction cannot output a forgery on m. Let us understand the challenger’s dilemma with
the following example:

Suppose the adversary issues the first signing query as (my, 1). Now the challenger needs to decide whether
to use fsk; to compute 0,1 or not. Let us analyze both the options and show that both the choices can go
wrong:

Option 1:

— The challenger uses fsk; to compute oy, 1.

— The adversary issues next query as (ma,2). Now since fsk; is already used, the challenger cannot use
fska to generate 0y, 2. Hence, it computes o, 2 as [q/2]om, — (cto,,, , fsk1) + noise.

— The adversary outputs a forgery (ma, 0,,,). Observe that this is a valid forgery from the TS adversary
since it has queried partial signature on mso from party 2 only. But since the challenger used o,,, to
compute the partial signature, (ms, om,) cannot be returned as a forgery to the Sig challenger.

Option 2:

— The challenger uses fska to compute 0y,,,1 as om, 1 as [q/2]om, — (ct,,, ,fska) + noise.

— The adversary outputs a forgery (mq,0,,,). Observe that this is a valid forgery from the TS adversary
since it has queried partial signature on m; from party 1 only. But since the challenger used o,,, to
compute the partial signature, (my, o, ) cannot be returned as a forgery to the Sig challenger.

Remark 1. In the toy example above, one may be tempted to use guessing, and that would indeed work here.
But guessing becomes hard for general case of t-out-of-n access structure with neither n — ¢ nor ¢ — ¢ being
a constant, where c is the number of parties for which the adversary asks the signing keys.



Our Solution: From the above arguments we can derive the following wishful strategy for the challenger
(i) use the secret shares of fsk from at most ¢t — 1 parties (as before), (ii) for any signing query (m,4) do not
use oy, till |S, U S*| <t — 1, where S* is the set of parties for which the adversary asks the signing keys
and Sy, = {j : (m, ) has been queried so far (including the query (m,))}.

Attempt 1: For each query (m, i) simply return a random value + noise till |[S* U S,,| <t — 1 and argue
that since fsk; is random, (ct,, ,fsk;) is also random. But we can observe that this strategy immediately fails
if the adversary issues partial signing query from party ¢ for @ different messages for @ > |fsk;|.

Solution: We use the same strategy as before, where for each query (m, ), the challenger simply returns a
random value + noise till |S*U.S,,| < t—1. But now, we use a different argument to argue indistinguishability
from the honestly computed value using fsk;. In more detail, let us consider the previous toy example of
2-out-of-2 access structure. Let the adversary issues first signing query as (my, 1). The challenger returns

Omy,1 = T'm,,1 T hoise,

where 7,,, 1 is uniformly random. Then if and whenever the adversary issues a signing query (mq,2), the
challenger returns
Omy,2 = 1q/2]0m, — Tm, 1 + noise.

Notice that this time it is safe to use o,,, because party 1 and party 2 together form a valid party set and
hence the challenger knows that m; cannot be m™*. To argue indistinguishability in the adversary’s view, we
implicitly view ry,, 1 = (ct,,, ,fski) + 77, 1, and write

Omy,2 = |q/2]0m, — Ty 1 + nOise
= |q/2]om, — (cto,,, ,fski) =17, | + noise
= q/2lom, — <Ctam17f5k1> - <Ct0mlaf5k2> + <Ctam17f5k2> — 7”7/n1,1 + noise
1
]

/

= lq/2|om, — (cto,,, ,fsk) + (cto,, ,fska) — 77, 1 + noise
/

= 9/2lom, — [¢/2]om, + e+ (cto,, ,fska) — 1y, 1 + noise
= (cto,,, ,fska) + (=77, 1) + e + noise.

Tmy

This view leaves the extra terms 7y, ; and (=7}, ;) in 0,1 and o, 2, respectively. We can think of

Ty 1 and (=7, 1) as 2-out-of-2 random secret shares of 0. To address these extra random values, we
modify the original construction by adding pseudorandom components to partial signatures as following. Let

PRF : K x {0,1}* — Y be a PRF. Then

o’{fﬁ'J = (cto,,, s fski) + PRF(K1,my) + noise, and
o;,ial"z = (cto,,, , fska) + PRF(K3,m1) + noise.

It is easy to see that for correctness, PRF(K7y,m;) + PRF(K3,m1) must be zerﬂ However, for a general
PRF for any two keys K and K’, PRF(K,m) + PRF(K’,m;) # 0 with high probability. So, we use a key
homomorphic PRF and K3, Ky are generated as 2-out-of-2 secret shares of 0 € L. We recall that if PRF is
key homomorphic, then for all K, K’ € K and all input =, PRF(K,z) + PRF(K’,z) = PRF(K + K’, x). Thus,
for Ko=—K;, PRF(K2,m;) = PRF(—=K1,m1) = —PRF(Khml)lﬂ Now, we can argue indistinguishability
of real partial signatures from simulated ones from PRF security that allows to replace PRF(K7,mq) with
random 77, ;, and also from the security of secret sharing that ensures that K is uniformly random.
In general, our modified construction is:

7 Indeed, it suffices that PRF(K1, m1) + PRF(Ka,m1) can be computed publicly. In that case the TS.Combine algo-
rithm can first compute and subtract the extra term PRF(K1,m1) + PRF(K2,m1) before rounding.

8 For 0 € K, any K € K and any input , PRF(K, z) = PRF(K +0, z) = PRF(0, z)+PRF(K, z). Hence, PRF(0, z) = 0.
This further implies PRF(—K, z) = —PRF(K, z).



— sk; = (K, fsk;), where {K7, ..., K,} are t-out-of-n secret shares of 0 € K.

— TS.PartSign(i, sk;, m) computes o, ; = (cto,,, fsk;) + PRF(X;, m) + noise;

A simple calculation shows the correctness. For security, we need that for {Kj,...,K,} generated as se-
cret shares of 0 € K and for all input z € X, the following two distributions are indistinguishable (i)
{PRF(K1,z),...,PRF(K,,x)} versus (ii) (rz1,...,75n), Where {rz 1,...,75 »} are generated as secret shares
of 0 € Y. This should hold even if the adversary is given such samples for polynomially many different x of
the adversary’s choice. Here, K is the key space, X', the input space and ) is the output space of the PRF.
We prove this based on the security of PRF and the secret sharing scheme. Please see section [4] for details.
Lattice based key homomorphic PRF? Known lattice based constructions of key homomorphic PRF are only
almost key homomorphic, that is PRF(K7, 2)+PRF (K>, ) = PRF(K;+ Ks, x)£d, where § is a small constant,
mostly in {0,1,2}. Clearly, the above security property does not hold for almost key homomorphic PRF,
because the adversary can combine the secrets using SS.Combine and if the result is zero, then it is the second
case, else the first case, with good probability. We need extra care to work with almost key homomorphic
PRF, where we also add some flooding noise to hide the error incurred by homomorphic evaluation of almost
KHPRF. Please refer to section [ for details.

Comparing with [ASY22]. In [ASY22], Agrawal et. al improve the BGGJKRS construction by providing
adaptivity in the other direction as we discussed previously. They construct a threshold signature scheme
that allows the adversary to output S*, the set of parties for which it queries the signing keys, in the middle of
the game, but does not allow partial signing queries on m*. In that case also, to answer the partial signature
queries before key query, the challenger has similar dilemma - to decide which of the FHE key shares to use.
However the nature of the problem is different - again considering the previous toy example of 2-out-of-2
access structure, suppose the challenger decides to use fsk; and simulate the partial signatures from Party
2. That is, for any message m, oym1 = (ct,,,,fski) + noise and o, 2 = |q/2]0m — {(cto,,, fsk1) + noise. This
time there is no issue related to deciding whether to use o, or not. Instead, the issue is that if the adversary
asks fsko, then the challenger will be in trouble, as it will end up using both the key shares of fsk. To address
this situation, [ASY22] also use a similar idea - to simulate the partial signatures till S* is received without
using either fsk; or fsky. That is, for a signing query on message m, the challenger computes |¢/2]o,, and
secret shares it as 7,1 and 7, 2. Then it sets o1 = 7,1 + noise and o4, 2 = 7y 2 + nNoise, and implicitly
Views 7y, = (Cto,,, fski) + 17, ;, for i = 1,2. To account for extra ry, ; and ry, 5, Agrawal et. al also modify
the BGGJKRS construction, but instead of PRF they use random oracle. In particular, sky = (fsky, Ry, K),
sko = (fska, Ro, K). Here Ry and Ry are random vectors of length n (here 2) such that Ry + Ry = 0 and
H is a hash function modeled as random oracle. PartSign(sk;, m) = (ct,, ,fsk;) + (H(K,m), R;) + noise, for
i =1,2. When the adversary outputs S*, the challenger does the following: for each message m for which a
partial signature has been queried, it solves for h,, such that (h,,, R;) = r;m for all ¢ € S*. It then programs
H(K,m) = hy, and returns {sk;};cs~. In our toy example, let S* = {1}, then the challenger solves for
(P, R1) = 1y, 1, programs H(K,m) = h,, and returns sk; = (fsky, Ry, K). After this point, the challenger
has no uncertainty and it behaves in the same way as in the proof of BGGJKRS . Observe that it is crucial
that K has entropy and is hidden from the adversary until it outputs S*. In fact, that is the reason this
improvement gives only partial adaptivity and not the full adaptivity.

Looking back to our problem, we cannot use the ROM based trick from [ASY22] because, in our case, as
soon as the adversary gets a signing key, it learns K, but the uncertainty for the challenger regarding when
to use fsk; or o, remains.

On the other hand, interestingly, the PRF based trick does not work for [ASY22]. This is because, if r;, ;
for i € [n] replaces PRF(K;, m), then when the adversary outputs S*, the challenger will need to provide
a K such that PRF(K],m) = r;, ,, which we don’t know how to do. For us, the PRF based improvement

works, because the challenger never needs to output such a key.



Combining our approach with [ASY22] to get partially adaptive key queries with partial
signatures on m*. We can combine our PRF based technique with the ROM based technique in [ASY22]
to get a construction that has the advantage of both the constructions. That is, the adversary can ask key
queries in the middle of the game (but all at once) and also issue partial signing queries on m*. We refer the
readers to Appendix [B| for more details.

Applying the techniques at the TFHE level. In [BGG™18|, Boneh et. al construct a threshold FHE
(TFHE), using which they construct a universal thresholdizer (UT), which, in turn, is used to thresholdize
various cryptographic primitives - threshold signature (TS), threshold CCA-PKE (TPKE).

We observed that all ideas and improvements that we discussed above in the context of threshold signa-
tures, can in fact be implemented at the TFHE level itself, which then will have the obvious advantage of
improving the security of all the threshold primitives that are thresholdized from TFHE.

A TFHE is the same as FHE except that the decryption algorithm is thresholdized in TFHE. In more
detail,

— Setup algorithm outputs a public key fpk and n secret keys {fsk; };cpn-

— The Eval algorithm is the same as the one in FHE. It takes as input, the ciphertexts cty,...,cty, where
ct; = Encrypt(u;), i1; € {0, 1}, and a circuit C : {0,1}* — {0, 1} and outputs a ciphertext ct that encrypts
C(pay - s pik)-

— The PartDec algorithm takes as input a partial decryption key fsk; and a ciphertext ct and outputs a
partial decryption p;.

— The FinDec algorithm takes as input a set of partial decryptions of a ciphertext from a valid set of parties
(i.e. the number of parties in the set is at least ¢) and outputs the encrypted message.

Boneh et. al define semantic security and simulation security for TFHE. The semantic security is the same as
the semantic security of any PKE. Roughly speaking simulation security is defined as follows. There exists an
efficient simulator S, which can simulate the secret key shares {fsk; };c[,, without using fsk in the Setup. Later
on, given a set of ciphertexts {cty,...,cty} which encrypts adversarially chosen message bits {p1,..., s},
and any circuit C' : {0,1}* — {0,1} along with C(uy,...,u,) and a set S, S simulates partial decryptions
of cte on behalf of parties in the set S. Here ctc = TFHE. Eval({cty,...,ctx},C). The simulator does not
need to know the message bits p1, . .., ug. The simulation security says that for any PPT adversary who gets
partial decryption keys {fsk;};cs+ corresponding to any invalid set of parties of its choice in the beginning,
the simulated view is indistinguishable from the real view. For precise definition, we refer to Definition 24} For
the current discussion, we only need to observe that in this definition, the simulator S takes C(u1, ..., ug)
as input irrespective of whether S is a valid (i.e. |S| > ¢) or an invalid set (|S| < t). We observed that this
is the main hurdle in proving stronger security of threshold signature (and also the other primitives) built
from the universal thresholdizer (UT) in |[BGGT18|. We propose stronger definition of simulation security
for TFHE, where the simulator S needs C(u1, ..., ux) only when it generates partial decryption for a valid
set of parties. We then propose the same improvement in UT security, which in turn allows us to prove the
stronger security for thresholdized primitives. We apply the ideas discussed above in the context of TSig at
the level of TFHE to achieve the stronger simulation security.

Stronger security for threshold CCA-PKE. We define a stronger CCA security definition for a threshold
public-key encryption scheme. In a real life attack scenario, an adversary capable of corrupting a number
of parties below the threshold value can participate in the decryption of a targeted ciphertext ct* with the
help of a corrupt party. Let g =t — |S*| be the gap between the threshold value and the number of corrupt
parties. A natural notion of CCA security should allow up to g — 1 number of partial decryption queries on
the challenge ciphertext ct*. We define a CCA security definition in which the adversary is allowed to query
partial decryption queries on ct* from up to g — 1 honest parties. Furthermore, we show that the threshold
public-key encryption scheme in [BGG™18| constructed from a UT scheme and a public-key encryption
satisfies our stronger notion of CCA security if UT is strongly secure (which we define) and the underlying
public-key encryption is CCA secure.



Other related work. Significant research has been done in building lattice based threshold cryptography
with efficient parameters. Uunfortunately efficient constructions are achieved at the cost of increasing the
number of communication rounds between the parties [APKM™24] [GKS24] or restricting to n-out-of-n
access structure [DOTT2TIMS23]. In [dPKM™24| del Pino et. al construct an efficient threshold signature
that involves 3 rounds. In [GKS24], Gur, Katz and Silde improve [ASY22] but at the cost of increasing
the number of rounds to 2. Moreover both the constructions achieve weaker notion of unforgeability (P; in
Fig . In [CCK23| improve the efficiency of [BGGT18] UT using iterative Shamir secret sharing.
Organization of the paper: We provide the notations and preliminaries in Sections [2| In section [3| we define
simulators for secret sharing which we use in our construction. In section [d] we present key homomorphic
PRF. In section |p, we define stronger definition of TFHE and provide our construction that satisfies the
stronger security. In section [6} we define and prove stronger security definition of UT. In section 7} we prove
stronger security of threshold signatures and threshold PKE from strongly secure UT.

2 Preliminaries

Notations: We represent the t-out-of-n threshold access structure as A; ,,. At many places we refer to a party
P; as i only (i.e. discarding the letter P). For secret sharing scheme where each party’s shares consist of
multiple shares, we refer to each share index by the term ‘party-share’ or only ‘share’. For a matrix M of
dimensions £ x N, we represent the i-th row as M[i] or M;. Let S C [¢], then we use M[S] or Mg to represent
the matrix formed by rows in set S. For a vector x, unless otherwise stated, z; represents the i-th element
in x.

2.1 Fully Homomorphic Encryption (FHE).

A fully homomorphic encryption scheme is an encryption scheme that allows computations on encrypted
data.

Definition 1 (Fully Homomorphic Encryption). A fully homomorphic encryption scheme FHE is a
tuple of PPT algorithms FHE = (FHE.KeyGen, FHE. Encrypt, FHE. Eval, FHE. Decrypt) defined as follows:

— FHE.KeyGen(1*, 1%)—(pk, sk): On input the security parameter X and a depth bound d, the KeyGen algo-
rithm outputs a key pair (pk,sk).

— FHE. Encrypt(pk, u)—ct: On input a public key pk and a message pn € {0,1}, the encryption algorithm
outputs a ciphertext ct.

— FHE. Eval(pk,C, cty, . .., cty)—>ct: On input a public key pk, a circuit C : {0,1}*—{0,1} of depth at most d,
and a tuple of ciphertexts cty,...,cty, the evaluation algorithm outputs an evaluated ciphertext ct.

— FHE. Decrypt(pk, sk, ct)—ji: On input a public key pk, a secret key sk and a ciphertext ct, the decryption
algorithm outputs a message [i € {0,1, L}.

The definition above can be adapted to handle plaintexts over larger sets than {0,1}. Note that the
evaluation algorithm takes as input a (deterministic) circuit rather than a possibly randomized algorithm.
An FHE should satisfy compactness, correctness and security properties defined below.

Definition 2 (Compactness). An FHE scheme is compact if there exists a polynomial function f(-,-) such
that for all \, depth bound d, circuit C : {0,1}*—{0,1} of depth at most d, and p; € {0,1} fori € [k], the fol-
lowing holds: for (pk, sk)«-FHE.KeyGen(1*, 1), ct;+~FHE. Encrypt(pk, s1;) fori € [k], ct«~FHE. Eval(pk, C, cty, .
the bit-length of ct is at most f(\,d).

Definition 3 (Correctness). An FHE scheme is correct if for all \, depth bound d, circuit C : {0,1}*—{0, 1}
of depth at most d, and p; € {0,1} for i € [k], the following holds: for (pk,sk)«FHE.KeyGen(1*,1%),
ct;<FHE. Encrypt(pk, ;) for i € [k], ct«FHE. Eval(pk,C, cty,...,cty), we have

Pr[FHE. Decrypt(pk, sk, ct) = C(p1, ..., pux)] = 1 — A7),
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Definition 4 (Security). An FHE scheme is secure if for all A and depth bound d, the following holds: for
any adversary A with run-time 2°N) | the following experiment outputs 1 with probability 2~ %X :

1. On input the security parameter X and a depth bound d, the challenger runs (pk, sk)<FHE.KeyGen(1*, 1%)
and ct«FHE. Encrypt(pk, b) for b«{0,1}. It provides (pk,ct) to A.
2. A outputs a guess . The experiment outputs 1 if b=10'.

Similar to BGGJKRS , our constructions also use a special FHE having some additional properties as
described in [BGGT18|. These properties are satisfied by direct adaptations of typical FHE schemes such
as [BVITIGSW13| (see, e.g., [BGGT18, Appendix B]).

Definition 5 (Special FHE). An FHE scheme is a special FHE scheme if it satisfies the following properties:

1. On input (1*,19), the key generation algorithm FHE.KeyGen outputs (pk,sk), where the public key con-
tains a prime q and the secret key is a vector sk € Z™ for some m = poly(\, d).
2. The decryption algorithm FHE. Decrypt consists of two functions (FHE.decodey, FHE.decode;) defined as

follows:
— FHE.decodeq(sk, ct): On input an encryption of a message u € {0,1} and a secret key vector sk, it

outputs p = p|q/2] + e € Zy for e € [—cB, cB] with B = B(A,d,q) and e is an integer multiple of c.
This algorithm must be a linear operation over Zq in the secret key sk.
- FHE.decodel(pg: On input p € Z, it outputs 1 if p € [—|q/4], |¢/4]], and O otherwise.
The bound B = B(\,d, q) is referred to as the associated noise bound parameter of the construction and

¢ as the associated multiplicative constant.

2.2 Zero Knowledge Proofs with Pre-processing

These are specific type of zero knowledge proof system where all but the last communication round between
a prover and a verifier can be pre-processed offline. This is captured by a pre-processing step that generates a
common reference string for the verifier oy and a separate common reference string for the prover op. Since
only the last step of the communication is required for the online phase, the proof system can be viewed as a
weaker variant of a non-interactive zero knowledge (NIZK) proof system. Such proof system, termed as zero
knowledge proof system with pre-processing (PZK) in [BGG™18]|, can be constructed from a much weaker
assumption of one-way functions [DSMP8S8ILSI1] than a standard NIZK proof system and is sufficient for
our purpose.

Definition 6. Let L be a language with relation R. A tuple of PPT algorithms PZK = (PZK.Pre, PZK.Prove, PZK.Verify)
is a zero knowledge proof system with pre-processing if the following conditions are true. For (oy,op) <+
PZK.Pre(1*):

Completeness: For every (x,w) € R, we have that: Pr[PZK.Verify(oy,z,7) =1 : 7 < PZK.Prove(op, z,w)] =
1 where the probability is over the internal randomness of all the PZK algorithms.

Soundness: For every © ¢ L, we have that: Pr[3 7 : PZK.\Nerify(oy,x,m) = 1] = neg(\), where the
probability is over PZK.Pre.

Zero-Knowledge: There exists a PPT algorithm S such that for any x,w where V(x,w) = 1, the following
two distributions are computationally indistinguishable:

{ov,PZK.Prove(op,z,w)} =, {S(z)}

2.3 Some Useful Definitions and Lemmas
Definition 7 (Statistical Distance). Let FE be a finite set, {2 a probability space, and X,Y : 2 — E
random variables. The statistical distance between X and Y is defined as a function A defined by
AX,Y)=1/2 Pr(X =¢) - Pr(Y =
(X.¥) =1/23 B(X =) = Bx(¥ = o)

Lemma 1 (Smudging Lemma [AJLA+12, MW16). /| Let By, Bs € N. For any e; € [—By, B1], let Ey

and Es be independent random variables uniformly distributed on [—Ba, Bs] and define the two stochastic
variables X1 = By + ey and Xo = Ey. Then A(Ey, Es) < By/Bs.
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3 Secret Sharing

We first recall the definitions related to secret sharing. Then we define two simulators that can simulate
secret shares for parties one by one as per the need. More importantly, the simulators do not need the actual
secret till the shares are generated for less than the threshold number of parties.

Access Structures

Definition 8 (Monotone Access Structure). Let P = {P;};cn) be a set of parties. A collection A C
P(P) is monotone if for any two sets B,C C P , if B € A and B C C, then C € A. A monotone access
structure on P is a monotone collection A C P(P)\ 0.

Definition 9 (Efficient Access Structure). Let P = {P;};cn be a set of parties. For any set of par-
ties S C P, let xg = (x1,...,2n) € {0,1}™ with x; =1 iff P, € S. An access structure A on P is called an
efficient access structure if there exists a polynomial size circuit fa : {0,1}"—{0, 1}, such that for all S C P,
fA(XS) =114f SeA.

Definition 10 ((In)Valid Party Sets).

1. The sets in A are called valid party sets and the sets in P(P)\ A are called invalid party sets.

2. Let S C P be a subset of parties in P. S is called mazximal invalid party set if S € A, but for any
P, e P\ S, we have SU{P;} € A.

3. S is called minimal valid party set if S € A, but for any S’ C S, we have S" & A.

Notation: In this work, we sometimes drop the word monotone. When it is clear from the context, we use
either ¢ or P; to represent party P;.

Definition 11 (Secret sharing). Let P = {Py,...,P,} be a set of parties and S be a class of efficient
access structures on P. A secret sharing scheme SS for a secret space K is a tuple of PPT algorithms
SS = (SS.Share, SS.Combine) defined as follows:

— SS.Share(k, A)—(s1,...,5,): On input a secret k € KC and an access structure A, the sharing algorithm
returns shares si,..., s, for all parties.

— SS.Combine(B)—k: On input a set of shares B = {s;}ics, where S € A, the combining algorithm outputs
a secret k € K.

A secret sharing algorithm must satisfy the following correctness and privacy properties.
Definition 12 (Correctness). For all S € A and k € K, if (s1,...,8,)<SS.Share(k, A), then
SS.Combine({s;}ics) = k.

Definition 13 (Privacy). For all S & A and ko, ki € K, if (Sp.1,- -, Sb.n)¢SS.Share(ky, A) for b € {0,1},
then the distributions {so;}ties and {s1,}ies are identical.

Definition 14 (Linear Secret Sharing (LSSS)). Let P = {P;}ic[n) be a set of parties and S be a class of
efficient access structures. A secret sharing scheme SS with secret space K = 7Z,, for some prime p is called
a linear secret sharing scheme if it satisfies the following properties:

— SS.Share(k, A): There exists a matriz M € Zf,XN called the share matrixz, and each party P; is associated
with a partition T; C [£]. We assume a SS.Setup algorithm that outputs the share matriz and the partitions
as pp which is implicitly assumed to be an input to the SS.Share and the SS.Combine algorithm.

To create the shares on a secret k, the sharing algorithm first samples uniform values r1,...,rN_1<7Z,;
and defines a vector w = M- (k,rq, ... ,rN,l)T. The share k; for P; consists of the entries k; = {w;};er,.
At many places in the paper, when it is clear from the context, we directly write (w1, ..., wy) < SS.Share(k, A)

instead of (ki,...,ky) < SS.Share(k, A) with k; = {w;}jer,.
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— SS.Combine(B): For any valid set S € A, we have

(1707 s 70) € span({M[j]}jEU,‘Es Ti)

over Z, where M[j] denotes the jth row of M. Any valid set of parties S € A can efficiently find the
coefficients {Cj}jGUiESTi satisfying

J€Uies Ti

and recover the secret by computing k = Zjeu o1, Gt Wi The coefficients {c;} are called recovery
ies Tt

coefficients.
To secret-share a vector s = {s1,...,8m} € Zy', we can simply secret-share each entry s; using fresh
randomness. This gives secret share vectors sy,...,s; € Z;". Using these secret shares, the secret vector s

can be recovered using the same coefficients as that for a single field element.

Definition 15 ((In)Valid Share Sets). Let P = {P1,...,P,} be a set of parties, S a class of efficient
structures on P, and SS a linear secret sharing scheme with share matriz M € ZqKXN. For a set of indices
T C [0, T is said to be a valid share set if (1,0,...,0) € span({M[j]};er), and an invalid share set otherwise.
We also use following definitions:

— A set of indices T C [{] is a mazimal invalid share set if T is an invalid share set, but for any i € [()\ T,
the set T'U {i} is a valid share set.

— A set of indices T C [{] is a minimal valid share set if T is a valid share set, but for any T' C T, T' is
an invalid share set.

Definition 16 (Threshold Access Structure (TAS)). Let P = {P1,...,P,} be a set of parties. An
access structure Ay, is called a threshold access structure if for every set of parties S C P, S € Ay, if and
only if |S| > t. We let TAS to be the class of all access structures A, for all t,n € N.

Below we describe the properties of two kinds of linear secret sharing schemes for threshold access
structure - (i) Shamir secret sharing and (ii){0, 1}- linear secret sharing.

Theorem 1 (Shamir Secret Sharing). Let P = {Py,...,P,} be a set of parties, and let TAS be the
class of threshold access structures on P. Then, there exists a linear secret sharing scheme (Definition
SS = (SS.Share, SS.Combine) with secret space K = Z, for some prime q satisfying the following properties:

o For any secret s € Zq and A¢ , € TAS, each share for party P; consists of a single element w; € Z,. Let
us denote wg = S.

e For every i,j € [n]U{0} and set S C [n] U {0} of size t, there exists an efficiently computable Lagrange
coefficients ij € Zq such that w; =, g 'yfj - wj.

We will use ShSS = (ShSS.Share, ShSS.Combine) to refer to a Shamir secret sharing scheme in this work.
Lemma 2 ( [ABV'12]). Let P = {Pi,...,P,} be a set of parties, TAS the class of threshold access

structures on P, and ShSS a Shamir secret sharing scheme with secret space Z, for some prime q with

(n!)® < q. Then, for any set S C [n] U{0} of size t, and for any i,j € [n], the product (n!)* -7, has bound
|(n1)? - ~75] < (nh).

We use the following lemma about TAS from [BGG™18].

Lemma 3 ({0,1}-LSSS for TAS [BGG™18]). Let P ={Pi,...,P,} be a set of parties. Let Ay ,, be a t-out-
of-n threshold access structure. There exists an efficient linear secret sharing scheme bSS = (bSS.Share, bSS.Combine)
over the secret space K = Z, satisfying the following property:
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e Let s be a shared secret and {w;};cr, be the share of party P; for i € [n]. Then, for every set S € Ay,
there exists a subset T C J;cg T such that s =3 .. w;. Moreover the set T' can be computed efficiently
forall S € Ay .

jeT

We call a linear secret sharing scheme that satisfy the properties above as a {0, 1}-linear secret sharing
schemd?]

Note that for any {0, 1}-linear secret sharing scheme bSS, and for any minimal valid share set T' C [¢], we
have that >, w; = s. We will use bSS = (bSS.Share, bSS.Combine) to refer to a {0,1}-LSSS in this work.

3.1 LSSS Simulators

In the above definition of linear secret sharing (Definition , the SS.Share algorithm takes the secret as
input and outputs the secret shares for all the parties in one step. However, the secret shares can indeed be
generated in a sequential manner - one party (or even one share) at a time - and the secret is needed only
when the set of parties (or shares) become valid. This is straightforward, for example, for n-out-of-n secret
sharing, where n — 1 secret shares are chosen independently randomly as r1,...,7,_1 and then the last share
is computed as s — Zie[n_l] r;. However, for more general case of t-out-of-n sharing, where each party can
have more than one secret share, it is little more involved. We formalize this by defining two simulators -
SSSiml and SSSimV as follows:

— SSSiml(pp, S, {w;}ies, R,st) = ({w;}jer,st’): takes as input a set S C [¢], for which the secret shares
are already assigned, along with the assigned secret shares {w; };cs, a subset R C [¢], for which the secret
shares are to be generated and a state st, and outputs the secret shares for indices in R and a new state
st’. Wlog, we assume RN .S = (), otherwise for such j € RN .S, the simulator simply returns the w; from
the input secret shares and works with R\ S. We note that the simulator does not take the secret s being
shared and that S U R must be an invalid share set.

1. If SU R is a valid share set, then return L.
2. Initialize I = ) and W = S.
3. For each j € R,
o If M[j] ¢ Span(My) (i.e., is independent of rows in My ), then I = ITU{j} and W =W U {j};
and w; < Zjg.
Else, 3 {7a }aew such that M[j] = > yw vaMla]. Set w; = > cyp YaWa-
4. Return {wy }aecr and st’ = st.

— SSSimV(pp, S, {w; }ies, s, R, st) = ({w; }jer,st’): takes as input a set S C [¢], for which the secret shares
are already assigned, along with the assigned secret shares {w;};cs, the secret s, a subset R C [{], for
which the secret shares are to be generated and a state st, and outputs the secret shares for indices in
R and a new state st’. Wlog, we assume RN S = (J, otherwise for such j € RN S, the simulator simply
returns the w; from the input secret shares and work with R\ S. We note that this simulator takes the
secret s being shared and that S U R is a valid share set.

1. Ifst=10

(a) If S is a valid share set, then return L.

(b) Find a maximal invalid share set X C [¢] such that S C X.

(c) Initialize I = () and W = S.

(d) For j e X\ S,
i. If M[j] ¢ Span(My ), sample w; < Z, and update ] = I U {j} and W = W U {j}.
ii. Else compute w; from {wq}acw in the same ways as in Step [3[in SSSiml above.

(e) st’ = (X, {wa}aex)

(f) For je R\ X

9 We are using a slightly different naming from [BGGT18]. They call such a scheme a special linear secret sharing
scheme and the class of access structures that supports special LSS as {0, 1}-LSSS.
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i. Since X is a maximally invalid share set, X U {j} is a valid share set. Hence, there exists
{Ca}aEXU{j}HSUCh that (1,0,...,0) = >, c xu(y} CaM[a], which implies s = > v} CaWa-

5= ex CaWa
Cj

Hence, compute w; =
(g) Return {wq }aecr and st'.

2. Else
(a) Parse st as (X, {wa facx) where X is a maximally invalid share set - if not, abort.
(b) Again, wlog we assume RN X = (), because otherwise for all j € X \ R, w, is already set and is
returned as it is.
(¢) Forje R\ X
i. Since X is a mazimally invalid share set, X U {j} is a valid share set. Hence, there exists

5= nex CaW
{cataexuyyy such that s =3~ v ;) cawa. Hence, compute w; = %;"“
J

3. Return {wq aecr and st’ = st.

Below we show that the secret shares generated by the simulators SSSiml and SSSimV have the same
distribution as those generated by the SS.Share algorithm. We formalize this via the following claim.

Claim 2 For all adversary A, Exptgss,-m and Exptsssy, as described below are identical in A’s view.

EXPtgssl'm(l)‘) :

1. Upon input the security parameter 1* and a threshold access structure Ay, the challenger runs SS. Setu p(17, Ay )
to generate a share matrix M and the partitions {Ti}ie[n], and sends them to A.
A outputs a secret s € Zy (for which secret shares are to be generated).
The challenger does the following:
— If b= 0, generates {w;};c[q < SS.Share(s, A )
FElse if b= 1, initializes W = ) and st = 0.
4. Fork =1 to ¥,
(a) A outputs j.. € [{] (wlog we assume that j, was not queried before).
(b) If b= 0, the challenger returns w;, (generated in Step @)
(¢) If b =1 and W U {j.} is an invalid share set, generate (w;,_,st") <= SSSiml(W, {wq }acw, {Jjx},st);
stores wj, , updates W =W U {j.},st = st’ and returns w,, to A.
(d) Ifb=1 and W U {j..} is a valid share set, generate
(wj,.,st’) <= SSSIMV(W, {wa }acw, s, {jx }, st); stores w;, , updates W = WU{j,. },st = st’ and returns
wj, to A.
5. At the end, A outputs its guess bit b’ and wins if b’ = b.

o o

Proof. We first recall the SS.Share algorithm. The secret shares of s, {w; } je[y are computed as M-(s,71,...,7n-1)" =
(w1, ...,we)T, where 71,...,7ny_1 are chosen uniformly randomly from Z,.

To prove the claim, we show that the secret shares {w;};e[q generated by the simulators can also be
expressed as M - (s,71,...,7x_1)" = (w1, ...,we)T, for uniformly random rq,...,7N_1.

Let k € [¢] be the index where the transition from invalid to valid happens - i.e., {j1,...,jx} is an invalid
share set and {j1, ..., jk, jk+1} is a valid share set. Let I be the maximal invalid share set chosen by SSSimV
when called to generate wj, ,,. Note that for all subsequent queries also, the same invalid share set I is
used. Further, let £ C I be the set of indices for which the secret shares are chosen uniformly randomly.
That is, E = {j | w; < Zy,j € I}. From the definition of the simulators, we note that the rows in Mg are
independent. Let |E| = c¢. Now we make the following observations: since I is a maximally invalid share set
and F C I, F is also an invalid share set. Hence, for all j € [¢]\ I, M[j] ¢ Span(Mg), otherwise the adversary
could recover the shares for a valid share set I U {j} from the shares of an invalid share set I, where the
j-th share w; could be generated from {wq }acp, thus breaking the security of secret sharing scheme. Thus,

10 These coefficients can be different for different sets X U {j}, but we don’t explicitly specify the set X U {j} in ca
to keep the notation simple.
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rank(M) > |E| 4+ 1 and hence, N > |E|+ 1 or |E| < N — 1. Thus, there are more unknowns (r1,...,7y_1)
than the number of independent equations. So, we can solve for them. Moreover, since for each j € E, w; is

uniformly random in Zg, r1,...,7n—1 are also uniformly random in Z,. In more details,
Case 1: |[E| = N — 1. Then given Mg and {w;};cg, we can uniquely solve for rq,...,ry_1 such that
Mg - (s,71,...,7nv-1)" = (w;)jeE, and since {w;}jcp are also chosen uniformly randomly from the

same space as 1’s, {r; }je[N—l] are also uniformly random.

Case 2: |E| < N — 1. In this case, we first choose N — 1 — |E| r’s uniformly randomly from Z, and then
uniquely solve for the rest. In more detail, let Ec C [2, N] be the set of columns in M such that the
matrix formed by rows in E and columns in E¢ is a square full rank matrix. Thus |E| = |E¢|. Then, for
all i € 2, N]\ Ec, ri—1 < Zg, and the remaining r’s: {r;_1 }icg, are solved uniquely as in case 1 and by
the same argument, these r’s are also uniformly random.

Finally, it is straightforward to verify that for any (s,71,...,7y_1), such thatV j € E, M[j]-(s,71,...,7ny_1)T =
wj, M[K] - (8,71,...,7n—1)" = w,, for all k € [{]\ E.

4 Key Homomorphic PRF

We recall the definitions related to pseudorandom functions.

Definition 17 (Pseudorandom Function (PRF)). A function F : K x X — Y with key space K, domain
X, and range Y is a secure pseudorandom function if for all PPT adversary A,

|Pr[k « K : AF®EI (1Y) = 1] — Pr[f  Funcs(X,Y) : AFO (1Y) = 1]| = neg(N),
where Funcs(X,)) denotes the set of all functions with domain X and range Y.

Definition 18 (Key Homomorphic PRF). Any function F : K x X — Y is a key homomorphic PRF
(KHPRF) [NPRIIIBLMRI3] if it satisfies the following two properties:

1. It must be a PRF.
2. It satisfies key homomorphism: for any ki,ks € IC, F(k1,x) + F(ka,x) = F(k1 + ko, x) for all x € /\’E

Definition 19 (Almost Key Homomorphic PRF).
A §-almost KHPRF  [BLMR13] is the same as the standard KHPRF (Definition[18) except that the second
condition is different as:

2. It satisfies (almost) key homomorphism: for any ki, ke € K, F(k1,z) + F(ko,x) = F(k1 + ko, 2) + ¢,
where |e| < 0, for allz € X.

Almost KHPRF are constructed from LWE in [BLMRI3IBP14|Kim20], where § = 1 or 2, depending upon the
choice of the parameters.

We prove the following lemma which says that: for a secure KHPRF F' and linear secret sharing scheme SS,
let K is a KHPRF key and is secret shared as (K1,..., K,) < SS.Share(K, A, ;). Then for all PPT adversary
A, who outputs polynomially many queries of the form (i, z), the following two views are indistinguishable
- in the first (real) world, A receives F(K;,x), while in the other (ideal) world, A receives R, ;, where
(Rz1,...,Ren) < SS.Share(F(K, x), Atm)E This is true even if the adversary can corrupt up to t—1 parties
(now outputs for only uncorrupted parties are random in the ideal world) and also knows K. Intuitively, this
holds because, from the security of SS, the key shares Ki,..., K, are “random” with the constraint that
any valid combination of these keys gives K. Hence, from KHPRF security we can replace F(K;,z) in the

1 In general, if K is a group with operation ‘+’ and ) is a group with operation ‘*’, then F(ki,z) * F(ke,z) =
F (k1 + ka2, ).

12 Bach K; may indeed consist of multiple keys as K; = {k;}jer,. In that case, F(K;,z) = {F(kj,z)}jer, and
Ry =A{ra;}jen.
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real world with random R ; in the ideal world under the constraint that any valid combination of R, . gives
F(K,z). These { Ry i}ic[n can indeed be generated as secret shares of F(K,x).

However, observe that in the case of almost KHPRF, the adversary can distinguish between the two
worlds as follows. Let us consider a simple case of 2-out-of-2 sharing of an almost KHPRF key & (known to
the adversary) as k = k1 + ko without any corruption. On any input x, the adversary is given F'(k1,x) and
F(kg, ) in the real world. In the ideal world, the adversary is given a random secret shares of F'(k,x) : 71,79
such that 1 + 1o = F(k, z). The adversary can distinguish the two worlds by adding the received values - if
they add up exactly to F(k,x), then it is the ideal world, else the real world with “good” probability. Hence,
in almost KHPRF, we must add noise to hide the error introduced due to homomorphic evaluation.

We further observe that since each addition may add a § error, the total error introduced due to the
homomorphic evaluation of partially evaluated PRF values (let us call it e,) may actually depend on the
secret sharing schemes - in particular, the recovery coefficients. In {0, 1}-LSSS, the recovery co-efficients are
binary and hence it is easier to bound the error as |e,| < ¢, where ¢ is the number of rows in the share matrix
M. In Shamir secret sharing the recovery co-efficients can be arbitrary in Z,. Hence, in that case one would
need the technique of ‘clearing the denominators’ as in [BGG™18| and modify the game accordingly. In this
paper, we work with {0, 1}-LSSS. However, the same ideas work for Shamir secret sharing as well.

Below we state and prove the lemma directly for the general case of almost KHPRF for {0, 1}-LSSS.

Before formally defining the lemma, let us define an intermediate algorithm SS.Sharelnt for generating
secret shares when some of the secret shares are already set. Thus, SS.Sharelnt(pp, T, {w;} er, s) takes as
input the public parameters, an invalid share set T' C [¢] and the corresponding secret shares, {w;};er and
the secret s and outputs the secret shares for [¢] \ T. We assume that the input shares are consistent in the
following sense: for all j € T" such that the row M[j] € Span(Mr\(;3), that is, M[j] = >° 7\ (;; e« Mx],
where {c.}rer\(;) are constants, wj =3\ ;) ¢awWs. The algorithm is defined as follows:

SS.Sharelnt(T, {w;}jer, s, At.n):

— Find a set of random values rq, ..., ry_1 such that for each « € T, (M]a], (8,71,...,7"N—1)) = Wq. These
r’s are chosen as follows:

e Let 77 C T such that My, is maximally independent set of rows within Mr. Let |T;| = c¢. Further,
let Teol € [2, N] be a set of columns in M such that the matrix formed by the rows and columns of
M in T7 and T, respectively is a square full-rank matrix.

e Sample 71 < Zg for all j € [2, N] \ Tcol.

e Solve (deterministically) Mr, (s,71,...,7n-1)" = wr, to compute {rj_1};er.,-

e For each a € [(]\ T, wo = (Mg, (8,71, ..., "N=1))

Now we are ready to define the lemma.

Lemma 4. Let F be any secure §-almost KHPRF and SS is a secure binary linear secret sharing scheme
(Definition[1]] and Lemmal3). Then for all PPT adversary A, Pr[A wins] < 1/2+ neg()) in the following ex-
periments if 00/ Esy, < neg(X\), where Esy, is flooding noise used to hide the error in homomorphic evaluation
of KHPRF.

A )
EXPt A aimost-kHPRE (17", At )

1. Upon input the security parameter A and a threshold access structure A ,,, the challenger C finds a share
matriz M of dimensions { x N along with the n partitions as (M, {T;};e(n)) < bSS.Setup(1*, Ay r,). It
sends bSS.pp = (M, {T}}icpn)) to A.

C samples a challenge bit, b <+ {0,1}.

A outputs a PRF key K and an invalid share set T* C [{].

C runs {ki,...,ke} < bSS.Share(K, A ,,) and returns {k;};cr+ to A.

Then A issues polynomial number of evaluation queries of the form (x,j) adaptively, where j € [¢] and
x s an input to PRF F.

6. For each evaluation query (x,j), C does the following.
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Samples 0y ; < [—Egm, Esm|, where 60/ Eqy, < neg(\).
Ifb=0, it returns y, ; = F(k;, x) + g ;.
Else,
o Ifj€T*, return y, ; = F(kj, x) + Ny ;.
e FElse, C does the following:
If x is queried for the first time (irrespective of any j € [(]), then it first computes Yy o =
F(ko, ) foralla € T* and runs {yz o }acje\s+ < bSS.Sharelnt(bSS.pp, T, {yz,a }acr+, F'(K, ), At 1)
and returns Yg ; + Nz ;. It saves {ym,a}ae[g]\;p* for future queries.

Else C returns the saved Yy j + Mu,j-

7. A outputs b’ and wins if b’ = 0.

Note 1.

— Here, we are using a slight abuse of notation - we work directly at the level of party shares in [¢] without
identifying the parties to which they belong. For example, we write (ki,...,k¢) < bSS.Share(K, A, ,,)
instead of {{k;}jer, }ic[n) < bSS.Share(K, A ,,).

— In the above game, the adversary can issue evaluation queries for multiple party shares together as (T, x),
where T' C [/].

Proof. We prove the lemma via the following hybrids:

Hybridy: This is the real game with b = 0.
Hybrid;: In this hybrid, the challenger does the following:

After receiving the set T, it first fixes a maximal invalid share set I C [¢] such that T* C I.

For any evaluation query (z, j) such that j € I, the challenger computes and returns y j =y, ;+z.5,
where y;, ; = F(kj,z) and 7, ; is sampled as described in the experiment.

For any evaluation query (z,j) such that j ¢ I, the challenger computes y; ; from {y; ,}acr and
F(K,x), without using k;. In more detail, since I is a mazimally invalid share set, I U {j} is a valid
share set and hence, there exist binary constants {ba}aeju{j}ﬁ such that K =3, .1} baka- The
challenger computes y; ; = F(K, )= e Yy o> Where y;, = F(ka, ), and returns y, j = y; i+ 5,
Vael,

The two hybrids are statistically indistinguishable due to key homomorphism of F' and because
00/ Esp < neg(N).

In more detail, for all input z, for all j € I, y, ; is same in both the hybrids. For j € [¢]\ I,

y?}/jbridl = F(K,z) — Z boF(ka,x) + Mg j
ael
= F((K - Zbaka)vx) tep + N,
acl
from almost key homomorphism of F'
here |e,| < §(1+ Zba) <O +1) <ot
acl
= F(k‘j, l‘) + €p + Na,j
~s F(kj,x) +n.; because §(/E,, < neg(\)

Hybrid,
z,J

Hybrid,: This is the same as the previous hybrid, except the following changes: after receiving set 7™, the
challenger fixes the set I as in the previous hybrid, and then computes a set E C I\ T* as follows:

1.
2.

Initialize £ =0 and W =T*
For j € I\ T*,

13 These binary constants can be different for different valid sets, but we do not indicate that explicitly to keep the
notations simple. Also, since [ is an invalid set, b; must be 1.
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(a) if M[j]  Span(Mw ), E = EU{j}, W =W U {j}

We note that all the rows in M g are mutually independent and also independent of rows in Mpx.
Then for all queried input z, for all j € T* U E, y, ; = F(kj,x) (as in the previous hybrid), but
for all j € I\ (EUT"), y, ; is computed indirectly from {y; ,}acrur~ using key homomorphism as
follows: let M[j] = >_ g r- caMla], for some constants {ca}acpur+ Then y; ; = > cpir CaVy.a
and Yz ; = Y, ; + 7x,j- Since we are working with binary linear secret sharing scheme, ¢, € {-1,0,1}.
For all j € [¢] \ I, the queries are answered as in the previous hybrid.

The two hybrids Hybrid, and Hybrid; are statistically indistinguishable by almost key homomorphism of
F and becasue 6//E,,;, < neg()\). In more detail, for j € I'\ (£ UT"), since M[j] = > cp g« Mla],
kj =3 ncpur~ ka because of the way linear secret sharing is defined. Thus, for j € I'\ (EUT™), we get

Hybrid
Yo 2= Y CaF (ko) +
a€EUT*
= F( Z Caka, ) +ep + e j
a€BUT*

from almost key homomorphism of F'.
here |e,| < Z dco <O|EUT*| <L
a€BUT™
= F(kj, ) +ep +
~g F(kj,x) + 15, because 6¢/Eq,, < neg(\)

Hybrid,
z,J

Hybrids: In this hybrid the key shares {k,}acpur+ are generated using SSSiml (note that by now, we do
not need any other PRF key shares) as:
1. ({kj}jeT* R St/) — SSSiml(pP, 0,0, T* st = @)
2. ({k;}jer,st”) < SSSiml(pp, T*, {ka }acr+, E,st")
From the description of the SSSiml and the set E, and the fact that E'UT™* is an invalid share set, we
note that for all a € F, k, is simply kq < Z,.
Hybrid, and Hybrid; are equivalent in the adversary’s view from Claim
Hybrids, ,, where 1 < a < [E|: Let E2 = {j1,j2,...,jg|}- Then in Hybrids,, for 1 < s < a, y, ; is chosen
uniformly randomly from the range of the PRF F. For a < k < |E|, y, ;. is computed as in the previous
hybrid as y,, ; = F(kj,, ).
For 0 < a < |E|, Hybrids , and Hybrids, ., ; are computationally indistinguishable from the PRF security
of F.
Hybrid ,,: This is the honestly played game with b = 1. In Claim 3, we show that Hybrid; | is the same
as Hybrid; . ; in the adversary’s view.

Claim 3 Hybrids, g is identical to Hybrid;, ., in the adversary’s view.

Proof. The proof is same as the proof of claim [2] That is, again we can explain the distribution of the PRF
values generated in Hybrids |z as those generated by bSS.Sharelnt algorithm (in Hybrid; ;). In particular,
let Eg« C T be the set of maximally independent rows in My~ and E'C I'\T* be as defined in Hybrids, .
Then for each , (y,, ;)jciq computed in Hybrid, g can be written as M- (F(K, x), 74 1, . . . Tz N—1)", where
Tz 1,...,Tz,N—1 have the same distribution as those chosen by the bSS.Sharelnt algorithm in Hybrid, - we
sample N —1 — |E U Ep-| of the r’s unifromly randomly from Z,. The choice of r’s to sample randomly is
done in the same way as in the case 2 of the proof of Claim |2} The remaining |F U Ep«| r’s are then solved
deterministically. Since {y,, ;}jcr are uniformly random, the joint distribution of 7, . values will be same as
those chosen by the bSS.Sharelnt algorithm.

We also provide a generalization of Claim [2] in appendix [A]
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5 Threshold Fully Homomorphic Encryption

We first recall the definitions of TFHE from |[BGG™18| along with its correctness and security (semantic and
simulation) properties. We then define our stronger notion of simulation security needed for constructing UT
with stronger security, which in turn is needed for building thresholdized primitives with stronger notion of
security.

Definition 20 (Threshold Fully Homomorphic Encryption (TFHE)). Let P ={Py,...,P,} be a set
of parties and let' S be a class of efficient access structures on P. A threshold fully homomorphic encryption
scheme for S is a tuple of PPT algorithms

TFHE = (TFHE .Setup, TFHE . Encrypt, TFHE . Eval, TFHE .PartDec, TFHE .FinDec) with the following proper-
ties:

TFHE .Setup(1*,19,A) — (pk, sk, .. .,sk,): On input the security parameter \, a depth bound d, and an
access structure A, the setup algorithm outputs a public key pk, and a set of secret key shares sky, . .. ,sky,.

— TFHE. Encrypt(pk, 1) — ct: On input a public key pk, and a plaintext p € {0, 1}, the encryption algorithm
outputs a ciphertext ct.

— TFHE . Eval(pk, C,cty, ..., cty) — ct: On input a public key pk, circuit C : {0,1}¥ — {0,1} of depth at
most d, and a set of ciphertexts cty, ..., ctg, the evaluation algorithm outputs a cipehrtext ct.

— TFHE .PartDec(pk, sk;, ct) — p;: On input a public key pk, a secret key share sk;, and a ciphertext ct, the
partial decryption algorithm outputs a partial decryption p; related to the party P;.

— TFHE .FinDec(pk, B) — p: On input a public key pk, and a set B = {p;}ies for some S C{Py,...,P,},
the final decryption algorithm outputs a plaintext p € {0,1, L}.

Asin a standard FHE scheme, we require that a TFHE scheme satisfies compactness, correctness, and security.

Definition 21 (Compactness). A TFHE scheme is compact if there exists polynomials poly;(-) and
poly,(+) such that for all \, depth bound d, circuit C : {0,1}* — {0,1} of depth at most d, and p € {0,1},
the following holds. For (pk,ski,...,sk,) ¢ TFHE.Setup(1*,1¢ A),{ct; + TFHE.Encrypt(pk, i) Yiek)
ct < TFHE.Eval(pk,C,cty,...,ctg),p; < TFHE .PartDec(pk,sk;,ct) for any j € [n], |ct| < poly(\,d) and
Ipj| < poly(A,d,n).

Definition 22 (Evaluation Correctness). A TFHE scheme satisfies evaluation correctness if for all
A, depth bound d, access structure A € S, circuit C : {0,1}* — {0,1} of depth at most d,S € A, and
wi € {0,1} for i € [k], the following condition holds. For (pk,ski,...,sky,) + TFHE .Setup(1*,1¢,A), ct; +
TFHE . Encrypt(pk, i;) for i € [k], ct « TFHE.Eval(pk, C,cty,...,cty),

Pr[TFHE .FinDec(pk, { TFHE .PartDec(pk, sk;, ct) }ics) = C(p1, ..., pr)] = 1 — neg(A).

Definition 23 (Semantic Security). A TFHE scheme satisfies semantic security if for all A, and depth
bound d, the following holds. For any PPT adversary A, the following experiment ExptA’TFHE’Sem(l/\ld)
outputs 1 with negligible probability:

EXPt A TFHE sem (175 1%):

On input the security parameter 1 and a circuit depth 1%, the adversary A outputs A € S.
The challenger runs (pk,sky, .. .,sk,) < TFHE .Setup(1*,1¢, A) and provides pk to A.

. A outputs a set S C{Py,...,P,} such that S ¢ A.

The challenger provides {sk; };cs along with TFHE . Encrypt(pk,b) for b + {0,1} to A.

. A outputs a guess b'. The experiment outputs 1 if b’ = b.

G fo te

We now describe the notion of simulation security for TFHE. Intuitively, simulation security definition says
that no information about the key shares or the messages i1, . .., should be leaked by the partial or final
decryption other than what is already implied by the result of the homomorphic operation C(uy, ..., ).
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Definition 24 (Simulation Security [BGG™18]). A TFHE scheme satisfies simulation security if for
all \, depth bound d, and access structure A, the following holds. There exists a stateful PPT algorithm
S = (81,82) such that for any PPT adversary A, the following experiments ExptiﬁﬁlFHE_Sim(l)‘,ld) and

Exptljt?%lFHE_Sim(lA, 1%) are indistinguishable:

Real
Expt.Ae,él'FHE—Sim(lAv 19)

. On input the security parameter 1* and a circuit depth 1%, the adversary A outputs A € S.

The challenger runs (pk,sky, .. .,sk,) < TFHE .Setup(1*,1¢, A) and provides pk to A.

. A outputs a mazimal invalid party set S* C {Py,..., P,} and messages u1,...,u € {0,1}.

The challenger provides the keys {sk;}ics~ and {ct; <— TFHE. Encrypt(pk, 11;) }icpi) to A.

. A issues a polynomial number of adaptive queries of the form (S C {Pi,...,P,},C) for circuits C :
{0,1}* — {0, 1} of depth at most d. For each query, the challenger computes ct < TFHE . Eval(pk, C, cty, ..., cty)
and provides {TFHE .PartDec(pk, sk;, ct) };cs to A.

. At the end of the experiment, A outputs a distinguishing bit b.

NS

D

Ideal
Expt.A??I'FHE—Sim(l)\a 19)

On input the security parameter 1 and a circuit depth 1, the adversary A outputs A € S.

The challenger runs (pk,sky, ..., sky,st) < Si(1*,1¢,A) and provides pk to A.

. A outputs a mazimal invalid party set S* C {Py,..., P,} and messages u1,...,u € {0,1}.

The challenger provides the keys {sk;}ics+ and {ct; <— TFHE. Encrypt(pk, 1) }icpi) to A.

A issues a polynomial number of adaptive queries of the form (S C {Py,...,P,},C) for circuits C :
{0,1}* — {0,1} of depth at most d. For each query, the challenger runs the simulator {p;}ics
So(C{cty, ... cte}, Cur, ..., i), Syst) and sends {p;}ics to A.

6. At the end of the experiment, A outputs a distinguishing bit b.

Crds o~

Definition 25 (Stronger Simulation Security). A TFHE scheme satisfies stronger simulation security
if for all \, depth bound d, and access structure A, the following holds. There exists a stateful PPT algorithm
S = (81,81, 8Sv) such that for any PPT adversary A, the following experiments, Exptiﬁ#FHE_strSim(l)‘, 14) and

Exptﬁ?%'FHE_st,Sim(l)‘, 1%)) are indistinguishable:

Real A 1dy.
Expt{ TrHE-strsim (17, 19):

1. On input the security parameter 1* and o circuit depth 12, the adversary A outputs A € S.

2. The challenger runs (pk,sky, ..., sky,) < TFHE .Setup(1*, 1%, A) and provides pk to A.

3. A outputs an invalid (not necessarily mazimal) party set S* C {Py,...,P,} and messages p1, ..., €
{0,1}.

4. The challenger sends the keys {sk;}ics- and {ct; <= TFHE.Encrypt(pk, ;) }ic[s) to A.

5. A issues a polynomial number of adaptive queries of the form (S C {Pi,...,P,},C) for circuits C :
{0,1}*¥ — {0, 1} of depth at most d. For each query, the challenger computes ct < TFHE . Eval(pk, C,cty, ..., cty)
and provides p; < {TFHE .PartDec(pk, sk;, ct) }ies to A.

6. At the end of the experiment, A outputs a distinguishing bit b.

Ideal A qdy.
EXpt.A??l'FHE—strSim(1 71 )

1. On input the security parameter 1* and a circuit depth 1¢, A outputs A € S.

2. The challenger runs (pk,ski, ..., skn,st) < S;(1*, 14 A) and sends pk to A.

3. A outputs an invalid (not necessarily mazimal) party set S* C {Py,...,P,} and messages p1,...,u; €
{0,1}.

4. The challenger sends the keys {sk;}ics- and {ct; <= TFHE.Encrypt(pk, ;) }ic[s) to A.

5. A issues a polynomial number of adaptive queries of the form (S C {Pi,...,P,},C) for circuits C :
{0,1}* — {0, 1} of depth at most d. For each query, the challenger provides {p; }ics computed as follows:
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— If C is queried for the first time, then initialize Sc = () and st = st.
— If SUSc U S™ is an invalid party set, then

(St/C7 {pi}iES) A 51(07 {Ctla ce. 7Ctk7}7 Sv Stc)

Else, if SUSc U S* is a valid party set, then

(Stlc, {pi}iES) — Sv(c’, {Ctl, - 7Ctk}7 C(,Ltl, C ,Mk), S, Stc).

— Update Sc = Sc' U S and st = stg..
6. At the end of the experiment, A outputs a distinguishing bit b.

Our definition differs from [BGGT18| mainly in the ideal experiment where we define two simulators Sy and
Sy instead of Sz in [BGGT18|. Note that Sy simulates the response for partial evaluation queries (S, C) if
S forms an invalid set of parties along with S* and the sets corresponding to previous queries for the circuit
C'. The key property of Sy is that it does not need C'(py, ..., ux) as its input. Sy simulates the response for
partial evaluation queries (S, C) when S forms a valid party set (along with S* and the sets corresponding
to previous queries for the circuit C') and takes C(u1,. .., ur) as one of its input.

5.1 Construction of Threshold FHE from {0, 1}-LSSS

Construction 1 (TFHE) Let P = {Pi,...,P,}. We use the following building blocks to construct a TFHE
for P:

— A special fully homomorphic encryption scheme, FHE = (FHE.Setup, FHE. Encrypt, FHE, Eval, FHE. Decrypt)
with noise bound B = B(\,d,q) and multiplicative constant 1 (Definition @

— A (6-almost) KHPRF, F : K x {0,1}* — Z,.

— A {0,1}-LSSS, bSS = (bSS.Share, bSS. Comblne). We use T; to denote the i-th partition of the share
matric M. We use = £ = £(\,n) to denote a fixed polynomial bound on the size of the share: |T;| < ¢ for
all i € [n]. We let By, be the bound on the smudging noise to hide the LWE error e € [-B, B] and Eqp,
the bound on the noise added to smudge the error in homomorphic evaluation of KHPRF.

— A collision resistant hash function H : {0,1}* — {0,1}*.

TFHE .Setup(1*, 17, A, n): On input the security parameter A, depth bound d, and threshold access structure

A, the setup algorithm does the following:
1. Samples (fpk, fsk) «+— FHE.Setup(1*,19).

2. Secret shares0 € K as (K1, ..., K,) < bSS.Share(0, A; ,,) and fsk as (fsky, ..., fsky) <= bSS.Share(fsk, A; ).

We let fsk; = {fhesk;}jer, and K; = {k;}jer,.
3. Outputs tfpk = fpk and tfsk; = (fsk;, K;) for all i € [n].
TFHE . Encrypt(tfpk, 1) On input the public key tfpk and input p € {0, 1}, the encryption algorithm computes
and returns ct = FHE. Encrypt(tfpk, u).
TFHE . Eval(tfpk, C, {cty, ..., ctx}): On input the public key tfpk, a circuit C : {0,1}¥ — {0,1} of depth at

most d and ciphertexts cty, . .., cty, the evaluation algorithm computes and returns ctc = FHE. Eval(tfpk, C, ctq, . ..

TFHE .PartDec(tfpk, tfsk;, ct): On input the public key tfpk, a ciphertext ct and partial decryption key tfsk;,
the partial decryption algorithm does the following.
1. Parsetfsk; = ({thesk;}ier;, {k;}ier,) and sample {£;}jer, < [—Bsm, Bsm] and {n;} e [—FEsm, Esm)].
2. Compute and return p; = {y; = FHE.decodeq(fhesk;,ct) +&; + F'(k;, H(ct)) + n; }]ET@

TFHE .FinDec(tfpk, S, {p: }ics): On input a public key tfpk, a set S C [n], and a set of partial decryption
shares {p;}ics, it first checks if S € Ay . If no, then it outputs L. Else, it computes and returns

p = FHE.decode; (bSS.Combine({p; }ics)),

which involves following steps: parse p; = {y;}jer, for each i € S and compute a minimal valid shares
set T'C U;eg Ti- Then compute FHE.decoder (3,1 y;)-

4 The two smudging noises, &; and n; can in fact be merged together by appropriately setting the parameters.
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Correctness

Theorem 4. Assume FHE is a special FHE (Deﬁmtion@ that satisfies correctness with noise bound B, bSS
is a {0,1}-LSSS that satisfies correctness and F is a 0-almost KHPRF. Then the above construction of TFHE
(C'onstructz'on with parameters B, By, Egm such that B+ £(8 + Bsm, + Esm) < q/4 (where £ = poly(A,n)
is the number of rows in the share matriz M) satisfies evaluation correctness.

Proof. Let tfpk, fpk, fsk, {tfsk; }ic[n), {fhesk;, k; } je[q be as defined in the construction. Let C' : {0, 1}* — {0,1}
be a circuit of depth atmost d, and ct; = TFHE. Encrypt(fpk, u;), for u; € {0,1}, for all ¢ € [k]. Let ct =
TFHE . Eval(fpk, C, {ct;};c[x]). Then we need to show that for all S' € Ay ,,, {p; = TFHE .PartDec(fpk, tfsk;, ct) }ics,

Pr[TFHE .FinDec(fpk, {p; }ics) = C(u1, ..., pr)] = 1 — neg(A).
We have, from the construction, ct; = FHE. Encrypt(fpk, u;),
ct = FHE. Eval(fpk, C, cty, . .., ctg),
pi = {y;j}jer,, where y; = FHE.decode(fhesk;, ct) + &; + F(k;, H(ct)) + n;,

for all i € [n]. For a minimally valid share set 7" C | J;c g Ti, we have, from the definition of bSS.Combine,

bSS.Combine({p; }ics) = Z Yj-

jeT
Thus, we have
TFHE .FinDec(fpk, {p: }ics)
= FHE.decode; () _ y;)
JjeT
= FHE.decode; (Y (FHE.decodey(fhesk;, ct) + F(k;, H(ct)) + & +1;))
jeT
= FHE.decode, (FHE.decodey() _ fhesk;, ct) + F(> kj, H(ct)) + e, + > _ &+ Y _n;)
jeT JET jer  JeT
— FHE.decode; (FHE.decodey(fsk, ct) + F(0, H(ct) + e, + &+ > ),

jer JET
where |e,| < |T'|6 < 46
= FHE.decode; (|¢/2]1C (1, - ., k) + €+ €, + Zﬁj + an)
jeT JET
= C(va"'vﬂk)

Here, the third equation follows from the linearity of FHE.decodey and PRF F', ¢, is the error due to
homomorphic evaluation of almost KHPRF and is atmost 6¢. The fourth equality follows from the correctness
of bSS and the sixth equality follows from the correctness of FHE.decodey. Finally, the correctness follows
from the correctness of FHE.decode; since [e + e, + 35,07 & + 2 jer il < B+ |T|(6 + B + Esm) <
B+ (0 + Bsm + Esm) < q/4.

Parameters For security and correctness, we require

— B+ {Bgy + 6+ LE, < q/4 (for correctness)
— B/Bgm < neg(\) and 64/ Eq,, < neg(A) (for security).

We observe that since £ is poly(\, n) and § is a constant, our parameters are similar to those in [BGGT18]. As
noted there, FHE satisfying these parameters is known from subexponential LWE assumption [GSWI3IBVTI],
which is as hard as approximating the shortest vector with subexponential approximation factors.
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5.2 Security and Compactness

Theorem 5. Assume that FHE is a fully homomorphic encryption scheme that satisfies security (Defini-
tion and bSS is a secure linear secret sharing scheme. Then the above construction of TFHE satisfies
semantic security.

Theorem 6. Assume that FHE is a compact fully homomorphic encryption scheme (Definition @ Then the
above construction of TFHE satisfies compactness.

Since the TFHE ciphertext is same as the FHE ciphertext, the above two theorems follow directly from
the security of FHE and bSS, and compactness of FHE, respectively.

Simulation security

Theorem 7. Assume that FHE is secure(Definition , F is a secure 0-almost KHPRF and bSS is a secure
{0,1}-LSSS and H is collision resistant. Then the above construction of TFHE satisfies stronger simulation

security (Definition ,

Proof. Let A be any PPT adversary against the stronger simulation security of TFHE. Then we prove the
above theorem via the following sequence of hybrid experiments with A.

Hybrid, : This is the real experiment Expt’§ e susim (1%, 19). On input the access structure, Ay ,, the chal-
lenger runs (tfpk, tfsky, ..., tfsk,) < TFHE.Setup(1*,1¢,A;,) and sends tfpk to .A. Then A outputs a
set S* C [n] such that |S*| <t and a set of messages p1, ..., ux € {0,1}. The challenger then computes
ct; = TFHE . Encrypt(tfpk, u;) for i € [k] and returns {tfsk;};cs- and {ct;};ef) to A. For each evaluation
query (S,C) from A, the challenger computes ctc = TFHE. Eval(tfpk, C,cty,...,cty) and returns the
following to A:

{pc,; = TFHE .PartDec(tfpk, tfsk;, ctc) }ics-

Each pc; = {yc,j}jer,, where yo; = FHE.decodey(fhesk;,cte) + F'(kj, H(ctc)) + &c,j + nc,;- In the
following, for any X C [n], we let Tx = J,cx Ti-

Hybrid,: This is the same as the previous hybrid except that for each query (S, C), the PRF component in
TFHE .PartDec is replaced with random values. In more detail, for ¢ € SN S*, pc; is computed as in the
real world. For i € S\ S*, pc; is computed as follows:

— If C is queried for the first time, generate {rc ;}jer,, s« ¢ bSS.Sharelnt(Ts-, {F(k;,C)}jers.,0),
and save them in a list Lo for future iterations and queries. Else, lookup for previously saved values
of {TC,j }jETi in ﬁc.

— Compute y¢ ; = FHE.decodeq(fhesk;, cte) + roj + &cj + ne,; for all j € T;.

Hybrid,: This is the same as the previous hybrid, except that for each query (S,C), for all i € S\ S*, the
PRF components in pc; are generated from bSS simulators as follows.

— If C is queried for the first time then initialize S¢ = 0, stc =0, Lo = 0.

— If S*UScUS is an invalid party set then generate ({r¢; }jers, 5. Ste) <= bSS.SSSIMI(Ts+usc, {7c,5}jeTs.

USg?

TS\S* , St¢

Else, if S*UScUS is a valid party set then generate ({rc; }jers, 5., Ste) <= bSS.SSSIMV(Ts-usc, {rc,j}jerse s, » 0, Ts\:

Here, for j € Ts~, rc,; = F(kj, H(ctc)) and for j € T\ g+, rc,; is computed during previous queries
for C' and is stored in L¢.
— Update S¢ = S¢ U S and ste = st and add {TC,j}jeTS\S* to L¢.
Then compute and return yc ; = FHE.decodeg(fhesk;, ct) +rc ; + ¢ j +nc,; for all j € Tg\ g«
Hybrids:  This is the same as the previous hybrid, except that for ¢ € S\ S*, pc; = {yc,; }jer, is computed
differently as yc ; = 7c,; + &c,j + nc,j, Where 7¢ ; are generated as follows:
— If C is queried for the first time then initialize S = 0, stc = 0, Lo = 0.
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— If S*USc U S is an invalid party set then generate
({fc,j}jGTs\s* , Stlc) — bSS.SSSimKTs*USC, {fcyj}jeTs*usc s TS\S* , Stc).

Else, if $* U Sc U S is a valid party set then generate

({Fojtiersis--ste) < bSS.SSSIMV(Ts-use. {TFe,jtjeTse s, [a/21C (11, - - -, i), Ts\ s+, Ste).

Here, for j € Tg-, TCj = FHE.decodeO(fheskj,ctc) + F(k‘j,H(th)) and for j € TSC\S*7 To, is
computed during previous queries for C' and is saved in L¢.
— Update S¢ = Sc U S and st = st and save {fC,j}jeTs\s* in L.
Hybrid,: In this hybrid, the challenger secret shares 0/ in place of fsk in the setup phase.
Hybrid;: In this hybrid, ct; encrypts 0 instead of y;.

We observe that the challenger does not use fsk or y1, ..., ur to generate the secret key shares {fsk;};c[,,) or
to reply PartDec queries. Furthermore, for any queried circuit C, the challenger does not use C(u1, ..., tg)
as long as the partial decryptions (of ctc) are generated for an invalid set of parties. Thus the challenger in
Hybrid, corresponds to the simulator in the ideal experiment, as desired.

Indistinguishability of Hybrids.

Hybrid, ~. Hybrid;: We observe that the only difference between the two hybrids is that in Hybrid,, the
PRF component in each partial evaluation is computed honestly using the PRF key share, while in
Hybrid,, for each circuit C, the PRF components are generated using the Sharelnt algorithm. Hence, the
indistinguishability between Hybrid, and Hybrid; follows directly from Lemma @

Hybrid, and Hybrid, are identical in A’s view: The only difference between Hybrid, and Hybrid, is that
in Hybrid; the PRF components are genertaed from Sharelnt algorithm, while in Hybrid, they are gen-
erated using the simulators bSS.SSSiml and bSS.SSSimV depending on whether the set S in the query
(S, C) forms an invalid or a valid set (along with S* and the subsets S’ in the previous queries of the
form (S’, C)). The indistinguishability between the two hybrids follows directly from the claim

Claim 8 Given that B/Bg,, € neg(\), Hybrid, and Hybrid; are statistically indistinguishable.

Proof. We observe that the two hybrids differ only in the way query (S, C) is answered for the honest parties.
For any queried circuit C, firstly, let

— Sc be the set of parties for which partial evaluations were queried during the entire experiment.

— I¢ be the maximally invalid share set chosen by the bSS.SSSimV simulator. If Sc US™* is an invalid party
set then let Ic = Ts us+-

— E¢ be the set of party shares for which r¢ ; in Hybrid, (resp. 7¢; in Hybrids) are chosen uniformly
randomly from ZE From the description of the hybrids, it can be observed that Ec C I and EcNTg+ =

Then we make the following observations:

1. For all j € Ts«, yc,; is computed in the same way in both the hybrids.
2. For all j € E¢, r¢; < Zq in Hybrid, (resp. ¢ ; < Z4 in Hybridy). Thus,

yg)’/]l_)ridz = FHE.decodey(fhesk;, cte) + re; + &cj + N
=70 +&cj+ e,
Hybrid,
_ ycfljrl 3

In the above, since ¢ ; is uniformly random, we can replace FHE.decodey(fhesk;,cte) + r¢; with uni-
formly random 7 ;.

15 Since the choice of Ec and Ic depends only on the order of queries and the share matrix M, they are same in
both the hybrids.
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3. Forall j € Ic\ (Ts- U Ec), rc,j = X nepours. CalCra in Hybridy (resp. Foj = >° cpur,. CaTc,a in
Hybridz), where {co} are such that M[j] = >_ c g ur,. caM[a]. This also gives us:

fheskj = > cafheskq.

aEEcUTgx
Thus,
ygf;ridz = FHE.decodey (fhesk;, cte) + 7o, + Ec.j + ne,j
= FHE.decodeg(fhesk;, cte) + Z caTca + &0 + N,
a€EEcUTg*
= FHE.decodey( Z cofhesky, cte) + Z CaTCa +E€cj + M0,
acEcUTgx acEBEcUTgx
= Z coFHE.decodeg(fhesk,, cte) + Z caTc,a +&c,j + 10,
a€EcUTgx aEEcUTgx
= Z co(FHE.decodeg(fhesky, cte) + e a)
a€FEc
+ ) ca(FHE.decodey(fheska, ctc) + rca) + oy + 70,5
a€Tgx
= Z CaTCa + Z caTc,a + &0, +Mnco,j
acEc a€Tgx
= Z CaTCa+ &0, + 10,
acEcUTgx*

- Hybrid.
=rcjt+&eitne; =yc,; °

Here, the third equation follows from the linearity of FHE.decodey. In the fifth equation, FHE.decode(fhesk,,, cte)+
TCa = Te,e il Ec, because re 4 is uniformly random for o € E¢ and thus hides FHE.decodeg(fhesk,, cte);
for o € T+, FHE.decodeg(fhesk,, cte) + 7c.q = To,o by definition.

4. Finally, for j € Ts. \ Ic, rc,; in Hybrid, (resp. 7c,; in Hybrid;) are computed as 0 — > ;. carc,

(vesp. 7cj = [q/2]C(p1, -, k) = Dqer,. CaTCa in Hybrids), where {ca}acic are such that M[j] +
Y et CaM|a] = (1,0,..., O)IE Thus, we also have

fhesk; = fsk — Z cofhesk,.

aclc

16 since F(0, H(ctc)) = 0.
17 Since I¢ is a maximally invalid share set and Io U {4} is a valid share set, ¢; =1

26



Thus,

ygﬁ)ridz = FHE.decodey(fhesk;,cte) + ¢, + £c.j + N,
= FHE.decodey((fsk — Z cofhesk, ), cto) — Z Carc,a +&c; + N0,
a€lc a€lc
= FHE.decodeg(fsk, cte) — Z coFHE.decodeg(fhesk,, ), cte) — Z caTc,a +&cj +nc,;
aclc aclc
= [¢/21C(n1, ..., ) + € — > ca(FHE.decode(fhesky), ctc) + rca) + e + nc
aclc
= [¢/21C (1, s x) +e— Y Cafon +Ec+ 10,
aclc

= Tcjtet+&ojtnc,
- Hybrid
N Toy + &y TN =Yy
Here, the fourth equality follows from the correctness of FHE, which gives FHE.decodey(fsk,cte) =
lg/21C(p1, ..., pr) + e, where e is the FHE error and is bounded by B. Finally, the statistical indis-
tinguishability in the last step follows from the smudging lemma since {cj < [—Bsm,Bsm] and
B/Bsm < neg(A)'

Claim 9 Assume that bSS is a secure {0,1}-LSSS. Then Hybrids and Hybrid, are statistically indistinguish-
able.

Proof. The two hybrids differ only in the way {fhesk};cy are generated. In Hybridz, they are generated
as secret shares of fsk, while in Hybrid,, they are generated as secret shares of 0/l However, we observe
that in Hybrid; and Hybrid,, the key shares of fsk corresponding to only invalid party shares are used - in
particular, only {fhesk;};cr,. are used. Hence, from the security of bSS, the two hybrids are statistically
indistinguishable.

Claim 10 Assume that FHE is a secure fully homomorphic encryption scheme. Then Hybrid, and Hybridy
are computationally indistinguishable.

Proof. We observe that fsk is no longer used in Hybrid,. Hence, the indistinguishability between Hybrid, and
Hybridy follows from FHE security.

Remark 2. In [ASY22], Agrawal et. al use Rényi divergence [BLLT15] based analysis to reduce the size of
noise flooding in BGGJKRS threshold signature from exponential to polynomial, effectively reducing the size of
modulus ¢ to poly(\). Rényi divergence is more suitable for search based primitives, like signatures. We remark
that using similar analysis as in [ASY22], size of By, and Ej,, can also be reduced to polynomial in case of
threshold signatures. However, this does not apply for threshold FHE and UT which are indistinguishability
based primitives.

6 Universal Thresholdizer

We first recall the definition of universal thresholdizer from [BGG™18|. Then we define our stronger security
notion for universal thresholdizer needed to prove stronger notion of security for the primitives thresholdized
using it - for example, threshold signatures and threshold CCA-PKE. We refer to [BGG™18] for the defini-
tions of compactness, correctness, (weaker) security and robustness.

Definition 26 (Universal Thresholdizer). Let P = {Py,...,P,} be a set of parties. A universal thresh-
oldizer scheme for threshold access structure is a tuple of PPT algorithms UT = (UT.Setup, UT. Eval, UT Verify,
UT.Combine) with the following properties:
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UT.Setup(l’\, 1d,At’n,x) — (PP, 815 - -+, Sn): On input the security parameter X\, a depth bound d, an access
structure. Ay, and a message = € {0, 1}*, the setup algorithm outputs the public parameters pp, and a
set of secret shares s1,...,Sy.

UT. Eval(pp, 55, C) — y;: On input the public parameters pp, a share s;, and a circuit C : {0,1}* — {0,1}
of depth at most d, the evaluation algorithm outputs a partial evaluation y;.

UT .Verify(pp,y:;, C) — {0,1}: On input the public parameters pp, a partial evaluation y;, and a circuit
C :{0,1}* — {0, 1}, the verification algorithm accepts or rejects.

UT.Combine(pp, B) — y: On input the public parameters pp, a set of partial evaluations B = {y; }ics, the
combining algorithm outputs the final evaluation y.

Definition 27 (UT Stronger Security). We say that a UT scheme satisfies (stronger) security if for all A,
and depth bound d, the following holds. There exists a stateful PPT algorithm S = (81,85, Sv) such that for
all PPT adversary A, we have that the following experiments ExptA7UT7Rea|(1>‘, 1%) and ExptA7UT7|dea|(1A7 1)
are computationally indistinguishable:

Expt 4 T Reat(17,1%)

1. On input the security parameter 1*, and circuit depth 1¢, the adversary A outputs an access structure
At ., and a message x € {0, 1}*.

The challenger Tuns (pp, s1, - - -, sn) < UT.Setup(1*, 14, Ay ,,, z) and provides pp to A.

A outputs an invalid (not necessarily mazimal) party set S* C {Py,..., Py} for Ay .

The challenger provides the shares {s;}ics+ to A.

A issues a polynomial number of adaptive queries of the form (S C {Py,...,P,},C) for circuits C :
{0,1}* — {0, 1} of depth at most d. For each query, the challenger provides {y; +— UT.Eval(pp, si, C) }ics
to A.

6. At the end of the experiment, A outputs a distinguishing bit b.

G Lo do

Expt 4 yT tdeal (17, 1) :

1. On input the security parameter 1*, and circuit depth 1¢, the adversary A outputs an access structure
A¢n, and a message x € {0, 1}*.

The challenger runs (pp, 81, - - -, Sn,st) < S1(1*, 14 A, ,,) and provides pp to A.
. A outputs an invalid (not necessarily mazimal) party set S* C {Py,..., Py} for Ayn.
The challenger provides the shares {s;}ics+ to A.
A issues polynomial number of adaptive queries of the form (S C {Py,...,P,},C) for circuits C :
{0,1}* — {0, 1} of depth at most d. For each query, the challenger provides {y; }ics computed as follows:
— If C is queried for the first time, then initialize Sc = S, else Sc = Sc U S.

— If Sc U S* is an invalid party set, then ({y; }ies,st’) <+ Sr(pp, C, S, st).

FElse, if Sc U S* is a valid party set, then ({y;}ics,st’) <+ Sv(pp,C, C(x), S, st).

— Update st = st’.
6. At the end of the experiment, A outputs a distinguishing bit b.

ENEEES

Remark 3. The above definition differs from the security definition in [BGG™18| in the ideal experiment.
In the weaker notion of [BGG™18], in response to any query (S, C), the UT simulator takes C(x) as input,
irrespective of whether or not the set S forms a valid party set along with S* and sets corresponding to the
previous queries for the circuit C'. In our definition, we make this distinction - we define two simulators S
and Sy. Sy is used in case of invalid set and does not take C(x) as input. Sy is used when S forms a valid
set (along with S* and sets in previous queries for C) and takes C(x) as input.

6.1 Construction

The construction for universal thresholdizer with stronger security is the same as that in [BGG™18]. We show
that the same construction satisfies our stronger notion of security if the underlying TFHE scheme satisfies
strong simulation security. We recall the construction from [BGG™18| and prove its (stronger) security
under the assumption that the underlying TFHE satisfies our stronger simulation security. We remark that
the proof is very similar to the proof of [BGGT18, Theorem 7.11], except mainly in Hybrids, where we use
TFHE simulators from our construction. However, we present the entire proof here for completeness.
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[BGG™18| Construction of Universal Thresholdizer The construction relies on the following primi-
tives:

— A threshold fully homomorphic encryption scheme TFHE = (TFHE .Setup, TFHE . Encrypt, TFHE . Eval,
TFHE .PartDec, TFHE .FinDec)

— A NIZK with pre-processing scheme PZK = (PZK.Pre, PZK.Prove, PZK.Verify)

— A non-interactive commitment scheme Com = Com.commit.

A universal thresholdizer scheme UT = (UT.Setup, UT. Eval, UT.Verify, UT.Combine) is constructed as follows:

UT.Setup(1*,14, A, ., 7) — (utpp, {uts;}icn)) © On input the security parameter A, depth bound d, access
structure A, ,,, and message = (z1,...,2x) € {0, 1}*, the setup algorithm first generates the TFHE keys
(tfhepk, tfhesky, ..., tfhesk, ) - TFHE .Setup(1*, 1%, A, ,,) and ciphertexts ct; +— TFHE . Encrypt(tfhepk, z;)
for i = 1,...,k. Then, for all i € [n], it generates reference strings (ov;,0p;) < PZK.Pre(1}), commit-
ment randomness r; < {0,1}*, and commitments com; <~ Com.commit(tfhesk;; r;).

Outputs utpp = (tfhepk, {ct; }ic(x], {0V,i bie[n),{comitiem)), uts; = (tfhesk;, op i, 7).
UT. Eval(utpp, uts;, C) = y; = (p;, 7)) : On input the public parameters utpp, a key share uts;, and a circuit
C, the evaluation algorithm does the following:
— Parses utpp as (tfhepk, {ct; }ic[k), {0V,i ie[n):1cOmi fien)) and uts; as (tfhesk;, op;, 7).
— Computes the evaluated ciphertext ct < TFHE. Eval(tfhepk, C, cty,...,cty) and partial decryption
p; < TFHE .PartDec(tfhepk, tfhesk;, ct).
— Then, it constructs the statement t; = 1;(com;, ct, p;) asserting that the value p; is consistent with
the committed secret key tfhesk; as

(tfhesk,, ;) : com; = Com.commit(tfhesk;; r;) A p; = TFHE .PartDec(tfhepk, tfhesk;, ct).

— It generates a NIZK proof m; <— PZK.Prove(op, s, (tfthesk;, r;)) and returns y; = (p;, m;).
UT Verify(utpp, y;, C') — accept/reject : On input the public parameters utpp, a partial evalaution y;, and a
circuit C, the verification algorithm does the following:
— Parses utpp as (tfhepk, {cti}ic(r), {ov,i ticm) {comiticn))-
— Computes the evaluated ciphertext ct < TFHE . Eval(tfhepk, C, cty, ..., ctg).
— Then, it constructs the statement ; = ¥;(com;, ct, p;) as described in the Eval algorithm.
— It then parses y; = (p;, ;) and returns the result of PZK.Verify(ov.;, s, ;).
UT.Combine(utpp, B) — y : On input the public parameters utpp = (tfhepk, {ct; }icx], {oV,i }icin),1comi tiem)),
and a set of partial evaluations B = {y;},cs for some S C [n], the combining algorithm first parses
y; = (pi,m;) for i € S and outputs y = TFHE .FinDec(tfhepk, {p; }ics)-

6.2 Security

Theorem 11. Suppose TFHE satisfies semantic security (Definition and stronger simulation security
(Definition with simulators (TFHE .Sy, TFHE .Sy, TFHE .Sy ), PZK is a zero knowledge proof system with
pre-processing that satisfies zero-knwoeldge (Definition @, and C' is a non-interactive commitment scheme
that satisfies computational hiding. Then, the universal thresholdizer scheme by Boneh et. al [BGGT 18]
satisfies the stronger security (Definition .

Proof. The proof uses the following hybrids. These hybrids are the same as those in the proof of [BGGT18,
Theorem 7.11], except Hybrids.

Hybridy: This is the UT real security experiment from Definition We define this hybrid in detail, to set
up the notataions to be used in the following hybrids.
On input a threshold access structure A ,,, and a message x € {0, 1}* from A, the challenger
— Runs UT.Setup(1*,1¢, A; ., *) by computing the TFHE keys (tfhepk, tfhesky, ..., tfhesk,) <~ TFHE.
Setup(1*,1¢, A, ,,), ciphertexts {ct; - TFHE. Encrypt(tfhepk, z;)}ic(i), (0v,i, 0p;) < PZK.Pre(1%).
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— It then samples r; < {0,1}* and computes com; <+ Com.commit(tfhesk;;r;) for i = 1,...,n. Sets
utpp = (tfhepk, {cti}icx]; {oviis P Yiem]s {comi tiep) and {uts; = (tfhesks, 7;) i
— Sends utpp to the adversary.
When A outputs an invalid party set S* C [n], the challenger provides {uts; };cs+ to A.
For each evaluation query (S, C) from 4, the challenger

— Computes cte < TFHE. Eval(tfhepk, C, ctq,. .., ctg),
— Computes {p; = TFHE .PartDec(tfhesk;, ctc)}ies and {m;}ics for statements {1); }ics as defined in
the construction using PZK.Prove algorithm. Sends y; = (p;, ;) to A for i € S.
Hybrid;: This is the same as the previous hybrid, except that for each query (S,C), for each i € S, m; is
computed using the PZK simulator (i.e. without using the witness tfhesk;).
Hybrid, and Hybrid, are computationally indistinguishable from the zero knowledge property of PZK.
Hybridy: This is the same as the previous hybrid except that the com; in UT.Setup commits to zero string
instead of tfhesk; for all i € [n] as com; = Com.commit(0ltfheskil; 1)),
The computational indistinguishablity between Hybrid; and Hybrid, follows from the computational hid-
ing property of Com.
Hybrid;: In this hybrid the challenger uses TFHE simulators for generating the TFHE components in the
UT.Setup and in computing partial evaluations as follows:
— In the UT.Setup algorithm, the challenger generates (tfhepk, tfheski, ..., tfhesk,,st) <— TFHE .S1(1*,14, A, ,,)
instead of running TFHE .Setup. The rest of the UT.Setup is the same as in Hybrid,.
— For each query (S, C), for each i € S, p; is computed using TFHE simulators TFHE .Sy and TFHE .Sy
as follows:
o If C is queried for the first time, initialize S¢ = 0, stc = 0.
e If SUS-US* is an invalid party set then the partial evaluations {p;};cs are generated using Sy
simulator for TFHE as (sty, {pi}ics) < TFHE.S7(C, {cty } e, S sto).
Else, if SUSc U S* is a valid party set then the partial evaluations {p; };cs are generated using
Sy simulator for TFHE as (sti, {pi}ies) = TFHE .Sy (C, {ctx }rep), C(), S,sto).
e Update sto with st,, S¢ = ScUS.

The remaining components are computed as in the previous hybrid.
By the stronger simulation security of TFHE (Definition Hybrid, and Hybrid; are statistically indis-
tinguishable.

Hybrid,: This is the same hybrid as the previous one, except that in the UT.Setup, {ct;};c[x)} encrypts zero
string instead of . That is, {ct; = TFHE. Encrypt(tfhepk, 0)};c(x)-
The (computational) indistinguishability between Hybrid; and Hybrid, follows from the semantic security
of TFHE. In particular, we observe that the TFHE.S; does not use tfhesk to generate the secret shares
{tfhesky, ..., tfhesk, }. Thus, tfhesk is not used in Hybrid; and hence, we can use semantic security of
TFHE to argue indistinguishability.

Hybrid, is same as the ideal experiment, where the simulators UT.S;, UT.S7, UT. .Sy are defined as follows:

1 UT.S1 (12 19 Ay, ):
— Run (tfhepk, {tfhesk;};c[n), st) <= TFHE.S1 (14,14, A, ,,).

Compute {ct; <— TFHE. Encrypt(tfhepk, 0)};c(x],

Generates (ov;,0p;) + PZK.Pre(1*) for all i € [n].
— Tt then samples 7; < {0,1}* and computes com; < Com.commit(0/tfheskil: ) for i =1,... n.
— Sets utpp = (tfhepk, {cti}ic(x], {0V,is 0P fie[n]s {cOmi ticin)) and {uts; = (tfhesk;, ;) }ig(n)-

2. UT.S;(utpp, C, S, st) Runs TFHE .S;(C, {ct; }igx), S, st)-

3. UT.S;(utpp, C,C(x), S, st) Runs TFHE .S;(C, {ct;}icpr), C(x), S, st).
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7 Applications

In this section we revisit the application of universal thresholdizer in thresholdizing different crypto primitives
as considered in [BGGT18]. In particular we define and construct threshold signatures and threshold CCA
PKE with stronger security properties. We note that the constructions for these primitives using universal
thresholdizer is the same as in [BGG™T18|. Our contribution lies in (defining and) proving stronger security
for these primitives assuming that the underlying universal thresholdizer satisfies the stronger security as
defined in section [6l

7.1 Threshold Signatures

We first recall the definition of threshold signatures and its desired properties. Then we describe selective
unforgeability from [BGGT18] and its stronger notion from [BTZ22].

Definition 28 (Threshold Signatures). Let P = {Py,..., P,} be a set of n parties. A threshold signature
scheme for access structure A;,, on P is a tuple of PPT algorithms denoted by
TS = (TS.KeyGen, TS.PartSign, TS.PartSignVerify, TS.Combine, TS.Verify) defined as follows:

— TS.KeyGen(1*,A;,,) — (pp, vk, {ski}_1): On input the security parameter A\ and an access structure
A, the KeyGen algorithm outputs public parameters pp, verification key vk and a set of key shares
{ski}tiz,-

— TS.PartSign(pp, sk, m) — o;: On input the public parameters pp, a partial signing key sk; and a message
m € {0,1}* to be signed, the partial signing algorithm outputs a partial signature o;.

— TS.PartSignVerify(pp, m, 0;) — accept/reject: On input the public parameters pp, a message m € {0,1}*
and a partial signature o;, the partial signature verification algorithm outputs accept or reject.

— TS.Combine(pp, {c;}ics) — om: On input the public parameters pp and the partial signatures {o;}ics
for S € Ay, the combining algorithm outputs a full signature o, .

— TS.Verify(vk, m, 0,,) — accept/reject: On input a verification key vk, a message m and a signature o,
the verification algorithm outputs accept or reject.

A TS scheme should satisfy the following requirements.

Definition 29 (Compactness). A TS scheme satisfies compactness if there exist polynomials polyy(-), polys(+)
such that for all X, for all Ay, and S € Ay, the following holds. For (pp, vk, {sk;}_ ;)< TS.KeyGen(1*, A; ,,),
0;+TS.PartSign(pp, ski,m) for i € S, and o+ TS.Combine(pp, {0;}ics), we have that |o| < poly;(A) and
VK| < poly;(A).

Definition 30 (Evaluation Correctness). A signature scheme TS satisfies evaluation correctness if forall
A, for all Ay, and S € Ay, the following holds. For (pp,vk,{sk;} ;) < TS.KeyGen(1*,A;,), o; +
TS.PartSign(pp, sk;, m) for i € [n] and o, < TS.Combine(pp, {0;}ics), we have:

Pr[TS.Verify(vk, m, 0,,) = accept] > 1 — neg(A).

Definition 31 (Partial Verification Correctness). A signature scheme TS satisfies partial verification
correctness if for all X and and for all Ay ., the following holds. For (pp, vk, {sk;}"_;) < TS.KeyGen(1*, A; ),

Pr[TS.PartSignVerify(pp, m, TS.PartSign(pp, sk;,m)) = accept] = 1 — neg(\).

Definition 32 (Selective Unforgeability |[BGGT'18]). A TS scheme is unforgeable if for all PPT ad-
versary A, the probability of winning in the following experiment, ExptA,TS,uf(l)‘) is neg()).

1. On input the security parameter A and an access structure Ay ,,, the challenger runs the TS.KeyGen(1*, A ,,)
algorithm and generates public parameters pp, verification key vk and a set of n key shares {sk;}_,. It
sends pp and vk to A.
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2. A then outputs a mazimally invalid party set S* C [n], i.e. |S*| =t — 1, requesting key shares sk; for
i€ S*.

3. Challenger provides the set of keys {sk;}ics+ to A.

4. Adversary A issues polynomial number of adaptive queries of the form (m,i), where i € [n] \ S*, to
get partial signature o; on m. For each query the challenger computes o; as TS.PartSign(pp, sk;, m) and
provides it to A.

5. At the end of the experiment, A outputs a message-signature pair (m*,o*). The adversary wins if the
following conditions hold:

(a) m* was never queried as a signing query.
(b) TS.Verify(vk, m*, o*) = accept.

Definition 33 (Stronger Selective Unforgeability [BTZ22]). In the stronger definition, the set S* of
corrupted parties is not necessarily maximally invalid, i.e. |S*| < t. Another and the main difference is in
the conditions under which the adversary wins as defined below:

The adversary is allowed to issue partial signatures on the challenge message m*, and wins if the following
conditions hold:

1. Let Sp» = {i : (m*,i) was queried as a signing query}. Then |S* U S| < t.
2. TS.Verify(vk, m*, 0*) = accept.

Similar to [BGGT18|, we construct a threshold signature scheme from a universal thresholdizer and a
signature scheme.

Construction 2 (Construction 8.16 in [BGGT18|) The construction TS = (TS.KeyGen, TS.PartSign,
TS.PartSignVerify, TS.Combine, TS.Verify) uses a signature scheme SignScheme = (SGen, Sign, Verify) and a
universal thresholdizer UT = (UT.Setup, UT. Eval, UT.Verify, UT.Combine).

— TS.KeyGen(1*, A ,,) — (pp, vk, {ski}?1). First it invokes SGen(1*) to obtain a pair (pk,sk) and it sets
vk := pk. Then it runs (upp, {usk;}?_;) < UT.Setup(1*, A, ,,,sk). Sets pp = upp and {sk; = usk;}7"_;.

— TS.PartSign(pp, sk;, m) — ;. On input the public parameters pp, a partial signing key sk; and a message
m, the partial signing algorithm outputs UT. Eval(pp, sk;, Cy,) where the circuit C,, is defined as

Cin (sk) := Sign(sk, m).

— TS.PartSignVerify(pp, m,0;) — accept/reject. On input the public parameters pp, message m, and a
partial signature o;, the partial signature verification algorithm outputs UT Verify(pp, c;, Cr,).

— TS.Combine(pp, {c;}ics) — om. On input the public parameters pp, and a set of partial signatures
{oi}ies, the signature combining algorithm outputs UT.Combine(pp, {c;}ics).

— TS.Verify(vk, m, o,,) — accept/reject. On input the signature verification key vk = pk, a message m, and
a signature o, the verification algorithm outputs Verify(pk, m, o).

Theorem 12. If the universal thresholdizer UT satisfies the stronger security notion (Definition and
SignScheme is a signature scheme that satisfies unforgeability, then the construction above (Construction@
satisfies the Stronger Selective Unforgeability (Definition .

Proof. We prove the above theorem via the following hybrids. We start with Hybrid, which is the experiment
ExptA’TS’uf(l)‘) for the construction

Hybrid,. Note that since UT is secure with respect to Definition there exists a stateful PPT algorithm
UT.S = (UT.S5;,UT.S;, UT.Sy) which can simulate answer to UT. Eval(pp, sk, -) queries. We define Hybrid,
that is similar to Hybrid, except that for the challenge queries of the form (m, i) made by A, the challenger
uses UT.S = (UT.S1,UT.S;, UT.Sy) to generate partial signatures. It is straightforward to show these two
hybrids are indistinguishable because UT is secure with respect to Definition
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Furthermore, we show that the advantage of A in Hybrid, is negligible. Let us assume that the advantage
of A in Hybrid, is e. We define a reduction adversary B to attack the unforgeability of the underlying signature
scheme SignScheme = (SGen, Sign, Verify). Namely, the adversary B after receiving the public key pk from
its challenger, sets vk = pk. It Tuns (pp, sk, . . ., skp,st) < UT.S;(1*, 1% A, ,,) and provides pp to A.

— When A outputs an invalid party set S* C [n], the adversary B provides the set of keys {sk;}ics+ to A.
— Adversary A issues polynomial number of adaptive queries of the form (m,i), where i € [n]\ S* to get
partial signature o; for m. For each query the adversary B computes o; computed as follows:
e If m is queried for the first time, then initialize S, = {i}, else S,, = Sy, U {i}.
e If S, US* is an invalid party set, then (o;,st’) < UT.S;(pp, Cp, {i}, st)
e Else, if S,,, US™ is a valid party set, then it queries m to its challenger to receive a signature o, on
m, and returns (o;,st’) < UT.Sv (pp, Cim, 0m, {i},st).
e Update st = st’.
— When at the end of the experiment, A outputs a message-signature pair (m*, c*), the adversary B returns
(m*,0*) as a forgery for SignScheme.

We observe that (m*, o*) is a valid forgery by B. This is because |S*US,,«| < t due to validity of A’s forgery.
Hence, B would never have asked a signature on m* to its challenger to answer any partial signature query on
m* by A. It is clear that if A wins with e advantage, then the advantage of B in breaking the unforgeability
of SignScheme is also e. This finishes the proof.

7.2 Threshold CCA PKE

We first recall the definition of CCA threshold PKE, correctness and security from [BGGT18]. Then we
define a stronger security notion, similar to stronger security of threshold signature.

Definition 34 (CCA Threshold PKE). CCA threshold PKE is CCA secure PKE in which the decryption
key is divided into key shares and distributed to multiple decryption servers. To decrypt a ciphertext, each
decryption server creates its own decryption share. These shares can then be publicly combined to get the full
decryption.

Let P ={Py, Pa,...,P,} be a set of n participants. A CCA threshold PKE scheme for threshold access
structure Ay, on P and message space M is a tuple of PPT algorithms TPKE = (TPKE.KeyGen, TPKE. Encrypt,
TPKE.PartDec, TPKE.Combine) defined as follows:

— TPKE.KeyGen(1*, A;.,,) — (pp, ek, sk, ...,sky) : On input the security parameter, X\ and an access struc-
ture, Ay, the keygen algorithm outputs the public parameters pp and the secret key shares {sk;}? ,

— TPKE. Encrypt(ek,m) — ct : The encryption algorithm takes as input a message m € M and the encryp-
tion key ek and outputs a ciphertext ct.

— TPKE.PartDec(pp, sk;, ct) — m; : The partial decryption algorithm takes as input the public parameters,
pp, decryption key share sk; and a ciphertext ct and outputs a partial message m;

— TPKE.Combine(pp, {m;}ics) — m' : The combining algorithm takes the public parameters, pp and set of
partially decrypted messages {m;}ics and outputs message m’

Correctness: A TPKE scheme is said to satisfy decryption correctness if for all X, for all Ay, and S €
Ay, the following holds: for (pp,ek,sk,...,sky,)«TPKE.KeyGen(1*,A;,,), ct«<~TPKE. Encrypt(ek, m) and
m;<TPKE.PartDec(pp, sk;, ct)

Pr[TPKE.Combine(pp, {m;}ics)] > 1 — neg(A).

Definition 35 (Security [BGG™18]). A TPKE scheme for A¢,, is said to satisfy CCA security if for all
A, the following holds: for all PPT adversary A, following experiments, ExptOA,TPKE(l)‘) and Expti\’TPKE(IA)
are computationally indistinguishable.

b
Expt 4 tprel( 1Y)
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1. Oninput a security parameter X, and a threshold access structure Ay ,,, the challenger runs (pp, ek, skq, . . ., sky,)

+TPKE.KeyGen(1*, A; ,,) and provides pp and ek to A.

. A outputs a mazimal invalid party set, S* C [n], that is, |S*| =t — 1.

. The challenger provides the set of secret keys, {sk;}ics+ to A.

. A issues a polynomial number of adaptive decryption queries of the form (ct, i), where i € S*.

. The challenger computes s;<—TFHE.PartDec(pp, sk;, ct) and sends s; to A.

. A outputs a pair of challenge messages (mg, m?)

. The challenger computes ct*<-TFHE. Encrypt(ek, m}) and sends ct* to A.

. A continues issuing a polynomial number of adaptive decryption queries. However, the adversary is not
allowed to issue a decryption query on the challenge ciphertext ct*.

. At the end of the experiment, A outputs a guess bit b'.

o N D Tid oo

NS

Similar to the stronger security of threshold signature, we define the stronger security for TPKE, where
the adversary is allowed to issue partial decryption query on the challenge ciphertext as well, as long as it is
for an invalid set of parties over all such queries.

Definition 36 (Stronger Security TPKE).

In the stronger definition, the set S* of corrupted parties is not necessarily maximally invalid, i.e. |S*| < t.
Another, and the main difference is in the admissibility condition for A as follows - A can issue queries of
the form (ct*,i). Let Sq = {i : A issued decryption query as (ct*,i)}. Then, S* U S must be an invalid
set, i.e. |[S* U Sq| < t.

Similar to [BGG™ 18], we construct a threshold public-key encryption scheme from a universal thresholdizer
and a public-key encryption.

Construction 3 (Construction 8.29 in [BGG™18]) The construction TPKE = (TPKE.KeyGen, TPKE.
Encrypt, TPKE.PartDec, TPKE.Combine) uses a public key encryption scheme PKE = (PKE. Gen, Enc, Dec)
and a universal thresholdizer UT = (UT.Setup, UT. Eval, UT.Verify, UT.Combine).

— TPKE.KeyGen(1*,A;,,) — (pp,ek,sky,...,sky,). First it invokes PKE.Gen(1}) to obtain a pair (pk,sk)
and it sets ek := pk. Then it runs (upp, {usk;}icn)) < UT.Setup(1*, Ay, sk), and sets pp = upp and
{sk; = usk; }1_,.

— TPKE. Encrypt(ek,m) — ct. The encryption algorithm takes as input a message m € M and the encryp-
tion key ek and outputs a ciphertext ct + Enc(pk,m).

— TPKE.PartDec(pp, sk;, ct) — m;. The partial decryption algorithm takes as input the public parameters,
pp, decryption key share sk; and a ciphertext ct and outputs m; < UT.Eval(pp, sk;, Cct) where the circuit
Ce 1s defined as

Cet(sk) := Dec(sk, ct).

— TPKE.Combine(pp, {m;}ics) — m’. The combining algorithm takes the public parameters, pp and set of
partially decrypted messages {m;}ics and outputs m’ < UT.Combine(pp, {m;}ics).

Theorem 13. If the universal thresholdizer UT satisfies the stronger security definition (Deﬁmtz’on and
PKE is CCA secure, then the construction above (Construction@) satisfies the stronger security Definition .

Proof. We prove the above theorem via the following hybrids. For simplicity, we consider a modified but
equivalent version of Expt%TPKE(l)‘) in which the advantage of the adversary is the probability that b = b
when b is chosen uniformly random by the challenger. We start with Hybrid, which is the (modified) experi-
ment Exptlj“yTPKE(l/\) for the construction

Hybrid;. Note that since UT is secure with respect to Definition there exists a stateful PPT algorithm

UT.S = (UT.5,UT.S;, UT.Sy) which can simulate answer to UT. Eval(pp, sk, -) queries. We define Hybrid,
that is similar to Hybrid, except for the challenge decryption queries of the form (ct,i) made by A. For
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the challenge queries, the challenger uses UT.S = (UT.S1, UT.S1, UT.Sy) to answer. It is straightforward to
show these two hybrids are indistinguishable because UT is secure with respect to Definition

Furthermore, we show that the advantage of A in Hybrid; is at most 1/2 + negligible. Let us assume that
the advantage of A in Hybrid, is e. We define a reduction adversary B to attack the CCA security of the un-
derlying public-key encryption scheme PKE = (PKE. Gen, Enc, Dec). Namely, the adversary B after receiving
the public key pk from its challenger, it sets ek = pk, it runs (pp,ski, .. .,sk,,st) + UT.S1(1*,19 A, ,,) and
provides pp, ek to A.

— When A outputs an invalid party set S* C [n], the adversary B provides the set of keys {sk;}ics+ to A.
— Adversary A issues a polynomial number of adaptive decryption queries of the form (ct, ), where i ¢ S*
. For each query the adversary B returns m; computed as follows:
e If ct is queried for the first time, then initialize St = {i}, else Sct = St U {i}.
e If St US* is an invalid party set, then (m;,st’) < UT.S;(pp, Ce, {1}, st).
e Else, if S U S* is a valid party set, then it queries ct to its challenger to receive a decryption met,
and (mg,st’) < UT.Sy (pp, Cet, Mect, {}, st).
e Update st = st’.
— When A outputs a pair of challenge messages (mf, m7), the adversary B forwards it to its challenger and
receives ct*<—TFHE. Encrypt(ek, m}), where b is the challenge bit of PKE challenger. B sends ct* to A.
— A continues issuing a polynomial number of adaptive decryption queries (ct,i). The adversary A is
allowed to issue a decryption query on the challenge ciphertext ct* up to the gap between the threshold
value and the number of corrupted parties. The adversary B answers similar to pre-challenge queries
above, unless, when A queries ct*. For ct*, the adversary B stops and returns | whenever S+ U S* is a
valid party set. Note that as long as Sc+ U .S™ is an invalid party set, B uses UT.Sy, which does not need
the decryption of ct*.
— When at the end of the experiment, A outputs a bit o', the adversary B returns b’ as its output.

It is clear that the advantage of B in breaking the CCA security of PKE is e. This finishes the proof since
since by the the CCA security of PKE, € < 1/2 + negligible.
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A Aditional Lemmas Related to KHPRF

A.1 Scurity lemma for perfect KHPRF

Lemma 5. Let F be any secure KHPRF and SS is a secure linear secret sharing scheme (Definition .
Then for all PPT adversary A, Pr[A wins] < 1/2 + neg()\) in the following experiment.

Expt 4 krprre (1Y)

o~

The adversary A outputs the threshold access structure A ,,, and a KHPRF key K.
The challenger C picks a share matric M of dimensions £ x N for A, access structure and sends

SS.pp= (M, {Ti}ie[n]) to A.

v o

. A outputs an invalid share set T* C [{].
. C runs {ki,...,k¢} < SS.Share(K, A; ,,) and returns {kq}acr~ to A. It also samples a bit b < {0,1}.
. A issues polynomial number of evaluation queries of the form (j, x) adaptively, where j € [¢] and x is an

input to PRF F.
— Ifb=0, C returns y, ; = F(k;,x).
— Else (i.e. b=1),

o if j €T, return y,; = F(k;, x).
o clse, C does the following:
x if x is queried for the first time (for any party share j € [{]), then it first computes Yz o =

F(ka,x) for alla € T* and runs {Yz,o tacig\s < SS-Sharelnt(SS.pp, T, {Yz,a act+, F(K, ), At ).

Returns y, ; and saves {Yz.a facp\r= for future queries.
* else C returns the saved yg ;.

6. A outputs b’ and wins if b’ = b.

Note 2.
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— Here, we are using a slight abuse of notation - we work directly at the level of party shares in [¢] without
identifying the parties to which they belong. For example, we write (ki,...,ke) < SS.Share(K, A, ,,)
instead of {{k;}jer, }ie[n) < SS.Share(K, Ay ;).

— In the above game, the adversary can issue evaluation queries for multiple party shares together as (T, x),
where T C [¢].

A.2 Generalization of claim [2.

Claim 14 For all adversary A, Expt&’ss,nts,-m and Exptil’ss,nts,-m, as described below are identical in A’s view.

b
EXPtA,ssmtSim(l’\)

1. Upon input a threshold access structure Ay, the challenger runs (M, {T;}iejn)) < SS.Setup(1*, Ay )
and sends pp = (M, {T}icn) to A.
2. A outputs a secret s, an invalid party-share set T C [(] along with the secret shares {w;} cs, already
fized by A for party-shares in T
3. The challenger does the following:
— If b= 0, generates {w;} e[y < SS.Sharelnt(pp, T, {w; }jer, 5)
— Else if b =1, initializes W =T and st = ().
4. Fork=1tol—|T|,
(a) A outputs j. € [{] (wlog we assume that j, was not queried before and is not in T. Otherwise, the
challenger returns the previously set value).
(b) The challenger replies as following:
— Ifb =0, the challenger returns w;, (generated in Step @)
— Ifb=1 and WU{j. } is an invalid share set, generate (w;, ,st’) <= SSSiml(pp, W, {wa }aew, {jx},st);
updates W =W U {j.},st = st’ and returns w,,
— Ifb =1 and WU{j. } is a valid share set, generate (w, ,st’) <= SSSimV(pp, W, {wa aecw, {jx}, s, st);
updates W = W U {j.},st = st’ and returns w,
5. A outputs its guess bit b’ and wins if b’ = b.

Proof. The proof is same as that for claims [2]and [3| and hence omitted.

B TFHE for Stronger Simulation Security with Partially Adaptive Key Queries

In this section we combine our technique of using PRF for stronger simulation security with the technique
in [ASY22] to achieve partially adaptive key queries in the random oracle model.

B.1 Definition
We first define the security definition in this setting.

Definition 37 (Partially Adaptive Stronger Simulation Security ). A TFHE scheme satisfies par-
tially adaptive stronger simulation security if for all X, depth bound d, and access structure A, the following
holds. There exists a stateful PPT algorithm S = (S1,S1,Sv) such that for any PPT adversary A, the
fOllOU)Z"ng experiments EXptEle,éI!FHE—partAdapt—strSim(1)\3 ld) and Expt!fl??l'lFHE—partAdapt—strSim(1)\a 1d)d) are indistin-
guishable:

EXPtE{aﬁérlFHE—partAdapt—strSim(1’\a 19)

1. On input the security parameter 1 and a circuit depth 1%, the adversary A outputs A € S.
2. The challenger runs (pk,ski,...,sk,) < TFHE .Setup(1*,1¢, A) and provides pk to A.

3. A outputs messages 1, ..., € {0,1}.

4. The challenger provides {p; <= TFHE . Encrypt(pk, ;) }icx) to A.
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5. A issues a polynomial number of adaptive PartDec queries of the form (S C {Pi,...,P,},C) for
circuits C' = {0,1}* — {0,1} of depth at most d. For each query, the challenger computes ctc <
TFHE . Eval(pk, C,cty, ..., ctg) and provides ct; < {TFHE .PartDec(pk, sk;, ctc)}ics to A.

6. A outputs an invalid (not necessarily mazimal) party set S* C {Py,..., P,}.

7. The challenger provides the keys {sk;}ics~.

8. A continues to issue more PartDec queries, to which the challenger responds as before.

9. At the end of the experiment, A outputs a distinguishing bit b.

Expt!jl?'al'lFHE-part/—\dapt-strSim(1)\’ 1d)

On input the security parameter 1 and a circuit depth 1, the adversary A outputs A € S.

The challenger runs (pk,sky, .. .,sk,) < Si(1*,1¢,A) and provides pk to A.

. A outputs messages p1, ..., ux € {0,1}.

The challenger provides {ct; «- TFHE . Encrypt(pk, ;) }ie[i) to A.

. A issues a polynomial number of adaptive PartDec queries of the form (S C {Py,..., Py}, C) for circuits
C :{0,1}* — {0,1} of depth at most d. For each query, the challenger provides {p;}ics computed as
follows:

— If C is queried for the first time, then initialize Sg = (.

— If SU S¢ is an invalid party set, then (st', {p;}ics) + Si(C,{cty,...,ctr},S,st)
Else, if SU S¢ is a valid party set, then
(St/, {pi}ieS) — Sv(o, {Ctl, R Ctk}, C’(,ul, R ,,uk), S, St).

— Update Sc = Sc U S and st = st’.

6. A outputs an invalid (not necessarily mazimal) party set S* C{Py,...,P,}.

7. The challenger provides the keys {sk;}ics+.

8. A continues to issue more PartDec queries. The challenger computes the response using the simulators

as before - i.e., use Sy if So U S US* is invalid, else use Sy .

9. At the end of the experiment, A outputs a distinguishing bit b.

T S0 e

We now construct a TFHE with above security.

B.2 Construction

Construction 4 (Partially Adaptive Stronger TFHE) Our construction for t-out-of-n threshold access
structure uses the same building blocks as in Construction [l In addition, it also uses a keyed hash function
Hy : {0,1}* x {0,1}*—ZE, where £ is the number of rows in the share matriz M.

TFHE .Setup(1*, ld,At’n): On input the security parameter A, depth bound d, and threshold access structure
A, the setup algorithm does the following:

1. Samples a random key for Hy as R < {0,1}*; secret shares 0 € Zg as (rky, .. .rky,) < bSS.Share(0¢, A, ).
Here, each rk; = {v;}jcr,.

2. Sample (fpk, fsk) + FHE.Setup(1*, 1%).

3. Secret share0 € K as (K1, ..., K,) < bSS.Share(0, Ay ) and fsk as (fsky, ..., fsky) <= bSS.Share(fsk, A; ,,).
We let fSkZ‘ = {fheskj}jeTi and Ki = {kj}jeTi-

4. Outputs tfpk = fpk and tfsk; = (fsk;, K;,rk;, R) for all i € [n].

TFHE . Encrypt(tfpk, ): On input the public key tfpk and input p € {0, 1}, the encryption algorithm computes
and returns ct = FHE. Encrypt(tfpk, ).

TFHE . Eval(tfpk, C, {cty, ..., cty}): On input the public key tfpk, a circuit C : {0,1}* — {0,1} of depth at
most d and ciphertexts cty, ..., cty, the evaluation algorithm computes and returns ctc = FHE. Eval(tfpk, C,
cty,... 7Ct;g).

TFHE .PartDec(tfpk, tfsk;, ct): On input the public key tfpk, a ciphertext ct and partial decryption key tfsk;,
the partial decryption algorithm does the following.

1. Parsetfsk; = ({fhesk;}jer,, {k;}jer, and sample {&;}jer, <= [—Bsm, Bom| and {n;}jcr, < [—Esm, Esm].
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2. Compute and return p; = {y; = FHE.decodey(fhesk;, ct)+&;+ H1 (R, ct)"v;+ F(k;, H(ct))—f—nj}jeTilE
TFHE .FinDec(tfpk, S, {p; }ics): On input a public key tfpk, a set S C [n], and a set of partial decryption
shares {p;}ics, it first checks if S € Ay . If no, then it outputs L. Else, it computes and returns

p = FHE.decode; (bSS.Combine({p; }ics))

which involves following steps: parse p; = {y;}jer, for each i € S and compute a minimal valid shares
set T'C U;eg Ti- Then compute FHE.decoder (3,1 y;)-

The correctness is same as the correctness of Construction [I, due to the observation that for any valid set
S, bSS.Combine({H; (R, ct)rk;}ics = Hi(R,ct)bSS.Combine({rk;};cs = Hi(R,ct) - 0° = 0. The second last
equality follows from the fact that {rk;};c},) are secret shares of 0 vector.

Security We prove the security via the following theorem.

Theorem 15. Assume that FHE is secure (Definition[]]), F is a secure KHPRF and bSS is a secure {0, 1}-LSSS,
H is collision resistant and Hy is modeled as random oracle. Then the above construction of TFHE satisfies
stronger simulation security with partially adaptive key queries(Definition .

Proof. The theorem can be proved by combining the steps from proof of [ASY22, Theorem 5.1] and Thee-
orem [7] We provide an overview of the proof here. The proof is given via the following hybrids.

Hybridy: This is the real experiment.

— On input the access structure, Ay ,,, the challenger runs (tfpk, tfsky, . . ., tfsk,) < TFHE .Setup(1*,1¢, A, ,,)
and sends tfpk to A.

— A outputs a set of messages pi1, . .., ur. € {0,1}. The challenger then computes ct; = TFHE . Encrypt(tfpk, ;)
for i € [k] and returns {ct;};ex) to A.

— A issues polynomially many PartDec queries of the form (.5, C).
For each query (S,C), the challenger computes ctc = TFHE. Eval(tfpk, C,cty,...,ct;) and returns
{pc,; = TFHE .PartDec(tfpk, tfsk;, ctc) }ics to A.
Each pc; = {yc,;}jer;, where yc ; = FHE.decodey(fhesk;, cte) + Hi(R, cte) v + F(k;, H(cte)) +
§c,j+ e,

— A outputs a set S* C [n] such that |S*| < t. The challenger returns {tfsk; };cs.

— A continues to query more partial decryptions, to which the challenger replies honestly as before.

— Whenever A issues a query (z,y) to the oracle for Hy, the challenger samples a random value r from
Zg, sets and returns Hy (z,y) = r. If a query is repeated, the challenger returns the already set value.

Hybrid,: Let us call the partial decryption queries before the key queries as pre-queries and those after as
post queries. Then, Hybrid; differes from Hybrid, in the following:
— for each pre query (S,C), the challenger computes pc; = {yc ;}jer, differently as yco; = 7o ; +
&c,j +nc,;, where Tc ; are generated as follows:
e If C is queried for the first time then initialize S¢ = 0, stc =0, Lo = 0.
e If S U S is an invalid party set then generate

({fc,j}jGTs R St/c) — bSSSSSIm|(TSC, {ch}jGTSC ,Ts, Sto).
Else, if S¢ U S is a valid party set then generate
({Fc,j}jers,ste) ¢ bSS.SSSImV(Ts,,, {fC,j}jeTsC,TS, lg/2]1C(p1,- .., Ck),sto).

Here, for j € Tg,,, ¢, ; is computed during previous queries for C' and is saved in L¢.
e Update S¢ = Sc U S and stg = st and save {F¢ ;}jers in Le.
— When A issues key queries for a set S*, the challenger does the following.

18 The two smudging noises, &; and n; can in fact be merged together by appropriately setting the parameters.
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e For each C for which a partial decryption has been returned, it does the following;:

+ Implicitly assumes a PartDec query of the form (S*\ Sc, C) and generates {7c ;}jers. s, -

* For each j € T+, computes 7c; = 7 ; — FHE.decodeg(fhesk;, cte) — F(k;, H(cte)). It then
finds a h¢ such that h_gvj = 7c,j for all j € Tg-. Observe that h¢ is of length ¢, we have
more unknowns than the number of equations, and hence such a hg can be found. Moreover
since S* is an invalid set, {fc ;}jer,. are randonﬂ Thus h¢ is also random. The challenger
then programs Hi(R,ctc) = he and returns {fsk;},cr,. to A. We note that since R is a
secret with high entropy, the probability that the adversary would have queried the random
oracle Hy on input (R, -) before getting the keys is negligible.

* For each j € T\ g+, Tc,; is viewed as FHE.decodeg(fhesk;,ctc) + Hi(R, cto) + r’cy’j. Since,
7c,; is random, r’¢ ; is also random. Thus, effectively, the PRF component is replaced with
a random value.

— For each post query (S,C), if S = S*, the challenger returns an honestly computed value. For

i€ S\S*, pe,i ={yc,jtjer, is computed as yo ; = 7o, +&c,; +1c,;, Where 7o ; are again generated
using the simulators as follows:
o If C is queried for the first time then initialize S =0, stc = 0, Lo = 0.
e If S*USc US is an invalid party set then generate ({Fc,;}jers, s-,Ste) < bSS.SSSImI(Ts-usc s
{Fejtietsays,.» Ts\s+»sto)-
Else, if S* U S¢c U S is a valid party set then generate

({fC,j}jETs\s* s St/C) — bSSSSSImV( \_(Z/2~|C(N17 ey Ck)7 TS*USC7

{7cjtiers-us.r Ts\s:stc)

Again, for each j € Ts\s-, 7c,; can be viewed as FHE.decode(fhesk;, ctc) + Hi(R,ctc) + 7¢ ;-
Since, 7¢,; is random, ¢ ; is also random.
We observe that this hybrid has the same distribution as Hybrids in the proof of theorem m And
hence, by similar arguments in theorem [5 Hybrid, and Hybrid; are indistinguishable.

Hybrid,: In this hybrid, the challenger generates secret shares of 0/l in place of fsk. Hybrid, is indistin-

guishable from Hybrid; from the security of bSS.

Hybrid;: In this hybrid, ct; encrypts O instead of p;. The indistinguishability from the previous hybrid

follows from FHE security, since fsk is no longer used.

Finally, the proof completes by observing that since the challenger does not use fsk or {1 };c[x) in Hybrid,
it represents the simulator in the ideal experiment of Definition

19

except for the dependencies due to the share matrix M, which are there in {v;};cr,. as well.
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