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Abstract

Secure multiparty computation (MPC) allows a set of n parties to jointly compute a function on their
private inputs. In this work, we focus on the information-theoretic MPC in the asynchronous network
setting with optimal resilience (¢ < n/3). The best-known result in this setting is achieved by Choudhury
and Patra [J. Cryptol '23|, which requires O(n"x) bits per multiplication gate, where  is the size of a
field element.

An asynchronous complete secret sharing (ACSS) protocol allows a dealer to share a batch of Shamir
sharings such that all parties eventually receive their shares. ACSS is an important building block in
AMPC. The best-known result of ACSS is due to Choudhury and Patra [J. Cryptol ’23], which requires
O(n®k) bits per sharing. On the other hand, in the synchronous setting, it is known that distributing
Shamir sharings can be achieved with O(nk) bits per sharing. There is a gap of n? in the communication
between the synchronous setting and the asynchronous setting.

Our work closes this gap by presenting the first ACSS protocol that achieves O(nk) bits per sharing.
When combined with the compiler from ACSS to AMPC by Choudhury and Patra [IEEE Trans. Inf.
Theory ’17], we obtain an AMPC with O(n?k) bits per multiplication gate, improving the previously
best-known result by a factor of n?. Moreover, with a concurrent work that improves the compiler by
Choudhury and Patra by a factor of n, we obtain the first AMPC with O(nk) bits per multiplication
gate.

1 Introduction

Secure multiparty computation (MPC) enables a group of n parties to compute a public function on their
private inputs while protecting the secrecy of each party’s input. There are two main network settings
considered in the literature of MPC: the synchronous network setting and the asynchronous network setting.

Most of the existing works on MPC study in the synchronous network setting [BGW88, CCD88, GMW387,
RB89, Yao82|, where a synchronized global clock exists and there is an upper bound on the network commu-
nication delay. In the synchronous network setting, every party can expect to receive messages from other
parties within a bounded amount of time, which makes it easier to construct MPC protocols. However, this
does not capture the network condition in the real world where there is no fixed time bound for the network
communication delay and all parties are asynchronous. This gave rise to the asynchronous network setting
where the messages may be arbitrarily delayed and delivered out of order with the only guarantee that all
messages will be eventually delivered. In particular, an MPC protocol in the asynchronous network setting
(or AMPC for short) does not rely on any assumption of timing.



One of the main challenges in constructing an AMPC protocol is that one cannot distinguish between
a corrupted party not sending a message and an honest party that sent a message that is delayed by the
adversary. As a result, to achieve liveness, a party cannot expect or wait for messages from all other parties
and should proceed once he receives a certain number of messages. Typically, a party can only afford to
wait for messages from n — ¢ parties, where ¢ is the number of corrupted parties, since corrupted parties may
never send messages. On the other hand, in the worst case, the ¢ missing messages may come from honest
parties due to the network delay, and ¢ messages received from these n — t parties may be from corrupted
parties. Due to this challenge, protocols in the synchronous network completely fail since the security of
these protocols typically requires each party to receive messages from all other (honest) parties.

In this work, we focus on the communication complexity of AMPC in the information-theoretic setting.
Compared with MPC protocols in the synchronous setting, AMPC usually requires a smaller corruption
threshold. For example, it is known that in the synchronous setting, perfect security can be achieved
with ¢ < n/3 corruption [BGWS88, BH08] and guaranteed output delivery (with negligible error) can be
achieved with the honest majority (¢ < n/2) [RB89] assuming broadcast channels. On the other hand, in
the asynchronous setting, perfect security is only possible when ¢ < n/4 [BOCG93| while guaranteed output
delivery (with negligible error) requires ¢ < n/3 [BOKR94, ADS20]. Also, AMPC appears less efficient
than synchronous MPC in terms of asymptotic communication complexity: It has been known for a decade
that guaranteed output delivery with optimal resilience ¢ < n/2 in the synchronous setting can be achieved
with linear communication complexity in the number of parties per multiplication gate. However, in the
asynchronous setting, the best-known result with optimal resilience ¢t < n/3 [CP23]| still requires O(n*x)
bits of communication per multiplication gate, where k is the size of a field element. A long-standing
open question is whether we can achieve linear communication complexity in the asynchronous setting with
guaranteed output delivery and optimal resilience ¢t < n/3.

1.1 Asynchronous Complete Secret Sharing

An asynchronous complete secret sharing (ACSS) protocol is a basic tool in building AMPC protocols. It
allows a dealer to share a group of degree-t Shamir sharings to all parties which ensures that (1) if the dealer
is honest, all (honest) parties will eventually receive correct shares, and (2) even if the dealer is corrupted,
either no honest party receives/accepts his shares or all honest parties eventually obtain correct shares. With
an ACSS protocol, a typical approach to achieving AMPC [CP17, CP23] with optimal resilience ¢ < n/3
is to first prepare random Beaver triples in the offline phase, and then rely on the technique of circuit
randomization [Bea92] to evaluate the circuit in the online phase. Following this approach, the work [CP17]
has shown that any circuit C' can be securely computed by using an ACSS protocol in a black-box way
with O(n?k) bits of communication plus sharing O(n) degree-t Shamir sharings via ACSS per multiplication
gate. Combining with the best-known result of ACSS [CP23] against ¢ < n/3 corruption, which requires
communicating O(n3k) bits per sharing, it gives the best-known result of AMPC which requires O(n*k) bits
per multiplication gate in this setting.

Thanks to the compiler in [CP17], any improvement in building ACSS protocols directly leads to improve-
ment in AMPC. We note that in the synchronous setting with optimal resilience ¢ < n/2, distributing degree-t
Shamir sharings can be done with linear communication complexity O(nk) bits per sharing [BFO12, CP17].
This leads to our following question.

Does there exist an optimal-resilient (t < n/3) information-theoretic ACSS protocol with amortized com-
munication of O(nk) bits per sharing?

1.2 Contributions

In this paper, we answer this question affirmatively. Our main contribution is an ACSS protocol with
O(Nnk + n'?k?%)-bit communication to share N degree-t Shamir sharings, where r is the size of a field
element. As a result, our ACSS protocol achieves an amortized communication of O(nk) bits per sharing.



Theorem 1. Let r denote the security parameter. For a finite field F of size 2905 there exists a fully
malicious information-theoretic ACSS protocol against t < n/3 corrupted parties that shares N degree-t
Shamir sharings over F with communication of O(Nnk+n'2k2) bits and statistical error O((Nn+n'°k?)/2%).
The round complexity is O(1) rounds via P2P channels plus O(1) rounds of invocations to ACast.

To achieve our result,

e We extend the asynchronous information-checking protocol (AICP), which is introduced in [PCR09]
and is used as an information-theoretic signature scheme, to support linear operations over signatures
and verification by multiple receivers. This allows us to let each party efficiently verify the shares
received from the dealer. This tool may be of independent interest.

e We extend the technique of authentication tags [BFO12] to the asynchronous setting. With authentica-
tion tags, we show that a set of 2¢+1 parties can help the rest of ¢ parties recover their shares efficiently,
thus achieving asynchronous complete secret sharing. However, adapting the technique of authenti-
cation tags to the asynchronous setting is not an easy task due to the challenge in the asynchronous
setting we mentioned above.

In Section 2, we give an overview of our techniques.

Implications in AMPC. When applying the compiler from ACSS to AMPC in [CP17], we obtain an
AMPC protocol with O(n?k) bits of communication per multiplication gate, which improves the best-known
result [CP23| by a factor of n?.

Theorem 2. ([CP17]) Let n =3t + 1. For any circuit C of size |C| and depth D, there is a fully malicious
asynchronous MPC' protocol computing the circuit that is secure against at most t corrupted parties with
guaranteed output delivery in the Facss-hybrid model. The achieved communication complezity is O(|C| -
n’k + n’k) bits plus O(n) invocations of Facss to share O(|C|-n) degree-t Shamir sharings in total.

Corollary 1. Let n = 3t + 1. For any circuit C of size |C| and depth D, there is a fully malicious
information-theoretic asynchronous MPC protocol that is secure against at most t corrupted parties with
guaranteed output delivery. The total communication complezity is O(|C| - n?k + n3k?) bits.

We note that a concurrent work [GLS24| improves the compiler in [CP17] by a factor of n. ILe., the
cost per multiplication gate is reduced to O(nk) bits plus sharing O(1) degree-t Shamir sharings via ACSS.
When applying the compiler in [GLS24], we obtain an AMPC protocol with O(nk) bits of communication per
multiplication gate, the first information-theoretic AMPC protocol with linear communication complexity
and optimal resilience.

Theorem 3. (|[GLS24]) Let n = 3t+1. For any circuit C of size |C| and depth D, there is a fully malicious
asynchronous MPC' protocol computing the circuit that is secure against at most t corrupted parties with
guaranteed output delivery in the Facss-hybrid model. The achieved communication complexity is O(|C| -
nk + D - n%k +n8k) bits plus O(n?) invocations of Facss to share O(|C|) degree-t Shamir sharings in total.

Corollary 2. Let n = 3t + 1. For any circuit C of size |C| and depth D, there is a fully malicious
information-theoretic asynchronous MPC protocol that is secure against at most t corrupted parties with
guaranteed output delivery. The total communication complexity is O(|C| - nk + D - n?k + n'*x2) bits.

Guarantee Output v.s. Guarantee Termination. Our construction of ACSS ensures that if an honest
party accepts his shares, then all honest parties will eventually obtain their shares. However, even if an
honest party accepts his shares, we need this party to stay online to help other parties reconstruct their
shares. As a result, our construction does not guarantee the termination of the protocol even if the dealer
is honest. This is unlike the construction in [CHP13| where an honest party can terminate after he accepts
his shares.



However, as observed in [CP23|, this does not affect the termination of the MPC protocol. At a high
level, when using our construction of ACSS, all honest parties are guaranteed to receive the function output
(but may not terminate). Assuming that all parties should receive the same function output, it is sufficient
to let all parties run a consensus protocol on the final output. The MPC protocol will terminate once the
consensus is reach. We refer the readers to Appendix. F.2 for more details.

In Appendix. E, we show how to construct an ACSS protocol that guarantees termination with O(n?)
communication per secret. We leave the question of building information-theoretic ACSS in the optimal
resilience (¢t < n/3) setting with both linear communication and guarantee of termination to future work.

1.3 Related Works

The question of designing a communication-efficient ACSS protocol is also studied in other settings.

In the setting of perfect security, it is known that ¢ < n/4 is necessary [BCG93]. A line of works [SR00,
BH07, CHP13, PCR15, CP17] has improved the communication complexity of perfect ACSS in this setting.
The best-known result [CP17] has achieved linear communication complexity O(nk) bits per sharing.

In the setting of computational security against ¢ < n/3 corrupted parties, ACSS with linear commu-
nication complexity is known in [AJM™T23] relying on discrete logarithms and pairings. The work [SS23]
also tries to only use lightweight cryptography such as collision-resistant hash functions and pseudo-random
functions and achieves an amortized communication complexity of O(n?k) bits per sharing.

2 Technical Overview

We give a high-level overview of the main techniques used in this paper. In our setting, parties can access a
complete network of point-to-point asynchronous and secure channels. Asynchronous channels only guarantee
that messages sent by honest parties are eventually delivered, and the adversary can control the message
scheduling. Let Py, ..., P, denote the n parties in the protocol, who form a set P.

An Asynchronous Complete Secret Sharing (ACSS) protocol enables a dealer to share degree-t Shamir
secret sharings among n parties. Let F be a finite field and ag,...,a, € F be distinct field elements. A
degree-t Shamir secret sharing of a secret w € F, denoted by [w]s, is a vector (w1, ...,w,) determined by a
degree-t polynomial f where f(ag) = w and f(a;) = w; for all ¢ € [n]. Each party P; holds w; as his share.
In our work, we use k as the security parameter and assume that the size of F is 29(%). Then each field
element is of length ©(x) bits.

An ACSS protocol satisfies the following two properties:

1. When the dealer is honest, the protocol must guarantee that all the honest parties will eventually
receive their shares of the degree-t Shamir secret sharing.

2. When the dealer is corrupted, either all honest parties eventually get a valid degree-t Shamir secret
sharing or no honest party gets/accepts his share.

Our goal is to construct an ACSS protocol with optimal resilience n = 3t + 1 and linear communication
complexity O(nk) bits per sharing.

2.1 Overview of Previous Approaches

The previous works on optimal-resilient statistically secure ACSS [CP23, PCR09] provide ACSS through a
path AICP — AVSS! — ACSS. We will introduce each notion below. Here X — Y denotes that X is used
as a sub-protocol in Y.

In [PCRO9], the authors add an intermediate protocol called AWSS between AICP and AVSS. In [CP23|, AVSS is called
AISS.



Asynchronous Information-Checking Protocol (AICP). The notion of AICP was first introduced
in [PCR09] and can be considered as a signature scheme among a dealer D, an intermediary I, and a
receiver R. It allows D to send a message to I with a signature on this message. When I passes the message
and signature to R, R can use the signature to check whether this message is from D. The amortized
communication complexity of AICP in [PCRO09] is O(1) bits per bit of message, which is essentially at the
same cost as sending this message directly.

From AICP to Asynchronous Verifiable Secret Sharing (AVSS). AVSS enables a dealer to share
a secret among all parties which guarantees the success of the reconstruction of the secret. However, unlike
ACSS, AVSS does not guarantee that all (honest) parties eventually obtain their shares. Instead, in the
worst case, only n — ¢ parties can obtain their shares from an AVSS protocol.

In [CP23], an AVSS protocol is constructed as follows. Suppose the dealer D wants to share a degree-t
Shamir sharing [s];. D first encodes [s]; into a random degree-(¢,t) bivariate polynomials F(z,y) such that
the underlying polynomial of [s]; is stored at F'(x, ag). The goal is to let each party P; learn f;(z) = F(z, «;)
and g;(y) = F(a,y). Note that if each party takes g;(ayg), all parties together hold [s]s.

At a high level, the sharing of F'(x,y) is achieved by the following three steps.

e Step 1: Committing Bivariate Polynomial via Column Polynomials. D sends the column
polynomial ¢;(y) = F(a;,y) to each P; and receives P;’s signature on g; = (gi(a1),...,gi(an)) via
AICP. Upon receiving 2t 4+ 1 parties’ signatures, D broadcasts the set M of these parties.

Note that M contains at least ¢ + 1 honest parties. The column polynomials of the first £ + 1 honest
parties in M fully determine a bivariate polynomial F', which is viewed as the bivariate polynomial shared
by D. However, when M contains more than ¢+ 1 honest parties, the column polynomials of the remaining
honest parties may not lie on F'.

e Step 2: Reconstructing Row Polynomials. Then, D sends f;(x) to P;. In addition, for each
P, € M, D serves as the intermediary of AICP to send the signature of g;(a;) = fj(a;) to P;. Now
each P; verifies that for all P, € M, f;(a;) indeed comes from P;. If true, P; accepts f;(z) and
broadcasts a flag OKp,. After 2¢ + 1 parties accept their row polynomials, the sharing phase finishes.

Let W denote the set of parties that accept their row polynomials. By the property of AICP, each honest
P; € M and each honest P; € W satisfy that g;(«;) = f;j(«;). In [CP23], the authors prove that in this case,
both the column polynomials of honest parties in M and row polynomials of honest parties in W lie on the
bivariate polynomial F' determined in the first step.

e Step 3: Reconstruction. To reconstruct F'(z,y) to a party P, each party P; in W sends f;(x)
together with the signatures from parties in M. P, accepts f;(x) if the signatures from parties in M
are all valid. Since W contains at least ¢ + 1 honest parties, P, will eventually receive at least ¢ + 1
row polynomials and reconstruct the whole bivariate polynomial F'.

Here following the same argument in [CP23|, we can show that if P, accepts f;(z), then f;(z) must lie
on the bivariate polynomial F'. Thus, P, will eventually reconstruct the correct bivariate polynomial F'.

One subtlety in the above approach is that AICP is not transferable. ILe., the signature is tied with the
intermediary I and can only be used by I to convince a receiver R. In particular, the receiver R cannot use
the same signature to convince a new receiver R’. However, in the above approach, the same set of signatures
is used to first let D convince each P; € W about f;(x) in Step 2, and then let P; € W convince P, about
fj(x) in Step 3, which cannot be achieved by AICP. The work [CP23] manages to resolve this issue without
introducing additional overhead in communication.

We note that in such an AVSS protocol, the dealer D needs to share a secret through a degree-(,t)
bivariate polynomial, which requires communication of at least O(n?x) bits.



From AVSS to ACSS. However, an AVSS protocol is not enough since in the worst case ¢t honest parties
may not get their shares, while an ACSS protocol requires all honest parties to get their shares. Patra,
Choudhury, and Rangan [PCR09] provide a framework to construct ACSS by sharing and reconstructing
each party’s share via AVSS. Since the AVSS protocol needs to be executed n times, one time for each party,
and each time requires communication of O(n?k) bits, the ACSS protocol has an amortized communication
complexity of at least O(n3k) bits, as Choudhury and Patra reach in [CP23].

2.2 Our Solution to Achieve Linear Communication

In this part, we show how to build ACSS with linear communication complexity. In a nutshell, we manage to
adapt the approach in [CP23] by using degree-(¢, 2t) bivariate polynomials, shaving the factor of n overhead
in AVSS. Then we show how to directly upgrade from AVSS to ACSS, avoiding the factor of n overhead
mentioned above. We elaborate on how each step is achieved below.

An Initial Attempt. Following the previous works, we let the dealer share degree-t Shamir sharings
through bivariate polynomials. To reduce the amortized communication complexity, our starting point is
to use degree-(t,2t) bivariate polynomials. Since a degree-(t,2t) bivariate polynomial is determined by
t + 1 degree-2t polynomials, any ¢ + 1 honest parties with column polynomials can reconstruct the bivariate
polynomial, but any ¢ (corrupted) parties with their row and column polynomials need another ¢ 4+ 1 points
on a column polynomial to determine the bivariate polynomial. By storing secrets at these £+ 1 points, each
degree-(t,2t) bivariate polynomial can be used to store t + 1 = O(n) degree-t Shamir sharings. Hopefully,
we can reduce the amortized communication complexity per sharing by O(n) in this way. We note that
using bivariate polynomials to do secret sharing has has been used in several previous works such as [AAY?22,
AAPP22] in the synchronous setting and [CP17, AAPS23] in the asynchronous setting with ¢t < n/4. However
their approaches do not work in our setting.
To this end, we try to follow the AVSS protocol in [CP23].

1. D sends to each P; the degree-2¢ column polynomial g;(y) = F(«;,y) and receives the signature on g;
from each P; via AICP. After receiving signatures from 2t + 1 parties, D broadcasts the set M of these
parties.

2. D sends the degree-t row polynomial f;(x) = F(x,«a;) to P; together with the signature on f;(c;) for
each P; € M. Then each party P; accepts f;(x) if it is of degree ¢ and all signatures are valid.

Let W be the set of parties that accept their row polynomials. As in [CP23], we can only expect |W| = 2¢t+1.
At this moment, each honest party P; € M and each honest party P; € W satisfy that g;(a;) = f;(a).
However, unlike [CP23], we cannot prove that the column polynomials of honest parties in M and the row
polynomials of honest parties in W lie on a valid degree-(t, 2t) bivariate polynomial due to the larger degree.
What makes it even worse is that we cannot reconstruct this bivariate polynomial, in the same way, as [CP23]
since we need 2t + 1 correct row polynomials to reconstruct the whole bivariate polynomial while at the end
of Step 2, only parties in W obtain their row polynomials which may only include ¢ + 1 honest parties. In
fact, if we want to follow the same way as [CP23], we have to ensure that all (honest) parties can receive
their row polynomials! Unfortunately, this is impossible when using techniques in [CP23] since recovering
the row polynomial to a party requires the help of the dealer. When the dealer is corrupted, he may choose
to not send row polynomials to some honest parties.

Our Solution. Can we reconstruct the row polynomial without the help of the dealer?” We note that
parties in M have received their column polynomials. To let a party P; learn f;(z), we may ask each party
P; in M to send f;(a;) = gi(a;) to Pj. Since there are at least ¢ + 1 honest parties in M, P; will receive
enough number of correct shares to reconstruct f;j(z). However, the issue is that P; may also receive up to t
incorrect shares. P; can’t reconstruct f;(x) when t out of 2t 41 shares are incorrect unless P; can distinguish
correct shares and incorrect shares.



Our idea is to establish a way to allow every party P; to verify the shares from P;. In this way, P; will
only use correct shares to reconstruct f;(x). To this end, our idea is to make use of authentication tags
introduced in [BFO12]. At a high level, for a vector of values m € F* held by P;, P; will prepare a pair of
authentication keys (u,v) where u € F¥ and v € F. The authentication tag is defined by 7 = p - m + v,
where - denotes the inner-product operation, and we let P; obtain 7. Later on, when P; sends m to P;, P;
also sends 7 to P; so that P; can verify the correctness of m. Note that when p,v are uniformly random,
the probability that P; can find a different (m’, 7’) such that 7" = p - m’ + v is negligible.

So far the key size is linear in the message length. To reduce the key size, the authors in [BFO12] observe
that p can be reused to authenticate multiple batches of messages as long as each time we use a uniformly
random v. Thus, p is first randomly sampled and used as the long-term key. For each batch of messages
m, a random v is sampled and the tag of m is computed by 7 = p - m + v. In this way to authenticate L
messages, the key size is reduced to k + L/k, which is sublinear in the message length.

Given the above, our idea is to compute authentication tags for every pair of parties (P;, P;) where
P, € M. With more details, we will compute authentication tags for P;’s column polynomial g;(y) defined
by the column polynomials of the first £ 4+ 1 honest parties in M under P;’s authentication keys. Later
on, when reconstructing P;’s row polynomial f;(z), each party P, € M sends g;(y) together with the
authentication tags to P;. Then P; only uses shares with correct authentication tags to reconstruct f;(z).
We will elaborate on how to compute authentication tags in the next subsection. In the following, we show
that with the help of authentication tags, we can allow each (honest) party to obtain both his row and
column polynomials with a sublinear additive communication overhead. As a result, we manage to directly

upgrade from AVSS to ACSS, avoiding the other O(n) overhead in [CP23].

Reconstructing Row Polynomials. A small issue in the above construction is that when reconstructing
P;’s row polynomial, P; actually learns g;(y) for all P; € M, which allows him to recover not only f;(z),
but the whole bivariate polynomial as well.

Can we only let P; obtain his shares rather than reconstructing the whole bivariate polynomial to him?
The issue is that the authentication tags only allow P; to verify P;’s whole column polynomial g;(y) while
what P; should learn is just a single point g;(c;). We note that the authentication tags are linearly homo-
morphic: For m,m/, if P, holds T = pu-m +v and 7/ = p-m/ + v/, then 7 + 7’ is an authentication tag of
m + m’ under the keys (u, v + v'). Utilizing this property, our solution is as follows.

1. Suppose D distributes L bivariate polynomials F(M)(z,y),..., F(F)(z,y). We ask D to distribute

another random bivariate polynomial F(9)(z,y). Following the above steps, P; holds ggo) (y),... ,gZ(L) (y)
together with authentication tags 7(9, ... 7(&),

2. P; sends gfo)(aj), .. ,gl(L)(ozj) to P;, which are values P; should learn.

3. To check the correctness of the values received from P;, P; samples a random challenge  and computes

gi(aj) = gl(o)(ozj) +r- g(l)(aj) + ok -gZ(L)(aj). Then P; sends r to P;.

4. P; computes g;(y) = gEO)(y) +r- g§1)(y) + 4k 'gZ(L) (y) and the authentication tag of g;(y),
=70 4. 70 4. 4 pl . 7)) Then P; sends g;(y) and 7 to P;.

5. P; verifies the correctness of g;(y) and 7, and checks whether g;(«;) computed by himself lies on g;(y).
If the check passes, P; accepts the values from P;.

The intuition is that if some of ggo) (), ...y gZ(L)(aj) are incorrect, then with overwhelming probability,

gi(a;) computed by P; does not lie on g;(y). Since P; needs to provide the authentication tag associated
with ¢;(y), P; cannot lie about ¢;(y). As aresult, with overwhelming probability, the check fails and P; rejects

P;’s values. As for secrecy, since F(©)(z,y) is used as a random mask, P; only learns ggl)(aj), e ,gz(L) (o).
Now P; runs the above steps to request his shares from each party in M. Each time, we will consume
a random bivariate polynomial F(®)(z,%) as the random mask (so we will consume O(n) random bivariate

polynomials to reconstruct P;’s row polynomials). When P; and P; are both honest, P; will eventually



receive the correct shares from P;. Thus, P; will eventually receive enough number of correct shares and
reconstruct his row polynomials f;l)(as), ce, f;L) (z).

Towards ACSS. So far, with the help of authentication tags, we have shown that each (honest) party
can eventually obtain his row polynomial. However, to achieve ACSS, we need to let each (honest) party P;
obtain his column polynomial g, (y).

We can ask each party P; sends f;(a;) to P;. Since all honest parties will eventually send shares to Pj,
P; will receive at least 2t + 1 correct shares which allow him to reconstruct g;(y). However, similarly to
the reconstruction of row polynomials above, P; may also receive up to t incorrect shares from corrupted
parties. To be able to reconstruct g;(y) which is of degree 2¢, P; needs to be able to distinguish correct shares
and incorrect shares. We again rely on authentication tags to achieve this task. However, the difference is
that this time P; does not hold the authentication tag of f;(z). We observe that parties in M can help P;
reconstruct the whole bivariate polynomial, thus allowing P; to check the correctness of shares received from
P;.

1. Suppose D distributes L bivariate polynomials F()(z,y),..., F¥) (2, y). We ask D to distribute an-
other random bivariate polynomial F(©)(z,y). Following the above steps, P; holds fi(o) (),..., fi(L) (z).

2. P; sends fi(o) (aj),..., fi(L)(aj) to P;, which are values P; should learn.

3. To check the correctness of the values received from P;, P; samples a random challenge  and computes

filey) = fi(o)(aj) +r- fi(l)(aj) +- k. fi(L)(aj). Then P; broadcasts r to all parties.
4. Each party P, € M computes gi(y) = g,(go) (y) +r- g,(gl)(y) + -tk -g,(CL) (y) and the authentication
tag of gi(y), denoted by 7. Then Py sends gx(y) and 7% to P;.

5. P; verifies the correctness of each g (y) and 74, and uses the first t41 correct polynomials to reconstruct
the bivariate polynomial F(x,y). Then P; checks whether f;(a;) computed by himself lies on F'(x,y).
If the check passes, P; accepts the values from P;.

Following the same intuition, with overwhelming probability, incorrect shares from P; will be rejected by P;.
Due to the random mask F()(z,y), P; only learns fi(l)(aj), ce fi(L)(aj).

Now P; runs the above steps to request his shares from each party. Each time, we will consume a random
bivariate polynomial F(©)(z,y) as the random mask (so we will consume O(n) random bivariate polynomials
to reconstruct P;’s column polynomials). When P; and P; are both honest, P; will eventually receive the
correct shares from P;. Thus, P; will eventually receive enough number of correct shares and reconstruct his
column polynomials g§1) (y), .. ,g§L)(y).

Note that when reconstructing row polynomials and column polynomials, we only send shares that P;
should learn together with verification whose communication cost is sublinear in the number of bivariate
polynomials shared by D. Thus, we manage to upgrade from AVSS to ACSS with sublinear overhead,
avoiding the other O(n) factor in [CP23].

2.3 Preparing Authentication Tags

In this section, we show how to compute authentication tags for every pair of parties (P;, P;).
Recall that in the beginning, we follow [CP23] and do the following:

e D sends to each P; the degree-2¢ column polynomial g;(y) = F(a;,y) and receives the signature on g;
from each P; via AICP. After receiving signatures from 2t + 1 parties, D broadcasts the set M of these
2t 4+ 1 parties.

As [CP23], the column polynomials of the first ¢+1 honest parties in M fully determine a bivariate polynomial
F(z,y). We view this bivariate polynomial as the one D distributes. When D is corrupted, however, the
column polynomials of other honest parties may not lie on F'.



Verifying Column Polynomials. Our first step is to let each (honest) party P; check whether the column
polynomial g;(y) he received lies on F(z,y).

We observe that with the help of the dealer D, a party P; can verifiably reconstruct the bivariate
polynomial F'(x,y): D simply sends F(z,y) together with the signatures from P; for all P, € M to P;, and
P; accepts F(z,y) if all signatures are valid. Note that if all signatures are valid, the column polynomials
of the first ¢t + 1 honest parties in M agree with F'(x,y) sent by D. In this case, F'(z,y) must be the one
determined by the column polynomials of the first ¢ + 1 honest parties in M.

We note that P;’s column polynomial can be verified if we let D reconstruct F'(z,y) to him. However,
this would reveal the whole bivariate polynomial to P; as well. Our idea is to follow a similar idea to that in
Section 2.2 by letting P; check a random linear combination of his column polynomials of a batch of bivariate
polynomials distributed by D.

1. Suppose D distributes L bivariate polynomials FM)(z,y),..., F)(z,y). We ask D to distribute
another random bivariate polynomial F(©) (z,y). Following the above steps, D obtains signatures
associated with each bivariate polynomial from parties in M.

(L)

Y),...,9; '(y) from D, P; samples a random challenge r and computes g;(y) =

2. After P; receives g§0)(

géo) (y)+r- gj(l)(y) + ks g](-L)(y). Then P; sends r to D.

3. D computes F(z,y) = FO(z,y) +r- FO(z,y) + --- + 7L - FL)(z,y). To allow P; verifies F(z,y),
our hope is that D can compute the signatures associated with F(z,y) from the signatures associated
with FO(z,y),..., F)(z,3). Then D sends F(z,y) as well as the signatures to P;.

4. P; verifies the signatures and checks whether g;(y) lies on F'(z,y). If the check passes, P; accepts his
column polynomials.

We note that Step 3 cannot be achieved by standard signature schemes since it essentially asks the dealer
to forge signatures for messages that are not signed by the signer. However, in AICP, the verification of
a signature is done in a distributed way. In our work, we extend AICP to support linear operations over
signatures, making Step 3 possible. Another limitation of AICP is that the signature can only be verified
by a single receiver. In our case, we need each party P; to check his column polynomial. This requires the
underlying AICP to support verification by multiple receivers. We refer the readers to Section 4 for our
extension of AICP (which we refer to as APICP) that supports both (1) linear operations over signatures
and (2) verification by multiple receivers.

In summary, after D distributes the bivariate polynomials to all parties, each party P; runs the above
steps to check his column polynomials. This ensures that the column polynomials of all honest parties that
accept their checks lie on valid degree-(t, 2t) bivariate polynomials. In the following, only parties with correct
column polynomials participate. Note that if D is honest, all honest parties will accept the checks.

Computing Authentication Tags. For every pair of parties (P;, P;), we want to compute authentication
tags for the column polynomial g;(y) under P;’s authentication keys. We first review how this is achieved
in the synchronous setting [BFO12].

At a high level, the idea is to first secret-share the vector g; = (g;(1),...,g:(c)) by [gi]t, which is a
vector of n degree-t Shamir sharings, and secret-share the authentication keys (u, ) by [u], [v]2: respectively.
Here for simplicity, we assume that p is of length n. Then all parties locally compute

[Tl2e = [gile - [p]e + [V]2t,

and send their shares to P; to let P; reconstruct the tag 7. The authors in [BFO12] observed that the vector
¢; has already been shared by (g1,92,-.-,9n), where g = (gx(a1),- .., gx()) is known by Py, except that
the secrets are stored at position «; rather than og. To utilize this observation, the authors in [BFO12]

introduced the notion of twisted secret sharings. A degree-t twisted secret sharing [z]¢ is a degree-t Shamir



sharing whose secret is stored at position c; and the i-th share is at position ag?. Effectively, we switch
positions of the secret and the i-th share. Then all parties hold [g;]} except that P; does not know his share,
which should be go. Now P; shares his authentication keys by twisted secret sharings [u]%, [v], such that
the shares of (]! of P; are 0. Note that when P;, P; are both honest, the adversary learns the shares of P;
and can recover the authentication key p of P;. However this is fine since an honest P; will never forge a
tag. In this way, even P; does not know his share of [g;]¢, he can still compute his share of [r]5, by following

[7]5e = [gil} - [mali + V]

since P,;’s shares of [g;]} should be multiplied by his shares of [u], which are all 0. In this way, the commu-
nication cost of computing 7 is only (1) sharing the authentication keys by P; plus (2) reconstructing 7 to
P;. Recall that the long-term key p can be reused. For each batch of messages, P; only needs to share the
short-term key v. As a result, the communication cost of computing 7 is sublinear in the message length.

Now we try to follow the above approach in the asynchronous setting. The first issue is that in the asyn-
chronous setting, we cannot expect that each party P; participates in the computation of the authentication
tags. To address this issue, our solution is to let all parties prepare twisted secret sharings of authentication
keys for P;. Recall that a degree-t twisted secret sharing [z]} is just a standard degree-t Shamir sharing
except that the secret is stored at position a; while the i-th share is at position ag.

e For [p]i, they are random degree-t Shamir sharings with the i-th shares to be 0. In Section 3.4 (see
FRandshare)s We show that such random degree-t Shamir sharings can be efficiently prepared in the
Facss-hybrid model.

e For [v]%,, it is just a random degree-2¢ Shamir sharing. The authors in [EGPS22| observed that the
preparation of a random degree-2¢ Shamir sharing can be reduced to preparing ¢t 4+ 1 random degree-t
Shamir sharings. Then all parties can obtain a random degree-2¢t Shamir sharing via local computation.
We refer the readers to Section 5 (see Ilauh) for more details. We note that random degree-t Shamir
sharings can be efficiently prepared in the Facss-hybrid model as well.

Recall that the size of the authentication keys is sublinear in the message length. Thus, we could afford
to use the ACSS protocol in [CP23] to instantiate Facss for preparing [u]i and [v]%,. Note that a degree-t
Shamir sharing can be robustly reconstructed. To let P; learn his authentication keys, all parties simply
send their shares of degree-t Shamir sharings to P;.

The second issue is that, when reconstructing 7 from [r]},, P; receives not only 2t + 1 correct shares from
honest parties, but also up to ¢ incorrect shares from corrupted parties. To be able to reconstruct the correct
7, P; needs to distinguish correct shares from incorrect shares. To be more concrete, for each party Py, after
Py, computes his share of [r]5, and sends it to P;, P, needs to check whether the share from Py is correct or
not. Our solution consists of two steps:

e We first consider a simple scenario where we do not need to protect the secrecy of the bivariate
polynomial F(z,y). In this case, we ask D to reconstruct F'(z,y) to all parties. Now our idea is to let
all parties compute a degree-t Shamir sharing of the share of P;. Then P; can robustly reconstruct the
share of P, and check whether it matches the value received from Pj.

e Then we reduce the original problem to the simple scenario above. At a high level, we let P; check a
random linear combination of the shares from Py for a batch of bivariate polynomials shared by D. By
adding a random bivariate polynomial as a random mask, it is safe to reveal the bivariate polynomial
after random linear combinations to all parties.

Step 1. For the first step, recall that the share of P, is computed by following [7]5, = [g:]¢ - [u]i + [v]3,-
Our goal is to let all parties compute a degree-t Shamir sharing of the k-th share of [7]%,. This problem can
be reduced to compute

t
%
2t

2In [BFO12], the authors require that the share of P; is always 0.
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e a degree-t Shamir sharing of the k-th share of [g;]¢ - [u]¢,
e and a degree-t Shamir sharing of the k-th share of [v]5,

For the k-th share of [g;]! - [u]?, Py, will multiply g, which is his share of [g;]¢, with the k-th share of [u]t.
We note that if all parties compute gy, - []¢, the result is a degree-t Shamir sharing such that the k-th share
is equal to the k-th share of [g;]¢ - [u]i. To obtain a degree-t Shamir sharing of the k-th share of [v]5,, we rely
on the observation in [EGPS22| again. Recall that [v]4, is prepared by first preparing ¢ + 1 random degree-t
Shamir sharings and then computing [v]}, via local computation. In particular, each party just computes a
linear combination of his shares. Now if all parties use the same coefficients as those used by Py, they can
obtain a degree-t Shamir sharing whose k-th share is equal to the k-th share of [v]},. In summary, when
we do not need to protect the secrecy of F(z,y), we can let D reconstruct F(x,y) to all parties. Then all
parties can compute a degree-t Shamir sharing of the k-th share of [7]3,. Then P; can robustly reconstruct
the share of P, and check whether it matches the value received from Pj.

An omitted security issue above is that directly reconstructing such a degree-t Shamir sharing of Py’s
share to P; may leak information about the authentication keys of P;. In our construction, we will add a
random mask, which is a random degree-t Shamir sharing with the k-th share to be 0.

Step 2. Now for the general case, suppose D distributes L bivariate polynomials F'(!) (z,9),..., F&) (x,y).
We ask D to distribute another random bivariate polynomial F(®)(z,y) as a random mask. Then all par-

ties hold [¢{”], ..., [g{™]i, the long-term key [p]i, and the short-term keys [(O]3,, ... [v(9)]y,. All parties
locally compute [7(0)}% ., [71)]%, and each party P, sends his shares to P;.
To check P’s shares, PZ- samples a random challenge r and broadcasts it to all parties. Let
F(z,y) = (0)(w,y)+T~F(”(w y)+ -t PP (a,y),
i L

gli = 0"l loMl et g

e = Wl Okt O

I O ) EORERE N L) »

Then the problem becomes to check P;’s share of [7]5,. Due to the random bivariate polynomial F(©) (z, y),
we do not need to protect the secrecy of F(xz,y). Thus, the problem is reduced to the simple scenario
considered in Step 1.

Summary. In summary, the above approach allows all parties to prepare the authentication keys for P;
and let P; obtain the authentication tags of his column polynomials. We will do these steps for every pair
of parties (P;, P;). When P; accepts his column polynomials and obtains authentication tags for all other
parties Pi,..., P,, P; broadcasts Tag,. The sharing phase finishes after 2¢ + 1 parties broadcast Tag;.

2.4 Brief Outline of Our ACSS Protocol

We give a brief outline of our ACSS protocol. We divide the whole protocol into four phases: the sharing
phase, the verification phase, the authentication phase, and the completion phase.

Sharing Phase. During the sharing phase, the dealer D distributes the shares to all parties. More con-
cretely, D encodes each batch of t41 degree-t Shamir secret sharings into a degree-(t, 2¢) bivariate polynomial.
Then we follow [CP23] to let D distribute the degree-2¢ column polynomials to all parties and wait to receive
signatures on these column polynomials (through our extension of AICP) from all parties. Upon receiving
2t + 1 parties’ signatures, D creates a set M containing these parties and broadcasts it. The bivariate
polynomials shared by D are fully determined by the column polynomials of the first ¢ + 1 honest parties in
M.

Verification Phase. During the verification phase, each party verifies whether his column polynomials are
consistent with the bivariate polynomials determined by the first ¢ + 1 honest parties in M. We refer the
readers to Section 2.3 for the overview of the verification.
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Authentication Phase. During the authentication phase, for every pair of parties (P;, P;), all parties help
prepare the authentication keys for P; and compute the authentication tags for P;. We refer the readers to
Section 2.3 for the overview of the computation of tags.

If an honest party P; accepts his column polynomials and obtains authentication tags for all other parties
Py, ..., P,, P, broadcasts a flag Tag;,. Then D creates a set VW containing parties whose Tag, are received.
Finally, D broadcasts W when |[W| = 2t + 1 for public verification.

Completion Phase. During the completion phase, with the help of authentication tags, each party recon-
structs his row polynomials first and then his column polynomials to get his shares. We refer the readers to
Section 2.2 for the overview of this step.

3 Preliminaries

Notation. For any N € ZT, we denote [N] = {1,...,N}. For a,b € Z with a < b, we denote [a,b] =
{a,a+1,...,b}. We denote the security parameter by . F is used to denote a finite field where |F| = 29(%),
We denote the inner product of two vectors u,v € F by u - v.

We assume that n = poly(x), where poly(k) denotes a polynomial function of k. We also use negl(x) to
denote a negligible function to k, which means the function is smaller than any poly(x)/2" for sufficiently large

k. All the polynomials we mention are over F. A degree-d polynomial is of the form f(x) = ag + - - - + aqgz?,
i=L,j=m

where each a; € F. A degree-(¢,m) bivariate polynomial is of the form F(z,y) = >, 20 rijziy’, where

each r;; € F.

3.1 The Security Model
In our work, we follow the security model in [CP23, Coh16].

The UC Framework. We use the UC framework introduced by Canetti [Can01] to define the security of
our protocols, based on the real and ideal world paradigm [Can00]. Informally, we consider a protocol II to
be secure if its execution in the real world can also be done in the ideal world.

Real World. In the real world, there exists a set of n parties Py, ..., P,, an adversary A, and an environment
Z. The environment provides inputs to the honest parties, receives their outputs, and communicates with
the adversary A. We consider A to be fully-malicious. The adversary can corrupt up to t parties and
completely control the behavior of the corrupted parties, where ¢ < n/3. The parties not controlled by A
are called honest. For simplicity, we consider a static adversary who selects the set of corrupted parties at
the beginning of the protocol.

The parties and the adversary are modeled as interactive Turing machines (ITM), initialized with the
random coins and their possible inputs. The protocol proceeds by a sequence of activations, where at each
point only a single ITM is active. When a party is activated, it can perform local computation and output
or send messages to other parties. And if the adversary is activated, it can send messages on behalf of the
corrupted parties.

Parties have access to a network of point-to-point asynchronous and secure channels. Asynchronous
channels guarantee eventual delivery [CR93], meaning that messages sent are eventually delivered. To model
the worst-case scenario, the adversary is given the provision to decide the arrival time of each message
exchanged between the parties. The adversary cannot drop, change, or inject messages from honest parties.
Such channels have been modelized in UC using the eventual-delivery secure message-transmission ideal
functionality, for example in [KMTZ13, CGHZ16]. The protocol completes once Z outputs a single bit.

We denote by REALp 4 z(k, 2,7) the random variable containing the output of Z with input z, se-
curity parameter k, and interacting with the parties Py,..., P, and the adversary A with random tapes
7 = (ri,...,mn,74,72). We denote the random variable REALy 4 z(k,2,7) for uniformly random 7 by
REALH’_Ayz(K, Z)
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Ideal World. In the ideal world, there exists n dummy parties, a simulator/ideal adversary S, an envi-
ronment Z and the trusted party/ideal functionality F. The environment gives inputs to the honest parties,
receives outputs, and also interacts with the ideal adversary. As before, the computation finishes once Z
outputs a single bit.

The ideal functionality F models the desired behavior of the computation. F only receives inputs from
the parties and S and provides outputs to them. S cannot see or delay the communication between the
honest parties and F. In order to model the fact that the adversary can decide when each honest party
learns the output, we follow [KMTZ13] and model time via activations. We use a request-based delay output
to model the output delivery from F to the honest parties, which is used in [Coh16, CFG*23]. In this model,
the functionality F doesn’t directly send the output to the honest parties. Instead, honest parties need to
send a “request” to the functionality to get the output. Moreover, the adversary can instruct F to delay
the output for each party by ignoring the corresponding requests. The output can only be delayed for a
polynomial number of times, which ensures that the output will eventually be delivered if an honest party
sends sufficiently many requests.

We denote by IDEALf s z(k, 2, 7) the random variable containing the output of Z with input z, security
parameter , and interacting with the parties Py, ..., P, and the adversary S with random tapes 7 = (rgs,rz).
We denote the random variable IDEALf s z(k, z,7) for uniformly random 7 by IDEAL £ s z(k, 2).

Perfect and Statistical Security. We say II t-securely realizes F if for any adversary A there exists a
simulator § in the ideal model such that for any adversary controlling up to ¢ parties and any environment
Z, it holds that:

REAL, 4 z(k,z) = IDEALf s 2 (k, 2).

We say II t-securely realizes F with statistical security if for any adversary A there exists a simulator S
in the ideal model such that for any adversary controlling up to t parties and any environment Z, it holds
that:

REAL, 4 2 (K, z) = IDEALE s 2 (K, 2),

which means the output distributions of the real-world execution and the ideal-world execution are statisti-
cally close. Ie., the total variation distance between the two distributions is no more than e = negl(k).

The Hybrid Model. In a G-hybrid model, a protocol execution proceeds as in the real world except that
the parties have access to an ideal functionality G for some specific task. During the protocol execution, the
parties can communicate with G as in the ideal world. The UC framework guarantees that an ideal func-
tionality in a hybrid model can be replaced with a protocol that UC-securely realizes G. This is guaranteed
by the following composition theorem from [Can01, Can20].

Theorem 4. ([Can01, Can20|) Let II be a protocol that UC-securely realizes a functionality F in the G-
hybrid model and let p be a protocol that UC-securely realizes G. Moreover, let II? denote the protocol that is
obtained from I1 by replacing every ideal call to G with the protocol p. Then protocol 11?7 UC-securely realizes
F in the model where the parties do not have access to the ideal functionality G.

Hybrid Arguments. We use hybrid arguments to prove that the distributions of REAL[ 4 z(k,2) and
IDEAL£ s z(k, z) are identical (or statistically close). In each hybrid, we use output distribution to de-
note the distribution of the random variable containing what Z outputs on input z and uniformly random
7. We construct a group of hybrids between the real-world scenario and the ideal-world scenario. If the
output distributions of each two adjacent hybrids are identical (or statistically close), the distributions of
REALm 4,z(k, 2) and IDEALr s z(k, z) are also identical (or statistically close).

3.2 Agreement Primitives

In our constructions of protocols, we need the agree on a common set (ACS) primitive to let the parties
agree on a set of at least n — ¢ parties that satisfies a certain property @ (a so-called ACS property). Ben-

Or, Kelmer, and Rabin provide an efficient ACS protocol HCAQCS in [BKR94|, which achieves communication
complexity of O(n?).
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We also need an A-Cast protocol to enable a party to broadcast a message in the asynchronous network.
From [Bra84|, broadcasting an ¢-bit message requires O(n?¢)-bit communication.
For completeness, additional definitions of the agreement primitives are provided in Appendix A.

3.3 Secret Sharing

For fixed (ag,aq,...,a,) € F*™! we introduce the secret sharing schemes of a value w € F below.

o A degree-t (or 2t) Shamir sharing [Sha79] of w € F with respect to (ag, a1, .., a,) € F*T! consists
of n shares wy,...,w, € F of the following form: there exists a sharing polynomial f(X) € F[X] of
degree at most ¢ (or 2t) such that w = f(ap) and w; = f(«; ) for j € {1,...,n}. Furthermore, share
w; is held by player P; for j € {1,...,n}. We denote such a sharing as [w]; (or [w]s:) with respect to
(040,041, ey Ozn).

o A degree-t (or 2t) twisted sharing [BFO12] of w € F with respect to P; € P is [w]: (or [w]2:) with
respect to (a;, 1, ..., Qi_1, Qg, Qix1, ..., 0p), 1.e. secret is now f(«;), P;’s share is f(ag). We denote
this sharing by [w]¢ (or [w]%,).

e We say a secret sharing [w]; (or [w]¢) is a t-sharing if the sharing polynomial is of degree-t. A t-sharing
is called a complete t-sharing if every honest party holds his share of w and all the parties’ shares of w
lie on a degree-t polynomial.

e We denote a vector of degree-t sharings ([w™M];,.. ., [w™)];) as [w];, where w = (WM, ..., w(™).
e For fixed (a_y,...,a_1), a degree-t degenerate packed secret sharing of (W@, ... w®) € F*! with
respect to P; € P consists of n shares wq,...,w, € F of the following form: there exists a sharing

polynomial f(X) € F[X] of degree at most ¢ such that w) = f(a_;) for j € [t], w® = f(a),
w; = f(ow) and w; = f(a ) for j € [n]\{¢}. Furthermore, share w; is held by player P; for j € [n]. It’s
easy to see that w uniquely determines the polynomial f(X), we denote such a sharing as [w]?, where
w= (WO, . . . W),

3.4 Sub-protocols

In this section, we introduce the sub-protocols we need in constructing our ACSS protocol. An ACSS protocol
should satisfy that, if the dealer is honest, the protocol must distribute a complete ¢-sharing to all the honest
parties. When the dealer is corrupted, once an honest party accepts his share as his output, each honest
party must get his share of a t-sharing eventually. We give the functionality of ACSS in Fig. 1.

The state-of-the-art protocol that securely realizes Facss is given in [CP23|, with an amortized commu-
nication cost of O(n®k) per sharing. Since we need to invoke Facss in constructing our sub-protocols, we
state their result in Lemma 1.

—[ Functionality .FACSS}

Public Input: (aop,...,an), N.
Upon receiving (Dealer, ACSS, {qi(-),...,qn(:)}) from D € P, the trusted party does the following:
1. If all the polynomials ¢1(+),...,qn(-) are degree-t polynomials, the trusted party sends an request-based
delayed output {qi1(a),-..,qn(ai)} to each party P; € P.
2. If any of the {q1(*),...,qn(-)} is not a degree-t polynomial, the trusted party does nothing.

Figure 1: Ideal functionality for asynchronous complete secret sharing

Lemma 1. ([CP23|) There exists a protocol that t-securely realizes Facss for any N € Z+ with statistical
security and O(N - n3k + n*k? + n®)-bit communication.
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Note that in an ACSS protocol, all the parties agree on «g, ..., a, and generate sharing with respect to
these points. However, in sub-protocols, we may need to generate sharing with respect to different sets of
field elements, so we use Sy, ..., 3, instead of ag, ..., a, in constructing sub-protocols in this section.

Private Reconstruction. Given some complete ¢-sharings, all parties can reconstruct the secrets to a
single party privately through the online error-correction (OEC) process [Can96|. Besides, the OEC process
enables a party to reconstruct the whole sharings, which is useful in our construction of the remaining
protocols. We give the functionality of private reconstruction in Fig. 2. For completeness, we give the
construction and the security proof of Ilyiyrec that realizes Fprivrec in Appendix B.1. The communication
complexity of the protocol is O(Nnk) bits.

—[ Functionality ]:privRec}

Public Input: The receiver R, number N.
For complete t-sharing [s1]¢, ..., [sn]¢:

1: The trusted party receives the set of corrupted parties C C P.

2: Upon receiving a request (Request, privRec, R, N) from an honest party, for all ¢ € [N], the trusted party
receives the shares of [sz]t from all honest parties and sends the whole sharing [sl]t as a request-based
delayed output to R.

3: The trusted party sends the corrupted parties’ shares to the ideal adversary.

Figure 2: Ideal functionality for private reconstruction

Preparing Random Sharings. The description of functionality Frandshare i in Fig. 3. The functionality
can generate random degree-t sharings based on the corrupted parties’ shares and then distribute the honest
parties’ shares to them. This functionality can be securely computed by letting each party run an ACSS
protocol to randomly share some secrets. Then, the parties run an ACS protocol to decide a set in which each
party correctly shares the secrets. Then the random sharings can be extracted from the sharings generated
by these parties relying on known techniques in [DNO7]. The concrete construction and security poof of
ITRandShare tO realize Frandshare 1S present in Appendix B.2. The communication complexity of the protocol is
O(N - nk + n°k? 4 nS) bits.

—[ Functionality ]:RandShare]

Public Input: (So,...,r), number N.

1: The trusted party receives the set C of corrupted parties and waits to receive a request
(Request, RandShare, N) from an honest party, where N € Z™.

2: For all £ € [N], the trusted party randomly samples r; € F.

3: For all £ € [N], the trusted party receives a set of shares of corrupted parties from S and samples a
random degree-t sharing [r]; with respect to (Bo, ..., [Bx) based on the shares of corrupted parties and
the secret r¢. (If not received, the trusted party sets the shares of corrupted parties to be 0.)

4: For all £ € [N] and P; € P, the trust party sends P;’s share of [r¢]; as a request-based delayed output to
P;.

Figure 3: Ideal functionality for preparing random t-sharings

Preparing Random Sharings with a Zero Share. We also need to prepare random sharings where
a specific party P;’s shares are equal to 0. To prepare such random sharings, we provide a functionality
]:gandshare in Fig. 4. The protocol that realizes this functionality is similar to IIgrandshare €xcept that each
party needs to share secrets with P;’s shares equal to 0. We provide the protocol I} yspare tO realize this
functionality and the security proof in Appendix B.3. The communication complexity of the protocol is
O(N - nk + n°k? 4 nS) bits.

Functionality fga,,ds.,are}

Public Input: (Bo,..., ), the party P;, number N.
1: The trusted party receives the set C of corrupted parties waits to receive a request
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(Request, RandShare®, N, P;) from an honest party, where N € Z™ and P; € P.

2: For all £ € [N], the trusted party randomly samples r, € F*.

3: For all £ € [N], the trusted party receives a set of shares of corrupted parties from S. Then the trusted
party sets P;’s shares to be 0 and samples a random degree-t sharing [r¢]; with respect to (Bo, ..., 5n)
based on the shares of corrupted parties and the secret ry. If not received, the trusted party sets the
shares of corrupted parties to be 0.

4: For all £ € [N] and P; € P, the trust party sends P;’s share of [r(];: as a request-based delayed output to
P;.

1If the number of corrupted parties is equal to ¢t and P; is honest, the adversary knows the whole sharing based on
corrupted parties’ shares. In this case, we don’t need to sample this random value.

Figure 4: Ideal functionality for preparing random t-sharing with a zero share

4 The Asynchronous Packed Information-Checking Protocol (APICP)

In this section, we present our construction of APICP, which is extended from the previous work of
AICP [PCR09]. We attach extra properties over AICP, the linear homomorphic property, and the support
of multiple revelations (see Section 2.3 for why we need these properties). We note that an information-
checking protocol that is linear homomorphic and supports multiple revelations has been constructed in the
synchronous settings in [AKP23]. However, their construction does not achieve a constant overhead in the
message length as AICP achieves, which will lead to additional overhead in communication.

Overview of AICP. AICP is a signature scheme among a dealer D, an intermediary I, and a receiver R.
The dealer D wants to sign on a message he sends to I, and when I delivers this message together with the
signature to R, R can check the signature to know whether this message is from D.

We encode the message sent by D to a vector s € FL. At a high level, the previous AICP [PCRO09] is
achieved by the following three steps.

e Step 1: Generating a Signature on the Vector. D samples a random degree-(L + tx) polyno-
mial f(z) whose L highest coefficients form the vector s. For each party P;, D randomly samples

Kk elements agi),...,ag) in F as base points and computes their corresponding verification points

(ozgi), (agi))), cee (a,&i),f(a,({i))) on f(z). Then, D sends f(x) to I and distributes the verification
points to each party.

The polynomial f(x) together with the verification points can be considered as a signature on the vector
s. However, the signature may not be correctly sent, so I should run a verification process to verify the
validity of the signature.

e Step 2: Verifying the Validity of the Signature. Upon receiving verification points from D, each
party randomly sends half of them to I. When I receives f(z), for each party who sends verification
points to him, he checks whether all of the points lie on f(z). Once 2¢t+ 1 parties satisfy this condition,
I accepts f(z). Then, the signature is valid and can be sent to the receiver.

Since each honest party’s verification points are grouped into two sets randomly, if one of them consists
of all correct points, there will be a correct verification point in another set with high probability.

e Step 3: Revelation and Signature Checking. When I accepts f(x), he can send it to R. All
parties send the rest of their verification points to R. When R receives f(z), for each party who sends
verification points to him, he checks whether at least one of them lies on f(x). If ¢ + 1 parties satisfy
this condition, R obtains s from f(z) and believes that it comes from D.

Since at least ¢ + 1 honest parties’ verification points are verified by I, their verification points can be
accepted by R with high probability if I doesn’t change the polynomial sent by D. This shows that once
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I accepts the signatures, D can’t deny that the message is sent by him when I is honest. In addition, if
I reveals a different polynomial from what he receives from an honest dealer D, he must correctly guess a
verification point held by an honest party to ensure that there exists a point from an honest polynomial lies
on the polynomial he sends. This error probability is also negligible since the field is sufficiently large.

Note that each party only has two sets of verification points for a signature, one set for I and the other
set for the receiver. As a result, the signature can only be used to convince a single receiver.

The Functionality of APICP. Now we explain the two extra properties of APICP over AICP.

e Linear Homomorphism: A linear combination of the signatures can be used to check the same linear
combination of the messages.

o Multiple Revelations: A valid signature can be revealed to different receivers multiple times.

We give the functionality of our APICP in Fig. 5. We divide APICP into two phases, the initialization
phase and the revelation phase. Once the initialization phase is invoked by D, the revelation phase can be
invoked for at most 7" times. Before each invocation of the revelation phase, we assume that all parties agree
on the request (Request, APICP, R, ¢). This will be guaranteed by our ACSS protocol.

—[ Functionality ]:APICP}

For fixed dealer D and intermediary I:
Initialization Phase: Init(T, (s, ..., s™))
1. The trusted party receives the identities of corrupted parties C C P.
2. Upon receiving (Init, APICP, T, (.s(l)7 e s(m))) from D, the trusted party sends a request-based delayed
output (D, APICP, (s(l)7 e, s(m))) to I and sets count = T.
Revelation Phase: Rev(R, ¢, (s(V,..., s(™))
3. Each time the trusted party receives a request (Request, APICP, R, ¢) from an honest party, where
c=(c1,...,¢m), If count > 0, the trusted party does the following things and replaces count by count — 1.
e If [ € C, the trusted party waits to receive an instruction from S.
— If S sends Ignore, the trusted party does nothing.
— If S sends Proceed, if D € C, the trusted party waits to receive s’ from S and sends a request-based
delayed output s’ to the receiver R. Otherwise, the trusted party sends a request-based delayed
output s = Z;"zl Ck - ) to the receiver R.
o If I ¢ C, the trusted party sends a request-based delayed output s =3~ cx - ™) to the receiver R.
4. If R is honest, R outputs the results received from the trusted party. Corrupted parties may output
anything they want.

Figure 5: Ideal functionality for APICP

Overview of Our APICP Construction. Now we explain the high-level ideas about how to realize the
APICP functionality.

In the beginning, like the previous AICP construction, D sends vectors together with the signatures. In
APICP, D should send a batch of m vectors. To let our protocol satisfy the property of linear homomor-
phism, for each party, we let D choose the same base points for each vector. If the m vectors are sent via
polynomials f™M)(z),..., f™)(x) (where each vector is still the highest L coefficients of the corresponding
polynomial), each verification point is of the form (a, f((a),..., f(™(a)). Then, if we need I to reveal a
linear combination of the vectors, he just needs to send the linear combination of the polynomials. Each party
can compute the same linear combination of f()(a),..., f(™)(a) for each base point a of his verification
points and generate a new verification point for the linear combination of the polynomials.

To let our protocol support multiple revelations, we use the simple idea of letting D send more verification
points, and each party can divide them into more sets. To be more concrete, to support 7" times of revelations,
the verification points are randomly divided into 7'+ 1 sets. The first set is used for verification of the
validity of the signatures. Then each time, we use a fresh set for the revelation. To maintain a negligible
error probability, we let D send (T + 1)k verification points to each party. In Theorem 5, we show that this
allows us to achieve negligible error probability.
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4.1 Our Instantiation of APICP

Our Ilapicp consists of Il and Ilgey, which correspond to the initialization phase and revelation phase
respectively.

It is present in Fig. 6. In this protocol, D samples the polynomials to store the vectors and creates
the signature by randomly sampling verification points on the polynomials and distributing them to all the
parties. D then sends the polynomials to I. Each party chooses a set of (T + 1)k verification points and
sends it to I. When I receives the polynomials, he checks whether at least 2t + 1 parties’ verification points
are on the polynomials. If true, I accepts the polynomials, which means that I receives the signatures on
the vectors. The communication complexity of ITjn; is O(mLk + mnT2/<;2) bits.

—i Protocol TIjnit
Protocol Init(D,I,T,m, L, k)

Parameter: The identity of D and I, revelation times T, length of each secret vector L, number of secret
vectors m, and security parameter k.

1. D receives his input (s, ..., s™) from the environment.
2. D picks n(T + 1)?k random elements from F, denoted by of, - - - 7QET+1)2K, where i € [n].
3. For each s®) = (sgk), e ,s(Lk>), where k € [m], D selects a random degree-(L + t(T + 1)) polynomial

f®)(z) whose the L highest coefficients are elements in s,

4. D sends f(x),..., f"™ () to I and verification point z} = (o, fM)(a}),..., f™ (a})) to party P; for
i€ [(T+1)%k]. _

5. Bach party P; randomly divides {z}},c((7+1)2,) into T + 1 disjoint sets, where each set is of size (T + 1),
denoted by Zi,..., Zh. 4.

. Each party P; sends Z%H to I.

7. I checks whether {f*)(2)}rc(m) are all of degree (L +¢(T +1)%k). If true, I does the following computation:
(a) Upon receiving Zj.,; from P; and \Z%+1| = (T + 1)k, I checks whether the verification points in Z}H

are all consistent with f(z), ..., f™ (x).

(b) If for at least 2t + 1 parties, the above condition is satisfied, then I accepts {f(k)(x)}ke[m].

(=)

Figure 6: The protocol of the ITjn

ITgey is present in Fig. 7. We assume that all parties agree on the coefficients of a linear combination
before the protocol is executed, which will be guaranteed by our ACSS protocol. When the protocol begins,
I sends the linear combination of the polynomials to R. Each party sends the linear combination of (T'+ 1)k
verification points to R. R then checks the signature by checking each party’s verification points. Suppose
at least t 4+ 1 party sends a verification point that lies on the polynomial he receives from I. In that case,
he can believe that the linear combination of the vectors implied from the polynomial is sent from D. Ilgey,
can be executed ¢ times per initialization of APICP, the communication complexity is O(Lx + nT?k?) bits
for each execution.

—‘ Protocol TIge,
Protocol Rev(I,R,c = (c1,...,¢m),count, T, L, k)

Parameter: The identity of I, R, vector ¢, counter count, revelation times 7', packed secrets number m, each
secret vector length L and security parameter k.
L. If T accepts { £ (2)}re[m), he sends f(z) = 37", cu f*) () to R.
2. Pisends ZiG, = {(af, 1, ckf(k)(aé-))}zjezéount to R, where j € [(T + 1)x].
3. R does the following computation:
(a) Upon receiving the set Z.S,. from P; and |Z2S,.| = (T + 1)k, R checks whether there exists at least one
point (aj,ﬂé) S Zéc’,ﬁnt satisfies f(oz;») = 6}
(b) If for at least ¢ + 1 parties, the above condition is satisfied, let s be the L highest coefficients of f(z), R
outputs s.

Figure 7: The protocol of the Ilge,
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Iapicp is present in Fig. 8. Its communication complexity is O(mLk + mnT?k? + LTk + 7’LT3KJ2) bits,
we will give a detailed complexity analysis in Appendix C.

—‘ Protocol IIapicp

Parameter: The identity of dealer D and intermediary I, packed secrets number m, each secret vector
length L and security parameter k:
Initialization Phase: Init(T)

1. All parties participate in ITj.
2. All parties initialize a counter count = 7.
Revelation Phase: Rev(R,c)
3. All parties participate in Ilge, with inputs R, ¢ and replace count by count — 1.

Figure 8: The protocol of the ITapicp

Theorem 5. The protocol Ilapicp realizes Fapicp with statistically security and O(mLk + mnT?k? 4+ LTk +
nT3k?)-bit communication.

We prove Theorem 5 in Appendix C.

5 The Asynchronous Secret Sharing Protocol (ACSS)

In this section, we provide our ACSS protocol ITacss with linear communication complexity. Recall that we
have present Facss in Section 3.4. A dealer is allowed to send degree-t sharing polynomials ¢ (), ..., qn(z)
to Facss, and Facss will distribute each honest party’s shares if the polynomials are valid.

5.1 Our Instantiation of ACSS

All parties execute Ilsh, Ilyer, auh and Ilcomp protocols in sequence to realize our Ilacss. Our ITacss (see
Fig. 26) consists of four different phases as we have described in Section 2.4, and we present them one by
one. The parameters used in our protocols are defined at the beginning of the first phase.

The sharing phase Ilgy, is present in Fig. 9. The dealer D distributes shares of secrets to all parties
in this phase. Firstly, D encodes each batch of ¢ + 1 degree-t polynomials into a degree-(t,2t) bivariate
polynomial and distributes the degree-2¢t column polynomials to all the parties. Each party’s shares of
secrets are g(a_¢), ..., g(ag) for each column polynomial g held by him. Each party then invokes Fapicp to
create signatures on each of his column polynomials received from D and sends them to D together with his
column polynomials. If they are received, D includes the party into a set M. When the size of M reaches
2t + 1, D broadcasts the set to let all the parties verify it. Regardless of the communication cost of APICP,
the communication complexity of Ils, is O(mLnk + n®logn) bits.

—i Protocol Is,

Parameter: All parties agree on distinct public field elements a—¢,...,a—1, a0, a1,...,a, in F, number of
polynomials N. Let Fapicp(S, I) denote Fapicp with dealer S and intermediary I, and let L denote the
vector length in Fapicp.

Initialization: Let L' = L/n be the number of polynomials packed in a single vector. All polynomials are

divided into m' = % groups of size L'(t + 1).

Let T =n®+mn and T' = 2n2%. Later on, T will be the number of revelations in Fapicp, and 7" will be the
number of reconstruction times in the Completing Phase. Let m =m' +T + T".
Sharing Phase

Distributing column polynomials: Upon receiving his input degree-t polynomials ¢1(z),. .., gn(z) from

the environment, D executes the following code:

For each k € [m] and £ € [L']:

1. Compute idx = ((k—1)- L' +¢—1)-(t+1) + 1.

2. If k € [m/], select a random degree-(t, 2t) bivariate polynomial Fz(k)(x, y) s.t. for each i € [0, ¢],
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Fe(k)(av7 a—;) = Giax+i(x). Otherwise, select a random degree-(t, 2¢) bivariate polynomial FZ(M(QL‘7 Y).
3. Send the column polynomial gfgi.) (y) = Fl_,(k)(ai, y) to each P; € P.
Signing the column polynomials: Each P; € P executes the following code:
. . (k)
1. Wait to receive {g,  (y) }ee(r/),ke[m) from D.
2. If {92’? () }eeir'),kem) are all of degree 2t, broadcast OK; and set g = (gilfi), .. ,g(Lk,)i) for each

k € [m]. Here we abuse the notation to also use gé? to represent the evaluation vector

(géi)(al), . ,géi.)(an)). Then gikl) is a vector of size n- L' = L.

3. Send (Init, APICP, T, ('), ..., g\"")) to Fapicp(P:, D).
Identifying column polynomials: D executes the following code:
1. Initialize a set M to 0.
2. If IM| < 2t + 1, include P; into M when:
1) OK; is received from P;.
2) (P;, APICP, (gilz, .. ,gfff;))) is received from Fapicp(P;, D) and gilfi)(y) = F*(k)(ozi,y) for each
k € [m]. Here F*(k)(ai,y) = (Fl(m(ai,y)7 .. .,FL(’f)(ai,y)).
3. Broadcast M when |[M| =2t + 1.
Verifying the M set: Each party moves to the next phase if the following conditions are met:
(1). M is received from D and |M| = 2t + 1.
(2). OKj is received from all P, € M.

Figure 9: The protocol of the ITs,

The verification phase Ilye, is present in Fig. 10. In this phase, each party P; does a verification on
his column polynomials. When P; receives his column polynomials from D, he verifies a random linear
combination of the bivariate polynomials chosen by D to verify whether his column polynomials are consistent
with them. This is realized by the revelation phases of Fapicp(Pr, D) for all the parties P, € M. Regardless
of the communication cost of APICP, the communication complexity of Ilye, is O(n®k) bits.

—‘ Protocol Iy,

For each P, € P:
1. Upon receiving {géi)(y)}ée[vl,ke[m] from D and these polynomials are all of degree 2¢, P; broadcasts a

Verification Phase

random value 7; € F and computes ge,i(y) = > 1o, gg? (y) - ¥ for each £ € [L].

2. Upon receiving r; from P;, each party sends (Request, APICP, P;, (r;,rZ,...,r™)) to Fapicp(Px, D) for
all P, € M.

3. Upon receiving g.,j, from Fapicp(Ph, D) for all P, € M, P; accepts {géf? (Y) }ee(r’),ke[m if the following
hold for each £ € [L'].
1) For each P, € M, parse g.,n into {gen}ecir/), each g is a degree-2t polynomial.
2) There exists a degree-(¢,2t) bivariate polynomial Fy(x,y) s.t. Fy(an,y) = ge,n(y) for all P, € M

and Fy(ai,y) = ge.i(y)-

Figure 10: The protocol of the Ilyer

The authentication phase ITauh is present in Fig. 11. In this phase, each P; who has accepted his column
polynomials prepares the authentication tags on them. The authentication tags are prepared for each pair of
(P;, P,). All the parties invoke the functionality of sub-protocols to prepare random shares of authentication
keys and random masks. Then, each P; follows the process we have discussed in Section 2.3 to prepare the
tags. When P; gets the authentication tags for all P, € P, he broadcasts Tag;. Each P; who has broadcast
Tag; will be included in a set W created by D. Then, W will be publicly verified by all the parties. If the
public verification does not pass, all the honest parties won’t get/accept their shares. If the public verification
passes, the ACSS protocol guarantees that all the honest parties will obtain their shares. Regardless of the
communication cost of APICP, the communication complexity of Hayeh is O(Ln®k +mnSk +n"xk? +n?) bits
(including the communication to realize the functionalities of sub-protocols except for Fapicp).
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—‘ Protocol ITauh
Authentication Phase

For each P, € P and P, € P, do the following;:
e Preparing random shares: For public value (o, ..., 8n) = (i, @1, ..., Qic1, 00, Qi 1, - ., On),
P; € P executes the following code:
(1). Send (Request, RandShare?, L, P;) t0 Fandshare tO Drepare [fi—.|: where i, is a vector in F.
(2). Send (Request, RandShare, m) t0 Frandshare t0 prepare [ugl) ..., [V.(m>]i.
(

3). Send (Request, RandShare, m - t) to FRrandshare t0 prepare [rfp]i for each k € [m] and u € [t].
(4). Send (Request, RandShare®, n, P;) to Fianashare 10 Prepare [mask;]i for each j € [n].
For each P; € P, do the followmg

° Preparlng shares of tags {7, Hv}ke[m] p,ep for P;: For each P; who has accepted
{98 () Yreim ez
(1). For each k € [m] and P, € P, P; computes his share of [Ti(f ], (denoted by 7*) ) by:

Tisw ,J

[r05 = @)1 - it + )k +Z[[e Ii - [P

Here [e,]; is the degenerate packed secret sharing (defined in Section 3.3) of
ew = (e, e, ey with e =1, e = 0 and e{) = 0 for each k € [t]\{u}. Here each
Pj € P except P; has his share of [gg’i)]; equals to géfcj) for each ¢ € [L']. Thus, each P; who

accepts his column polynomials gets his g< ) in the verification phase, which is also his share of
9.5 70;-
[ Hv]gt because his share of [fi-.]: is equal to 0.

(2) P] sends { z—»v]}ke 1,Py€P to P;.

(3). Upon receiving { Ty ]}ke ),P,ep from P;, P; broadcasts a random element r; ; € F and computes
Ticv,] = gy T f] . for each P, € P.

— Verifying P;’s shares ofz tags: Upon receiving r;,; from P;, for each P,, P, € P:
1). For each P, € M, all parties send (Request, APICP, Py, (7, TiQ,j .., 715)) to Fapice (Pr, D).
2). Upon receiving g.,, from Fapicp(Ph, D) for each P, € M, P, accepts {g«n}p,em if the
following hold for each ¢ € [L']:
(a) For each Py, € M, parse g..p into {ge,n}ec(r/), each gen is a degree-2¢ polynomial.
(b) There exists a degree-(t, 2t) bivariate polynomial Fy(x,y) s.t. Fe(an,y) = ge,n(y) for all
Pn, e M.
3). Upon accepting {g«,n}p,em, Pa computes go; = (Fe(aj, 1), ..., Felay, an)) for each £ € [L']
and g« ; = (gl ]a"'?gL',j)
4). All the parties jointly prepare a sharing [yio ;]i. Ps computes his share by:

m
Nimoslt = e - [imolt + 75 - < )k + Zeu,] ] )

k=1

Especially, P; doesn’t have his share of [g., zh, but he can still compute his share of

+ [mask;];

Here e, ; is Pj’s share of [e,]; which is public. Notice that P;’s share of [y;-,;]¢ should be
Tisv,j-
5). P, sends his share of [’yi_,v,J],; and (Request, privRec, P;, 1) to ForivRec-
(4). Upon receiving the whole [vi_n, ]] from Fprivrec, Pi accepts { T ]}ke [m],P,eP if P;’s share of
[Yiow,j]i is equal to Ti-.; for all P, € P.
e Reconstructing P;’s tags:
(1). Upon accepting 2t + 1 different P;’s {r.*), J}ke[m] p,cP, Pi reconstructs {, _),U}ke[m]ypve'p with
these shares.
Preparing the WV set: D executes the following code:
(1). Each P; € P broadcasts Tag, after getting {Tffl}ke[mLP”eP and accepting {géki) (¥) }rem),eciz’) during
the verification phase. 7
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(2). D initializes a set W to 0.

(3). Upon receiving Tag; from P;, D includes P; into W.

(4). D broadcasts W when [W| = 2t + 1.

Verifying the W set: Each party executes the following code:

(1). W is received from D and |[W| > 2t + 1.

(2). Tag; is received from all P; € W.

(3). Each party moves to the next phase if the above conditions are met.

Figure 11: The protocol of the Iaun

The completion phase Ilcomp is present in Fig. 12. This protocol describes how each honest party even-
tually obtains his output shares. Each party first reconstructs his degree-t row polynomials and then recon-
structs his degree-2¢ column polynomials to obtain his shares. The communication complexity of Ilcomp is
O(mLnk+mn3k + L'n3k) bits (including the communication to realize the functionalities of sub-protocols).

—‘ Protocol IIcomp

Reconstructing row polynomials:
For each P, € P, do the following:
1. Each P; € W sends {géi)(ay)}ke[m]lg[[/] to P,.
2. For each P; € W, do the following;:
(1). All parties send their shares of [pio]%, [v))% ..., [V™]i and (Request, privRec, P,) to ]—",,,.\,ReC

1—=v ’L—>U
Upon receiving [la’zz—wu]ty {[V“v]t}ke [m] from Fprvrec, Py reconstructs the secrets po;o, {yi—n)}ke[m]'

(2). Upon receiving {géi) (aw) Ykeim), eerry) from P;, P, sends a random element r;_.,, 6 F to P;.

(3). Upon receiving ri-,, P; sends Tiny = > o, 7r., ~Ti(f3) and gei(y) = D ey vae ; ) (y) for each

e [L'] to P,.

(4). Upon receiving ;.. and {ge,i(y)}¢e(r) from P;, P, computes ge,; = (ge,i(1), ..., ge,i(an)) for each
¢e[L] and gui = (g1,iy- -+, 9L i)

(5). Py accepts {g") (@) brefm),cere if the following hold:
1) For each £ € [L'], the degree of g¢;(y) is 2t and gei(ow) = 3 jr, Ty -géi.)(au).

m k (k)
2) Tisv = Gx,i * Hi-v + Zk:l Tisv * Viy-

3. Upon accepting ¢t + 1 different P;’s {géi)(au)}ke[mue[y], P, reconstructs a degree-t polynomial fe(? (z)
s.t. f(k)( i) = gék)(av) for each £ € [L'] and k € [m].
Reconstructmg column polynomials:
For each P, € P, do the following:
1. Each P, € P sends {fe(z)(aw)}ke[m],fe[y] to Py,.
2. For each P, € P:

(1). Upon receiving {fg(’]:))(aw)}ke[m],ze[L’] from P,, P, broadcasts a random value 7,4, € F.

Tzlf%w : Tzau) and ge, 1( ) Zk 1 Uﬂwgé 7,> (y)

Completion Phase

(2). Upon receiving 7y—w, each P; € W sends 75 = ZZ‘ZI
for each £ € [L'] to P.

(3). Upon receiving {gr,i(y)}ee(r’), Pw computes ge; = (ge,i(a1),. .., gei(an)) for each £ € [L'] and
G = (91, -, 9L 0)-

(4). P accepts {ge,i(y)}eer if the following hold.

1) 91,i(y),---,9r,:(y) are all of degree 2t.

2) Tisw = Gx,i * Hi—w + Zk 1 Sgwl/z(ﬁ)w

(5). Upon accepting t + 1 different P;’s {ge,i(y)}ee[r/), Pw reconstructs a degree-(t,2t) bivariate
polynomial Fg(;r y) s.t. Fe(ai,y) = ge,i(y) for each £ € [L].
(6). P, accepts {f[ . (aw)}ke[m] ge[L/] if Y0, TU_,wf(k)( w) = Fr(aw, ay) for each £ € [L].
3. Upon accepting 2t + 1 different {fxz,v (0tw) }kepml,eelL)» Pw reconstructs a degree-2¢ polynomial g(k) (y)
st. g% () = e(ff})(aw) for each ¢ € [L'] and k € [m].

£,w

4. Pw outputs {géﬁz(ai)}ZE[L’],kG[’m’],iE[*t,O]'

Figure 12: The protocol of the Ilcomp
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Lemma 2. The protocol Ilacss t-securely realizes Facss in the (Fapicp, FprivRec, FRandShares flgandShare)-hybrid
model with statistical security.

We now use the instances of Fapicp (Iapicp in section 4), Fpivree (Iprivkec in Appendix B.1), Frandshare
(HRandshare in Appendix B.2), and Fg, qshare (HRandshare i Appendix B.3) instead of the functionalities to
realize Facss. Taking m = n*, we obtain our main Theorem 1.

Theorem 1. Let r denote the security parameter. For a finite field F of size 2205 there exists a fully
malicious information-theoretic ACSS protocol against t < n/3 corrupted parties that shares N degree-t
Shamir sharings over F with communication of O(Nnk-+nl2k?) bits and statistical error O((Nn+n'5k?)/2%).
The round complexity is O(1) rounds via P2P channels plus O(1) rounds of invocations to ACast.

The proof of Lemma 2 is given in Appendix D.2. Detailed analysis of the complexity of our Ilacss is
given in Appendix D.3.

Construction of AMPC. The previous work [CP17]| presents a framework using Facss to construct an
AMPC protocol IIampc. We give the ideal functionality Fampc in Appendix F.1 and an overview of how to
compile Facss to ITampc in Appendix F.2.

Theorem 2. (|[CP17]) Let n = 3t + 1. For any circuit C' of size |C| and depth D, there is a fully malicious
asynchronous MPC' protocol computing the circuit that is secure against at most t corrupted parties with
guaranteed output delivery in the Facss-hybrid model. The achieved communication complexity is O(|C| -
n%k + ndk) bits plus O(n) invocations of Facss to share O(|C|-n) degree-t Shamir sharings in total.

Replacing Facss with our construction of Ilacss, we get Corollary 1.

Corollary 1. Let n = 3t + 1. For any circuit C of size |C| and depth D, there is a fully malicious
information-theoretic asynchronous MPC protocol that is secure against at most t corrupted parties with
guaranteed output delivery. The total communication complexity is O(|C| - n?k + n'3k?) bits.
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A Additional Definitions of the Agreement Primitives

The agree on a common set (ACS) primitive allows the parties to agree on a set of at least n — ¢ parties
that satisfies a certain property (a so-called ACS property). We give the formal definitions of agreement
primitives here.

Definition 1. Let P be a set of n parties and let QQ be a property that can be influenced by multiple protocols
running in parallel. Every party P; € P can decide for every party P; € P based on the protocols running in
parallel whether P; satisfies the property towards P; or not. If it does, we say P; likes P; for Q or simply P;
likes P;j if the property @ is clear from the context. We require that once a party likes another party, it cannot
unlike it. Such a property Q is called an ACS property if for every pair of uncorrupted parties (P;, P;) € P
we have that P; will eventually like P;.

Definition 2. Let IT be an n-party protocol where all parties take as input a global ACS property Q and each
party P; outputs a set S; of parties. We say that 11 is a t-resilient ACS protocol for Q if the following holds
whenever up to t parties are corrupted:
— Consistency: Fach honest party outputs the same set S; = S.
— Set quality: Each output set has size at least n —t, and for each P; € S there exists at least one honest
party P; that likes P; for Q).
— Termination: All honest parties eventually terminate.

Ben-Or, Kelmer, and Rabin provide an efficient ACS protocol in [BKR94|. We state their result as
follows.

Lemma 3. ([BKR94|) Given an ACS property Q, there exists a t-resilient ACS protocol Hf\gcs for Q with
communication complezity O(n3) bits, for t <n/3 active corruptions.

In [Bra84], an A-Cast protocol is provided, which enables a party to efficiently broadcast a message in
an asynchronous network. If a message is broadcast, each party will eventually receive this message, but the
arrival time is still controlled by the adversary. We state the formal functionality of A-Cast [Bra84] in Fig.
13. From [Brag84], broadcasting an ¢-bit message requires O(n?¢)-bit communication.

Functionality ]:ACast]

Upon receiving (sender, ACast, m) from Ps € P, the trusted party sends an request-based delayed output
(Ps,ACast, m) to each P; € P.

Figure 13: Ideal functionality for broadcasting a message

B Constructions and Security Proofs for Sub-protocols

B.1 Construction of Ilrec

We give our construction of Iyivrec in Fig. 14.

—i Protocol II,iRec

1. Upon receiving the input shares of [s1]t, ..., [sn]¢ from the environment, each party sends them to R.
2. For r =0,...,t, R executes the following code in iterating r:
(a). Let W denote the set of parties in P from whom R has received the shares. Wait until [W| = 2¢t+1+7.
(b). Check whether there exists degree-t sharing polynomials pi(-),...,pn~(:), such that for 2¢ 4+ 1 parties in
W, their shares of [si1]¢,. .., [sn]¢ are on these polynomials respectively. If so, output the whole
sharing [s1]¢, ..., [sn]¢. Otherwise, proceed to the next iteration.

Figure 14: The protocol for private reconstruction
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Lemma 4. Protocol Ilyirec t-securely realizes ForivRec-

Proof. We prove this lemma by constructing a simulator S. S needs to interact with the environment Z
and with the ideal functionalities. S constructs virtual real-world honest parties and runs the real-world
adversary A. For simplicity, we just let S communicate with A on behalf of honest parties and the ideal
functionality of sub-protocols in our proof. In order to simulate the communication with Z, every message
that S receives from Z is sent to A, and likewise, every message sent from 4 sends to Z is forwarded by S.
Each time an honest party needs to send a message to another honest party, S will tell A that a message has
been delivered such that A can tell S the arrival time of this message to help S instruct the functionalities
to delay the outputs in the ideal world. For each request-based delayed output that needs to be sent to an
honest party, we let S delay the output in default until we say S allows the functionality to send the output.
We will show that the output in the ideal world is identically distributed to that in the real world by using
hybrid arguments.

Construction of the ideal adversary S.

If R is corrupted:

Simulator S

e S receives the whole sharing [s1]¢, ..., [sn]: from Fprvkec. For each honest P;, S sends the P;’s shares of
[s1]¢, .., [sn]¢ to R on behalf of P;.

Figure 15: Simulator for the Fprivrec

Hybrid arguments:

Hyb,: In this hybrid, S learns honest parties’ inputs, and runs the protocol honestly. This corresponds
to the real-world scenario.

Hyb,: In this hybrid, for each honest party, S doesn’t learn his shares of s1,..., sy from him. Instead,
he learns the shares from the output of Fyrivrec. Since [si]¢,...,[sn]: are complete t-sharing, the honest
parties’ shares are contained in the whole sharing, so this doesn’t change the output distribution. Thus,
Hyb, and Hyb, have the same output distribution.

Note that Hyb, is the ideal-world scenario, I iyrec securely computes FpricRec-

If R is honest:

—‘ Simulator S

1. For each corrupted P;, S receives his shares of [s1]¢,. .., [sn]: from Fprivrec-

2. For each corrupted P;, S receives their messages [s1];,- .., [sn]; sent to R. When the message arrives, S
accept P;’s shares if his share of s; equals to [s;]; for all j € [N]. For each honest P;, S regards that he
accepts P;’s shares when the shares arrive.

3. After accepting 2t + 1 parties’ shares, S allows Fyrivrec t0 send the output to R.

Figure 16: Simulator for the Fprivrec

Hybrid arguments:

Hyb,: In this hybrid, S learns honest parties’ inputs, and runs the protocol honestly. This corresponds
to the real-world scenario.

Hyb,: In this hybrid, R gets his output from Fpivrec instead of computing the output by himself. By
the error-correction property of Reed-Solomon Codes, R will eventually get the correct secrets si,...,sn.
Note that R will also receive at least ¢t 4+ 1 honest parties’ shares, which fixes the whole sharing, so R can
compute the whole sharing by himself. This shows that R gets the output after receiving 2t 4+ 1 parties’
correct shares. Thus, Hyb; and Hyb, have the same output distribution.

Note that Hyb, is the ideal-world scenario, Il,irec securely computes Fpricrec-

The protocol Ipivrec requires O(Nnk)-bit communication to send n parties’ shares of the N complete
t-sharing to R. O
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B.2 Construction of Ilgr,ngshare

We give our construction of IIrandshare it the (Facss, Fprivkec)-hybrid model in Fig. 17.

—[ Protocol HRandshare}

On public parameters N, (Bo, ..., 0n):
1. Each party P; € P samples L = N/(¢ + 1) random value (sgl), e SE-L)) € F¥ and chooses random

degree-t polynomials q§1)(~), cey ](L)(-) such that for each ¢ € [L], qy) (Bo) = sy).

2. Each party P; sends (Dealer, ACSS, {q§1)(-), ce q](-L)(~)}) to Facss-

3. Let the ACS property @ defined by P; likes Py if P; gets his shares from Facss whose dealer is P.
Then all parties run chs to get a set S of size 2t + 1. Let the sharing generated by Facss with dealers
in S be {[St(l[j)}t}je[%-&-l]le[”’ where S = {Pa17"‘7Pa2t+1}‘

4. Let M be the (t + 1) x (2t + 1) Vandermonde matrix

1 1 - 1
1 by - by
1 b .. b,
where 1,b1,...,b2 are 2t + 1 distinct public elements in F.
Each party locally computes his shares by
s (17 [567 s s3]
=M.
1 L 1 L
[l [ [s6zrgaes oo 8650 Je

5. Each party outputs his shares of {[ry)]t}je[tﬂwem.

Figure 17: The protocol to prepare random t-sharing

Lemma 5. Protocol Ilrandshare t-securely realizes Frandshare @ the (Facss, FprivRec)-hybrid model.

Proof. We prove this lemma by constructing a simulator S. S needs to interact with the environment Z
and with the ideal functionalities. S constructs virtual real-world honest parties and runs the real-world
adversary A. For simplicity, we just let & communicate with A on behalf of honest parties and the ideal
functionality of sub-protocols in our proof. In order to simulate the communication with Z, every message
that S receives from Z is sent to A, and likewise, every message sent from 4 sends to Z is forwarded by S.
Each time an honest party needs to send a message to another honest party, S will tell A that a message has
been delivered such that A can tell S the arrival time of this message to help § instruct the functionalities
to delay the outputs in the ideal world. For each request-based delayed output that needs to be sent to an
honest party, we let S delay the output in default until we say S allows the functionality to send the output.
We will show that the output in the ideal world is identically distributed to that in the real world by using
hybrid arguments.
Construction of the ideal adversary S.

—i Simulator S

1. For each honest P;, S follows the protocol to emulate Facss where the dealer is P; such that corrupted

parties get their shares of [S,El>]t, ce [SEL)]t, where L = N/(t + 1). For each corrupted P;, S receives the
input of P; from A and follows the protocol to simulate Facss.
2. S follows the protocol to run T to get a set S = {P,,,... y Pay, 1 } (assume that P,,,..., Ps, are

corrupted, where k < t) and sends it to each party in P.

3. Suppose F,;’s input polynomials to Facss are q](l)(.), cee q§L)(.) for j =1,...,k. Take the share of
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[sz?}t = [qj.e) (Bo)]: for each P; as qj(.l)(ﬂi) for all j € [k], £ € [L]
4. For each corrupted party, S follows the protocol to compute his shares by

[Til)]iv"'v[rgm]t [S((lll)]iw"v[sgl?]t
. — M. .
1 L 1 L
[7'§+)1]t, SRR [T£+)1}t [5¢(12)t+1]t, B [S‘(th)+1]t

and sends his shares of {[T§e>]t}je[t+1],2€[L] t0 FRandshare-

5. For each honest P;, when P; gets the set S after running chs, S allows FRrandshare to send the output to P;.

Figure 18: Simulator for the Frandshare

Hybrid arguments:

Hyb,: In this hybrid, S runs the protocol honestly. This corresponds to the real-world scenario.

Hyb,: In this hybrid, honest parties get their shares from Frandshare instead of computing their shares by
themselves. Note that in both Hyb; and Hyb,, the honest parties’ shares are on degree-t polynomials, so
we only need to show that in Hyb,, each r§-e) is completely random. Take ¢+ 1 honest parties in .S, let them
form a set H = {Pp,,..., Pn,,, } and let S\H = {P.,,..., P, }. For each P,;, € H, take the j-th column of
M out, and let the ¢t + 1 columns form a Vandermonde matrix My, and let the other ¢ columns of M form
a matrix Mc. Note that

S (1) (L)

7’1 Sai sy Sa;
: =M- :
(1) (L) (1) (L)
LT S+ > Saniin
(1) (L) (1) (L)
S}L1""7sh1 Sc1 ey Sy
= My - + M - :
(1) (L) (1) (L)
Sht+1""7sht+1 Sct 7"'785t

Since My, is invertible and each sgfj) where j € [t+1], £ € [L] is randomly sampled in F by & when emulating

Facss where Py is the dealer,
(1) (L)

Sh s Sh,
My -
(1) (L)
Shivar  Sheos
is completely random. Thus,
1 L
RO
o W
Te 1 Tigl

is also completely random. Thus, Hyb; and Hyb,, have the same output distribution.

Note that Hyb, is the ideal-world scenario, ITrandshare Securely computes Frandshare i the (Facss, FprivRec)-
hybrid model.

We need to invoke Facss L times for each party. Thus the protocol ITrandshare Tequires O(L -n*k +nSk? +
n®) = O(N - nk + n®k? + nb)-bit communication. O

: 0
B.3 Construction of I, ishare

To construct our protocol H%andShare, we first need a sub-protocol to prepare random coins in F. For this, all
arties can invoke Frandshare tO generate a random share an en invoke Fpivrec tO reconstruct the random
part ke F tog t d h d th ke Fp t truct th d
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value to all parties. The functionality is given in Fig. 19. The amortized communication complexity of
generating per coin is Fcoin is O(n®k) bits.

Functionality ]:Coin}

1: Upon receiving (Request, Coin) from an honest party, the trusted party samples a random value r.
2: The trusted party sends a request based delayed output r to each P; € P.

Figure 19: Ideal functionality for generating a random value

Remark 1. We need O(N -n3k+n°k%+n0)-bit communication to generate N random sharings and O(Nn?k)-
bit communication to reconstruct the N coins to all parties. Thus, we generate N coins with a communication
complezity of O(N - n3k + n°k? + nb) bits. We use an amortized cost when generating random coins since
we can prepare a lot of random sharings first and reconstruct each coin when we need it.

We give our construction of H%andShare in the (Facss, Fcoin; FprivRec)-hybrid model in Fig. 20.

_[ PI’OtOCOI Hgandshare]
On public parameters N, P;, (Bo, ..., Bn):

1. Each party P; € P samples L = N/(t + 1) random value (551)’ e 5

degree-t polynomials qj(.l)(-)7 ..., q\¥(-) such that for each ¢ € [L], qj(-g)(ﬁo) = sg-L) and qy) (B:) =0.
2. Each party P; sends (Dealer, ACSS, {Q§1)(-), ce qJ(L)(~)}) to Facss-
3. Upon terminating Facss whose dealer is P;, each party sends (Request, Coin) to Fcoin to get a random
value ;. Then each party sends his share of [s;]; = 25:1 . [sg.l)]t and
(Request, privRec, P1), . .., (Request, privRec, P,,) to Fprivkec t0 reconstruct the whole sharing [s;]¢.
4. Let the ACS property @ defined by Py likes P, if P; gets his shares from Facss whose dealer is P, and

P;’s share of sy is 0. Then all parties run H/?cs to get a set S of size 2t + 1. Let the sharing generated
by Facss with dealers in S be {[Sg€>]t}j€[2t+l]’[e[L], where S ={Py.,,..., Pagﬂ_l}.
4. Let M be the (¢t 4+ 1) x (2t + 1) Vandermonde matrix

s L>) € FL and chooses random

1 1 --- 1
1 by -+ by
1 b’i b%t

where 1,b1,...,ba are 2t + 1 distinct public elements in F.
Each party locally computes his shares by

Oy ) (5605 [s6 )
=M. ,
1 L ! B
[Tiﬁl]h ce [T§+)1]t [522)#1]“ T [S((lm)“h

5. Each party outputs his shares of {[T;Z)]t}je[t+1]7zE[L].

Figure 20: The protocol to prepare random ¢-sharing with a zero share

Lemma 6. Protocol H%andShare t-securely realizes fgandShare in the (Facss, Fcoin, FprivRec)-hybrid model.

Proof. We prove this lemma by constructing a simulator S. S needs to interact with the environment Z
and with the ideal functionalities. S constructs virtual real-world honest parties and runs the real-world
adversary A. For simplicity, we just let & communicate with A on behalf of honest parties and the ideal
functionality of sub-protocols in our proof. In order to simulate the communication with Z, every message
that S receives from Z is sent to A, and likewise, every message sent from A sends to Z is forwarded by S.
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Each time an honest party needs to send a message to another honest party, S will tell A that a message has
been delivered such that A can tell S the arrival time of this message to help S instruct the functionalities
to delay the outputs in the ideal world. For each request-based delayed output that needs to be sent to an
honest party, we let S delay the output in default until we say S allows the functionality to send the output.
We will show that the output in the ideal world is identically distributed to that in the real world by using
hybrid arguments.

Construction of the ideal adversary S.

—‘ Simulator S

1. For each honest P;, S follows the protocol to simulate Facss where the dealer is P; such that corrupted
parties get their shares of [sl(-l)]t, e [SEL)]t, where L = N/(t+ 1). For each corrupted P;, S receives the
input of P; from A and follows the protocol to simulate Facss.

2. For each honest P; or corrupted P; whose input polynomials q(l)( 0 I qJ(L)( ) are all degree-t, S emulate

Fcoin to sample random coin 7;. Then S computes the shares of corrupted parties of s; = 1sz1 rf . sy) and

emulates Fprivrec to get the whole sharing [s;]:.

3. If there exists a corrupted P; such that P;’s share of s; equals to 0 for each ¢ € [L] but for some qéé)(‘),
(e) (Bi) # 0, then S aborts the simulation.
4. S follows the protocol to run % to get a set S = { Py, ... y Pay, 1 } (assume that P, ..., Ps, are
corrupted, where k£ < t) and sends it to each party in P.

5. Suppose P;’s input polynomials to }'Acss are q](1>( 0 I q<L)( ) for j =1,..., k. Take the share of

[sff;)] lq <[)(ﬁo)]t for each P; as q 9(8) for all j € [k],£ € [L]
6. For each corrupted party, S follows the protocol to compute his shares

1 L 1 L
G Rl (s8], ., [582]:
: =M- :
1 L 1
[TzE«r)l} [7"§+)1] [St(lz)t+1}t? s [ a2t+1]t

and sends his shares of {[r;é)]t}je[t“],ge[m t0 Flandshare-

6. For each honest P;, when P; gets the set S after running HAQCS, S allows FRrandshare to send the output to P;.

Figure 21: Simulator for the Foandshare

Hybrid arguments:
Hyb,: In this hybrid, S runs the protocol honestly. This corresponds to the real-world scenario.
Hyb,: In this hybrid, & aborts the simulation if there exists a corrupted P; such that P;’s share of s;

equals to 0 for each ¢ € [L] but for some q](»z)(-) 2 (B;) # 0. This happens only when the random r; satisfies
Zle rf . s;e) = 0. Note that any non-zero polynomlal Zé:l s;
distribution only changes with probability

)2 has at most L roots in I, so the output

L tL

<t-
UE T 2

which is negligible. Thus, the output distributions of Hyb; and Hyb,, are statistically close.

Hyb,: In this hybrid, honest parties get their shares from Frandshare instead of computing their shares by
themselves. Note that in both Hyb,; and Hyb,, the honest parties’ shares are on degree-t polynomials and
P;’s share is 0. If the number of corrupted parties is equal to t and P; is honest, the security and correctness
are straightforward since A knows the random sharing of any honest party. For other cases, we only need
to show that in Hyb,, each r( ) is completely random if P; is corrupted. Take ¢ + 1 honest parties in S,
let them form a set H = {Phl,...,PhtH} and let S\H = {P.,,...,P.}. Foreach P,, € H, take the j-th
column of M out, and let the ¢t + 1 columns form a Vandermonde matrix My, and let the other ¢ columns
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of M form a matrix M. Note that

(1) rgL) (1) (L)

Ty, Sar sy Say
: =M- :
1 L 1 L
T§+)17 R Tt(+)1 ng)t-uv AR 81(122+1
1 L
s sl s, st
= My - + M - :
(1) (L) (1) (L)
ht+1""7 ht+1 Sct 7"‘7sCt

Since My, is invertible and each sgfj) where j € [t+1], £ € [L] is randomly sampled in F by S when emulating

Facss where P, is the dealer,

(1) (L)

Sh s Sh,
My - :
(1) (L)
Shisar > Sheos
is completely random. Thus,
RO
o W
Tyl Tegl

is also completely random. Thus, Hyb, and Hyb; have the same output distribution.

Note that Hyb, is the ideal-world scenario, IR, sh.re Statistically-securely computes F8, yspare i1t the
(Facss; Fcoins Fprivkec)-hybrid model.

Similar with IIrangshare, the protocol H%andShare requires O(N - n®k 4+ n°k? 4+ n®)-bit communication. [

C Security Proof of The Asynchronous Packed Information-Checking
Protocol

Proof. We prove the security of the APICP protocol by constructing an ideal adversary S. S needs to interact
with the environment Z and with the ideal functionalities. S constructs virtual real-world honest parties
and runs the real-world adversary A. For simplicity, we just let S communicate with 4 on behalf of honest
parties and the ideal functionality of sub-protocols in our proof. In order to simulate the communication
with Z, every message that S receives from Z is sent to A, and likewise, every message sent from A sends
to Z is forwarded by S. Each time an honest party needs to send a message to another honest party, S will
tell A that a message has been delivered such that A can tell S the arrival time of this message to help S
instruct the functionalities to delay the outputs in the ideal world. For each request-based delayed output
that needs to be sent to an honest party, we let S delay the output in default until we say S allows the
functionality to send the output. We will show that the output in the ideal world is identically distributed
to that in the real world by using hybrid arguments.

Construction of the ideal adversary S is as follows. If we say that S delivers a message, S just tells A
that the message has been delivered. S may not be able to know the context of the message.

When D and I are honest:
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—‘ Simulator S

1. For each corrupted party P;, S randomly samples (T 4 1)T'x verification points z = (a, B1,- .., Bm) (each
verification point is corresponding to (a, fP(a),..., f™ (a)), where f®P(),..., f™)(.) are the
polynomials generated by D) from F™ ! and send them to P; on behalf of D. If the (T + 1)tk verification
points are not distinct, S aborts the simulation.

2. For each P; € P, if P; is corrupted, S waits to receive a verification set erp 41 from P; and then checks
whether each verification point in this set is in the set of all verification points he sent to corrupted parties.
If P; is honest, when I receives the verification set of P;, S considers that I receives a correct verification
set.

3. When I receives at least 2t + 1 correct verification sets, he initializes a counter count = T" and a set W = {).
Then, S allows Fapicp to send the output to 1.

4. For each revelation, if count > 0, S does the following things and replaces count by count — 1:

e If R is honest:
(a). For each verification point z = (e, 81, ..., Bm) S has sent to a corrupted party, S computes a new point
(a, >0, ckPr). Assuming all these new points form a set M. Then S checks
W = {(c1, f1(x)),. .., (ck, fr(x))}, if ¢, c1, ..., ck are linear dependent, assume ¢ = "

j=1
computes f(z) = Ele a;fi(x).

(b). VP, € P, if P; is corrupted, S waits to receive a verification set Z55,, from A. If ¢, ¢y, ..., ¢, are linear
independent, S checks whether at least one point in Z2¢,, is in M. Otherwise, S checks whether at
least one point in Z25,, on f (z). If the check passes, S considers that R receives a correct verification
set. If P; is honest, S regards that R receives a correct verification set Z5%,, from P; when the set
arrives.

(c). After receiving t 4+ 1 correct verification sets, S allows Fapicp to send the output to R.

e If R is corrupted:

(a). S waits to receive s from Fapicp. For each verification point z = («, 81,...,8m) S sent to corrupted P;,
S computes a new point (a, > ;" | cxfBk). Since the each « of these points are distinct, S has
(T + 1)*tk new points. Then S checks W = {(e1, f1(2)), ..., (ck, fr(z))}.

— If¢,ci,. .., ck are linear dependent, assume ¢ = Zj:1 ajcj, then S gets a new polynomial
fla) =35 a;fi(x).

— Ife,c,...,ck are linear independent, S samples a random degree-((T" + 1)?tx + L) polynomial
f(z) whose L highest coefficients form vector s and all the (T + 1)?tx new points are on this
polynomial.

(b). S reveals f(z) to R. For each honest P;, S samples (T 4 1)k random points i, ...,z ), in F and
sends {((a1, f(al)),. .., (azT+1)rm f(azT-‘—l)n)))} to R on behalf of P;.

ajcj, then S

Figure 22: Simulator for the Fapicp when both D and I are honest

Hybrid arguments:

Hyb,: In this hybrid, S receives honest parties’ inputs and runs the protocol honestly. This corresponds
to the real-world scenario.

Hyb,: In this hybrid, S first samples the verification points for corrupted parties randomly from F™+1
and then sample the polynomials f)(z),..., f(™ (x) based on the (T + 1)?tx verification points and the
secrets s() ..., (™). Since the polynomials are degree-(L+ (T +1)%tx) and each s(*) is in FZ, the verification
points are ((T' + 1)%*tx + 1)-wise independent in Hyby, i.e. the (T + 1)%tx verification points for corrupted
parties are uniformly random. So we only change the order of generating corrupted parties’ verification
points and the polynomials, which doesn’t change the output distribution. Thus, Hyb, and Hyb, have the
same output distribution.

Hyb,: In this hybrid, if the verification points for corrupted parties are not distinct, then S aborts the
simulation. Note that the probability that each two verification points are the same is 1/|F| and there are
(T + 1)tk points for corrupted parties, so the probability that the verification points are not distinct is

1 (TH+ D)%) (T +1)%ts—1) (T +1)42K2

< = < ,
SR 2 on

which is negligible in x. Thus, the output distributions of Hyb, and Hyb, are statistically close.
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Hyb;: In this hybrid, S doesn’t check the verification points sent from honest parties by himself on
behalf of I. Instead, S considers that I accepts P;’s verification set when I receives it. Since D and P; are
both honest, P; always sends a correct verification set, so I always accepts it. Thus, Hyb,; and Hyb, have
the same output distribution.

Hyb,: In this hybrid, S doesn’t check the verification points sent from corrupted parties by himself on
behalf of I. Instead, S checks if the verification points are among those generated from D sent to corrupted
parties. The distribution changes only when some verification point (o/, 31, ..., ,,) (different from the veri-
fication points sent from D to corrupted parties) sent from corrupted to I is just (o/, f( (o), ..., f™(a')).
Since corrupted parties only have (T + 1)tk verification points, so at any point o/ different from the first
element of any of them, (f(M)(a/),..., f(™(a’)) is uniformly random in F™. So the probability that the
verification point (o, 31, ..., B.,) will be accepted by I in Hyb, is at most 1/|F|™ and (T + 1)tx verification
points are sent from corrupted parties to I. This means the probability that the output distribution changes
is at most

(T + 1)tk

62 Qm){

)

which is negligible in k. Thus, the output distributions of Hyb, and Hyb; are statistically close.

Hyb,: In this hybrid, S generate a set W with each element (¢, f(x)) as the adversary’s knowledge
of vectors ¢ from previous revelations and their corresponding polynomial f(z) sent from I to R. W is
initialized to be ). For each revelation, if R is corrupted, S needs to add the ¢ and the corresponding f(z)
to W if the ¢ can’t be generated by doing a linear combination of the vectors used in previous revelation
to corrupted parties since f(x) can’t be determined based on previous polynomials revealed to corrupted
parties. On the other hand, if ¢ can be generated by doing a linear combination of the vectors used in
previous revelation to corrupted parties, the adversary knows what polynomial will be sent from I from W,
so there is no need to add elements into W. That is to say, S checks W = {(ey, f1(2)),..., (¢, fx(x))},
if ¢,c1, ..., ¢y are linear independent, S includes (¢, f(z)) into W, where f(z) = 31", f@(z). Generating
this W doesn’t change the output distribution. Thus, Hyb, and Hyb, have the same output distribution.

Hybg: In this hybrid, S doesn’t sample f(V(z),..., f(*¥)(z) at the beginning. Instead, S only com-
putes or samples f(z) corresponding to ¢ during each revelation. If f(z) can be determined from W =
{(e1, f1(x)), ..., (ek, fu(x))}, i.e. ¢ can be computed by doing linear combination of ¢y, ..., ¢k, S directly
computes f(z) by doing the same linear combination of fi(z),..., fr(x). Otherwise, S samples a random
degree-((T +1)ts + L) polynomial f(z) whose L highest coefficients form vector s = "1 | ¢;s(?) and all the
(T + 1)tk new points (a, Y5~ ¢;3;) are on this polynomial. Since sampling each f()(x) based on s(¥) and
those (a, 3;) can be regard as sampling a point (o, 8) on £ (z) where o is different from the « of any
corrupted parties’ verification points. Then S can compute f(*)(z) based on and s and the (T + 1)%*ts + 1
distinct points on the polynomial. Since random sampling each 3] in F and add up 8 = >, ¢;3; can only
get a uniformly random S € F when ¢ can’t be computed by doing linear combination of ¢y, ..., ¢, which is
equivalent to directly sampling f(x) based on 31", ¢;s") and those (@, > 7", ¢;3;). So this doesn’t change
the output distribution. Thus, Hybg and Hyb; have the same output distribution.

Hyb-: In this hybrid, for each revelation if R is corrupted, for each honest party P;, D doesn’t compute
(e, Yo, exBr) for each verification point P; has. Instead, S sample (T + 1)~ random points o, . . ., aéT+1)n
in F and sends {((ad, f(a})), ..., (afT+1)K, f(a2T+1)K)))} to R on behalf of P;. Since each « of the verification
points P; is randomly sampled and each («, 3) sent from P; to R must be on the f(x) sent from I to R. So
this doesn’t change the output distribution. Thus, Hyb,; and Hybg have the same output distribution.

Hybyg: In this hybrid, for each revelation if R is honest, for each honest F;, S doesn’t follow the protocol
to check P;’s verification set on behalf of R. Instead, S considers that R accepts P;’s verification set when R
receives it. Since D and P; are both honest, P; always sends a correct verification set, so R always accepts
it. Thus, Hybg and Hyb- have the same output distribution.

Hyby: In this hybrid, for each revelation if R is honest, when c is not a linear combination of cy,. .., cg
in W, S doesn’t check whether there exists an verification point sent from corrupted P; to R on the f(z) sent
from I to R. Instead, S checks if there exists an verification point correctly computed from the verification
points sent from D to corrupted parties. The output distribution only changes when some verification

35



point (o, f) sent from corrupted P; to R satisfies that o’ is different from any « of the corrupted parties’
verification points sent from D, but 3’ = f(a). Since in this condition, even if A knows s(M),... s(™) he
still need another point to compute f(x). Since f(x) is randomly generated based on s(M), ..., s(™) and the
corrupted parties’ verification points, for any o, F(¢/) is uniformly random in F. Since there are (T + 1)ts
points sent from corrupted parties to R, the probability that the output distribution changes is

(T + 1)tk
2K ’

€3 =

which is negligible in x. Thus, the distributions of Hyb, and Hybg are statistically close.

Hyb,,: In this hybrid, S doesn’t know s ..., s(™ at the beginning and use them to compute s for
each revelation to corrupted parties. Instead, S gets s from the functionality output if R is corrupted. Since
S doesn’t need to sample fM(x),..., f(™)(z) in Hyb,, he doesn’t need s(1), ... s(™) except using them to
compute s when R is corrupted. Thus, Hyb,, and Hyby have the same output distribution.

Note that Hyb, is the ideal-world scenario, IIapicp statistically-securely computes Fapicp.

Remark 2. When D and I are both honest, R is corrupted, S may not be able to compute the polynomial
based on the verification points of the corrupted parties, the secret, and one other point on the polynomial if
there are less than t corrupted parties. In this case, we can generate the corrupted parties and (n —1)/3 —t
honest parties’ verification points, and then S can still compute the polynomials.

When D and I are corrupted:

—i Simulator S

1. For each honest P; € P, S receives (T + 1)k verification points on behalf of P;. Then S randomly divides
them into T + 1 disjoint sets. Each set is of size (T + 1)k, denoted by Zi,..., Z%,,. Then S sends Z4, to
I on behalf of P;.

2. S sets sV = ... = 5™ = 0 and sends (Init, APICP, T, (s'V), ..., 5(™)) to Fapice on behalf of D. Here 0 is
the zero vector in FL.

3. § initializes a counter count = T'.

4. For each revelation, if count > 0, S does the following and replaces count by count — 1:

e If R is honest:

(a). S receives f'(z) from I.

(b). For each corrupted P; € P, S waits to receive a verification set Zbe . For each honest P, € P, S
uses Zune to compute 226 = {(ro,> 25 ckri) | (ro,- .., Tm) € Zioum}- In both cases, S checks
whether at least one point in Z3,, is consistent with f’(z). If true, S considers that R receives a
correct verification set.

(c). When S receives ¢ + 1 correct verification sets, let s’ be the L highest coefficients of f’(x), he sends
Proceed and s’ to Fapicp and allows Fapicp to send the output to R. When S receives 2t + 1
incorrect verification sets, he send Ignore to Fapicp.

e If R is corrupted, for each honest P;, S uses Z,. to compute Z2S, and sends Z%:S,. to R on behalf of
P;.

Figure 23: Simulator for the Fapice when both D and I are corrupted

Hybrid arguments:

Hyb,: In this hybrid, S receives honest parties’ inputs and runs the protocol honestly. This corresponds
to the real-world scenario.

Hyb,: In this hybrid, we change how R receives s’. After receiving at least ¢ + 1 correct verification
sets, S sends Proceed and s’ to Fapicp and lets R receives the output from Fapicp. The difference between
Hyb, and Hyb, is R will wait to receive s’ from S or Fapicp, which makes no difference to the output
distribution. Thus, Hyb; and Hyb, have the same output distribution.

Note that Hyb, is the ideal-world scenario, IIapicp statistically-securely computes Fapicp.

When D is honest and [ is corrupted:
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—i Simulator S
1)

1. S waits to receive sV, ..., 8™ from Fapicp. For each k € [m], S selects a random degree-(L + (T + 1)2k)
polynomial f(k>(x) whose the L highest coefficients form vector s*.

2. For each corrupted P;, S randomly samples (T'+ 1) elements from F. For each element o, S sends
verification point z = (o, f)(a), ..., f™(a)) to corrupted P; on behalf of D.

3. Ssends fV(z),..., ™ (z) to I. For each honest P;, S randomly samples (T + 1) elements
af,...,a{py ), in F. For each j € [(T' + 1)x], S sends verification point {(c, f™(a}),..., f7™ (a}))} to I
on behalf of P;.

4. § initializes a counter count =T

5. For each revelation, S computes f(z) = 31", cxf™ (2). If count > 0, S does the following things and
replaces count by count — 1:

e If R is honest:

(a). S receives f'(z) from I.

(b). Let s be vector of the L highest coefficients of f(z). S checks whether f(z) = f’(z). If so, S sends
Proceed and s to Fapicp. Otherwise, S sends Ignore to Fapicp.

(c). If f'(x) = f(z), for each corrupted P; € P, S receives a verification set Z%S,, from P; and follows
the protocol to check the verification set from P; on behalf of R. For each honest P;, S considers
that R receives a correct verification set when R receives it.

(d). When S receives t + 1 correct verification sets, he allows Fapicp to send the output to R.

e If R is corrupted, for each honest P;, S samples (T' + 1)« random elements o, ..., aéTH)H from F and

sends Z0. = {(al, f(a})}ie(r+1)x) to R on behalf of P;.

Figure 24: Simulator for the Fapice when D is honest and [ is corrupted

Hybrid arguments:

Hyb,: In this hybrid, S receives honest parties’ inputs and runs the protocol honestly. This corresponds
to the real-world scenario.

Hyb;: In this hybrid, S will change how to compute the corrupted parties’ verification points. Instead
of using honest D’s inputs, S waits to receive s(1), ... s("™) from Fapicp. The only difference between Hyb,
and Hyb,; is how S gets sM ..., s which doesn’t change the output distribution. Thus, Hyb, and
Hyb, have the same output distribution.

Hyb,: In this hybrid, for each honest party, S will not sample the whole (T4 1)?s random elements
to compute verification points at the beginning. When each honest P; needs to uses Z% 41 Or Zimene, S will
randomly samples (T + 1)x elements from F to compute Z% 41 Or Zéc’,ﬁnt. We only changed the order of
creating random elements. Thus, Hyb, and Hyb; have the same output distribution.

Hyb,: In this hybrid, when R is honest, S adds an addition condition f’(z) = f(z) to check whether
f'(z) received from I is acceptable. If so, S sends Proceed and s to Fapicp. Otherwise, S sends Ignore to
Fapicp- The difference between Hyb; and Hyb, is when f/(x) # f(z), S can still receive t + 1 correct
Ziyine- When f/(z) # f(x) are accept by S, that means at least one point in honest P;’s Z2u. ., is consistent
with f/(z). For each honest P;, in each revelation time, the probability €, that this happens is equal to I
correctly guesses one random element sampled by S.

_ ’ 1 _(TJrl)"é*l K—]J i (T+1)k
es = Pr[S accepts f'(x)|f'(x) # f(@)] = ]] o = (5
j=0

which is negligible.

Then we take the union bound for all honest parties and revelation times, the probability that I can
fake a f’(x) is (2t 4+ 1)Teq, which is still negligible. Thus, the output distributions of Hyb, and Hyb, are
statistically close.

Hyb,: In this hybrid, for each revelation if R is honest, for each honest P;, S doesn’t follow the protocol
to check P;’s verification set on behalf of R. Instead, S considers that R accepts P;’s verification set when
R receives it. Since D and P; are both honest, f'(x) = f(z), P; always sends a correct verification set, so R
always accepts it. Thus, Hyb, and Hyb; have the same output distribution.
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Hyb;: In this hybrid, we change how R receives s. Upon receiving at least ¢ + 1 correct Zé(’,ﬁnt and

f'(x) = f(x), S lets R receives the output from Fapicp. Besides, s computed by S is equal to s computed
by Fapicp- Thus, Hybs and Hyb, have the same output distribution.

Note that Hyby is the ideal-world scenario, IIapicp statistically-securely computes Fapicp.

When D is corrupted and [ is honest:

—i Simulator S

1. For each honest P;, S waits to receive verification points from D. When P; receives (T + 1)2,‘-@ verification
points, § randomly divides them into 7'+ 1 disjoint sets, where each set is of size (T + 1)k, denoted by
Ziy. o s 2.

2. S receives f<1)(:r)7 A (z) from D and does the following:

(a). S checks whether all of these polynomials are degree-(L + t(T + 1)%x). If so, S lets sV, ..., 5™ be the
vector of the L highest coefficients of f)(z),..., f™ (z). Otherwise, S aborts the simulation.
(b). For each P; € P:

e If P; is corrupted, S waits to receive a verification set Z +1. When verification points in Zk 11 are
all consistent with f1 (x),..., f(™)(z), S considers that I receives a correct verification set.

e Otherwise, S uses the erpﬂ created by himself. When verification points in ermrl are all consistent
with f&(z),..., ™) (z) and at least T(T + 1)x + 1 verification points among {Z}},c[r11] are all
consistent with f® (x),..., (™ (x), S considers that R receives a correct verification set.

(c). When I receives 2t + 1 correct verification sets, he initializes a counter count = 7" and sends

(Init, APICP, T, (.s(l)7 ..., 8")) to Fapicp. Then, S allows Fapicp to send the output to I. Otherwise,

S does not continue.

3. For each revelation, S computes f(z) =Y -, ckf(k>(x). When count > 0, S does the following things and
replaces count by count — 1:

e If R is honest:
(a). For each P; € P, if P; is corrupted, S waits to receive a verification set Z5¢  from P;. If P; is

count
honest, S uses Z-¢,, created by himself. In both cases, S checks whether at least one point in
Zhe is consistent with f(z).
(b). When S receives at least ¢ + 1 correct verification sets, let s be the vector of the L highest
coefficients of f(z), he allows Fapicp to send the output to R.
e If R is corrupted, S sends f(x) to R on behalf of I. S uses Z,n: to compute Zci’c and sends Zﬁ;ﬁm to

ount
R on behalf of each honest P;.

Figure 25: Simulator for the Fapice when D is corrupted and I is honest

Hybrid arguments:

Hyb,: In this hybrid, S receives honest parties’ inputs and runs the protocol honestly. This corresponds
to the real-world scenario.

Hyb,: In this hybrid, we change how I receives s .. s(™ After receiving at least 2t + 1 correct
verification sets, S sends (Init, APICP, T, (sM), ..., s(™))) to Fapicp. Then I will receive s, ... s(™) from
Fapicp instead of computing them by himself, which makes no difference to the output distribution. Thus,
Hyb, and Hyb, have the same output distribution.

Hyb,: In this hybrid, S adds an additional verification condition for honest P;’s verification points. S will
also check at least (T+1)T'x+1 verification points among {Z} } j¢[r41) are consistent with fD(x),..., ().
If true, S considers that Z7. , is a correct verification set. The output distribution changes only when honest
P; has less than (T + 1)?k 4 1 correct verification points but he still provides a correct Zi.,, to I. The
probability is

(T+1)k—1 .
€5 < H % <(1- L)(TJFUH <e "
o (T+1)%k— T+1
which is negligible. Since S needs to receive at least t + 1 honest P;’s correct Z4. , the output distribution
only changes with probability (¢ + 1)es, which is still negligible. Thus, the output distributions of Hyb, and
Hyb, are statistically close.
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Note that Hyb, is the ideal-world scenario, IIapicp statistically-securely computes Fapicp.

Then we compute the communication complexity of our protocol.

Iapicp takes m vectors as inputs and each vector is of size L, T is an input parameter. All parties execute
the Initialization Phase only once, while the Revelation Phase can be executed for at most 1" times.

During the Initialization Phase: D sends m degree-(L + t(T + 1)?k) polynomials to I, which requires
O(mLk + mnT?K?)-bit communication. D also sends (m + 1)(T + 1) evaluation points to each party,
resulting in a communication of O(mnT?k?). Each party sends a set of size (T'+ 1)x? to I, resulting in a
communication of O(nT?k?) bits. Therefore, the total communication cost is O(mLk+mnT?k?) bits during
the Initialization Phase.

During the Revelation Phase: Each time sending a degree-(L + t(T + 1)?x) polynomial from I to R
requires communication of O(Lk + nT?k?) bits. Each party sends a set of (T + 1)x field elements to I,
resulting in a communication of O(nT?x?) bits. Therefore, the total communication cost is O(Lk + nT?k?)
bits during the Revelation Phase. Since the Revelation Phase can be executed for at most 1" times, the total
communication cost is O(LTk + nT3k?) bits.

Therefore, Iapicp Tequires communication of O(mLk + mnT?k? + LTk + nT3k?) bits. O

D Proof of the Main Theorem about Our ACSS Protocol

D.1 Construction of Ilacss

We present our construction of IIacss as follows.

Protocol TIacss

All parties execute IIsh, Ilver, ITaun and Icomp in order.

Figure 26: The protocol of the Ilacss

D.2 Proof of Lemma 2

Proof. We prove this theorem by constructing a simulator S. S needs to interact with the environment Z
and with the ideal functionalities. S constructs virtual real-world honest parties and runs the real-world
adversary A. For simplicity, we just let S communicate with A on behalf of honest parties and the ideal
functionality of sub-protocols in our proof. In order to simulate the communication with Z, every message
that S receives from Z is sent to A4, and likewise, every message sent from 4 sends to Z is forwarded by S.
Each time an honest party needs to send a message to another honest party, S will tell A that a message has
been delivered such that A can tell S the arrival time of this message to help S instruct the functionalities
to delay the outputs in the ideal world. For each request-based delayed output that needs to be sent to an
honest party, we let S delay the output in default until we say S allows the functionality to send the output.
We will show that the output in the ideal world is identically distributed to that in the real world by using
hybrid arguments.

Construction of the ideal adversary S.

When D is honest:

—i Simulator S
Sharing Phase

1. For each corrupted Pj, S receives {qi1(c;),...,qn(a;)} from Facss.
2. Define idx = ((k—1)- L' +£—1)-(t+ 1)+ 1. For each £ € [L], k € [m'] and corrupted P;, S randomly
selects a degree-2t (column) polynomial gffj) (y) such that ggcj)(a,i) = Giax+i(a;) for each i € [0,¢]. For each

¢ e [L'], k€ [m' +1,m] and corrupted P;, S randomly samples a degree-2t polynomial as géfcj) (y).
3. For each £ € [L'], k € [m] and corrupted P;, S randomly selects a degree-t (row) polynomial fe(]z)(y) such

39



that féﬁ)(aj) = g;?(ai) for each corrupted party P; on behalf of D.
4. S sends the polynomials {gé?}ge[y]’ke[m] to each corrupted P;.
5. S initializes a set M to (). For each P; € P:

e If P; is honest, when P; receives his column polynomials, S broadcasts OK; on behalf of P;. Then S
delivers an initialization request to Fapice (P, D) on behalf of P; and emulates Fapicp (P, D) to deliver
the output to D. When D receives the output and OK;, S includes P; into M.

e If P; is corrupted, S emulates Fapicp(F;, D) to receive (Init, APICP, T, (gilz), .. ,gii';))) from P;. If OK; is
received from P;, S checks if gilfi) (y) = (gil’?, . ,gg?) for each k € [m]. If so, S emulates Fapicp(P;, D)
to send an output (P;, APICP, (gilz), . ,giz}))) to D and includes P; into M when D receives the
output and OK;.

6. When | M| = 2t 4+ 1, S broadcasts M on behalf of D.
7. For each honest P;, S waits until P; receives M and {OK;}p,cm and then begins the simulation of P; in
the next phase.

Figure 27: Part-(1/4) of the simulator for the Facss when D is honest

—i Simulator S
Verification Phase

1. S initializes a set R = {(0,0)} where o is a vector of L bivariate polynomials that maps any (z,y) € F? to
0. Each element that will be included into R is of form (r, F) € F x (F[X, Y])LI.
2. For each honest P; € P:
(1). When P; receives the column polynomials from D, S broadcasts a random 7; € F on behalf of P;.
(2). For each honest party P; and P, € M, when P; receives r;, S sends

(Request, APICP, P;, (4, 72,...,r™)) to Fapicp(Pr, D) on behalf of P;.

(3). For each honest P, € M, S emulates Fapicp(Ph, D) to deliver an output to P;. For each corrupted

P, € M, S faithfully emulates Fapicp(Ph, D).

(4). When P; receives the output from Fapicp(Pn, D) for all P, € M, S considers that P; accepts his

{gé{?}ke[.m]’[e[[/] and begins the simulation of P; in the next phase.

3. For each corrupted P; € P:
(1). For each honest P; and P}, € M, if S receives r; on behalf of P;, S sends

(Request, APICP, P;, (4, rZ,...,r™)) to Fapicp(Px, D) on behalf of P;.

(2). For each corrupted P, € M, S faithfully emulates Fapicp(Pr, D).
(3). For each honest P, € M,

o If (r;, F) € R for some F = (F\(x,y),...Fr/(z,y)) € (F[X,Y])", S emulates Fapice(Pn, D) to
send g.,n to P, where g.«.n = (91,n(y), ..., 90/ ,n(y)) with each g¢n(y) = Fe(on,y).

e Otherwise, S samples a random vector of L’ degree-(¢, 2t) polynomial F = (Fi(x,y),..., Fr/(z,y))
with Fy(aj,y) = > pe, ¥ ~géf€j) (y) and Fy(z,05) =>4 v - fé(”;) (z) for each corrupted P; and
£ € [L']. Then S emulates Fapicp(Pr, D) to send g.,, to P; for the corresponding g.,, and
includes (r;, F) into R.

Figure 28: Part-(2/4) of the simulator for the Facss when D is honest

—i Simulator S

1. For each P, € P and P, € P:

(1). S follows the protocol to send requests to Frandshare, Fuandshare O behalf of honest parties. Then S
emulates FrandShare, Fiandshare tO TeCEive corrupted parties’ shares of
[Wimo]i, {[Vi(i)v]i}ke[m], {[rgk)}i}ke[m],ue[t], {[mask;]i} e[ from A and sends them to corrupted parties.

(2). S follows the protocol to compute the corrupted parties’ shares of {[Ti(fz)]ét}ke[m]'

(3). If P; is honest:
1) For each honest P; € P, when P; receives P;’s shares of tags, S broadcasts a random r; ; € F on

behalf of P;.

Authentication Phase
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2) For each corrupted Pj, S receives {ﬁ(ljly ;Yre[m) from P; and broadcasts a random r;,; € F on behalf

of P;. Then S computes Fimv,j = > po, ~7~'Z-(E)U7j and P;’s share of [rinu]b = > pe, 7F; - [Tl(fl}ét
(k)i

If there exists some k € [m] such that ﬁ-(fl,]- is not equal to P;’s share of [7;7) ]5; but Tioy,; is
equal to P;’s share of [7;_,]5;, S aborts the simulation.

If P; is corrupted:

1) S randomly samples honest parties’ shares of {[T;E?U]%t}ke[m] based on the corrupted parties shares.

2) For each honest P;, S sends P;’s shares of {[Ti(f)v]ét}ke[m] to P; on behalf of P;.

3) S receives r; ; from P;.

(4). For each P; € P:

1) For each P, and P, € M, after each honest party receives r; ;, S sends
(Request, APICP, Py, (75,5, rﬁj e r{"J)) to Fapice (Ph, D) on behalf of this honest party.

2) For each honest P, and P, € M:

e If P, is honest, S emulates Fapicp (Ph, D) to deliver an output to P,.
e If P, is corrupted, S faithfully emulates Fapicp(Pr, D).
3) For each corrupted P, and P, € M:
e If P, is corrupted, S faithfully emulates Fapicp(Ph, D).
o If P, is honest:
~ If (r; ;, F) € R for some F = (Fy(2,y),... Fy(z,y)) € (F[X, Y], S emulates Fapicp(Ps, D)
to send g.,, to Pu, where g..n = (91,n(Y),---,9r/,n(y)) with each g¢n(y) = Fe(amn,y).
— Otherwise, S samples a random vector of L’ degree-(t,2t) polynomial
F = (Fi(z,y)..... Fu(r,y) with Fi(ag,y) = S0, vk - g7 (4) and
Fy(z,aj) =7 rF; - fz(f;) (x) for each corrupted P; and £ € [L’]. Then S emulates
Fapice (Pr, D) to send g » to P, for the corresponding g, and includes (r;,;, F') into R.

4) S follows the protocol to compute corrupted parties’ shares of [y;—, ;|5 If P; is corrupted, S
computes P;’s share 7;, ; and randomly samples the honest parties’ shares of [y;-v, ;)i based on
the corrupted parties’ shares and P;’s share.

5) If P; is corrupted, for each honest P,, S sends P,’s share of [yi-, ;]i and (Request, privRec, P;) to
ForivRec O behalf of P,. If P; is honest, for each honest P,, S sends a request to Fprivrec On behalf
of P,.

6) If S emulates Fprivrec to send the corrupted parties shares of [fypu,j]i to A. If P; is corrupted, S
emulates Fprivrec to send the whole sharing [y ;|4 to Pi. If P; is honest, S emulates Fpivrec t0
deliver an output sharing [vi—. ;]i to P;.

(5). If P; is honest:

1) For each honest P;, when P; receives the sharing [y;—v ;]i, S considers that P; accepts P;’s shares
{Ti(fl,j}ke[m]-

2) For each corrupted Pj, S considers that P; accepts P;’s shares {Ti(i)v, ;Yrelm) if Pj’s share of
[’ylgv,j]i is equal to Tiou,;.

3) When P; accepts 2t + 1 different parties’ shares, S reconstructs {T,L-(E)U}ke[.,n].

2. For each honest P;, S broadcasts Tag,; on behalf of P; after reconstructing {Ti(i)v
the protocol to prepare the set VW and broadcasts it on behalf of D.

3. For each honest party P;, S waits until P; receives W and {Tag,}p,cw and then begins the simulation of
P; in the next phase.

Yreim],vein)- Then S follows

Figure 29: Part-(3/4) of the simulator for the Facss when D is honest

—i Simulator S

Reconstructing row polynomials:
For each P, € P:
e If P, is honest:
1. For each honest party, S follows the protocol to deliver his shares of [ft;—s]%, {[Vi(i),u]’ti}kg[m] and
(Request, privRec, P,) for each P; € W t0 FprivRec-

Completion Phase
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2. For each corrupted P; € W:
(1). S receives {gé? () Yrepm), eerry) from P
(2). S emulates Fprivrec to deliver the whole sharings [pio]i, [V ..., [1™]i to P, and sends
the corrupted parties’ shares of them to A.
(3). S randomly samples r;-, € F and sends it to P; on behalf of P,.
(4). S receives 7-i—>v and {gé,i}le[L’] from Pi.
3. For each P, € W:
— If P; is honest, when P, receives P;’s {gg,i}ge[y] and 7., S considers that P, accepts P;’s

{géi)(av)}ke[m],EE[L’]-
— If P; is corrupted, S considers that P, accepts P;’s {géf?(av)}ke[m] cern if
Geay) = Xopy riugl) (y) for all £ € (L), 7y = S, vk, 78, and §(1) (@) = g4 (@) for
cach k € [m] and £ € [L'].
4. When P, accepts t + 1 different P;’s {géi)(av)}ke[nge[l‘/], S considers that P, gets his
{fg(ﬁ;)}ke[m],ﬁe[y]-
e If P, is corrupted:
1. For each honest party S follows the protocol to deliver his shares of [pi.]%, {[Vi(i)v}i}ke[m] and
(Request, privRec, P,) for each P; € W t0 FprivRec-
2. For each corrupted P; € W:
(1). S randomly samples p;~, € FX and computes S gikl) Visy-

=V 1=V

(2). S randomly samples honest parties’ shares of [/Lz_m]t, {[ Z(i)v] }repm) based on the corrupted

parties’ shares and the secrets ., {Z/HU},CE
(3). S emulates Fyrivrec to send the whole sharings [ul_m}i, {[Vfi)v]i}ke[m] to Py.
3. For each honest P; € W:
(1). S sends {fe(f:))(ai)}ke[m],ﬁé[L/] to P, on behalf of P;.
(2). S randomly samples honest parties’ shares of [ )3, {[v
parties’ shares.
(3). S emulates Fpivrec to send the whole sharings [ti-.]%, {[ Z(i)v] Yoeim) to Pu.
(4). S receives 1., from P,.
— If (riey, F) € R for some F = (Fy(z,y),... Fr/(z,y)) € (F[X, Y], S sends
i = (91,i(Y), ..., 917,:(y)) with each ge,i(y) = Fe(ai,y) to P,.
— Otherwise, S samples a random vector of L’ degree-(t,2t) polynomial
F = (Fi(z,y),..., Fr/(z,y)) with Fp(aj,y) = S0, ri., - gé ]> (y) and
Fy(w,aj) = >0  rh, e(lz)(x) for each corrupted P; and £ € [L']. Then S sends g.,; to P,
and includes (r;-., F') into R.
(5). S computes Timy = Guyi * Piso + D pey Tf—mlﬂ_m and sends it to P, on behalf of P;.
Reconstructing column polynomials:
For each P, € P:
e If P, is honest:
1. For each honest P, € P, when P, receives {féfj)(aw)}ke[m],ge[y], S randomly broadcasts ry—w € F
on behalf of P,.
2. For each corrupted P, € P:
(1). S receives {ﬂ(? (0w ) }ke[m),eery) from P
(2). S randomly broadcasts 7, € F on behalf of P,.
(3). For each corrupted P; € W, S receives 7., and {ge,i}ecir/) from P;.
3. For each P, € P:
(1). For each P; € W:
— If P; is honest, when P, receives P;’s {g“}ge[y] and T;-w, S considers that P, accepts P;’s
{gl,i}ZE[L’]-
— If P; is corrupted, S considers that P, accepts Pi’s {ge,i}ecirr) if Gei(y) = >y rqugékl)(y)
for all £ € [L'] and Fimw = Yy b ®
(2) When P, accepts t + 1 different Pi’s {ge,i}ecr,
— If P, is honest, S considers that P, accepts P,’s {féfu)(aw)}ke[m],ge[y].

}ke [m] based on the corrupted

z%v]
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— If P, is corrupted, S considers that P, accepts P,’s {féy’:})(aw)}ke[m]’[ew] if
é,?(aw) = ~e(fz)(ozw) for each k € [m] and ¢ € [L'].
4. When P, accepts 2t + 1 different P,’s {fg(z)(aw)}ke[m],ee[u]» S allows Facss to send the output to
P,.
e If P, is corrupted:
1. For each honest P, € P:
(1). S sends {gz(zi)u(av)}ke[m],ee[L’] to P, on behalf of P,.
(2). S receives Ty from P,.
(3). For each honest P; € W:
— If (ryow, F) € R for some F = (Fi(z,y),... Fr.(z,y)) € (FX, Y])L/, S sends {ge,i}eeir
with each ge,i(y) = Fe(ai,y) to Py.
— Otherwise, S samples a random vector of L’ degree-(t,2t) polynomial
F = (Fi(2,y),..., Fr(z,y)) with Fo(ag,y) = S5, mho - 05 (y) and
Fy(z, o) =S k- fe(’;)(ac) for each corrupted P; and £ € [L]. Then S sends
{9¢,i}ee(r) to Pw and includes (ry_., F) into R.
(4). For each honest P; € W, S computes Tiw = gs,i * limw + ZZL=1 rff_,wl/i(]j)w and sends it to Py,
on behalf of P;, where g.; = (91,i(¥),...,917.:(y)).

Figure 30: Part-(4/4) of the simulator for the Facss when D is honest

Hybrid arguments:

Hyb,: In this hybrid, S receives honest parties’ inputs and runs the protocol honestly. This corresponds
to the real-world scenario.

Hyb;: In this hybrid, during the Sharing Phase, & samples corrupted parties’ column polynomials
and row polynomials first and then samples the bivariate polynomials based on D’s input and corrupted
parties’ polynomials. We only change the order of generating bivariate polynomials and corrupted parties’
polynomials, which doesn’t change the output distribution. Thus, Hyb; and Hyb, have the same output
distribution.

Hyb,: In this hybrid, S initializes a set R = {(0, 0)} to record each random value r and the corresponding

bivariate polynomials computed by Fy(z,y) = >, k- Fg(k) (z,y). Each time S needs to compute a linear
combination of some honest parties’ column polynomials, we regard S computes a linear combination of the
bivariate polynomials generated in the Sharing Phase and then take the corresponding column polynomial
as the result. Each time S needs to compute a linear combination of bivariate polynomials, if r; is recorded
before, S uses {Fy(z,y)}se(r) recorded before instead of computing them again. Initializing a set doesn’t
change the output distribution. Thus, Hyb, and Hyb,; have the same output distribution.

Since S computes each Fy by computing the linear combination of m’ degree-(¢, 2t) bivariate polynomials
and m —m’ = T 4+ T’ completely random degree-(t,2t) bivariate polynomials. We claim that doing at
most m —m' = T + T’ times of linear combinations corresponding to T + T different random values
r1,..., 7747 # 0. Their corresponding vectors F = (Fy,. .., Fy) of polynomials, denoted by Fiy, ..., Frir,
are random with the corrupted parties’ row and column polynomials of each bivariate polynomial F, given.
We prove this fact through hybrid arguments Hyb, o, ..., Hyby (1 741y

Note that we need (2t +1)(¢ + 1) evaluation points to determine each degree-(¢,2t) bivariate polynomial.
Given corrupted parties’ column and row polynomials, we have t/(2t + 1) +#/(t +1) — 2 < (2t + 1)(t + 1)
evaluation points. Let 6 = L' - (2t + 1)(t + 1) — ¢/(2t + 1) — /(¢ + 1) + t'?), we need another a randomness
" € F? to determine each F. Here 7’ determines the vector of L’ outputs of F with L’ fixed inputs. Then, we
can reconstruct F' by r’ and the polynomials of corrupted parties. Picking random F with column and row
polynomials fixed is the same as randomly sampling r’ € F°. Suppose that we need randomness iy, Y
to determine F(y, ..., Fip47). For a part added in r{,..., 775 v, we let #1,..., 777/ be the randomness r’
of the linear combination of the T+ T” vectors of completely random bivariate polynomials corresponds to
T1,...,r747 . Besides, we let the randomness 7’ € F? of the T + T" vectors of £ completely random degree-
(t,2t) bivariate polynomials be 7, ... #T+T) then (7, ... #T+T)) is completely random in F3(T+7")

Hyb, ,: S computes 7,..., 7747 honestly, uses them to compute Fi, ..., Fr 7 and outputs them.
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Hyb, ;: In this hybrid, for the first time S needs to compute a linear combination of bivariate polyno-
mials, he samples a random #; € F? as the randomness r’ of the linear combination of the T+ T” vectors
of completely random bivariate polynomials. Then, S computes r{ with #| and the bivariate polynomials

{Fg(k)}ke[m’],ée[v]' S then determines F using r]. #; is computed by:

#(D
) ) ) 7#(2)
A = (r’f“ 2
7z(TjLT')
Since 1 # 0, (f(l), e ,f(TJrT,)) is completely random in IF‘;(T+T/), 71 is completely random in F. Thus,

Hyb, ; and Hyb, ; have the same output distribution.

Hyb, ,: In this hybrid, for the second time S needs to compute a linear combination of bivariate
polynomials, he samples a random 75 € F? as the randomness 7’ of the linear combination of the T+7T" vectors
of completely random bivariate polynomials. Then, S computes r} with 7, and the bivariate polynomials

{Fe(k)}ke[m/],@e[,:/]. S then determines Fy using r5. Given 71, 72 is computed by:

7
=e))
~(2 / ’
#2) — (,',.7271+1 Tg%+2 7‘7271) .
f(TJrT/)
71
’ ’ / ’ ’ "’(2)
_ rg@Jrl T£n+2_,r£n+17.;n+2 Tgn_rgnJrl?ﬂln ' T
’ ’ ’ .
it it it :
F(T+T")
Since ry # ro,
m’ +1 m’ +2
r r
1 1
Det m/+1 m' 42 7& 0,
2 ra
Tm'+2 _ ,rm/Jrl m’'+2 , ,
we have —2 m%+1 ! # 0. Since (7, ... #T+T)) is completely random in FO(T+T)  given #;, S
r
1
can randomly sample 72 ... #T+T) and compute #*) based on 7. This shows that #(?) is completely
m’ 42 o 7,m’—i—l,{,m’-‘,—Q
random in F. Note that —2 m2, T L .72 is added to #9, 75 is also completely random in F. Thus,
r

Hyb, , and Hyb, ; have the sarﬁe output distribution.

Hyb, (i € [3,T + T’]): In this hybrid, for the i-th time S needs to compute a linear combination
of bivariate polynomials, he samples a random #; € F° as the randomness ' of the linear combination
of the T+ T” vectors of completely random bivariate polynomials. Then, S computes r; with 7 and

the bivariate polynomials {F['(k)}ke[m/Lge[L/]. S then determines F; using r}. Given 7q,...,7—1, S can
sample 7). ,f(T+T/) randomly and compute 7V, ..., #(~1) based on #1,...,7;_1. This shows that #(*) is
completely random in F. Like in Hyb, ,, #; can be computed by a linear combination of 71,...,7;_1 and
7 7T+ we only need to prove that the coefficient of #() is nonzero. Since

7,.’\(1) r;nu'_l r'{n,+2 e 1"7177‘ 77(1)

7#(2) rgz’Jrl T;n’+2 PR 72

7(0) pmEL 2 m FT+T")

7 % A
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the coefficient of #(¥) is nonzero if and only if

’ i 7 .
T?{n —+1 ,r,m +2 L T;n +1
’ ! !/ .
T;n +1 r;n +2 . T;n +i
Det . . ) . #0.
’ ’7
Tlm —+1 r;m +2 ,r.;ﬂ +1
This is guaranteed because 71, ..., rr7 are all distinct. Hence, 7; is completely random in F. Thus, Hyb, ,

and Hyb, ;_;) have the same output distribution.
Hyb, (74 741): In this hybrid, § samples random vectors of L degree-(t, 2¢) polynomials as Fy, ..., Fryr

based on corrupted parties’ polynomials instead of computing them based on 71, . .., 7ri7/. Since 71, ..., Ty
are all randomly sampled in Hyby (7 71, ..., T are also completely random. Thus, given cor-
rupted parties’ polynomials, Fy,..., Frip are random, as in Hyb, (py 744y, Thus, Hyby 074y and

Hyb, r 7/ have the same output distribution.

Then we complete the proof that with no more than 7'+ 7" times of linear combinations with respect to
different r # 0, we can sample random F' based on corrupted parties’ polynomials.

Hyb,: In this hybrid, during the Verification Phase, S doesn’t compute the output of Fapicp(P,, D) for
corrupted P; if P, is honest. Instead, he checks if r; is recorded in R. If r; is recorded before, S only needs to
use {Fy(z,y)}eerr) to compute the output of Fapicp(Pr, D). Otherwise S chooses random bivariate degree-
(t,2t) polynomials that are consistent with corrupted parties’ polynomials as { F;(x,y) }¢[r/] corresponding to
r; and includes them into R. Then S computes the output of Fapicp(Pr, D) with the bivariate polynomials.
As we have argued in Hyb, g, ..., Hyb, (p 7/ 4q), With at most n < T+ T’ revelation requests for each
Fapricp(Pn, D) in the Verification Phase, if some r; hasn’t been recorded before, each Fy is random with
corrupted parties’ column and row polynomials given, as what S samples in Hyb,. Thus, Hyb,; and Hyb,
have the same output distribution.

Hyb,: In this hybrid, during the Authentication Phase, for each honest P; and corrupted P;, S aborts

the simulation if P;’s shares of [T(k)

1=V

J5, are not correctly sent for some P, € P and k € [m] but 7,_,,; is
ko, (k)

correct. This happens only when the random r; ; satisfies ;" ; T3 Timy,j = Timv,; Where each Ti( ) _is the

—,j
share of [Ti(fzj]gt received from P;. Note that any non-zero polynomial > /" Ti(fz)_’jxk — Tioy,; has at most

m roots in F, and there are at most ¢(2¢ + 1)n pairs of (P;, P;, P,), so the output distribution only changes
with probability

mt(2t + 1)n <M n3
B || 2 7
which is negligible. Thus, the output distributions of Hyb, and Hyb, are statistically close.

Hyb;: In this hybrid, during the Authentication Phase, for each P, € P and corrupted F;, S samples
honest parties’ shares of {[Ti(fl]ét}ke[m] based on corrupted parties’ shares instead of computing them by

€1

himself. Besides, S doesn’t sample the honest parties’ shares of {[Vi(i)u]i}ke[my Instead, S computes them
by
t
Wi = e — 9000 [icali = Y leali - i
u=1

Since [e, ]! is a fixed packed secret sharing, we can denote its degree-t sharing polynomial by f,(z), where

fula—y) =1 and fyu(oj) = 0 for each j € {-1,-2,...,—t,i}\{—u}. Let the sharing polynomial of [r&k)]i
be g,(z), then g,(z) is a random degree-t polynomial with {g,(c;)}p,ec fixed. Hence, g,(a_,) is random

in F. Thus, the sharing polynomial h(z) of 3! _ [e.]: - [rqgk)]i is a degree-2¢ polynomial such that for each

u € [t], h(a_y) = 22:1 fila—w)gj(a—w) = fula—w)gu(e—w) = gu(a_y) is a random value in F. Since honest
5]“)]3; are randomly sampled based on corrupted parties’ shares and g, (a_,,), the honest

parties’ shares of 3% [e.]i - [ I(Lk)}i are also random with the corrupted parties’ shares and {h(a_y)}uepy

given. Since each h(a_,,) is also random, sampling the honest parties’ shares of 32! _ [e,]: - [r&k)]}; based on

parties’ shares of [r
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corrupted parties’ shares gives the same output distribution as computing them. Besides, since f,(«;) =0
for all u € [t], the secret of the 2t-sharing 3¢ _, [e.]: - [r&k)]g is 0, i.e. it can be regarded as a [0]5, added

in {[Ti(ﬁzj]i}je[m]. Note that the honest parties’ shares of [p;_,]} {[V(

. i
Ti(—>)v ]

i)'u]i}je[m] are also randomly sampled

based on corrupted parties’ shares, {[ %}je[m] is a random 2t¢-sharing given corrupted parties’ shares, so

(k) 1i

sampling the honest parties’ shares of {[7,7}];};ec[m) instead of computing them doesn’t change the output

1—=v
distribution. Hence, we only change the order of sampling the honest parties’ shares of {[Vi(li)v]i}ke[m] and
{[Ti(fl]gt}ke[m]. Thus, Hyb; and Hyb, have the same output distribution.

Hybg: In this hybrid, during the Authentication Phase, for each P; € P, each corrupted P, and
each honest P, € M, S doesn’t compute the output of Fapicp(Pp, D). Instead, S checks whether r; ;
has been recorded in R before. If r;; is recorded before, S only needs to use {Fy(z,y)}se[z/] to compute
the output of Fapicp(Pp, D). Otherwise S chooses random bivariate degree-(¢,2t) polynomials that are
consistent with corrupted parties’ polynomials as {Fy(x,¥)}sc(r, corresponding to r; ; and includes them
into R. Then, & computes the output of Fapicp (P, D) with the bivariate polynomials. As we have argued
in Hyb, g, ..., Hyby (7,7 1), with at most n+n® = T < T 4T’ revelation requests for each Fapicp (P, D)
in the Verification Phase and the Authentication Phase, if some r; ; hasn’t been recorded before, each Fj
is random with corrupted parties’ column and row polynomials given, as what S samples in Hybg. Thus,
Hyb; and Hyb; have the same distribution.

Hyb,: In this hybrid, in the Authentication Phase, for each P,,P; € P and corrupted P;, S samples
honest parties’ shares of [, ;] based on corrupted parties’ shares instead of computing them by himself.
Since honest parties’ shares of [mask;]! are randomly sampled based on the corrupted parties’ shares and are
added in [yi-, j]¢ as a mask, the honest parties’ shares of [y, ;|i are also random based on the corrupted
parties’ shares. Thus, Hyb, and Hybg have the same output distribution.

Hybyg: In this hybrid, during the Authentication Phase, for each honest P; and P;, S doesn’t follow the
protocol to check P;’s shares. Instead, S considers that P; accepts P;’s shares when P; receives the sharing
[Yiow,j]i. Since D and P; are both honest, P; always sends correct shares, so P; always accepts P;’s shares.
Thus, Hybg and Hyb, have the same output distribution.

Hybg: In this hybrid, during the Completion Phase, for each honest P, and corrupted P; € W, S doesn’t
follow the protocol to check P;’s polynomials {ge,i}¢cir) and the tag 7;,. Instead, S checks whether the
polynomials are consistent with what S generates in the Sharing Phase and whether 7;_,, is consistent with
the tags P; gets in the Authentication Phase. This changes the output distribution only if P; sends {ge,i }¢e[1]
and 7;_, different from {gs i}z and 7, but still satisfying 7., = Gui - Hiw + Yoy quv . VZ-(E)U, where
G« = (G1,ir---,9r/,i)- Then we know that (§+,; — g+,i) - imv — (Timw — Timw) = 0. Since g, is random in
FL when P; is corrupted and we don’t need it for any computation before P, receives P;’s polynomials and
tag, S can randomly sample it after {ge i }¢e[z/] and 7i, are received. Then, the output distribution changes
only when a random p;_., € F¥ satisfies a linear equation @ - pt;, +b = 0 with @ # 0 € F¥ and b € F.
This happens with probability 1/|F| = 1/2%. Now we take the union bound for ¢ corrupted P; and 2t + 1
honest P,, the probability is at most ¢(2¢ + 1)/|F| < n?/|F|, which is negligible, which is negligible. Thus,
the output distributions of Hyby and Hybg are statistically close.

Hyb,,: In this hybrid, during the Completion Phase, for each honest P, and P; € W, S doesn’t follow the

protocol to check P;’s polynomials and tags. Instead, S considers that P, accepts P;’s {géi)(av)}ke[m])ge[y]
when P, receives P;’s polynomials. Since D and P; are both honest, P; always sends correct polynomials
and tags, so P, always accepts P;’s {géi)(aq,)}ke[m]7ge[[//]. Thus, Hyb,, and Hyb, have the same output
distribution.

Hyb,;: In this hybrid, for each corrupted P, and P, € W, S doesn’t sample the honest parties’ shares
of [zl {[Vi(i)v]i}kE[m] in the Authentication Phase. Instead, S samples p;_, in the Completion Phase
and computes {Vgi)i,}ke[m]} with g, and {T(k)

[1izo]t, {[Vi(l—i)v]i}kE[m] based on ft;_, {Vi(l—il}ke[m] and the corrupted parties’ shares. Since we don’t need pt;—.,

Ykemm)}- Then S samples the honest parties’ shares of

and the honest parties’ shares of [p;_,]¢ we can sample them in the Completion Phase. Then {Vi(i),u}ke[m]}
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(k)

is fixed and can be computed. For {[Viﬁv]i}ke[m]a computing the honest parties’ shares of the 2t-sharing

S ledi [rfﬁ)v]; is the same with sampling a random sharing based on corrupted parties’ shares and the

secret 0, as we argued in Hyb;. Hence, sampling the honest parties’ shares of {[u(k) Ji}kepm) based on the

i—vlt
secrets and the corrupted parties’ shares is the same as computing them. Thus, Hyb,; and Hyb,, have the
same output distribution.

Hyb,,: In this hybrid, for each corrupted P, and honest P; € W, § doesn’t sample the honest parties’
shares of [p;,]%, {[Vi(ﬁ)v]i}ke[m] in the Authentication Phase. Instead, S randomly samples them in the
Completion Phase and emulates Fpyrec to send them to P,. Since when P; is honest, the honest parties’
shares of [p;y]%, {[Vfﬁ]i} ke[m] are not used to compute anything in the Authentication Phase, we can change
the order of simulating the Authentication Phase and generating the honest parties’ shares. Thus, Hyb,
and Hyb,; have the same output distribution.

Hyb,;: In this hybrid, during the Completion Phase, for each corrupted P, and honest P, € W, S doesn’t
follow the protocol to compute P;’s g, ; by doing a linear combination of polynomials and the corresponding
tag ;. Instead, S checks whether r;_,,, has been recorded in R. If it has been recorded, g..; can be computed
from the corresponding F'. Otherwise, S generates a random F' based on corrupted parties’ column and row
polynomials. As we have argued in Hyb, g, ..., Hyb, (p 7/ 41), with at most n + n® +n? < T + T’ linear
combinations we need to do, if some 7;_, hasn’t been recorded before, each F, is random with corrupted
parties’ column and row polynomials given, as what S samples in Hyb,5. Thus, Hyb,; and Hyb,, have
the same output distribution.

Hyb,,: In this hybrid, during the Completion Phase, for each honest P,, and corrupted P; € W, S doesn’t
follow the protocol to check P;’s polynomials {gri}se[z/] and the tag 7;.,,. Instead, S checks whether the
polynomials are consistent with what S generates in the Sharing Phase and whether 7;_,, is consistent with
the tags P; gets in the Authentication Phase. This changes the output distribution only if P; sends {ge,i} e[z

and 7;_,, different from {ge,;}se[r/] and 7., but still satisfying 7; ., = gui - tiw + S, rk Vi(i)w, where
Gsi = (G14,---,Grs). Then we know that (g« — gu«) - Himw — (Fisw — Tisw) = 0. Since p;,, is random in
FL when P; is corrupted and we don’t need it for any computation before P, receives P;’s polynomials and
tag, S can randomly sample it after {gr ;}se[r) and ;. are received. Then the output distribution changes
only when a random p;_.,, € F¥ satisfies a linear equation a - p;_,, +b = 0 with a # 0 € FX and b € F. This
happens with probability 1/|F| = 1/2%. Now we take the union bound for ¢ corrupted P; and 2¢ + 1 honest
P,,, the probability is at most t(2t + 1)/|F| < n?/|F|, which is negligible. Thus, the output distributions of
Hyb,, and Hyb,; are statistically close.

Hyb,;: In this hybrid, during the Completion Phase, for each honest P, and P; € W, S doesn’t follow
the protocol to check P;’s polynomials and tags. Instead, S considers that P, accepts P;’s {ge,i}ee[z/] when
P, receives P;’s polynomials. Since D and P; are both honest, P; always sends correct polynomials and tags,
so P, always accepts P;’s {g¢,i}sec(r]- Thus, Hyb,5 and Hyb,, have the same output distribution.

Hyb,4: In this hybrid, during the Completion Phase, for each honest P,,, S doesn’t compute the output

for P, by himself. Instead, when P, accepts 2t + 1 different P,’s {f{ (cvw)}refmcefr], S lets Py, receive

the output from Facss. Since the 2t + 1 different P,’s {fe(? (w) }kem).ec|L) are accepted only if P, is honest
or the values sent by P, are consistent with what S generated on behalf of D in the Sharing Phase, P,
must get 2t + 1 different points on each polynomial in {géﬁz}ke[m]’ge[y], which enables P, to reconstruct

{ g%} ke[m],ec[z’] @and compute the output correctly. Hence, changing how honest parties get outputs doesn’t
change the output distribution. Thus, Hyb,s and Hyb,; have the same output distribution.

Hyb,,: In this hybrid, during the Completion Phase, for each corrupted P, and honest P, € W, S
doesn’t follow the protocol to compute P;’s g.; by doing a linear combination of polynomials and the
corresponding tag 7;,_,. Instead, S checks whether r,_,, has been recorded in R. If it has been recorded,
g«,; can be computed from the corresponding F'. Otherwise, S generates a random F based on corrupted
parties’ column and row polynomials. As we have argued in Hyb, q,...,Hyby (1 7/41), with at most
n+n3 4 2n? = T + T’ linear combinations we need to do if some r;_,, hasn’t been recorded before, each F}
is random with corrupted parties’ column and row polynomials given, as what S samples in Hyb,. Thus,
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Hyb,, and Hyb,, have the same output distribution.

Note that Hyb,, is the ideal-world scenario, IIacss statistically-securely computes Facss when D is
honest.

When D is corrupted:

—i Simulator S

1. For each P; € P:
o If P, is honest:
(1). When P; receives {gy? (Y) }eerz’),kem) from D, if these polynomials are all of degree 2t, S
broadcasts OK; on behalf of P;.
(2). S follows the protocol to compute gfffj for each k € [m].

(3). S sends (Init, APICP, T, ("), ..., g\"")) to Fapicp(P:, D) on behalf of P;.
(4). S faithfully emulates Fapicp(Pi, D).
e If P; is corrupted, S faithfully emulates Fapicp(P;, D).
2. For each honest party, upon this party receives M from D, S follows the protocol to verify the M set. If S
succeeds, he begins the next simulation phase of this honest party.
3. Let M be the first ¢ + 1 honest parties in M. For each £ € [L'] and k € [m], S reconstructs a degree-(t, 2t)
bivariate polynomial Fl(k)(ar:7 y) such that Fe(k)(ozi7 y) = géi.) (y) for each P; € H.

4. For each k € [m] and ¢ € [L'], S computes each corrupted P;’s 92?(3/) = Fe(k>(otj, y). Then S sets

Sharing Phase

~(k (K (k
gi]) = (g§,]?,...,g<L,fj) for each k € [m].

Figure 31: Part-(1/4) of the simulator for the Facss when D is corrupted

—i Simulator S

For each P, € P:
e If P, is honest:
(1). When P; receives {géi)(y)}gew],ke[m] from D and these polynomials are all of degree 2t, S
broadcasts a random value 7; € F and follows the protocol to compute {g¢,i(y)}eeir/) on behalf of
P;.
(2). For each P, € M, when each honest party receives r;, S sends a request
(Request, APICP, P;, (r;,r2,...,7™)) to Fapicp(Px, D) on behalf of this party.
(3). For each P, € M, S faithfully emulates Fapicp(Pr, D).
(4). S does the following things:
(a). S checks whether Fe(m(ai, y) = géﬁ.)(y) for each ¢ € [L'] and k € [m].
(b). When P; receives {g«,n}p,em, S follows the protocol to check {ge,:(y)}ec[r-

Verification Phase

(c). If both checks pass, S accepts {gg? () }ee(r’),kem)- Otherwise, S rejects those polynomials.
e If P, is corrupted:
(1). For each Pr € M, when each honest party receives r;, S sends a request
(Request, APICP, P;, (4,72, ..,7™)) to Fapicp(Pr, D) on behalf of this party.
(2). For each P, € M, S faithfully emulates Fapicp(Pr, D).

Figure 32: Part-(2/4) of the simulator for the Facss when D is corrupted

Simulator S

Authentication Phase

1. For each P, € P and P, € P:
Preparing random shares:
(1). S follows the protocol to send requests to Frandshare, Fuandshare Ol behalf of honest parties.
(2). S emulates FrandsShare, Frandshare tO Teceive corrupted parties’ shares of
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(it {8 Yreim {[T'El.k)ﬁ}ke[m],ue[t], {[mask;]i}je[m from A agd sends them to corrupted parties.
(3). For each corrupted P; and k € [m], S computes P;’s share of {[Ti(fl]ét}ke[m] (denoted by Tl(f?u ) as
follows:

[0 05 = 1081% - it + WG +Z[[e I P

2. For each P; € P:
Preparing shares of tags { i Jhe[m], Py for Pi:
e If P, is honest:

(1). For each P; € P:
1). If P; is honest, S honestly executes the protocol. If P; is corrupted, when P; receives

{Ti(ﬁzj’j}ke[mLpUe‘p from Pj, S broadcasts a random element r; ; € F and computes
Ticv, = P oper rﬁj . 2(2, g for all P, € P on behalf of P;.

Verifying P;’s shares of tags:
2). For each P,, P, € P:
(a) For each honest party and P, € M, when this honest party receives r; j, S sends
(Request, APICP, P, (7,5, r?,j ...,775)) to Fapicp(Pr, D) on behalf of this honest party.
(b) For each P, € M, S faithfully emulates Fapicp(Pr, D).
(c) If P, is honest, when P, receives {g« 1 }p,em, S follows the protocol to check these
polynomials. If true, then S delivers Py,’s share of [y;-.,;]i and sends (Request, privRec, P;)
to FprivRec 01 behalf of P,.
3). If P; is honest, S faithfully emulates Fprivrec. Otherwise, S emulates Fyrivrec as follows:
(a). Upon receiving a request from an honest party, S follows the protocol to compute each
corrupted P,’s share of [’ypvyj]i with g n.
(b). S randomly samples the whole [y;- ;]i based on corrupted parties’ shares.
(c). S sends corrupted parties’ shares to A.
(d). S sends the whole [yi- ;] to P;.
4). When P; receives the output, if P; is honest, S considers that P; accepts P;’s shares. If P; is
corrupted, for each k € [m], S checks whether Al(fzj = Z(fzj If true, S accepts P;’s shares.
(2). Upon accepting 2t 4+ 1 different P;’s {
{ iﬁv}kE[m]
e If P; is corrupted:
(1). S randomly samples elements from F as honest parties’ shares of {[7*)]5,} ke[m],P,cp based on

}ke[m] p,eP, S considers that P; reconstructs

Timw .7

corrupted parties shares. Then S computes ") for all P, € P based on these shares.

1=V

(2). For each honest P;, if S accepts {ge i ( ) kem),eeir), S sends Pj’s shares of {[r ,L‘_},U]Qt}ke[m]ypve'p

(denoted each one by 7k ) to P; on behalf of P;.
(3). For each P,, P, € P:
(a) For each honest party and P}, € M, when this honest party receives r; ;, S sends
(Request, APICP, P,, (n,j,rf’j ...,775)) to Fapice (Pr, D) on behalf of this honest party. S
computes Fioy ;= > p, Th; - 7k ; for each honest P;.
(b) For each Py, € M, S faithfully emulates Fapicp(Ph, D).
(c) If P, is honest, when P, receives {g« n}p,em, S considers that P, accepts these polynomials.
Then S delivers P, ’s share of [y;-v,;]i and sends (Request, privRec, P;) to FpivRec 0n behalf of
P,. If P, is corrupted, S faithfully emulates Fpivrec to wait for P,’s request.
(4). S emulates Fprivkec as follows:
(a) For each P;, P, € P, if P; is honest, S randomly samples the whole [;. ;]i based on
corrupted parties’ shares and P;’s Ti—v,j. If P; is corrupted, S randomly samples the whole
[Yi-wv,;]i based on corrupted parties’ shares.
(b) S sends the whole [yi-. ]t to P;.
3. For each honest P;, when P; reconstructs { l—)U}ke 1,P,er and P; accepts his column polynomials, S
broadcasts Tag, on behalf of P;.
4. For each honest party, when this honest party receives W, S follows the protocol to verify the W set. If S
succeeds, he begins the next simulation phase of this honest party.

5. For each k € [m],£ € [L'], S sets idx = ((k—1)- L'+ £—1) - (t+1) + 1. Then for each i € [0,¢], S computes

L‘VU \J
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| Gidx+i(x) = Fék)(ac,a,i). Finally, S sends (Dealer, ACSS, {q1(z),...,qn(x)}) to Facss on behalf of D.

Figure 33: Part-(3/4) of the simulator for the Facss when D is corrupted

—i Simulator S

Reconstructing row polynomials:
1. For each P, € P, S does the following things:
e If P, is honest:
(1). For each honest party, S delivers his shares of [gt;- ], {[Vﬁ)v}i}ke[m] and sends
(Request, privRec, P,,) to Fprivkec On behalf this honest party.
(2). S emulates Fprivkec and delivers an output to P.
(3). For each P, € W:
— If P; is honest, S honestly executes the protocol.
— If P; is corrupted, S does the following things on behalf of P,:
1). When P, receives {géi)(av)}ke[ml,eew] from P;, S sends a random element r;_,, € F to P;.
2). When P, receives 7., and {ge,:(y)}ec(z/) from P;, S does the following things:

(a). S checks whether 7i_, = S0 75, - #(k)

Completion Phase

i—v°

(b). For each £ € [L'], S checks whether the degree of g¢;(y) is 2t and
m ~(k

gei(y) = Xrey rh - 95 ().
(c). For each k € [m] and £ € [L'], S checks whether géi)(au) = gg?(av).
d). If (a), (b), (¢) are true, when P, receives the output from Fpivrec, S accepts P;’s

pi
{947 (@) Yrepm eeio)-
(4). When P, accepts t + 1 different P;’s {gé,ki)(av)}ke[ﬂb],le[l/]7 S follows the protocol to reconstruct

{fg(ﬁ,)(x)}ée[y],ke[m] on behalf of P,.
e If P, is corrupted:
(1). For each honest party, S delivers his shares of [tt;— ], {[Vfi)v]i}ke[m] and sends
(Request, privRec, P,) to Fprivkec on behalf this honest party.
(2). S emulates Fprivkec as follows:

(a) If P; is honest, S randomly samples the whole [t4;-]%, {[u(ﬁ)ﬂ]i} ke[m] based on corrupted

parties’ shares. If P; is corrupted, S randomly samples the whole [uiﬂv]i based on corrupted

parties’ shares, then S computes v = 2R gk)

i—v i—v *,7

Wiy for each k € [m]. Finally, for each
k € [m], S samples the whole [l/l(lflj]i based on corrupted parties’ shares and yfi)v
(b) S sends the whole [pt;-]%, {[l/i(i)v]i}ke[m] to Py.
(2). S sends {ggkl) (0w) Yremm), eeir] to Py on behalf of each honest P; € W.
(3). For each honest P; € W, when P; receives r;-, from P,, S computes
Ticw = Gui * Mioo + Dopy Thoy l/fi)v S follows the protocol to compute {ge,i(y)}ee(r]-
(4). S sends Ti~, and {ge,i(y)}ec[r] to P, on behalf of each honest P, € W.
Reconstructing column polynomials:
2. For each P, € P, S does the following things:
e If P, is honest:
(1). For each P, € P:
1). S does the following things:
— If P, is honest, S honestly executes the protocol.
— If P, is corrupted, when P, receives {fe(’]:))(aw)}ke[m]yge[[/] from P,, S broadcasts a random
value 7y € F on behalf of P,,.
2). For each P, € W:
— If P; is honest, when P; receives r,,_.,, S delivers 7;_., and {ge,:(y)}ee[z] to Pw on behalf of
P;. When P, receives them, S considers that P, accepts {gu(y)}gew].
— If P; is corrupted, when P, receives 7., and {ge,i(y)}cer/) from P;, S does the following
things:
(a). S checks whether 7. = > 1", A #(R)

i—sw”
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(b). For each ¢ € [L /] S checks whether the degree of g;;(y) is 2t and
(k)
g@ l( ) Zk 1 ’an gez(y)
(c). If both (a) and (b) are true, S accepts Pi’s {ge:(y)}ee[r)-
3). When P, accepts t + 1 different P;’s {ge,i(y)}eeir/], S follows the protocol to check

k
{8 (0w) beemyeern-
(2). When P, accepts 2t + 1 different P,’s {féi)(aw)}ke[m],ge[yl, S allows Facss to send the output to
Py.
e If P, is corrupted:.
(1). S sends {fz(,}z)(aw)}ke[m],tZe[L'] to P, on behalf of each honest P,.
(2). For each honest P; € W, when P; receives 1y from P,, S computes
Tiow = Guyi * Piovw + 2 pey ri&w . fi)w S follows the protocol to compute {ge,:(y)}ee[z)-
(3). S sends Ty—w and {ge,i(y)}ee[r] to Pw on behalf of each honest P; € W.
3. S outputs what A outputs.

Figure 34: Part-(4/4) of the simulator for the Facss when D is corrupted

Hybrid arguments:

Hyb,: In this hybrid, S runs the protocol honestly. This corresponds to the real-world scenario.

Hyb,: In this hybrid, during the Sharing Phase, S additionally does the following things. Let H be
the first ¢ + 1 honest parties in M, for each k € [m] and ¢ € [L'], S reconstructs a bivariate polynomial
Fé(k) (z,y) such that Fe(k)(ai,y) = ge ; ( ) for each P, € H. Then for each corrupted , § computes P;’s

column polynomial géf‘;’ (y) = Fz(k) (aj,y). Finally, S sets gij) = (95 j), . 7gL, ;). Since |’H| =t+1, S can

reconstruct each Fe(k) (z,y). S does not use these polynomials to do anything. Thus, Hyb, and Hyb, have
the same output distribution.

Hyb,: In this hybrid, during the Verification Phase, for each honest P; and ¢ € [L'], S computes
Fo(z,y) = > 1y Fék) (z,y) - r¥. If P; accepts his {géi)}ge[[/]’ke[m], for each ¢ € [L], P, can reconstruct a
degree-(t, 2t) bivariate polynomial Fy(z,y). Then S additionally checks whether Fy(z,1y) = Fy(x,y) for each
¢ € [I']. When an honest P; accepts his column polynomials, Fy(ap,y) = gen(y) holds for all P, € M
and ¢ € [L]. Since H C M and |[H| = t + 1, we always have Fy(z,y) = Fy(z,y) if P; accepts his column
polynomials. Thus, Hyb; and Hyb, have the same output distribution.

Hyb,: In this hybrid, during the Verification Phase, for each ¢ € [L'],k € [m], S additionally checks
whether Fe(k)(ai,y) = gékz) (y). When P; accepts his column polynomials, for each ¢ € [L'] it holds that
Fy(a,y) = ge,i(y). The output distribution only changes when there exists £ € [L'] or k € [m] such that
F(k)(a“ y) # g(k)( ), we consider equation Z?Zl(Fék)(ai,y) — gé’? (y)) - o¥ = 0. Let Fé(k)(ai,y) — gékl)

Z2t hEkJ) Y7, and there exists k € [m],¢ € [L'] and j € [0,2¢] such that hgcj) is none zero. We need the

polynomial to y E ( Z h x¥) .37 = 0, which means all the coefficient are 0, i.e. Vj, > hgkj) -z¥ = 0. For
j=0 k= k=1
each j € [0,2t], since the degree of > ;" | h ) - x¥ is at most m, which has at most m roots in F. Since 7; is

randomly sampled by honest P;, if r; is one of the roots, then the output will change, and the probability
this happens is m/|F|. Now we take the union bound for 2t + 1 honest P;, j € [0,2¢] and ¢ € [L']. The

probability that there exists some Fe(k)(ai, y) # gé? (y) but P; accepts his {géi) (¥) }ee[r,kepm) is at most:
m _ mL'n?

[F] = [F]

which is negligible. Thus, the output distributions of Hyb, and Hyb; are statically close.

Hyb,: In this hybrid, during the Authentication Phase, for each corrupted P;, S computes P;’s shares

of {[Ti(ﬁl]ét}ke[m])})vep with g,/ () " denoted each one by l(f)vj ( )

else. Thus, Hyb; and Hyb, have the same output distribution.
Hybs: In this hybrid, during the Authentication Phase, when F; is corrupted, for each P;, instead of
following the protocol to compute each P,’s shares of [y;_y, J]t, S randomly samples the whole [y;_., ;] based

€g = L - <2t+ 1)

S does not use these ; to do anything
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on corrupted parties’ shares and P;’s share of tag. For each honest F,, S uses these random elements as
honest parties’ shares of [y;_, ;)i and sends them to Fpriyrec. Then, S uses P,’s share of [WHU ;)i to compute
his share of [mask;]i. The difference between Hyb, and Hyb; is S will not use honest P,’s share of [mask;]

to compute his share of [y, ;]i. Instead, S samples the whole [y j} based on corrupted parties’ shares
and P;’s share of tag. Then, S computes honest parties’ share of [mask;]i with [y;_, j]¢. Since honest parties’
shares of [Yizw, ]] are randomly sampled, their shares of [mask; ]¢ are also random when the corrupted parties’
shares are fixed. Therefore, we only change the order of sampling the two sharings. Thus, Hyb, and Hyb;
have the same output distribution.

Hybg: In this hybrid, during the Authentication Phase, when P; is corrupted, instead of following the
(k)

protocol to compute each P;’s shares of {7, 1,—>v]2t}k€[m p,ep (denoted by 7,7, .

whole {[ (k)

Tivol

), S randomly samples the
&) ke[m],P,er based on corrupted partles shares. For each honest P;, & uses these random

elements (denoted by LL ) as P;’s shares of {[ z—»vbt}ke p,ep and sends them to P;. Since 31, [e,]: -
[r&k)]i can be considered as [0]}, as we have argued in the hybrld arguments when D is honest, due to the
similar reason in Hyb;, Hyb; and Hybg have the same output distribution.

Hyb,: In this hybrid, during the Authentication Phase, when P; is honest, for each corrupted P;, &
follows the protocol to compute each corrupted P,’s share of [y, ;|i with . p, then S randomly samples
honest P,’s shares based on corrupted parties’ shares and sends them to Fprivrec. The difference between
Hybg and Hyb; is how we let honest P; get corrupted P;’s share of [vpv,j]i. In Hybg, honest P; will
get corrupted P;’s share of [%_)UJ];‘; which is consistent with all honest parties’ shares from Fpriyrec. In
Hyb,, S uses g. to compute corrupted P,’s share of [y;., ;]i and then randomly samples honest parties’
shares based on corrupted parties’ shares. Since g, p is determined by the first £ + 1 honest parties’ column
polynomials in M, the results of P;’s share of [’yiﬁvﬁj]i in the two hybrids are the same. Thus, Hybg and
Hyb.; have the same output distribution.

Hybg: In this hybrid, during the Authentication Phase, when P; is honest, for each corrupted P;, when

iYkem),p,ep from P;, for each k € [m] and P, € P, S checks whether PO 1

P; receives { v v

z—vu J
true, S accepts P;’s shares In Hyb,, honest P; will accepts corrupted P;’s { Hy}ke when P;’s share of

Viow,li 18 Ticw; = D ey PU rk j- The output distribution only changes when there exists k € [m] such
that 7% 7T *)  Since P; receives the whole [y;, ;]¢ from Fprivrec, corrupted P s share of [,y ;]! is equal

7;—*1) 'l—>7)
tod o, 7 i(f) -r¥, ., .. Therefore, we consider polynomial Y ;" | (7, 700 ) - x®. The degree of it is at most

v 1=, " z%'u 1=V
m, which means this polynomial has at most m roots in F. Since r; ; is randomly sampled by P;, therefore,
the probability that r; ; is a root is m/|F|. Now we take the union bound for 2¢ + 1 honest P;, ¢ corrupted

P; and n P,, the probability that the distribution changes is at most

m mn3

es=t-(2t4+1)-n — < —,
[F| — |F|
which is negligible. Thus, the output distributions of Hyb. and Hybg are statically close.
Hyby: In this hybrid, during the Completion Phase, when P, is honest, for each corrupted P; € W,

S additionally checks whether 7;_, = Y ;°  rF %(kl For each ¢ € [L'], instead of checking ge (o) =

1—=v 11—

ST gé l) (o), S checks whether g ;(y) = > o k., - Aék)(y). If both checks pass, S accepts P;’s

{géﬁ)(av)}ge (/],ke[m]- The only difference between Hybg and Hybyg is when 7., # Y, P, - Mt

1=V

there exists ¢ € [L'] such that g ;(y) # > pe, rF, - gx)( ), P, still accepts {géi‘)(av)}ke[m],fe[ﬂ]' We denote

Tisy = Zzlzl pk 7R according to the following equations:

1=V ’La'uv

—a m ok (k)

Ti—v —9*71.[14%1;4—2]@:1 i Vise = T & :(g ._g )/JJ

A A ) m k . (k) 1=V 1=V *,1 *,1 1=V
Tivo = Gni* Mimw + 251 Tt * Visy

when there exists ¢ € [L'] such that go;(y) # > pey 75, -Qéi) (y) when g.; # g«;. Since p;, is randomly
distributed, (gs; — ) - Hisv is also randomly distributed. Therefore, the probability that 7., — iy =

52



(i — Gxi) - Mimw 18 1/|F|. Now we take the union bound for at most ¢ corrupted P; € W and 2t + 1 honest
P,, the probability that the output distribution changes is at most

n2

=t-(2t+1 <
€4 ( + ) ‘F‘ |IF|7

which is negligible. Thus, the output distributions of Hybg and Hyb, are statically close.
Hyb,,: In this hybrid, during the Completion Phase, when P, is honest, for each corrupted P; € W,

¢ € [L'] and k € [m], S additionally checks whether g( )( v) = gé Z)( »)- In Hybg, S only accepts the values
sent by P; when go,(y) = > vk, - gél( ) for each ¢ € [L']. If there exists ¢ € [L'],k € [m] such that
géf‘;) () # gé,ki)(av), which means Z;n:l(gékl)( v) — gékz)(av)) r¥ = 0. Similarly, the probability is at most
m/|F|. Now we take the union bound for all £ € [L'], t corrupted P; and 2t + 1 honest P,, the probability
that the output distribution changes is at most

mL’n2
|]F| LT

L't -(2t+1)-

which is negligible. Thus, the output distributions of Hyby and Hyb,, are statically close.
Hyb,;: In this hybrid, during the Completion Phase, when P, is corrupted, instead of following the
protocol to compute each honest P;’s 7;_,,, S does the following things:

(1). When S emulates Fprivrec, if P is honest, S randomly samples the whole [gt;-, ¢, {[v HU] ' }ee[m) based on
corrupted parties’ shares. If P; is corrupted, S randomly samples the whole [@;,]% based on corrupted

parties’ shares, then S computes M = 2k g( Z) Wiy for each k € [m]. Finally, for each k € [m],

1—=v l—?'l)
'} based on corrupted parties’ shares and v, (k)

1—=v"

S samples the whole {[v,

Z*VU]

(2). For each honest P; € W, when P, receives r;_, from P,, S computes 7;_, = g*7i~p,i_,v—|—zz;1 rfﬂ) Vl(i)v

The only difference between Hyb,, and Hyb,; the way of computing each honest P;’s 7,_,. In Hyb,,
S computes 7, = ZZLI rk - Ti(fl. In Hyb,;, S computes T;, = gs«i - fisv + Z}Z;l k- I/i(li)v, where
i, and {l/l(/i)v} ke[m) are randomly sampled based on corrupted parties’ shares by S. Therefore, 7;_, is also
random when the corrupted parties’ shares of it are fixed, as sampled in Hyb,;. Thus, Hyb,, and Hyb,;
have the same the output distribution.

Hyb,,: In this hybrid, during the Completion Phase, when P, is honest, for each corrupted P, € W,
when P, receives T;_,, and {gu( )}eerr, S doesn’t follow the protocol to check the values. Instead, S

checks whether 7, = > /" | #*)  For each £ € [L'], S also checks whether the degree of g ;(y) is 2¢

71"7-” Z—>’(l)
and goi(y) =Y p mh glﬁ’?( ). If true, S accepts Pi’s {ge,i(y)}ecir)- Due to the same reason in Hyb,,
the output distribution sof Hybll and Hyb, are statically close.
Hyb,;: In this hybrid, during the Completion Phase, when P, is corrupted, for each honest Pew,

instead of computing 7;_,, with {7, iw}ke[m]a S computes T,y = Gui " Hiow + Doy Thoy * Vi~ Due to the
same reason as in Hyb,,, the output distributions of Hyb,, and Hyb,5 are statically close.

Hyb,,: In this hybrid, during the Authentication Phase, if any honest party receives W from D and S
checks W is correct, S reconstructs ¢;(z),...,qn(x) and sends (Dealer, ACSS, {q1(x),...,qn(z)}) to Facss.
This doesn’t affect the output. Thus, Hyb,; and Hyb,, have the same output distribution.

Hyb,5: In this hybrid, during the Completion Phase, for each honest P,, when P, accepts 2t + 1
different P,’s {féﬁ)) (w) }kepm),ec[L, instead of computing {915,]2(ai)}ée[L’},ke[m’},z'e[—t,o] by himself, S lets
Facss send output to P,. If the authentication phase doesn’t terminate, all the parties won’t pass the
public verification of W, all the honest parties won’t get any output and the functionality Facss is not
requested by D, so it won’t affect the output distribution. If the authentication phase terminates, all the
honest parties must eventually get their outputs. The outputs are fixed by the polynomials determined by
the column polynomials of first ¢t + 1 parties in M, and the output of from Facss is also determined by the
row polynomials of those polynomials. Thus, Hyb,, and Hyb,; have the same output distribution.
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Note that Hyb,; is the ideal-world scenario, IIacss statistically-securely computes Facss when D is
corrupted.

O

D.3 Analysis of the Communication Complexity and Statistical Error

We make a recap of the parameters in our Ilacss, D divides his N input polynomials into m’ groups. For
each group, every t+ 1 polynomial will be batched to be shared by a bivariate polynomial. Therefore, there
are L' = N/(m/(t + 1)) bivariate polynomials for each group. Taking security into account, we add T + T”
random groups, where T = n? +n and 7" = 2n2. As a result, there are m = m’ + T + T’ groups in total.
Our Fapicp will take m vectors as inputs and each vector is of length L = L' - n.

During the Sharing Phase: For each group, D sends a degree-2¢ column polynomial to each P; € P,
since there are m groups, resulting in a total communication of O(mL'n?k) bits for all parties. Then each
P; € P broadcasts OK; (each OK; can be encoded with O(logn) bits), the total communication is O(n?logn)
bits. Finally, D broadcasts set M, which requires O(n3logn) bits. Here we omit the communication of each
Fapicp, and we will compute it later. Therefore, we need communication of O(mL'n?k+n3logn) bits during
the Sharing Phase. Since L’ = L/n, the communication cost is O(mLnk + n3logn) bits.

During the verification Phase: Each P; € P broadcasts a random element, resulting in a total commu-
nication of O(n3k) bits. The communication of each Fapicp is still omitted. Therefore, we need O(n?k)-bit
communication during the verification phase.

During the Authentication Phase:

1. For each P;, P, € P, preparing random shares requires communication of O(Ln?k+mn*k+n>k?+nb)

bits:
(1). Each [pi_y)i: O(Ln?k + nSk? + nb) bits.
(2). Each {[I/i(i)v]i}ke[m]: O(mn3k + n°k? + nO) bits.
(3). Each {[r&k)]i}ue[t],ke[m]: O(mn*k + n°k? + n®) bits.
(4). Bach {[mask;]i};epn: O(n°k? 4 n®) bits.
2. For each P;, computing P;’s tags requires communication of O(mn?k + n?k + n®logn) bits:

(1). Each P; € P sends his shares of tags for all P, € P, resulting in a total communication of
O(mn?k) bits.

(2). P; broadcasts a random element, which requires communication of O(n?k) bits.
(3). Executing ITyivrec for all P, € P requires communication of O(n?%k) bits.
(4). P; broadcasts Tag;, which requires O(n?logn) bits.

(5). D broadcasts W, which requires communication of O(n3logn) bits.

The communication of realizing each Fapicp is still omitted here, and we will compute them later. The
total communication cost is O(Ln®k + mnSx + n"k? + n®) bits during the Authentication Phase.

During the Completion Phase, while reconstructing row polynomials, for each P, € P and P; € W, we
need O(mnk + mL'k + L'nk)-bit communication:

1. P; sends {géﬁ)(av)}ke[m])ge[[/] to P,, which requires communication of O(mL’k) bits.

2. Invoking Fprivrec requires communication of O(mnx) bits.

3. P, sends a random element to each P;, which requires communication of O(k) bits.

4. P; sends 7, and {g¢i(y)}e(r) to Py, which requires communication of O(L'nk) bits.

Therefore, reconstructing row polynomials requires O(mn3k + mL'n%k + L'n®k) bits.

During the Completion Phase, while reconstructing column polynomials, for each P, € P:

1. Each P, € P sends {f[{(f:))(aw)}ke[m],fe[ﬂ] to Py, resulting in a total communication of O(mL'nk) bits.

2. P, broadcasts a random element, which requires communication of O(n?x) bits.

3. Each P, € W sends Ti~,, and {g¢,i(y)}ee(r/] to Py, resulting in a total communication of O(L'n?k)
bits.
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Therefore, reconstructing column polynomials requires O(mL'n?k + L'n3k) bits.

Then, the total communication cost is O(mLnk +mn3k + L'n3k) bits during the Completion Phase.

In the end, we consider the communication cost of APICP. For each P, in M, according to Theorem
5, the communication of realizing each Fapicp(Pr, D) is O(mLk + mnT?k? + LTk + nT3k?) bits. Since we
have defined m = m’ + T + T’ and T = n3 + n, the total communication cost is O(mLnk + mn®k?) bits.

Therefore, the protocol IIacss requires communication of O(mLnk + mn8k? + Ln’k) bits. Since mL =
(m'+T+T'")-L'n = O(N), when we take m = n*, the protocol Ilacss requires communication of O(Nnk +
n'?k?) bits.

Statistical Error. The statistical error of Ilacss is O(mn?/2% + mL'n?/2) in the hybrid model. Since we
take m = n* and it holds that mL'n = mL = O(N), this statistical error is O((n” + Nn)/2%). In the plain
model, each execution of Ilapicp leads to a statistical error of (T'+1)*t2x2/2%. Since we take T' = O(n?) and
it holds that ¢t = O(n) in our ACSS construction, this statistical error item is O(n'4x2/2%). We invoke Fapicp
n times in the ACSS construction, which leads to a statistical error of n'°x2/2%. Besides, each execution of
IR 4share Causes a statistical error of O(k/2%) to generate k sharings. In our construction of IIacss, we need
to invoke }",gandShare two times with to generate L and n sharings respectively, with leads to a statistical error
of O((L +n)/2%) = O((N/n* +n)/2%). Thus, the total statistical error is O((Nn + n'®k?)/2%).

E ACSS Protocol with Guarantee of Termination

In this section, we show how to modify our ACSS protocol so that if an honest party accepts his shares,
then all honest parties will eventually receive their shares and terminate. We refer to this property as the
guarantee of termination. The amortized communication complexity of our construction is O(n?) per sharing.
This represents a factor of O(n) improvement compared with the previously best-known result [CP23], which
requires O(n?) communication per sharing.

We first show how to construct an Asynchronous Verifiable Secret Sharing (AVSS) protocol based on our
techniques in Section 5, then give the construction of an ACSS with guarantee of termination.

E.1 Construction of Asynchronous Verifiable Secret Sharing

Functionality of AVSS. AVSS guarantees that, when a dealer successfully distributes shares to all parties,
all parties can jointly reconstruct the secrets. However, unlike ACSS, AVSS does not ensure that all honest
parties can eventually obtain their shares. To construct an ACSS protocol with guarantee of termination, we
first extend the functionality of AVSS so that it supports reconstructing linear combinations of the secrets
shared by a single dealer.

To be more concrete, for public inputs (N, m), Fayss receives N degree-t polynomials from the dealer
and divide them into N/m vectors, each of size m. In the reconstruction phase, for a public vector ¢ of
size N/m and a receiver R, Fayss uses c as the coefficients, computes the linear combination of these N/m
vectors, and sends the result (which is a vector of m degree-t polynomials) to R. The detailed description
of Fayss is in Fig. 35.

—[ Functionality ]:AVSS}

Sharing Phase(N,m)

Public Input: (a1,...,an), N,m.
Upon receiving (Dealer, AVSS, N, m, {q1(*),...,qn()}) from D € P, the trusted party does the following:
1. The trusted party receives the set of corrupted parties C C P.
2. The trusted party sends {q1(a),...,qn(ai)}p,ec to the ideal adversary.
3. If all the polynomials ¢1(-),...,gn(-) are degree-t polynomials, the trusted party sends a request-based
delayed output message success to all parties. Otherwise, the trusted party does nothing.
Reconstruction Phase(c = (c1,...,¢n/m), R)

Public Input: A vector ¢ € FY/™, the identity of the receiver R.
Upon receiving (Request, ¢, R) from an honest party, the trusted party sends a vector of degree-t polynomials
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Zé\]:/lm ce - (qe=1)-m+1(), ..., qe.m(x)) as a request-based delayed output to the receiver R.

Figure 35: Ideal functionality for asynchronous verifiable secret sharing

Construction of AVSS. We show how to modify our ACSS protocol constructed in Section 5 to realize
Favss. We first recall the parameters and notations used in our ACSS protocol.

e We use N to denote the number of dealer’s input degree-t polynomials.

e Let L be the vector length in Fapicp. We set L' = L/n and m’ = N/(L'(t +1)). Every t + 1 degree-
t polynomial is shared by a degree-(t,2t) bivariate polynomial. Thus, in total, there are N/(t + 1)

bivariate polynomials, denoted by {Fz(k)(x, Y)Y eepm] belL]-

e Each party P; should obtain his column polynomial of every bivariate polynomial, denoted by { gék (Y) }eepm) eeln)-

We use gg? to denote the vector (gé?(al), . ,gékz)(an)) Let gi ) = (gg Z), e ,g(L,)-).

e For every pair of parties (P;, P,), we use va and {l/y(i)v} ke[m/] to denote the long-term and short-term
(k) (k)
+v;

1—=v°

keys respectively. The authentication tag Tl_} is defined by pt;—, -

v

Then we show how (ITavss_share; Havss-Rrec) Tealize Fayss. In Ilayss share, all parties execute the protocols
IIsp, Ilver, and ITaun in sequence. As a result, if the dealer successfully distributes shares, all parties will
agree on a set WV of size n — t at the end of ITaun. Then all parties jointly help each party to reconstruct his

long-term and short-term keys for each P; € W. In Ilayss.rec, with a public input vector ¢ of size m’ and

the identity of receiver R, each P; € W sends g, ; = Zk 1Ck" gi Z) to R. P; also sends Tl_,R = Zk 1Ck- T( )R

7”

to R to prove that he sends the correct g, ;. R will accept g.; if Tior = pinR - Gu;i + D _pyq Ck - 1/1(_>R Since
there are at least t + 1 honest parties in W, R will eventually accept g, ; from ¢ 4 1 distinct P;. Then R
can reconstruct L' degree-(t,2t) bivariate polynomials, where each bivariate polynomial contains ¢+ 1 linear
combinations of dealer’s inputs. Thus the vector size m in Fayss is equal to L' (¢ + 1).

Note that in ITayss-rec, @ party P; terminates after he finishes the first step.

—[ Protocol HAvss_sr.m}

1. All parties execute Ilsp, Ilver, IIauth in order.
2. For each P, e W, P, € P:

(1). All parties send their shares of [pi_]%, [\ ]

z—»v}t’ e

[(m)

1—>v

] and (Request, privRec, v) to J-"pr.\,Rec

(2). Upon receiving [pi-o]%, {[Vl—vv} Yeepm) from Fprivec, Py reconstructs the secrets iy, {Z/Z_m}ke [m/]-
3. All parties set their output to be success.

Figure 36: The protocol of the ITayss share

—[ Protocol HAVSS-Rec}
Mavss-rec(c = (C1 ..., Cmr), R)

1. For each P; € W, he sets g(k) = (ggkl)( 1), ...,gékz)( n)) for each £ € [L'], k € [m'] and

gikz) (g%kz, . ,g(LIf>i), then sends 7,_r = Zk 1Ck - T&R and g« ; = Zk 1Ck g*k) to R.

2. The receiver R does the following things:

(1). Upon receiving 7i—r and g.,; from P;, R checks whether 7,r = ptimr - g+, + Z;nz/l Ck - VZ.(E)R. If true, R
accepts P;’s g«,i.

(2). Upon accepting t + 1 different P;’s g ;, for each g.;, R reconstructs a vector of degree-2¢ polynomials
(91,i(),--.,917,:(y)). Then P, reconstructs a vector of degree-(t,2t) bivariate polynomials
F = (Fi(z,y),..., Fr/(z,y)) such that Fy(ai,y) = ge,s(y) for all £ € [L']. Finally, R outputs
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{Fe(z,0—i)}eeiLn,iefo,y- |

Figure 37: The protocol of the Ilayss-Rrec

Lemma 7. The protocols (ILavss-shares Ilavss-rec) t-securely realizes Fayss in the (Fapicp, FprivRec) FRandShares F RandShare) -
hybrid model with statistical security.

E.2 Construction of Asynchronous Complete Secret Sharing with Guarantee of
Termination

In this subsection, we show how to construct an ACSS protocol with guarantee of termination in the Fayss-
hybrid model.
At a high level, assuming that the dealer D uses degree t polynomlalb q1(+),...,qn(+) as inputs of Iacss,

D will share each P;’s shares through an instance of ]:AVSS Later }"AVSS can help P; get his shares with
guarantee of termination. The remaining problem is to make sure all honest parties’ shares are consistent.
To solve this problem, we check a random linear combination of the sharings distributed by D We let all
parties agree on a random vector r after receiving success from {fwss}?zl. Then each ]—" VSS uses T as
the coefficients to compute and send a linear combination of P;’s shares to all parties. Intuitively, if all
honest parties’ shares lie on degree-t polynomials, the linear combination results should also lie on degree-t

polynomials. Note that F, ,X/)SS will pack m degree-t polynomials together as a vector and use r to compute
the linear combination of these N/m vectors.

The functionality F Avss ensures that each party can get all parties’ linear combinations of vectors. Then
each party checks whether the values in these vectors lie on a vector of degree-t polynomials, if true, he
considers that D honestly distributes shares and waits to receive his shares from the corresponding instance
of Favss later. For more details, please refer to Fig. 38.

—‘ Protocol TIacss

Parameter. Let NV be the number of dealer’s inputs, m be the vector length used in each instance of Fayss,
(a0, ..., an) be distinct field elements in F.
1. The dealer D receives degree-t polynomials ¢1(-),...,gn(:) from the environment. D randomly sample m
degree-t polynomials g—m+1(-), -+, qo(")-
2. For i € [n] and k € [-m + 1, N], D randomly samples degree-t polynomials q (£) ( ) such that
q,f)(ao) = qx(a;). Then for all ¢ € [n], D sends request (D, AVSS, N + m, m, {q m+1( x),- - ,qg\})( )}) to
Favss;. Denote (qéz)ﬂ»m“(:v), .. .,qélﬂ( )) as qé (z) for each £ € [0, N/m].
3. Each party does the following things:
(1). Upon receiving success from }'A\Z,)SS for all ¢ € [n], send request (Request, Coin) to Fcoin. Upon receiving r
from Feoin, set ¥ = (r°,...,r¥/™) and send request (Request, r, P;) to f,g\i/)ss for all ¢ € [n] and P; € P.
Denote >, /m rt q} () as q,(f)( ).
(2). For i € [n], receive q\” (z) from ‘FAVSS and compute g¢”(ao). Then check whether {qﬁi)(ao)}?:l lie on a
valid vector of m degree-t polynomials. If not, he outputs nothing.
(3). Denote the unit vector of length N/m + 1, with the £ value being 1 as e,. Send (Request, e;, P;) to
each ]-',5\755 for all 5 € [n],£ € [0, N/m)].
4. When P; receives {qé”(m)}f,\]:/gl from J—",g\i,)ss, he outputs {g” (a0)} 2/ ™.

Figure 38: The protocol of the Ilacss with the guarantee of termination

Lemma 8. The protocol liacss in Fig. 38 t-securely realizes Facss in the (Favss, Fcoin)-hybrid model with
statistical security and guarantee of termination.

When instantiating Favss by (I1avss-share; Ilavss-rec) in section E.1, we obtain Theorem 6.
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Theorem 6. Let r denote the security parameter. For a finite field F of size 2905 there exists a fully
malicious information-theoretic ACSS protocol against t < n/3 corrupted parties that shares N degree-t
Shamir sharings over F with communication of O(Nn?k+n'3k?) bits, statistical error O((Nn? +n'®k?)/2r)
and guarantee of termination. The round complexity is O(1) rounds via P2P channels plus O(1) rounds of
invocations to ACast.

F The Asynchronous MPC Protocol

F.1 Functionality Faupc

The ideal functionality Fampc (see Fig. 39) from [CP23, Cohl6] is as follows. Without loss of generality,
assume that all parties receive the same function output from Fampc.

—[ Functionality ]:AMPC}

Fampc proceeds as follows, running with parties P = {P,..., P,} and an adversary S and parameterized by
an n-party function f: ({0,1}* U {L})™ — {0,1}* U {L}. For each party P;, initialize an input value
z =1 and output value y(“ =1.
° Up?t)l receiving an input v from P; € P, if CoreSet has not been recorded yet or if P; € CoreSet, set
' =w.
e Upon receiving an input CoreSet from S, verify that CoreSet is a subset of P of size at least n — t, else
ignore the message. If CoreSet has not been recorded yet, then record CoreSet and for every
P; ¢ CoreSet, set 2@ = 0.
e If the CoreSet has been recorded and the value (¥ has been set to a value different from L for every
P; € CoreSet, then compute y = f(m(l), e x(")) and generate a request-based delayed output y* =y
for every P; € P.

Figure 39: Ideal functionality for asynchronous secure multiparty computation

F.2 Overview of the Construction of IIaypc

We recall the framework of constructing Ilampc in [CP17] here.
Let C be an arithmetic circuit over F with depth D and |C| multiplication gates. The high-level idea of
the construction is as follows:

e Step 1: Preparing the Beaver Triples. Each party generates O(|C|) completely ¢-shared random
multiplication triples ([alt, [b]:, [¢]¢), where ¢ = a - b. For this, each party invokes Facss to share O(|C)
degree-t Shamir secret sharings. Since corrupted parties may provide invalid (¢ # a-b) triples, all parties
apply a polynomial verification process to check each party’s triples. Due to the asynchronous network,
the invocations of Facss by corrupted parties may never terminate. Therefore, all parties execute an
ACS protocol to agree on a common subset of n — t parties whose triples are correctly ¢-shared and
valid. To prevent corrupted parties from providing valid but non-random triples, all parties apply a
triple extraction procedure to output |C| completely ¢-shared, truly random, and private triples. Each
Beaver triple is used for the computation of one multiplication gate.

e Step 2: Input Sharing. Each party chooses degree-t polynomials to share his input () and invokes
Facss to share his input. Since the corrupted parties may never share their inputs, all parties run an
ACS protocol to agree on a common subset CoreSet of n — ¢ parties whose input is complete ¢-shared.
All parties will use these n—t parties’ shares of inputs for the following computation and the remaining
t parties’ inputs will be set as 0.

e Step 3: Circuit Evaluation. When each party receives verified Beaver Triples in Step 1 and all
shares from each one in CoreSet in Step 2, he starts to evaluate each gate in the circuit as follows,
depending on the type of the gate. Let the inputs for each gate be x and y, and the output be z.

58



— Linear Gate: Each party gets his share of z by locally applying the linear function on his shares
of z and y.

— Multiplication Gate: All parties use a Beaver triple (a,b,c) to compute their shares of the
output. At a high level, each party computes his share of [x — a]; and [y — b]; and sends them
to all parties. Then, each party uses OEC to reconstruct z — a and y — b. Finally, each party
computes his share of [z]; = (x —a)(y — b) + (x — a)[b]+ + (y — b)[a]t + [c]¢. The above procedures
require each party to reconstruct the degree-t Shamir secret sharings. Considering the efficiency of
reconstruction of degree-t Shamir secret sharings, a batch of ¢ + 1 reconstruction can be executed
in parallel.

— Output Gate: All parties invoke Fprivrec With his ¢-shares of the output gate for every P; € P
to help P; reconstruct his output y.

e Step 4: Termination Phase. All parties do the following things:

1. If a circuit-output y is computed, send y to all parties.
2. If y is received from at least t 4+ 1 parties, send y to all parties.

3. If y is received from at least n — t parties, accept y and terminate.

The communication cost is summarized as follows: In Step 1, we invoke Facss n times to share O(|C|-n)
degree-t Shamir secret sharings in total and broadcast O(n?) field elements. The triple extraction procedure
requires O(|C| - n?k) bits. In Step 2, we invoke Facss n times. In Step 3, the linear gates are free.
We pack every t + 1 multiplication gate in one layer, which requires communication of O(n?k) bits, and
computing the whole multiplication gates requires communication O(|C| - nx + D - n?k) bits. The output
gates require n invocations of Fprivrec. The main communication apart from the invocations of Facss comes
from the invocations of triple extraction, broadcast field elements, and the circuit evaluation, which requires
communication of O(|C| - n%k + n°k) bits.

Therefore, when replacing Facss with our construction of Ilacss to realize Fampc, which requires com-
munication of O(|C|-n?k +n'3k?) bits to share O(|C|-n) degree-t Shamir secret sharings in total, the whole
communication cost of Ilampc is O(|C| - n?k + n'3x2) bits.

59



	Introduction
	Asynchronous Complete Secret Sharing
	Contributions
	Related Works

	Technical Overview
	Overview of Previous Approaches
	Our Solution to Achieve Linear Communication
	Preparing Authentication Tags
	Brief Outline of Our ACSS Protocol

	Preliminaries
	The Security Model
	Agreement Primitives
	Secret Sharing
	Sub-protocols

	The Asynchronous Packed Information-Checking Protocol (APICP)
	Our Instantiation of APICP

	The Asynchronous Secret Sharing Protocol (ACSS)
	Our Instantiation of ACSS

	Additional Definitions of the Agreement Primitives
	Constructions and Security Proofs for Sub-protocols
	Construction of privRec
	Construction of RandShare
	Construction of RandShare0

	Security Proof of The Asynchronous Packed Information-Checking Protocol
	Proof of the Main Theorem about Our ACSS Protocol
	Construction of ACSS
	Proof of Lemma 2
	Analysis of the Communication Complexity and Statistical Error

	ACSS Protocol with Guarantee of Termination
	Construction of Asynchronous Verifiable Secret Sharing
	Construction of Asynchronous Complete Secret Sharing with Guarantee of Termination

	The Asynchronous MPC Protocol
	Functionality FAMPC
	Overview of the Construction of AMPC


