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Abstract. This paper introduces a heuristic ideal obfuscation scheme
grounded in the lattice problems, which differs from that proposed by
Jain, Lin, and Luo ([JLLW23], CRYPTO 2023). The approach in this
paper follows a methodology akin to that of Brakerski, Dottling, Garg,
and Malavolta ([BDGM20], EUROCRYPT 2020) for building indistin-
guishable obfuscation (i0). The proposal is achieved by leveraging a
variant of learning with rounding (LWR) to build linearly homomorphic
encryption (LHE) and employing Evasive LWR to construct multilinear
maps. Initially, we reprove the hardness of LWR using the prime number
theorem and the fixed-point theorem, showing that the statistical dis-
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tance between | As|, and |u], does not exceed exp (—
the security parameter ¢ > 2"p. Additionally, we provide definitions
for Fvasive LWR and composite homomorphic pseudorandom function
(cHPRF), and based on these, we construct multilinear maps, thereby

establishing the ideal obfuscation scheme proposed in this paper.

Keywords: Multilinear maps - Evasive LWR - Lattice problem reduc-
tion - Ideal obfuscation - Split FHE

1 Introduction

In 2000, Hada[HadO00] first introduced the definition of virtual black box (VBB)
obfuscation, which is essential for embedding a circuit C' into an opaque black
box that cannot be opened. By inputting x into one end of the black box, the
other end automatically outputs C'(z). Since the entire circuit is hidden inside the
black box, no specific information about the construction of C can be obtained.
The only action we can take is to provide input and observe the output on the
other side.

VBB functions like a virtualized black box, where a circuit C' obfuscated
by VBB prevents us from obtaining any information related to its construction
through the obfuscated output. The only action possible is to provide input
x and compute C(z)[Yue20]. Unfortunately, Barak et al.[BGIT01] have proven
that virtual black box obfuscation does not exist.



2 7. Shan et al.

In 2001, Barak et al. proved the nonexistence of virtual black box obfuscation
and they also presented a new definition for obfuscation: to obfuscate two circuits
C1 and Cs such that the obfuscated circuits have the same functionality and an
adversary cannot distinguish between the two circuits. This is well known as
indistinguishable obfuscation.

In 2013, Garg et al. introduced indistinguishable obfuscation based on multi-
linear maps [GGHT13b] and applied it to functional encryption. It is noteworthy
that multilinear maps were also proposed by Garg et al. [GGH13a]. Subsequent-
ly, significant work using program obfuscation( e.g., [BZ17, GGHR14,SW21]) has
shown that most interesting cryptographic applications can be realized using iO
(and one-way functions).

Due to its importance, many scholars have begun to focus on research-
ing how to construct indistinguishable obfuscation. One construction method
is based on new multilinear maps, which extends its applicability to a wider
range [GGH13a,CLT13,GGH15]. However, in 2016, Hu and Jia [HJ16] broke the
indistinguishable obfuscation based on multilinear maps proposed by Garg et
al. [GGH13a]. In the same year, Miles, Sahai, and Zhandry [MSZ16] partially
broke another indistinguishable obfuscation scheme by Garg et al. [GGHT13b].
Since 2015, the field of obfuscation with multilinear pairings has entered a cycle
where proposed schemes are quickly broken, leading to improvements based on
the attacks, only to be broken again shortly thereafter.

Recently, Bitansky and Vaikuntanathan [BV18] and Ananth and Jain [AJ15]
have independently proven through different methods that when Functional En-
cryption with compact ciphertexts (Compact FE) exists, then indistinguishable
obfuscation can be achieved. Based on these results, the current construction
methods for indistinguishable obfuscation mainly fall into two categories, name-

ly:

1. The first approach is to restrict the depth of multilinear maps to achieve
indistinguishable obfuscation. For example, in 2016, Lin restricted the depth
to 5 layers [Linl17], and later with Tessaro restricted it to 3 layers [LT17]. In
2020, Jain, Lin, and Sahai [JLS21] successfully constructed indistinguishable
obfuscation based on bilinear pairings, learning with error (LWE), learn-
ing parity with noise (LPN) [YZ21], and boolean pseudo-random generator
(SPFG).

2. The second approach is to achieve indistinguishable obfuscation through s-
plitting fully homomorphic encryption. For example, Brakerski, Dottling,
Garg, and Malavolta [BDGM22,BDGM20] combined fully homomorphic en-
cryption (FHE) with LHE (Damgard-Jurik). By cleverly leveraging circular-
security assumptions, they enable ciphertexts to circulate between the two
encryption systems, ultimately constructing indistinguishable obfuscation.

In 2023, Jain, Lin, and Luo introduced a new concept called ideal obfusca-
tion [JLLW23]. This concept is a refinement of Jain’s work on indistinguishable
obfuscation. We wonder:

Can we use sSFHE to construct ideal obfuscation under
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the pseudorandom oracle model?

To “receive” outputs of the pseudorandom oracle model, we present a variant
of LWR and reconstruct LHE. Additionally, to overcome the challenge of bit-by-
bit encryption in LWE, we present the definition of Fvasive LWR and composite
homomorphic pseudorandom functions. We construct new multilinear maps and
devise fully homomorphic schemes based on these multilinear maps. Then an
ideal obfuscation is achieved.

1.1 Owur work

New LWR reduction The LWR problem is a variant of the LWE problem
[Reg04], while being reduced to the shortest vector problem (SVP) and closest
vector problem (CVP). In 2012, Banerjee, Peikert, and Rosen first proposed
this problem, which is primarily used to construct pseudorandom functions and
deterministic encryption [XXZ12]. In 2013, Alwen and others used information
entropy theory to reduce the learning with rounding problem to the learning
with errors problem, indirectly leading to a reduction to the SVP and CVP in
lattices, and requires ¢ > 52"p.

In 2024, Dr. Chen [Che24] published an article on quantum algorithms for
LWE, although there are some issues with the proof process, but this also serves
as a warning that not all lattice problems can be reduced to LWE. Therefore,
this paper redefines the LWR problem without using any intermediate problems
as reduction bridges. Instead, it calculates the maximum statistical distance
between |As|, and |u], in Appendix.

Define S, as the probability set for any ¢ € Z,, undoubtedly, Pr(:) = %, for
all i € Z,. Sy[i] = Pr(i). Now, calculate the value when Pr(i) € S, := S, X S,
Since Pr(7) is related to the prime factorization of 4, the value of Pr(4) is given
based on the prime number theorem and the theory of prime factorization. Define
its maximum value as Pr(2(), with the corresponding element 2 € Z,. At this
point, we are calculating the probability of a151 = by — Z,, then we calculate
Pr(i) € (Eq +§q), which is the probability of a1s1 + asss = by — Zg4, and so on.
We find that this relationship is consistent with the relationship i,11 = 15, in,

where
(1) (a) ~--i£12)

in’  in
S S R Q)

.= . . .1
{0 =D L)

i) = Pr(j). So the idea arose whether we could leverage the theory of fixed

points to prove the convergence of this sequence, and perhaps even establish the

hardness of LWR? Indeed, it is affirmative, because T}, satisfies the conditions of

the fixed-point theorem, namely, 7  is a k-contraction operator, and it converges
1

to vg := (—=,...,—). However, it is worth noting that T;, has more than one
q q

——
q
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fixed point. So why does it only converge to v,? This is because the other fixed
points take the form i®) = 1, i) = 0, where | # k, k € Z4. However, the
previous analysis on probabilities indicates that zgf ) € (0,1). Therefore, it will
only converge to v,. Furthermore, we can obtain

lintr = inll < Kllin = in-1ll < - < K" liz — i .
Therefore, as long as "~ ! meets the requirement, the reduction of LWR is
completed. Based on the LWR, we provide a variant of the indistinguishability
theorem, as follows:

Theorem (Informal). Let ¢ > 2"p be prime numbers, A € Z7*", s € 7%,
u € Zy'. If it is difficult to distinguish between (A, |As],) and (A, |u],), then
for a,b €r Zy (orb€r Ly, a €r Ly*"), we have

(©4(A,a), L)) ~e (@4(A, ), [4(A4,ab) - 5], ).

Building on the work of Brakerski et.al.[ BDGM22,BDGM20], heuristic no-
tion of ideal obfuscation is provided. Leveraging the variant problem (LWR.DV),
we construct a linear homomorphic scheme. This LWR.DV-based linear homo-
morphic scheme theoretically possesses properties resistant to quantum attacks.

Evasive LWR and multilinear maps In 2015, Gentry, Gorbunov, and Halevi
presented lattice-based Multilinear Maps [GGH15], defined as

A, S1A1+ By, Sk A+ By — [[ SA+ Emod q.

i=1

Most notably, none of the current indistinguishability obfuscation candi-
dates from GGH15 have any formal security guarantees against zeroizing attacks
[BGMZ18].

To resist zeroizing attacks, in 2022, Wee introduced the definition of Evasive
LWE [Wee22| and proposed new multilinear maps [VWW22], defined as

A, (uMy ® S1)Ar + By, . A (M ® Sk) Ak + Ex))

R ((HM> . (HS)) At Bmodg

Inspired by this, we attempt to construct a new GGH15 multilinear maps
based on Evasive LWR. Here’s our first attempt.
First attempt

KeyGen(n,m,q). Generate necessary parameters.
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Eval(M = (My, ..., M), (u,{R;}_,)). e Set S; as

g _ u(M; ® Ry), when ¢ =1,
v M; ® Ri, when ¢ > 1.

e Output encrypted result

14
i=1"

{{uw(My ® R) A}, { | A (M; © Ri) A }

Remark 1. M;® R; is not a random matrix, hence it does not satisfy the Evasive
LWR assumption.

Second attempt

KeyGen(n,m,q). Generate necessary parameters.
Eval(M = (My,..., M), (u, {R;}{_,)). e Set S; as

g _ u(My © Ry), when i =1,
v M; ® Ri, when ¢ > 1.

e Qutput encrypted result
¢
{[u(My ® R) A1 ]}, { LA (M; © Ri) A},

Remark 2. Although M; ® R; meets the randomness requirement, its computa-
tional cost is slightly high. Therefore, considering increasing the randomness of
M; to reduce computational expenses. And we don’t get

A, ({[u(M; © R) AL}, { AL (M 0 R ALY )

|t o (12 o]
Third Attempt

We refer to the following scheme as cHPRF.

KeyGen(n,m,q). Generate necessary parameters.
PRF.Enc({M;}{_,,u, key,n,m,q).

Ci = PRE({M;},_;, key).
Eval(C = (Cq,...,C¢)). e Set S; as

g _ u(Ch), when i = 1,
"7 1C;, wheni> 1.

e Output encrypted result

{Lu(C) A} { LA (ALY,

Remark 3. Using a pseudorandom function improves the randomness of M; while
also reducing computational overhead.
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Conceptual Ideal Obfuscation Scheme Next, present a conceptual split
FHE scheme (ideal obfuscation scheme), which is based on three main tech-
niques: (i) Using multilinear maps to construct FHE scheme, (ii) short decryp-
tion gadgets for linear homomorphic encryption schemes (such as the scheme in
this paper, based on the LWR.DV problem), and (iii) encrypted hash functions
(used for a part of the linear homomorphic encryption scheme). The security of
this scheme can be based on a new conjecture regarding the interaction of these
primitives, which we believe is a natural strengthening of circular security.

We aim to instantiate the underlying primitives randomly rather than non-
randomly, as non-random instantiations of primitives are insecure, and thus
would lead to an insecure split FHE scheme. For randomly instantiated primi-
tives, we can speculate about their security.

Security Proof. In order to prove the security of our scheme, demon-
strate the existence of an oracle that interacts securely between the underly-
ing primitives and a randomly instantiated scheme. This oracle is defined as
)(x): given a string « € {0,1}* and a ciphertext taken from the cipher-

O(ﬁﬂ@;tz;d ) i
text space of the linear homomorphic scheme,

c+C,

it then calculates .

¢ EV&l(pk‘, - LDEC(a C)/(ﬂ : qa 8)7
and returns (¢, ¢). In this paper, we use this oracle for the security proof of the
scheme.

Theorem (Informal). Assuming the sub-exponential hardness of the LWR
problem and the Evasive LWR problem, there exists a sub-exponentially secure
split fully homomorphic encryption scheme. Consequently, there exists an ideal
obfuscation that can be applied to any circuit.

1.2 Technical Overview

Next, provide a generalized description of the method for constructing split FHE,
and readers can refer to relevant literature [BDGM22,BDGM20,BDGM19] for a
more detailed description.

Split FHE In 2019, Brakerski et al. [BDGM19] introduced the concept of a split
FHE scheme. Asymptotically, they aimed to design an efficient FHE scheme by
eliminating linear noise in previous Evasive LWR-based FHE schemes. More
specifically, given an FHE ciphertext ¢ and an Evasive LWR key (s1,...,85,), we
can denote the decryption operator as a linear function L.(-), that is

Lo(s1,...,8,) =ECC(m) +e.

Here, e is a noise term bounded by B, and ECC is the encoding operator for
the text. Then, this paper introduces the construction of a linear homomorphic
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scheme using LWR.DV, and encrypts the key (s1, .. ., 8, ) with this homomorphic
encryption scheme, allowing the compression of FHE ciphertexts through the
computation of L.(-). The public key of this scheme is (r €g {0,1}", ®4(A4,1)),
and it computes the encryption of a message m as

c= |_®q(A» lu)(m + k)er

Here, v = H(r), where H : {0,1}" — Z, and k €g {0, ¢+ 1}. Furthermore, this
scheme possesses an additional property, which refer to as split decryption. If
the decryption algorithm can be divided into a private subroutine and a public
subroutine, then the scheme has split decryption:

— The private process takes a ciphertext ¢ and key (©4(4,lu), Tsx) as input,
outputs m = LWRInvert(T, ©q¢(A,lu), c). For each component m; of m,

0, if m; € {0,1},
c=mg, ifm e {(0+1),...,n(l+1)},
c=m; — 1, if i ¢ {0,1,(0+1),...,n(l+1)}.

S

T[N T[N

It returns the decryption primer p = (sk, k= (l%i)ie{l,__.7g}>.
— The public process takes the ciphertext ¢ and decryption primer p as inputs,
outputs m = LWRInvert(Tsx, ©4(A4, lu), ¢), decrypts m’ = m — k.

In summary, m can be fully recovered by passing a fixed-size decryption
primer, especially independent of the norm of m. As we will discuss later, this
property will be the main feature in constructing universal obfuscation.

FHE scheme and sFHE scheme based on multilinear maps Because
Evasive LWR itself possesses certain homomorphic properties, namely

LA (CN AL, + [AZL(CO A = (AL (C + 6P A,

and
_ q, _
LA (Co) Al - ];I_Ai HOi) At ]p = A (CiCi) Aita ]
Thus, it is possible to obtain C’i(l) —i—Ci(z) and C;C;41 using LWR gates. However,
to obtain the corresponding Mi(l) + Mi(z) and M;M; 1, the PRF.Enc function
must also possess homomorphic and decryptable properties, which is not a fea-
ture of ordinary pseudorandom functions.

The Security of Split FHE We now discuss the security of the split FHE
scheme. Our primary concern is ensuring that the decryption primer does not
carry any information about the plaintext; otherwise, the simplicity of the split
encryption process and straightforward output of keys in every scheme would
be moot. We propose a more profound indistinguishability definition, meaning
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that for all plaintext pairs (mg, m1) and any set of circuits (C1,...,C3s), we have
Ci(mg) = Ci(mq). Even if an adversary knows the decryption primer p;, they
cannot distinguish between the encryptions of (mg, m1) as (¢g, ¢1). The condition
C;(mp) = C;(mq) eliminates some other attacks, where the adversary only needs
to check the obfuscator’s output. Here, 8 = 5(A) is a priori bounded polynomial
of a security parameter.

Theorem (Informal). Assuming the sub-erponential hardness of the LWR
problem and the Evasive LWR problem hold, there exists a split FHE scheme
secure under the O-hybrid security model.

From Split FHE Scheme to Ideal Obfuscation Utilize the split FHE
scheme presented in this paper and PrO Model [JLLW23] to construct ide-
al obfuscation. Building on the work of Lin et al. [Linl7], we achieve an ob-
fuscated circuit C' with input domain {0,1}”7 whose length does not exceed
poly(A, |C])-2n-(1—¢), where € > 0. This implies that split FHE signifies the ex-
istence of an obfuscator with non-trivial efficiency (for circuits with polynomial-
size input domains).

2 Preliminary

We define a function negl(-), which is an infinitesimal of any polynomial function
poly, and we refer to it as “negligible”. Given a set S, s €g S means randomly
selecting an element s from the set S. When an algorithm can be computed
within a polynomial function poly, we say that this algorithm is “computable in
polynomial time”.

Lemma 1 ([AJLA'12], Smudging). Let By = By(n), By = Ba(n) be positive
integers, and e € [Bi]. Let ea €g [Ba]. If B1/Ba = negl(n), then the distribution
of eo is computationally indistinguishable from the distribution of e + eq.

Definition 1 ([GSM18], page 32, Section 4.1.6). We say that e(n) is neg-
ligible associated with n if e(n) can be expressed as

“(n) = Gy

and the notation O(n) represents a quantity that grows at most as fast as n
approaches infinity.

2.1 LWR Trapdoor Algorithm

This is the LWR trapdoor algorithm in[AKPW13],

GenTrap(n,m,q): A method that outputs A € Zj*™ and a trapdoor T' in
polynomial time, where the input to this algorithm is an integer n, ¢, and a
sufficiently large integer m. The matrix A is uniformly distributed in Zj**".
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Invert(T, A,c): A method that outputs s € Zy from ¢ = As +e € Z;" in
polynomial time, with ||e]|2 < 7. The input to this algorithm is the output
A and trapdoor T from the GenTrap(n,m,q) algorithm.

LWRInvert(T, A, c): A method that outputs s € Z7 from ¢ = | As|, € Z;" in
polynomial time. The input to this algorithm is the output A and trapdoor
T from the GenTrap(n,m, q) algorithm.

Lemma 2 (Existence Lemma of LWR Trapdoor Algorithm, [AKPW13]).
The LWR trapdoor algorithm definitely exists, that is, for integers n, q, sufficient-
ly large integer m > O(nlogq), and sufficiently large integer p > O(y/nlogq),
there exist algorithms GenTrap(n,m,q) and LWRInvert(T, A, c) that output
results in polynomial time.

2.2 Variants of LWR and Their Applications

Lemma 3. If a €r Zgy, then for r €r Z,, a” mod q is indistinguishable from
U ER Zq.

Proof. According to Lemma 6, it is easy to prove.

Lemma 4. If A €g Z7*", then ©4(A,r) €r Z7*". Where the operation
Oq(A,r) is defined as follows:

A (aij € A, aj; cAie{l,...,m}je {1,...,n}> mod q, forr € Zg,
GQ(Avr): ~

A (aij GA,a:;j G/Lie{1,...,m},j€{1,...,n}) mod gq, for v € Zy*".

Proof. From Lemma 3, if a;; €r Z,, then aj; mod ¢ €r Z, (or a;’ij

Zq). Therefore, ©4(A,r) €g Zy™™.

mod q €gr

Lemma 5. If (A4, |As],) and (A, |u]p) are indistinguishable, then for r € Zy
(orr € ZT"), (Og(A,1), [©g(A,7)-5]p) and (Oq(A, 1), |ulp) are also indistin-
guishable.

Proof. According to the form of LWR, when A € Zj**", we have A= Oq(4,r) €
Zq*". Therefore, (A, |As|,) and (4, |u],) still maintain indistinguishability.

Corollary 1. If there exists an algorithm O to solve the LWR problem, then
there also exists an algorithm O’ to solve the Variant LWR problem, and vice
versa.

Proof. According to Lemma 4, the sufficiency of the proposition is established.
Now, to prove the necessity, since f is a bijection, there exists f~' such that
f~t f = f-f~! = Id. It can be easily shown that f~! is also a bijection. Hence,
when ©4(A,r) €g Zy**™, it implies A €r Z;**", thus the necessity is proved.
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Lemma 6. If (A, |As],) is indistinguishable from (A, |u],), then for randomly
chosen b €g Zy, and a €g Zy"", we have

(94(A.0), [ul,) = (@4(A,a), [0g(A,ab) -5],)

Proof.
(@a(4,0), [u),) = (©q(4,ab), [ul,)

~e (©q(4,ab), [©4(A,ab) - 5],)
~e (©4(4,0), [04(A, ab) -5, ) .

Corollary 2. If (A, |As|,) is indistinguishable from (A, |ulp), s € Z5, then for
randomly chosen b €gr Z,, and a €r ZZ”", we have

(©4(A,a), L)) %o (@4(A, a), [04(A,ab) - 5], ).

Proof. Let gq’g =8y x 83, and for all i € Zy, we have

Pr(i) :== CNy (i) = Z 2

2 2"
1 PB1,P2€8,.3 1
Similarly, we can prove that
1 CN, (A
= <prp) < T
q q

thus, by utilizing fixed-point theory and Lemma 6, we obtain the conclusion.

2.3 N-Graded Encoding System and composite homomorphic
pseudorandom function

Definition 2 (X-GES, [GGH13a)). Let X € N7 be a 7 > 0 dimensional nat-
ural number vector. An R-GES consists of a ring R and a set S = {Sl(,a) C

{0,1}* : @ € R,v < N} (each element of this set S s also a set, represent-
ing the set of all order-v encodings for the ring element «) with the following
properties:

1. For all v, the sets {575&) ta € R} are disjoint, thus S, =, S5

2. There exist a binary operator '+’ and a unary operator -’, such that for all
ap, ap €E R, v <N uy € Sq(,al), and uy € Sf,aQ)
hold:

, the following operations

up + ug € S,SalJra?), and —uj € Sl(f("l).

Here, ay + aa and —ay denote addition and negation in the ring R.
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3. There exists a binary operator ’x’°, such that for any a1, as € R, v1+ve < N,
uy € Sq(,(fl), and ug € Sq(,;m), the following operation holds:

S(al-az)

up X ug € vitvs

Here, o - ag represents multiplication in the ring R, and v + ve represents
addition in IN7.

Definition 3. Define homomorphic pseudorandom functions Fy and Fy such
that:

1. Fi(xz,key) — Cy, F1(0,key) — 0, Fi(x1,key) + Fi(xa, key) = Fi(x +
xa, key), and Fy(x1, key)F1(xe, key) = Fi(xz124, key).
2. F5(C = (Ch,...,Cp), key) = Fo(F1(Ch, key), ..., F1(Ce, key)) — vy, where £
can be any value less than X, and Fy satisfies:
- F2(017 k@y) -+ FQ(CQ, key) = FQ(Cl + 027 key),
— F5(0,key) = 0.

2.4 Homomorphic Encryption and Ideal Obfuscation
Homomorphic encryption is defined as follows:

Definition 4 ([Gen09a]). A homomorphic encryption scheme consists of the
following components:

— KeyGen(n): Given a security parameter n, the key generation part returns
a key pair (sk,pk).

— Enc(pk, m): Given the public key pk and the plaintext message m, the
encryption part returns the encrypted ciphertext c.

— Eval(pk, C, (c1,...,¢0)): Given the public key pk, a circuit C of depth
¢, and a vector of ciphertexts (c1,...,¢), the homomorphic operation part
returns the ciphertext after homomorphic computation.

— Dec(sk, ¢): Given the private key sk and the ciphertezt ¢, the decryption
part returns the decrypted plaintert message m.

Definition 5 (Correctness). Let n € N, and C be a circuit of depth (. For an
encryption scheme (KeyGen, Enc, Eval, Dec) with inputs (my,...,my), key pair
(pk, sk) generated by KeyGen(n), and ciphertexts ¢; generated by Enc(pk,m;)
according to the scheme, we have

Pr[Dec(sk, Eval(pk, C, (c1,...,¢¢))) = Cler, ..., e0)] = 1.

Refer to such an encryption scheme as a homomorphic encryption scheme. We
desire that the length of ciphertexts in the scheme does not increase due to the
depth € of circuit C, a property referred to as “compactness” (distinct from the
concept of “compactness” in functional analysis).
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Definition 6 (Compactness). Let n € N, C be a circuit of depth £, and
poly(-) be a polynomial function. For a homomorphic encryption scheme (KeyGen,
Enc, Eval, Dec) with inputs (mz, ..., mye), key pair (pk, sk) generated by KeyGen(n),
and ciphertexts ¢; generated by Enc(pk,m;), if

|Eval(pk, C, (c1,...,¢ce))| = poly(n) - |C(ma, ..., me)l,

then one called the homomorphic encryption scheme compact. Define a weak
security notion (implied by standard semantic security [38]) for convenience.

Definition 7 (Semantic Security). Let n € N, C be a circuit of depth ¢,
and negl(-) be a negligible function. For a homomorphic encryption scheme
(KeyGen, Enc, Eval, Dec) with inputs (mo,m1), key pair (pk,sk) generated by
KeyGen(n), ciphertexts ¢; generated by Enc(pk,m;), and all polynomial-time
distinguishers D, if

| Pr[1 = D(pk, Enc(pk, mg))] — Pr[l = D(pk, Enc(pk, m1))]| = negl(n),
then one called the homomorphic encryption scheme semantically secure.

Definition 8 (e-Indistinguishability). Consider two distributions X = {X»}ren
and Y = { }ren, and € : N — [0,1]. If for every sufficiently large X € N, it
holds that
Pr [A(1%,2) =1] = Pr [A(1My) = 1] <e(N),

X\ y<—y>\
one said that the two distributions X and Y are indistinguishable. Here, A is a
probabilistic polynomial-time adversary. Specifically, when €(\) = negl(\), one
called X and Y indistinguishable with respect to €; when e(\) = 272 one called
X and Y sub-exponentially indistinguishable.

Definition 9 (Circuit Obfuscation). A circuit obfuscation scheme under the
ideal model with an oracle O is said to be efficient Obfo()\,C’) if, for a given
input circuit C, it outputs an obfuscated circuit C*. The scheme is required to
be correct, meaning that for all X € N, where the circuit C : {0,1}P — {0,1}*
and input x € {0,1}, the following relation holds:

Pr[C* + Obf(\,C) : C° = C(x)] = 1.

Definition 10 (Ideal Obfuscation). A circuit obfuscation scheme ObfC (X, C)
is said to be ideal if there exists an efficient simulator S = (S1,S2,S3) such that
for all adversaries A = (A1, A2), the adversary’s advantage is negligible, i.e.,

C <+ AP (\)

N C AT'(N)
C* « Obf9 (), 0)

~ . SSC N. =
C* «+ SY(\,D,S) A (OF) =1

L AQ(C*) = 1] —Pr[

Here, D = |x| is the length of the input circuit C, and S = |C| is the size of the
circuit C.
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3 Evasive LWR and Multilinear Mapping

3.1 Evasive LWR

Definition 11 (Solution Evasive LWR). For A;,S; € Z3*", i = 1,...,4,
where A;l denotes the inverse of matriz A; for i = 2,...,(, and u € Zy, the
Solution Evasive LWR problem refers to finding S;, i = 1,...,¢, from (|uS141],,
[AT 82 As |, - AT SeAe]p).-

Theorem 1. For A;,S; € Zy™",i=1,...,L, where A;l denotes the inverse of

matriz A; fori=2,...,¢, and u € Zy, we have
(A | A AT SiA | Ymo) e (AN oy L o, (L Ui Jp}e),

as well as

0 Y
Ax, \‘U (H Sl) AlJ ~co | A, \‘Ul HUzJ
i=1 » i=1 »

Proof. First, let
nlogy,nlnp

V5

On one hand, according to Theorem 7 in Appendix, it is known that

Pr([b1]p = [[uS1 A1 |lp) — Pr([fag |,)] < 2 =00 4 =200,

O(n) =

and

| Pr(|Bilp = [| A1 5i4: ||p) = Pr(LUs Jp)| <2 e 9 472900,

thus we can obtain
({A¥oy, [wSiAy [|p {1 A7 Sids | }zo)
~o ({Adiz Lun Ip, {I| A SiAi || }izs)

~C ({Ai}fzh |_ U J;D’ |_ Us JZN {|_ A;—llslAl Jp}fzs)

~o (At [ Ip, {L Ui ptiza)-

On the other hand, using the same principle, it can be derived that

(b)) ()

e (£,20).

< él . 670(7”,
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Definition 12 (Evasive LWR Decision). For A;,S; € Zy*", i = 1,...,4,
where A;l denotes the inverse of matriz A; for i = 2,....4, and u € Zy,
the Evasive LWR decision problem refers to distinguishing, in polynomial time,
between the distributions

(I_bl = US1A1JP, |_B2 = A;152A2Jp’ ceey I_Bg = Ae_legAng)

and
(LulJpv LUQJI)’ R LUEJP)a

as well as between the distributions

14 14
Al, \‘u (H St> AlJ and A1, \‘ul H ULJ
i=1 P i=1 P

3.2 Evasive LWR-base Multilinear Mapping

Algorithm 1 Composite homomorphic pseudorandom function

PRF.KeyGen(n,m,q). Generate necessary parameters.
PRF.Enc({M;}{_1, key,n,m, q).

C; = PRF({M;}_1, key).
PRF.Eval(C = (C1,...,Ct)). e Set S; as

g_ _ u(C’l), if i = 1,
TG if ¢ > 1.

e Output encrypted result

{[w(C) AL}, {ATL LC) AL}, -

Theorem 2. Composite homomorphic pseudorandom function is a type of grad-
ed encoding system.

Proof. A usable asymmetric graded encoding system comprises the following
effective algorithms: Instance Generation, Ring Element Sampling, Encoding,
Addition and Multiplication Encodings, Zero Testing, and Extraction, denoted
as GES = (InstGen, samp, enc, add, neg, mul, isZero, ext).

Instance Generation. Generates keys for ciphertext fully homomorphic
pseudorandom functions, as well as algorithms like Enc and Eval. Security pa-
rameters n, and noise € such that |[e|| < B.

Encoding. For input plaintext to be encrypted {mi}le, £ < N use the fully
homomorphic encryption algorithm Enc(m;, key) to obtain ciphertext {e;}f_,.
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Addition and Multiplication Encodings. According to the definition of
fully homomorphic encryption schemes or ciphertext fully homomorphic pseu-
dorandom functions: ¢, + ¢, = Enc(mg, + mp, key), cq - cp = Enc(mg - my, key),
—cq = Enc(—mg, key).

Furthermore, for {m;}{_,, we have that

N N N
Z ci = Enc(z mg, key) + Z €,
i=1 i=1 i=1

Additionally, we know that

<B.

X
D i
i=1

X R
Hci = Enc(Hmi,kzey) +Z5/|=5] <B.
i=1

i=1

Zero Testing. Since ||Enc(0, key)|| =||Enc(mge—ma, key)|| = || Enc(mg, key)
+ Enc(—mg, key)|| = ||ca — cal| < B, it’s easy to prove that zero testing holds.
Extraction. For N-level encodings ¢, ¢/, we have

llc — || = ||[Enc(m, key) + € — Enc(m, key) — €'|| < B.

4 Linear Homomorphic Encryption Scheme based on
LWR Variant Problems

Scheme 2 LHE Scheme based on LWR Problem

LWR.DV.KeyGen(n,m,q). Choose a random vector r € {0,1}" and ma-
trices A,l €p Zy**". Let u = H(r) € Z,, output sample (©q(A4,lu), Tsx) +
GenTrap(n,m,q), set pk = (r,©4(A4,1)) and sk = (©4(A4, lu), Tsy).

LWR.DV.Enc(pk, s,q,p). Let u = H(r) € Z,. For each element aéj of
©q(4,1), compute (aéj)“ mod g = a%b, thus obtaining ©, (A4, {u). For plain-
text s € {0,1}", choose a random vector k € {0,¢ 4+ 1}", output ¢ =
[©q (A, lu)(s + k)| p-

LWR.DV.Eval(pk,q,p, f,(c1,...,ce¢)). Input ciphertext vector (c1,...,ce)
and linear function g = (ay,...,ar) € {0,1}¥, compute

4

c= E a;c; mod q.
i=1

LWR.DV.PDec(sk, c). For ciphertext c € Zj, output § = LWRInvert(Ts, ©4(4, lu), c),
for each component 3; of 3,

=0, when §; € {0,1},
i, when §; € {({+1),...,n({+ 1)},
Si

—1,when §; ¢ {0,1,(£+1),...,n(£+1)}.

STt
Il

%
%
%

I

Return p = (5167 = (Ei)ie{l,--qf})'
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LWR.DV.Rec(p, c). For ciphertext c € Zj, output § = LWRInvert(Ts, ©4(4, lu),c),
decrypt s’ = § — k.

Simulatable Decryption Hint. For given ciphertext ¢ and plaintext mes-
sage 5 (where ¢ and 5 are unrelated), choose k €r {0,£+1,...,n(f + 1)}",
U €g Z4. Let sk < GenTrap(n,m, q), compute simulated ciphertext ¢ and

& = |(e~ Log(A tm) (s + F)y)

Then output p = (sk, k).

,ie{l,...,n}.

i

5 Splitting Fully Homomorphic Encryption Scheme

This chapter mainly introduces the construction of sFHE under the Random
Oracle Model. Firstly, FHE is constructed based on multilinear maps. Then,
sFHE is constructed by combining the interface oracle and LWR.DV-based LHE.

5.1 Defining a Special Oracle for Constructing Splitting Fully
Homomorphic Schemes

Before presenting the split fully homomorphic scheme, define a special oracle.
The parameters of this oracle are (@,ﬁ, q,q), where the input is a string x €
{0,1}*, and it uniformly outputs encrypted values for LHE and FHE. The oracle
is deterministic and accessible to all parties, so when given the same input x,
the oracle always outputs the same pair of ciphertexts. The formal definition of
this oracle is as follows.

Definition 13 ([BDGM20]). O i iFaq): Given input string x € {0,1}*, out-

puts two ciphertexts that are uniformly distributed:
Enc(pk, s) and Enc(pk, —|s/d| - §)
where s < Zq.

The oracle O(ﬁc,ﬁ,q@)
and the resulting ciphertexts follow a uniform distribution. This is because we
use the decryption and multiplication algorithms DEC&Mult in the FHE scheme
to compute Enc(pk, s — | s/d] - G+ noise), where the noise is the decryption noise
of the FHE scheme. By choosing appropriate parameters ¢, we can achieve

can encrypt the private key of FHE using LHE scheme,

Enc(pk,s — |s/G] - § + noise) = Enc(pk, (s mod §) + noise)
~, Enc(pk, (s mod §)).
Thus, one obtained ciphertexts that are statistically indistinguishable through
the two encryption systems.

Description. Now, provide a formal description of our scheme. We assume
the existence of the following primitives:
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— FHE = (KeyGen = PRF.KeyGen, Enc = PRF.Enc, Eval = PRF.Eval,
Dec = PRF.Dec) with linear decryption-multiplication and noise con-
straint B.

— LHE = (KeyGen, Enc, Eval, PDec, Rec) with small decryption hints and
simulatable decryption hints, then we refer to LHE as linear homomorphic
encryption.

If the underlying FHE scheme is leveled out, then it will result in split FHE.
Conversely, if the FHE scheme supports evaluation of unbounded circuits, then
the resultant split FHE construction will also do so. The formal description of
this scheme is as follows.

Scheme 3 Split Homomorphic Encryption Scheme

KeyGen(n,m, q). Given security parameter n, output sample (sk,pk) <
KeyGen(n). Let Z, be the plaintext space under LHE definition, output
sample (EE,EE) — KeTy@en(n, m,q).

Let sk = (Th,...,T,) € {0,1}™*"™, then return

sk = sk and pk = (];E,sz,El,...,En).

where, for any i € [n], define ¢; < Enc(pk, T}).
Enc(pk, s). Return the ciphertext

c E/)n\c(];%,s)

Eval(pk, f,(c1,...,ce). Given a circuit C of ¢ bits and ciphertexts of length
k bits (c1,...,¢¢)). For any j € [k], C; is the j-th component of circuit C,
calculate N

d; < Eval(pk, Cj, (c1,...,¢0)).

Define the linear function over Z, as

k
g(z1,...,zn) = Z DEC&Mult ((;vl, co ), dj, 2“0g(q~+(k+1)Bﬂ+j) .

Jj=1

Compute d < Eval(pk, g, (¢1,...,¢,)), then query (a,a) + O({)%qu 3 (d)
and define the following linear function
g(x1, .., Tn, Tna1, Tnao) = DEC&Mult((x1, ..., 2n),a,1) + Tpa1 + Tpao.

Return o
¢ + Eval(pk, g, (¢1,...,¢n),d,a).

PDec(sk,c). Given an evaluable ciphertext ¢, return

p < PDec(sk, c).
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Rec(p,c). Given an evaluable ciphertext ¢, return
5 < Rec(p, ¢),

and return the binary representation of § without the [log(q + (k + 1)B)]
least significant bits.

Analysis: During the analysis, set parameters as needed to ensure the scheme
can decrypt correctly. Subsequently, demonstrate that our choices lead to a set of
satisfiable constraints. These constraints satisfy the conditions of the underlying
hard problems, thus the hardness problem assumptions still hold. The following
theorem establishes correctness.

Theorem 3 (Correctness of Split Homomorphic Encryption Scheme).
Let ¢ > 2k + 2Mos(@+(k+DB)] - Agsuming that FHE and LHE are correct, then
Scheme 3 satisfies the correctness of split homomorphism.

Proof. We rewrite

§ = Rec(p, c) = Rec(PDec(sk,c), c),

where ¢ = Eval(pk, g, (¢1,...,¢,),d,a)). By the correctness of the LHE scheme,
we can rewrite d as

d= EV&l(p vga(Ela acn))
- EV&I(FMQ) (EHC(]TIQ Tl)a s 7E7HC(]%’ Tn)))
k
= Enc | pk, Y DEC&Mult ((Tl, T, d 2“°g<q+<k+1>3ﬂ+ﬂ)

Where N
d; = Eval(pk, Cj, (c1,...,¢r))

and ¢; = En\c(];l;, s;). Therefore, by the correctness of the FHE scheme for
decryption-multiplication, we can rewrite as

k
d = Enc | pk, Y DEC&Mult ((Tl, T, dj, 2“°g<5+<’€+1>3ﬂ+j)
j=1
= Enc | pk, Zgﬂog G+ (k+1)B)1+5 | Cj(s1,-+- s0) + Zeﬂ
1
= H/—’

e

Let r < Zq and define the oracle O such that a = Enc(pk,r) and

(k. pk,q,d)

g(x1, ., Tny Tna1, Tnao) = DEC&Mult((x1, ..., xy), a4, 1) + Tpa1 + Tpao-
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Where, a = Eln\c(];%, —|7/d] - §). Then by the correctness of the FHE scheme,
and ¢ = Enc(pk, §), where § is

k
§ = DEC&Mult ((Th,...,Ty),a,1) + Z ollog(d+(k+1)B)1+j . Cis1, - 80) +E+r
j=1
b ~ .
—|r/q| .q+e+22[log(q+(k+1)Bﬂ+J,Cj(shnl (se) L E+T
j=1

E
= Z 2Mog(@+(HDB)I+7 . (), 5¢) + &+ e+rmod §.
Jj=1 7
Note that an upper bound for € + e is (k + 1) - B, and 7 is a small perturbation
due to the modulo ¢. This means that the output of the circuit is encoded as a
high-order bit § with probability 1 when ¢ is sufficiently large.

Theorem 4 (Security of Split Homomorphic Encryption Scheme). Let
q > 2k 4 2Moe@+R+DB) | Assuming that the FHE scheme and the LHE scheme
are secure schemes, then Scheme 3 satisfies the security model O(pAk,pT,q,q) for
split homomorphism.

Proof. Assume (sg, $1,C1,...,Cg) is the adversary’s input chosen at the begin-
ning of the generation of system .

Hybrid Ho: Define the following original system. The challenger generates a
distribution using a random coin toss as follows:

(pk,C = m(ﬁv&;)vpl, .- 'ap,@)'

Where .
pk = (pk7p7k7E7nC(p7k7 Tl)a s aEinc(pika Tn))7

and p; is obtained from PDec(sk, Eval(pk, C;, ¢)).

Hybrids Hi, ..., Hg: Let Eval(pk, C;, c) generate d¥). The ith Hybrids H; is
defined the same as Hybrids H;_, except for the input d¥ and the output a (or
a) such that

¢ = Enc (pk, ECC(Cy(s5)) + é+ e+ — [r/q] - q),

where ECC is the high-order bit encoding defined in the homomorphic en-
cryption part, € + e is the decryption noise after homomorphic computation
(dD, .. d® &), r Zq, pi is the “decryption tweak” obtained using random
coin toss a, which can be used to decrypt the ciphertext c.

Note that the decryption noise € + e can be efficiently calculated using the
FHE scheme key, therefore p; can also be computed in polynomial time. The
ciphertext distributions of Hybrids Hi,...,Hp are consistent, with the only d-
ifference being the specific form of p;. This is because the LHE scheme has
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simulatable decryption tweaks, so the distribution of H; is consistent with the
distribution of H;_1, i.e.,

(pkaEnC(pka S5)7ﬁ1a s 7ﬁi—1api7pi+la B p,@)
= (pka EHC(pk, 55)7515 s aﬁi—la ﬁiapi-ﬁ-lv s 7p5)

Hybrids Hpt1,...,Has: The 4 ith Hybrids and the previous 8 Hybrids are
different mainly in a, i.e.,

¢ = Enc (pk, ECC(Ci(ss)) + é+ e+ |r/qd| - G+7 — |r/d) - q)
= Enc (pk, ECC(Cy(ss)) + €+ e+ 7).

Where, 7 < Zg. Note that the distributions caused by these two Hybrids are
different only when r € R, where R := {g—(¢ mod §), ..., q}. Because §/q < 27,
these two distributions to be statistically close.

Hybrids Hogy1,- .., Hsg: The 25 + ith Hybrids are defined the same as the
previous ones, except for the value of a, i.e.,

¢ = Enc(pk, ECC(Ci(s5)) + §)-

Where the noise € can be neglected in the calculation, therefore it is not reflected
in the above equation. The difference between this and the previous Hybrids lies
in whether the ciphertext contains €4 e. Since an upper bound of the noise €+ ¢
is (k+1)-B,and ¢ > 2* - (k + 1) - B, according to Lemma 1, the distribution
caused by this Hybrids is statistically indistinguishable from the previous one.

Hybrids Hsg+1, - .., H3g+n: The 38 +ith Hybrids are defined the same as the
previous ones, except that the ciphertext c(ug,) is derived from encrypting 0
with the public key. At this point, the LHE scheme key no longer contributes to
(p1,---,pp), so use indistinguishability to demonstrate the semantic security of
these Hybrids.

Enc(pk,0), ..., Enc(pk, 0), Enc(pk, ),
Enc(pk, Tor1), ..., Enc(pk, T)

Enc(ph, 0), ... Bnc(pk, 0), Bnc (o, 0),
o Einc(%7 Ti+1)7"'7E7nC(pik7 Tn) .

Hybrids Hé%) I Hgg 4 Fix the length of the challenge plaintext to 7, and

use the symbol 7—[:(),2 4, to represent the Hybrids at this point. The distribution
of this Hybrids is
(pk,C = EHC(pk, Si)vﬁla s 3155’)?
where P -
pk = (pk, pk, Enc(pk,0), ..., Enc(pk, 0)).

Because the FHE scheme key is no longer encoded in the public parameters, there
is no need to compute (p1, ..., pg). Therefore, any advantage that the adversary
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has in distinguishing Hé%) 4 and ’Hé}a) 4 Ccannot be greater than distinguishing

E/)n\c(];E, 80) and ﬁn\c(ﬁ, s1). Therefore, the FHE scheme is computationally in-
distinguishable, thus proving the semantic security of the sFHE scheme.

5.2 Instantiation of Oracle Model

To complete the description of our scheme, we discuss some candidate instanti-
ations (9@;7&7%@ of the oracle. We require the underlying LHE scheme to have
a dense ciphertext space. We introduced the cyclic assumption introduced by
Brakerski et al. [BDGM20] bridging the gap between FHE and LHE schemes.
The oracle machine shown in Theorem 4 is just one of them, which is a spe-
cial program obfuscation that enables the realization of split fully homomor-
phic schemes. Next, we introduce another oracle constructed by Brakerski et al.
[BDGM20].

Simple Candidate Quantum Oracle. Let C be the ciphertext space of
LHE. The first instantiation is to /tfmke the encryption algorithm in FHE and
encrypt the key in LHE, ¢ « En\c(pk:,ﬁ). Extract the ciphertext hash value of
the homomorphic operation obtained through a hash function, which is used to
fix the random coin in the algorithm. LHE ciphertext is sampled without knowing
the underlying plaintext (which is why we need dense ciphertext), while FHE
terms are calculated by homomorphically evaluating the decryption circuit and
rounding the resulting message to the nearest multiple of g.

Let D = (Dg)acc, where Dy, is a set in the Hilbert space Hp, = C[{0,1}" U
{L}]. The Hilbert space Hp, can be seen as a space spanned by a set of orthog-
onal bases |b), where b € {0,1}™ U {L}. Let the unitary transformation U be
defined as

UlL) = [0), Ultho) = |L) and Ulihy) = [¢h), Vb € {0,1}" \ {0}".
where |¢) := H|b), and H is the Hadamard transform on C[{0,1}"] = (C?)®".
Let |b) = 277/2 En(—l)"'bhpn), then we have
Ulb) = 1b) +27"/2(1L) — [%o))-

When the oracle is queried, the unitary transformation Oxy 7 acts on the query
register X and Y, and the database register D, with the specific expression

Oxyz = Z |a>(a| X O?/Du and O;l/Da = UDQCNOTYDQUDQ.
where CNOT|b)|b,) = |b)|0Bba), b, ba € {0,1}™ and CNOT|b)| L) = |b)|L). With
these tools, present Don et al.’s quantum hash oracle model as follows:
y = max|{b € {0.1}"{a,b) € R} |, § ¢ Eval(ph, ~[Dec(-,y)/d) - 4,9)
a
Additionally, consider the following projector:

mf = > |b){blp, and I} =1p— > I = Q) If,.
b s.t. aceX acX
(a,b)eR
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where IT b, = 1p, —Ip . Furthermore, define the measurement M = MPE, and
the following projector

$ti= Q) I, @ I, and 0 =1 -3 5 = Q15 , = 11"

a’'<a a’

In addition, define the pure state measurement unitary transformation Mpp =
MgP € L(HD ® HR); i'e'7

Mpp = [p)plw)p = |p)plw + a)p.

Note that y is an element in the ciphertext domain of LHE, and its form is
y = Enc(pk, s). For some s € Z,, because LHE has a dense ciphertext domain.
Furthermore, through the correctness of the FHE and LHE schemes, we have

j = Eval(pk, — | Dec(-,y) /] - 4, )
= Bval(pk, —Dec(-,y)/d] - 4, Enc(pk, s))
= Enc(pk, — | Dec(sk, )/d) - @)
= Enc(pk, —|s/q] - 4).

Therefore, it can be seen that the formation of (y, §) is based on the following
assumptions.

Alterzl\ating Encryption Security. The cyclic dependency introduced by
c= E/)n\c(pk,ﬁ) in the security of LHE and FHE schemes (e.g., the split FHE
construction in this paper includes the encryption of sk under pk in the pub-
lic key) is considered a very mild assumption. Currently, it is the only known
method to construct FHE from the LWE problem through bootstrapping theo-
rems [Gen09b].

Perturbation. In the case of y := maxgec |{b € {0,1}"|{(a,b) € R}|, al-
though ¢ is an FHE encryption of the correct value, it is not necessarily uniformly
distributed. In particular, the randomness of § may depend on the low-order bit-
s of s in a complex way. In the specific case of LWR-based schemes, the noise
term may carry information about s modulo ¢, which may introduce pertur-
bation that interferes with decryption. However, the noise function is usually
highly nonlinear, making it difficult to exploit. Therefore, we only consider the
FHE.Eval algorithm.

Perturbation Elimination. Regarding the methods for eliminating the
perturbation in LHE and FHE ciphertexts, we naturally think of ciphertext re-
processing techniques [DS16]: it can be expected that repeating bootstraping op-
erations on FHE ciphertexts can eliminate the perturbation from LHE ciphertext
noise. Unfortunately, our setting is different from the typical settings considered
in the literature, as the ciphertext perturbation reprocessing algorithm must be
executed by the distinguisher and cannot use private random coins. Although
it seems difficult to formally analyze the effectiveness of these methods in our
setting, we hope that these techniques may (at least heuristically) help mitigate
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the perturbation that interferes with decryption. This paper takes a different
approach and provides a simple heuristic to alleviate perturbation. In short, the
idea is to sample a set of random plaintexts and define a random string as the
sum of a uniform subset S of these plaintexts. For the construction described
earlier, Brakerski et al.’s instantiation includes a ciphertext ¢ = En\c(;/)lz, sk). The
parameter o € poly(n,m,q,p) of the scheme is determined by the length of the
set S. The algorithm is presented randomly below, although this simplification
can be easily bypassed using standard techniques (e.g., computing random coins
using encrypted Hash(x)).

O(@,R,q,@)(x): Input string z € {0,1}* and a random set S < {0,1}7.
For all i € [¢], when S; = 1, uniformly output sample

Yi = meaCX| {b € {Oa 1}n|<aab> € R} |7

when S; = 0, uniformly output sample y; < Enc(pk, s;), where s; is any known
plaintext message. Then compute

b B (3. SoUBCa a )
i=1
Let g be a linear function defined as follows
g(z1,...,28) = le JrZL:rz/(jJ - q.
i€S ¢S

Then compute § < Eval(pk, g, {y; }ics) and return (y,4). By the correctness of
homomorphic operations in the FHE scheme, it shown that

i=1 1=1
= Enc (512 - ZLDTC@, y)/dl - d) = Enc (512 - Zts/cﬂ : q) :

Combining with the correctness of the LHE scheme, one obtain

Y= EV&I(]%, g, {yz}ZGS) = EV&I(]%, 9, {m(ﬁv Si)}iES)

= Enc (pk‘,Zsi +) Isi/d] -q) =Enc | pk, Y (simod §)+ Y _|5i/d) -

i€S ¢S ieS i¢S
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6 Constructing Ideal Obfuscation using Homomorphic
Splitting Encryption Scheme

6.1 Ideal Obfuscation

Scheme 4 Ideal Obfuscation Scheme

KeyGen(n,m,q). For i € [0, D), j € [0, B], randomly sample k; ; + {0,1}*
and compute
hi,j = PI'O(]{)Z'.]‘, CE)

Randomly sample s < {0,1}*. For d € [0, D], input security parameter n,
output sample (skq, pk,) < KeyGen(n). Let Z, be the plaintext space under

LHE definition, output sample (EEd,;z;Ed) — Ke/y&n(mm,q). Let
Skd = (Tla s 7Tn) € {O, l}nxn’ then return

skqg = Ed and pk’d = (Z/)Edaﬁdvzlv . ,En).

where, for any i € [n], we define ¢; <+ Enc(pk,, T}).
Enc(pkq,info.). For input info. = (normal, &, {k; ; }icjo,p).je[1,B], S¢), return

cte ]’_—‘TH\C(]/)-Ed, info,.).

Eval(pka, fa, (c1,...,¢e). fa is provided later. Input circuit C of ¢ bits and
ciphertext of length & bits (c1,...,¢). For any j € [k], where C; is the j-th
component of circuit C, compute

d; « Eval(pky, Cj, (c1,...,c0)).
Define linear function over Z, as
k: .
g(x1, .. ) = Z DEC&Mult ((xl, ce @), dj, 2“°g(‘i+(k+1)3”+j) .
=1

Compute d < Eval(pk,, g, (1, . ..,¢n)), then query (a,a) < O
and define the following linear function

([/)Edaﬁdvcbq) (d)

g(x1, .., Tny Tnt1, Tneo) = DEC&Mult((x1, ..., &n), a4, 1) + Tpa1 + Tpto.

Output o )
cte < Eval(pky, g, (¢1,...,Cn), d, a).

Return the obfuscated circuit
C = ({hi,j}iejo,p),jel1, B Cte, {8ka}acpo,0))-
Eval&Expand. (normal mode)
— For d € [0, D), Eval&Expand encrypts fq(normal, x, {k; ;}ic(0,p),j€[1,B]s Sx)
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1. Compute SXHOHTXIIOHSXHIerlli_/g(sx)'
2. For b € {0,1}, run cty, <= Enc(pk,y,infoyp; 7y ). where,
info,, = (normal, C, x||b, {ki; }ic(a+1,0), 51,8, SxIb);
C is the circuit to be obfuscated. Output

(H (ka1 ) [|1H (Ka, 3, X)) © (ctyollctyyn)-
— For d = D, fp(normal, C, z, s, ), output C(x).

C®|cte, {ska}acio,p)> {Pi,i }iclo,D),je0,81) (%)

Hardwired. ct., initial ciphertext.
ska, secret key.
hi,;, handles generated by PrOM.
Input. = € {0,1}”, input circuit.
Output. Compute as follows.

Ford=0,...,D—1:
X < T<d_ -
Uxq <= Rec(de,cth), Pxa PDec(ska, ctx,)
otp, , « O(hEval, ka1, xal|0°~%)|| - - ||O(hEval, ha 5, xall0° ™)
CtyallollCxqlin = Vxa © otPy,

Output Dec(skp, cts)

Fig. 1. Obfuscated Circuit (ao) — 6. [Ctx, {Skd}de[O,D]7 {hi,j}iG[O,D),jG[O,B]}

Correctness Analysis. According to the obfuscation form CO in Figure 3
and the tree structure in Figure 2.

H (ka1 xall 0P~ - | H (ka,, xall0°~%)
= O(hEval, hq 1, xa[|0P~%)|| - - - | O(hEval, hg g, xa|[0°~%).

6.2 Security Analysis

Lemma 7. Assuming H is a pseudo-random function, Gg., G, are pseudo-
random generators, and (Gen, Enc, Enc) is adaptively secure, with appropriate
parameters L and B, then Construction 1 in [JLLW23] is an ideal obfuscation
under PrOM.

Theorem 5. Assuming H is a pseudo-random function, Gg., G, are pseudo-
random generators, LWR and Fvasive LWR are hard. Then scheme 4 is an ideal
obfuscation under PrOM.
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Proof. Lemma 7 has already proven the correctness of the obfuscated circuit
output by the PrOM. This paper establishes sFHE as an obfuscation algorithm,
thus Scheme 4 is an ideal obfuscation under PrOM.

7 Conclusions

This paper presents the construction of ideal obfuscation under PrOM based on
sFHE. And the sFHE is composed of LHE and FHE, where LHE is construct-
ed from LWR, and FHE is constructed from Evasive LWR-based multilinear
mappings. By combining Jain et al.’s PrOM, we ultimately construct the ideal
obfuscation.

Moreover, this paper provides a new reduction proof for LWR, the definition
of Evasive LWR, and new cryptographic primitive of composite homomorphic
pseudorandom function. It enriches the lattice problem reduction methods, the
underlying problem selection of lattice cryptography, and the methods for con-
structing multilinear mappings to some extent.

cte

(ctol|ct1) @ otp,

cto cty

l

’ (CtooHCtol) ® otp, ‘ ’ (Ctl()HCtn) @ otp, ‘

ctoo _ _ cto1 ctio __ctnn
= \ ’

- ety -

’ (ctypiolletyyn) © otp, ‘

Fig. 2. The binary tree of ciphertexts [JLLW23] in Scheme 4
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Hardwired. pkq+1, public key at level (d + 1).

Expandd,hyb [Pka+1](x, infoy )

Input. z € {0,1}¢, input appropriate circuit;

info, = (C, {ki,j }ie(a,p),5el1,B]; 8x: B {0x.i }je(0.6), Wx, {ka,5}je(o,B)):
C, circuit to be obfuscated.
ki ;, keys of H at levels (d+1,...,D —1).
Sy, seed of pseudo-random generator G, related to .
[, mixing index.
Oy.j, seed of pseudo-random generator G, related to x.
Wy, decryption result of the software module.
kq,;, keys of H at level (d + 1).

Output. Calculated as follows.

sxllolIxiiol[sxi x4 Gir(8x)

For n=0,1:
flag, |, ¢ normal
infoyin <= (C, {ki; }icla+1.0).5€(1, 5], Sxlin)
cte < Enc(pka+1, flag, |, x||n, infoy )

Output v, — Gu(o, )] -+ |Guloy, 8 — 1)
I([etxiollctxin]p+1 @ H(ka,p+1, x[0°~¢
I(etxpollctyn] e ® H(ka,B, x[10°~%))

|wy

|
DI

Fig. 3. Obfuscation circuit (C®) — C*[ct., {ska}aeco,p), {hi,j tic(o,0),5€0,B]]
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A  The new reduction for LWR.

Dr. Chen Yilei’s attack does have some flaws. However, it also serves as a warning
that we cannot reduce all difficult problems to LWE. We utilize the prime number
theorem and fixed-point theory to reevaluate its reduction.
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Lemma 8 ([Nor66]). For ¢ € Z, the prime distribution over the set S, =
{1,...,q} satisfies the following relationship:

i @

a—ee f2q ﬁdt -

)

where w(q) denotes the number of primes.
Claim 1. Let m(q) denote the number of prime numbers in the set S;, and let

P, :={p1,... ,pﬁ(q)} be the set of all prime numbers. Then, the number of prime
numbers in the set S; x S, is still 7(q), and we have

gq = Sq X Sq Zqu \ {Sq X (Pq2 \Pq)} .

Claim 2. For the set S, for an element a ggq with prime factorization pi™* - - - py*,
the probability of a occurring in the set Sy is

CNy(a) 2
Pr(a) := = = Z 2’
P1,P2€S,

where Py = pit - pyt, Pa=pitptL i+ o) =i, i €S.
Claim 8. For the set S;, where each event occurs with probability ¢!, then for
the set S; x S, the probability of each event a occurring is

1
o a = 13
q
2 .
Pr(a) = 2 a is prime,
CNy(a) : :
— > als composite.
q
Claim 4. For 2 € S, and assuming
CN, (A
Pr(A) = max Pr(a) = #,
aegq q

then for any k € (S, +S,) mod ¢ — S,2, we have

1 CN, (A
z < Pr(k) <Pr() = ;2().
Proof.
k q+k—1
Pr(k) =Y Pr(i)Pr(k+i—1)+ Y Pr(i)Pr(g+k+1—1)
i=1 i=k+1
s apsicr | Tem ! 4 gk
PO D DI S
-1 i=h1 4 q

o ONy) Z a _ ON,@)

q q? @

i=1
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and
k qt+k—1
Pr(k) =Y Pr(i)Pr(k+i—1)+ Y Pr(i))Pr(g+k+1—1)
i=1 i=k+1
q2

1 a; 1

> ) 2=

e ; ¢ ¢

Definition 14 ([Cegl2], Definition 2.1.6). Let H be a Hilbert space, and let
T :H — H be an operator. If T'(-) satisfies

T2 =Tyl < llz — yll, Vo, ye A,
then T(+) is called a contraction operator.

Lemma 9 ([Cegl2], Proposition 2.1.11). If H is a closed set (every Cauchy
sequence in H converges to a point within H), and T'(-) is a contraction operator,
and Fixz(T) is a closed convex set, then the algorithm x,41 = Tx, converges to
some x € Fix(T), where Fixz(T) denotes the set of fized points of the operator
T(-).

Remark 4. The convergence mentioned in Lemma 9 should be considered as
strong convergence. However, this paper does not discuss the difference between
strong and weak convergence, because in finite dimensions strong and weak con-
vergence are equivalent.

Claim 5. For any vector a = (aM,a® ... al®), wherea; € [0,1] and Y7 oV =
1, let Ay = max;es, (a™). Then, the matrix M, defined as follows is a contrac-
tion operator

a®D @ ... g

a® o) ... g®
M, =

0@ gla-1 ... g

Proof. For any vectors b = (b™), 62, ... b@) and ¢ = (¢, ¢, ..., @) satis-
fying the conditions of vector a, and

[Mab — Macl| = [[Ma(b = ¢)|| < [|Malll[b = <]

CNZ( —2 (24— CNy4))?
_¢ P a=2 CVa-CN@P,
q q q
\/5q — 4,/GCN, () + 2CN2(2) + 2
- b=l
q

<=
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ey —_(, () _(2) (9) (4)
Lemma 10. For any initial vector ag = (ag ', a4 ,---,ay" ), where ay’ € [0, 1]
and Y1, al?) =1, and CN, () = max;es, (@), the matriz M,, is generated

as follows:
O L@ @

0 ®)
a a DR a
M,, = 0 0 0
aéq) aéq—l) agl)
Then, let any1 := Mgy, an = Tay,, then {a,}22, is a Cauchy sequence and

converges to vq.

Proof. According to Claim 5, we know that M, is a contraction operator, and

\/5q — 4,/GCN,(2) + 20N2(2) + 2
p .

[ Mo, || <

Moreover, since ant1 := M,, ay, is itself an algorithm for finding fixed points,
the sequence {a, }2°; converges, and it converges to the fixed point of T'(-).

Lemma 11. For the set S; = {1,2,...,q}, where each event j € S; has a
probability of occurrence aj, as n approaches infinity, the probability of each
event after taking modulo q over Sy := [[i—, Sé mod g = {1,2,...,q} tends
toward %.

Theorem 6. Given {a;}"_, and {s;}_, such that aj, s; €r Zy. Then for any
i €r Zq, we have

Pr (Z(aij) = z> —Pr(u=1)

j=1

max
i€S,

q

< exp <2n In <\/5q — 4/qCN, (%) + 20Nz (%) + 2>> |

Corollary 3. For any A € Zj*", s € Zy, and u € Zy', where ¢ > 2"p, the

indistinguishability probability between As and u is bounded by

q nlogynlnp
exp | —2logynln <exp|—""———].
\/5q — 4,/GCN, () + 20N2(2) + 2 V5

Theorem 7. For any A € Zy"*", s € Zy, and u € 7', where ¢ > 2"p, the
indistinguishability probability between |As|, and |u|, is bounded by

1 1

That is, the adversary’s advantage in distinguishing between | As|, and |u], can
be neglected.
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~
v

Expand,[pkait1](flag, , x, infoy) — For Level d € [0, D)

Hardwired. pkai1, (d+ 1) level public key.
Input. flag, € {normal, hyb,sim}, flag matching with x.
x € {0, l}d, input appropriate prefix for the circuit.
infoy, information matching with x, changes with flag, .
Output.
Expand ,orma[Pkd+1] (X, infoy), if flag, = normal;
Expandd,hyb[pkd+1](X7infOX)7 if flag, = hyb; Fie.7
Expand j,.1, (X, simy ), if flag, = sim. &

Eval(flag, , x, infoy) — For Level D

Hardwired. pkq+1, (d+ 1) level public key.
Input. flag, € {normal,sim}, flag matching with x.
x € {0,1}7, input circuit.
infoy, information matching with x, changes with flag, .
Output.
{Eva.ld,normal(X7 info, ), if ﬂagx = normal;
Evalg sim (X, infoy), if ﬂagX = sim.

Expa’ndd,normal [pkd"rl] (X? infOX)

Hardwired. pkq+1, (d+ 1) level public key.
Input. x € {0,1}%, input appropriate prefix for the circuit.
infoy = (C, {ki,; }iepo,D),5€00,B15 Sx):
C, circuit to be obfuscated.
ki,;, keys for hash functions d,...,D — 1H.
Sy, seed for pseudo-random generator G, corresponding to x.
Output. Perform the following calculations.
sxliollrxnollsxalirxie <= Gsr(sx)-
forn =0, 1:
flag, |, ¢ normal
infoyin <= (C, {kij }icla+1,0).5€(1,B], Sxiin)-
@hflip = Enc(pkd+1,ﬁagxl‘n,x\|n, info, )
otpy ¢ H (ka1 x||0° |- -+ || H (ka,5, x]|0°~%)
Output vy  (ctyjollcty)r) ® otp,

Evalnormai (X, infoy )

Input. x € {0,1}7, input circuit.
info, = (C, sy):
C, circuit to be obfuscated.
Sy, unused seed.
Output. C(x), compute the evaluation of a generalized circuit (C, x).

r
.

Fig. 4. The circuits Expand&Evals in Scheme 4



