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Abstract

The Keyed Hashing and Asymmetric Nonce (KHAN) encryption algo-
rithm is a novel cryptographic scheme that utilizes the unique properties
of full reptend prime numbers. This paper details the algorithm, its theo-
retical foundations, and the rigorous proofs of its security properties. By
leveraging the characteristics of cyclic sequences derived from full rep-
tend primes, KHAN provides robust encryption with high resistance to
cryptanalytic attacks.

1 Introduction

The KHAN encryption algorithm is designed to offer secure and efficient encryp-
tion by exploiting the mathematical properties of full reptend prime numbers.
These primes generate cyclic sequences that exhibit unique movements, zero net
movement, superposition movements, and a specific count of unique movements.
This paper provides a comprehensive overview of the algorithm, including its
implementation, theoretical underpinnings, and security analysis.

2 Mathematical Foundations

2.1 Full Reptend Primes

A prime number p is termed a full reptend prime if the decimal expansion of %
repeats every p — 1 digits. Let S denote this repeating sequence.

S = 518283 ...5p—1

2.2 Cyclic Sequences and Movements

Given a full reptend prime p, the cyclic sequence S is the repeating decimal
sequence of %. For sequences A and B within S, define the minimal movement

M(A, B) as:
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M(A, B) = min {aerg,ibnEB{(b —a) mod (p—1),(a—b) mod (p— 1)}}

3 Theorems and Proofs

3.1 Theorem 1: Uniqueness of Movements

Theorem 1. For a given full reptend prime p, the minimal movements M (A, B)
between all target sequences A and B are unique.

Proof by Contraposition. Assume for contradiction that there exist two pairs of
sequences (Aj, By) and (As, By) such that M(A;, By) = M(Ay, Bs). Since the
sequences are derived from a full reptend prime, the structure ensures unique
minimal movements. This contradiction implies the movements must be unique.

O

3.2 Theorem 2: Net Overall Movement is Zero

Theorem 2. The net overall movement for a complete sequence of movements,
starting from sy and returning to sy, is zero.

Proof by Mathematical Induction. Let P(n) represent the statement that the
net overall movement is zero for a full reptend prime with n — 1 digits.
Base Case: For n =7, we have:

S =142857, > M(S;, Si1) =0

Inductive Step: Assume P(k) is true for some k. For k + 1, the additional
digit does not alter the net movement since it completes the cycle:

k+1
> M(S;, 8i11) =0

=1

By induction, P(n) holds for all full reptend primes. O

3.3 Theorem 3: Superposition Movement

Theorem 3. For a full reptend prime p, the superposition movement M is equal

to %, occurring with equal probability of moving clockwise or anticlockwise.

Direct Proof. In a cyclic sequence of length p — 1, moving forward pT_l steps is

equivalent to moving backward % steps, resulting in a superposition movement
M with equal probabilities. O



3.4 Theorem 4: Total Unique Movements

Theorem 4. For a full reptend prime p, the total number of unique movements
(excluding the initial movement of 0 and the superposition movement) is p — 3.

Combinatorial Proof. The total movements include p — 1 possible movements.
Excluding the initial movement of 0 and the superposition movement p—gl, there
are p — 3 unique movements remaining:

Total Unique Movements = (p —1) —2=p—3

4 KHAN Encryption Algorithm

4.1 Overview

The KHAN encryption algorithm utilizes the properties of full reptend primes
to create a secure encryption method. The process involves generating keys, su-
perposition sequences, and encoding messages using unique movements derived
from cyclic sequences.

4.2 Algorithm Details
The algorithm is defined by the following steps:

1. Generate the cyclic sequence S for a given full reptend prime p.

2. Determine the minimal movements M for target sequences derived from

S.

3. Generate a superposition sequence with movements summing to zero and
calculate the Z-value.

4. Map each character to a unique movement using the function ¢.
5. Encrypt the message by adding Z - p to each mapped movement.

6. Decrypt the ciphertext by subtracting Z-p and mapping back to characters
using ¢~ 1.



4.3 Implementation

Algorithm 1 KHAN Encryption Algorithm

Generate cyclic sequence S for prime p.
Calculate minimal movements M for target sequences.
Generate superposition sequence and calculate Z-value.
Generate keys: ¢ and ¢~ 1.
Encrypt:
for each character in plaintext do
Map character to movement.
Add Z - p to movement.
end for
Decrypt:
: for each movement in ciphertext do
Subtract Z - p from movement.
Map movement back to character.
: end for

— e e
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4.4 Key Generation

The keys are generated based on the cyclic sequence and minimal movements:

¢(c) = M. where c¢ € ASCII characters, M. € possible movements

4.4.1 Parameters

For optimal performance and compatibility with ASCII characters, it is rec-
ommended to choose a cyclic prime greater than 129. This ensures that all
characters can be mapped uniquely, as a cyclic prime will have (p — 1) unique
movements. Selecting a prime smaller than 129 may result in incomplete char-
acter mapping.

Additionally, when determining the length of the superposition sequence, it
is crucial to choose an even length. This ensures that the net direction move-
ment of the superposition sequence will always be 0. Consequently, the two
private keys remain connected to the net overall movement of the subsequence
movements, which is also 0.

4.5 Encryption and Decryption Functions

The encryption function E and decryption function D are defined as follows:

EM)={o(m;))+Z -p|m; € M}
DEC)={¢" (i~ Z-p)|cieC}



5 Validation and Security Analysis

5.1 Validation of Theorems

The theorems were validated using a Python algorithm that tested the prop-
erties on the first 10,000 full reptend primes. The proportion of total primes
to numbers that pass all four theorems was tested. The match rate was 100%,
confirming the existence of the theorems in all full reptend prime numbers.
The proportion rate was equivalent to the Artin’s conjecture constant (reaching
closer to 0.37395... with larger range), further validating the theorems.

5.2 Security Insights
The KHAN encryption algorithm is highly resistant to cryptanalytic attacks

due to the exponential growth of possible permutations, the uniqueness of move-
ments, and the properties of superposition and net movement. These factors
contribute to the algorithm’s strength and security.

5.2.1 Impervious to Brute Force Attacks

The total permutations for a given cyclic prime p and superposition sequence
length m are:

(p—1)x2™

This vast number of permutations makes brute force attacks computationally
infeasible.

6 Implementation and Practical Considerations

6.1 Algorithm Implementation

The KHAN encryption algorithm is implemented in Python. Below is a detailed
explanation of the key functions and their roles in the encryption process.



Algorithm 2 KHAN Encryption Algorithm Implementation

1: Generate Cyclic Sequence: Calculate the repeating decimal sequence
for a given full reptend prime p.

2: Calculate Minimal Movements: Determine the minimal movements be-
tween target sequences derived from the cyclic sequence.

3: Generate Superposition Sequence: Create a sequence of movements
that sum to zero.

4: Calculate Z-Value: Determine the Z-value based on consecutive identical
directions in the superposition sequence.

5: Generate Keys: Map characters to unique movements.

6: Encrypt Message: Add Z - p to each mapped movement.

7: Decrypt Message: Subtract Z - p from each movement and map back to
characters.

6.2 Key Generation

The keys in the KHAN encryption algorithm are generated based on the cyclic
sequence and minimal movements.

¢(c) = M. where ¢ € ASCII characters, M. € possible movements

This mapping ensures each character is uniquely represented by a movement
in the cyclic sequence.

6.3 Encryption and Decryption

The encryption function E and decryption function D are defined as follows:

EM) ={¢(mi) +Z-p|m; € M}
D) ={¢""(ci—Z-p)|cieC}

These functions use the unique movements and Z-value to ensure secure
encryption and decryption.

7 Security Analysis

The KHAN encryption algorithm’s security is rooted in the properties of full
reptend primes and the structure of the cyclic sequences they generate. This
section provides an in-depth analysis of its resistance to various cryptanalytic
attacks.



7.0.1 Brute Force Attack

The total permutations for a given cyclic prime p and superposition sequence
length m are:

(p—1)x2™

This vast number of permutations makes brute force attacks computation-
ally infeasible. The exponential growth in possible sequences ensures that an
attacker cannot feasibly test all combinations.

7.0.2 Chosen Plaintext Attack

In a chosen plaintext attack, the attacker attempts to decrypt a message by
choosing specific plaintexts and analyzing the corresponding ciphertexts. The
KHAN algorithm’s use of unique movements and superposition sequences en-
sures that each character’s encryption is distinct, even if the plaintexts are
similar.

Proof by Contradiction. Assume the attacker can choose plaintexts and obtain
their corresponding ciphertexts. The uniqueness of movements (Theorem 1)
ensures that each character maps to a distinct movement. The superposition
sequence, which sums to zero, further obfuscates the relationship between plain-
text and ciphertext. As a result, the attacker cannot derive the encryption key
or the Z-value, ensuring the algorithm’s security. O

7.0.3 Known Plaintext Attack

Even with knowledge of some plaintext-ciphertext pairs, the KHAN encryption
algorithm maintains its security. The unique mapping of characters to move-
ments and the incorporation of superposition sequences ensure that the decryp-
tion of new messages remains computationally infeasible without the proper
keys.

Proof by Contradiction. Assume an attacker knows a plaintext P and its cor-
responding ciphertext C. To break the encryption, the attacker must deter-
mine the movements M and the Z-value used. Given the properties of full
reptend primes, each character in the plaintext maps to a unique movement.
Furthermore, the superposition sequence, which affects the Z-value, introduces
an additional layer of complexity.

1. **Uniqueness of Movements:** As shown in Theorem 1, the movements
are unique for each character, meaning the attacker cannot guess movements
without knowing the specific mapping. 2. **Superposition Sequence:** The
superposition sequence ensures that the net movement over the sequence is
zero, further complicating the attacker’s task. 3. **Exponential Growth of
Permutations:** The total permutations, (p — 1) x 2™, ensure a vast number of
possible sequences, making brute-force attacks infeasible.



Thus, the security properties of the KHAN algorithm hold, and known plain-
text attacks do not compromise the encryption. O

7.0.4 Starting Sequence of the Dial

The starting sequence of the dial significantly impacts the sequence of move-
ments, providing an additional layer of randomness to the KHAN encryption
algorithm. The sequence of movements changes based on the initial position of
the dial, yet all four theorems continue to hold true.

Example with Prime 7 Counsider the full reptend prime p = 7. The repeat-
ing decimal sequence for % is 142857.

Case 1: Starting Digit ”1” If the starting digit is the first decimal digit
, which is 71”7, the sequence of movements for each increment of % (i.e.,
,...) is as follows:

of
2
7?

Nl

Movements = [+2,+1, —2, —1, +3(superposition)]

Case 2: Starting Digit ”2” If the starting digit is the first decimal digit
of %, which is 72”7, the sequence of movements changes to:

Movements = [—1, 42, +3(superposition), +1, —2]

This illustrates that the sequence of movements completely changes with the
shifting of the dial’s starting position. Despite this, all four theorems still hold
true, further enhancing the encryption algorithm’s randomness.

Permutations with Starting Sequences The choices for the starting digits
are n— 1 for a cyclic prime n, corresponding to the n — 1 length repeating block.
This further diversifies the permutations, which can be calculated as follows:

Total Permutations = (n — 1) x 2™
This includes:

e (n — 1) choices for the starting digit.
e (n — 1) possible positions in the cyclic sequence for each starting digit.
e 2™ gsuperposition sequences.

Proof by Construction and Erhaustion. For each starting position of the dial,
generate the cyclic sequence and determine the movements. By construction,
each new starting position results in a distinct set of movements, while still
satisfying Theorems 1 through 4.

For example, consider prime 7:

1. Starting at digit ”1”: Movements = [+2, +1, -2, -1, +3].
2. Starting at digit ”2”: Movements = [-1, +2, +3, +1, -2].

By exhaustively verifying each starting position within the cyclic sequence, we
confirm that each unique sequence of movements upholds the theorems. O



Example with Prime 17 For a more complex example, consider the prime
p = 17 with the repeating decimal sequence of 1—17 being 0.0588235294117647.

Case 1: Starting Digit ”0” Starting with the first decimal digit 70", the
movements sequence could be calculated as:

Movements = [+xz1, +a, .. ., superposition, —x17_3]

Case 2: Starting Digit ”5” Starting with the digit ”5”, the movements
sequence would differ entirely, yet still conform to the total movements and
superposition constraints:

Movements = [—y1, +¥a, . . . , superposition, —y;7_3]

The distinct starting digit and the following positions in the cyclic sequence
underscore the variety and randomness imparted by shifting the dial’s initial
sequence.

7.0.5 Integration into Permutation Calculations

Incorporating the starting sequence into the permutation calculations signifi-
cantly amplifies the complexity and security of the KHAN encryption algorithm.
The equation for total permutations, considering the various starting positions
and superposition sequences, is given by:

Total Permutations = (n — 1) x 2™

This equation reflects the comprehensive randomness introduced by both the
starting sequence of the dial and the superposition sequence, ensuring robust
security against cryptanalytic attacks.

7.1 Algorithm Details
7.1.1 Key Generation with Starting Position

The key generation process now includes incorporating the starting position of
the dial into the mapping of characters to movements.

¢(c) = (M.+a) mod (p—1) where ¢ € ASCII characters, M, € possible movements

Here, a represents the starting position of the dial.

7.1.2 Encryption with Starting Position
During encryption, we add (Z - p + a) to each mapped movement, where a is
the starting position of the dial.

Encrypted Movement = (¢(m;) + Z -p+a) mod (p—1)

This ensures that the starting position of the dial is integrated into the
encryption process.



7.2 Algorithm Implementation

Algorithm 3 KHAN Encryption Algorithm Implementation with Starting Po-
sition
1: Generate Cyclic Sequence: Calculate the repeating decimal sequence
for a given full reptend prime p.
2: Calculate Minimal Movements: Determine the minimal movements be-
tween target sequences derived from the cyclic sequence.
3: Generate Superposition Sequence: Create a sequence of movements
that sum to zero.
4. Calculate Z-Value: Determine the Z-value based on consecutive identical
directions in the superposition sequence.
5. Generate Keys: Map characters to unique movements considering the
starting position a of the dial.
6: Encrypt Message: Add (Z - (p + a) to each mapped movement.
7. Decrypt Message: Subtract (Z - (p + a) from each movement and map
back to characters.

8 Conclusion

The KHAN encryption algorithm, leveraging full reptend primes, provides a
highly secure cryptographic method. By incorporating the starting sequence of
the dial and validating the four theorems, the algorithm ensures robust encryp-
tion with immense resistance to attacks. The integration of these mathematical
properties and the exhaustive validation underscores the strength and reliability
of the KHAN encryption algorithm.
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