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Abstract 

Diabetes is a chronic, progressive disease that affects 1.8 million people in UK, and 

more than 194 million worldwide. It is currently ranked amongst the leading causes of 

chronic disease related death because of the occurrence of its Ii fc threatening 

complications. 

This thesis presents the design, implementation and evaluation of a mobile diabetes 

management and intemetworking system (MDMIS). The system is based on Bluetooth 

and GPRS wireless communication technologies and provides an improved ubiquitous 

diabetes management service to both the diabetes sufferers and medical doctors. 

The MDMIS consists of modular suites of medical control centre, patient stations, 

physician stations, medical administration stations, and system maintenance stations. A 

patient station acquires the blood glucose measurement autonomously from a Bluetooth 

enabled glucose meter and transmits the data to a tailored MDMIS administration system 

via a GPRS wireless communications link. The medical centre of the system provides the 

relevant management services to both patients and physicians, such as updating user 

information and medication plans, side-effects reporting, analysis and alarming of blood 

glucose measurements, together with medical management procedures. These tasks can 

be accessible by patients and medics through a simple interface from various devices 

powered by different operating systems. The security issues of MDMIS are addressed 

briefly. The prototype of the system has been tested successfully. The system 

performance analysis of these tests is also presented in this study. 

The thesis also addresses the interoperability issues between mobile chronic disease 

management system and medical devices for universal mobile healthcare applications. 

An architectural framework to improve interoperability for m-health applications is 

presented and discussed. This architecture has been initially implemented successfully on 

the MDMIS system. 
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Chapter I 

Chapter 1 

Introduction 

Diabetes is a serious chronic disease with potentially devastating complications. There 

are at least 2.8 % of the world's population with diabetes; this Figure is likely to more 

than double by 2030 [ 1 ]. The ever-growing population of diabetes translates to enormous 

amounts on the healthcare costs and healthcare personnel time that need to be expended 

in order to treat the patients effectively and timely. In the UK, the NHS spends around Y% 

of its budget (about £10 million a day) treating diabetes related diseases [2]. A study 

estimated that by 2011 NHS spending on diabetes will rise to ten percent [2]. 

Diabetes is currently ranked amongst the leading causes of chronic disease related 

death. Mortality rates are up to five times higher for people with diabetes [31. According 

to the National Service Framework for Diabetes (NSF) Standards document (200 I), Ii fc 

expectancy is reduced on average by more than 20 years for Type I diabetes and up to ten 

years for Type 2 diabetes [ 4]. 

Fortunately, research studies have shown that many complications of diabetes can be 

prevented or delayed through effective management, which means that effective therapy, 

life-style intervention and interactive disease management can delay the onset of diabetes 

complications, thus reducing relevant cost escalation [l] [2] [5] [6] [7]. 

Recent years have witnessed numerous 'wired-telcmedicine' follow-up solutions and 

studies for diabetic care. These studies represented an initial and major drive for patient 

centred care and showed significant benefits to the management of this major chronic 

disease. 

With new and emerging technologies in mobile telecommunications and handheld 

computers, it is envisaged that a considerable qualitative and quantitative improvement 

can be achieved for an effective and timely diagnosis and treatment of diabetes patients, 

with a subsequent improvement in cost effectiveness and management of the available 

resources. 

The research of the Mobile Diabetes Management Intemetworking System (MDMIS) 
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is to exploit mobile computing concepts to provide improved diabetes management and 

to empower diabetes patients. 

This chapter presents the research's motivation aims, objectives and general structure 

of the thesis. 

1.1 Motivation of the Research 

1.1.1 Introduction to Diabetes 

Diabetes is a chronic and progressive disease; it is characterized by a raised blood 

glucose level. Diabetes comp1ises a group of disorders. It is the result of a lack of the 

hormone insulin and/or an ineffectiveness of the insulin produced. Insulin is a hormone 

produced by the pancreas; it is in the blood to ensure that glucose obtained from food can 

be utilized by the body [ 4]. The deficiency of insulin leads to an increased concentration 

of glucose in the blood, which may damage tissues in the body. High levels of glucose in 

the blood may cause medical complications [8]. 

The criteria for the diagnosis of diabetes are shown as in the following Figure: 

WHO Diagnosis niterrn fo1 cliabetes 

1. Symptoms of diabetes plus casual venous plasma glucose not less than 11. l mmol/1. 
2. Fasting plasma glucose not less than 7.0 mmol/1 or whole blood not less than 6.1 mmol/1. 
3. 2 hour plasma glucose not less than 11.l mmol/1 during oral glucose tolerance test using 

75g glucose load. 

In the absence of symptoms, these criteria should be confirmed by repeat testing on a 

different day. If the fasting or random values are not diagnostic, the 2 hour value post-glucose 

load should be used. 

Note: 

Fasting plasma glucose < 6. lmmol/1- Normal 
Fasting plasma 7.0 mmol < glucose $ 6. lmmol/1- Impaired fasting blood glucose 
Fasting plasma glucose ~ 7. Ommol/1- Provisional diagnosis of diabetes; the diagnosis 
must be confirmed. 

The typical symptoms of diabetes include polyuria, polydipsia and unexplained weight loss . 
Fas ting is defined as no recent calorie intake for at least 8 hours . 
Casual is defined as any time of day without regard to time since last meal. 

Source: Diabetes Care 1997;20 :1183-1195 

Figure 1. WHO Diagnosis Criteria for Diabetes 
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1.1.2 Diabetes diagnostic categories 

The WHO classification system has divided diabetes into three major types of diabetes, 

type 1 diabetes, type 2 diabetes and gestational diabetes. This categorization is mainly 

based on the etiology of diabetes [ I O]. 

(i) Type 1 Diabetes 

A. Definition 

Type 1 diabetes is formerly known as insulin-dependent diabetes mcllitus (IDDM), 

immune-mediated or juvenile-onset diabetes. 

People with type 1 diabetes are usually unable to produce insulin because the 

insulin-producing cells (P-cells) have been destroyed by the body's immune system [4]. 

Scientists do not know what exactly causes type I diabetes, but they believe that 

auto-immune, genetic and environmental factors arc involved [ 11]. 

B. Symptoms 

The typical symptoms of type I diabetes arc excessive secretion of urine, thirst, weight 

loss and tiredness [ 12]. 

C. Prevention and treatment 

Type 1 diabetes is treated by insulin injections, diet and regular exercise [ 13 ]. 

D. Prevalence 

This type of diabetes usually appears before the age of 40, it develops more commonly 

in children, youth and young adults [13]. 

IDF (International Diabetes Federation) estimates that more than 17 million people 

worldwide have type 1 diabetes. According to news release from Diabetes UK, there arc 

approximately 350,000 people with Type 1 diabetes in the UK [ 11]. 

(ii) Type 2 Diabetes 

A. Definition 

Type 2 diabetes, formerly named Non-Insulin-Dependent Diabetes Mellitus (NIDDM), 

results from the body's inability to respond properly to the action of insulin produced by 

the pancreas. 

B. Symptoms 
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The possible symptoms may be tiredness, frequent urination, increased thirst, weight 

loss, blurred vision and frequent infections. 

C. Prevention and Treatment 

People with Type 2 diabetes need to adjust their diet and their Ii fcstyle. Some patients 

need to take tablets and/or insulin to achieve control of their blood glucose level [ 13]. 

Type 2 diabetes can be delayed or even prevented by prompting a balanced diet and 

physical activity [8] [9]. 

D. Prevalence 

Type 2 Diabetes occurs most frequently in adults, but is being increasing significantly 

in adolescents as well. It is much more common and accounts for around 90%, of all 

diabetes cases worldwide [15]. In the UK, over 1.5 million people (about 85'Yt, of total 

diabetics) have type 2 diabetes; it also indicates the number of people with undiagnosed 

Type 2 diabetes are estimated to be between 765,000 and one million [2]. 

(iii) Gestational diabetes 

Gestational diabetes is associated with pregnancy and symptoms usually disappear 

after the birth. If a woman has gestational diabetes, she will have a higher risk of 

developing one of the main types of diabetes later in Ii fc. 

Studies have also identified new variants of the disease, which have resulted in major 

changes in the classical classification and understanding of diabetes, these including the 

new variants of Maturity Onset Diabetes of the Young (MODY), Early Onset type-2 

Diabetes (EOD) and Maternally Inherited Diabetes and Deafness (MIDD) and other types 

[ 14]. 

1.1.3 The importance of diabetes management 

The importance of diabetes management can be justi tied by the following issues: 

(i) Increasing Onset of Diabetes 

According to Diabetes UK's report, Diabetes affects 1.8 million peoplc(about 3% of 

the total population) in UK [ 16], over 60 million people in the enlarged Europe EU [ 17], 

and more than 194 million worldwide [5] [10]. Moreover, the findings from Wilds, Sarah 

etc. indicate the number of people with diabetes has been increasing, "due to population 

growth, ageing, urbanization, and increasing prevalence of obesity and physical 

inactivity"[ 15]. This report also presents that the estimated number of diabetes sufferers 
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worldwide would be increased from 171 million (2.8% of total population) in 2000 to 366 

million (4.4% of total population) in 2030. 

(ii) Diabetes Is a Life-threatening Condition 

Furthermore, diabetes is a major cause of death; every year 5% deaths (3.2 million) arc 

attributable to Diabetes in the world [ 18]. Diabetes itself doesn't threat a Ii fc, but people 

with long-term diabetes may suffer complications which affect eyes, kidneys, nerves or 

major arteries. These complications put diabetics' lives at risk. 

Diabetes seriously affects patients' life age because of complications, and surveys 

have shown that: 

--About 80% people with diabetes will die from Cardiovascular Disease (CYD) 

[2][19]. 

-- The rate of lower limb amputations in people with diabetes is 15 to 40 times higher 

than in those people without diabetes [ 19]. 

-- People with diabetes have two to four times the risk of developing atherosclerosis 

compared to people without diabetes [ 19]. 

-- Nephropathy (kidney disease) causes long-term high blood glucose levels that may 

damage small blood vessels. Kidney disease is a major cause of kidney failure and death. 

(iii) Diabetes As a Costly Disease 

A. High spending of health providers or organizations for diabetes 

The spending by health providers or organization on diabetes and its compliments arc 

huge. According to the World Health Organization (WHO), it is estimated that about 

2.5-15% of annual health budgets from different countries is spent on diabetes-related 

illnesses [20]. In the United Kingdom, "around 5% of total NHS resources and up to I 0% 

of hospital in-patient resources arc used for the care of people with diabetes" [ 4]. Another 

study shows U.S. health expenditures for the health care components totalcd $160 billion 

out of $865 billion was incurred by people with diabetes [21]. Furthermore, recent 

research also shows "The management of diabetic complications (microvascular and 

macrovascular) increased NHS costs by over 500 percent compared with patients without 

complications" [22] . 

B. Cost from diabetes individuals and their families 

Not only the diabetics and their families spend time or money on medical care and 

5 



Chapter 1 

medicines for diabetes, but the affected individual may suffer a painful and 

inconvenience life. 

Table 1 shows the direct and indirect cost incurred by diabetes and diabetes 

complications. 

Direct costs Indirect costs 

• Preventive services; • Loss of working days and/or 

• Diagnosis; productive output due to illness, 

• Treatment; disability or death 

• In patient care; • Reduced quality of life . 

• GP consultations; 

• GP prescriptions; 

• Diabetes clinics; 

• Specialist diabetes nurses; 

• Long-term residential and nursing 

care; 

Table 1. Direct and Indirect Cost Incurred by Diabetes (23] 

(iv) Shortage of Specialist Nursing Staff 

Another well-known fact is that the shortage of specialist nursing staffs and lack of 

bedding in NHS urges an effective and intelligent diabetes management to reduce 

medical human resourse spending. 

Conducted on behalf of Diabetes UK and The Royal College of Physicians (2001), the 

Diabetes Medical Manpower Survey shows that existing staffing levels fall far below 

recommended targets. It also points that only about 20 percent health authorities in 

England and Wales currently have the recommended number of consultants. It is already 

proving difficult filling existing consultant posts due to a lack of suitable applicants [24]. 

(v) Effective Diabetes Management can Reduce Diabetes Complications 

Diabetes cannot be cured; nevertheless, it often can be managed with proper medical 

care, diet, and regular exercise. Researches have shown that many complications of 

diabetes can be prevented or delayed through effective management; a full and healthy 

life is possible with diabetes [ 1]. 

In 1993, A clinical study - DCCT (Diabetes Control and Complications Trial), which 

was conducted by American National Institute of Diabetes and Digestive and Kidney 

Diseases (NIDDK) conclusively demonstrated that lowering blood glucose to 

6 



Chapter I 

near-normal levels decreases the risk of both the development and the progression of 

complications in people with Type 1 diabetes: 76% reduced risk on eye disease, 50°/ii 

reduced risk on kidney disease and 60% reduced risk on nerve disease [5]. 

In 1998, the results of the UKPDS (United Kingdom Prospective Diabetes Study) have 

given convincing evidence that life threatening complications in people with Type 2 

diabetes can be significantly reduced by appropriate treatment [6]. It shows "any 

improvement in blood glucose or blood pressure levels will help to reduce the risk of 

complications". The study also indicated "People with diabetes taking insulin injections 

will also often require dosage increases over time to maintain glycacmic control". 

Furthermore, it also shows intensive blood glucose control in patients with type 2 

diabetes significantly increased treatment costs but substantially reduced the cost of 

complications and increased the time free of complications [7]. 

1.2 Mobility & Diabetes Management Issues 

1.2.1 Potential of Mobile Users 

It is well known that mobile technologies bring people a roaming environment to 

access their desired services. In another words, anywhere and anytime, users have the 

freedom to travel but keep in contact and being contacted from the benefit of mobile 

technologies. 

Moreover, mobility reduces manual errors and costs. Data can be transmitted 

electronically and automatically without intermediate papers work. 

Nowadays, with mobility in people's life style and with the convenience of mobile 

technology innovations, mobile devices have become many peoples' daily necessity. 

According to an ARC group survey, there is a sharp increase in mobile data user 

penetration in recent years for Europe, USA and Japan, and a double global increase from 

1999 to 2005 (see Figure 2). The mobile data includes access to data via cell phones, 

PD As and interactive pagers.[25] 
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Figure 2. Mobile Data User Penetration by Region. Source: ARC Group [25][26] 

1.2.2 From wired telemedicine to m-health 

Telemedicine is defined as "The use of electronic information and communications 

technology to provide and support healthcare when distance separates participants." [27] . 

The communication means of it can be telephone, fax or computers. Since the first 

telepsychiatry practise was set up in late 1950s using two-way interactive television [28], 

the concept of telemedicine has been more than 40 years. 

To date, the applications on telemedicine have spanned the areas of emergency 

healthcare, hospital information system to home monitoring. 

M-Health is described as 'emerging mobile communication and network technologies 

for healthcare' [29]. This concept represents the evolution of e-health systems from 

traditional desktop 'telemedicine' platforms to wireless and mobile configurations. 

Current and emerging developments in wireless communications integrated with 

developments in pervasive and wearable technologies will have a radical impact on future 

healthcare delivery systems. 

The recent clinical trials of the Diabetes Self-Management Network (DSMN) in 

Canada have shown that using the amalgamated technologies of handheld computing and 

web technologies would provide both effective cost saving and efficient patient care 

mechanisms [32]. However, there is no system yet in the UK that has adopted such a 

system. 

The application of m-health technologies in diabetes management is critical and 

important. These technologies can link diabetes patients and their health care providers 

anytime and anywhere, and provide significant cost effective and efficient health care. 
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1.3 Aims of this research 

The aim of this research is to develop an integrated mobile diabetes management 

system for diabetes care. Consequently, the system will provide a roaming environment 

for diabetes management and intelligent suggestions to patients, thus to achieve 

alleviating symptoms, preventing or delaying diabetes complications and improving the 

quality of patients' life. 

The specific aims of this research arc: 

• To design and implement a prototype mobile diabetes management system. 

• To study short-range Bluetooth and cellular GPRS connectivity issues to oiler both 

patients and medical doctors a roaming environment for diabetes management. 

• To facilitate digital patient records and a diabetes database in mobile 

environments. 

• To provide an instant medical messaging service to alert and inform mechanisms 

diabetic patients of the necessary medication, along with well being reminders. 

To develop an interoperability structure to improve the system's flexibility. 

1.4 Thesis Contributions 

The major contributions of this thesis arc summarized as follows: 

(1) Propose of a scaleble and portable framework for diabetes mcanagcmcnt which is 

also suitable for other chronic disease management because of their common features. 

(2) Design and development of a new Mobile Diabetes Management and 

Intemetworking System (MDMIS). This system empowers both patients and medical 

doctors with a roaming environment for diabetes management by utilizing emerging 

wireless technologies. 

(3) The implementation of the wireless data acquisition parts of the system. These 

include the Bluetooth short range wireless connectivity between the medical sensor 

device (source of blood glucose measurement records) and the GPRS mobile cellular 

network. 

(4) The study and design of a wireless interoperability system that allows the universal 
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interface between commercially available medical sensing devices and relevant mobile 

terminals. 

(5) Preliminary implementation of an interoperability structure for MDMIS. 

(6) Preliminary testing of the system and performance evaluation to validate the 

proposed design architecture of MD MIS. 

1.5 The structure of thesis 

Chapter 2 includes an extensive literature review of relevant projects on remote 

diabetes managements systems. The future research trend of diabetes management is 

proposed. The aim of the chapter is to present the relevant background study or this 

research. 

Chapter 3 involves the design concept of MDMIS and the internetworking structure or 

the system. 

Chapter 4 details the choice of glucose meter, relative handsets and Bluetooth 

application development schemes used for MDMIS implementation together with the 

relevant wireless data acquisition and connectivity system. 

Chapter 5 includes details of the design and implementation issues or the management 

platform and relevant database sub-system. 

Chapter 6 details the preliminary laboratory tests and performance validation issues or 

the system. 

Chapter 7 presents a software architecture for an interoperability for chronic disease 

management and its preliminary implementation on MDMIS. 

Chapter 8 concludes the work and addresses the possible future research directions in 

this area. 
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Mobile Diabetes Management Systems 

A Literature Review 

2.1 Introduction 

Chapter 2 

This chapter explores the background research of mobile diabetes management and 

examines previous and ongoing research and study directions in this emerging area. 

The chapter introduces diabetes managements at first, and then explores early 

telemedical approaches in diabetes management. The review details previous and 

ongoing wireless diabetes management technologies. It also compares different 

approaches and does an analysis of the advantages and shortcomings of each of these 

methods reviewed. 

2.2 Diabetes Management 

According to National Service Framework for Diabetes: Standards (2001) [4], the 

management of diabetes includes diagnosis, making care plan, clinical care, care during 

admission to hospital, patient education on diabetes self-management, management of 

diabetic emergencies, detection and management of long-term complications.Therefore, 

diabetes management is a long-term and complicate healthcare process that requires 

ubiquitous systems for improved care and better disease management procedures. 

During the prevention stage, the major objectivity of management is to reduce the risk 

in the development of type 2 diabetes. The purpose of diagnosis is to identify the diabetes 

when there are signs of diabetes, thus the further management scheme can be made to 

reduce the risk of development of complications as soon as possible for a better outcome. 

Once the diabetes is diagnosed, the patient will be provided with personalised care 

program, education information about diabetes management. At the continuing care stage, 
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the management is more about prevention and management of diabetes complications. 

Figure 3 shows the general approach and procedures of diabetes prevention and 

management [ 4]. 

Major life event 

Major Treatment 
Change 

New complications 

Prevention 

Diagnosis 

Initial Care 

Continuing Care 

Pregnancy 

Medical Events 

Diabetic ketoacidosis 
Hyperosmolar 

nonketotic syndrome 

Hospital admission 

Residential care 

Severe 
hypoglycaemia 

Source from: National Service Framework for Diabetes: Standard (2001) 

Figure 3. General scheme for the prevention and diabetes management procedures 

As the majority of diabetes care is self-care, home monitoring is essential for diabetes 

self-management in order to enable the patient to get appropriate treatment or lifestyle 

choices. The key for a patient to right control diabetes is to maintain his or her blood 

glucose levels at as near normal levels as possible. The only way to be accurately assessed 

and to be taken action is by monitoring blood glucose levels regularly. It is clear that 

extensive cost will be saved from self diabetes management through saving time and 

money on transport. On the other side, because of the reduced :frequency of support 

needed from health providers, hospital admissions and further treatment by helping 

prevent those devastating complications are potentially decreased. 

Haemoglobin is the substance in the blood that carries oxygen within red blood cells. 

The glucose sticks to the haemoglobin, which is 'glycosylated haemoglobin', also called 

haemoglobinAlC or HbAlC. By measuring the HbAlC, we can tell how high the blood 
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glucose has been on average over the last 8-12 weeks [36]. The result is given in a 

percentage (%); the more glucose in the blood, the higher haemoglobin A IC or HbA IC 

will be present in the blood. A low Figure indicates that the blood glucose level is being 

controlled well [37). A normal non-diabetic HbA l C is 3.5-5.5% (this varies between 

different hospitals). There is evidence that shows HbA I c levels of less than 7.0% could 

significantly reduce the risk of developing diabetic complications. [38] 

NHS NICE (National Institute for Health and Clinical Excellence) suggested clinical 

monitoring of blood glucose levels by high precision DCCT-aligned methods of 

haemoglobin Ale (HbAlc) should be performed every two to six months depending on 

the achieved level of blood glucose control; stability of glucose control or change in 

medication regime [39) [ 40]. 

However, HbAlc is only an average glucose indicator to assess overall control. For 

example, a diabetic may have a good HbA I c result but could have poor day to day control 

with extremes in blood glucose levels. "Stability of glucose levels is only measurable and 

achievable through home monitoring" [ 41]. 

Blood glucose and urine testing enable self-care in order to maintain optimum control. 

But urine testing is unsupportive for people using insulin or in a serious risk of 

hypoglycaemia because it cannot distinguish between normal and hypoglycaemia and 

there is a time delay between blood glucose levels and urine levels [ 41 ]. 

"The key to achieving optimal diabetes control is regular blood glucose measurement 

accompanied by a clear understanding of the diurnal profiles so obtained. The optimal 

insulin regimen can then be devised" [ 13). "Self-tests arc usually done before meals and/or 

at bedtime."[43] [44] 

American Diabetes Associations also points out "Blood glucose checking is one of the 

best tools for keeping diabetes in control. Frequent testing and good record-keeping give 

you, your child, and the health care team the most accurate possible picture of her 

diabetes control."[ 45) Also, they emphasis the importance of the "records keeping", "The 

only way your health care team can make the right changes is if you hand them the real 

numbers." [ 43) 

2.2.1 Unit of Blood Glucose Measurement 

There are two main different units for describing blood glucose level: milligrams per 

deciliter (mg/di) by weight and micromoles per liter (mmol/1) by molecular count. The 
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conversion factor between these two units depends on the molecular weight of the 

substance in question. 

The mg/dl (milligrams/deciliter) is the traditional unit for measuring blood glucose. 

The mmol/1 (millimoles/liter) is the designated system international (SI) unit and the 

international standard unit for measuring glucose in blood. The mmol/l expression is used 

everywhere except in the United States. In the United Kingdom, mg/dl is applied as unit 

for measuring the blood glucose level. For patient convenience, we provide the 

conversion between the two measurement units. 

The following table (Table 2) shows formulas for the conversion of mmol/1 and mg/di. 

Conversion Formula 

From mmol/1 to mg/di 1 mg/di = 1 mmol/1 * 18 

From mg/di to mmol/1 lmmol/1 = lmg/dl -=- 18* 

or lmmol/l = lmg/dl * 0.055 

* The result is rounded to a decimal place. 

Table 2. Conversion Table of Blood Glucose Measurement Units 

2.2.2 Measurement Range of Blood Glucose Level 

The NICE guideline for type 1 diabetes management suggests the control target should 

be set "a pre-prandial blood glucose level of 4.0- 7.0 mmol/1 and a post-prandial blood 

glucose level of less than 9 .0 mmol/1" [ 42]. The suggestions from some clinical experts 

are, " a 12-hour profile can be measured on a single day from time to time, taking 

recordings before meals (four times a day), one to two hours after meals (three times a 

day) and at bedtime"[12]. 

For type 2, the NICE guideline suggests the optimal frequency of self-monitoring 

should be based on the characteristics of individual blood glucose control, treatment 

regime and personal life style [ 42]. 

While Diabetes UK suggests people to set the blood glucose target at 4-7 mmol/1 

before meals (preprandial) and at no higher than 10 mmol/1 two hours after meals 

(postprandial) [38]. 

Table 3 shows the normal range of blood glucose level for management objectivity 

(following the guideline from NHS Direct), the normal level is between 4 and 7 mmol/1 

before meals and less than 10 mmol/1 two hours after meals. 
' 
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Time of Glucose Measurement Normal Glucose range 

mmol/1 mg/di 

Pre-meal or pre-bed 4.0 - 7.0 72 - 126 

Two hours after meal 4.0 -10.0 72-180 

Table 3. Typical Glucose Measurements for Diabetes Management [38][46] 

2.3 Diabetes Management and Telemedicine 

It is evident that telemedicine can provide a better and more efficient diabetes 

management for patients. Recent clinical research projects have shown that regular recall 

and review of people with diabetes can improve the quality of diabetes care and 

subsequent outcomes for people with diabetes [ 4]. It also shows drops in 

glycohemoglobin were observed by applying the telecommunications technology [ 4 7) 

[48) [49). 

In summary, the impact of telemedicine on diabetes management can be concluded as 

the following: 

(i) Telemedicine Enhances Patients' Self-efficacy in Managing Diabetes (50). 

Self-efficacy is defined as people's beliefs about their capabilities to produce 

designated levels of performance that exercise influence over events that affect their lives 

[ 51]. Telemedicine enhances patients' sense of control, awareness of current health status, 

increase self-confidence in disease control. A patient's strong self-efficacy may lead to a 

successful diabetes management, as he could utilize the available knowledge to change 

his behavior for an optimal control. 

(ii) Telemedicine Increases Interactions Between Patients and Medics. 

By applying telemedicine on diabetes management, patients can access more 

frequently the medical advice from the medical provider. Otherwise, consultation with 

medical doctors can only happen during clinical visits or medical home visits. With 

emerging science technologies, it also is possible that the communication between 

patients and medics can happen without the consideration of patients ' geographical 

location. 

(iii) Telemedicine Reduces the Transportation Costs and the Costs of Further 

Complications with Diabetes. 
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The quality of care can be improved because patients can be more closely monitored; 

thus an efficient diabetes control may be achieved, and the quality of life can be 

maintained with decreased complications. Furthermore, the financial and time expenses 

for clinical visits are saved. 

(iv) Telemedicine Provides Timely Medication and Suggestions Because of a 

Frequent Communication. 

The increased frequency of medical information exchange will allow the medical 

personnel to have a better understanding the current health status of the patients, find the 

problems and provide quicker therapeutic remedies. 

2.4 Review on Mobile Diabetes Management Systems 

We review recent research works in the area of mobile diabetes management with the 

following objectives: 

• To provide a comprehensive review in the area and understand existing projects 

on diabetes management and mobility; 

• To provide a detailed analysis and critical review of these systems . 

• To assess these systems against the design and development architecture of the 

MDMIS system presented in this thesis. 

The search strategy of the literature on past and ongoing diabetes management systems 

is carried out by searching for projects or researches news, reports on the Internet through 

Google1, major conference or journal papers published by IEEE with IEEE Xplorer2
, 

EMBASE3, Mary Ann Liebert, Inc. Publishers 4, Telemedicine information exchange5 

which provides a bibliographic database of telemedicine literature, and Entrez PubMed 

[52]. PubMed is a service of the National Library of Medicine, USA, which includes over 

15 million citations of biomedical articles back to the 1950's. 

1http://www.google.com 

2 http://ieeexplore.ieee.org(Xplore/guesthome.jsp 

3 http://www.sciencedirect.com/science/search/database/cmbasc 

4 http://www.liebertonline.com/ 

5 http://tie.telemed.org/ 
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We restricted the scope of the review period from January 1990 to May 2005 as most 

of the new developments in this area are within this period. The regional range spans from 

UK, Europe to worldwide. Key words used for the search arc: "telemedicinc, e-hcalth, 

telecare, mobile, healthcare, chronic disease management, Diabetes, Glycaemic Control". 

The reason of including "chronic disease management" in the key words for searching is 

to find more extensive research methods for the study. 

The further selection procedures of searched conference and journal papers were as 

following: first, the title and abstract of the paper was read to decide if the full text of the 

paper should be studied; if it is related to our research, the complete paper was read and 

examined. 

A report from Kalorama Information (2002) [53] shows, "the global market for 

diabetes products, particularly new therapeutics and monitoring products, is a large and 

growing one." There are three reasons for this trend: ( 1) a rapidly increasing patient 

population, (2) excessive unmet needs, particularly on therapeutics, (3) advances in 

biomedical technology [53]. 

For that reason, it is not surprising that there have been a large number of projects on 

diabetes management. 

2.4.1 Recent Studies on Diabetes Management 

Generally, we divide these studies into the following four categories: 

(i) Traditional Clinical Diabetes Management Systems 

Although there are clinical studies reported or commercially available diabetes 

management systems, still, the dominant clinical practice for long-term care is that 

patients visit their prospective clinics every 2 to 6 months. The visit involves a discussion 

of their diabetes management and any problems encountered together with a review of 

their normal paper diary of blood sugar readings and insulin doses. The meeting of the 

visit is usually over in less than 15 minutes. Apart from these visits, patients are largely 

left on their own to measure their blood sugars, manage medications, and manage various 

lifestyle issues such as diet, exercise and weight. Apparently, these diabetes management 

procedures are too complex for those patients without poor education background. 

(ii) Standalone Management or Telephone Follow-up Systems 

Most manufacturers of glucose meters or medical devices provide standalone PC 
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interface with the meter. Generally, the management software runs on a PC, although 

some are combined with a PDA device. In these systems, the blood sugar level 

measurements are stored in a glucose meter, and software is accessed by a patient only 

when he wants to view his measurements records. This type of management usually aims 

to help prospective patients to view and analyse their own blood glucose level records. 

Some applications provide aid tools for physicians to make decisions for their patients. 

However, all these systems lack the simple interactivity between the patients and the 

physicians and the necessary solutions of ubiquitous diabetes management. 

Some examples of such systems are: OneTouch™ Diabetes Management software 

[54], Abbott Diabetes Care's Freestyle blood glucose monitoring systems and precision 

blood glucose monitoring systems [55], Accu-Chek compass diabetes care software [56]. 

Generally, the data connection between the meter and PC are via RS-232 or Infrared. 

There are also other standalone management systems, such as Glucose Manager (2001, 

USA) [57], Diabetes tracker blood glucose meter data management system (2001, 

Canada) [58], Overlook software, Inc. 's Dia Trends (USA)[59] ( 1998- present, USA) , 

etc. 

Some telephone follow-up from the medical centres which enables medical 

consultation with patients via telephone calls, are also reported in [ 60] [ 61]. 

(iii) Online and Wired Diabetes Management Systems 

Online and wired diabetes management systems enable physicians or other diabetes 

care providers to analyse the diabetics' cases. Some systems even provide functionalities 

for patients to access the systems. In general, the commercial systems provide an RS232 

link between a glucose meter and a PC. Usually the relevant medical data or 

measurements are input to the system by the medical care providers during patients' visits 

directly or by patients on a PC. 

A typical commercial project of this type is DiabetEASE (Canada) [62], launched at 

2000. DiabetEASE is a web-based health monitoring system to track daily glucose levels 

and to support insulin planning for diabetics with several types of glucose meters. 

However, there is no decision support from medical providers. 

T-IDDM (Telematic Management of Insulin Dependent Diabetes Mellitus) [63] [64], 

was developed from 1996 to 1998, funded by the European Commission. It aims to 

improve IDDM (Type 1) diabetics' disease management. T-IDDM is composed of a 
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patient unit (PU) and a medical unit (MU). The MU and PU are connected through public 

telephone networks. PU and MU can work independently. The T-IDDM system provides 

decision support tools to assist physicians in choosing an appropriate treatment protocol; 

it also provides data management and retrieval services. 

C-Monitor (EU Funded, 2001-2003) [65] is another example. The system includes 

three main function units: namely doctor unit, patient unit and a database server to 

monitor patients' compliance. The C-Monitor system is PC-based, and the doctors are 

able to provide appropriate treatment for patients. 

Another typical system to check and analysis the compliance of patients includes the 

AARDEX's MEMS ® [66]. The system collects the real-time data from the patient's 

monitor, transfers and stores the data in a database. Reports can be displayed and printed 

accordingly afterwards. 

Other reported commercial systems, such as Pro Wellness [67], DiabCarnet [68], etc, 

are all of a similar design. 

In general, these systems share a generic diabetes management architecture, shown in 

Figure 4. The system is usually composed of a medical server, PC-based patient units and 

PC-based physician units. A medical server deals with data processing and data request 

from PC-based patient units and physician's units. The medical data in these systems is 

usually fed to the system manually by a patient on his/her computing terminal. The 

interaction between the patient and physician is limited. 

Patient Unit 

Physician Unit 

Figure 4. Typical system architecture for Internet based diabetes management system 
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(iv) Wireless Diabetes Management Systems 

In recent years, with advances in wireless communication systems, wireless diabetes 

management systems have become the most popular and effective category of overall 

chronic disease management system. An example of research work and system is M2DM 

(Multi-Access Services for telematic Management of Diabetes Mellitus) [69] [70], 

funded by the Europe IST (Information Society Technologies) programme, from 2000 to 

2003. The purpose of M2DM is to provide patients and medical professionals 

multi-access services for supporting diabetes shared care by using different access 

methods. The services are provided by applying a Multi-Access Server (MAS). M2DM 

is with a web-based architecturem, which enables users to access the system from 

different types of devices, such as W AP terminals. 

Medi Compass Mobile [71] is a commercial available product of co-operation between 

BT (UK) and iMetrikus company (a US-based healthcare company), from 1999 to date. 

The MediCompass Mobile allows patients and the healthcare team to share information 

and communicate through a PDA or an internet-enabled phone. MediCompass allows 

patients to upload the blood glucose data via a wired, then a wireless link. Figure 5 shows 

this system [71]. 

Figure 5. MediCompass Mobile Diabetes Management System - Data Acquisition Unit 

(Source: http://www.imetrikus.com/prod_MM.asp) 

E-San is another type 1 diabetes management system [72], developed by a UK 

company - E-San, it provides a wireless solution based on GPRS mobile phone 

technology. E-San applys Bluetooth technology for short-range connectivity and is able 

to upload the glucose data to the remote server. The graphical analysis result is then 

returned to the patient after the system's analysis. The clinical professionals are able to 

contact the patient via the mobile to identify concerns and problems for medications. 

Figure 6 shows a patient terminal of the E-San system. A similar system with this 

functionality is VIE-DIAB [73]. 
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Figure 6. E-San Blood Glucose Acquisition (72] 

INCA project (Intelligent Control Assistant for Diabetes) (2003), was designed to 

provide type 1 diabetics a care environment with optimum convenience and 

user-friendliness. Based on intensive monitoring of the blood glucose level, the system 

aims to change automatic insulin dose by applying mobile communication technologies. 

[74] 

2.4.2 Summary and Conclusions 

After extensive study, we can summarise relevant telemedical diabetes management 

systems reported from 1990 to 2005 as shown in table 4. 

Study Name Project Population Description 

Horan (1990) (75] DISC Type 1 Management of blood glucose data to improve self-care 

and glycmic control; provides computer-based diabetes 

education information. Data is entered to a database. 

Billiard (1991) (76] Type 1 Blood glucose analysis based on transmitted results 

(Telephone network) 

Shultz (1991)(47] Not specified Patients' data are sent via modem weekly for the 

f771 reference of health care providers 

Ahrinq (1992) [781 Type 1 Transfer of data via Modem and telephone counseling 

Marrero (1995) (79] Type 1 Transmits self-monitoring blood glucose data to the 

hospital via modem every 2 weeks, GP makes telephone 

calls with patients in resoonse. 

Allucca (1996) (80] DIAN ET Type 1 Unrestricted analysis of blood glucose data transmitted 

provided at a 2-weekly clinic. 

Meneghini(1998) ECM Type 1 and 2 A voice-interactive system, remote patients can access 

[811 [821 system throuqh a touch-tone telephone. 

Alaoui (1998) (83] Type 1 Uses an electronic device to gather blood glucose levels, 

and transmits the data electronically to their physician 

through telephone line. 

Edmonds (1998) Not specified Uses telephone to transmit data to a central database for 

[841 a summarv. Without therapeutic support. 

Bellazzi (1998) [851 TIDDM Type 1 Downloads data throuoh PC via Internet or PSTN 

Salzseider (1999) TeleDIAB A networked solution, transmission of blood glucose data 

[861 with interactive advisory programme 
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Biermann (2000) Type 1 Telephone advice given by clinician in response to 

[87] transmitted blood glucose readings through telephone 

line. 

Piette (2000) [88] ATOM Patients receives usual care and bi-weekly ATOM calls 

with telephone follow-up bv a diabetes nurse educator. 

Liesenfeld (2000) Type 1 Transfers the data via modem and individual telephone 

[48] consultations. 

Frost (2000) [89] Carelink Type 1 Transmission of blood glucose results via a PC through 

telephone line and advice on insulin dose by phone. 

Gomez (2001) [90] DIABTel Type 1 Data exchange between patient unit (for patients) and, 

Medical workstation (for nurses and physicians) through 

internet. 

Reichlin(2002) MOBIUS A mobile chronic disease management platform. 

f91 l f92l 

Bellazzi (2003) [931 M2DM A mobile environment between patients and doctors. 

Chase (2003) [49] DCCT Type 1 Data transfer every two weeks through modem. 

(Trial) 

Horn (2003) [73] Vie-DIAB Type 1 Uses mobile phone and internet services with a 

special visualization method for the last 4 weeks of 

medical measurements. 

Hernando (2003) INCA Type 1 Automatically adjusts insulin dosage according to the 

[741 data transmitted. With GPRS support. 

(2003) [94] e-San Type1 Automatic data transmission via Bluetooth, mobile 

solution 

Vahatalo (2004) Type 1 Blood glucose data entered by patient onto a mobile 

[95] phone with subsequent transmission. Doctors send 

comments as text messages back to patients phone 

once a week. 

(2004) [96] Doc@home The core is an intelligent device for patients to browse 

Commercial and collect medical data 

available 

Table 4. Summary of Telemedicine Based Diabetes Management Systems 

Figure 7 shows the evolution time line of the development of diabetes management 

system within the last 15 years. These systems span from early basic management 

infrastructure to present ubiquitous wireless systems. 
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Face-to-face clinical diabetes consultation ,;-•I 

~tand-alone diabetes management or telephone follow-up --

!wired networked diabetes management 

Mobile diabetes management 

1990 1995 2000 2005 2010 

Figure 7. Timeline of Current & Future Diabetes Management Systems (1990-2010) 

From the above review, the following issues are addressed in conjunction of the 

current system design and development: 

(i) Networked Solution for Diabetes Management 

With the fact of that patients and medical care providers are always geographically 

separated, most systems addressed in the literature are Internet-based management 

architectures. This internet connectivity shares two major common factors that improve 

the diabetes care management procedures: 

(1) Data-sharing 

With an Internet-based structure, the patients' data can be stored for further analysis. 

This reduces data repetition and increasement of the safety of data storage. Efficient 

usage of the relevant medical data leads to an improved medical service as medical 

doctors can examine patients' real-time or abundant historical medical measurements and 

describe proper medications without the need to a face-to-face consult with the patient. 

(2) Global access and connectivity 

It is well known that Internet enables patients and medical care providers to access the 

system globally. Therefore, patients and medical providers can be "connected" without 

limitation of their physical locations. 
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(ii) Wireless Connectivity and Medical Data Acquisition 

(1) The advances in wireless technology can provide an alternative to the traditional 

paper based data to electronic patient records 

Traditional paper-based disease management procedures have several shortcomings: 

first, this introduces the possibility of errors while patients read data from a meter; second, 

it is costly and inconvenient, because it is a time consuming work for users to read and 

write, reread and rewrite to the medical database for data analysis, which is inevitably not 

convenient for patients; at last, effecicany of data ananlysis is rebated from these isolated 

paper records. Hence, it calls for expenditure of commercial communication technologies 

within next few years. 

(2) From wired data acquisition to wireless data acquisition 

Wireless data acquisition to the medical centre for a physician's analysis is becoming 

demanding, in view of the fact that short-range wireless technology (lnfrared, Bluetooth 

etc.) has been so popular and has been successfully applied in some medical scenarios. 

However, most of these studies only addressed type I diabetes care and not for a 

hybrid management of both diabetes types; without clear classification of different levels 

of users; incomplete wireless data access and without interoperability issues addressed 

(see Table 4). 

Therefore, in this thesis, we address the following issues regarding to the design and 

development of the MDMIS system: 

(1) Universal access and wireless connectivity. MDMIS is designed to provide 

ubiquitous and wireless access to medical data acquisition and management services. It is 

important for the medical data to be collected from relevant sensors wirelessly and sent to 

the medical centre without much intervention by the patient. 

(2) Division of user groups. The users of MD MIS need to be divided into different 

group for security and implicity of the system. 

(3) Empowerment of patients. MD MIS is designed to provide proper analysis tools for 

patient to aware his/her disease progress and management details. 

( 4) Intelligent update of medical treatment plan: A medical practitioner or healthcare 

providers (specialist nurses) can change their patients' therapeutic plans according to 

their medical data sent. It is critical for instantly updating patients' medication plan along 
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with a significant change of patient medical status. 

(5) Online update of medication protocol: MDMIS is designed to allow real-time 

update of patients' medical treatment protocol for those users who have relevant priority. 

(6) Simple user interface: The system is designed with a simple interface for user 

operation. There are three benefits from this: first, a simple user interface will allow 

easier access and operation for users; second, users are given a uni form access interface 

despite of the size and display capabilities of the equipment; finally, the amount of data to 

be transmitted is reduced, which alleviates network traffic and decreases users' cost on 

network usage. 

(7) Interoperability with different commercial medical sensor devices. With the 

increasing population of users, the interoperability between various commercial medical 

devices and the management system has become an important matter to consider. A 

solution for this has been proposed within this thesis. 

25 



Chapter 3 

Chapter 3 

MDMIS System Design 

3.1 Introduction 

This chapter presents the design issues of the Mobile Diabetes Management and 

!nternetworking §.ystem (MDMIS). The requirements analysis of MDMIS, choice of 

mobile & IP communication technologies used for the system design and the detailed 

system architecture for MDMIS and relative design concepts are described respectively. 

3.2 System Features and Specifications 

From the objectivities ofMDMIS which has been described in Chapter 1 and literature 

of mobile diabetes management systems, we can see that a typical scenario for the 

medical specialist to give new medication to the patient can be summarized in Figure 8. 

Historical 
Medical Data 

Medications 

Current 

---, 
f; 

r/'iW l~-€,1 
/t51·c1 

Specialist on move 

MDMIS Information Database Updated Medications (wireless) 

Figure 8. A Data flow Scenario of MDMIS 

Based the above diagram, we can outline the major specifications for MDMIS as 

following: 

(i) Mobility for Patients 

One of the major objectives ofMDMIS is to empower diabetes patients, which means 

decreasing the inconvenience and cost of frequent clinical medical meetings with medical 
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doctors, maintianing the quality of life and improving diabetes management. To achieve 

this, MDMIS supplies a roaming environment for patients to send their medical 

measurements to MDMIS and obtain instant diabetes management services. 

(ii) Mobility for Doctors or Physicians 

The advantages of mobility also apply to medical doctors or physicians, who are then 

able to offer their medication suggestions to their patients not only within their clinical 

offices but also on move. 

(iii) Intelligent Medical Decision Tool 

To ease the shortage of medical staffs, MDMIS also provides intelligent medical 

decision making assistance tool for diabetes management to reduce the manual 

intervention of the medical doctors. This provides automatic medication suggestions 

according to current medical condition of patients. 

· (iv) System Scalability 

MDMIS should also consider system scalability to allow flexible amount of users 

accessing simultaneously. 

(v) Data Security and Privacy 

MDMIS aims to empower patients and doctors on diabetes management, but on the 

same time it must ensure not putting patients' health at risk by any incorret medical 

electronic information. This means that correct medical data has to be sent from the 

reliable sources and only available to the right person, also these medical data must be 

kept in a safe place to maintain data integrity. Furthermore, with the fact of the mobility 

for the MD MIS 's patients and doctors, medical measurements and information are 

delivered globally for users' access and update, security is very critical in order to keep 

safe data exchange and privacy. MDMIS has adopted several methods regarding this 

issue which will be decribed later. 

3.3 MDMIS Wireless Connectivity 

A medical sensor are always with very restricted data transmission ability because of 

the device itself's limited memory storage and low power supply. One practical solution 

for a medical sensor sending acquired medical measurement to a remote medical provider 

for medical analysis is by applying emerging smart phone tehcnology and combining 
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both suitable short-range and celluar wireless communication technologies. 

3.3.1 Connectivity Requirement of MD MIS 

MDMIS aims to provide wireless connection for data acquisition, the wireless 

connectivity requirements of MD MIS are: 

• Short-range wireless connectivity between a medical sensor and a mobile phone 

(terminal). 

• Long-range wireless connectivity of a mobile terminal and a remote medical 

centre (hospital). 

3.3.2 Short-range Wireless Technology for MDMIS 

Short-range wireless (SRW) technology refers to a technology that enables wireless 

data networking across distances of up to a few hundred metres [97]. 

SRW technologies provide cordless connections among mobile devices such as cell 

phones, headsets, PDAs, laptop computers, digital cameras, audio and video players, and 

sensors such as health monitoring devices. SR W can also allow users wirelessly to access 

a host of new services provided by in-building LANs and their wired Internet connections 

[98]. 

SRW includes two general categories: WPAN (Wireless Personal Area Network) and 

WLAN (Wireless Local Area Network) technologies. WLANs enable mobile users to 

connect to a local area network (LAN) through a wireless (radio) connection. Radio is 

currently most useful transmission media for WLAN because of the optical links' 

limitation ofline-of-sight paths. The major standards of WLAN are IEEE 802.11 series, 

ETSI (European Telecommunications Standards Institute) HIPERLAN (High 

PErformance Radio LAN) and MMAC (Multimedia Mobile Access Communication) 

HiSWANa (High Speed Wireless Access Network) [99]. 

Wireless Personal Area Network technology emphasises on low cost and low power 

consumption instead of range and peak speed. WPAN technology includes Bluetooth, 

UWB, Zigbee, Home RF etc. 

All the short-range wireless technologies share the following common features: 

• Unlicensed frequency bands. Most of them use ISM (Industrial, Scientific, and 

Medical) frequency bands. 
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• Local coverage. Generally it is limited to about 100 metres transmit distance. 

WLAN is always used in an office environment to ensure quicker data transmission, 

although with higher power consumption. The problem with WLAN is that a fast data 

transmission speed and wider coverage is off set by high power consumption and a 

complex configuration. It is apparent that WLAN is not suitable for MDMIS, which 

demands lower power consumption and a simple configuration. WPAN is for the 

communication of devices within a personal operation space, with the benefit of relative 

lower power consumption and lower cost. Furthe1more, WPAN supports ad hoe 

networking, which supports a flexible and rapid networking style. Hence, the WPAN 

technology is suitable to be applied for of the MD MIS data acquisition between a medical 

sensors and a mobile terminal. 

Currently, there are several WPAN technologies available: IEEE 802.15 senes, 

HomeRF, InfraRed, DECT (Digital Enhanced Cordless Telecommunications) et al. 

Market Name Bluetooth™ ZigBee™ 802.15.3 HomeRF Infra Red 

Standard 802.15.1 802.15.4 

Application Cable Monitoring Multimedia Data Home LAN Line-of-sight 
Focus Replacement & Control Communication device 

networking 

Power Low Very low Low Medium Low 
Consumption 

Bandwidth 720kbps 20- 22,33,44,55Mbps 11Mbps Up to 
250kbps 4Mbps 

Transmission 10(class 3) 1 - 100+ 30-50m 50m 1m 
Range 100( class 1 ) 
(meters) 

Success Cost, Reliability, Very High Data High Data Cost, Power 
Metrics Convenience, Power, Cost Rate Rate 

Extensive 
manufacturers 
support 

Table 5. Comparison of WPAN technologies [100] (101] 

Table 5 shows the comparison of major WPAN technologies. We can see that 802.15.3 

and HomeRF can be used for video data communication with a high data speed, but this 

feature also means a higher power consumption. In MDMIS scenario, the data to be 

transmitted is only text data rather than huge volumn of voice or video data. 

Infrared [102] is mature and with low cost and low power utilization, and there have 

been several commercially available infrared glucose meters. However, its optical 

communication media made its connection directional, which means the two devices 
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must line up with each other to exchange data. This is generally inconvenient for patients 

to obtain a data link between a phone and a medical sensor. 

Zigbee [ 103] seems the best solution for our application because of its feature of low 

power consumption. Zigbee is used for text data transmit for its low data speed. From the 

beginning, Zigbee was poised as a sensor standard, thus it has a very flexible networking 

ability [ 104]. The very low power consumption of Zigbee is attractive (the battery can last 

for years), thus it is economical for MDMIS. 

However, Zigbee is a relatively new technology. The first specification was only 

released in December 2004 [105]. This means that there are quite few electronic 

manufacturers who support Zigbee technology. In this situation, Zigbee is exempt of our 

consideration for MDMIS. 

Bluetooth® [106], named after the lOth Century Danish King Harold Bluetooth, refers 

to an open specification for a technology to enable short-range wireless voice and data 

communications anywhere in the world [107]. Bluetooth was developed by a group of 

electronics manufacturers that allows electronic equipment, from computers and cell 

phones to keyboards and headphones, to make inter-connections without wires or cables. 

It operates at a frequency of 2.4 GHz, supports one data channel, and up to three voice 

channels. Data can be exchanged at a rate of approximately 720 kpbs. In 2002, IEEE 

approved the IEEE 802.15.1 standard for wireless personal area networks adapted from 

the Bluetooth specification, which gave Bluetooth greater validity and support in the 

market. [ 108] 

Bluetooth devices can interact with each other in several ways: 

(i) Piconet. A piconet is any such Bluetooth network with one master and one or more 

slaves. In this case, the channel (and bandwidth) is shared among all the devices in the 

piconet. A master determines hopping sequence. The slaves synchronize with the master. 

There can be up to seven active slaves in a Piconet. It supports ad hoe networking to 

enable a fast network establishment. Once a Piconet has been formed it can be added to at 

any time by new devices joining, and active members can leave as required without 

affecting the Piconet. A diagram showing the Piconet topology and data exchange is 

depicted in Figure 9. 
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Figure 9. General Bluetooth Piconet Architecture 

(ii) Scatternet. Two or more Piconets join together and form a Scatternet. One of the 

node functions as a bridging unit between the Piconets. A diagram of the Scattemet 

topology and data exchange is shown as Figure 10. 

Figure 10. General Bluetooth Scatternet Architecture 

Bluetooth applies four connection states for an efficient power management: 

(i) Active Mode. The unit actively participates on the radio channel. Active slaves 

listen in the master-to-slave slots for packets and the master schedules data transmission. 

(ii) Hold Mode. The hold mode is typically entered when there is no need to send data 

for a relatively long time. It is a low~power sleep mode. 

(iii) Park Mode. When a slave does not need to participate on the piconet channel, it 

can enter the park mode, which is a low-power mode with very little activity in the slave. 

(iv) Sniff Mode. The unit stays synchronised in the Piconet but polls periodically to 

save power consumption. 

Low power consumption of Bluetooth is suitable for embedded devices. We chose 
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Bluetooth technology as the wireless link for data acquisition in the MDMIS system. As 

the connection only happens between a mobile phone and medical devices, the piconet 

networking was chosen for MD MIS. The mobile phone operates as a master device, while 

the medical devices act as client devices. 

3.3.3 MDMIS GPRS Wireless Link and Connectivity 

With the growth in demand for mobile internet access and services, the evolution of 

wireless telecommunication technologies has expanded from 2G, 2.5 G to 3G, which is 

represented by Global System for Mobile (GSM), GPRS (General Packet Radio Service) 

and Universal Mobile Telecommunications System (UMTS). The speed and quality of 

data service has been improved progressively. Compared to UMTS, GPRS has the benefit 

oflarger coverage and extensively available models of mobile terminals. We chose GPRS 

as the mobile cellular service bearer for MDMIS. 

General Packet Radio Services (GPRS) is a specification for data transfer on TOMA 

and GSM networks, also known as 2.5G, i.e. between 2G and 3G. It is an evolution on 

GSM to accommodate packet data transmission, which involves overlaying a 

packet-based air interface on the existing circuit switched GSM network, thus offers 

faster data transmission then GSM. It utilizes up to eight 9.05 kbps or 13.4 kbps TOMA 

timeslots, for a total bandwidth of 72.4 kbps or 107 .2 kbps. 

GPRS, Enhanced Data-Rates for GSM Evolution (EDGE) and High Speed Circuit 

Switched Data (HSCSD) are often referred as 2.5G. Compared to HSCSD, GPRS is 

packet-based, GPRS is the more cost effective for mobile Internet use, and users only 

need pay according to the amount of data sent or received. [ 109) 

Furthermore, GPRS provides fast and easy data access to different services. The 

registration or connection to the GPRS network can be performed automatically at power 

on if the GPRS network is available, so there is a fast connection setup with minimal 

delays. 

(i) GPRS Network Structure 

GPRS introduces several new network elements and interfaces to the base of 

architecture of GSM: [ 109) 

- GGSN (Gateway GPRS Support Node) acts as a gateway between the GPRS 

network and Packet Data Network (IP, X.25), it also maintains routing information to 

tunnel the PDU to the SGSNs. 
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- SGSN (Serving GPRS Support Node) keeps track of individual mobile stations' 

location and performs security functions and access control. The SGSN is connected to 

the base station system with frame relay connection. 

- PCU (Packet Control Unit) manages and controls radio-related operations, 

compresses and decompresses frames. It is logically associated with a BSC (Base Station 

Controller) and lies between a BTS (Base Transceiver Station) and a SGSN. 

Packet 
Trarric 

Mobl"'."°'/ PCU 

m -bis 
BSC 

BTS 

Circuit 
Switched 
Trafllc 

BTS: Base Transceiver Station 

GGSN 

Gn 

SGSN 

Peer 
Elements 

MSC 

GMSC 

/ 
HLR/AuC 

GPRS 
Register 

Medlc.11 Centre 

SSC: Base Station Controller 

MSC: Mobile Switching Centre GMSC: Gateway Mobile Switching Centre 

SGSN: Serving GPRS Support Node GGSN: Gateway GPRS Support Node 

HLR: Home Location Register AuC: Authorisation Centre 

PCU: Packet Control Unit MAP: Mobile Application Part (a protocol) 
Figure 11. GPRS Data Link and Connectivity of MDMIS 

The block diagram of the GPRS connectivity for MDMIS is shown in Figure 11. A 

mobile station can be a device with a patient or a medical doctor to access MDMIS 

services. If a mobile station makes a voice call, it goes through the GSM circuit-switched 

network while a mobile station communicates with a medical centre via GPRS For data 
' 

query. 

(ii) GPRS Protocol Stack 

GPRS is a packet switched technology based on GSM. The GPRS protocol stack 

provides a bearer service from a data network to a GPRS protocol stack terminal. Figure 

12 shows the GPRS protocol stack between mobile station and application service. 
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In Figure 12, the physical radio interface consists of a flexible number of TDMA time 

slots (from 1 to 8) and thus provides a theoretical data rate of up to 171 .2 kbps. A Media 

Access Control (MAC) utilizes the resources of the physical radio interface, and deals 

with tasks such as accessing, sharing and release of the physical medium. Radio Link 

Control (RLC) deals with the tasks of segmentation and de-segmentation of data units 

from higher layers. RLC also ensures data protection during transmission over the air 

interface by applying ARQ measures. Logical Link Control (LLC) protocol provides 

services to the network layer protocol that GPRS is using, especially SNDCP for data 

transfer, SMS and GMM/SM (GPRS Mobility Management/Session Management). It 

ensures the reliable transfer of user data across a wireless network (between MS and 

SGSN). Sub-Network Dependent Convergence Protocol (SNDCP) is responsible for 

compression, segmentation and multiplexing of network layer messages towards a single 

virtual connection. [110] 

Base Station System GPRS Protocol (BSSGP) provides routing and QoS information 

for the BSS. GPRS Tunnelling Protocol (GTP) tunnels protocol data units through the IP 

backbone by adding routing information. 

(iii) GPRS Coding Scheme 

An important feature of GPRS is the presence of four coding schemes (CS) with 

different levels of error detection and correction to transmission impairments. The CSs 

are applied according to the radio frequency signal conditions and the requirements for 

the data being sent. Table 6 shows the difference between the different GPRS coding 

schemes. 

Coding Scheme Code Rate 
User data rate(kbps) 
(1 time slot) 

CS-1 }'2 9.05 

CS-2 -2/3 13.4 

CS-3 -3/4 15.6 

CS-4 1 21.4 

Table 6. GPRS Coding Schemes [11 OJ 

We can see the theoretical data throughput of 171.2 kbps can only be achieved with 

CS-4 when all the eight time slots are used. 
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(iv) GPRS Multislot Classes 

GPRS multislot classes are product dependant, and determine the maxmmm 

achievable data rates in both uplink and downlink directions. A multislot class is 

expressed as x+y, z. The x represents number of downlink time slots, y represents number 

of uplink time slots, and z represents maximum number of slots used simultaneously. For 

example, if a mobile phone is with configuration of multislot class to (4+2, 5), that 

means the mobile phone supports 4 downloading (up to 53.6 kbps) and l uploading (up 

to 13.4 kbps) with CS-2, or 3 downloading and 2 uploading (3+2=5) with maximum 5 

active time slots at the same time. Please refer to [ 112] for the details of multislot classes. 

(v) GPRS Mobile Station Classes 

According to their ability of supporting simultaneous voice and data, GPRS mobile 

stations can also be divided to Class A, Class B and Class C. A Class A mobile phone 

supports both simultaneous voice (via GSM) and data transmission (via GPRS). Class B 

handsets support voice and packet data, but not at the same time. Class C mobile phones 

can handle packet data only or they can be set manually to handle one or the other. 

(vi) GPRS Data Exchanges 

Before a mobile patient or physician station can exchange data with the remote 

medical centre, it must request attachment or register to a SGSN by sending its 

identification. The SGSN verifies whether the user is authorized and authenticated for the 

data service by checking the HLR (Home Location Register), if the user is, it constructs 

an updated location message and registers this message at the HLR, and sends back the 

reply to the mobile station. This procedure can happen as soon as a mobile station is 

switched on. If a mobile station is attached to a GPRS network, prior to sending and 

receiving data, it must activate a PDP (Packet Data Protocol) context by sending a PDP 

request to SGSN. The PDP context is used for packet routing and transfer purposes inside 

a GPRS network, it contains the type of network the PDP used (for instance, X25, IP ... ), 

PDP Addresses of the terminal (x.121, IP), IP Addresses of the SGSN where the 

subscriber is located, the access point to the service network used (NSAPI) and the QoS 

(Quality of Service). The SGSN chooses a GGSN based on information provided by the 

MS and other configurations and requests the GGSN to create a context for the MS. The 

GGSN allocates an IP address for the mobile station, creates a PDP context for the MS 

and sends this information to the SGSN, the SGSN informs the MS that a PDP context is 

created [113]. Now the data can be transferred between the MS and the medical centre. 
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The MS can detach a PDP context by sending a PDP context deactivate request to the 

SGSN, the procedure is the opposite to PDP context activation. 

Medical Centre 

PCU 
SGSN GGSN 

BSC 

GPRS 

Attachment 

PDP Context 

Activation 

Data Exchan 

Figure 13. GPRS Data Exchange between a MS and Medical Centre (initiated by the MS) 

3.4 System Design and Architecture of MD MIS 

As discussed earlier, MDMIS is designed to provide a flexible mobile diabetes 

management environment for patients. The users of MDMIS are divided into the 

following categories: 

(i) Patients. Patients are the source of the medical data for the analysis. Also they need 

to browse and get medical advice. 

(ii) Physicians. Physicians are to provide medical advice for patients according to the 

information that patients supply. 

(iii) Medical Administrators. A medical administrator is a "super" physician. To 

have a secure medical environment, we limit the general physician's priority only to 

browse, analysis and provide medical suggestions to patients, but allow medical 

administrators to manage the medical protocols and available treatments. 

(iv) System Maintainers. A system maintainer is not allowed to browse patient's 

medical information, or make medical decisions due to privacy and ethical constraints. 

But he can maintain the health information database, browse various users ' operation 

records, or add geographical information for general usage, such as updated address or 

new road names. 

The functionalities of MDMIS are thus designed in a flexible way according to 
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different types of users' requirements. 

The general system architecture ofMDMIS is shown in Figure 14. 

WireleSS'/Wued Network -

Router 

System Maintenance Station 

Physician Station 
Master Station 

Health 
Information 

Figure 14. System Architecture of MDMIS 

We can see MD MIS is composed by patient stations, medical administration stations, 

physician stations, system maintenance stations and a medical control centre. 

A medical control centre consists of a master station and a health information database 

or MDMIS information database. It resides in a hospital with broadband access to the 

Internet. If there are large numbers of users, there can be several sub medical control 

centres to balance the load of the requests. 

A master station processes all requests from MDMIS clients and stores health related 

information in the health information database. A MD MIS database stores health-related 

information, including all users' operation records and account information, medication 

protocols, medications, measurement records, etc. This database is required to be reliable 

and able to deal with large amount of concurrent users' requests. 

A patient station is a data acquisition terminal as well as an operation portal. It captures 

a patient's blood glucose measurements through Bluetooth and sends these data to a 

remote medical control centre. Moreover, patients should be able to update their account 

information; inspect their historical medical records, which includes their measurements 
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and treatments; and report recent side-effects. A patient station can be a PC, laptop, 

mobile phone, or PDA. 

A physician station is a computing device for a MDMIS physician to access MDMIS 

services. A physicians may choose any avai lable computing device, a mobile device, such 

as a handset, PDA, laptop, or stationary terminal, desktop PC, to remotely manage 

patients' account information, inquire and analyze the patients' history and current 

situation, manage patients' medical treatment scheme, and give suggestions to the 

patients. 

A medical administration station allows a MDMIS medical administrator to create or 

update available information on medicines, edit medical medication protocols, manage 

physicians' account information, intervene and supervise patients' therapy procedures. 

However, a medical administrator has no authority to manage any other user except for 

patients' account information. A medical administration station can be a handset, PDA, 

PC, or a laptop. 

A system maintenance station allows a MDMIS maintainer to carry out maintenance 

procedures locally or remotely. A system maintainer may check any users' operation 

records, manage medical administrator's account, or check system operation status. 
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Chapter 4 

Design and Implementation of MD MIS Wireless 

Data Acquisition and Processing System 

4.1 Introduction 

The emphasis of this chapter is on software design and implementation issues of the 

MD MIS data acquisition system. The wireless connectivity of the data acquisition system 

is based on Bluetooth and GPRS technologies. 

The aim of data acquisition system of MDMIS is to acquire medical data wirelessly 

from a medical sensor and forwarding this information to remote medical care providers 

for further medical analysis and disease management via GPRS network. 

4.2 Overview of MDMIS's Wireless Medical Data Acquisition 

System 

The functionality of the MDMIS data acquisition subsystem is to transmit the 

electronic medical data (blood glucose measurement) of a patient to the remote data 

centre and to provide the patient appropriate prompt medical suggestions ubiquitously. 

Figure 15 shows the schematic diagram of the wireless data acquisition system of 

MDMIS. 

Glucose 
meter 

Health 
formation 

Database 

Patient Station­
Mobile Phone Medical Centre 

Data acquisition 

Figure 15. Schematic Diagram of Wireless Data Acquisition of MDMIS 
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As we presented in Chapter 3, in MDMIS, Bluetooth communication technology is 

applied on short-range data exchange (in this case, point-to-point networking - between a 

meter and a mobile phone). GPRS technology is used for the mobile link between a 

mobile phone and a remote medical centre. Therefore, the major design and 

implementation issues of the MDMIS wireless data acquisition system are summarised as 

follows: 

• A short-range Bluetooth connectivity between a medical sensor ( Glucose meter) 

and a GPRS-enabled mobile phone ( patient station) ; 

• Adaquate data processing before the medical data is sent to the medical centre; 

• Mobile cellular data transmission between a patient station and a medical centre. 

4.3 Design of Bluetooth Connectivity for MD MIS 

MDMIS uses Bluetooth connectivity for its front-end medical data link, in this section, 

we discuss the communication issues relevant to such short-range connectivity for 

completeness. Further details on Bluetooth architecture and protocols can be found in 

[114] [115]. 

To communicate via Bluetooth, the relative devices need to have a Bluetooth 

communication module. A Bluetooth communication module provides a Bluetooth 

protocol stack, which ranges from the physical layer to the upper RFCOMM layer. It may 

also have a application software to implement advanced functionality for Bluetooth 

communication. Figure 16 shows the Bluetooth link between two devices. 

Software 

I AppUcatlon I 

Bluetooth 
Protocol Stack 

Device 1 

Software 

I AppUcclllon I 

Bluetooth 
Protocol Stack 

Bluetooth Module 

Device 2 

Figure 16. Bluetooth Enabled Short-range Communication 
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4.3.1 Introduction to Bluetooth protocol stack 

The general layout of the Bluetooth protocol stack is shown in Figure 17. 

xCard/vCal WAE Host Software Protocol Stack 

OBEX WAP 

lcom:ands I TCS BIN 11 I I SOP 

UDP/TCP 

IP 

I 

PPP 

I 

RF COMM 
(Serial Cable Emulation Protocol} 

I 
Logical Link control and Adaptation protocol I Audio I (L2CAP) 

HCI 
-

H ost Controller (Hardware) I Link Manager Protocol (LMP) I 
-r 

Baseband Link Controller (LC} ~ 
Bluetooth Radio 

Figure 17. Bluetooth Protocol Stack (114] (115] 

According to the purpose, including whether Bluetooth SIG has been involved to 

specify the protocols, the Bluetooth protocol stack can be divided into 4 layers: Bluetooth 

core protocols (Baseband, LMP, L2CAP, SDP), cable replacement protocols (RFCOMM), 

telephony Control protocols (TCS binary, AT commands) and adopted protocols (PPP, 

UDP/TCP/IP, WAP, OBEX etc.) [114] . 

The Bluetooth Radio layer is the lowest layer, which defines the specifications of the 

Bluetooth transceiver device. 

The Baseband is the physical layer of Bluetooth. It lies on top of the Bluetooth radio 

layer in the Bluetooth stack. The Baseband protocol is implemented as a Link Controller. 

The Baseband manages physical channels and links, frequency-hopping sequence 

selection and timing, modes of operation and medium access functions etc. 

The Link Manager (LM) carries out link setup, authentication, link configuration and 
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other protocols. It discovers other remote LMs and communicates with them ia the Link 

Manager Protocol (LMP). The Link Manager Protocol essentially consists of a number of 

PDUs (Protocol Data Units), which are sent from one device to another, determined by 

the AM_ADDR in the packet header. LM PDUs are always sent as single-slot packets. 

HCI (Host Controller Interface) interfaces directly with the host controller, it provides 

upper layer an interface to the baseband layer and link manger, and access to hardware 

status and control registers. Logical Link Control and Adaptation Layer (L2CAP) handles 

packet segmentation and reassembly, protocol multiplexing, and provides quality of 

service information. 

SDP (Service Discovery Protocol) handles publishing and discovery of services 

running on top of the Bluetooth stack. With SDP, device information, services and the 

characteristics of the services can be queried and a connection between Bluetooth devices 

can be established. 

RFCOMM is a serial line emulation protocol. RFCOMM simulates a standard serial 

(COM) port. The protocol emulates RS 232 control and data signals over the Bluetooth 

baseband, providing both transport capabilities for upper level services that use serial line 

as transport mechanism. 

L2CAP (Logical Link Control and Adaptation Protocol) is above the baseband, it 

adapts upper layer protocols over the baseband. L2CAP supports channel multiplexing 

and conveys the quality of service information. It also provides flow control and handles 

packet segmentation and reassembly operations. L2CAP is defined for ACL 

(Asynchronous Connection-Less) links, which means the Bluetooth data applications use 

L2CAP to communicate with the baseband. 

TCS Binary or TCS BIN (Telephony Control protocol- Binary) is a bit-oriented 

protocol. It defines the call control signaling for the establishment of speech and data 

calls between Bluetooth devices. It also defines mobility management procedures for 

handling groups ofBluetooth TCS devices. 

Telephone Control - AT commands, controls the modem and the mobile phone 

commands. 

PPP (Point-to-Point Protocol) is a protocol that allow TCP/IP suite of TCP/IP to run 

over a serial connection. 

TCP/UDP/IP (Transfer Control Protocol/User Datagram Protocol/Internet Protocol) 
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are defined by IETF, mainly for usage on internet 

OBEX (IrOBEX) is a session protocol to exchange objects in a simple and 

spontaneous way. OBEX provides a model for representing objects and operations. It 

also defines a folder-listing object for browsing the contents of folders on remote device. 

WAP (Wireless Application Protocol) is a standard for applications that use wireless 

communication to accessing online services from a mobile phone simple. 

vCard & vCalendar are specifications developed by the versit consortium. The 

specifications define the format of an electronic business card and personal calendar 

entries and secheduling information. Bluetooth SIG adopts vCard and vCalendar to help 

the exchange of personal information. 

4.3.2 Bluetooth Profile and MDMIS Implementation 

To ensure interoperability and consistency between different Bluetooth-enabled 

devices, the purpose of designing Bluetooth profiles is to to ensure the relevant devices 

which claim specific capabilities can interoperate together. A Bluetooth profile is a 

specification that defines the minimum requirements that a Bluetooth device must 

support in a specific usage scenario. A Bluetooth profile can be described as a vertical 

slice through the protoco 1 stack. These are two types of pro fi lcs [ 116]. 

(1) Conforming profiles 

GAP (Generic Access Profile) defines the usage of low-layers of the Bluetooth 

protocol stack. It is fundamental for all the Bluetooth application. 

Service Discover Application Profile (SDAP) describes a specific application and 

usage of SDP, the availability and user interface aspects of service of service discovery. 

Generic Object Exchange Profile (GOEP) defines the OBEX, SPP and GAP 

interoperability requirements and OBEX capabilities for file transfers, object push and 

synchronization. 

Serial Port Profile (SPP) defines the RFCOMM., L2CAP, SDP and lower layer 

interoperability requirement and capabilities for serial cable emulation. 

(2) Interoperability profiles 

Dial-up Networking Profile (DUNP) defines the interoperability requirements for 

dialling and control capability that allows a device as a dial-up device. 
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Object Push Profile (OPP) defines the user interface requirements use of OBEX and 

SDP, and the object push feature. 

File Transfer Profile (FTP) defines the user interface requirements and interoperability 

and use of GOEP, OBEX and SOP. 

LAN access profile defines how Bluetooth-enabled devices can access the services of 

a LAN using PPP and shows how the same PPP mechanisms are used to form a network 

consisting of two Bluetooth-enabled devices. 

For the MDMIS application scenario, it is possible to apply SPP, DUNP or LAN 

access profile for the usage of data exchange. 

The scenarios covered by the DUNP profile arc the following [ 115]: 

• Usage of a cellular phone or modem by a computer as a wireless modem for 

connecting to a dial-up internet access server or using other dial-up services. 

• Usage of a cellular phone or modem by a computer to receive data calls. 

In MDMIS, the Bluetooth link is used for data exchange between an embedded device 

and a cell phone. Apparently, DUNP is not appropriate for this scenario. 

The LAN access profile defines how PPP networking supported m following 

situations: 

• LAN access for a single device or multiple devices. 

• PC to PC (using PPP networking over serial cable emulation). 

Similar as DUNP, the usage situation of the LAN access profile is not suitable for the 

implementation of MD MIS. Furthermore, nearly all the Bluetooth-eanabled cell phones 

do not support LAN access profile. 

The scenario covered by Serial Port Profile (SPP) deals with legacy applications using 

Bluetooth as a cable replacement through a virtual serial port abstraction. Since it is a 

conforming profile, basically, all the Bluetooth-enabled phones support this profile; 

furthermore, most of medical sensors support serial port communication. Therefore, SPP 

is selected to be followed for the implementation of MD MIS. 

To transmit the relevant data from a medical sensor (Glucose meter in this case) 

through a GPRS mobile phone to a remote medical centre, the Bluetooth communication 

modules are required on both sides, that means both devices should support at least part of 

the Bluetooth protocol stack. In addition, it requires that data acquisition software for data 
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control to be developed on either side. 

Currently, a commercially available Bluetooth-enabled mobile phone already has a 

Bluetooth communication module; while there is not a Bluetooth-enabled glucose meter 

on the market. Furthermore, developing a fully integrated Bluetooth glucose meter has 

the following drawbacks: 

• A brand new Bluetooth glucose meter means choice of Bluctooth chip, 

Biochemical chip (for calculating the blood glucose level), PCB design and 

printing, hardware and clinical test. Particularly, an extremely stringent safety 

requirement is compulsory for medical usage. These procedures arc inevitably 

time-consuming. 

• A new Bluetooth product must be certificated by Bluetooth SIG for further 

commercial usage. This procedure is also time-consuming and may cause huge 

financial cost implications. 

Therefore, the realistic option for this study is choosing a commercially available 

Bluetooth module to link a popular glucose meter with data output functionality and 

developing a compatible data collection and data transmission software on the cell phone 

side. 

There are two development schemes for data collection and transmission in MDMIS. 

A data acquisition software beyond the SPP profile can be developed ( 1) on a 

Bluetooth-enabled glucose meter and on a mobile phone, or (2) on a Bluetooth embedded 

mobile phone since most integrated glucose sensors already have data communication 

abilities. Choosing the first method will limit choice of Bluetooth communication 

modules and further research on the glucose sensor is required. Therefore, we chose 

developing additional data acquisition software on a GPRS-cnabled Bluetooth mobile 

phone. 

Based on the above analysis, the following detailed steps were followed to develop the 

wireless data acquisition system of MD MIS: 

( 1) Selection of an appropriate blood glucose sensor that has data interface with 

external devices. 

(2) Selection of a suitable Bluetooth adapter to enable a glucose meter's Bluetooth 

connectivity. 

46 



Chapter 4 

(3) Study of the data communication protocol of the blood glucose sensor to ensure 

correct data initiation and data exchange between the sensor and a mobile phone. 

( 4) Selection of an appropriate Bluetooth enabled mobile phone model to be supplied 

by Orange UK. The mobile phone will act as a data gateway, and is responsible for 

collecting medical data from the glucose sensor and sending the information for 

further medical reviews via a GPRS network. 

(5) Development of a relevant software on a mobile phone to capture and process a 

patient's blood glucose measurements and send the relative data to the remote 

medical centre. 

4.4 Blood Glucose Sensor - Medisense Optium Glucose Meter 

The general criteria for the choice of a blood glucose sensor can be summarized as 

follows: 

• 

• 

• 

The glucose sensor must be adopted and recommended within UK NHS system . 

User popularity should also be considered . 

The meter must retain an external data exchange interface. This means the device 

must allow other technologies to be able to read data within it. 

According to the statistics for the West Midlands (Birmingham) NHS region [117], the 

top five blood glucose test strips used within the NHS in that region are shown in Table 7. 

Rank Strip type 

1 Active (Reagent) Strips 

2 MediSense G2 (Reagent) Strips 

3 Advantage II (Reagent) Strips 

4 MediSense Optium(Reagent) Strips 

5 One Touch (Reagent) Strips 

Table 7. Top 5 Blood Glucose Test Strips Used in West Midlands NHS Regions 

MediSense Optium glucose sensor model ( shown in Figure 18) was selected to collect 

patients' blood glucose measurements for this study. As Table 7 shows, The MediSense 

Optium product is a popular blood glucose sensor in that NHS region and throughout the 

UK as well; it also has an external data exchange interface; furthermore, the diabetes 
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specialist we are in co-operation with for this research recommended this glucose sensor. 

The MediSense Optium blood glucose sensor is a product of Abbott Laboratories 

[118]. The theory of its measurement procedure is as follows: When a blood sample is 

applied to the blood glucose electrodes, glucose in the blood reacts with the chemicals on 

the electrode; this reaction produces a small electrical current; the current is measured and 

calculated to get the blood glucose measurement; the blood glucose level is displayed by 

the sensor. 

Figure 18. MediSense Optium Blood Glucose Meter [118] 

(i) MediSense Optium Glucose Meter Serial Communication Setting 

The MediSense Optium supports serial data transfer. Serial data transfer refers to 

transmitting data one bit at a time. 

MediSense Optium serial communication setting is assigned as follows (Table 8): 

Bits per second: 9600 

Data bits: 8 

Parity: None 

Stop bits: 1 

Flow control: None 

Table 8. Medisense Optium serial communication setting [119] 

(ii) MediSense Optium Glucose Meter Communication Protocol 

The time sequence of the MediSense Optium glucose meter communication protocol 

for data exchange is shown in Figure 19. 

Basically the protocol is based on a hand-shaking serial communication model. Once a 

communication channel is set up, a receiver (a mobile phone) can query the current status 

of the sensor ( a Medi Sense Optium glucose sensor) by sending "READ_ STATUS" to a 

transmitter (the glucose sensor) and remain waiting for response (an "ACK" message). If 
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the reciever doesn't receive response from the sensor after a specific time, it will keep 

sending the same command -"READ STATUS" to ensure that the sensor is ready. The 

sensor will send back "ACK" if it is ready to accept further commands. The receiver may 

send command "ID" to get the sensor's product ID which was allocated by manufacturer; 

command "GET_ METER" to get existing glucose measurement records from the sensor. 

Receiver 

READ_STATUS-----------

ACK 

ID 

·------

-----
--­....--------

MediSense Optium 

-------~ 
___ ACK ----

-----· 
- - - : : .send Product ID ---

ACK------------ ----• 

------ EQT ·-----------
ACK ----------- -----• 

GET_METER ----------- -----• Send Measurement 

·-----ACK -----------

------·----

I 

I 

-------~ i 

--- -----EQT 

ACK ---------- ------• 

Figure 19. Time sequence of the glucose meter communication protocol 

4.5 Bluetooth Connectivity Module 

As we mentioned in section 4.3.2, we follow the SPP profile to implement the 

Bluetooth connectivity between a mobile phone and a sensor. The connectBlue Serial 

Port Adaptor (SPA 32i) from connectBlue (a supplier of Bluetooth solutions) [ 120]was 

selected as the Bluetooth communication module for this study. 

Figure 20. The connectBlue SPA 32i Serial Port Adaptor [120] 

The connectBlue SPA 32i serial port adaptor is a product which allows a device with a 
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RS232/422/485 port to wireless communication with other devices via Bluetooth. It 

supports Bluetooth Serial Port Profile, Dial-up Networking Profile and LAN-access 

Profile. 

The technical specification of connectBlue SPA 32i is shown in Table 9 [ 119]: 

Output Power: 20dbm(>100m) 

Power Supply: 5V 

Serial Interface: Baud rate from 900 bps - 921.6 kbps ,Flow Control: CTS/RTS or None 

Serial Connector: Male DSUB-9pins 

Wireless MultiDrop Multipoint: 7 slaves 

Antenna: Internal 

Dimensions(mm): 63*80.2*25.7 

Table 9. connectBlue SPA 32i Technical Specification 

connectBlue also provides small size and power saving OEM Bluetooth adapter chips 

in the same product line. It will be very valuable for the development of future fully 

integrated medical sensors. 

The connectBlue bluetooth serial adapter is configured as a Bluetooth communication 

module for the Medisense Optium sensor device. To provide a successful communication 

channel, this Bluetooth Module for COM (serial port) needs to be configured following 

the communication configuration of the MediSense Optium glucose meter (Table 8). 

Since it is a point-point connection between a mobile phone and a glucose meter in 

MD MIS, the network topology of this application is Piconet. After successful pairing, it 

is the mobile phone acting as the master device as it controls the connection with the 

glucose meter. The Bluetooth serial adapter is also configured as "discoverable" for 

service discovery and accepting incoming connections. 

4.6 Mobile Phone and GPRS Network Issues 

The low cost of Bluetooth's wireless communication chips has led to a large number 

of Bluetooth-enabled mobile phones available; therefore, it is feasible to choose a 

Bluetooth-enabled mobile phone for MD MIS development. As stated earlier in Chapter 3, 

the GPRS service is applied for long-range wireless connection, thus the mobile phone 
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needs to support GPRS communication technology at the same time. We also require 

uploading the data acquisition program into the mobile phone;, the mobile phone should 

also have a good software supporting environment. 

We selected Sony Ericsson P800 (figure 21) for the MDMIS development. 

Figure 21 . Sony Ericsson P800 

The Sony Ericsson P800, integrated with combined WAP and Web browser, supports 

the following Bluetooth profiles: 

• 

• 

Generic Access Profile, 

Serial Port Profile 

• 

• 

• 

Generic Object Exchange Profile 

Dial-up Networking Profile 

Object Push Profile 

• Headset Profile 

General Processor: ARM 9 

OS: Symbian OS v7.0 

Weight: 158g with flip 

Size: 117 x 59 x 27mm 

User storage: 12 Mb 

Antenna: Build in 
Additional storage Memory Stick Due, up to 128 Mb supported 

Screen Display resolution : 208 x320 pixels (40 x 61 mm) 

Colour depth: 4096 {12 bit) 
Third party application support C++, PersonalJava, J2ME CLDC 1.0/MIDP 

Local connectivity Cable 

lnfrared (up to 115.2 kbps) 

Bluetooth 
GPRS connectivity Multi-slot class 8 (Slots: 4+1) 

Coding scheme: CS-1, CS-2,CS-3, CS-4 

Downlink rate: Up to 53.6 kbps (CS-2) 

Uplink rate: Up to 13.4 kbps (CS-2) 

Table 10. Some specifications of Sony Ericsson P800 [121] 

The Bluetooth communication distance of Sony Ericsson P800 is up to about 10 metres 
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(33 feet) and support Bluetooth specification version 1.1. Some technical specifications 

of Sony Ericsson P800 are listed in Table 10. 

Sony Ericsson P800 has a screen size suitable for patients accessing the MDMIS 

system. With the support of Bluetooth Serial Profile, the mobile phone is able to 

communicate with the glucose sensor to collect a patient's blood glucose measurements. 

4.6.1 The Orange GPRS Network in UK 

The GPRS network used for MDMIS is Orange UK GPRS network because Orange 

UK funded this research. 

Orange UK is one of the biggest mobile service providers in the United Kingdom. 

Independent research by AIRCOM International indicated that Orange has the largest 

integrated 3G/GPRS network for business in the UK. Orange covers 99% of UK 

population and has also extended GPRS roaming for UK subscribers to 74 countries [ 122]. 

Figure 22 shows the Orange UK network coverage [123] . 

. f 

Figure 22. Orange UK network coverage in UK[123] 

4.6.2 GPRS Configuration 

Before being able to transmitting data via GPRS on a mobile phone, GPRS 

configuration must be carried out on a mobile phone. 

To enable GPRS data transmission for MDMIS, the configuration for Orange Access 

Point Name (APN) on the mobile phone must be set. AAPN is a name which is logically 
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linked to a GGSN. The APN identifies the service or network to which a user can connect 

from a GGSN in a GPRS network. The syntax of the APN corresponds to a fully qualified 

domain name [ 124]. According to the APN from a mobile station, a SGSN can perform a 

DNS query to find out the corresponding GGSN during PDP context activation. As we 

discussed in Chapter 3, GGSN converts the GPRS packets coming from the SGSN into 

the appropriate PDP format and sends them out to the relevant packet data network. In the 

other direction, PDP addresses of incoming data packets are converted to the GSM 

address of the destination user. The readdressed packets are sent to the responsible SGSN. 

Therefore, the communication channel can be built and a patient's medical information 

can be sent to a remote medical centre and remote medical suggestions can be received at 

a patient station. 

There are two APNs of Orange GPRS connections available, which are "orangewap" 

for Orange WAP GPRS and "orangegprs" for Internet GPRS. Orange WAP GPRS is for 

the mobile phone to browse WAP pages only. We set "orangegprs" for MDMIS for 

internet connection usage. 

4. 7 Software Implementation of MD MIS Data Acquisition 

23. 

The main objectives of the data acquisition software can be summarized as follows: 

• 

• 

• 

To communicate with a medical sensor - MediSense Optium sensor; 

To acquire accurate medical measurement data - blood sugar level records; 

To pre-process and send this medical information to a remote MDMIS health 

information database; 

To get feed back of medical suggestions from a medical doctor. 

A schematic diagram for prototype for MDMIS data acquisition is depicted in Figure 

Master station 

Figure 23. MDMIS Data Acquisition and Processing System 

Health 
Information 
Database 
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The communication cable between a glucose meter and the Bluetooth adapter is a 

special serial cable, which is available from Abbott Laboratory along with the MediSense 

Optium sensor. The origin of the data (Blood glucose level measurement) is within the 

glucose meter. With presence of Bluetooth serial adapter, a mobile phone is able to 

acquire the medical data, pre-process it, and send the blood glucose measurements via 

GPRS to the remote medical centre. Software in the master station processes and stores 

the incoming data to the MDMIS health information database (see section 5.4). If the 

software analyse that a measurement is out of range, a text message will be sent to the 

mobile phone for the patient's attention. 

4. 7 .1 Bluetooth Serial Port Profile (SPP) 

The SPP profile is a transport protocol profile that defines the fundamental operations 

necessary to establish RFCOMM communications between two peer devices. The SPP 

describes how to use the Bluetooth protocols to establish a virtual serial connection. 

The protocols used by the SPP are depicted in Figure 24. 

Application A 

(Serial Port Emulation 
or other API} 

RFCOMM SOP 

LMP L2CAP 

Baseband 

Device A 

Application B 

(Serial Port Emulation 
or other API) 

RFCOMM SOP 

LMP L2CAP 

Baseband 

Device B 

Figure 24. Protocols involved in SPP 

The scenario covered by this profile is setting up virtual serial ports (or equivalent) 

between two Bluetooth-enabled devices and connecting them to emulate a serial cable 

between the two devices. Legacy applications can run on either device, using the virtual 

serial port as if there were a real serial cable connection. 

There are no fixed Master-Slave roles for execution of the SPP. The user data, modem 

control signals and configuration commands are transported by RFCOMM. 
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(i) UIQ Programming Model 
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The development of a Bluetooth application for a Sony Ericsson P800 mobile phone 

requires a Symbian OS development environment. Symbian OS v7.0 comes with an 

advanced, object-oriented application framework, and supports UIQ, which provides a UI 

(User Interface) framework and APis (Application Program Interface) for handheld 

devices. The UIQ application framework provides a Model-View-Controller (MVC) 

model that separates the user interface from the application logic (model). [125] 

This UIQ framework requires four objects to be de.fined: an application, a document, 

an application UI, and one or more application views, corresponding to following four 

classes: 

(1) Application class identifies the application's property and creates the document 

object associated with this application. 

(2) Document class represents the data model of the application and provides the 

application's data and methods to save the information and close down the application. 

(3) User interface class creates and owns UI controls to display the application data 

and provides for event or command management. 

(4) View class displays the application data on screen and allows the user to interact 

with it. 

Figure 25 shows the UIQ' s MVC model as well as the relationships between these four 

classes. 

A1>1>lication 

Create 

Document Model 

Create 

~ '"'""''" .. .. User lnte1face Controller 

Owns 

Views View 

Figure 25. Generic UIQ's MVC Model 
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(ii) Bluetooth APis 

Symbian OS development environment provided the following Bluetooth APis for the 

Bluetooth enabled application development: 

Bluetooth Socket API. Bluetooth Sockets encapsulates access to L2CAP and 

RFCOMM through a TCP/IP-like sockets interface. The purpose ofBluetooth Sockets is 

to discover other Bluetooth devices, read and write data over Bluetooth. The Bluetooth 

Sockets API supports communication over both the L2CAP and RFCOMM layers. 

Bluetooth Service Discovery Database is a registry of local Bluetooth services that 

enables remote Bluetooth service to discover. Bluetooth Service Discovery Database API 

provides an interface that allows Bluetooth service records and their attributes to be added, 

deleted, and updated. 

Bluetooth Service Discovery Agent allows Bluetooth applications to discover the 

services that are available on a remote device and those services' attributes. Bluetooth 

Service Discovery Database and Service Discovery Agent are the APis for usage of the 

Bluetooth SDP. 

Bluetooth Security Manager enables Bluetooth services to set security requirements 

for incoming connections. Security settings are whether authentication, authorization, 

and/or encryption are required or not. 

Bluetooth UI defines a method to use the Notification Services API, with a device 

selection plug-in to discover nearby devices and prompt the user to select a remote device 

to connect to. 

Figure 26 describes the Bluetooth operations that a Bluetooth application needs to 

implement. Prior to using the Bluetooth socket API, a socket server must be initialized, 

and an application must set up service for incoming connections, which includes setting 

the security and access configuration, and registry of the service. After this, the 

application needs to discover a Bluetooth device that a user is desirable to communication, 

if it finds one device, the application requires to find out whether the relevant service is 

available. If there is, the application will be waiting for the coming connection or activate 

a connection with a Bluetooth device. As soon as the connection is made, data could be 

exchanged between the two Bluetooth devices. Cleaning up is a procedure to un-register 

the service and close all open connections once there is no data exchange needed. 
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Figure 26. Procedures of Building Bluetooth Data Communications [125] 

4.7.3 Software Design and Implementation of 'BlueReader' 

"BlueReader" is the name of a data acquisition software designed by us for the Sony 

Ericsson P800 mobile phone and dedicated for MDMIS. 

Sony Ericsson P800 supports variable programming languages: C++, PersonalJava 

(pjava), J2ME MIDP or Visual Basic. C++ is a compiled language; the applications run 

faster and have a faster startup time than those written in pJava, J2ME or Visual Basic, 

moreover, applications written in C++ have the most direct access to hardware and 

functions of the phone [126]. Therefore, we chose C++ for MDMIS's data acquisition for 

Bluetooth and GPRS connection in this study. 

The MDMIS data acquisition system from a patient's perspective is to ease of 

communication between a patient's sensor and remote medical centre. On a patient side, 

the related data acquisition activities involve two devices: a glucose meter and a mobile 

phone. The principal operation on a glucose sensor is measuring a patient's blood glucose 

level manually, while the major functions are to be designed on the mobile phone. 

Operations on a mobile phone could be: (1) specifying a medical device from which data 

is to be collected; (2) pairing with this equipment to ensure the other party trusts the 

further Bluetooth connection; (3) inputting user account information for remote master 

station to verify the patient's ID; (4) manually input data to be transmitted to the remote 

medical database; (5) initiating reading data from the glucose meter and delivering data to 
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the database, (6) stopping the reading activity during a reading process; (7) reviewing the 

original data that has been received from a glucose sensor; or (8) receiving the medical 

advice from a medical centre. These activities from a patient are depicted in Figure 27. 

Measure Blood ~ © 
1 

Glucose Level i. ••A"•' 

Medical Sensor 
(Glucose Meter) 

Patient 

Select a medical 
device 

Pair device 

User validation 

Manual data 
input 

Read medical 
data 

Stop data reading 

Check last time 
data reading 

Get suggestion 
from medical 

centre 

Mobile Phone 

Figure 27. The Usage Scenarios for MDMIS Data Acquisition 

Prior to presenting the detailed design and implementation of MDMIS data acquisition 

software - the BlueReader, we introduce two concepts: 

(1) Synchronous and asynchronous 

There are two types of services of function calls that can be performed, either 

synchronously or asynchronously. A synchronous service is the usual pattern for 

function calls, in which, the function returns while the service request has been performed 

either successfully or has failed with an error code. 

An asynchronous service requested by a function call may complete later after the 

function call. Completion of the service is indicated by a signal. The request is been 

pending between the issue of the request and the signal. During this period, the requesting 

program can do other processing or it can wait. The operating system wakes up the 

program when there is a signal on completion of its pending requests. 

In a multiprocessing system, user programs can do other things while waiting for a 

specific events, for example, keyboard input, pointer input, completion of an I/O request, 

timer events etc. These events and the services associated with them are provided by 

asynchronous service providers (a thread or process). This means, a function calls an 

asynchronous service, a asynchronous service provider informs the requester through a 
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signalling mechanism that the requested service has actually completed. 

In the MDMIS data acquisition system, the system requires to response to other user 

input (such as cancelling the reading procedure) during reading data from a glucose meter. 

To do data reading, the program also needs to detect other services, such as 

communication channel ready, data prepare ready and end of data etc. Therefore, in 

MDMIS, reading the measurement data is processed as an asynchronous service. 

The important issues related to asynchronous service and on MDMIS data acquisition 

software are as following: 

Thread and process. A process is a program; it can contain one or more conceptually 

concurrent threads. A thread is a unit of execution within a process. Every process has a 

primary thread created when a process is initialised. A thread can create, suspend, resume, 

panic and kill other threads, subject to protection. Data can be passed between threads no 

matter whether those threads are in different processes or within a same process. The 

interface of a thread is provided by RThread. 

A Semaphore is for restricting of the number of simultaneous users on a shared 

resource. Threads can request access to a resource (decrementing the semaphore), and 

can signal that they have finished using a resource (incrementing the semaphore). A 

thread that requests access to a busy resource is put in a waiting state. A semaphore 

maintains a FIFO queue of waiting threads for a resource. When another thread 

increments a semaphore, the first thread in this queue is resumed. The semaphore handle 

is provided by RSemaphore. 

An active object is an encapsulation of behaviors involved in making requests to an 

asynchronous service provider and handling the completion of those requests. It also 

encapsulates the functions that a service provider's request and cancels the function which 

handles the completion of those requests. 

An active scheduler encapsulates a wait loop to use multiple asynchronous services. 

Together with the Active objects, this scheme provides a system of non pre-emptive 

multi-processing which runs on a single thread. 

(2) Client/Server framework 

Client/server framework is usually chosen to provide services on the management of 

shared system resources; asynchronous services or protection offered by running in a 

separate process from clients. 
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A server defines an interface that a client uses to request specific services. A server 

and a client communicates each other with a message-passing protocol. The client and 

server programs run in different threads and so do not directly access each other's address 

space. 

Several concepts are introduced m Symbian Client/Server programmmg: Server, 

Session, Sub-session, and Message. 

A Server is responsible for handling requests from client threads, forwarding the 

requests to s relevant server side client session, and the creation of server-side client 

sessions as a result of requests for connection from client threads. The server interface is 

provided by CServer. 

A Session is the communication channel between a client and a server. The base 

client-side session interface is provided by RSessionBase. The communication from a 

client with the server is channeled through this interface's implementation. The 

corresponding server-side session interface is provided by csession. Its base class -

CSharableSession also provides the support needed for a session to be shamble by all 

threads within a single process. 

A Sub-session presents an efficient refinement of a session when a client requires 

multiple simultaneous uses of a server. The base-client side sub-session interface is 

provided by RSubSessionBase. An implementation that derives from this defines the 

functions that to be exposed to clients. A server implements a corresponding sub-session 

class based on CObj ect. 

A Message is a data structure passed between client and server. The interface of a 

message is provided by RMessage. A message consists of the type of client request, and 

four data parameters. Messages representing client requests are encapsulated in 

Client-side session and sub-session interfaces. Server-side sessions and sub-sessions can 

read client data from messages, and write data back to the client. 

The MDMIS data acquisition software - BlueReader consists of a Server and a Client 

with a Client/Server framework. 

The BlueReader Server provides the background services instead of a user interface. It 

provides connection to a glucose meter and gathers a patient's blood glucose 

measurement, which includes measurements and test time. The BlueReader Client 

follows the MVC model. It provides user interfaces, requesting data reading, selecting 
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and pairing medical device, simulating data to be sent to a remote medical centre. 

The final installation version of the BlueReader server is a .dll (Dynamic Link Library) 

file, while the BlueReader client is an installable .sis file. A schematic diagram showing 

the BlueReader software framework is shown in Figure 28. 

Request ~---~ 

~------
Server Signal Client 

------· 
Patient 

Blue Reader 

Figure 28. BlueReader Software Framework 

The implementation and debug of BlueReader is achieved under the Symbian UIQ 

environment on a Windows XP PC platform. 

(i) BlueReader Client 

In this section we describe the design and implementation of the functions of 

BlueReader Client. 

The BlueReader Client of the BlueReader provides user interface, which allows a 

patient to enter data, send commands and receive messages to and from the BlueReader 

server. 

Commands 

,-1.ESelectDevice • ••••• 

Operations 

Select a Bluetooth glucose 
SelectRemoteBTDeviceL(). 

meter to 

2. ECheckUser 

3.EManualTest 

4.ECheckData 

5.EReadData 

6.EDisconnect 

I •••••• 
User authentication. CheckUser(). 

Manaul data input. ManualTest() 

Check the received data. CheckData() 

Collect data from the glucose meter. ReadData() 

• j • • • • • Stop reading data. Disconnect() 

• • ••• • Exit the program. Exit() 

connect. ] 

.._ _ __..l.:::::L _______ -J 

Figure 29. Schematic of functions of BlueReader Client 
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Figure 29 shows the mapping table of commands and operations ofBlueReader Client. 

(1) Specify a Bluetooth Glucose Meter 

To acquire data from a glucose meter, the BlueReader must know the data source for 

building a connection channel. Hence the primary idea is to get the identification of a 

relevant glucose meter. 

Generally, a device can be recognized by its name. A Bluetooth device name can be up 

to 248 bytes and named by the user randomly. However, if there are Bluetooth devices 

with the same name, the other party will fail to identify the required Bluetooth device. 

The introduction of a Bluetooth device address (BD _ ADDR) solves this problem. In 

the Bluetooth specification, each Bluetooth device is allocated a unique 48-bit 

BD ADDR. This address can be obtained from the IEEE Registration Authority 

(http://standards.ieee.org/regauth/ouiD. 

The BD_ADDR is divided into the following three fields: 

• LAP (Lower Address Part) field: consisting of 24 bits; 

• UAP (Upper Address Part) field: consisting of 8 bits; 

• NAP (Non-significant Address Part) field: consisting of 16 bits. 

The LAP and UAP forms the significant part of the BD _ ADDR. A BD _ ADDR can be 

any value, except the 64 reserved LAP values (Ox9E8800-0x9E883F) for general and 

dedicated inquires one. One reserved LAP address (Ox9E8B33) is for general inquiry 

and used regardless of the contents of UAP and NAP. The remaining 63 LAPs are 

reserved for dedicated inquires of specific classes of devices. 

A BT_ADDR can be queried during the Bluetooth discovery service by activating 

searching a Bluetooth device. 

Both a glucose meter and a mobile phone are possessed and used by a specific patient. 

Once a glucose meter has been identified for data connection, it is unnecessary to specify 

the device a second time. So our idea is to obtain a Bluetooth glucose meter's 

identification (the BT_ADDR) and store this information locally on the mobile phone. 

Therefore, the program can automatically read the address without querying it again for 

further connection. 

The implementation of the Bluetooth address processing is obtained by the function­

SelectRemoteBTDeviceL(). Within this function, the program first activates a dialogue 
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instance derived from CQBTUISelectDialog by usmg the method 

LaunchSingleSelectDialogLD(). If a patient has chosen a Bluetooth glucose sensor from 

the available Bluetooth devices list, the address can be obtained by an object instance of 

TBTDevAddr. The program writes this address into a file "BlueMeter_devAddr.txt" 

which is saved in the local mobile phone. When building the next connection, the address 

can be acquired by reading the file. 

(2) User authentication 

For system security consideration (for example, excluding further data processing 

from unknown or illegal sources), it is compulsory to validate a user 's identity before 

he/she can submit his/her medical measurements to a remote medical centre. However, 

the patient may feel it unacceptable to enter his/her user information every time. 

Furthermore, the mobile phone is always with them. A measure is therefore considered to 

save time and simplify user authentication during the design and implementation of the 

BlueReader. 

Figure 30 shows the data flow of user authentication. The execution of the Check User() 

method prompts a dialogue for a user to input his/her user account information (user id 

and password) for verification. A feedback from the remote master station will be sent 

back to the BlueReader and shown on the mobile phone 's screen to indicate valid or 

invalid user information. If it is a valid account information, the user id and password will 

be written to a local file stored within the mobile phone. Even if there is user information 

already, the program still will overwrite the file with the new data. 

Input User ID and 
....._ Password 

~ .. ··,....-· ·~~ 111" ~serDialog) 

• 
Mobile • 
Patient 

StartRequest() 

Valid user data? Internet 

WriteUserlnfo() 

ony'ETicssurTP80 

Figure 30. User Authentication Data Flow 
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Information 
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(3) Manually input blood glucose data 

This function is designed with two objectives: 

• For a patient to manually input medical measurement data; 

• For test usage. 

During this operation, a dialog is prompted to ask a patient to input blood glucose level 

in either "mmol/1" or "mg/dl" unit, and measurement time (the default is the current time). 

The data will be converted to "mmol/1" if it is in "mg/gl" by following the formula as 

described in section 2.2.1 in chapter 2. All the data provided by a patient are verified to 

ensure they are in the correct format before being sent to the medical centre. This 

information will be further analyzed in the master station and saved to MDMIS 

accordingly. If the measurement is found to be out of the recommended range, or the 

patient's medication needs to be changed, a warning message will be sent back directly to 

the patient's mobile phone and an e-mail message of details will also be sent to the patient. 

Otherwise, the returned message to the patient is simply the notification "data was saved". 

A summary of this procedure is depicted in Figure 31. 
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• 
• •. Show result 

Show email 

Sony Ericsson P800 Mobile Phone 

Figure 31. Summary of Manual Data Test Procedure 
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( 4) Check received data from a glucose meter 

The latest received original datagram from a glucose meter is saved as a file in a local 

mobile phone and can be read. This function is reserved for debugging the data reading. 

The patient can also review these data anytime afterwards. The earlier received data was 

overwritten with the recent data received by the program and was not archived because of 

the limited storage space of the mobile phone. 

(5) Reading data and disconnecting a communication channel 

The BlueReader Client sends commands of reading and disconnecting to the 

BlueReader Server. These two functions are implemented by the BlueReader Server and 

will be discussed in the following subsections. 

(6) Exit the procedure 

This function involves checking the reading status, closing Bluetooth connection if 

there is an existing Bluetooth link, clearing the stack, and termination of the BlueReader 

program. 

(7) Class Implementation 

A major class in BlueReader Client is CBlueMeterClientAppUi supporting 

asynchronous operations. The CBlueMeterClientAppUi handles the user's input and 

passes it on to the client session. It is also responsible for the implementation of all the 

user interfaces for the above functions. 

The client session class - CBlueMeterClientSession sends commands from the 

BlueReader Client to the BlueReader server. The class CBlueMeterClientApp View is 

responsible for showing information on the terminal's screen. CManuallnputDlg is a 

class to implement a dialogue for user manually inputting a medical measurement record. 

CUserDialog is a class in which a dialogue is prompted to input user information and 

send the user information to the remote master station once data is submitted. 

(ii) BlueReader Server 

Combined with BlueReader Client, a essential activity of BlueReader server software 

is designed to provide the asynchronous data reading operations from a glucose sensor. 

The BlueReader Server provides the following functions: 

(1) Reading Data 
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Figure 32. Data Flow of Reading Medical Data 

The procedure of reading data from a glucose meter on a mobile phone m the 
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BlueReader is shown in Figure 32. The reading data procedure is initiated after a patient 

pressed "data reading" menu. 

Ahead of connecting to a Bluetooth medical device, the program (the BlueReader 

Client) looks for a file ("BlueMeter _ dev Addr.txt") on the mobile phone to get the 

BT_ADDR of the meter. If the BT_ADDR has not been archived, the program prompts a 

dialogue for the user to select an available Bluetooth device. The pairing between the 

phone and the device preceeds if the patient selects a Bluetooth device. If either of the two 

sides fails, the program will get an invalid BT_ AD DR and show the error information to 

the patient. Otherwise, it sends a reading data request to the BlueReader Server to check if 

there is a connected link. If there is, the present reading procedure is stopped, as a data 

reading is already going. Otherwise, the BlueReader Server checks the category of the 

message. The reading control thread within the BlueReader Server is initialised and 

started as soon as the whole program starts. This thread supports asynchronous operations. 

It keeps handling the requests or messages from the client. If the message is a connection 

command, it tries to find an available Bluetooth channel and build a connection. Another 

reading data thread is started during the initialisation of the BlueReader Server. The 

reading thread is for handling requests from the BlueReader. If a reading data request is 

received, it sends a reading command to the glucose meter to start transmitting data. The 

data is kept in a file in the local mobile phone during the reading. Once a flag of EOT 

( end-of-text) of data is received, it tells the BlueReader Server that data reading has been 

completed. The BlueReader Server then closes the Bluetooth connection channel and 

notifies the BlueReader client that data reading has been completed. 

The BlueReader Client reads the data and saves the data to a local file on the local 

phone. However, these original data are coarse and not well-formatted, and need to be 

processed before being sent to a remote medical centre. Afterwards, the data with the user 

account information is sent to the master station, where the data-processing software will 

checks for data validation and do a relative analysis. If the measurements are out ofrange, 

a medical advice is sent back to the patient with a text message or email message. The 

detailed functions of the data processing are discussed in Chapter 5. 

(2) Data pre-processing 

Since the original data acquired from a blood glucose meter maybe incorrectly 

formatted or even invalid, it is necessary to process these data before being submitted to 

the remote centre (the MDMIS master station). 
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There are two benefits of data pre-processing: 

First, the amount of data to be transmitted is decreased because the unuseful data is 

filtered and discarded. This reduces the data flow over the wireless network and the cost 

of data transmission. 

Second, the pre-processing alleviates the load on the remote master station. The 

measurements are converted to a uniformed measurement unit (mmol/1) before being sent. 

Data 1s processed by following a specific data format: 

("userid@userpassword@yyyyMMdd hh:mm measurement"). The master station only 

needs to process the data strictly conforming to this format. 

Accordingly, a data processing consists of three steps: selection of the useful data, 

conversion of measurement unit and data formatting. The original data packet is put in a 

file by the BlueReader server on the mobile phone after a successful data reading. 

For example, an original data packets for measurement records from the glucose meter 

are as in Figure 33: 

.. (STX)D8 ... 007.1.20040318.15:36.00630 .. 

A4 ... 101.1.20040314.17:12.00163 .. 

98 ... 206.1.20040314. 17:00.01 .. 

02 ... 306.1.20041112.17:00.02 .. 

01 .. .407.1.20041112.16:57.00318 .. 

A8 ... 507.1.20041112.16:56.00318 .. (EOT) .. 

Figure 33. Data packet received from the glucose meter 

The necessary data processing to get the useful data is as follows: 

(a) Selection of useful data. The STX is an ASCII control character, means "Start of 

Text", while the EOT means "End of Text". The text paragraph between two signs is the 

measurement records. Each line in this text paragraph represents a record. However, only 

"A4 ... 101.1.20040314.17:12.00163 .. " is a valid record, since its verification byte( the eighth 

byte) is "l". "20040314.17:12" is a time when the patient measured his/her blood glucose 

level. The "163" is a glucose measurement. The "."in the Figure 33 is an ASCII control 

character. 

(b) Unit conversion. The measurement uploaded to the BlueReader software is in 

"mg/dl". However, in UK clinics, the unit of "mmol/1" is adopted to measure blood 

glucose level. A conversion is made from "mg/dl" to "mmol/1" as the original data is in 

"mg/dl" on the glucose sensor. 
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( c) Data formatting. In this scenario, the BlueReader software sends a uniformed data 

"20040314 17: 12 9. l" to the medical control centre after formatting the original data -

"A4 ... 101.1.20040314.17:12.00163 .. ", 

The data flow of the BlueReader data processing is shown in Figure 34. 
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Figure 34. Data Processing of BlueReader 

( 4) Class Implementation 

Start-pos =end_pos + 1; 
End_pos = start_pos; 

A major class for the BlueReader server 1s CBlueMeterServer. It handles all the 
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requests from the BlueReader Client, passes the requests to the engine if necessary, and 

provides services to the client. CBlueMeterEngine sets up and handles Bluetooth 

connection with a glucose sensor. CRFCOMMServiceFinder performs a port searching 

for a Bluetooth connection. CBlueReader handles the reading operations from Bluetooth 

socket and saves the data read. CBlueMeterSession dispatches the client messages to the 

BlueReader server. 

4.7.4 Error Handling & Security Considerations 

Error handling and prevention have been considered during the design and 

implementation of the BlueReader client and the Blue Reader server. 

Most of the error handlings and preventions are implemented in CBlueMeterEngine 

since it is where most errors will occur. If the BlueReader client sends a wrong request or 

message to the BlueReader server, the server will panic the client. 

Although both a mobile phone and a glucose meter are possessed by a patient himself, 

there are several security issues concerned with the MD MIS data acquisition system: 

(1) The connection between a mobile phone and a glucose meter. 

(2) Data transmission between a mobile phone to a remote master station. 

The connection between a mobile phone and a glucose meter is enhanced by Bluetooth 

security measures, which are as follows: 

(1) User authentication. Bluetooth devices use a combination of a PIN (Personal 

Identification Number) and a Bluetooth address to identify other Bluetooth devices.[ 127] 

(2) Payloads encryption. The encryption is done with a stream cipher EO (secret key 

algorithm), which generates a sequence of pseudorandom numbers and combines it with 

the data using the XOR operatoris and is re-synchronized for every payload. The EO 

stream cipher consists of a payload key generator, a key stream generator and an 

encryption/decryption part. 

(3) Frequency hopping. Instead of transmitting over one frequency, Bluetooth radios 

using a fast frequency-hopping (1600 times per second) spread spectrum (FHSS) 

technique, jumping among 79 random frequencies within a specified range, allowing only 

synchronized receivers to access to the transmitted data. 

Data transmission from the BlueReader to the remote MDMIS master station 1s 

ensured by the BlueReader software itself with the following measures: 
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(1) User authentication. Any submitted data to the master station is combined with a 

user identification and a user password. The data-processing software at the master 

station side will analysis and any measurement without correct user information will not 

further processed and be saved in the MD MIS health information database. 

(2) Data transmission. The data submitted to the master station is through a SSL secure 

transmission channel to ensure a secure data transmission. 

4.8 Summary 

In this chapter, we have presented the detailed design and implementation of the 

wireless data acquisition system of MDMIS. The Bluetooth connectivity and 

development of the system has been described, together with the relevant GPRS 

connectivity issues.The communication protocol of the medical sensor is also described. 
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Chapter 5 

Design of MDMIS Software System 

5.1 Introduction 

In this chapter, we address the software issues for the management and intemetworking 

of MDMIS. We present in the next section the usage scenario analysis. Section 5.3 

describes the selection of development languages and the software architecture for 

MD MIS. The design of the MD MIS health information database is presented in section 

5.4. We describe the design and implementation of services provided by the master 

station in section 5.5, while the MDMIS functions that can be accessed from client 

stations are described in section 5.6. Finally, system mobility and security issues of 

MD MIS are discussed in section 5. 7. 

5.2 Usage Scenario Analysis 

As explained in section 3.4, the flexible architecture design of MD MIS is based on the 

user requirements of the system. The users of MDMIS are categorized as Patients, 

Medical Administrators, Physicians, and System Maintainers. After consulted with 

medical doctors and diabetics, we clarify the major usage scenarios for MD MIS users as 

follows: 

- User Management. Each user should be able to manage their own account 

information, including date of birth, contact information, residence address, etc., and 

change their passwords. Some kinds of users may have the privilege to manage multiple 

users' account. 

- Definition of time segment. Long-term diabetes monitoring requires examining the 

pre-prandial, pre-bed and post meal blood glucose level of a patient. Yet, every patient 

has his/her own life style, a same measurement time may be taken before a breakfast by a 

patient, but after a breakfact by another one. Hence, MDMIS needs to adaptively detect 
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what time the measurement was taken. Both patients and medical doctors should be able 

to define the relevant time segment. 

- Check measurement records. Patients should be able to browse their previous 

measurements for good understanding of their present diabetes situation. Tools should be 

provided for analysing the patients' measurements, thus to assist the relative physicians or 

doctors make medical decisions. 

- Browse medication history records and medication management. Patients may 

want to check their medication history to be aware of their therapy situation. Medical 

doctors may browse patients' medication records and be able to change the medication for 

a specific patient. 

- Side-effects report. Changeing the medication of a patient may lead to side-effects. 

Patients should be able to report the side-effects. Physicians can also help a patient to 

build the side-effects record. 

- Automatical medication correction. In MDMIS, tools are provided to help 

automatically change a medication according to a patient's recent glucose measurements. 

- Medicine management. Physicians or doctors may manage or check relative 

electronic information of available medicines for diabetes therapy. 

- Medication protocols management. The specified medical doctors should be 

manage the medication protocols which are the basis of changing medications. 

- Operation tracking. Significant operations may be recorded for later review. The 

operations can then be reviewed to examine the users' activities. 

- Diabetes education information. It has been well known that diabetes 

self-education plays a significant role in diabetes self-management, the system should be 

able to provide such information to help patients improve their knowledge on diabetes 

management. 

5.3 Software Tools and Languages 

In this section, we describe the choice of the relevant software tools and programming 

languages used for the development of the MDMIS system. 
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5.3.1 Wireless Programming Options for Mobile Devices 

There are several programming options for wireless devices, which are summarised as 

follows: 

(i) WAP (Wireless Application Protocol) and WML (Wireless Markup Language) 

"The WAP is a de-facto world standard for the presentation and delivery of wireless 

information and telephony services on mobile phones and other wireless terminals." [ 128] 

The WAP specification defines a architecture and a set of protocols for implementation of 

wireless Internet access. WAP communications involve three major component types: 

WAP-enabled mobile device, WAP gateway and Web server. A WAP gateway is designed 

to do "translation" between WAP to HTTP (Hypertext Transfer Protocol), which allows 

the transfer and viewing of information in web transactions. It accepts requests from a 

WAP ~enabled mobile device, and converts WAP content to HTTP content to request the 

service from a relative web server. The web server processes the request and sends the 

information back to a WAP gateway with HTTP, the WAP gateway translates the content 

back to WAP and sends it to the requested mobile device. 

WML is the language used to create pages displayed in a WAP browser. It is inherited 

from HTML but based on XML. 

(ii) HDML (Handheld devices markup languages) 

HDML was among the first programming languages for small and handheld devices. It 

is similar to HTML (Hypertext Markup Language), but HTML is not effective for those 

devices with small screens. HDML can only be viewed on mobile phones with Openwave 

browsers. The evolution of it is WML (Wireless Markup Language). 

(iii) I-mode and Compact HTML (cHTML) 

I-mode has been developed by a Japanese wireless Internet access provider - NTT 

DoCoMo. The operation mechanism of the i-mode service is similar to WAP. The markup 

language used in i-mode is compact HTML(cHTML, a subset of HTML). I-mode service 

is available mainly in Japan. 

(iv) Java 2 Micro Edition (J2ME) and java 

With the benefit of the Java technology, J2ME can be deployed on various consumer 

devices. J2ME provides an application environment for wireless or embedded devices. 

The J2ME architecture comprises configurations, profiles, and optional packages for 
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developing applications. There are two types of J2ME configurations: the Connected 

Limited Device Configuration (CLDC) and the Connected Device Configuration (CDC). 

A profile is a set of higher-level APis that further define the application's life-cycle model 

the user interface, and access to device-specific properties. The Mobile Information 

Device Profile (MIDP) provides a complete Java application environment for cell phones 

and other devices with similar capabilities by combining with CLDC. Java is J2ME's 

programming language. [ 129] 

(v) Extensible Hypertext Markup Language (XHTML) Basic 

The World Wide Web Consortium (W3C) has defined XHTML as the latest version of 

HTML, and XHTML will gradually replace HTML. XHTML is a family of document 

types and modules that reproduce, subset, and extend HTML 4. The motivation for 

XHTML Basic is to provide an XHTML document type that can be shared across various 

devices [130]. 

5.3.2 Software architecture for MDMIS 

MDMIS uses a three-tier software architecture as shown in Figure 35. 

Client Tier 

Browsers 

Middle Tier 

Data Processing 
Master Station 

• 
--,n,ormat,on ,,.,--------------------------- --------------------n ------ -------------------------- ----- --

MDMIS Database 

Figure 35. Software Architecture of MDMIS 

The information tier is the MDMIS health information database, which provides the 

storage and retrieval of the medical information and user accounts. 

The middle tier is an information processing tier. It processes remote clients' requests 

and interacts with the MDMIS health information database; furthermore, it marks up the 
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response and sends contents of the result back to variable clients with a different content 

rendered accordingly across heterogeneous environments. 

The client tier consists of four client types: Internet Browsers, WAP browsers, i-mode 

and J2ME. Microsoft Internet Explorer, Netscape, Firefox, etc. can display XHTML 

content, the WAP browsers can show WML content, a I-Mode terminal can show cHTML 

content, while J2ME can show content in plain text. In fact, the majority of 

J2ME-enabled handheld devices with the Internet connection support also have browsers 

for browsing XHTML context. 

A web-powered solution has been applied in the implementation of MDMIS for 

providing a reliable, scalable, and highly available system on diabetes management. 

The advantages of this software architecture are: 

(1) Ease of deployment. MDMIS can be deployed without any additional or further 

client-side configuration. Update of the MDMIS services is straightforward as the 

changes can be made only on a server-master station. 

(2) Simple user interface. We considered different backgrounds of MD MIS users, and 

seek to keep the user interfaces as simple as possible to decrease the data quantity of 

transmission and help users to access the functions of MDMIS efficiently. Users who 

access the system on their handheld device will not find difficulty to understand and 

operate, as MDMIS provides a similar interface as on a PC desktop. 

(3) Timely data update. Data for MDMIS clients to access are always the latest as all 

the data are stored and any data query is performed at the server side. 

5.3.3 Choice of Software Implementation 

Both Microsoft .Net and J2EE support the three-tier architecture mentioned earlier. 

J2EE (Java 2 Platform, Enterprise Edition), defined by Sun Microsystems Inc, is a 

standard for developing component-based multi-tier enterprise applications. The Java 

programs are interpreted by Java Virtual Machine (Java VM) during running, which 

means that any computer system with the Java VM installed can run a Java program 

regardless of the system on which the application was originally developed [ 131]. J2EE 

can work on any platform with a compliant Java VM and a compliant set of required 

platform services (EJB container, JMS service, etc.) [132]. All the specifications that 

define J2EE are published and reviewed publicly, and there are numerous vendors offer 
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compliant products and development environments . 

. NET is the Microsoft web services strategy and integrated across the Microsoft 

platform to quickly build, deploy, manage, and apply the connected and 

security-enhanced solutions with web services. [133] The Common Language Runtime 

(CLR) is Microsoft's commercial implementation of the Common Language 

Infrastructure (CLI) specification, which is a standard for creating development and 

execution environments in which languages and libraries can work together seamlessly. 

A comparison of J2EE and .Net is shown in Table 11. [134] 

Feature J2EE .NET 

Type of technology Standard Product 

Middleware Vendors 30+ Microsoft 

Interpreter JRE CLR 

Dynamic Web Pages Servlet/JSP ASP.NET 

Middle-Tier Components EJB .NET Managed Components 

Database access JDBC SQL/J ADO.NET 

SOAP, WSDL, UDDI Yes Yes 

Implicit middleware (load-balancing, etc) Yes Yes 

Table 11 . Comparison of J2EE and .NET 

We choose J2EE Servlet technology for the web-service solution ofMDMIS. Servlet is 

a Java technology based web component and is managed by a servlet container. Servlets 

are the platform-independent Java classes that can be loaded dynamically and run by a 

Java-enabled web server. A servlet container contains and manages servlets through their 

life. It is a part of a web server or an application server that provides the network services 

over which requests and responses are sent, decodes Multipurpose Internet Mail 

Extensions (MIME) based requests, and formats MIME-based responses. A servlet 

container can be built into a host web server, or installed as an add-on component to a 

Web Server via that server's native extension APL All servlet containers must support 

HTTP protocol. [135] 

Apache Tomcat [136] was chosen as the servlet container as well as the web server for 

MDMIS. Apache Tomcat is open-source servlet container and is used in the official 

Reference Implementation for the Java Servlet and JavaServer Pages (JSP) technologies. 
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5.3.4 Extensible Markup Language (XML) 

XML has been a widely supported open technology for data exchange. It was 

developed in 1996 by the XML Working Group under the auspices of the World Wide 

Web Consortium (W3C) [137]. XML describes a group of data objects called XML 

documents and partially describes the behavior of computer programs which process 

them. XML documents consist of entities (storage units). All the entities are with content 

and are identified by entity name( except for the document entity and the external OTO 

subset). A XML begins with a document entity or "Root". A software module - XML 

processor is used to read XML documents and provide access to their content and 

structure with technologies such as the Extensible Stylesheet Language (XSL) [138]. 

XSL is a family of W3C recommendations for defining XML document transformation 

and presentation. XSL includes 3 sections: The XSL Transformation (XSL T) is a 

language for transforming XML; the XML Path Language (XPath), an expression 

language used by XSLT to access or refer to parts of an XML document; and XSL 

Formatting Objects (XSL-FO), an XML vocabulary for specifying formatting semantics. 

The key advantage of XML is the portability. The data content and the format of 

expression are separate, which means the data can be published to different media. 

We applied XML and XSL technology for the data exchange between the MDMIS 

clients and the MDMIS master station to improve system's portability. Information 

content are carried through XML, combined with the XSL language, and can be 

translated to corresponding HTML, XHTML and WML languages according to the type 

of the relevant client. 

5.4 Design of MD MIS Health Information Database 

We chose Oracle 9i as the database management system for MDMIS health 

information data management. The Oracle DBMS (DataBase Management System) is a 

world-famous, comprehensive database solution. It provides unique portability across all 

major platforms, and ensures that the applications will run without modification even on a 

changed platform. Another advantage of Oracle9i is the scalability. Oracle 9i Real 

Application Clusters is self-tuning and adapts to the changing nature of the database 

workload by dynamically shifting database resources across the cluster servers for 
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optimal perfonnance.[139] 

The database interface between the MDMIS services and the MDMIS database is Java 

Database Connectivity (JDBC). JDBC is a java API for java programs to execute SQL 

statements. This allows java programs to interact with any SQL-compliant database. For 

MDMIS, the data access interface of JDBC is adopted for programming, which means 

any other relational database system which supports JDBC can also be the database 

systems for MD MIS health information data storage and management. 

We chose the Oracle enterprise edition for MDMIS solution to support potential large 

numbers of users' concurrent access. During the installation, we tuned Oracle to 

"optimised transaction processing" for a fast and efficient processing of SQL statements 

of the Oracle database server. 

Although the medical rule of deciding whether or not a blood glucose measurement is 

out of range could be designed and stored in the database, we did not consider this way. 

The justification for this can be summarised: the rule has been fixed to specific data and it 

will not be changed; the relevant data processing time is reduced by directly reading data 

from memory instead of from a database. The measurement range of blood glucose level 

for diabetes management is presented in Table 3 (Chapter 2). 

5.4.1 Terminologies about Relational Database 

Oracle 9i is a Relational Database Management System (RDBMS). A relational 

database is a database in which data are viewed as a collection oflinked tables. 

A table is a set of data arranged in rows and columns. It contains data about a specific 

entity type. An entity is synonymous with a table. An entity type is a class of real word 

objects or concepts with common properties, such as students, appointments. Each 

column represents a specific attribute ( or property) of the table's entity type, for example, 

age of students. Each row represents a unique entity type, for example a specific student 

or appointment. 

A relationship is an association established between common columns in two tables. 

A relationship can be: 

(1) One-to-one (1: 1): each row in table A can have at most one matching row in table B, 

and each row in table B can have at most one matching row in table A. 

(2) One-to-many (1 :n): each row in table A can have zero or more matching rows in 
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table B, but each row in table B has only one matching row in table A. 

(3) Many-to-many(m:n): each row in table A can have zero or more matching rows in 

table B, and each row in table B can have many matching rows in table A. 

A primary key is a field or a combination of fields, the data of which is the unique 

identification for a record within the table. A foreign key is a field that is not the primary 

key of a table, but is a primary key of another table. 

Entity-Relationship Diagrams (ERDs) demonstrate the logical structure of a 

database graphically. An ERD represents the structural contents (columns) in tables in a 

database. Additionally, an ERD includes schematic representations of various types of 

relationships between entities, plus primary and foreign keys. 

5.4.2 MDMIS Health Information Database 

The MDMIS health information database is located in a medical centre and can be 

deployed in the same LAN as the master station or the mobile MDMIS web server. 

The design of the MDMIS database follows the procedures below: 

• Clarify the data requirement of the MDMIS system to specify data tables and 

relationships. 

• Normalise database to eliminate data reduncancies and enforce data integrity. 

The process of normalisation is reducing a specific collection of relations to a 

more desirable form by complying with "Normal Form"s. 

The MDMIS database consists of four types of data to meet the specific medical data 

requirement ofMDMIS: 

• User data; 

• Medication protocols; 

Medical records; 

Operations records. 

These four types of information are all related with each other in the MD MIS database. 

For example, medical records are related to user account data, from a patient's medical 

record, the detailed account information of the patient can be acquired through the 

relationship between the user tables and the medical records tables. 
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5.4.3 Data Structure of User Data 

The ERD (Entity - Relationships Diagram) of user data is shown in Figure 36. In a 

ERD, each block represents a table. On each block of every table, the top row shows the 

table's name, the fields are shown in the middle; the bottom row shows the p1imary key of 

the table. A relationship is represented by a labelled link between the both tables. For 

instance, a "1 :x" link represents a one-to-many relationship between the linked tables. 

«table» «table» 
MODEL MODEL 

DIABETESTYPES TOWNS 
NO : NUMBER(1, 0) NO : NUMBER(1, 0) 
DESCNAME : VARCHAR2(1C!) DESCHAME : VARCHAR2(24) 

«PK» DIABETESTYPEID : NO «PK» TOWHS_KEY : NO 

1 1 
.. table» «table. 
MODEL MODEL 

x x OCCUPATIONS 1 OTHERUSERREC 
«table. 1 HO : NUMBER(2, 0) - USERID : VARCHAR2(30) 
MODEL DESCNAME : VARCHAR2(20) x FIRSTNAME : VARCHAR2(30) 

PATIENTREC 
LASTNAME : VARCHAR2(10) 

' X .. PK» OCCUPATIOH_KEY : HO GENDER : NUMBER(1, 0) 
USERID : VARCHAA2(30) DATEOFBI :TH : DATE 
DIABETESTYPE : NUMBER(1, 0) EMAIL : VARCHAR2(30) 
FIRSTHAME : VARCHAR2(30) OCCUPATION . HUMBER(2, 0) 
LASTHAME : VARCHAR2(!50) . 'MOBILE : HUMBER(10, 0) 
GENDER : NUMBER(1. 0) 1 .. table. 1 TELEPHONE VARCHAR2(20) 
DATEOFBIRTH : DATE MODEL USERTABLE USERID . VARCHAI 
EMAIL : VARCHAR2(30) GENDERS x «PK» OTHERUSERKEY : USERID 
OCCUPATION : HUMBER(2. 0) l( 

HO : NUMBER(1, 0) SMOKE : NUMBER(1, 0) 
ALCOHOL : HUMBER(1. 0) DESCHAME : VARCHAR2(11 0,1 
HOMEADDRESS : VARCHAR2(1SO)., 

.. PK.GENDER_KEY : HO 
«PK» PATIEHTKEY : USERID 

I 0.1 
1 12- «tab I•• 

.. tabla» x MODEL 
MODEL ACCESSLEVEL 

USE RT ABLE 1 
HO : HUMBER(1, 0) 

USERID : VARCHAR2(30) DESCHAME : VARCHAR:2(21) 
USERTYPE : NUMBER(1, o: 

«PK»ACCESSKEY : NO 
.. PK» USERKEY : USERID 

Figure 36. Entity-Relationship Diagram of MDMIS User Data 

To save database storage space and avoid data redundancy (database normalisation), 

we designed the enumerator data in reference tables which only contains a serial number 

field NO (an integer with 1 or 2 digits) and a description field DESCNAME (string). The 

referring data table only needs to store the index number of the field. For example, the 

table OCCUPATION is an enumerator table. It has two fields: NO and DESCNAME. In 

the table OTHERUSERREC (other users records), the real data of the OCCUPATION 

field are the digits which are the corresponding field of field NO in table OCCUPATION. 

This relationship is expressed by a foreign key: the field OCCUPATION in the table 

OTHERUSERREC, which is not the primary key of OTHERUSERREC, but the primary 
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key of the table OCCUPATIONS. 

The user data of MDMIS consists of all types of users ' accom1t information. We 

divided the data structures of the user data into two types: (1) patients ' user accounts, the 

table PATIENTREC (patient records) is de igned to store these info1mation; (2) other 

users 's accounts, which includes physicians, medical administrators and system 

maintainers, they are all stored in the same user information table - OTHERUSERREC. 

This division is for the reason that a more detailed patients ' account information are 

required for analysis while a shared and simpler data struction for other types ofMDMIS 

users is enough. 

However, for the convenience of the data retrieval, we created a shared information 

table: USERTABLE. This table only stores the common data of all kinds of user 

information: USERID (user id) and USERTYPE (role type of user). By querying the 

value of the field USERTYPE, the program is able to acquire the further user account 

details in OTHERUSERREC or in PATIENTREC. The procedure of querying these 

tables to find a user's account information is shown in Figure 37. 

8 
Query USERTABLE 

Get User type 

Query ACCESSLEVEL 

Query PATIENTREC 

Query OCCUPATIONS, TOWNS, 
GENDERS etc. to get detailed field 
description for fields: OCCUPATION, TOWN, 

Get detailed patient 
information 

Query OTHERUSEREC 

Query OCCUPATIONS, 
GENDERS etc. 

Get detailed physicians, 
system maintainers' 

information 

Figure 37. User Data Retrieval Procedure 
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5.4.4 Data Structure of the Medication Protocols 

The ER diagram of medication protocols is shown in Figure 38. 

«table» «table» 

MODEL MODEL 

MEDICINES DOSE UNITS 
NO : NUMBER(1. 0) 1 NO : NUMBER(1. 0) 
DESCNAME : VARCHAR2(16) DESCNAME : VARCHAR2(11l) 
DOSE UNIT : NUMBER(2. 0) 
TAKEMETHOD : NUMBER(2. 0) x «PK» DOSEUNIT_KEY: NO 
DOSEUNITS NO : NUMBER(1 . 0) •• 

«PK» MEDICINE_KEY : NO 

~ «table » 

1 MODEL 

1 TAKEMETHODS 
NO : NUMBER(1 . 0) 

x DESCNAME : VARCHAR2(12) 

«PK» TAKEMETHODS_KEY: NO 
«table » 

MODEL 

THERAPYPROTOCAL 
MEDICINE : NUMBER(10. 0) 
DOSESTATE : NUMBER(2. 0) x «table» 
PREBREAKFASTHIGH : NUMBER(1. 0) 
POSTBREAKFASTHIGH : NUMBER(1 , 0) MODEL 

PRELUNCHHIGH : NUMBER(1. 0) 1 DOSESTATES 
POSTLUNCHHIGH : NUMBER(1 . 0) NO : NUMBER(1. 0) 
PREDINNERHIGH : NUMBER(1. 0) DESCNAME : VARCHAR2(20) 
POSTDINNERHIGH : NUMBER(1 . 0) 
PREBEDHIGH : NUMBER(1 . 0) 

«PK» DOSESTATE_KEY: NO MAXINCR : NUMBER(6. 2) 
CHECKDAYS : NUMBER(4. 0) .. 

«PK»PROTOCAL_KEY : ROWNO 
«UK» PROTOCAL_UNI_DEF : MEDICINE, 

Figure 38. Entity-Relationship Diagram of Medication Protocols 

The medication protocols related information includes the medicines information and 

the corresponding medication protocols. There are five relative tables: MEDICINES -

details of all the available medicines, TAKEMETHODS - the way to administer the 

medicine, DOSEUNITS - all kinds of measurement units for the medicines, 

DOSESTATES - periods of a treatment, and THERAPYPROTOCOL - medication 

protocols information. 

5.4.5 Data Structure of Medical Records for Patients 

The entity diagram of medical records for patients is shown in Figure 39. The medical 

records information consists of table TIMEDEFINE - measurement time segment 

definition information, table TREADMENTRECORDS - all the medication records for 

patients, table GLUCOSEREC - patients' blood glucose measurement records, and table 

SIDEEFFECTSREC - patients' side effects records because of changes in their 

medications. All these tables are related with table USERTABLE. 
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«table» .-table» 
MODEL MODEL 

TIMEDEFINE SIDEEFFECTSREC 
USERID : CHARACTER VARYING(30) 
PREBREAKFASTTIME : CHARACTER 
POSTBREAKFASTTIME : CHARACTE 
PRELUNCHTIME : CHARACTER(5) 
POSTLUNCHTIME : CHARACTER(5) 
PREDINNERTIME : CHARACTER(5) 
POSTDINNERTIME : CHARACTER(5) 
PREBEDTIME : CHARACTER(5) 

USE RID : VARCHAR2(30) 
RECDATE : DATE 
ANOREXIA : NUMBER(1, 0) 
NAUSEA : NUMBER(1. 0) 
VOMITING : NUMBER(1, 0) 
CONSTIPATION : NUMBER(1, 0) 
DIARRHOEA : NUMBER(1, 0) 
ABDOMINALPAIN : NUMBER(1 . 0) 

«PK» TIMEDEFINE_PK : USE RID 
METALLICTASTE : NUMBER(1, 0) 

«PK» SIDEEFFECTSREC_KEY : USERI 

«table» 
MODEL «table~ 

GLUCOSEREC MODEL 

RECDATE : DATE TREATMENTRECORD 
USERID : VARCHAR2(50) 
PREBREAKFAST : NUMBER(10, 2) 

USERID : VARCHAR2(30) 
STARTDATE : DATE 

POSTBREAKFAST : NUMBER~O.~ 
PRELUNCH : NUMBER(10. 2) 
POSTLUNCH : NUMBER(10, 2) 
PRE DINNER : NUMBER(10. 2) 
POSTDINNER : NUMBER(10, 2) 
PREBED : NUMBER(10, 2) 

MEDICINE : NUMBER(3, 0) 
BREAKFAST : NUMBER(10, 0) 
LUNCH : NUMBER(10, 0) 
EVENING : NUMBER(10. 0) 
DOSESTATE : NUMBER(1 , 0) 

.-PK» GLUCOSERECKEY : RECDATE. ""PK>> TREA TKEY: USERID ST ART 

Figure 39. Entity Diagram of Medical Records Information 

The fields of USERID in all these four tables are the foreign key of table 

USERTABLE, the relationship between table USERTABLE and each table of this type is 

1:x (one to many). We didn't depict their relationships in the ER diagram to avoid the 

redundancy with the Figure 36. 

5.4.6 Data Structure of Operations Records 

The operation records are data about users' activities, with a data structure of combined 

time tags and user information for all kinds of operation events: login or logout the 

system, user account operations or a medication change. 

The ERD of user operation records is shown in Figure 40. The information of 

operations records involve table OPERATIONS and table USERLOGS. Table 

OPERATIONS stores the operation type, and table USERLOGS stores the operation 

records of all MD MIS users. 

«bble» 
MODEL 1 «table» 

USERLOGS 
MODEL 

OPERATIONS 
LOGDATE : DATE x 
OPERATION : NUMBER(2, 0) NO : NUMBER(2, 0) 

USER ID : VARCHAR:2(30) DESCNAME : VARCHAR2(,32) 

AC TI ONER : VARCHAR2(20) 
«PK» OPERATIONS_KEY : NO 

«PK» LOGKEY : LOGDATE, OPERATU 

Figure 40. Entity-Relationship Diagram of Operation Records 
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5.5 Design and Implementation of Functionalities of Master 

Station 

As show in Figure 14, MD MIS consists of a master station, patient stations, physician 

stations, medical administrator stations and system maintainers. The MDMIS master 

station is a critical component in the system. It acts as a web server, publishing the 

diabetes management services, as well as a data processing agent, accepting and 

analyzing the requests from other client stations. 

The software on the master station consists of a broker, a registrar, a data accessing 

module, and an intelligent data processing module (shown in Figure 41 ). 

A broker is responsible for: 

• Accepting the requests from different types of client stations; 

• Verifying the requested service types; 

• Passing the data to the registrar and intelligent data processing module; 

• Wrapping the content of response according to the type of the browser where the 

request was made and sending the information back to the client stations. 

A registrar is responsible for providing authorisation, authentication and access 

control services. A data accessing module (DAM) interacts with the MDMIS health 

information database, verify the requested service type, and returns the data to the 

registrar or the intelligent data processing module. Only the DAM has direct access to the 

MDMIS health information database in MDMIS. An intelligent data processing 

module handles further data processing for the requests from remote clients, and saves 

the corresponding data to the MDMIS database. Furthermore, it is the data processing 

module provides the MDMIS clients analysis tools to assist examining patients' health 

situation and making decisions. 

Figure 41 shows the data flow in the master. A digit within the brackets of the diagram 

represents a step number. A MDMIS client station can be a patient station, physician 

station, medical administrator's station or a system maintainer's station. At the beginning 

of the data flow, a MD MIS client requests access to the system, on receiving the request, 

the Broker in the master station identifies the type of the client station, and clarifies the 

user information for the authentication on the Registrar. The Registrar queries the 
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MDMIS health information database via the DAM. If the Registrar finds that the account 

does not exist in the database, the password is not valid, or the account is not qualified for 

the operation that he requested, further operations will be refused. Otherwise the 

Registrar notifies the broker, and the DAM is initialised for further operations. The broker 

sends other request information to the intelligent data processing module to get a data 

analysis result. The intelligent data processing module querys data through DAM, does 

analysis, sents the analysis result back to the Broker. The Broker wraps this information 

to suit the client's type and returns the wrapped message to the client that made the 

requrest. 

MDMIS 

Client 

re uest • 

I 
res ons 

Broker 

(7) 

a 

Master StaJion 

.--~~~~~~~---, 

Registrar Data Accessing Module 

Intelligent Data 
Processing Module 

I 

(3)(9) ! 

(4)00); 
eat8 informat:i on 

Database 

Figure 41. Data flow for processing MDMIS client's request 

5.5.1 Management and Internetworking Functionalities 

We design the functionality by following suggestions from medical doctors. The 

diabetes management and intemetworking services provided by the cooperation of the 

above modules through web service publishing on the master station are shown in Figure 

42. 

User Management 

Checking 01)erntion Records 

Medicine Records 
Management 

Medication Protocols 
Ma11.1ge111ent 

ide E ects Reporting & 
Checking Si<le-effect s Reco1<1s 

Clleckinu Me,1s111 emem 
Records 

Medical Oma P1 ocessi11g 

1 
_I ~~H_B_G_M_A_,_,a_~_s_is~~ 

L-~~~~~~~~ 

St.ltistics 

Medication Records 
Management 

Time Segment Definition 

Enumerato1 Data 
Management 

Links to Diabetes 
Knowledge sites 

Figure 42. Functionalities Provided by Master Station 
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(i) User Management 

All the MDMIS users can manage their own account information, including date of 

birth, contact details, residence address, etc., and change their passwords. MDMIS can 

tell a user's role from the user's ID (identification) provided by a login page on the 

beginning of accessing the system. User management follows a restricted access control 

rule for data safety, different role of user has a different priviliage on user management. 

Except for a patient, other management operations involve creating, deleting or updating 

an existing user's information and password beside the management of self's account. 

Furthermore, physicians can only manage patient's account information; medical 

administrators can only manage physicians' account, while a system maintainer can only 

manage medical administrators' user information. Any operation involving user 

management is recorded to the MDMIS database for later review. 

The user management diagram is shown in Figure 43. We can see the grant of each 

role's privileges for user management is based on a hierarchical structure. 

System Maintainer 

~ Medical Administrator 

r::I D;e:edit,inse© Physician 
7"j~----.... ~ I elete,edit,create .:.:. Patient 

I r---+*. I I I D lrte,edit,create - I 

I I 

Edit self's account 
information 

Change Password 

Figure 43. Operation hierarchical diagram of user management 

Each user's password is created or changed automatically with a format of mixed digits 

and mixed characters. The source code for generating a user's password is shown in 

Appendix A. 

(ii) Time Segment Definition 

Along with the glucose measurement records, the time when a patient takes blood 

glucose measurements during a day is critical for the physician's medical analysis. 

Whether or not a glucose level is within the expected management range also depends on 

the time when the measurement is taken as the different benchlines with the time ( see 

Table 3 in Chapter 2). Continuous high blood glucose measurements may result a change 
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of a patient's medication. As we see in section 2.2, on diabetes management, a day can be 

divided into the following segments: "pre-breakfast", "post breakfast", "pre-lunch", "post 

lunch", "pre-dinner", "post dinner" and "pre-bed". However, due to individual's own Ii fe 

style, each patient may have his/her own time segment definition which determines the 

time period when blood glucose measurement are taken. This function allows a physician 

or a patient to define and manage patients' or his/her time segment definition. If a 

patient's time segment definition are not predefined in the database, a default time 

segment definition will be applied for this patient. 

Following this rule, once the system receives a measurement record with a time tag, the 

intelligent Data Processing Module will compares the time agaist the defined time 

segment for the patient, and saves the reading correctly to the corresponding time period. 

Therefore, MDMIS is able to save the patients' measurement records automatically into 

the health information database. 

(iii) Medication History Records Management 

Medication history records are significant for a physician to make further medication 

change and for a patient to be aware his or her therapy status. 

Except system maintainers, the users of MD MIS with other roles can check patients' 

historical medication records during a defined period. Any MD MIS users are not allowed 

to edit or delete anyone's history medication records; a patient can only view his/her own 

medications. Nevertheless, medical administrators or physicians can review and change 

the most recent medication for a patient if they conclude it needs to be changed. This 

changed medication is treated as a new medication record as all the medication records 

are time-tagged. This operation will also be logged into the MDMIS database, and a 

notification of this change will be sent to the relavent patient via an email. A message will 

also be sent to the patient's corresponding physician for further review. 

(iv) Side-effects Reporting and Checking Historical Side-effects Records 

In MDMIS, a patient can report side-effects caused by a changed medication. 

Side-effects include anorexia, nausea, vomiting, constipation, diarrhea, abdominal pain 

and metallic taste according to the document provided by the diabetes specialists (see 

Appendix B). 

88 



Start 

Input side-effects 
symptoms 

Save a new side-effects 
record to the database 

Check the medication 
record 

Change medication 

Show message and send 
email to patient about the 

new medication 

Show records search page 
without patient ID selection 

tool 

Return records to user 

y 

y 

N 

y 

Stop 

Show records search page 
without patient ID selection 

tool 

Figure 44. Data Flow of Reporting Side-effects 

Chapter 5 

Figure 44 shows the data flow of reporting a side-effect. A physician or a medical 

administrator can do this for a patient if he/she receives such an oral report from the 
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patient. According to the medical protocol (see Appendix B), if a side-effects case is 

reported, the medication for this patient will be changed to the previous medication. An 

email about the changed details is sent to the corresponding patient. If the recent 

medication is the first prescription, the patient will is notified to stop the medication and 

seek medical advices from a medical doctor. 

Medical administrators, physicians can also review patients' historical side-effects 

records, a patient can only browse his/her own side-effects records. MDMIS provides the 

users a powerful query tool to assist the query. However, any of the users could not make 

any change on these existing records. 

(v) HBGM Analysis 

Home Blood Glucose Measurements (HBGM) is an important and proven step towards 

achieving a good glycaemic control for diabetes care [ 140]. HBG M performs 4 

fingerstick recordings taken at fasting, pre-prandial (pre-lunch, pre-evening meal) and 

pre-bedtime on three days each week. 

For the study of MD MIS, metformin is used as a therapy medication by the diabetes 

specialists as metformin may reduce the incidence of diabetes in persons at high risk 

[141]. The detailed metformin medication is addressed in Appendix B. 

The HBGM analysis in MDMIS aims to intelligently examine or change a specific 

patient's medication according to their measurements up to the last 7 days on a specific 

date. The procedure of HBGM analysis is shown in Figure 45. First, the software checks 

whether a patient did check their blood glucose level at least twice during the last week. If 

there is only one or no record existing in the database, that means there was not enough 

data for analysis, the medication will keep the same, the software will stop further HGBM 

analysis. Otherwise, it checks the measurement records of the latest day. The message of 

"the measurements are fine" will be given to the patient if all the measurements are within 

the range. Otherwise none of the measurements is within the recommanded range, it is 

also not necessary to change the medication. Otherwise, the software checks if there are 

previous measurements out of range within the last 7 days and labels each corresponding 

time periods. If it is, the current medication will be maintained, but the patient will be 

noticed that his/her measurements at that time are out of normal range. 
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Otherwise, according the medication rules (see Appendix B), if the pre-breakfast or 
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pre-bed measurements are high, but pre-lunch and pre-dinner measurements are ok, the 

dosage at bedtime will be changed; if the pre-lunch measurements are high, but others are 

ok, the dosage at breakfast will be changed; if the pre-dinner measurements are high, but 

others are ok, the dosage at the lunch will be changed; if pre-bed or pre-breakfast is high, 

the bedtime dosage is changed; if the pre-lunch and pre-dinner measurements arc high, 

the lunch time dosage is changed. In this situation, the Metformin therapy has three 

stages. A patient's medication status can show the dosage stage. Changing the medication 

may cause the change of dosage stage; this is implemented by checking table 

TERAPYPROTOCOL to find the medication protocol. A new medication record with a 

time-tag is generated and inserted into the MDMIS database at last, and a message about 

the changed details will be sent to the patient via E-mail. Partial source codes of HBGM 

analysis is shown in Appendix C. 

(vi) Medicine Management 

A medical administrator can manage all the available medicines information for 

diabetes treatment. The medicine management includes inserting, deleting or updating a 

medicine details, such as medicine name, taken style (oral or injection), units etc. 

MDMIS also provides a powerful search tool to help the medical administrators find a 

specific medicine quicker and easier. 

(vii) Checking Measurement Records 

The MDMIS system provides variable means for a user to review his/her own or other 

patients' measurement records according to the user's individual role. These records can 

be shown as a table, trend curve graph or a point density graph to vividly express the 

medical condition of a patient. 

The data (parameters) input for checking measurement records are a patient's id, the 

start date or the end date of measurements, durations ( one week, one month, etc.). The 

result of the trend curve or point density made from the master station is shown as a 

picture on the client station. 

The implementation of trend curve and point density diagrams for glucose 

measurements is by processing the corresponding measurement records and drawing into 

pictures. These pictures are dynamic as the content will be changed according to variable 

inputted query parameters. As we stated before, the picture type is also varied with the 

type of the client station. For example, it will be a ".wbmp" file on a WAP phone while on 
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any other terminal, the picture file is in ".jpg" format (see Figure 57). 

The graph of trend curve and point density diagram for different measurement period 

(Pre-breakfast, post-breakfast, pre-lunch, post-lunch, pre-dinner, post-dinner or pre-bed) 

can be shown selectively or as a whole. 

The majority of the data processing module for showing measurements in a trend curve 

or point density graph is to situate the display range and calculate a coordination of the 

measurement projected on the graph. The difference between a point density graph and a 

curve graph on expressing measurements are that the former one emphasises on each 

individual measurement, while the latter one connects the measurements together with 

straignt lines. The schematic diagram and equations for drawing the coordinate of 

measurements is shown in Appendix D. 

(viii)Statistics 

The statistics information of a patient's blood glucose measurements are shown both in 

a table and as a pie chart during a time period. The statistic of the blood glucose 

measurements during specific time period consists of the following information: 

• Total number of the measurements; 

• Total number of the measurements within the normal range; 

• Total number of the measurements above the normal range; 

• Total number of the measurements below the normal range; 

• The maximum measurement; 

• The minimum measurement; 

An additional pie chart (see Figure 55) shown the percentage of normal measurements 

and abnormal measurements (including above the normal and below the normal) of a 

patient. 

Showing a pie chart graph is different from showing data in a table. This function is 

implemented on the master station in two parts: first, the statistic information about the 

amount of data which are within normal, above normal and below normal are calculated; 

second, the coordinates of the pie chart are determined and calculated, the result of the 

first step is drawn in the graph and so is its legend. The graph is also transmitted as a 

picture files (in .wbmp format for WAP phones, in .jpg format for other devices). 
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(ix) Medication Protocol management 

Along with a data query tool, only a medical administrator can define, update or delete 

information of medication protocols. The information of a medication protocol includes 

the medicine name, steps taken, dose, taken time, etc. Any operation on medication 

protocol management is logged in the MDMIS database. 

(x) Checking Operation Records 

Every significant operation is recorded as soon as the operation is completed. MDMIS 

users can check their previous operation records by operation type or operation date. 

However, none of them can change any existing operation record. 

(xi) Medical Data Processing 

In chapter 4, we have mentioned that after a patient station gathered a patient's blood 

glucose level from his/her glucose meter, it transmits the measurement to the remote 

master station. The master station analyses the data and returns the analysis result to the 

patient. 

Figure 46 shows the procedure of medical data processing. The data submitted from a 

patient station combines both the patient's user identity information and his/her blood 

glucose measurement record. Both the information is required for analysis by the data 

processing module on the master station. According to the time segment definition of the 

patient, the module calculates the measuring time and examine if the glucose level is out 

of the medical suggested range. If it is, a message of indicating that the data has been 

saved successfully will be sent back to the patient station via the broker. Otherwise, an 

HBGM analysis will be started to examine whether a change of medication is needed. If 

there is a change, and a warning message is sent back to the patient station, and an e-mail 

with the details of the new medication are also sent to the patient. 

(xii) Enumerator Data Management 

As we presented in the previous section, several enumerator tables are designed for 

saving data storage space within the MDMIS database. Certain users can manage these 

data, for example, a system maintainer can manage occupation information in the table 

OCCUPATIONS, add add more occupations or delete an improper occupation 

description. 

(xiii)Links to Diabetes Knowledge Sites 

MDMIS provides some useful links to common diabetes education websites, such as 
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Diabetes UK website, www.diabetesuk.org, and International Diabetes Federation's 

website, www.idf.org . 

Remote text data from the patient 

Retrieve user information 

Retrieve measurement time 

Get this patient's time segment definition 

Get the time segment of this measurement 

Save data to the MDMIS database 

y 

Run HBGM Analysis 

Change treatment 

Return new treatment message or 
suggestion information to the patient 

Send new treatment information 
to the patient by email 

Stop 

Return data saved 
information to the patient 

Figure 46. Data Flow of Measurement Data Processing 

5.5.2 Error Handling 

The MDMIS system detects the errors that may occur during user operation. In this 

scenario, the latest operation is terminated and the error messages is shown on the 

corresponding MDMIS client station. 

Some examples of such messages are shown in table 12: 
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Cause Message Content Redirect Page 

Can't find User ID User ID or Password error Login page 

Password error User ID or Password error Login page 

Send message error Message are failed to sent to user ••• Current page 

Database connection Database connection error Current page 

error 

Not enough privilege to You do not have the privilege to proceed this operation Current page 

do the operation 

Data format error Data format of ••• is error, please follow:#### Current page 

Table 12. Typical Error Messages of the MDMIS System 

5.6 Client Stations 

Physician stations, medical administrator stations, patient stations and system 

maintainer stations are all client stations. The client stations request MDMIS master 

stations for services of diabetes management via internet browsers. 

(i) Physician Station 

Physicians can choose various available computing devices to remotely manage 

patients' account information, inquire and analyse the patients' disease history and 

current situation, manage the patients' medical treatment scheme, and give medical 

suggestions to patients. A physician station can be a mobile device, such as handset, PDA, 

laptop, or a stationary terminal, such as a desktop PC. 

User Management 
(Patients and Self) 

Checking Self's Operation 
Records 

Links to Diabetes 
Knowledge Sites 

Side Effects Reporting & 
Checking Side-effects Records 

Checking Measurement 
Records 

Statistics 

HBGM Analysis 

Medication Records I 
L-__ M.......,a,..n.,.ag...,e.,..m.....,..en..,.t.__ _ __.Operations on Patients' Data 

Time Segment Definition 

Figure 47. Functionalities of Physician Station 
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Figure 47 shows operations on a physician station. Services provided to a physician 

station by MDMIS include: patients ' account management, check or change patients' 

treatment plan, check or report patients' side-effects, check patients' measurements 

records, HBGM analysis, operation records query etc. 

(ii) Medical Administration Station 

A medical administration station is for a medical administrator to create or update 

available medication information, update medication protocols, manage physicians' 

account information, intervene and supervise a patient's therapy procedure. However, a 

medical administrator has no authority to manage any other users except the physicians 

account information. A medical . administration station can be a handset, PDA, PC, or a 

laptop. 

User Management 
(Physicians and Self) 

Checking Self's Operatio 
Records 

Links to Diabetes 
Knowledge sites 

Medicine Records 
Mana ement 

Medication Protocols 
Mana ement 

Side Effects Reporting & 
Checking Side-effects Records 

Checking Measurement 
Records 

Statistics 

HBGM Analysis 

Medication Records 
Management 

Operations on Patients' Data 

Time Segment Definition 

Figure 48. Functionalities of Medical Administration Station 

(iii) System Maintenance Station 

A system maintenance station is for a maintainer to carry out maintenance work 

locally or remotely. A maintainer may check any users' operation records, manage 

medical administrator's account, or check ~ystem operation status. 

The operation on a system maintenance station provided by MDMIS is shown in 

Figure 49. 
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Figure 49. Functionalities of System Maintenance Station 

(iv) Patient Station 

A patient station is for a patient to review his/her disease status with various mobile or 

fixed computing devices. The MDMIS functionalities on a patient station are listed in 

Figure 50. For data acquisition, only the patient station of a Sony Ericsson P800/P900 

mobile phone is adaptable. 

For all the medically related client stations, MDMIS provides some useful links of 

diabetes information for self-evaluation, such as websites of Diabetes UK and 

NHShttp://www.diabetesuk.org/. The links can be accessed by all the MDMIS users. 
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Checking Operation Records 
(Self) 

Side Effects Reporting & 
Checking Side-effects Records 

Checking Measurement 
Records 
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_ Statistics . 
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Checking 

~~~~~~~~~~ 

Time Segment Definition 

Figure 50. Functionalities of Patient Station 
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5. 7 Mobility & Security Issues 

In this section, we describe briefly the mobility and security issues of the MDMIS 

software system. 

The usage of XML and Java technology in MD MIS provides a suitable and compatible 

solution for user to access MDMIS functions on variable mobile devices (see section 

5.3.3 and section 5.3.4). An example of xsl file formatting the XML data and expressing 

HBGM analysis result is shown in Appendix F. 

It is well known that the healthcare information is always private and critical; any 

health information system must have consideration of security issues to maintain data 

confidentiality and data integrity. 

Data confidentiality refers to the process of ensuring that only the entities which are 

allowed to access can access the data in a usable format [142]. Data integrity is in terms of 

the validity of data. The data integrity may be broken under the errors arc introduced 

when data is entered, data transferring from one computing device to another; software 

bugs, virus; hardware failures; or same messages are distributed at different time. [ 143] 

MDMIS has applied the following measures to maintain the data integrity and 

confidentiality: 

(i) Authentication, authorisation and access control 

Authentication is the procedure of validating a device or a user's identity; 

Authorization is the process of granting access rights to user; Access control is such that 

only those with valid and authorization of users or systems are allowed to access the 

specific functions or resources of the system. Authentication, authorization and access 

control is therefore important for data confidentiality or privacy. 

These issues have been considered and implemented during the design of MDMIS 

services and the MDMIS health information database. 

Every time a user accesses a MDMIS service, first, the system will check the user's 

identification (user id and password) and examine his/her account's validity. If it is a 

valid user, the system will also check if the user has the right to access this operation. 

Only the functions with a MDMIS user's privilege range are listed. MDMIS user 

management provides the functionality to grant a user's privilege to access MD MIS other 

services. 
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We have also considered the access control issues within MDMIS health information 

database. Database views were created and granted to different levels of access rights for 

specific kind of users or user roles. 

Role Name Description 

A PATIENT A role of a patient or request from a patient station 

A PHYSICIAN A role of a physician or request from a physician station 

A_MEDICALADMINISTRATOR A role of a medical administrator or request from a 

medical administrator station 

A SYSTEMMAINTAINER A role of a system maintainer or request from a system 

maintainer station 

Table 13. User Roles 

In Table 13, there are four roles created corresponding to different users. They have 

strictly limited access to specific database tables or views. 

For example, a view of SELFINFO _ GLUCOSEREC was created. The view only 

contains the current user data; a SQL statement to create this view is shown in Table 14. 

The operations of select, insert, delete, and edit are granted to users with a role of 

A_PATIENT. The role of A_PATIENT has no right to access the original table: 

GLUCOSEREC. Therefore, data confidentiality of blood glucose level records is ensured 

in MD MIS health information database. 

CREATE VIEW or REPLACE VIEW 

SELFINFO_GLUCOSEREC //view name 

AS 

SELECT* FROM GLUCOSEREC WHERE USERIO = User 

Table 14. SQL Statement for View: SELFINOF _GLUCOSEREC 

(ii) Prevention of invalid input. 

The validity of some inputs will be checked in MD MIS before further data analysis. 

The correct format or interpreting of data will be shown to the users within the error 

message prompt after an attempt to input wrong data. 

(iii) Security on data transmission. 

MDMIS adopted SSL for security on data transmission. SSL is an abbreviation for 

Secure Sockets Layer "and is now the de facto standard for providing secure e-commerce 

transactions over the Web." [144]. The protocol SSL aims to provide a secure connection 

between communication parties by using encryption of data to be transmitted. 
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A SSL transaction consists of two stages: handshaking and data transfer. Handshaking 

between the client and server is to use a public key encryption algorithm to calculate 

private key parameters. During data transfer, both parties use a private key to encrypt and 

decrypt the data transmissions. Hence, both the server and client encrypt all the traffic 

before sending out data, so that data is protected from eves-dropping. 

MDMIS supports SSL to ensure data transmission security between client stations and 

the master station by adding SSL support to Apache Tomcat web service. URLs that 

require an SSL connection start with https:/1. 

This procedure of adding SSL to Apache Tomcat is to: 

• Prepare the certificate keystore. This can be done either by importing an existing 

certificate into the JKS or PKCS12 format keystores or creating a new kcystorc 

containing a single self-signed certificate using a command keytool. 

• 

• 

Edit the Tomcat configuration file to configure the secure socket. 

Test to check the SSL connection works . 

(iv) Database Backup 

We designed and implemented a database backup scheme for recovery after system 

disasters with the lowest damage in case of system failure. 

There are two types of backup for Oracle 9i databases. 

• Full backup. This is a method that all the data will be stored into a backup set. 

Incremental backup. This is a method that only modified data blocks arc backup. 

Both an incremental backup and full backup scheme have been implemented to 

MDMIS database to keep the data damage to a minimum in the case of hardware or 

software failure. Two scheduled tasks for MDMIS database are defined: an incremental 

backup will be performed every midnight; a full backup will be performed every Saturday 

shortly after the incremental backup. Choosing a backup at midnight is because at that 

moment there are few data queries to the MDMIS database, therefore there is the lightest 

data load. 

(v) Operation recording and message notification 

An important operation will be recorded with a time tag, such as login, logout, insert, 

update user account information or a change of medical information. 

101 



Chapter 5 

Furthermore, whenever there is a critical change in a patient's information, such as 

modified medication, the information will be sent to the patient through an e-mail or a 

short message. Hence patients are aware of the change (see Figure 55). 

(vi) Firewall 

A firewall and antivirus software - VirusScan Enterprise 7.0.1 [145] has been installed 

and deployed to secure the master station and the MDMIS health information database 

from unauthorized access and virus. 

5.8 Summary 

In this chapter, we presented details of the design and implementation of the MD MIS 

software and database. The chapter explains the data structures of the MD MIS database 

system; it also details the relevant modules and their functionality within a mobile 

environment. The chapter also outlines security issues relevant to the software design of 

the system. 
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Chapter 6 

System Enhancement - Interoperability 

Further to the implementation of MDMIS, this chapter addresses the interoperability 

issues between the medical sensing devices and general m-health systems. An 

architectural framework to improve the interoperability of m-health applications and the 

initial implementation on MD MIS are presented in this chapter. 

6.1 Interoperability in M-health Systems 

Interoperability means "The ability of hardware and software on multiple computers 

manufactured by different vendors to communicate with one another." [ 155] 

With the new application of emerging medical and computing technologies on 

healthcare products and the possibility of changing patients' medications, it is a common 

phenomenon that patients add medical sensors or devices in am-health system. However, 

the introduction of the new device may result in failure of appropriate communication 

between an existing wireless data acquisition system and an updated medical device. 

Consequently, a proper remote medical decision for a patient may not be made as the 

lacking of relevant medical measurements or information. Any new medical device must 

maintain proper communication channel between patients and medical doctors within the 

healthcare delivery chain. 

Currently, all the m-health systems share the concept of sharing medical data in a 

wireless environment to improve disease management. However, none of an existing 

m-health system supplies an interoperability solution to provide "plug-and-play" 

mechanism for variable medical sensors or equipments that can offer ease of use on a 

patient side. Furthermore, there is not a specific architecture addressed on interoperability 

issues for existing medical devices and wireless communication system. 

Without electronic capture of medical data and events, it is not possible to do 

sophisticated medical data analyses. The more medical information from a patient is 

provided to medical doctors, the more suitable prescription may be made for the patient. 
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Nevertheless, with the involvement of vast end users and the competitive commercial 

environment, upgrading, altering a medical device or sensor, or introducing a new 

equipment may happen in the whole m-health system from time to time, here and there. 

Therefore, interoperability between a management application and medical devices 

becomes a significant issue to measure m-health system's practicability. 

There have been efforts on standardising medical devices communication to improve 

interoperability, for instance, IEEE 1073. 

However, to date, there are very few m-health or telemedicine systems which are IEEE 

1073 compliant. The main reasons for this can be summarised as the following: (1) the 

standard itself - IEEE 1073 is in continuous revise; (2) there are existing large amount of 

medical equipments which do not comply with IEEE 1073 ; (3) genereally, the upgraded 

products or medical devices are still not IEEE 1073 compliant as it may still need a 

significant change on its data interface design; ( 4) as "medical devices must adhere to all 

relevant patient and user safety regulations", the commercialize of a new medical device 

from research is time-consuming. 

6.2 System Architecture with Enhanced Interoperability for 

Mobile Chronic Disease Management 

In this section, we present a general architecture for a mobile chronic disease 

management system with enhanced interoperability consideration between medical 

sensors and a management system. The proposed architecture is shown in Figure 51. 

Patient unit 

MRTU 

i Glucose meter 
I 

I MRTU 

MRTU 

Weight scale 

Intemet 

MS 

A mobile phone 
Or PC 

Figure 51 . System Architecture of Mobile Disease Management with Enhanced 

Interoperability Considerations 
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The major components of am-health system with interoperability considerations are (i) 

Medical Master Station (MMS), (ii) system Maintainer Stations (MS), (iii) Patient 

Stations (PS) which includes Medical Front End (MFE) and Medical Remote Terminal 

Units (MRTU). This division is according to each component's functionality of the 

enhanced system. 

(i) Medical Remoter Terminal Unit - MRTU 

A MRTU is a medical device or sensor. It can take one or several medical 

measurements related to a patient's health. For example, a glucose meter to take glucose 

measurements, a blood pressure meter to take blood pressure, or a weight scale to take 

weight. A MRTU may also be a medical controller, such as an infusion pump with 

automatically adjusted dose. A MRTU is always with a patient, it may be located in a 

patient's home or a hospital's ward. A MRTU is the source of the electronic data records 

in a m-health system. 

To exchange data with an external system, all the relative medical sensors or devices 

should have a data output interface. In this case, the interface is regarding to the ability of 

communication with a MFE. 

(ii) Medical Front End - MFE 

A MFE is a data acquisition unit as well as a computing device. Putting a MFE in the 

middle of MRTUs and a MMS, is for the reason that a MRTU always has very limited 

communication ability with a remote system. As a middle data-relay station, a MFE not 

only can send control commands to a MRTU and collect measurements of a MRTU, but 

also can do initial data processing and send the information to a remote MMS. A MFE 

and a MRTU are connected over a data link, which maybe a wireless (Bluetooth, Zigbee, 

etc.) or a wired link. 

A MFE can be a smart phone, PDA or a PC. It can be either stationary or mobile. All 

data going to a remote MMS from a MRTU with a patient is via a MFE. Therefore, the 

information received from a MFE on a MMS can identify a patient since a user 

authentication must be made whenever a MFE intends to access MMS to keep system 

secure. Therefore, an m-health system can tell the source of medical information even a 

patient is using different equipment as MFE at different time. In an m-health system, a 

patient may possess several medical sensors for variant monitoring objectives. A patient 

can also access other management services of the system on a MFE. 
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(iii) System Maintainer Station - MS 

AMS is a computing device for a system maintainer to do maintenance work locally or 

remotely. Whenever a computing device (a mobile phone, a PDA or a PC) running 

maintenance work, this equipment is called a MS. 

(iv) Medical Master Station - MMS 

A MMS is located at a hospital or a clinical site, it accepts the data submission or 

request, and does major data processing and analysis work. A MMS is connected with a 

secure medical database for further data storage and analysis. The database stores all the 

medical related information of an m-health system. 

In a m-health system, the communications between MFE and MMS is via Internet 

through wired or wireless connection. 

6.3 Interoperability Design Issues 

In a system described in Figure 51, a MFE needs to acquire vanous medical 

measurements from sensing devices and provide medical doctors or specialist nurses the 

information for a clinical diagnosis. For a MFE to collect those data electronically, a 

proper data communication protocol for a MRTU must be available on the MFE. A varied 

MRTU may lead to a failed MFE data call as the previous specific communication 

protocol may become invalid. A new communication protocol is required at these 

different scenarios: when (1) a MFE is swapped, for example, from a PC to a cell phone, 

different ways for communication maybe involved because of changing of connection 

type; (2) a MRTU is altered, because there is a significant product upgrading or it comes 

from another manufacturer; (3) A new MRTU is added, which includes upgrading or an 

enhanced monitoring. 

With the fact of that a MFE might be a mobile computing device with limited data 

storage, it is not practical to save all the possible communication protocols for all the 

MRTUs with a patient on one MFE. Moreover, providing a protocol information is 

isolated from the whole m-health system, a specific communication protocol for a MRTU 

must be updated for every individual MFE each time even there is a small change. 

A scheme of sharing communication protocols information on the MMS side to 

improve the interoperability between a MFE and MRTUs is proposed in this study. A 
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database with all the data communication protocols for variable kinds ofMRTUs needs to 

be designed. In this case, A MFE only needs to query a relative protocol if it could not 

find an appropriate protocol locally for the connection with a MRTU. Once the MFE gets 

the protocol data, it can then save locally W1til there is change on it. This benefits data 

sharing, data reliability and flexibility of communication. A data flow for a successful 

data call with a MRTU on a MFE is show in Figure 52. 

MFE begins to collect data 
from a MRTU 

MFE requests a protocol 

MMS searches protocol database 

MMS notifies a system 
maintainer 

A maintainer adds a protocol 
to protocols database 

MMS returns the protocol 
to the MFE 

MFE calls data 

y 

MFE calls data 

y 

Figure 52. Data flow for a data call from MFE to MRTU 

Whenever a patient adds, alters or upgrades a medical device, if a MFE fails to 

interoperate with a MRTU, it will prompt a dialog for user to input the relative 

information of the MRTU (a medical device) and send a query statement to a remote 

MMS for an appropriate communication protocol. A query statement mainly includes a 

medical device's type, its manufacture, connection category, the MFE's model etc. 

Accordingly, the MMS will query the communication protocols database and return a 

suitable protocol to MFE. 

If a relavant protocol is not present in the database, the MMS will send an alert 

message to a corresponding system maintainer to indicate that a specific protocol should 
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be added for a model of MRTU and a model of MFE. Once the system maintainer 

receives this notice, he can add the data communication protocol to the protocols database 

remotely or locally, and sends a message to the MMS that the protocol is ready to be 

queried. Afterwards, the MMS will send this protocol to the previous MFE, the MFE 

receives the protocol, stores the information locally and restarts to gather data of the 

MRTU. 

6.4 Preliminary MDMIS Implementation 

This proposed interoperability model has been initially implemented and tested on 

MDMIS for enhanced mobile diabetes management functionality. 

To apply this architecture to the MDMIS system, we need to map these concepts 

described in section 6.2 to MDMIS. A patient station is MFE as it acts as a middle relay 

between the medical sensors and the master station. A medical sensor is a MRTU, The 

master station is the MMS and a system maintenance station is a MS. Similar as the 

previous implementation of MDMIS, we applied XML technology on the protocol data 

exchange between a MFE and a MS for the flexibility and portability of XML. 

A brief description of the issues about the interoperability issues tailored for the 

MD MIS system is described here for completeness. 

(i) Routines 

There are three major operations in MDMIS relevant to the interoperability. These are: 

A MFE querying a protocol from a MMS, a MS adding a protocol, and a MMS returning 

a protocol to a MFE. 

(ii) MFE Queries a Protocol from MMS 

Whenever a new MRTU is introduced, a MFE lost a communication protocol, or a 

changed model of a MFE, a MFE needs to send a request message to MMS for a data 

communication protocol. An example XML file (for a user "Joanne" is requesting MMS 

for a protocol between a glucose meter - specifically "MediSense Optium" and Sony 

Ericsson P800) is shown in Figure ( 1 ), Appendix G. 

(iii) Add a Protocol to the Protocol Database 

This happens when a system maintainer adds a new communication protocol to the 

m-health system. The data will be sent from a MS to the MMS and saved into the protocol 
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database. An example XML file for a system maintainer adds communication protocol is 

shown in Figure (2), Appendix G. 

(iv) MMS Returns a Protocol to MFE 

The MMS searches the communication protocols database to find a suitable protocol as 

requested and sends the protocol back to a MFE. The MFE receives the new protocol and 

saves this information locally for next data query with the same medical sensor. An 

example XML file that the MMS sends back the appropriate protocol to a MFE is shown 

in Figure (3), Appendix G. 

6.5 Preliminary Results 

This architecture has been applied in MDMIS to improve the interoperability of the 

system. We designed several other tables on current MD MIS health information database 

system (see section 5.4) for this implementation of interoperability. The MDMIS 

database provides a powerful data storage for a secure, reliable, high capacity Internet 

m-health system. The tables include communication protocols table, a medical sensors 

table, a patient information table and a protocol status table. 

A medical sensors table stores models information for the variable medical sensors 

which are being used in the MDMIS, which includes model no. of each medical sensor, 

the manufacturer, measurement catagory, data ouput interfaces etc. A patient information 

table is about a user's general information, such as name, address, disease and contact 

information etc (see section 5.4.3). 

A protocol status table is a quick index for the availability status of a data 

communication protocol. There are three types of status: existed, requested or deleted. 

Every time after a query from a MFE received, the MMS will first query protocol status 

table. If this protocol exists, the MMS will search the communication protocols table and 

return the medical protocol to the MFE or MS. 

The data communication tables are divided into several types according to thcire 

connection types: Serial communications table, Bluetooth communications table or USB 

communications table. This division is because of the different requirement of connection 

parameters for different communications types. We implemented further functions for 

interoperability issues on the current MDMIS data acquisition software -- BlueReader 
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(see Chapter 3). 

The software test has been made on a Sony Ericsson P800 mobile phone. The outputs 

of the test on a Sony Ericsson P800 mobile phone simulator are shown in Figure 53. In 

Figure 53 (A), a patient requests a communication protocol to the MMS on a MFE. A 

dialog is prompted to ask the user to input the manufacturer and model info1mation of a 

specific MRTU. Figure 53 (B) shows available operations of a MFE's on the 

communication protocols. The software can show all the available protocol in the local 

MFE, or request a new protocol from MMS. Figure 53 (C) shows all the operations that 

are related with data connection with MRTUs. The interface for a MS entering 

communication protocol parameters to the MMS is shown in Figure 53 (D) (Bluetooth 

SPP). 

Request a Protocol • . 

Manuafacturer :I I 

Model:l====:::::::::1 
::;:::==~ ...... 

Comectlon Tla)e] Bluetooth "'! 

Cancel OK 

"'51 .... 

(A) Requesting a data protocol from P800 

S3 181 Q • <!S • 
' Settln11 -Select device -----,. 
User AutMntlcatlon 
Check Recleved Data 
l1anual Test 
Send Multl<ecords 
Read Data 
CancelReaclnQ 
Close 

,> 

~ ...,, ... 
(C) Bluetooth Meter Operation Menu 

(B) Requesting a data protocol from P800 

Cancel OK 

(D) Adding a protocol to the protocols database 

Figure 53. Operations on Communication Protocols 
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6.6 Summary 

This chapter addresses enhanced issues and proposes a general architecture on 

improving the interoperability between the mobile health management system and the 

medical sensing devices. We also presented the preliminary implementation of this 

achitecture on MDMIS in this chapter. 
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Chapter 7 

Preliminary Evaluation and Performance Analysis 

7 .1 Introduction 

This chapter presents the preliminary test results of the MDMIS system, together with 

the result of the system's mobile performance analysis. The following sections address 

respectively the preliminary laboratory and clinical test results; the performance 

evaluation of the MDMIS system over short-range connectivity (Bluetooth) and the 

MD MIS end-to-end performance over GPRS connections. 

7 .2 Preliminary Results 

In this section, we describe the test results of the functions ofMDMIS. The MD MIS 

system has been tested both in a laboratory and in an anonymous diabetes patient 

environment, the services of MDMIS was accessed on variable devices during the test. 

The test result shows the MDMIS system performs successfully in different mobility 

scenanos. 

Figure 54. Sample Measurement Display on the MediSense Optium Glucose Meter 

Figure 54 shows a sample reading from an anonymous diabetes patient who 

volunteered to use the system. Figure 55 shows the snapshots of the data acquisition 

procedures of the MDMIS BlueReader during the tests. Figure 55(a) shows that the 

BlueReader initiated a GPRS connection to send the acquired data to the MDMIS master 

station after blood glucose level was collected from the MediSense Optium glucose meter. 
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Figure 55(b) shows the feedback from the MDMIS master station on a patient's mobile 

terminal after the measurement was submi. The patient's sample measurement was taken 

before a breakfast, as its value (11.4 mmol/1) was out of recommended range (4-7mmol/1), 

we can see the feedback said "POSTBREAKFAST measurement is too high". In addition, 

an HBGM analysis on the master station had been carried out during processing the 

measurement due to the high blood glucose value, the analysis changed the patient's 

medication by following a medication protocol and addressed with an email sent back to 

the patient (as described in section 5.5). The email message is shown in Figure 55(c). The 

original coarse data received from the sensor can be reviewed; a sample of the data is 

shown in Figure 55(d). 

... ..... 
Reply R ftP!y All FOl'Wllrd 

FrOJn: MOM IS A dmlrl~r atOf 
2005:.¥8F.l 27 8 09;16 

(a) 

Subject: Your m-ement Is °'-' o f r..-.gel 

Dear Sir/Madmam, 

x 0 
De lete 

Yow- measurement LS too high : 11.4mmolll at 27/08/2005 
Your measurements should be controlled within 4 ,0 and 8 0 mmol/l. 

It has been sho'Wn your PREBREAKFAST kept high 
10.2 mmol/l at 26/08/2005. 
12.7 rnmol/l at 2:S/08/2005. 

Sugge stions on your metfornun prescnption: 
lnCl"ease 500m,g your evcrung dosage 

The dosage suggestion 

B reakfast dose . 1 OOOrng 
Evening dose: 2000mg 

Regards, 

~, 

I• 

l'-A-dmmis_·_trato~ '~~~~~~~~~~~~~~~~ 

(c) 

(b) 

(d) 

Figure 55. Snapshots from Data Acquisition Procedures of a MDMIS' Patient Station 

Figure 56 shows the login page and the different functions list of MD MIS from the 

mobile data management perspective. The MDMIS user login page is shown in Figure 
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56(a) The MDMIS system shows different services to different users as different 

authorization is allocated according to the present user's role. The functions for MDMIS 

users to choose are shown as a menu list in Figure 56(b) to a patient, in Figure 56( c) to a 

physician, in Figure 56(d) to a medical administrator and in Figure 56(e) to a system 

maintainer. Figure 56(±) shows further information on the functionalities of the MDMIS 

system. 

(a) 
(b) 

(c) (d) 

(e) (f) 

Figure 56. MDMIS Login and Functionalities List Pages 
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Figure 57 shows the results of the medical measurement records shown from a 

browser on different mobile terminals used in this test (Sony Eiicsson P800, HP IPAQ 

H5450, Nokia 3100) and from a PC Internet Explorer. 

Figure 57. Graphical Presentation of Measurement Records from Variable Devices 

In MDMIS, statistics on the blood glucose measurement records can also be made for 

patients and medics' review. Figure 58 shows the statistics of measurements on a Sony 

Ericsson P800 mobile phone, and Figure 59 shows the MDMIS statistics results on a 

Nokia 3100 phone. 

Figure 58. Statistics of Measurement Records on Sony Ericsson P800 

Figure 59. Statistics of Measurement Records on Nokia 3100 
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Appendix E shows more snapshots of MDMIS functionalities. Further tests on the 

system show the MD MIS system operated successfully on variable mobile devices (Sony 

Ericsson P800, Nokia 3100 mobile phone and HP IPAQ H5450 PDA) as well as on a 

Laptop or a PC. 

From the feedback from the relative patients and nurse who has experienced the test 

(Appendix H shows the questionnaires of the study) shows that they all admitted that the 

system improved the management efficiency and the patients felt an increased 

consciousness on her diabetes management. 

7 .3 Performance Analysis of MD MIS Bluetooth Connectivity 

In this section, we present the analysis result of the MDMIS 's performance over 

Bluetooh from the perspective of connection time, data rate and response time 

parameters. 

A research laboratory (7.5 x 8.5 metres) was utilized to serve as an experimental 

environment for evaluating the Bluetooth performance of MDMIS. An IEEE 802.11 

access point within the university campus was about 50 meters away. As presented in 

Chapter 4, the Bluetooth connection happens between a Sony Ericsson P800 handset and 

a Bluetooth-enabled glucose sensor - the connectBlue Serial Port Adaptor (SPA 32i). A 

diagram of the experimental set-up is shown in Figure 60. 

connectBlue SPA32i 

Bluetooth 

1111••11•-·-
Sony Ericsson P800 

Figure 60. MDMIS Experimental Set-up Test for the Bluetooth Connection Evaluation 

To quantify the MDMIS performan~e over Bluetooth, there are several main 

performance metrics to be considered as following: 

(i) Connection Times 

Before the two Bluetooth devices can be connected, the synchronization procedures 

between the transmitter and the receiver must be carried out. There are inquiry procedure 

and paging procedure to perform the synchronization. An inquiry procedure enables a 
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Bluetooth device to discover which devices are in range, finds the address and determines 

the clock of the device. A paging procedure will follow the inquiry procedure to form the 

link. It can take up to 10 seconds to establish a Bluetooth link. Table 15 shows the 

experimental statistics of connection times to build an active Bluetooth link.[146] 

Operation Minimum Time (sec) Average Time (sec) Maximum Time (sec) 

Inquiry 0.00125 3-5 10.24-30.72 

Paging 0.0025 1.28 2.56 

Total 0.00375 4.28-6.28 12.8 - 33.28 

Table 15. Connection Times to Build an Active Bluetooth Link 

We evaluate the connection establishment time of the MDMIS data acquisition system 

between the start of an inquiry to the start of the data transmission, as the data begins to be 

transmitted as soon as the connection was successfully built. This duration includes time 

spending on the inquiry procedure and the paging procedure. In order to determine the 

effect of distance on the performance of Bluetooth connectivity, the test process was 

repeated at four different separation distances for <1, 3, 6, and 9 meters respectively. The 

time is counted by the software - "BlueReader" on the patient station (Sony Ericsson 

P800). 

We evaluated 10 trials continuously for each distance: the start time (when the user 

presses "Read data" menu item in BlueReader) and the end time of building the 

connection for each test were recorded (when a prompt information "Start Reading" is 

shown to the user) for each trial. The maximum, minimum and mean durations were 

calculated afterwards accordingly. 

Table 16 shows the experimental result of this test. The Bluetooth communication 

establishment time within the BlueReader is less than 30 seconds for the next successful 

connection. 

The Bluetooth connection setup time in the BlueReader is composed by: 

• 

• 

• 

• 

• 

Reading the Bluetooth address for the glucose meter; 

Prompting information to users; 

Bluetooth inquiry time; 

A 5 seconds inquiry halt time after a failure to find the device; 

Bluetooth paging time . 
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These results indicate that the Bluetooth connection setup time (in seconds) of the 

BlueReader is within a acceptable range for typical mobile users. 

Distance Mean Connection Setup Maximum Minimum 
Time (Seconds) Connection Setup Connection Setup 

Time (Seconds) Time (Seconds) 

<1m 10.561 17.15 8.34 

3m 11.087 17.69 8.40 

6m 12.602 18.34 8.53 

9m 15.378 27.11 8.56 

Table 16. BlueReader Bluetooth Connection Setup Time 

Table 16 also demonstrates the impact of the geographical distance between the two 

Bluetooth devices on the connection setup time. The statistics of net connection setup 

time were calculated and these are shown in Table 17: 

Distance Maximum Net Maximum Minimum Net Minimum 
Connection Setup Connection Setup Connection Setup Connection 
Time (Seconds) Time(Seconds) Time (Seconds) Setup 

Time(Seconds) 

<1m 17.15 6.15 8.34 3.34 

3m 17.69 6.69 8.40 3.40 

6m 18.34 7.34 8.53 3.53 

9m 27.11 9.11 8.56 3.56 

Table 17. BlueReader Bluetooth Net Connection Setup Time 

These results show that the Bluetooth connection setting-up time is within the 

extensive statistical range presented in Table 15. 

(ii) Data Reading Duration 

The data reading duration of the MDMIS data acquisition system is affected by 

Bluetooth data rate and packet delay aspects. 

There are two Bluetooth link types: Synchronous Connection-Oriented (SCO) and 

Asynchronous Connection-Less (ACL) links [146]. An SCO link provides a symmetric, 

point-to-point link between a master and a slave. It reserves the slots and provides a 

circuit-switched connection where data are regularly exchanged. The SCO packets are 

normally used for voice transmission and are never retransmitted. A master can support 

up to three SCO links to the same or to different slaves. A master sends SCO packets 
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regularly at a rate of 64 kbit/s. There are 3 types of SCO High-rate voice packets (HVl , 

HV2 and HV3) with different levels of protection (Forward Error Correction) and DY 

packet which is combined data-voice packet. No Cyclic Redundancy Check (CRC) is 

used on all the SCO voice packets except the data field in a DY packet. 

The ACL links are used for carrying asynchronous data. An ACL link is a 

point-to-multipoint link between a master and all the active slaves participating within a 

piconet. There is no slot reservation for an ACL link. The ACL link provides a 

packet-switched connection where data are exchanged sporadically. The traffic over the 

ACL link is scheduled by a master. For most ACL packets, CRC is used to ensure data 

integrity. Each received packet is checked for errors. Thus delays are on slot in duration 

and only lost packets need to be retransmitted. The maximum data rate for ACL link is 

721 kbps in one direction and 57 .6 kbps in the reverse direction. This is obtained by using 

an unprotected 5-slot packet. ACL packets can be either Data Medium (DM) or Data 

High (DH) type. The DH packets can achieve higher rate by using less error correction. 

Table 18 shows typical maximum data rates of the Bluetooth ACL Packets [146]. 

ACL Payload User Payload FEC CRC Symmetric Max Asymmetric Max 
packet Header (Bytes) Data Rate Data Rate (kbos) 
type (Bytes) (kbps) Forward Reverse 

DM1 1 0-17 2/3 Yes 108.8 108.8 108.8 

DH1 1 0-27 0 Yes 172.8 172.8 172.8 

DM3 2 0-120 2/3 Yes 258.1 387.2 54.4 

DH3 2 0-180 0 Yes 390.4 585.6 86.4 

DM5 2 0-224 2/3 Yes 286.7 477.8 36.3 

DH5 2 0-338 0 Yes 433.9 723.2 57.6 

Table 18. Bluetooth ACL Packet Maximum Data Rates (146] 

As CRC is used for reliability of transmission of ACL packets, each packet carries a 

header with an acknowledgement bit. The device uses the acknowledgement bit to 

indicate whether the last packet it received was good or corrupted. If an 

acknowledgement bit is set to indicate a corrupted packet, when the other device receives 

this packet, the corrupted packet will be retransmitted until an indication that the packet 

was received correctly is received. Therefore, the connection delays are caused. 

To check the efficiency of the data reading procedure, we made comparision among 
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reading variable amouts of records: 5 records, 22 records, 58 records and 110 records 

respectively from a MediSense Optium glucose sensor on a Sony Ericsson P800 handset. 

The data length of a record is from 26 bytes to 31 bytes, depending on the size of 

measurement. The result is shown in Table 19. 

Number of Mean Reading Time (Seconds) 
Measurements 

5 0.98 

22 2.83 

58 6.52 

110 10.27 

Table 19. Duration of Reading Blood Glucose Measurement over Bluetooth 

From these experiments and user acceptabilty, we conclude that the data reading of the 

MDMIS BlueReader via Bluetooth is effective for acquiring timely medical 

measurements between a Bluetooth-enabled sensor and a mobile GPRS terminal. 

7.4 MD MIS Network Performance Analysis over GPRS 

In this section, we present the result of MD MIS' performance analysis over GPRS 

network. The end-to-end performance of the MDMIS system over GPRS is measured in 

the following aspects: 

(i) Data Throughput 

GPRS provides logical channels - Packet Data Channel (PDCH) for data transfer. As 

the available radio resources are shared between GPRS and GSM logical channels, GPRS 

has a variable channel capacity. GPRS uses up to 8 timeslots for uplink and downlink 

data transmission. According to the radio resource conditions and QoS requirement, 

different coding scheme with different level of error detection and correction are adopted 

in GPRS for the data transmission. The amounts of data of one timeslot are decided by the 

coding scheme (Section 3.3.3). Theoretically, the maximum date rate can reach 

l 71.2kbps. However, this is reduced in practice. One reason is that most of GPRS 

network operators only deployed CSl and CS2 coding schemes [147]. Other major 

aspects affecting the GPRS data throughput include: (1) the GPRS modem or GPRS 

mobile terminal which decides the maximum number of time-slots supported; (2) the 
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number of the concurrent users and data packets size affect the throughput as the GPRS 

users potentially share the same bandwidth; (3) radio conditions and interference: the 

achievable data rate over GPRS can vary with the radio environment; (4) for web 

applications, the browser's behaviour also plays a substantial aspect on page 

downloading times over GPRS [ 148]. 

(ii) Packet Loss and Packet Delay 

GPRS ensures the integrity of received data through the implementation of two reliable 

modes of operation: RLC acknowledged and LLC acknowledged. The RLC 

acknowledged mode is used by default to ensure the data transfer to or from the MS is 

reliable. The LLC acknowledged mode is optional in GPRS. The protocol ensures that an 

LLC frames are received reliably, thus the higher level layer protocols (such as IP) rarely 

experience non-congestive losses, but packet losses happen due to the mobility 

management such as handoff and routing area updates [ 149]. 

Latency is the time taken for the data packets to pass through the GPRS bearer; it is 

normally measured as a RTT (Round-Trip Time). The latency mainly comes from: (1) 

time-varying quality of the radio link, a sudden change in the link quality may lead to a 

burst of transmission errors and data retransmissions; (2) handoff delay when users are 

transferred to other base stations and transmission interruptions. [ 150] 

The Round-trip Time (RTT) of a TCP segment is the time that takes a segment to reach 

the receiver and return to the sender with the generated acknowledgment message. [ 151]. 

RTT is the average time spent in transit when a client and server exchange the SYN 

(synchronize sequence numbers flag) and its corresponding ACK (acknowledge flag). 

The measurement of RTT is fundamental to TCP's timeout and retransmission. It is an 

indicator of transit delay that is independent of data size. RTT reflects the total delay of 

the forward and backward paths between hosts [ 152]. As described earlier in chapter 5, 

MDMIS is a web-based system; the lower level communication protocol for MDMIS is 

TCP. It is well known that "TCP is a connection-oriented, end-to-end reliable protocol", 

the lost packet will be retransmitted to ensure the reliability [ 153]. Furthermore, MD MIS 

is not image or video critical application, hence, the quantitative analysis of packet loss 

will not be considered in this situation. 

All of the data throughput, packet loss and packet delay of the GPRS network affect the 

service response time of a GPRS application. High data throughput, low packet loss and 
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packet delay produce a relative better service response time. 

(iii) MDMIS End-to-End Performance Evaluation over GPRS 

The MDMIS end-to-end performance over GPRS is examined by measuring the 

following measurements: service response time, data throughput and RTT (as the 

connection protocol is based on TCP/IP). Ethereal was selected as the network 

performance analyzer [154]. The schematic diagram of test bed set-up for the 

performance measurements is shown in Figure 61. In this diagram, the connected thicker 

lines represent the end-to-end data transmission route (between a MDMIS mobile 

terminal and the MDMIS master station). 

Sony 
Ericsson 

P800 

Nokia 3100 

l\lIDlVIIS l\fobile 
Tenninals 

Kingston University Intranet 

D O l
ioo 

Orange UK GPRS 

\ 
Public lnter~t 

• 

Router 
Firewall 

MDMIS Database 
MDMIS Master Station 

Figure 61 . GPRS Test Set-up for Performance Evaluation of MDMIS 

The GPRS connection network in this test was provided by the mobile service 

provider - Orange UK. A dynamic IP address is allocated by Orange GPRS service 

provider each time after a valid PDP context activation request was initiated (please refer 

to section 3.3 for details). The Orange GPRS network is connected with public internet 

via a GGSN. The MDMIS master station and health information database are located 
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within Kingston University's lOOM high speed intranet which is connected with outside 

internet. 

We planned data accessing to and from MDMIS via a Sony Ericsson P800 at different 

daily time periods: namely 7 :00, 9:30, 11 :40, 14:40, 16:40, 20:30 and 23 :50. We did not 

consider the time period between 0:00 and 6:00 as we thought it was unlikely that users to 

access the MDMIS services during these early hours. The user operations involved all the 

possible MDMIS functions by changing user roles. We found the length of data packet 

during each transmission was from 60 bytes - RST (reset packet) to 1334 bytes - data 

packet. 

During accessing the MDMIS from a mobile client station, the data packets were 

gathered with Ethereal while transmitting the data in the real-time mode to analyze the 

network performance over GPRS. Response time was calculated accordingly. 

The data throughput of accessing the MD MIS functions over GPRS on a using a Sony 

Ericsson P800 handset was calculated during different time periods is shown in Figure 62. 

It shows the throughput fluctuates with time. The range of the throughput during these 

tests is between 7.3 kbps and 8 kbps. The variation in the throughput is due to the GPRS 

network traffic during peak and off-peak operating periods. 

Throughput Over GPRS 

8200 ~~~~~~~~~~~~~~~~~~~~~ 

en 8000 
a. 
~ 7800 
:::, 

_g. 7600 
Cl 
g 7400 .... 
~ 7200 

7000 -+--~~~~~~~~~~~~~~~~~~~-

07:00 09:30 11 :40 14:40 16:40 20:40 23:50 

Time 

Figure 62. Mean Throughput Measurements Using Sony Ericsson P800 Mobile Terminal 

over GPRS 

The Round-trip Time (RTT) is calculated by measuring the time interval between a 

SYN request and the corresponding ACK signal recieved. Figure 63 shows the average 

RTT over the GPRS network between a Sony Ericsson P800 and the MDMIS master 

station. We can see the range of RTT is from 0.8s to l .2s in this study. 

123 



Chapter? 

iii' 
"C 
c: 

1.4 

1.2 

8 0.8 
Cl) 

~ 0.6 
I-
~ 0.4 

0.2 

RTT over GPRS 

0 -t--~~~~~~~~~~~~~~~~~~~~ 

07:00 09:30 11 :40 14:40 16:40 20:40 23:50 

Time 

Figure 63. RTT Variations between a Sony Ericsson P800 and the MDMIS Master 

Station 

Table 20 shows the system response time of accessing the MDMIS management 

functionalities on a Sony Ericsson P800 handset during a day. The result indicates that 

most responses can be made within 6 seconds. 

Maximum Minimum Frequency of 
Access Time Duration(seconds) Duration(seconds) Events(below 6s) 

07:00 26 3 92.26% 

09:30 30 2 87.42% 

11 :40 19 3 94% 

14:40 21 3 91 .60% 

16:40 18 2 89.47% 

20:40 15 3 90.50% 

23:40 16 3 93.73% 

Table 20. MDMIS Response Time from Sony Ericsson P800 over GPRS 

We also found the longest waiting time for the response of the MDMIS master station 

during the day is 30s (returning the measurements in trend curve format) on a Sony 

Ericsson P800 mobile client station, which happened at 9:30 in the morning while the 

lowest data throughput happened (Figure 62). 

Two other mobile devices: Nokia 3100 mobile phone (Figure 64) and a PDA -HP 

IPAQ H5450 (Figure 65) from different manufacturers were selected to check the impact 

of variable mobile devices on the system performance. Data packets to and from different 

mobile devices were caught at the same time period: 11 :40 during the day. 
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Nokia 3100 is a tri-band GSM phone with a resolution of 128* 128 pixels. It supports 

4096 (12 bits) colours and wireless internet (WAP 1.2.1 I supports xHTML, JPEG, PNG). 

Nokia 3100 is also a GPRS enabled phone with multi-slots class 6 (3+2). HP IPAQ H5450 

Pocket PC supports both wireless LAN (802.11 b) and Bluetooth communications. 

Figure 64. Nokia 3100 Figure 65. HP IPAQ H5450 Pocket PC 

Figure 66 shows the comparison of the MDMIS end-to-end throughput over GPRS 

from Nokia 3100, HP IPAQ H5450 and Sony Ericsson P800 mobile terminals during the 

daytime test period. We found Nokia 3100 has a higher throughput (approx. 13 kbps). 

This result demonstrates that the throughput varies with the device's GPRS multi-slot 

class (Section 3.3.3) (the multi-slot class of Sony Ericsson P800 is class 8(1 +4), while 

Nokia 3100's is class 6 (3+2)). 

Throughput over GPRS 
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Figure 66. Comparative Performance of Average Throughput from Different Mobile 

Terminals 

Comparative RTTs between variable mobile devices and the MDMIS master station 

are calculated and shown in Figure 67. We can see the packet delay between a Nokia 3100 

mobile phone and the MDMIS master station is comparatively the smallest. 
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Figure 67. Average RTT between variable devices and the MDMIS Master Station 

We also examined the variable service response time of accessing MDMIS services on 

these variable mobile terminals. The time counting was started as soon as the user clicked 

the relative function item and stopped as soon as the full content of service page was 

returned. Statistics of all the response time was performed separately; the maximum and 

minimum response time was calculated accordingly. 

A comparison of MDMIS response time among different mobile devices (Sony 

Ericsson P800, Nokia 3100 and HP IPAQ H5450) is shown in Table 21 during daytime 

testing. 

Maximum Minimum Frequency of 
Device Type Duration(seconds) Duration(seconds) Events(below 6s) 

Sony Ericsson P800 19 3 94% 

HP IPAQ H5450 12 2 96.2% 

Nokia 3100 31 4 82.36% 

Table 21. Comparative MDMIS Response Time for Different Mobile Terminals 

Table 21 shows most system response time where access made from other mobile 

terminals is also within 6 seconds. Although Nokia 3100 has a higher throughput (Figure 

66) and a lower RTT (Figure 67), its limited computing ability and cache memory cause 

much slower access (82.36% of all the response time below 6 seconds) to the MDMIS 

system than on the other two mobile devices. 

We also examined the response time on a PC which is connected to Internet over ADSL 

(outside of Kingston University). We found all the response times are within 3 seconds. 
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7.5 Summary 

In this chapter, we presented the results of the functionality test and an experimental 

performance study of MD MIS. Tests and evaluations were carried out via live Bluctooth 

and GPRS connectivity respectively. Results of the experiment demonstrate: 1) Bluctooth 

connectivity is a feasible wireless technology for short-range medical data transmission; 

2) MDMIS shows a reasonable performance over live GPRS network while users 

accessing the system on different mobile terminals. 
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Chapter 8 

Conclusions and Future Work 

8.1 Conclusions 

This study aims to alleviate diabetes symptoms, prevent or delay the complications and 

improve the quality of patients' life by providing an intelligent mobile diabetes 

management system ~ MDMIS for diabetes sufferers and medical care providers. We 

designed, implemented and evaluated a Bluetooth data acquisition system to capture 

medical data wirelessly and the abundant MDMIS diabetes management services 

provided by MDMIS. The MDMIS system can be accessed remotely over GPRS on 

variable mobile equipments. In summary, the thesis presented the following research 

objectives and issues: 

(i) Comprehensive Study and Review of Diabetes Management System 

A comprehensive background study for this research has been carried out to understand 

the procedure of traditional and current diabetes management by searching and studying 

extensive documents from NHS diabetes framework, National Institute for Health and 

Clinical Excellence, and other sources cited in the thesis. 

A comprehensive review on state of art of remote diabetes management systems was 

conducted. This review involves studying past and existing diabetes related telemedicine 

research projects, and examining each system' advantages and shortcomings. 

From this study, we drew these conclusions: (1) checking blood glucose level 

regularly is very important to keep diabetes in control; (2) current and future e-health 

systems are towarding mobile and networking solutions; (3) the interoperability is an 

important issue to measure a system's flexibility and practicability. 

(ii) Design and Implementation of a Prototype System for Mobile Diabetes 

Management 

We have proposed in this thesis a complete system for mobile diabetes management, 

which includes mobility modules together with relevant software and hardware options of 
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the mobile terminals and sensor connectivity. 

Emerging Bluetooth and GPRS wireless technologies are adopted in MDMIS. 

Bluetooth is a short-range wireless technology with the advantage of low power 

consumption and availability of extensive chips from many manufactures. GPRS is a 

specification for data transfer on TOMA and GSM networks. It is a packet-based, cost 

effective, and with better coverage than UMTS in the UK, hence is suitable for this study. 

The MDMIS system has a scalable, three-tiers and J2EE compliant software 

architecture, which supports a portable deployment and flexible user interface. We 

adopted XML and Java technology to MDMIS implementation, this enables the users to 

access the MDMIS system on variable mobile devices. 

MDMIS is composed by several integrated modular units: patient stations, medical 

administration stations, physician stations, system maintenance stations and medical 

control centre. The medical control centre consists of a master station and a MDMIS 

health information database. Generally it resides in a hospital with broadband access to 

the Internet. A secure MD MIS health information database was designed and set up. It is 

an Oracle database and stores health related information, which includes all the MDMIS 

users' operation records and accounts information, medication protocols, patients' 

medications and medical measurement records, etc. The master station processes all 

requests from other MDMIS stations (clients), analyses and stores health related 

information into the health information database. 

The access of variable MDMIS functions is restricted according to the individual 

user's role. There are four user roles designed in MDMIS: patient, physician, medical 

administrator and system maintainer. A patient station is a mobile data acquisition 

terminal as well as an operation portal for diabetes patient. A special Bluetooth data 

acquisition system (BlueReader) for MDMIS patient station was designed and 

implemented. The BlueReader was developed in Symbian OS environment. It is able to 

read the blood glucose measurements from an off-shelf medical sensor by complying 

with the Bluetooth SPP profile. The other functionalities of the BlueReader are 

pre-processing, sending the data to the medical centre and displaying the feedback or the 

medical suggestions from the remote medical centre to the patient. Furthermore, on a 

patient station, a patient can update his account information; examine his historical 

medical records, or report recent side-effects to the system. Physician stations are the 

computing devices for MDMIS physicians or other relevant medical doctors accessing 
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patients' data. Physicians can remotely manage patients' accounts information, inquire, 

analyze the patients' medical situation and manage patients' medications. A MDMIS 

medical administrator can manage the relevant medication protocols, manages 

physicians' account information, intervene and supervise patient's therapy procedures on 

a mobile medical administration station. A system maintenance station represents a 

MDMIS maintainer and is designed to carry out maintenance procedures locally or 

remotely. The medical analysis functions of the system have been designed and 

implemented by strictly following the relevant medical rules of diabetes management. 

An instant medical messaging service was designed for alerting and informing the 

diabetic patients with necessary medications and wellbeing reminders. The relevant 

security issues regarding MDMIS were also discussed in this thesis. 

The MDMIS system can also be referenced by other chronic disease management 

systems because of the similar characters in long-term disease management. 

(iii) Enhancement of the Interoperability 

An improved interoperability structure for mobile chronic disease management was 

introduced. This mechanism provides an innovative concept of flexible devices 

interfacing within m-health systems. 

The principle of this architecture concerns the compatible data acquisition from 

variable medical devices. To get data from a medical device on computing equipment, a 

data acquisition software must have an appropriate communicate protocol to 

communicate with the medical device. With the fact of limited data storage capability of 

mobile equipments and the possibility of introducing new medical devices within the 

system, it is not appropriate and efficient to keep all the protocols for each possible 

individual medical device on one data acquisition equipment, furthermore, even the 

equipment itself maybe vary each time. Therefore, it may lead to a failure of electronical 

medical data collection if a system is restricted to adapte only one or several medical 

devices. In this thesis, we proposed a scheme in which the data communication protocols 

are shared among all the users. These protocols are stored in the health information 

database within a medical centre and maintained by system maintainers; only a required 

protocol needs to be downloaded and stored locally on a data acquisition unit. This design 

reduces the storage space of protocols and always keeps up-to-date protocols on variable 

data acquisition devices, consequently the interoperability of the relavant system is 

130 



Chapter 8 

improved. This scheme has been premilinarily implemented on to the MDMlS system. 

(iv) Preliminary Clinical Test and Performance Evaluation 

The thesis also presents the preliminary test and performance evaluation of the 

wireless functionalities of the MDMIS system in both laboratory and sample patient 

environments. 

A diabetes patient and nurse have volunteered using the MDMIS system and the 

survey shows both of them were satisfied with the flexible and extensive services of 

MDMIS. We evaluated the syste performance of MDMIS over Bluetooth and GPRS 

connectivity respectively. Performance of MD MIS data acquisition system Blue Reader 

has been examined by measuring the Bluetooth connection establishment time and 

duration of reading medical measurement over Bluetooth between a Sony Ericsson P800 

smart phone and a MediSense Optium blood glucose meter. The test process was repeated 

10 times at four different separation distances for < 1, 3, 6, and 9 meters respectively, we 

found the net connection establishment time was between 3.34 seconds to 9.11 seconds, 

this result demonstrates the impact of the geographical distance between the two 

Bluetooth devices on the connection setup time. We made a comparison among reading 

variable amounts of medical measurement records: 5, 22, 58, 110 measurements to 

examine the duration over Bluetooth. The experiment result shows the average time of 

reading 5 records is 0.98 seconds, this proves the Bluetooth connectivity is suitable for 

short-range medical data transmission. 

To examine the MDMIS system performance over GPRS, we chose Sony Ericsson 

P800 mobile phone and accessed the MDMIS system at different time during a day; the 

corresponding data packets were caught by a data packet analyser software; data 

throughput and RTT were calculated afterwards. We also compared the end-to-end 

performance of MD MIS over GPRS on variable devices: a Nokia 3100 headset, a Sony 

Ericsson P800 smart phone and a Compaq IPAQ H5450 PDA. The experiment results 

show the performance of MD MIS over GPRS is affected by the radio condition and the 

mobile device. We also found that all the service response time of MDMIS were within 

30 seconds, most of responses can be made within 6 seconds on these mobile devices. 

This demonstrates the performance of MDMIS over live GPRS network is acceptable 

when a user is accessing the system on a mobile phone. 
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8.2 Future work 

The area of mobile chronic disease management is considered as an emerging field of 

modem healthcare. Advanced technologies can be utilized to enhance the performance 

and ubiquity of such systems. In this section, we propose some future research directions 

and emerging technologies that can provide such enhanced characteristics and combine 

with the current MDMIS system. 

The following are summary of some of the suggestions for future work of such system: 

(i) An integrated Bluetooth enabled non-invasive medical glucose sensor 

During the initial clinical tests, the patients still were using the traditional "off the 

shelf' invasive blood glucose measurement device. Inevitably, improved and 

non-invasive glucose meter will be an appropriate replacement. GlucoWatch G2 

Biographer is such option. However, the integration of such sensor with wireless 

communication ability needs further research efforts and clinical validation studies 

compared to traditional blood glucose sensor. 

(ii) Mobile Agents Enhanced Multiple Chronic Diseases Management 

People with diabetes are vulnerable to a variety of complications, such as obesity and 

high blood pressure. A fully intelligent and integrated multiple chronic diseases 

management system is demanding to achieve more effective management. Mobile agents 

technology is seen as a perfect technology option for such intelligent mobile disease 

management. 

Mobile agents are specific programs that can migrate from host to host in a network, at 

times and to places of their own choosing [156] [157]. They can encapsulate protocols, 

work remotely, asynchronously and even disconnected from a network. Mobile agents 

technology has the advantages on reducing network load and overcoming network 

latency especially on relatively unreliable mobile environment. The concept of mobile 

agent technology on diabetes management has been proposed in [ 158]. Nevertheless, 

further research on the integration of mobile agents technology with MDMIS 

functionality are necessary. 

(iii) SIP Based Mobile Disease Management 

SIP is a part of the IETF (The Internet Engineering Task Force) standards process. The 

SIP technology is used to establish, change and terminate multimedia sessions between 
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one or more users in an IP-based network [159] [160]. 

The application of SIP on chronic disease management will enhance interaction 

between patients and medical personals because of its feature of session control. 

Further research on our MDMIS will aim to broaden the current architecture and 

management to integrate SIP functionality for an effective management of the 

communication between patients and medical doctors. 

(iv) Clinical Studies for Medical Validation of MDMIS 

Further wider clinical studies on such emerging mobile chronic disease management 

systems are also required as part of future research work. These studies are important if 

not crucial for implementation and deployment of such systems within the NHS and to 

provide larger m-health services within the current primary care diabetes services. 
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Appendix 

Appendix A - Source Code for Generating Random 

Password 

String generatePassword(int length) 
{ 

} 

Random random; 
byteO bstr; 
StringBuffer strBuffer; 
random=new Random(); 
bstr=new byte[length); 
strBuffer=new StringBuffer(length); 
for(int i=O;i<length;++i) str8uffer.append('9'); 
random .nextBytes(b ); 
for(int i=O;i<bstr.length;++i) 
{ 

int b=this.bstr[i); 
if(b<O) b=-b; 
b=Ox30+(b&Ox3f); 
char c=(char)b; 

strBuffer.setChar At(i, Character. isletterOrDigit( c )?c:'z'); 
//if the char is not a digit or a letter, then repace it with letter 'z' 

return strBuffer.toString(); 
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Appendix B - Tablet Medication (Metformin) 

Use ofmetformin in tablet-na'ive patients who have sub-optimal glycaemic control despite attempts at 
diet and exercise. 

Aim is to use patient monitoring of: 

*Glycaemic control 

*Side-effects 

To allow rapid upwards titration of metformin 

Sub-optimal control is: HbAlc >7% 

Home blood glucose analysis (HBGM) >8 mmol/1 

HBGM is fasting, pre-prandial (pre-lunch, pre-evening meal) and pre-bedtime (4 fingerstick recordings) 
performed on three days each week. Results transmitted automatically by monitor and telephone link-up. 

Targets are: HbAlc <7% but this is a level which will be assessed in clinic since it requires a 
venous blood sample, rather than a fingertstick blood glucose. 

*HBGM 4-8 mmol/1. Never lower. 8 or less 80% of the time 

*No side-effects 

Patients should be suitable in terms of not having known contra-indications to metformin 

Hepatic impairment 

Renal impairment 

Previous ketoacidosis 

Check liver function tests should be normal 

Check creatinine should be less than 150 micromol/1 

Patients should be type 2 diabetics 

Predisposition to lactic acidosis 

Absence of Severe dehydration 

Severe infection 

Shock, trauma 

Heart failure 

Respiratory failure 

Recent myocardial infarction 

Severe peripheral vascular disease 

Aalcohol dependency 

Use ofx-ray contrast media 

Pregnancy and breast-feeding 

Prescribing clinician should note concurrent medications that may interact with metformin and 
acknowledge these: 

ACE Inhibitors hypoglycaemic effect possibly enhanced 

Aminoglutethimide hypoglycaemic effect possibly reduced 

Anabolic Steroids hypoglycaemic effect possibly enhanced 

Cimetidine increased plasma-metformin concentration 

Corticosteroids hypoglycaemic effect possibly reduced 
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Diazoxide hypoglycaemic effect reduced 

Diuretics, Loop antagonism of hypoglycaemic effect 

Diuretics, Thiazide antagonism of hypoglycaemic effect 

Ketotifen 

Lithium 

MAOis 

Octreotide 

Oestrogens 

Progestogens 

Testosterone 

depressed thrombocyte count with concomitant use 

hypoglycaemic effect possibly reduced 

enhanced hypoglycaemic effect 

hypoglycaemic effect possibly enhanced 

antagonism of hypoglycaemic effect (not HRT) 

antagonism of hypoglycaemic effect (not HRT) 

hypoglycaemic effect possibly enhanced 

Dose: initially 500 mg with breakfast for at least 1 week then 500 mg with breakfast and evening meal 
for at least 1 week then 500 mg with breakfast, lunch and evening meal 

The weekly increase in medication by 500mg to maximum of 3000 g in three divided doses. 

Dose to be increased depends on which glucose levels are highest: 

If all >8 mmol/1 then continue breakfast, evening meal, lunchtime sequence. 

If bedtime and/or pre- breakfast high & others OK then increase evening dose 

If pre-lunch high & others OK, increase breakfast dose 

If pre-evening high & others OK, increase lunchtime dose 

Side-effects are as follows: anorexia, nausea, vomiting, constipation, diarrhoea, abdominal pam, 
metallic taste 

If side-effects develop then patient should go back to previous dose of metformin and remain on this for 
2 weeks, then try increase again. If side-effects recur then stop increases at this point. 

Hypoglycaemia should not occur when patients are on metforrnin monotherapy. 

Using this protocol, all patients will be in one of three categories within three months (when clinic 
review occurs) 

Optimal diabetic control 

Maximal metformin dose without optimal control 

Maximal tolerated dose of metforrnin 

--If all >8 mmol/1 then continue breakfast, evening meal, lunchtime sequence. 

--If bedtime and/or pre- breakfast high & others OK then increase evening dose. 

--If pre-lunch high & others OK, increase breakfast dose. 

--If pre-evening high & others OK, increase lunchtime dose. 

Source: British National Formulary, Available at: <http://www.bnf.org> 
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Appendix C - HBGM Analysis Source Code (partial) 

int recsize = showvals.size(); //Measurement records length 
if(showvals.size()>2) 
{ 

booleanO needadjust = new boolean[showtime.length]; 
for(int k = 0 ;k < showtime.length; k++) 
{ 

suggestinfo[k] = "Please follow the physician's recommandation!"; 
//information to be given to the patient 
needadjust[k] = false; //indication that if the dose should be changed 
floatO showval = new float[?]; //measurements record 
float currentval; //current measurement 
boolean mostrecent = true; 
float recentval = -1 ; 
boolean needcheck = false; //indication that if the dose should be changed 
int i; 
int overtimes= O; //how many measurements are high during the last 7 days. 
//IF THE LATEST ONE IS NORMAL, THEN WE NEED CHECK AGAIN. 
for(i = recsize-1; i >= O; i--) 
{ 

showval = (floatD)showvals.elementAt(i); 
currentval = showval[k]; 

//if the most recent day the value is ok, then need adjust is false.you can pass by this check; 
if(currentval >= 4.0 && currentval <= 8.0) 
{ 

if(!needcheck) break; 
} 
else if(currentval> 8.0) 
{ 

} 
else 
{ 

if(!needcheck) 
needcheck = true; 

overtimes = overtimes + 1; 

//ignore 

} 
if(!needcheck) 
{ 

overtimes = O; 
for(i = recsize-1; i >= O; i--) 
{ 

showval = (floatD)showvals.elementAt(i); 
currentval = showval[k); 
if(currentval> 8.0) overtimes= overtimes+ 1; 

if(overtimes> 0) 
suggestinfo[k] "Your recent record is ok, but there are several 

measurements on " + showtime[k) + " too high!"; 
else 

suggestinfo[k) = "The " + showtime[k] + " measurement records are fine!"; 

} 
else if(needcheck && overtimes> 3) 

//need adjust the treatment; 
needadjust[k) = true; 

else 
//need check but overtimes < 3 
suggestinfo[k) = "Please notice your dietary and check your "+ showtime[k] + 
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"blood glucose every day"; 
} 

else 
{ 

errinfo = "There are too few measurements to carry on HBGM Analysis, At least two days' 
measurements are required"; 

loglnfo(errinfo ); 
return false; 

//Dose to be increased depends on which glucose levels are highest: 
//If all >8 mmol/1 then continue breakfast, evening meal, lunchtime sequence. 
//If bedtime and/or pre- breakfast high & others OK then increase evening dose 
II If pre-lunch high & others OK, increase breakfast dose 
II If pre-evening high & others OK, increase lunchtime dose 
return true; 
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Appendix D - Schematic diagram and equations for 

drawing the coordinates of measurements 
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X axis expresses the measurement value (from O mmol/1 to 20 mmol/1); 
Y axis represents the measurement time. 

Equations: 

Xstart = X_margin; Ystart = Cell_height - Y _margin; 

Xend = Cell_width - X_margin; Yend = Y _margin ; 

margin 

Xcoeff = (Xend - Xstart) I (Start_hour - End_hour); Ycoeff = (Ystart - Yend) / 20; 

X = (Curhour - Start_hour) * Xcoeff; 

Definitions: 

Y = Ystart - Curval * Ycoeff. 

Cell_width: Total width of the picture; Cell_height: Total height of the picture; 

X_margin: Horizontal margin between the graph with the edge of the cell; 

Y _margin: Vertical margin between the graph with the edge of the cell; 

Start_hour: The start date in hours; 

End_hour: the end date in hours; 

Xcoeff: the coefficient of axis X, it represents how much the hours passed per unit of X; 

Ycoeff: the coefficient of axis Y, it represents the value of the blood glucose level per unit of Y. 

Xstart: the origin of X in pixels. 

Xend: the maximum of X in pixels. 

Origin : (Xstart, Ystart). 

Ystart: the origin of Y in pixels; 

Yend: the maximum of Y in pixels; 

X, Y : current location of the measurement record. 

Curhour: the time when the measurement was taken in hours; 

Curval; the measurement value. 

149 



Appendix 

Appendix E - Snapshots of MD MIS Functionalities 

(1) MDMIS BlueReader functions 
(2) User Authentication 

(3) Manual Measurement Data Input ( 4) Time Segment Definition 
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(5) HBGM analysis (6) Data management 

(7) Function list on Nokia 3100 (8) Report Side Effects on Nokia 3100 
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Appendix F - XSL File for HBGM Analysis Result 

<?xml version="l.O" ?> 

.:. <xsl :stylesheet version=" l.O" 
xmlns:xsl ="http:/ /www.w3.org/1999/XSL/Transform" 
xmlns="http:/ /www.w3.org/TR/xhtmll/strict"> 

<xsl :strip-space elements="doc chapter section"/> 
<xsl:output method="xml" indent="yes" encoding =" iso-8859-1" /> 

.:. <xsl:template match="HBGMAnalysis"> 
- < html > 

< title> HBGM Analysis Result</title > 
.:. < h3 style="font-size:llpt" align=" left"> 

< img name=" image" src=" images/midlogo.jpg" /> 
HBGM Analysis Result 
</h3 > 

- < em > 
Welcome 
<xsl:value-of select="username" /> 
, Your Current Status is 
<xsl:value-of select="usertype" /> 
</em> 
< hr size=" l " align =" left" width=" S0°/o" style="border:#FF6633; 

background-color:#FF6633" /> 
.:. < body link="#OOOOOO" vlink="#666666" alink="#ffScOO"> 
- < br> 

< a href="./ProjectServlet">Return</a> 
</br> 

- < br> 
< a href="./Welcome"> Logout</a> 
</br> 
< hr size=" l " align="left" width ="30°/o" style="border:#FF6633; 

background-color:#FF6633" /> 
The measurements for 
<xsl:value-of select="patientid" /> 
(from 
<xsl:value-of select="startdate" /> 
to 
<xsl:value-of select="enddate" /> 
): 
< br /> 

.:. < table border="2" bordercolor="orange"> 

.:. < tr bgcolor="#f5deb3" align="center"> 
- < xsl:for-each select="measurelabels"> 
- < td size="SO"> 

<xsl:value-of select="measurelabel" /> 
</td > 
</xsl :for-each> 
</tr> 

.:. < xsl: for-each select=" measure list/measures"> 
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.:. < tr align ="center"> 
- <xsl:for-each select="ameasure"> 
- < td > 

<xsl: if test="measureval=""> - </xsl :if> 
<xsl:value-of select="measureval" /> 
</td > 
</xsl:for-each > 
</tr> 
</xsl: for-each > 
</table> 

.:. < strong > 
<xsl:value-of select="msginfo" /> 
</strong > 
< hr size=" l " align=" left" width=" S0°/o" style="border:#FF6633; 

background-color:#FF6633" /> 
Treatment records are as following: 
< br /> 

.:. < table border=" 2" bordercolor="orange"> 

.:. < tr bgcolor="#f5deb3" align="center"> 
- <xsl :for-each select= "field labels"> 
- <td size="SO"> 

< xsl:value-of select="fieldlabel " /> 
</td > 
</xsl:for-each > 
</tr> 

.:. < xsl:for-each select="recordslist/records"> 

.:. < tr align ="center"> 
- < xsl:for-each select="record"> 
- < td > 

<xsl: if test="recordval=' "' >- </xsl :if> 
<xsl:value-of select=" recordval " /> 
</td > 
</xsl: for-each > 
</tr> 
</xsl:for-each > 
</table> 
</body> 
</html> 

</xsl:template> 

</xsl: stylesheet> 
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Appendix G - XML Files on Communication 

Protocols Operations 

<msgptl> 
<cmd> 

request 
</cmd> 
<userinfo> 

<username> 
Joanne 

</username> 
<password> 

Kingston 
</password> 
<fetype> 

SonyEricsson PSOO 
</fetype> 

</userinfo> 
<sensorinfo> 

<manufacturer> 
Abbott Laboratories 

</manufacturer> 
<model> 

MediSense Optium 
</model> 

</sensorinfo> 
</msgptl> 

( 1) XML file for requesting a protocol 

<msgptl> 
<cmd> 

Submit 
</cmd> 
<userinfo> 

<username> 
Paul 

</username> 
<password> 

l<ingston 
</password> 

</userinfo> 
<sensorinfo> 

<manufacturer> 
Abbott Laboratories 

{/manufacturer> 
<model> 

MediSense Optium 
</model> 

</sensorinfo> 
<protocol> 

<datainterface> 
Bluetooth SPP 

</datainterface> 
<configuration> 

</configuration> 
<parameters> 

</parameters> 
</protocol> 

</msgptl> 

(2) XML file for adding a new protocol from a MSU 
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<msgptl> 
<cmd> 

protocol 
</cmd> 
<sensorinfo> 

<manufacturer> 
Abbott Laboratories 

</manufacturer> 
<model> 

MediSense Optium 
</model> 

</sensorinfo> 
<protocol> 

<datainterface> 
Bluetooth SPP 

</datainterface> 
<configuration> 

</configuration> 
<parameters> 

</parameters> 
</protocol> 

</msgptl> 

(3) XML file for returning a protocol to a MFE from MMS 
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Appendix 

Appendix H - Questionnaire for Clinical Study of 

Mobile Diabetes Management System 

Questionnaire - patient (Pre-trial) 

Date:------

1. What is your ID number for the clinical trial: 

2. How long have you been diagnosed with diabetes'? 

C Within the last 3 months 

C More than 3 months but less than 1 year 

C More than 1 year but less than 5 years 

C More than 5 years but less than 10 years 

C More than 10 years 

3. What type of diabetes do you have? 

C Type 1 C Type 2 C Others (Please specify) 

4. Are you: 

C Female C Male 

5. How old are you? 

C Under 18 C 19- 39 C 40-65 C 66 or over 

6. Do you smoke? 

C Yes C No 

7. Do you drink alcohol? 

C Yes C No 

8. What is your Ethic group? 

C White C Asian or Asian British 
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C Black or Black British C Chinese or Chinese British 

C Other (Please specify) 

9. Do you take any medication for the diabetes? 

C Tablet C Insulin Injection 

C Diet and Exercise C Other (Please specify): 

10. How often do you exercise? 

C Never c Every day 

C Everyweek C Occasionally 

11. How much attention do you pay to your food intake? 

C Verymuch C Notmuch 

C Fair E Not at all 

12. How often do you take your blood sugar measurement? 

C At least twice or more daily C Once daily 

C Not every day, but at least once a week C Occasionally 

13. How often do you use a computer? 

C Everyweek C Everyday 

C Seldom C Never 

14. Generally, who takes your blood glucose measurement? 

C You C A relative or friend C A nurse 

15. What type of glucose meter do you use at the moment? 

C Medisense C ACCU-CHEK 

C Lifescan C Other (Please specify) 

16. How easy do you find using this glucose meter? 

C Very easy C Somewhat easy 

C Somewhat difficult C Very difficult 
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17. What aspects of the current glucose meter need to be improved in your 
opinion? 

C Weight, size and colour C Painful during blood collection 

C Too difficult to operate C Too slow to show the data 

18. How often do you review your blood glucose measurement records'? 

c Every week c: Every day 

C Seldom C: Never 

19. How often do you see a doctor or nurse? 

C Daily C Weekly C Every month 

C Every 3 months C Every 6 months or longer 

20. How much interested are you in taking part in this study'? 

C Very interested C: Interested C Fair 

C Somewhat C Not at all 

21. Why did you decide to take part in this study? 

C Curiosity C Get more medical advice 

c c Recommended by others Other (Please specify) 
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Questionnaire - patient (After-trial) 

Date: ______ _ 

1. What is your ID number for the clinical trial: 

2. Do you take any medication for the diabetes'! 

C Tablet C Insulin Injection 

c c Diet and Exercise Other (Please specify): 

3. How often do you exercise? 

C Never C Every day 

C Every week C Occasionally 

4. How much attention do you pay to your food intake'! 

C Verymuch C Notmuch 

C Fair C Not at all 

5. Generally, who takes your blood glucose measurement? 

C You C A relative or friend C A nurse 

6. What aspects do you think the mobile phone needs to improve? 

C Size, colour and weight C Battery life 

C Functionality 

7. How easy did you find using this glucose meter? 

C Very easy C Somewhat easy 

C Somewhat difficult C Very difficult 

8. How often do you take your blood sugar measurement? 

C At least twice or more daily C Once daily 

C Not every day, but at least once a week C Occasionally 

9. How often do you access the electronic diabetes management system? 
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C Everyweek C Every day 

C Seldom C Never 

10. How do you find accessing the electronic management system on the mobile 
phone? 

C Very easy to operate C Easy to operate 

C Fair C Difficult to operate 

C Very difficult to operate and very slow 

11. How do you think of this study to your diabetes management'? 

C Very useful C Useful C Fair 

C Useless C Don'tknow 

12. Did you experience system failures during this clinical trial'? 

c c c Frequently Seldom Never 

13. Which the following results have this trial caused? (Multi-choices) 

C Better diabetes control C Improved self-confidence 

C Improved discipline in glucose measurement 

C Little change on my diabetes control 

C No change C Things get worse 

14. Comments on this study? 
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Questionnaire - Medics (Pre-Trial) 

Date: _____ _ 

1. What is your ID for Clinical Trial: 

2. How long have you been involved with diabetes care'! 

C Less than 6 months 

C More than 6 months but less than 2 year 

c More than 1 year but less than 5 years 

C More than 5 year but less than 10 years 

c More than 10 years 

3. What type of diabetes patients do you look after'! 

C Type 1 C Type 2 C Both 

4. What kind of glucose meter are you using for the patients? 

c Medi sense c ACCU-CHEK 

c Lifescan c Other (Please specify) 

5. How easy do you think it is to use? 

c Very easy c Easy C Fairly 

c Difficult c Very difficult 

6. How often do you use a computer? 

c Every week c Every day 

c Seldom c Never 

7. Are you interested in being involved in doing this clinical trial? 

C Very much C Interested 
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C Does not matter C Not at all 

8. In your opinion, how could current diabetes care be improved'? 

9. What advantages do you expect the telehealth system to bring in terms of 
diabetes management? 
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Questionnaire - Medic (After-trial) 

Date: ______ _ 

1. What is your ID for the clinical trial: 

2. How did you think of this study? 

C Very useful C Useful C Fair 

c Useless c Don't know 

3. How often did you access the electronic diabetes management system'? 

C Everyweek C Every day 

C Seldom C Never 

4. Did you experience system failures during this clinical trial? 

C Frequently C Seldom C Never 

5. What do you think needs improvement? 

C Functionality C Model of mobile phone 

c c Model of glucose meter Speed of accessing the system 

6. Comment 
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