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disclaimers

Not a data scientist;
Not a developer;
Not an entrepreneuer,;
| am writing my PhD in law;
Building on Kate Crawford’s work.



data & science



by Frits Ahlefeldt
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proliferation of data



“THE TFUTURE?



data science



what's (big) data
sclence?
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(big) data science Is the
use/manipulation of large and
complex datasets that are
usually in an unstructured form
to...



..produce
meaningful results



“Today, all 20 Premier League football stadiums
in the UK are equipped with a set of 8-10 digital
cameras that track every player on the pitch. Ten
data points are collected every second for each of
the 22 players on the pitch, generating 1.4
million data points per game. Prozone analysts
will then code the data to identify every tackle,
shot or pass in order to enable managers and
performance analysts gain insights of what
exactly happened in each game, on and off the
ball.” (Bernard Marr)






what Is the problem?



most of the data are about
youl.



most of the data are
personal data.



most of the data generate
more data about you.



most of the data predict
things about you.
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these predictions may be
unpredictable



UNIVERSITY OF
about us research Ine documentation contact us

T'he Psychometrics Centre

Apply Magic Sauce

PredictionAPI

Apply Magic Sauce translates individuals' digital footprints into
detailed psychological profiles

f Logout from Facebook

This is a prediction of your psycho-demographic profile based on your Facebook Likes. It uses a snapshot of your digital footprint to visualise how others perceive you online and

therefore may not be an entirely accurate picture of who you really are. You could take more psychometric tests as well and compare the results!



Big 5 Perso nality (Predictions are expressed as percentiles)

Openness

Conscientiousness .

Extraversion

Agreeableness

Meuroticism

Conservative and

Traditional

Impulsive and
Spontaneous

Contemplative

Competitive

Laid back and
Relaxed

Average (50%)

43%

39%

A42%

Take personality test



these predictions may be
part of decision-making
processes



T'VE BEEN ASKED TO
REDUCE HEADCOONT.

\

E-Mail SCOTTADAMSHANLLOM
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TO BE FALR ABOUT
IT T CREATED A
SCIENTIFIC
ALGORITHM TO
DECIDE WHO GOES.

£ 1 Unites Foaturs Bpedicate, Inc

T THOUGRT YOU WERE
FIRING THE PEOPLE
WITH THE HIGHEST
SALARTLES

) OKAY, MAYBE |
"ALGORITHM” IS
AN OVERSTATE-

MENT. \

Dilbert by Scott Adams _From the ClariNet electronic newspaper Redistribution prohibited info@clarinet.com




they are invisible






they might generate
discrimination



Fair Housing Act of 1968



they might be biased



Predictive policing



Input — R¥\H Q)@ — Output



how can we control what
we don’t see and don’t
understand?
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Data protection approach

Limits should be imposed on collection and
orocessing of personal data;

ndividuals should be entitled to make
choices (informed consent);

Exceptions may include a waiver for
scientific research;

Use of anonymized data



Data Protection draft bill (Brazilian
Ministry of Justice)

Art. 11. Consent is exempt in the case of unrestricted
public access data, or whenever processing is necessary to:

| - The fulfilment of a legal obligation by the controller;

Il - The shared use of data pertaining to the exercise of
rights or duties established by law or regulation by the
public authorities;

lll - The execution of pre-contractual procedures or
obligations related to an contract to which the data subject
is party, pursuant to section § 1 of art. 6;

IV - The performance of historical, scientific, or statistical
research, ensuring, whenever possible, the dissociation of
the personal data;

V - The regular exercise of rights in legal or administrative
roceedings; _ _

/| - The protection of the data subject's or a third party's

life or physical safety;

VIl - Health protection through a procedure performed by
healthcare professional or the healthcare authorities.



do these limits restrain
science and stifle
Innovation?



“We have to remember we live in a data-driven information age.
And what happens when you follow the European privacy
model and take information out of the information economy?
Those are the questions that we are going to be asking because
| think it is a pretty simple answer, and you can look at Europe
and see, revenues fall, innovation stalls, and you lose out to
innovators who chose to work elsewhere.”

“That is why I am concerned about treating privacy solely
As A consumer protection issue and I believe that privacy like
most other issues under FTC jurisdiction must also be viewed
through a competition lens.

=12 }mfare we do Any possible harm to the Internet, we need to
understand what Aarm is actunlly being done to consumers,
and where is the Puﬁlic outcry for legis Ation? Today I am
simply not hearing it. I haven't qotten a single letter ZrFram
anyone back home urging me to pass a privacy bill. They
want data protection,” buit no one is Imnting down my door
about the broader privacy issues.

Mary Bono Mack
(CA)



"Rules can force companies inte innovating. [...1
Data protection rules will 71'1/3 the Euna cam?etitiVe

advantage”.

“Strong En Data Protection Rules will act as A
Competitive Advantage for Europe”

“European Commission proposals over the strict
han. Z: af data will qve European companies A
competitive AdVantaqe in the world. Personal data is
the currency of today’s digital market. And Like any
currency, it needs Stm]n'lity ang_ trust. Only ?‘
consumers can  ‘trust’ that their data is well

rotected, will they continue to entrust businesses
and authorities with it, ]71417 online, And Accept new
services.”

Sophieln 't Veld
(NL)

| Viviaﬁe Redihg (U)



QUESTIONS

Is there something as the “ethics of
algorithms™?

Should there be regulatory mechanisms to
provide oversight of what algorithms are
doing? From whom? How?

How can we ensure algorithms are not
promoting discrimination? Should there be
a “big data due process™?

How can we strike a balance between data
protection, science, research and
Innovation?



OBRIGADO!

VIELEN DANK!

Dennys Antonialli

dennys@internetlab.orqg.br

www.internetlab.orqg.br
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