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AWS News Blog

Detect runtime security threats in Amazon ECS and AWS Fargate,
new in Amazon GuardDuty

by Sébastien Stormacq | on 26 NOV 2023 | in Amazon Detective, Amazon Elastic Container Service, Amazon GuardDuty,
Announcements, AWS Fargate, AWS re:Invent, Launch, News | Permalink | ® Comments | # Share

» 0:00/ 0:00

Voiced by Amazon Polly

Today, we're announcing Amazon GuardDuty ECS Runtime Monitoring to help detect potential runtime security issues in

Amazon Elastic Container Service (Amazon ECS) clusters running on both AWS Fargate and Amazon Elastic Compute
Cloud (Amazon EC2).

GuardDuty combines machine learning (ML), anomaly detection, network monitoring, and malicious file discovery against
various AWS data sources. When threats are detected, GuardDuty generates security findings and automatically sends
them to AWS Security Hub, Amazon EventBridge, and Amazon Detective. These integrations help centralize monitoring

for AWS and partner services, initiate automated responses, and launch security investigations.

ref:


https://aws.amazon.com/jp/blogs/aws/introducing-amazon-guardduty-ecs-runtime-monitoring-including-aws-fargate/
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https://docs.aws.amazon.com/guardduty/latest/ug/findings-runtime-monitoring.html

JRCHMELLDOH ?

CNEXTIE EITHDECSHTRTD
52 A LBBARFNC(EZNED(C
SR EARMOEANKNEIZ DI
* eX. Sysdig, aqua, dynatrace

o aquald. BEURIEZOI> 77
IRERLEEIREEHD

AWSNHZ—= RIMEBAHTCIT T D
5> BN TEBDLDITIED
eDIEFEES UL VIED |

|-| QqUQ Platform

Protect Applications in
Runtime

Prevent unvetted containers from running in your
Amazon ECS, EKS and Fargate environments.
Automatically create security policies based on
container behavior and ensure that containers only do
what they are supposed to do in the application
context. Detect and prevent activities that violate
policy, and defend against container-specific attack
vectors.
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@ Currently, the Amazon EC2 instance support is in preview and automated agent configuration is not available during this time. To manage the GuardDuty security agent manually, #2555 [4
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https://docs.aws.amazon.com/guardduty/latest/ug/prereq-runtime-monitoring-ecs-support.html
https://docs.aws.amazon.com/guardduty/latest/ug/prereq-runtime-monitoring-ecs-support.html
https://aws.amazon.com/jp/guardduty/pricing/
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- Key:GuardDutyManaged
- Value:false

JOA5 0> 3 RIBIRETHRTEIT DHEEIFE. BENESHhE
CAICENTE LWL DITERE




KERICBRVZR N U CHIE







FREXTRIC U THIZBRL

GuadDuty:

BERETEHRNRY NID—DO ST wv D
AT IS FHUIRWNT D MDY
NSEn

MR— R AF+ > 58
A>T FHMIDS X5 LAY —E X DR
— M XFv >,

BIAIDEBEDHDIPFTZIE R AA D
7ot

A>T FHBFDEREHDIPW F X1
CIB(E.

THIEHT —FEW/F—->

T —FEEEN/) \H — > DKRIERZEAL.

23

BERI—Y—178

A SFFTAMNSOBETIERVLOT1 >
)\ — > ONFHERAE I o
BEINEIO>FTFHFAA—
BIENODMESs N B D. FEEEBDH D
A>T FHAA—=2OFER,

[EsEEY1=>7
CPUZEZ(FGPUERZXRDFHEI LIRS,

FENOULWIT 7 AT O ADEE
AT FTATODESE T>IRNT 7 1)LD

ZEP O RADET,

<> R&O> O—JL (C&QC) &E(S
EIANOCRCEESONILIC—ET D ~
5 j’l’ \yg} \09_\/0

=R TI)VEXFZERERIE— K7
1R



https://docs.aws.amazon.com/guardduty/latest/ug/findings-runtime-monitoring.html
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https://docs.aws.amazon.com/guardduty/latest/ug/findings-runtime-monitoring.html
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https://dev.classmethod.jp/articles/guardduty-findings-test-cryptocurrency/

Execution:Runtime/NewBinaryExecuted 2

$ dig example.com +short

93.184.216.34 /]/\/Z I\—)I/L/t‘_'_}t
$ yum install -y nmap /]/j_|J g_éffj_-d)’%}fzb\‘
FRH o

$ nmap -Pn -p 80,443 93.184.216.34
Starting Nmap 6.40 ( http://nmap.org ) at 2023-12-09 16:34 JST
Nmap scan report for 93.184.216.34

Host is up (0.11s latency). Nmapj 7\/ P{Ej
PORT STANERSERVIIEE

O 0o N O U1 H W IN

80/tcp open http TWLWBDT. h— b

443/tcp open https ==/ \/7%%}53273\‘—@5

Nmap done: 1 IP address (1 host up) scanned in 0.57 seconds MNEBWSTS, 22
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https://docs.aws.amazon.com/guardduty/latest/ug/findings_management.html
https://dev.classmethod.jp/articles/aws-security-operation-with-guardduty-2021/
https://dev.classmethod.jp/articles/aws-security-operation-with-guardduty-2021/
https://dev.classmethod.jp/author/usuda-keisuke/
https://dev.classmethod.jp/articles/guardduty-ecs-runtime-monitoring-stop-task/
https://dev.classmethod.jp/author/toku-shun/
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