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THTEREL-FaALld ?

soslk (Authentication/AuthN)

ID/INAD—RICREFEINBIEIHRZANTI—Y - /S AT LAORNEZIREET B E
SoslLD3E 3=

 :CI&: What you know

« FTB: What you have

« 44K: What you are

HTTP 401 Unauthorized - The request requires user authentication.

sam] (Authorization/Auth?Z)

5

1YY= /ST AU THHFEDUIEZI T L ZFFRI I DL
HTTP 403 Forbidden - The server understood the request, but is refusing to fulfill it.
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—SRICILSEEDNTVWAEREED AT

« JSON Web TokenZ FIL\ZIDEIE D DAZAE T T RNV HYFIE T B(OpenID Connect 1.0)
- 12U hCTEETRERKRIRAENMNNAIOY—ER-7—FF7IFrEEIFAR M
BETEEDO M2 ZAVSE TRl —EALZDMY —EA R Z RIS (TR D
- BERARONNI VIEHIBNEAGFTED

JWT 4
i 1. 1I-H- DR ERE(TS
— 2. IWTZIRH]

‘i’il 5 3. IWTHEFHUIB# BN T IH —EANE(S
= 4. IWTOARSE
e Auth r Profi o\
T— @[s;we 5 LA
JWT
ZOMOBREFTEEDHRINS ;

https://iopscience.iop.org/article /10.1088/1742-6596 /910/1/012060
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https://iopscience.iop.org/article/10.1088/1742-6596/910/1/012060

POCABHOBARTS &
DAC, MAC, RBAC, ABAC

Directionary access control (DAC) Mandatory access control (MAC)

Subject Level = Object Lebel: Write OK

' Write OK
Subject Level < Object Level: Read OK -y

Level 1
‘ > ' ‘ > ' Read & Write OK
- Read/Write - - L.I >
User A / User A: Level 2 eve
AT 217 hOFRBE (Subject) '. Read OK
FTER(Object)[AERZERTET D Level 3
Role-based access control (RBAC) Attribute-based access control (ABAC)

Role: Admin

(S ’@7 e LD “(> Y
Read/Write - —— Read: OK /:j::o 0
PR —fi%
Role: Guest - User A

Write: OK —_—
/V
———————————————— > Read: OK unes. =~ H
> BT TN
.

_— Write: NG
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Eclipse MicroProfile
https://microprofile.io

o XAUO0Y—-EX-7—FFIFrDizsHICEnterprise
JavaZEiE{b 952 BRELIEIZ 17114k

« JavaEE7 0B JtyheUTRY—NU. ¥AP0O0Y—-E
ADEE (B TFRZIEN
e 1Z3=F(RYJ>THUERRII—-XZEHR

MICROPROFILE

OPTIMIZING ENTERPRISE JAVA

AN ’tt 5 Tracing 20 en o 1ent 2. onti -
«  ExAThR: 4.0 (2021/07 BF=R)

. 2021/07/07(241DU—2EN 343 .

Fault : IWT
Tolerance 3.0 Metrics 5.0 Propagation 1.2 Health 3.0
CDI 2.0 JSON-P 11 JAX-RS 21 JSON-B 1.0

https://microprofile.io
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https://microprofile.io/
https://microprofile.io/

Eclipse MicroProfile - JWT Propagation

This specification outlines a proposal for using OpenID Connect(OIDC) based JSON Web Tokens(JWT)
for role based access control(RBAC) of microservice endpoints.

5|F3) https://download.eclipse.org/microprofile /microprofile-jwt-auth-1.2/microprofile-jwt-auth-spec-1.2.html#_introduction

A{E#R(E. OpenID Connect(OIDC)RX—AMISON Web Token(JWT)ZFBWT. XA/I0O0Y—EXDI> FRA> hD
O—-)IIR=Z2D77t 23> b0—JW(RBAC) 2T DIREZ FESHIEED T,

MICROPROFILE |~ OpeniD
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https://download.eclipse.org/microprofile/microprofile-jwt-auth-1.2/microprofile-jwt-auth-spec-1.2.html#_introduction

MicroProfile JWT PropagationZ fi#d 3/=hD0— RYYD’

4 N O N O g N

OpenlD
Connect 1.0

\_ / \_ /NG /

\ .
‘:\ JWUT @ |~ OpeniD MICROPROFILE

JWT OAuth 2.0 MP-JWT
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JSON Web Token(JWT) & €D RELD 4%
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W
JSON Web Token I j UU T

JSON Web Token
. jot(Savh) EREZTBTEN RFC 7519 THEEIN TS
o AR-RICHKIDHRIREZEELEIV /NI NI — LDOFRIRTGE
« JSONZ%ZURL-safe Rz I\ NI - RUIZED
« J2)VINITBEVSEBTEIBEMENNDTENZ) (e.g. audience - aud)
« JOSELMF(INZ{EAREFD—D
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https://datatracker.ietf.org/doc/html/rfc7519

JOSEBaiE{LER

NS IUWUT
JOSE = JavaScript Object Signing and Encryption A

JOSE
1‘::%’ ?;%jf&ﬁﬁ’] L — L ZE(CEnX I 252t =HNELIIIL—AD—IT. COENZREICI THDAL
p % )-?E /N

BEE LR ;

* JWS (JSON Web Signature) - RFC 7515

« JWE (JSON Web Encryption) - RFEC 7516
« JWK (JSON Web Key) - RFC 7517

« JWA (JSON Web Algorithms) - RFC 7518
« JWT (JSON Web Token) - RFC 7519
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https://datatracker.ietf.org/doc/html/rfc7515
https://datatracker.ietf.org/doc/html/rfc7516
https://datatracker.ietf.org/doc/html/rfc7517
https://datatracker.ietf.org/doc/html/rfc7518
https://datatracker.ietf.org/doc/html/rfc7519

JSON Web Signature(JWS) : JUUT

REC 7515

JSON Web Signature (JWS)(&, JavaScript Object Notation (JSON)ZN—X¢UTeT —481EZFAWT, 7349
E$PMessage Authentication Codes (MACS)(CEDIREESNTZIS T V2RI T DICOHDFELTHD. ALtk
CTEAI3ES 7 TUXLEHRFIZISON Web Algorithms (JWA) TIRARSN TS, BaiE I 2iE= L DRLEE
(X, JISON Web Encryption (JWE) TSN TL\B.

51F) https://tex2e.github.io/rfc-translater /html/rfc7515.html - RFC 7515 JSON Web Signature HAEER

« ZEB(E. Base64URLI>I—RENTEIREINS
« RFC 7515 Tl&. R1O—RHISONTHAEFERENTLRL (an arbitrary sequence of octets)
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https://datatracker.ietf.org/doc/html/rfc7515
https://datatracker.ietf.org/doc/html/rfc7515
https://tex2e.github.io/rfc-translater/html/rfc7515.html

JSON Web Encryption(JWE) X JUUT
RFC 7516 A

JSON Web Encryption (JWE) (3. JISONR—XDF -5tz ERL TES{tanzd>7>YeRUET . O
TERCERI3ES 7 I TUXLEERIF(E. BIDISON Web Algorithms (JWA) {Ti#kE. ZOMAAERTERERS
NTVBIANAL D ZANITERBAEN TWE T, BhET 237 AN BREAYVE—SFREE1—F (MAC) #EEE(CDUWTIE.
AIMDISON Web Signature (JWS) A CEREAESNTVE T,

51 ) https://tex2e.github.io/rfc-translater /html/rfc7516.html - RFC 7516 JSON Web Encryption BAEEER

FEAN A —

o HKEB(L. Base64URLI>I—RENTERIHEINS
« RFC 7516 Tld. BBS{ELOMRTHIEHNISONTHBE(FERINTLRL
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https://datatracker.ietf.org/doc/html/rfc7516
https://datatracker.ietf.org/doc/html/rfc7516
https://tex2e.github.io/rfc-translater/html/rfc7516.html

W
oy o ey W -
REC 7517 "» JWT

JSON Web Key (JWK) (. BESE#%Z%9 JavaScript Object Notation (JSON) F—AEETY . COMLART
(&, JIWKODtzw 2RI IWK Set ISONT —IBELERINTVET . COARTRERAI SIS/ L7 TV LEH
BllF(&. BIDISON Web Algorithms (JWA) {IhkE. EDAAARTHEIIESNIZIANAL D AN TEREBESN TVE T,

51 ) https://tex2e.github.io/rfc-translater /html/rfc7517.html - RFC 7517 JSON Web Key BHAGEER

RS- JSON Web Key Set (JWKS)

. IWSHELEIRES BHD/\BIREKIE e

+ IWETIERTRES P TUR L ERVEROBS{ T3y T "

OUNE ST |y e

| vssgh 1 HEDISONFKRIR = JWK
: “e”. “AQAB” :
B !
{

“kid”: “orange-5678",
“ kty”: MRSAH,
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https://datatracker.ietf.org/doc/html/rfc7517
https://tex2e.github.io/rfc-translater/html/rfc7517.html

JWS, JWEELIWT(+IJWA)DES{FH : JUUT

JWSHEZROIWT JWEERDOIWT
« JSONTERIHINIIL-LDOEEZIWSO2EEHD « JSONTERIHZINIIL-LDOEEZIBESILDEIC
4=V RISIEDIAAIZED IWEDAEBE DI — )L RITIBDIAATTED
o BREVERRIBRCAVBRIES7ILIUXLDL o COBSCRAVWBAIESE7ILTUX LN IWA(RFC
JWA(RFC 7518)[CTEERIN TS 7518) [CEZEINTLS
¢ ¢ L
JSONTZERaN: | 00" o el
Sy S Lu
} }

Base64URL IT>1—R

&%E) https://qiita.com/TakahikoKawasaki/items/8f0e422c7edd2d220e06

Base64URL IT>1—R

SRR
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https://datatracker.ietf.org/doc/html/rfc7518
https://datatracker.ietf.org/doc/html/rfc7518
https://qiita.com/TakahikoKawasaki/items/8f0e422c7edd2d220e06

Nested JWT

- BRLEBES(EOmMITMTONIIWTORZINOIE

- BREESEOIEE BNV, AERICIOTINEENTEHSN TS
+ e.g. IDb=72: BRRBHATIES(LZENMT dinad. ERREICEMTD

Nested JWT (JWSHIWEICEZFENTLB/F—>)

JSONTERIIN
IL—-LhDES

Ilsubll: “.. .Il’

Ilissll: “. . .ll’

=a

Base64URL T>1—R

[ = ]
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https://qiita.com/TakahikoKawasaki/items/8f0e422c7edd2d220e06

Agenda

1.
2.
3.
4. OAuth 2.0/0penlID Connect 1.0
5.
6.
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OAuth 2.0 Dl

- HEPRFEEE /FR0]BERZINOTORIILT RFC 6749 [CHRESNTULVS
« HZAEEER = http://openid-foundation-japan.github.io/rfc6749.ja.html
o EREFOIHOTORNIILTIERRL

—

Instagram(CIBHRDIEFRZ1TD
2. InstagramH'528]H —/)\—(Facebook)(CxFL T, FacebookA\D7

DA EEERTD
/ il 3. s28]H—/){—(Facebook)(&. [ FacebookA\D7 I At&E%
/ Instagram(CEFEI AL [COVWTI-H-DERZRKDD
:L USRS
son] Y —){—(Facebook)(FHERRNERENTEEREL T, 771X

l@l \ I\—’]\/ﬁ%ﬁb\ InstagramN\JE 9

6. Instagram(&. BTSN 7 IR &% 5> TFacebookDAPI(1%
Instagram n

n

B BEEIER)CF7ITATD
7. POCAN=0>085%0 4 %HEEL. RIRERITNIEZEXAPIOL AR
S AREREIRENT S

Facebook

£3) OAuth. OAuthi®2:E. OpenID ConnectMiELVEEEIBL T, IBAR CE2A
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http://openid-foundation-japan.github.io/rfc6749.ja.html
http://openid-foundation-japan.github.io/rfc6749.ja.html
https://authya.booth.pm/items/1550861

OAuth 2.0 Dt

- HEPRFEEE /FR0]BERZINOTORIILT RFC 6749 [CHRESNTULVS
« HZAEEER = http://openid-foundation-japan.github.io/rfc6749.ja.html
o EREFOIHOTORNIILTIERRL

OAuth 2.0 (F3rd/\—F1 - 7JUT—>3> 5
HTTPY—EXNDRER BT I T A% pook)lCXFL T, FacebookA\D7

4 oJ§ (<_3'<79u CIOWIVZINIES)
NG crya Rflo Tracebook\D It A &%
Instagram(i’éuﬁﬁ“égtj(J)L\'C:L F-DERZRDHD
4. 1- PHhEEd
5. #aa/Y—/{—(Facebook)(FAEPRNEFEESNIEEREL T, 771X
I\—’]‘/%%ﬁb\ Instagram/\JE 9
6. Instagram(&. BTSN 7 IR &% 5> TFacebookDAPI(1%

B BEEIER)CF7ITATD
7. POCAN=0>085%0 4 %HEEL. RIRERITNIEZEXAPIOL AR
S AREREIRENT S

£3) OAuth. OAuthi®2:E. OpenID ConnectMiELVEEEIBL T, IBAR CE2A
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http://openid-foundation-japan.github.io/rfc6749.ja.html
http://openid-foundation-japan.github.io/rfc6749.ja.html
https://authya.booth.pm/items/1550861

OAuth 2.0D7 V45 —(Ei5 A1)

N —ZA—F—(InstagramDI1—H—)
- Y-XDFhB&E

Y — A —){—(Facebook API)
 Web API

7514 7> MInstagram)
o VY- -N\—-%FEIZ7IVT—->3>

san] Y —/{—(Facebook)
° 7’]‘&1 F—GD%%'?‘_IQ_éﬂ'—} (‘_ ) —ZH—)(—

£3) OAuth. OAuthi®2:E. OpenID ConnectMiELVEEEIBL T, IBAR CE2A
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https://authya.booth.pm/items/1550861

PICAN=D>

o RESNVY—-RA(TIFAT> M T IEAT B HEREIRIBHR

- Z{DIFE(IBearer b=I> DI, EINDALESE/EBEDYIRT etc. (CLLHIZBENS
o eg FIFLTUVAERANERBEIDRBW D, ZODSTEETOVAALEN— RTEIDIFEIVZ (CANTULED

o VY- )\—-[CMEIFTHEITIND

o PIEAN=IDOREFETTEE REC 6749 TEDSNTVRWN KBlFBELLT D21EE
* identifier (s&5IF22)
» self-contain (N2 EY)

45 ] Py (BF) BRI TR PIBRID) ATy KBS
TICAN=T> TIOCAN=T>
{ { ]
N "sub": "admin", "sub™ “...",
VAN s/ "iss": "https://identity.oraclecloud.com/", Uiss" LY,
abc123 "scope": "first_scope", "scope": “...",
"exp": 1623138587, "_exp":
"lat": 1623134987, “lat": ...,
"jti": "11ebc...", [jti": - 11ebc...",|‘\
"aud": "http://localhost:7987/", "aud™: "...",
M abcl23 ... “a.u p://localhos / ~11ebc...
} 1

&%) https://qiita.com/TakahikoKawasaki/items /970548727761f9e02bcd
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http://openid-foundation-japan.github.io/rfc6749.ja.html
https://qiita.com/TakahikoKawasaki/items/970548727761f9e02bcd

A1-T o

o TICAN=IISHROT I A EZ DI DI DR
o PIEAN=IUTHROIBTEVWAT-TOIETEF. 317> M5E8RI Y —)\ADYITANRFHEET S (X1&1R)

G GET /employee HTTP 11
) ) scope: read
son] Y —)\— Access Token /e/v

Access Token I scope: read Ny — ZH— )T —

scope: read /
- e

VY —-XA—F— DIAT >

Access Token

scope: read X
POST /employee HTTP 1.1
scope: write
DY -2 —/){—
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o] 1—-RI5>2 N
« OAuth 2.00EARIO-
Qan/RER 0] - RZ2FHWTT VAR89 3
o A2TNIYNISDNIEHELE)
Zan] 1—-RzRAWI ([CEE7ITAN-D> 2% (B3 J0—
o SPAREZIETELLIO-ZN, IRTESIEHEE TR I-RIST b + PKCE[MMHEEEINTLS
DY —ZA—F—=I\ZAT—=RIL T >34 )L (FEHELR)
« W-ZXA-F—(=I>RI-—Y-)DID/PWERIFEWD., 7ITZAN=I>2FiTI5I0—
o DIATINILTIIvIVITO R
o DIATVUREREEDH T, VITCAN=D>%2F4iTIHI0—
o DAV -ZA—-F—HE—DZEIEHINS

[*] PKCEDEENH 5> MIA TER%(CRE 9353, OCHaCafe #5 B TILBNRVEREE - 520] #TSBREEW
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OAuthZX45—h .
UHLLA N -
4— _____________________________
4— ______________
VERZED
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*EBEKD RUJIBI R N
o _ BRSO R@TI-K) 7
N AN
h=5> T RRAT
U5/L7hURI - ()
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[MIUY—-RA—F—(T 39N (CTICAN=I>%054T > MBS BIedCHVB—EI— RDIE,
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http://openid-foundation-japan.github.io/rfc6749.ja.html
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OAuthZ5—h
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OAuth 25 ?
JEEONTWS OAuth SRS TR ?

OAuthsZ5E = OAuth + 1—H—B#k%z124t I B3API (Profile AP))ZFAVTI—H —-D525E 2175
o OAUthTEREEZITOELDLD(F. 15 —FiRZzIRH I DAPIZATzH DR B LR (COAUthZ{ED

L 6
VY —-2RA-F— DIAT7> '\‘ Ei [ y
7 - /me

- etc.

Y= —)(—
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OAuth REEDfGIRTHE
A>Ty NI 5> M O TZOAUthZREEDAHI

-2~ 2

OAuthZ4—h
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SoslL B
FosllEERAN
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HERZRDER

SR LARS R (P IEAN=T2)
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FRal I RS> b
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OAuth REEDfEfR T4
A>Ty NI 5> Ne FBUVZOAUthEREE D1

OAuthZ4—b
SEEIVZAN

SoslL B
FosL[BHRAN
MR RO EIE
‘ HERZRDER -
ﬁ?g%%@;}f;f?;;ﬁ AL AR A(PIAR=1>)  Access Token ’
(CEANEZX

Access Token

ECIDA WS v

]I RRA> b~

DY -R(1-T—-1BERNDF7I1AX  Access Token

U511 NURI

'J‘J A(A-Y—-1EER) DM
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OAuth 2.0 ¢ &

o« (#EDIRL) HEPRERE /SR nlRERkERSI O MV T REC 6749 (CFRTEESNTLVS

- F9(3. BERTIO-TH:B0]I1-RIS> NIRRT S

o FEOTEVS /KR EEITBE, TIUT—2a U MEssEZIBHIADEICRB (R EEBERGDD)
o IDRI-Y-0FZENBIIRS50penID ConnectZz{E A9 3 (3% 1&ih)
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http://openid-foundation-japan.github.io/rfc6749.ja.html

OAuth & OpenlD Connect OB

u
/0 Ll

OAuth ~ — I OpenlD" — OpeniD Connect

2 O =on] + ZR:lk + Profile API

OpenlD Connect 1.0 (&, OAuth 2.0 JONIND LIS TINRBTATOTATALA YV —2GE5UIEDTHS. COT
OR3JJL(Z Client h* Authorization Server Ds8sIFFERICEDWVT End-User D7 AT > T4 T4 % FREER]BEICT .

FIZ[EIF(C End-User DIHWBRIKRDTOT+—)VIGEk%, -BEERRIGEND RESTul R TEMS 9 2 LHT]EE
(CT 2.

5| A) http://openid-foundation-japan.github.io /openid-connect-core-1_0.ja.html

« BIRTORILTIERL, OAuthZILERUEREEB M THEZ 2L 5(CLIzDHOpenID Connect
o UHIZPDISA=AT, OAuthNOIDCEL TOENME(L AR X)HRES

5| A) OCHaCafe #5 & (F CTIFBNRVEREE - 529] - https://www.slideshare.net/oracledengineer/ochacafe5

41 Copyright © 2021, Oracle and/or its affiliates E



http://openid-foundation-japan.github.io/openid-connect-core-1_0.ja.html
https://www.slideshare.net/oracle4engineer/ochacafe5

OpenlD Connect 1.0 D749 45—

IoR1I—Y-
« OIDCIC[FVY-RAOBEZNBRVD T, EICTORI—
H— M5

US4 >4 - ){—=71—(Relying Party)
« IDTONAINEREEUIAERZZIFERD 7 IV —23
D

UserlnfoI> RiRA> b
. I1-H-0D@EHREIRMEIBAPITI> RRA> K

IDZ’0/\14(Identity Provider/OpenlD Provider)
o IDN=U2BLUTICAN-D2%FITIDH—/)\—
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. OpenlD

4
BEY—/\—/
- / IDTONAY

>
JY—2A—F~/ HSATIN/ '\
IYR1—Y- UE(»(*/)‘- 7
K—74
Y- -/ 1~/

UserinfoIY RRA2 b

3 O0Auth7%%—/0OpeniD Connect7 94—




IDb—22> I Open|D®

o IDRI-—Y-0OFRBEHERIEB(Claim)zSAlctF1UT1 0>
o FHEN ? 5% ? SEDIEWHC ? REDFREEANY MDIEHRZ SO LO(AEEE/LESN TS
o JWSHZZNDIWTI>Nested IWT(IWSZIWENSATUVWRALR) TXRIRENS
« J3147> MRelying Party)lCEIFTHEITENS
- (B18) 7t A=I203 VY—RY =)\ (CE3TEITIND
IWTHER D7 IR =201 0~ R IDR=I>DR40— R451

{
{ n n,n 0 n
"sub”: "admin", ,,at—h,‘:"fh : {)L{CtthlhAWGKaZBKpOsQQ )
sub": "admin",

"iss": "https://identity.oraclecloud.com/", v e : .
"client_id": "1d6278e65db64a549041302e5420b43f", ..'Csﬁseﬁthit(;f’,s.:{éfze;;ty;oraded"“d'com/ ’

SURBRE 8 WSET, . "exp": 162316391,
scope": "first_scope second_scope", mat" 1623135112

"user_lang": "en", Wi "
"exp': 1623138587, jti": "11ebc8260159b282991fdb9557780118",

) "aud": [
"lat": 1623134987, " iy . -
iti": "1ebc825b7406d80a850a9ac9646b46f" . ..:‘32"257'4/ TR e e el
"aud": "https://ochacafed.cf/", «— FATIHREMEDS :
e b
}
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NAO—-FADEREIL— L (l" OpenlD

| dam | desaipton

*jss Issue Identifier: ID TokenDFITE i DY 2 (1dPHY)

* sub Subject Identifier: End-UserDzi5!F — 5f% ? (End-User%)

* aud Audience: ID TokenDFEITHZRT. OAuth 2.00Dclient_idzSOHENHD SHEDTEHIC ? (Relying PartyDIz$H(C)
* exp Expiration Time: ID Token®BEXNEARE _

* jat Issuer At: IWTDFEITHFA]

auth_time End-UserDsREENFEEUIBFA, UVTI A MCmax_ageh'SFEN TL\BIGEENE,

nonce Clienttzy=3>&ID TokenZ R D132 F 5!, UTUAER IERD/5X—4

acr Authentication Context Class Reference: EhicI/cEREEALIEN#EZ I Authentication Context ClassZR9
amr Authentication Method References: i85 E/375%Z2 <9

azp Authorizated Party: ID TokenDFEITXIZR Chrdaan] SN IzE81%E (=0Auth 2.0MDclient_id)

* AR £%) http://openid-foundation-japan.github.io/openid-connect-core-1_0.ja.html#DToken

44 Copyright © 2021, Oracle and/or its affiliates



http://openid-foundation-japan.github.io/openid-connect-core-1_0.ja.html#IDToken

A3-7 (I" OpenlD’

T ™

* openid OAuth or OIDCOHIFE(I{ERAT B, OIDCEL TOL AR RAZEUS U WG S (FIEE WA,

profile End-User®7 JAJLhJ07J4—)L Claim (name, gender etc.) AV AEK(IIHE

email email, email_verified Claim AQ7JZAERICINHE

address address Claim AD7JCAEKR(CHE

phone phone_number, phone_number_verified Claim AD7JZAZEKICHE

* WAIEE £) http://openid-foundation-japan.github.io/openid-connect-core-1 0.ja.html#ScopeClaims
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http://openid-foundation-japan.github.io/openid-connect-core-1_0.ja.html#ScopeClaims

ser] 1—RIO—(C&DM=I(ID/FILR)DHSIO— I OpenlD

OpenlD ConnectX%—h .
UHALIR .
DR ininttn RE IS RRI>
SREEUIIA b . ‘/
B[]
4— ____________________________________________________________
s b DIE |ﬁ$&'ljj R
PR L N
HERRZZDER .
. PRILARSRAGREI-F) o —
h—~3UBTZ N US54 L NURI
" h—ASUHTI N ‘/ N—=T>T> Rk~
STIPVARSA(ID-FIEAR-T2)
ID M= > DIRFIE JO0J4—ILOER
JO74—- VD14
‘_ ____________________________________________________________
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BAII— KJO—Ic&3 h—2(ID/P L A)DERIETO— |~ openip

OpenlD ConnectX%—h .
. JEEIZAN
————————————————————————————— E;\J ~ w10 ~

ID b—2> DIRELE J074-)LOER

JO71—IL Ot
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BAI1— kI0—[C&3 h—2>(ID/ P ER)DERS IO |~ openiD

OpenlID ConnectA5—h .
e e
o ZEFUIIA b ‘
== e B aEE i
FosLIBHRAN
I ERsEORRED
HERZFEDRE
o SBLLARZAGRRII-K) :
h=5>UHTZ N =’/ Y51 L7 hURI
N=T>)IJIX K
e D )
ID b= > DIREE J0J4—-)LOER
JOJ4— L0321
o ]
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BAI1— kIO &3 h—I>(ID/ P ER)DEE IO - |~ openiD

\IDFONA4 Userlnfo
OpenlID ConnectA5—h

-]/
\ >
:_b—9>bxl1€>x(|n FIEAN=T)
ID M= DIREE TO74-IOER
JOJ4— )L
‘_ ____________________________________________________________
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BAII— KIO—Ic&3 h—I(ID/ P L A)DEETO— |~ openip

OpenlD ConnectX%—h

ALK "
- FRE] I RIRA > b~
@
USLLIRUR |
h—ASUHTI N “/ h=D>T2 RhA> b
AN NIRRT AR

ID h—2> DIREE J074-ILOERK
T074—)L 4R
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OpenlD Connect 1.0F&

« OAuthZiL5RU. sREEBIITERATELO(CUTTER
 OpenlD Connect Core 1.0 incorporating errata set 1
o FI(L OAuthZLohDEFEETBREN K]
o OAUthDOIWTRZITZAR=I>£0IDCOID =2 DiE V2 LoD EIREZT B
- MUDOFEITT
PICAN=I> - )Y—=25—){—
IDR—=2%> - Relying Party(OAuthZ34 7> )
o IDM=IUFEARIBIHRZSOIIARE/LESNTVDON ?
SEN ? 57 ? FHEDITHIC ? BREEVOTEEREEA A NMCEE T 21FER
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http://openid-foundation-japan.github.io/openid-connect-core-1_0.ja.html

Agenda

—_—

MicroProfile - JWT Propagation & 7€

o WA N
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MP - JWT MICROPROFILE.

MP - JWT

« https://download.eclipse.org/microprofile/microprofile-jwt-auth-1.2/microprofile-jwt-auth-spec-
1.2.html

o NAI0Y—-EXMECHEEIZER RIREREREIE - 22 Bl DIZHICENNDIWT D IA -y M AR R (CTERUIZED

e OIDCOIDM=I>DZFRENRIL —AICHNZ. Jakarta(Java) EEDRBACtTZF1U5 1 - EFILICHEMHAD T8I
WERIL—LDENENTVS

{
Iltypll: IIJWTII,
"alg": "RS256",
"kid": "abc-1234567890"

"iss": "https://server.example.com"”,

"jti": "a-123",

"exp": 1311281970,

"iat": 1311280970,

"sub": "24400320",

"upn": "jdoe@server.example.com",

"groups": ["red-group”, "green-group", "admin-group", "admin"],
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https://download.eclipse.org/microprofile/microprofile-jwt-auth-1.2/microprofile-jwt-auth-spec-1.2.html

MP - IWT [CSFNBIREMNRIL—LA (Header)

T ™

* alg MP - IWTOBL(ERSNZIEE 7L T L& BT ZHD0ED (RS-256 or ES-256 or RSA-OAEP)

* enc L — L or ANFICRIZIWT(Nested IWT)ZEES LI 2155 DIBS 7L TUX L %ZIETE S D (A256GCMEITE)
typ N=D>0DTA—-YyNetEETDED IWTEITE)

kid IREEF—HIWKDIZ S EOBEMEDNTHEIETES S

* WZAIER
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MP - JWT [CEFNBHIRAENRIL —A (Payload)

| caimname | desaipton

*iss Issue Identifier: ID TokenDFITE D ?

*iat Issuer At: IWTDFEATRFX

* exp Expiration Time: ID TokenDEZNEAR

*upn User Principal Name: End-User®zgk5!F(Human Readable) [*M] (& ?)
sub Subject Identifier: End-User®Dzik5!F H: 3

Jti JWT ID: IWT D8RI F

aud Audience: ID TokenDFEITXIERT. OAuth 2.0Dclient_idZETWENHD sEDTzHIC ?
groups End-UserlCEIDH TSN TWBI I —TZ2DUZNA2]

* W ZRIEH

[72] BIIL— L0 HRI LRI -2/ T DL THABIEE

° [M] BUOUL — AT E]EE (e.g. sub, preferred_username)
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MP-IJWTHREEDZEHF

JOSE “alg"\wA—h'SFENTLSL

(lES{beNlcb—0> %3159 3355) JOSE “enc’A\WA—- NS FENTLBTE
“iss"IL— LW EFENTVBCE. BAFFBEDDissTHDLE

“Gat"IL— LN SENTUVDBIL

“exp” L —LhEFENTVBTE

“upn”, “preferred_username”, “sub” M55 REE—DDIL - LZEDTE

oA WN 2
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MP-JWTZHRBUWTIAX-RS7IUsr—33 0 TRBACE T D= DHE R

@LoginConfig(authMethod = “MP-JWT”)

import org.eclipse.microprofile.annotation.LoginConfig;

import javax.ws.rs.ApplicationPath;
import javax.ws.rs.core.Application;

@LoginConfig(authMethod = "MP-JWT", realmName = "TCK-MP-JWT")

@ApplicationPath("/")
public class TCKApplication extends Application {

}

application.yaml/microprofile-config.properties

mp.jwt.verify.issuer: https://server.example.com

mp.Jjwt.verify.publickey.location: publicKey.pem

3| F3) https://download.eclipse.org/microprofile/microprofile-jwt-auth-1.2/microprofile-jwt-auth-spec-
1.2.html# marking a jax_rs_application_as requiring mp _jwt _access control
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https://download.eclipse.org/microprofile/microprofile-jwt-auth-1.2/microprofile-jwt-auth-spec-1.2.html#_marking_a_jax_rs_application_as_requiring_mp_jwt_access_control

MP-JWT¢&Jakarta(Java) EE Container APIDYYE Y
CDI

MP - IWTEKZA>>1923293

@Path("/endp")

@DenyAll

@ApplicationScoped

public class RolesEndpoint {

@Inject
private JsonWebToken jwt;

JU—LB{[TA>221D23>93

@ApplicationScoped
public class MyEndpoint {
@Inject

@Claim(value="exp", standard=Claims.iat)
private Long timeClaim;

5|F3) https://download.eclipse.org/microprofile/microprofile-jwt-auth-1.2/microprofile-jwt-auth-spec-1.2.html# injection_of_code_jsonwebtoken_code
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https://download.eclipse.org/microprofile/microprofile-jwt-auth-1.2/microprofile-jwt-auth-spec-1.2.html#_injection_of_code_jsonwebtoken_code

MP-JWTE&JAX-RS Container APIDYYE YY)

javax.ws.rs.core.SecurityContext

SecurityContext#getUserPrincipal

javax.ws.rs.core.SecurityContext.getUserPrincipal()

« org.eclipse.microprofile.jwt.JsonWebToken®D1 > A7> A hikEIZN 3

SecurityContext#isUserInRole(String)

javax.ws.rs.core.SecurityContext.isUserInRole()

e MP-JIJWT®D"groups”([CIERDXFINSEN TV I ZHEERTD
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MP-JWTZHR\/cRBAC

Common Security Annotation

javax.annotation.security.RolesAllowed

public class MyEndpoint {

@RolesAllowed({"Admin", "Guest"})
public String greet() { return "Hello, world"; }

javax.annotation.security.PermitAll

@PermitAll
public class MyEndpoint {

public String greet() { return "Hello, world"; }

javax.annotation.security.DenyAll

@DenyAll
public class MyEndpoint {

public String greet() { return "Hello, world"; }
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Helidon —j—}'

Javan—2DXA 709 —-EX-TL—LT—7 .
Oracleh7RA N Z0SSTOS 1IN >i& helidon SE
» GitHUbTY—XJ— Rz F . T4H0-IL—AT—4
https://github.com/oracle/helidon . BBEEIVRNTS N
NAIOY—ER-7IVT—2a> M B eI 21z T 5 - BERE
Javas( I35 B + Reactive Wet? Server
IVM_EQERT T —Sav e TBIE + GraalVMnative image

ZHENRY )L TR &FT SO/ T]EE
« Java SE, Maven, Docker, Kubernetes, etc. % helidon MP

—DODIT 133 %M SE, MP Eclipse MicroProfile 3.3

8=y
==
o
OpenTracing OpenAPI

Java EEHJwh + ¥490Y —E A EaiEHEE
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GraalVM polyglot

BRIEAREBRFIX MHDFET | | |
https://oracle-japan-oss-
docs.github.io/helidon/docs/v2/# /about/0O1 overview



https://github.com/oracle/helidon
https://oracle-japan-oss/
https://oracle-japan-oss-docs.github.io/helidon/docs/v2/#/about/01_overview

Oracle Identity Cloud Service (IDCS)
I29-T5AX@EFDID - PHT A EIBY —-ER

[t —EX]
Single Sign On

. J1FL—3aUZE%E(SAML/OIDC)

(STt
o EBIAPDEREEDS IFRE
« AVTVZAEOI-CI1>h

IR
- MFA

 FIDO

o URAIR—-R585

* etc.

IDEIE

- TILT-U-ERHRE

- AD/OIDMSODEHATI—>1> b
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Helidon + IDCS ZFL\zE354

WHEIMRFEIRE DI

<dependencies>
<!-- OIDCICZEHLL. FREEZITOIcHDProvider -->
<dependency>
<groupId>io.helidon.microprofile</groupId>
<artifactId>helidon-microprofile-oidc</artifactId>
</dependency>

<!-- IDCSAHDHAALIYIN=[*1] -->
<dependency>
<groupId>io.helidon.security.providers</groupId>
<artifactId>helidon-security-providers-idcs-mapper</artifactId>
</dependency>
</dependencies>

[M]: IDCS(&. MP-JWTZEWTRBACZITOIcHICIHERIL — L\(groups)ZIWTICZSHRVE. WIS TRIEEZEIS I DIcDDHRY LY -HinE
(Helidonh*5i2t&eNTVET)
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Helidon + IDCS ZFL\zE354

application.yaml/microprofile-config.properties(COpenID ConnectE hAALNYI\N—FDRTEZE 5=

security:
providers:
- oidc:
client-id: 1d62...
client-secret: 788a6824...
identity-uri: https://idcs-f0017d...
scope-audience: https://ochacafe.season4d
frontend-uri: http://138.xx.XX.xXX
audience: https://idcs-f0017d...
server-type: idcs
idcs-roles: true
header-use: true
- idcs-role-mapper:
multitenant: false
oidc-config:
client-id: 1d62...
client-secret: 788a6824...
identity-uri: https://idcs-f0017d...
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Helidon + IDCS ZFL\zE354

—_/—

O0J4>ADI> RRA > NI U T, @Authenticated Z{FFNUE. XFiE5 9 BSecurity ProviderhFRsELIEZ E1T

@Path("auth™)
public class AuthResource {

@GET
@Path("login")

@Authenticated
@Produces(MediaType.APPLICATION_JSON)

public JsonObject login(@Context SecurityContext securityContext, @Context ContainerRequestContext context) {

return JSON.createObjectBuilder()
.add("access_token", getAccessToken(context))

.build();
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Helidon + IDCS ZFL\zE354

RBACHIEINHER T FRA > MU T, @Authenticated, @RolesAllowed Z{759 %

@Path("event")
public class EventResource {
private final EventService eventService;

@Inject
public EventResource(EventService eventService) {
this.eventService = eventService;

}

@GET @Produces(MediaType.APPLICATION_JSON)
@Authenticated @RolesAllowed({"Admin", "Guest"})
public List<Event> getAllEvent() {

return eventService.getAllEvent();

}

@POST @Consumes(MediaType.APPLICATION_JSON) @Produces(MediaType.APPLICATION_JSON)
@Authenticated @RolesAllowed("Admin")
public Event createEvent(CreateEventRequest createEventRequest) {

return eventService.createEvent(createEventRequest);

}
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TE
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User

67

/auth or
/oidc

Oracle Container Engine for Kubernetes

OIDC + FIDO2

IDCS
(OIDC - IdP)

1
1
1
————————— event - = = = = = = = = = 1
1S
[ ] [ ] I 1 o
X admin
helidon.io «—1— ‘= © :
I Autonomous i
2 Transaction
7’ 1
o = e e e e e = | Processing ATP 1 8U€‘St
7 1

|

E GET /event Admin, Guest
i GET /event/season/{season} Admin, Guest
1

,  POST /event Admin

Copyright © 2021, Oracle and/or its affiliates

API -l

jl> GET /event HTTP 200 / HTTP 200
GET /event/season/{season} = HTTP 200 / HTTP 200
POST /event HTTP 403 / HTTP 200

Admin

Guest



Agenda
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=3l

 Eclipse MicroProfile - JWT Propagation
o YA7O0Y—EZXDI> RMRA > MIAX-RS)ICHUT. RBACZITIHICOIDCDID M= BN 3T — A
(upn, groups)zE#
 OAuth 2.0
- FAjoJORIL
o 1Y -0DFFENBMRSIHBEEL(OAUthFREE)E(FEI(COpenID ConnectZ{E>
* OpenlID Connect 1.0
« &ob] + ZREE + Profile API
o OAUthTENDNBIWTRTZITAR=I2 LD DEVZIREET D
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&Rk

Eclipse MicroProfile Interoperable JWT RBAC

« https://download.eclipse.org/microprofile/mi
croprofile-jwt-auth-1.2/microprofile-jwt-auth-
spec-1.2.html

Authentication and Authorization of End User in
Microservice Architecture

* https://iopscience.iop.org/article /101088 /174
2-6596/910/1/012060

OAuth. OAuthzZ5E. OpenlD Connect®DiE( Vz 218
LR TEDR

* https://authya.booth.pm/items /1550861
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ID h=>H"3 UL OpenID Connect i*3hH'%

* https://qiita.com/TakahikoKawasaki/items/8f
0e422c7edd2d220e06

OAUthZREIE(FATN ? BREAXRDH - 2020%

* https://ritou.hatenablog.com/entry/2020/12/
01/000000



https://download.eclipse.org/microprofile/microprofile-jwt-auth-1.2/microprofile-jwt-auth-spec-1.2.html
https://iopscience.iop.org/article/10.1088/1742-6596/910/1/012060
https://authya.booth.pm/items/1550861
https://qiita.com/TakahikoKawasaki/items/8f0e422c7edd2d220e06
https://ritou.hatenablog.com/entry/2020/12/01/000000

&Rk

JWS RFC 7515
« https://datatracker.ietf.org/doc/html/rfc7515

JWE RFC 7516
« https://datatracker.ietf.org/doc/html/rfc7516

JWK RFC 7517
« https://datatracker.ietf.org/doc/html/rfc7517

JWA RFC 7518
* https://datatracker.ietf.org/doc/html/rfc7518
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JWT RFC 7519
« https://datatracker.ietf.org/doc/html/rfc7519

OpenID Connect Core 1.0 incorporating errata set
1 (HAGEER)
» http://openid-foundation-
japan.github.io/openid-connect-core-
1 0.ja.html

OAuth 2.0 RFC 6749 (HA:EER)

* https://openid-foundation-
japan.github.io/rfc6749.ja.html



https://datatracker.ietf.org/doc/html/rfc7515
https://datatracker.ietf.org/doc/html/rfc7516
https://datatracker.ietf.org/doc/html/rfc7517
https://datatracker.ietf.org/doc/html/rfc7518
https://datatracker.ietf.org/doc/html/rfc7519
http://openid-foundation-japan.github.io/openid-connect-core-1_0.ja.html
https://openid-foundation-japan.github.io/rfc6749.ja.html

&Rk

Helidon
« https://helidon.io/docs/v2/#/about/01 overv

iew (5R5E)

* https://oracle-japan-oss-
docs.github.io/helidon/docs/v2/# /about/01
overview (HZAEE)

Oracle Identity Cloud Service(IDCS)
* https://docs.oracle.com/cd/E83857 01/paas/i

dentity-cloud/index.html
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OCHaCafe #5 13 CIZBNRVEREL - 500

https://www.slideshare.net/oracle4engineer/

ochacafe5

FTENY—-RAI-R

https://github.com/oracle-japan/ochacafe-

mp-jwt-demo



https://helidon.io/docs/v2/#/about/01_overview
https://oracle-japan-oss-docs.github.io/helidon/docs/v2/#/about/01_overview
https://docs.oracle.com/cd/E83857_01/paas/identity-cloud/index.html
https://www.slideshare.net/oracle4engineer/ochacafe5
https://github.com/oracle-japan/ochacafe-mp-jwt-demo

Thank you
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