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Now customize the idle session timeout value and stream
session logs to Amazon CloudWatch Logs for Session
Manager

Posted On: Nov 17, 2020

Session Manager, a capability of AWS Systems Manager, now offers customers greater control over how long sessions remain idle
before being terminated automatically. This feature can help you meet compliance requirements, such as PCl Requirement 8.1.8, which
requires that users reauthenticate if a session is idle for more than 15 minutes.

Additionally, customers can now stream session logs continuously to CloudWatch for the duration of a session, instead of waiting until
the session is terminated. The logs are structured as JSON messages, and

identify the user initiating the session, the instance and session IDs, and the commands and output from the session. The ability to
receive and process structured logs continuously throughout the duration of the session provides you with improved visibility into user
activity. Using the structured logs, you can easily search for conditions such as session initiation or the use of a specific command, to
help analyze and troubleshoot session activity.

To get started, in the navigation pane of the Session Manager console, in the navigation pane, choose Preferences. You can customize
the idle session timeout value in the General Preferences. You can enable streaming logs by enabling logs in the CloudWatch logging
section, and then choosing Stream session logs

as the logging option.

Session Manager is available in all AWS Regions where AWS Systems Manager is available. To learn more about Session Manager, see
the Session Manager documentation. For information about AWS Systems Manager, see our product detail page.

Amazon S3 Bucket Keys reduce the costs of Server-Side
Encryption with AWS Key Management Service (SSE-KMS)

Posted On: Dec 1, 2020

Amazon S3 Bucket Keys reduce the request costs of Amazon S3 server-side encryption (SSE) with AWS Key Management Service (KMS)
by up to 99% by decreasing the request traffic from S3 to KMS. With a few clicks in AWS Management Console and no changes to your
client applications, you can configure your buckets to use an S3 Bucket Key for KMS-based encryption on new objects.

Workloads that access millions or billions of objects encrypted with SSE-KMS can generate large request volumes to KMS. This is
because KMS-encrypted objects in S3 use an individual KMS key and S3 makes a call to KMS for each read and write request to these
objects. With S3 Bucket Keys, instead of an individual KMS key for each KMS encrypted object, a bucket-level key is generated by KMS.
S3 uses this bucket key to create unique data keys for objects in a bucket, avoiding the need for additional KMS requests to complete
encryption operations. This results in reduction of request traffic from S3 to KMS, allowing you to access encrypted objects in S3 at a
fraction of the previous cost. S3 Bucket Keys can be configured through the S3 Management Console, SDK, or API. You will also have
the option to override the S3 Bucket Key configuration for specific objects in a bucket with an individual per-object KMS key using the
APl and SDK.

Amazon S3 Bucket Keys are available at no additional cost in all commercial AWS Regions, including the AWS GovCloud, the AWS China
(Beijing) Region, operated by Sinnet, and the AWS China (Ningxia) Region, operated by NWCD. To learn more about S3 Bucket Keys visit
SSE-KMS documentation.
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client applications, you can configure your buckets to use an S3 Bucket Key for KMS-based encryption on new objects.

Workloads that access millions or billions of objects encrypted with SSE-KMS can generate large request volumes to KMS. This is
because KMS-encrypted objects in S3 use an individual KMS key and S3 makes a call to KMS for each read and write request to these
objects. With S3 Bucket Keys, instead of an individual KMS key for each KMS encrypted object, a bucket-level key is generated by KMS.
S3 uses this bucket key to create unique data keys for objects in a bucket, avoiding the need for additional KMS requests to complete
encryption operations. This results in reduction of request traffic from S3 to KMS, allowing you to access encrypted objects in S3 at a
fraction of the previous cost. S3 Bucket Keys can be configured through the S3 Management Console, SDK, or API. You will also have
the option to override the S3 Bucket Key configuration for specific objects in a bucket with an individual per-object KMS key using the
APl and SDK.

Amazon S3 Bucket Keys are available at no additional cost in all commercial AWS Regions, including the AWS GovCloud, the AWS China
(Beijing) Region, operated by Sinnet, and the AWS China (Ningxia) Region, operated by NWCD. To learn more about S3 Bucket Keys visit
SSE-KMS documentation.
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New issue

Allow for Code Commit and Github Enterprise, Docker Hub.... as source targets for
App Runner services

akshayram-wolverine

S

Community Note

Please vote on this issue by adding a & reaction to the original issue to help the community and maintainers prioritize this
request

Please do not leave "+1" or "me too" comments, they generate extra noise for issue followers and do not help prioritize
the request

If you are interested in working on this issue or have submitted a pull request, please leave a comment

Roadmap
Tell us about your request

Today customers on App Runner can select Glthub along with ECR private or ECR public (if they package source as
containers) to select their source code provider for services. Some customers may also need support for AWS Code Commit
and Github enterprise (as a part of an organization). Please tell us which source code provider you would like us to support by
commenting on this issue.

s 45

G akshayram-wolverine added this to Researching in Roadmap

RubberChickenParadise
Subscribe

Utilizing BitBucket cloud as we use that due to the enhanced tie ins with Jira that exist.

Adding a web hook functionality for notifications of push’s and a generic ssh key based git pull functionality would open up
quite a few cloud and on prem git server solutions

L IR Lol

%5|A : https://www.youtube.com/watch?v=sQWhn0S_qgbY
https://github.com/aws/apprunner-roadmap/issues/3
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| have not failed.

I’'ve just found 10,000 ways that won’t work.

- Thomas Edison -

%5|A : https://ja.wikipedia.org/wiki/%E3%83%88%E3%83%BC%E3%83%9E%E3%82%BI%E3%83%BB%E3%82%A8%E3%82%B8%E3%82%BD%E3%83%B3
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#& Thank you for your attention!



