_T"" / T{
& JBFE SWebHFE

G

NAOMASA MATSUBAYASHI




WebUSB API

@) Y WebUSB AP X

— C & E#Enhio#{E | https://wicg.github.io/v

WebUSB API

Editor's Draft, 10 September 2017

This version:
https://wicg.github.io/webusb

Issue Tracking:
GitHub

Inline In Spec
Editors:

Reilly Grant (Google Inc.)
Ken Rockot (Google Inc.)

Participate:
Join the W3C Community Group
IRC: #webusb on W3C's IRC (Stay around for an answer, it make take a while)
Ask questions on StackOverflow

Copyright © 2017 the Contributors to the WebUSB API Specification, published by the Web Platform
T Incubator Community Group under the W3C Community Contributor License Agreement (CLA). A
human-readable summary is available.

—>

http://wicg.github.io/webusb



http://wicg.github.io/webusb

WebUSB API
MAPNICERSNIEUSBT/IN\AM R ETZOHN

OSDOTINAARZA/I\ZENZTTIC
"é'%ﬁ_&bdDJavaSCnpt@APl

-

VA AV

Dllll
{

USBT/\’fZ
H—=xI

IibUSb%Wbe\ 5 I:II_-I H‘%) cJ: 5 (/: 7Ld: >, 7LC é: Ib\z—{(i\
fcWfcWdp > TW S




TI\A AT S

return navigator.usb.requestDevice(
{ 2
{ : 0x1234, : 0x5678 }
1}
) .then(device => {
device = device ;
return connect();
}).catch(error => {
console.log( + error);

P

navigator.usb.requestDevie C
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configuration &N
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return device.open().then(() => {
1f(device.configuration === null) {

return device.selectConfiguration(l);

}
r).then(() => {

return device.claimInterface(l);
r).then(() => {
return device.claimInterface(0);
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device.transferIn(l, 1024).then(result => {

something on recieved( resulk data );

}

Promise C{EFfSE & DatavViewh IR > THK S

e \

TINA RNCIEE

x{E9 DArrayBuffer
device.transferOut (2, data).then(result => {
something on sent(); K
}

Promise CXERFEINIR-> THED
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device.controlTransferOut ({

: 0x22,
: 0x01,
: 0x00
}).then(result => {

}

4

4

device.controlTransferIn({

F

}

¢ 4
: 0x0e6,
¢ 0x0100,
: 0x0000
0x12).then(result => {
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modprobe libcomposite

modprobe dummy hcd

cd /sys/kernel/config/usb gadget
mkdir gl

cd gl

mkdir functions/acm.gl

mkdir configs/c.l1

ln -s functions/acm.gl configs/c.1l
echo 0x1234 >idVendor

echo 0x5678 >idProduct

echo dummy udc.0 >UDC

sleep 1

modprobe -r cdc acm

agetty 115200 ttyGSO

vrn Uvr-nnN VN U U N n

Linux(®USB GadgetC
CDC ACMD Y ZILBETINA A ZE/ED

\

T\ Al Tgettyd 5
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function flush() {

writing = ;

let buffer = buffer;

buffer = .

device.transferOut (2, textEncoder.encode(buffer )).then(
result => {
writing = ;

1f( buffer.length != 0 ) { flush(); }
}).catch(error => {

console.log( + error);
writing = ;
1f( buffer.length != 0 ) { flush(); }
1) i
}
t.open( document.getElementById( ) )
t.on( , function (key, ev) {
1f(device !== undefined) {

L £ | 1t 1 . —_ N ~
s ) Ixtermjsic F— AN B 5 o S

CERSROT Ty R Y R 2ICAHRBEE R

else { buffer += key; }

}
P




let readLoop = () => {
1f( device ) {

device.transferIn(l, 1024).then(result => {
let textDecoder = new TextDecoder();
t.write(textDecoder.decode(result.data));
readLoop();

}, error => {
console.log( error );
readLoop();

P
}
}i
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fadis@lanselot ~ $ uname -a

Linux lanselot 4.12.9-gentoo #5 SMP PREEMPT Fri Sep 1 21:41:03 JST 2017 x86_64 I
ntel(R) Core(TM) 15-6600 CPU @ 3.30GHz GenuineIntel GNU/Linux

fadis@lanselot ~ $ 1ls /

bin dev home 1ib32 media opt root sbhin sys usr

boot etc 1lib 1ib64 mnt proc run Srv tmp

fadis@lanselot ~ S |

http://fadis.github.io/webusb/minimal/
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S modprobe -r uas

$ modprobe -r mass storage
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Command Block Wrapper
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Command Block Wrapper

let cbw = ( tag, len, dir, command ) => {
let data = new Uint8Array( 15 + 16 );
data.set (|

0x55, 0x53, 0x42, 0x43,
tag & OxFF,
( tag >> 8 ) & OXFF,

( tag >> 16 ) & OXFF, S » [ —
{ tag >> 24 ) & OXFF. SCSIaAvY Y hIC
len & OXFF, CBW@

( len >> 8 ) & OXFF, .

( len >> 16 ) & OXFF, /\“/973_’9([1'—(
( len >> 24 ) & OXFF, — — \
dir << 7, T/\’I/ZLL_TQH'%
0,

command.byteLength

1, 0);
data.set( command, 15 );
return device.transferOut( 2, data );

}




Command State Wrapper

let csw = () => {
return device.transferIn( 1, 13 ).then(
result => {
let state = result.data.getUint8( 12 );
return state == 0;

}
) ;
}
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let inquiry = () => {
let command = new Uint8Array(]|

0x1i2, 0, 0, O, 36, O
1)7
return cbw( 1, 36, 1, command ).then( result => {
return device.transferIn( 1, 36 );
}).then( result => {
return result.data;
}).then( data => {
return csw().then( stat => {
return { : stat, : data }
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') Console f X

& C | () localhost

0000 |eb 58 90 54 48 52 45 45 53 20 20 00 02 20 35 00
0010 |02 00 00 00 00 f8 00 00 3f 00 20 00 3f 00 00 00
0020 |81 78 ce 01 e6 1c 00 00 G0 00 0O 0O 02 0O 00 0O
0030 |01 00 06 00 00 0O 0O 0O 00 00 00 00 00 60 00 00
0040 |00 00 29 c8 58 32 5c 54 4f 53 48 49 42 41 20 20
0050 |20 20 |46 41 54 33 32 20 20 20[33 c9 8e d1 bc T4
0060 7b 8e cl1 8e d9 bd 00 7 56 40 b4 08
0070 cd 13 73 05 b9 ff ff 8a c6 40 66 Of
0080 b6 d1 80 e2 3f f7 e2 86 41 66 Of b7
0090 c9 66 f7 el 66 89 46 8 75 38 83 7e
@0a@ 2a 00 77 32 66 8b 46 1c bb 00 80 b9
00b0 01 00 e8 2b 00 e9 48 03 7d 8b fO ac
00c0 84 cO 74 17 3c ff 74 09 00 cd 10 eb
00d0 ee ad® fb 7d eb e5 a® f9 d 16 cd 19
00e@ 66 60 66 3b 46 f8 Of 82 66 50 06
00f@ 53 66 68 10 00 01 00 80 7e 02 [ B

0100 41 bb aa 55 8a 56 40 cd 13 Of

o110 aa of 85 1400 fe c1o1orss 46 41 54 33 32 20 20 20
0120 42 8a 56 40 8b f4 cd 13 be f9

0130 66 58 eb 2a 66 33 d2 66 6f b7 | F* A T 3 ?

0140 c2 8a ca 66 8b dO 66 cl ea 10

0150 56 40 8a e8 cO e4 06 Oa cc b8 ©1 02 cd 13 66 61
0160 Of 82 54 ff 81 c3 00 02 66 40 49 Of 85 71 ff c3
0170 4e 54 4c 44 52 20 20 20 20 20 20 00 00 00 00 00




FAT32

let load fat32

partition => {

return read( partition.at, 1 ).then( result => {
let cluster size = result.data.getUint8( 13 );
let reserved sector size =
result.data.getUintl6( 14, ) ;

let
let
let
let
let

num
rde
fat

rde

fat

fats = result.data.getUint8( 16 );
size = result.data.getUintlé6( 17, ) ;

size = result.data.getUint32( 36, ) ;

= result.data.getUint32( 44, ) 7

lba = partition.at + reserved sector size;
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let fat lba = partition.at + reserved sector size;
return read( fat 1ba, fat size ).then( result => {

let len = result.data.byteLength / 4;
let fat = new Uint32Array( len );
for( let 1 = 0; 1 != len; 1i++ ) {
fat[ 1 ] = result.data.getUint32( 1 * 4, ) 5
'

let clusters 1lba = fat 1lba + num fats * fat size;

FATI[C (&
SHEATWBY SATDRICEDRET SAIN
EIMDETHFEINTULS
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let clusters 1lba = fat lba + num fats * fat size;
let fsinfo = {
cluster size, : fat,
clusters lba, : rde
ri
return load fat32file(
fsinfo, fsinfo.rootdir entry, O
) .then( raw root dir => {
let root dir =
parse fat32directory( raw root dir );

fsinfo| ] = root dir;
return fsinfo;
r)i
1)
r)i

}i
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let get fat32clusters reversed =

( £fsinfo, head ) => {

let next = fsinfo.fat|[ head ] & OxXOFFFFFFF;

1f( next >= 0x00000002 && next <= 0xO0ffffffe6 ) {
let tail =

get fat32clusters reversed( fsinfo, next );

tail.push( head );
return tail;

}

else return [ head ];

}i

FATO SO MEMNHG DT AT ZHNT
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let get fat32clusters

( £fsinfo, head ) => {
let clusters = get fat32clusters reversed( fsinfo, head );
clusters.reverse();

let chunks = [ { : clusters|[ 0 ], S R S
for( let 1 = 1; 1 != clusters.length; 1++ ) {
1f( clusters[ 1 - 1 ] + 1 == clusters[ 1 ] ) {
chunks|[ chunks.length - 1 ].length++;
}
else {
chunks.push( { : clusters|[ 1 ], : 1} );
}
}

return chunks;

BEBREUE DATIEFEEHT
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let load fat32cluster = ( fsinfo, chunks, index, data ) => {
let 1lba = fsinfo.clusters 1lba +
( chunks|[ index ]J].at - 2 ) * fsinfo.cluster size;

return read(

lba, chunks|[ index ].length * fsinfo.cluster size
) . then(

result => {

data.push( result.data );

1f( index + 1 < chunks.length ) {

return load fat32cluster(
fsinfo, chunks, index + 1, data

) ;
}

else return data;

r)

READ(10)
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let parse_fat32d1re
let files [ 1;
let 1lfn BE
for( let offset
32 ) |
let
let

entry dat

attribute

let sfn head

1f( sfn head
break;

}

else 1f( sfn he
continue;

}

else 1f( attribute

let fragment
fragment.set(

1«L7KJVITVRY

ctory ( data ) => {

0; offset != data.bytelLength; offset +=
a.subarray( offset,
entry[ 11 ];
entry[ 0 ];

0x00 ) {

offset + 32 );

ad O0XE5 ) {

0xX0F ) {
new Uint8Array( 26 );
entry.subarray( 1, 11

0

) ) ;

fragment.set( entry.subarray( 14,
entrv.subarrav( 28

U»RWVWD T,

fraament.set (

Z ATIRIT MM

26 ) 4
) .

10 );
22 V)

L\T‘/\ AT B
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) WebUSB API X
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A downside of this approach was two-fold. First, it required ven-
dors to build new devices with WebUSB in mind or rely on a public
registry system that proved difficult to specify. Product develop-
ment cycles are long and as only an Editor’s Draft this specifica-
tion does not have the clout necessary to influence product plan-

ning. Second, it provided no mechanism for third-party developers
to use this AP| with a device. This limited innovation and the num-
ber of developers who could take advantage of this new capability.

After considering these options the authors have decided that the
permission prompt encouraged by the requestDevice() method
and the integration with §7.1 Feature Policy provide adequate pro-
tection against unwanted access to a device.

http://wicg.github.io/webusb/
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(¥ Newin Chrome 61 | Web | X

& C & FE#Zh/o#{E | https://developers.google.com/web/upd

L("'} Web Fundamentals Updates

2017

All Articles WebUSB

September

Sensors For The Web!

Deprecations and Removals in
Chrome 62

Autoplay Policy Changes
Picture In Picture (PiP)

Audio/Video Updates in
Chrome 62

Introducing the Web Share API

Introducing visualViewport
August
July
June
May
April

Most hardware peripherals such as keyboards, mice, printers, and

gamepads are supported by high-level web platform APIs. But, using

https:/ldevelopers.googIe.comlweb/updates/2017/09lnic61
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Console - Google Chrome

[ Console P X BEGS) ALTH)
& C | ® localhost/w | @
C Sources » 1 : X
L Sources | Conte » | [
v O top
v O localhost Ctrl+P  Open file
v webusb/storage .
' Ctrl+Shift+P Run command
(index)

mass_storage.js
xterm.js

I xterm.css

v O

v Call Stack

v Breakpoints

» XHR Breakpoints

» DOM Breakpoints
» Global Listeners

» Event Listener Breakpoints

: Console

o

top v F

debu

o9

debug

» ArrayBuffer(6) {}

Uint8Array(31)

185, 83, 66,67, 1,0,0,0,36,0,0,0, 128, 0,
debug
debug

» DataView(36) {}

VenderlD: 54 4f 53484942410

ProductID: 5553 42 20 46 4c 41
Revision: 0000
debug

Chrome

N

‘ usbmon

(
o
o
[t}
o

fadis : vim — Konsole

N

N5

04452495645

Fof
2 Z7T0LE BWEE RV BE}G FrIFr0 SHRA) BiEly) SEW Y-LO ALFH
| 2 8 3 = 1 - CEISECY:
‘ ‘ v | B
No. Time Source Destination Protocol Length Info
1 0.600000 host 2.5.9 usB 64 GET DESCRIPTOR Request DEVICE
2 9.600401 2.5.8 host uss 82 GET DESCRIPTOR Response DEVICE
3 0.600449 host 2.1.0 UsB 64 GET DESCRIPTOR Request DEVICE
4 0.808455 2.1.0 host use 82 GET DESCRIPTOR Response DEVICE
5 21.880653 host 2.5.8 uss 64 URB_CONTROL in
6 21.080999 2.5.9 host UsB 65 URB_CONTROL in
7 21.084177 host USBMS 95 SCSI: Inquiry LUN: 8xee
8 21.084202 2.5.2 uss 64 URB_BULK out
. 9 21.885497 host UsB 64 URB_BULK in
16 21.885528 2.5.1 USB 166 URB_BULK in
11 21.886793 host uss 64 URB_BULK in
12 21.886815 2.5.1 USBMS 77
X URB sec: 1584979352
URB usec: 200253

URB status: Success (8)
URB length [bytes]: 36
- Data length [bytes]: 36
Regquest in: 9
[Time from request: ©.6660823060 seconds]
[bInterfaceclass: Unknown (8xffff)]
Unused Setup Header
Interval: @
start frame: @
Copy of Transfer Flags: ©x60860260
Number of ISO descriptors:

ce f3 87
98 29 b4
24 60 60

6a 83 88 ff ff
50 60 60 60 60
60 24 60 60 80
60 60 60 60 60 60 60 60
60 86 66 62 8 60 66 88
53 42 28 46 4c 41 53

43 03 81 65 02 e
3d 6e 63 60 66 60
60 60 60 60 60 80
60 62 60 60 60 60 60
54 4f 53 48 40 42 41 66
48 20 44 52 49 56 45 06

2d
ee
80

Padding added by the USB capture system (usb.capdata), 36 /X 187y R 12 - RiR: 12 (100.0%)

£ 0 ~ 2:49

* = IR WFIEWireshark CUSBZ B KL 5

Leftover Capture Data: 8086660278666000544753484042416655534220464C4153. ..

707 7 - JL:Default



