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AGENDA

$ kubectl version —o json | 19 . +gi1tVersion’
"H1 1; 4"
$ kubectl version —o json | 19 . +a1tversion’

"¥1+13+4"
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® hat happens when 1 type kubectl run'd

$ kubectl run ——1mage=nginx —-replicas=3
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What happens when ... Kubernetes edition!

Imagine | want to deploy nginx to a Kubernetes cluster. I'd probably type something like this in my terminal:
kubectl run ——image=nginx ——replicas=3

and hit enter. After a few seconds, | should see three nginx pods spread across all my worker nodes. It works like
magic, and that's great! But what's really going on under the hood?

One of the awesome things about Kubernetes is that it handles the deployment of workloads across
infrastructure through user-friendly APls. Complexity is hidden by simple abstractions. But in order to fully
understand the value it offers us, it's also useful to understand its internals. This guide will lead you through the
full lifecycle of a request from the client to the kubelet, linking off to the source code where necessary to
illustrate what's going on.

This is a living document. If you spot areas that can be improved or rewritten, contributions are welcome!

https://github.com/jamiehannaford/what-happens-when-k8s
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el
& kubectl run —-1mage=ngin: —--replicas=3
kubectl get pod —-all-namespaces

sudo rm -rf f ——preserve-root

T Fateth 3
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AUTH JOURNY

el
& kubectl run —-1mage=ngin: —--replicas=3
kubectl get pod ——all-namespaces

sudo rm -rt S —preserpe-root

qAFFatedhs
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AUTH JOURNY
BEFORE FIRE...

e 1. RESOURCE VALIDATE

SEE % kubectl apil-resources

2. LOAD APl SCHEMA

b LOOK */.kubefcache/d1zscovery,

& kubectl run —-1mage=ngin: —--replicas=3

i et s e 3. GENERATE REQUEST
T T adedh
. CNDJP https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.13
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Lt

BEFORE FIRE...

4. LOOK KUBECONFIG
CHECK PRIORITY

1 USE % kubectl --kubeconfig

2 |JSE $# #{KUBECONFIG} kubectl

& kubectl run —-1mage=ngin: —--replicas=3

kubectl get pod ——all-namespaces

sudo rm -+f / ——preserve-root

T FaAeth

8 cnoup

3 LOOK /. kube or something
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el
& kubectl run —-1mage=ngin: —--replicas=3
kubectl get pod —-all-namespaces

sudo rm -rf f ——preserve-root

O o T aedh &
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Authentication Method
Validate Client TLS Key from CA ROOT Certificate

X509 $ curl —key client.key —cert client.crt —cacert ca.crt
Validate Authorization Header
bearer 5 e -
2 curl -H AuthorizationiBearer xxxxxs==  ——rcacert =--
Validate Basic Auth
basic

T . . )
¥ curl —u admin-useriadmin-passwd

0.0
% 4
]
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Authorization(for example: RBAC)

apiVersion: rbac.authorization.k8s.io/v1l apiVersion: rbac.authorization.k8s.10/v1

kind: Role kind: RoleBinding

metadata: metadata:

name: [STVIce-Teader—rolebinding]

namespace: hoge-ns
T namespace: hoge-ns

rules: roleRef:

apiGroup: rbac.aufhorization}k8s.1io

— apiGroups: [""]
verbs: ["get", "list"]

resources: ["services"] s
subjects:

— kind: ServigfAccount
name: default

namespace: hoge-ns

CNDJP hitps:/qgiita.com/sheepland/items/67a5bb9b19d8686389d
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Describe Admission Controll

API . . Object i .
HTTP Authentication Mutating SEmae - Validating Persisted

e Authorization admission Validation admission to etcd

Webhook @ Webhook Webhook ' ]

CNDJP https://kubernetes.io/blog/2019/03/21/a-quide-to-kubernetes-admission-controllers/ 23
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Admission Controll Plugin Example

AlwaysAdmit...Accept All Request

SecurityContextDeny...Deny Security Context

AlwaysDeny...Deny All request

2 CNDJP
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CREATE
OBJECT

PERSISTED
SAVE

2 b



AUTH JO U R NY kube-apiserver

Request

fappsSylbetad fdevp logyment

\HTTP ¢

O3
ANDLER

Fappsswl Snamespace
fapps/vl foconflgmap
fappsivl fservice

8833888888

F X
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Request

fappssvlbetad fdevp logment

$S44338844¢ 481

kube-apiserver
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)

RIQUEST
VALIDATION

JSON DESELIZE

!

VALIDATION
REQUEST FORM

FA



AUTH JOU RNY kube-apiserver

Request

fapps/vlbetad/devployment

4433333833348
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ETCD IS...
1. USABLE HTTP WITH JSON

2. SECURE TLS ENCRYPT
3. RAPID KVS (FOCUS READ)

ETCD 4. DISTRIBUTED
5. BACKEND BBOLT

32
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BBOLT IS...
1. ETCD BACKEND

2. FULLSERIAL TRANSACTION
3. ACID SEMANTICS

BBOLT 4. LOCK FREE
5. SINGLE WRITE MULTI READ

CNDJP https://godoc.org/go.etcd.io/bbolt 13
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TYYYYY

é

. PUT

Key Value —
-—1mage=nqgins —-replicas=3
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CONTROLLER
LOOP

Key Value —
-—1mage=nqgins —-replicas=3
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‘ CONTROLLER

LOOP
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CONTROLLER LOOP J—

SFHIECR
kube-apiserver
Q bddd aa

FORE
: ET
| RESOURCE..
¢ GET
¢ CYAC T
E -—1mage=ngind --replicas=3
‘. CNDJP N




CONTROLLER LOOP

kube-apiserver
Q ‘TTT Y’

FORE

¢ =
é RESOURCE..
‘ G ET INIT OPERATE
¢ Key Value —
--1mage=nqgins —-replicas=3
@@ CNDJP I8




CONTROLLER LOOP

INIT OPERATE |S...

SETUP
EXPEIMENSIBLE RESOURCE

® INSERT PROXY SIDECAR

® TOO LONG PASWORD IN
SECRET

® SE E https://ahmet.im/blog/initializers/

INITIALIZERS

CNDJP 30
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FYYYRS

Sy

nolling

kube-apiserver

INIT OPERATE

DEPLOYMENT
CONTROLLER

4 B



CONTROLLER LOOP

kube-apiserver

INIT OPERATE

DEPLOYMENT
CONTROLLER

-1



CONTROLLER LOOP

Service Account
DEPLOYMENT ENDPOINT
REPLICASET & Token
CONTROLLER CONTROLLER CONTROLLER

MANAGE

kube-controller-manager




ONTROLLER LOOP

kube-apiserver

REPLICASET
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CONTROLLER LOOP

kube-apiserver

INIT OPERATE

REPLICASET

e L



CONTROLLER LOOP

kube-apiserver

- =tatys: Pending

i 2
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o
kube-scheduler

kube-apiserver l E

ztatuz: Pending
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scheduler

ube

status: Pending

-apiserver

kube

CONTROLLER LOOP
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KUBE-SCHEDULER OPERATE...

1. FILL PODSPCE NODENAME
FOR EMPTY VALUE POD

| \ 2. CHECK NODE RESOURCE

kube-scheduler
3. BIND POD TO NODE

CNDJP 4§



CONTROLLER LOOP

kube-apiserver

v

POST‘

kube-scheduler

i O



CONTROLLER LOOP

kube-apiserver

status: Pending
. NodeMame: <BINOING MODE -
© podSchedulad: True

2B



CONTROLLER LOOP ;180

l kubelet

kube-apiserver

status: Pending
. NodeMame: <BINOING MODE -
© podSchedulad: True

21
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POD DEPLOY

kube-apiserver l kubelet

'TIIT o STIIIY

s ‘ status: Pending
- ModeMame: <BINDING HODEX
S podscheduled: True

2 F



PO D D E P LOY Kube:apiserver

<

|
|

Q
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POD DEPLOY

KUBELET OPERATE...

1.SYNC POD STATUS
IN ETCD AND LOCAL CACHE

2. CREATE CGROUP
kubelet 3. BIND POD AND VOLUME

4. BIND POD AND SECRET

CNDJP - e
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kubelet

’ CNDJP 56
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KUBELET OPERATE...
(CASE DOCKER)

5.CREATE PAUSE CONTAINER

kubelet

CNDJP 57
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kubelet

’ CNDJP 58



POD DEPLOY

kubelet

CNDJP

KUBELET OPERATE...
(CASE DOCKER)

6. ATTACHE NETWORK IF

20



POD DEPLOY

kubelet

, CNDJP 60



POD DEPLOY

kubelet

CNDJP

KUBELET OPERATE...
(CASE DOCKER)

7. PULL CONTAINER IMAGE
8. RUN CONTAINER IMAGE#

61
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RUNNING IMAGE

kubelet




B Status: Running

kube-apiserver

«BINOING HOODE-

b



POD DEPLOY

el
& kubectl run —-1mage=ngin: —--replicas=3
kubectl get pod —-all-namespaces

sudo rm -rf f ——preserve-root

T Fateth 3

. CNDJP
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POD DEPLOY

el
kubectl run -—1mage=ngin: --replicas=3
& kubectl get pod --all-namespaces

sudo rm -rf f ——preserve-root

T Fateth 3

. CNDJP
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~a

$ kubectl get pod —--all-namespaces

HAHNE READY  STHTUS RESTHRTS:  HGE
— =1 =
el S | | | nginH-63cfad3976-22nsz 1,/ Funning 2d
kubectl run --1mage=nginy —-replicas=3 : : :
ngins-bactadadie-Z111h 14 Running © 2d
& kubectl get pod --all-namespaces ; _ :
ngins-bactadaq9ye-2111h 141 Running B 2d
sudo rm -rt S —preserpe-root

O o T aedh &
. CNDJP b 6
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