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Primary Signals

e ATHF=NEVTDEELRSIFIL (not =&+)

There 1s a really good chance that you have heard about the "Three Observability
Pillars", which are metrics, logs, and traces. They are commonly mentioned and probably
what you're going to start with. We like to think of them as the "primary signals”
instead of "three pillars” for two reasons:

Pillars carry an implicit meaning of being foundational. They are a safe place to
start, yet are not always required at the same time. In fact, basing on one or two
signals with a small mix of others can be a valid trade-off to improve cost efficiency
(e.g. metrics and logs with ad-hoc tracing). Recently, more signals are becoming
popular in open-source communities like application profiles (continuous profiling) and
crash dumps. New signals with new semantics may also arise in the near future, and
those 1nterested in this topic should keep an eye open for them.

by cndf/tag-0Observability
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time=2024-05-13T16:36:31.1687

Level=INFO msg=dbQuery "time": "2024-05-
service=handson env=dev 13T16:39:39.5856564697",
trace.id=hoge span.id=foo “level”: "INFO",
dd.git.commit.sha=sha 'msg”: "dbQuery"”,
dd.git.repository=github.com/ "service”: "handson”,

example/handson "env" : fdev",
"trace.1d”: "hoge",

"span.1d": "foo",

"dd.git.commit.sha":

"dd.git.repository”:
"g1thub.com/example/handson”

¥

sha”,




fEEb 1 R>

t1ime=2024-05-13T160:36:31.108~Z
level=INFO msg=dbQuery
service=handson env—dev

tr
dc
dc
ex

~ (O%)

{

"time": "2024-05-
13T16 39: 39 5856564692"

a a d \ "

Key-value I3 3 & Key TIRELETE S

"dd.git.commit.sha": "sha
"dd.git.repository”:

"github.com/example/handson”

¥

)
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Jaeger Ul Search Dependencies About Jaeger v

v frontend: HTTP GET /dispatch 3 View Options

July 20, 2018 2:48 PM 732.11ms 6 5 51
oms 183.03ms 366.06ms 549.08ms 732.11ms

Service & Operation Oms 183.08ms 366.06ms 549.08ms 732.11ms

v | frontend HTTP GET /dispatch
v | frontend HTTP GET: /customer
v | frontend HTTP GET

v = customer HTTP GET /customer

| mysql saLseLect (

v | frontend Driver:findNearest
v | driver Driver:findNearest
redis FindDriverDs
© redis GetDriver
redis GetDriver
redis GetDriver
redis GetDriver
redis GetDriver
© redis GetDriver
redis GetDriver
redis GetDriver
redis GetDriver
redis GetDriver
© redis GetDriver
redis GetDriver
redis GetDriver
v | frontend HTTP GET: /route
v | frontend HTTP GET
route HTTP GET /route

frontend HTTP GET: /route

<

v | frontend HTTP GET
route HTTP GET /route

frontend HTTP GET: /route

<

v | frontend HTTP GET
route HTTP GET /route
v | frontend HTTP GET: /route
v | frontend HTTP GET

route HTTP GET /route

Jaeger documentation
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Span (User Action)

Span (AP| Gateway)

Span (Service A)

Trace

Span (Service B)

Span (Database)

OpenTelemetry.Trace

-

Service B

-

Database
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e Trace e Span
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#H span DEFIF
SpanE BRI HE L SpanContext

Span (API| Gateway)

Span (Service A)

Span (Service B)

Span (Database)

OpenTelemetry.Trace
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SpanContext

#R span

{

"name": "hello",
"context": {

"trace_1d": "Ox5b8aa5a2d2c872e8321cf37308de9df2",

"span_1d": "0x051581bf3cb55c13"
5
"parent_id": null,
"start_time": "2022-04-29T18:52:58.1142017",
"end_time": "2022-04-29T18:52:58.1146877",
"attributes": {

"http.route"”: "some_routel”

¥

"events": [
{
"name" : "Guten Tag!",
"timestamp": "2022-04-29T18:52:58.1145617",
"attributes": {
"event_attributes”: 1

¥

{

"name": "hello-greetings",
"context": {

"trace_1d": "Ox5b8aa5a2d2c872e8321cf37308d69df2",

"span_1d": "@x5fb397be34d26b51"
¥
"parent_id": "@x051581bf3cb55c13",
"start_time": "2022-04-29T18:52:58.114304Z",
"end_time": "2022-04-29T22:52:58.1145617",
"attributes": {

"http.route": "some_route2”

¥

"events": [

{

"name": "hey there!",

"timestamp": "2022-04-29T18:52:58.1145617",

"attributes": {
"event_attributes": 1

ks

¥

{
"name": "bye now!",
"timestamp": "2022-04-29T18:52:58.1145857",

"attributes": {
"event_attributes": 1




SpanContext

#R span

{

"name": "hello",
"context": {

"trace_1d": "@Ox5b8aa5a2d2c872e8321cf37308d69df2",

"span_1d": "0x051581bf3cb55c13"
b -
"parent_i1d": null,
"start_time": "2022-04-29T18:52:58.1142017",
"end_time": "2022-04-29T18:52:58.1146877",
"attributes": {

"http.route”: "some_routel”

¥

"events": [

{

nnamen: "Guten TClg!",
"timestamp": "2022-04-29T18:52:58.1145617",

"attributes": {
"event_attributes": 1

¥

{

"name": "hello-greetings",
"context": {

"trace_1d": "Ox5b8aa5a2d2c872e8321cf37308d69df2",

"span_1d": "0x5fb397be34d26b51"
8
"parent_id": "@x051581bf3cb55c13",
"start_time": "2022-04-29T18:52:58.1143047",
"end_time": "2022-04-29T22:52:58.1145617",
"attributes": {

"http.route": "some_routel”

¥

"events": [

{

"name": "hey there!",

"timestamp": "2022-04-29T18:52:58.1145617",

"attributes": {
"event_attributes": 1

¥
1

name": "bye now!",

"timestamp": "2022-04-29T18:52:58.11458572",

"attributes": {
"event_attributes": 1
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DataDog/ ?
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https://qiita.com/AoTo0330/items/ae23848595c137896994
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Tracer D1ERK

o —E XT—D tracer Z#]HA1L

import (

"go.opentelemetry.io/otel/exporters/otlp/otlptrace/
otlptracehttp”
"go.opentelemetry.io/otel/trace”

)

var (
tracer trace.Tracer
collectorURL = os.Getenv("OTEL_EXPORTER_OTLP_ENDPOINT")

)

func Init(ctx context.Context) (exporter, error) {
httpExporter, _ := otlptracehttp.New(
ctx,
otlptracehttp.WithEndpoint(collectorURL),
otlptracehttp.WithInsecure(),

)

exporter := httpExporter

r, _ := newResouce()

tp := sdktrace.NewTracerProvider(
sdktrace.WithResource(r),
sdktrace.WithSampler(sdktrace.AlwaysSample()),
sdktrace.WithBatcher(exporter),

)

tracer = tp.Tracer(version.Get().ServiceName)
otel.SetTracerProvider(tp)

return exporter, nil




Tracer D1ERK

» Exporter % {ERX

SEBIODNYXF > TlE. sidecar LTW
% Datadog Agent (¥t L TiE(E)

import (

"go.opentelemetry.io0/otel/exporters/otlp/otlptrace/
otlptracehttp”
"go.opentelemetry.io/otel/trace”

)

var (
tracer trace.Tracer
collectorURL = os.Getenv("OTEL_EXPORTER_OTLP_ENDPOINT™)

)

func Init(ctx context.Context) (exporter, error) {
httpExporter, _ := otlptracehttp.New(
ctx,
otlptracehttp.WithEndpoint(collectorURL),
otlptracehttp.WithInsecure(),

)

exporter := httpExporter

r, _ := newResouce()

tp := sdktrace.NewTracerProvider(
sdktrace.WithResource(r),
sdktrace.WithSampler(sdktrace.AlwaysSample()),
sdktrace.WithBatcher(exporter),

)

tracer = tp.Tracer(version.Get().ServiceName)
otel.SetTracerProvider(tp)

return exporter, nil




import (

"go.opentelemetry.io0/otel/exporters/otlp/otlptrace/
otlptracehttp”
"go.opentelemetry.io/otel/trace”

Tracer D1ERK

° Tracer PrOVider %1$& - 'EI"CICGI" trace. Tracer
OTLP =Mt =9 Provider Z {ERk )

collectorURL = os.Getenv("OTEL_EXPORTER_OTLP_ENDPOINT")
func Init(ctx context.Context) (exporter, error) {
httpExporter, _ := otlptracehttp.New(
ctx,

otlptracehttp.WithEndpoint(collectorURL),
otlptracehttp.WithInsecure(),

)

exporter := httpExporter

r, _ := newResouce()

tp := sdktrace.NewTracerProvider(
sdktrace.WithResource(r),
sdktrace.WithSampler(sdktrace.AlwaysSample()),
sdktrace.WithBatcher(exporter),

)

tracer = tp.Tracer(version.Get().ServiceName)
otel.SetTracerProvider(tp)

return exporter, nil




import (

"go.opentelemetry.io0/otel/exporters/otlp/otlptrace/
otlptracehttp”
"go.opentelemetry.io/otel/trace”

Tracer D1ERK

« Tracer Z{ERk var

tracer trace.Tracer
collectorURL = os.Getenv("OTEL_EXPORTER_OTLP_ENDPOINT™)

)

func Init(ctx context.Context) (exporter, error) {
httpExporter, _ := otlptracehttp.New(
ctx,
otlptracehttp.WithEndpoint(collectorURL),
otlptracehttp.WithInsecure(),

)

exporter := httpExporter

r, _ := newResouce()

tp := sdktrace.NewTracerProvider(
sdktrace.WithResource(r),
sdktrace.WithSampler(sdktrace.AlwaysSample()),
sdktrace.WithBatcher(exporter),

)

tracer = tp.Tracer(version.Get().ServiceName)
otel.SetTracerProvider(tp)

return exporter, nil
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« Span DFLA
Span Z ANZ-LalFicchzZ L AT

import (

"go.opentelemetry.10/0otel/trace”

)

var (
tracer trace.Tracer

)

func StartSpan(ctx context.Context, name string) (consaistext.Context, trace.Span) {
return tracer.Start(ctx, name)

¥




Span DXt

e Span MDitiE
Span Z ANZ-LalFicchzZ L AT

func exampleFunction(ctx context.Context) {

ctx, span := tracer.StartSpan(ctx, "exampleFunction™)
defer span.End()
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"OpenTeIemetry

R ®
I Find libraries, plugins, integrations, and other useful tools for using and extending OpenTelemetry.

l \ I\ (o] — \‘ f o
Y A\ ;PU_—T'I _ & 7 1
7S5U%ESyFLTHELTLNT - - -
‘\ — The OpenTelemetry Registry allows you to search for instrumentation libraries, collector components, utilities, and other
J J L n R L < useful projects in the OpenTelemetry ecosystem. If you are a project maintainer, you can add your project to the
OpenTelemetry Registry

L\ % % @ % *%ﬁ % Search 751 entries | net/http) Reset | Go~ | Type~
® ‘_ w “_ 5 O T‘_ %A‘ L\ O % ﬁ O T L\ ffslsl?nt?nt;p_ Instrumentation for net/http

Docs Ecosystem Status Community Blog &~ Q Search this site...

Splunk specific instrumentation for the Golang net/http package. Go

Language
BHDZECNICETRZR S EBFIC

Instrument

ation
LWWEUEICEHEEL T NB

1IN - n Apache 2.0
License

() Repository

Go package net/http instrumentation

by 2 OpenTelemetry Authors *:

Package http provides a http.Handler and functions that are intended to be used to add tracing by Go

wrapping existing handlers (with Handler) and routes WithRouteTag. e
Instrument
ation

Component



https://opentelemetry.io/ecosystem/registry/

®
I 2 e g I St ry Instrumentation Packages

The is the best place to discover instrumentation packages. It will include

packages outside of this project.

‘ lA Etb\x-h\j.,’-t-\ L —C L\ % Pa C ka ge The following instrumentation packages are provided for popular Go packages and use-cases.
gi n t b\eChO t b\net/ http t 1,)\5 % Instrumentation Package Metrics Traces

v



https://github.com/open-telemetry/opentelemetry-go-contrib/blob/main/instrumentation/README.md
https://github.com/open-telemetry/opentelemetry-go-contrib/blob/main/instrumentation/README.md

Registry

o {5l : net/http
Span Z ANZ-LalFicchzZ L AT
Transporter [COTel DS 7S ZlEFEHE 3

import (

"net/http"
"go.opentelemetry.io/contrib/instrumentation/net/http/otelhttp"

httpClient := &http.Client{

Transport: otelhttp.NewTransport(http.DefaultTransport),
¥

req, _ := http.NewRequestWithContext(ctx, http.MethodGet, "https://httpbin.org/get"”, nil)
resp, _ := h.httpClient.Do(req)

defer resp.Body.Close()




Registry

o {5l : net/http

Span ZANT-WERIcCnZzZELAT
Transporter [COTel DS 7S ZlEFEHE 3

import (

"net/http"
"go.opentelemetry.10/contrib/instrumentation/net/http/otelhttp”

httpClient := &http.Client{

Transport: otelhttp.NewTransport(http.DefaultTransport),
Iy

req, _ := http.NewRequestWithContext(ctx, http.MethodGet, "https://httpbin.org/get", nil)
resp, _ := h.httpClient.Do(req)

defer resp.Body.(Close()
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AWS SDK X gopkg.in/DataDog/dd-trace-go.v1/contrib/aws/aws-sdk-go/aws
’ AWS SDK v2 XTI gopkg.in/DataDog/dd-trace-go.v1/contrib/aws/aws-sdk-go-v2/aws
Elasticsearch XTI gopkg.in/DataDog/dd-trace-go.v1/contrib/olivere/elastic
Cassandra TEXIH gopkg.in/DataDog/dd-trace-go.v1/contrib/gocal/gocal
GraphQL XN gopkg.in/DataDog/dd-trace-go.v1/contrib/graph-gophers/graphgl-go
[ \g
. % ‘i D a ta d o ‘ [ % I—l l L\ * 9 f ¥ % @ b\ HTTP STEXIH gopkg.in/DataDog/dd-trace-go.v1/contrib/net/http
g h d HTTP router X gopkg.in/DataDog/dd-trace-go.v1/contrib/julienschmidt/httprouter
Redis (go-redis) X gopkg.in/DataDog/dd-trace-go.v1/contrib/go-redis/redis
\gd * I F —
D ata d o w ﬁ " '\ g < x‘ ’b\ l z L\ % 9 Redis (go-redis- XTI gopkg.in/DataDog/dd-trace-go.v1/contrib/go-redis/redis.v8
v8)
Redis (redigo) XTI gopkg.in/DataDog/dd-trace-go.v1/contrib/garyburd/redigo
\
f ~ -z . S I . ;
O S S d w e / l I— e ‘ Redis (new XTI gopkg.in/DataDog/dd-trace-go.v1/contrib/gomodule/redigo
redigo)
SQL EEX N gopkg.in/DataDog/dd-trace-go.v1/contrib/database/sql
~ —— * — ~ ~
4 / 7T 7 l‘/ y 3 / SQLx TEX N gopkg.in/DataDog/dd-trace-go.v1/contrib/jmoiron/sqlx
7 I./ —b '7 - 7 wﬁﬁﬂ MongoDB SEEX I gopkg.in/DataDog/dd-trace-go.v1/contrib/go.mongodb.org/mongo-
N, o o ~ % a» S > drl\/er/ﬂ
RDONIWIN=I\y T—=IDWInhZEFERLT, Go hL—T—ERODVRANDI T I7L—LT7—0%HEELE
9, [MongoDB TTEX L gopkg.in/DataDog/dd-trace-go.v1/contrib/globalsign/mgo
(mgo)73
EAVTIL—=Ya Y RFaXVhE, YR—MEINTWBENRY T —IEZFD API OFMBHEEFERFIEE , o
. BuntDB ERE I gopkg.in/DataDog/dd-trace-go.v1/contrib/tidwall/buntdb
‘(_ I‘/TE{;HE L/ 35 g-o
LevelDB X gopkg.in/DataDog/dd-trace-go.v1/contrib/syndtr/goleveldb/leveldb
7L=L9=7 YR—hOER GODOC DATADOG KF2X> bk miekg/dns X gopkg.in/DataDog/dd-trace-go.v1/contrib/miekg/dns
Gin ST gopkg.in/DataDog/dd-trace-go.v1/contrib/gin-gonic/gin Kafka (confluent) TEERI I gopkg.in/DataDog/dd-trace-go.v1/contrib/confluentinc/confluent-kafka-go
_ . _ ' _ Kafka (sarama) EEX N gopkg.in/DataDog/dd-trace-go.v1/contrib/Shopify/sarama
Gorilla Mux SEEXT I gopkg.in/DataDog/dd-trace-go.v1/contrib/gorilla/mux
Google AP FTEX I gopkg.in/DataDog/dd-trace-go.v1/contrib/google.golang.org/api
= N . .
M SRR gopkg.in/DataDog/dd-trace-go.v1/contrib/google.golang.org/grpc go-restful STTEX N gopkg.in/DataDog/dd-trace-go.v1/contrib/emicklei/go-restful
gRPC v1.2 SEEXI I gopkg.in/DataDog/dd-trace-go.v1/contrib/google.golang.org/grpc.v12 Twirp EEXL  gopkg.in/DataDog/dd-trace-go.v1/contrib/twitchtv/twirp
Vault X gopkg.in/DataDog/dd-trace-go.v1/contrib/hashicorp/vault
chi FTEEX I gopkg.in/DataDog/dd-trace-go.v1/contrib/go-chi/chi
Consul X gopkg.in/DataDog/dd-trace-go.v1/contrib/hashicorp/consul
= r . .
echo v4 SEEXIG gopkg.in/DataDog/dd-trace-go.v1/contrib/labstack/echo.v4 Gorm e L ————
echo v3 %éi{l’m gopkg.in/DataDog/dd_trace_go_v1/Contribﬂabstack/echo Gorm v2 EEXIH gopkg.in/DataDog/dd-trace-go.v1/contrib/gorm.io/gorm.v1
Kubernetes EEX N gopkg.in/DataDog/dd-trace-go.v1/contrib/k8s.io/client-go/kubernetes
Fiber FTEEX I gopkg.in/DataDog/dd-trace-go.v1/contrib/gofiber/fiber.v2
Memcache SEEX I gopkg.in/DataDog/dd-trace-

Datadog Go Hift4EH

go.v1/contrib/bradfitz/gomemcache/memcache
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Log

» CloudWatch Logs *> Datadog Agen

t R EERTE>T-LogZ RN

+ Log 21381t T B . facets B ¥ key T

Q
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Go to...

Recent
Dashboards
Monitors
Watchdog

Service Mgmt

Infrastructure
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Digital Experience
Software Delivery

Security

Metrics

Logs

Views E:é

Logs  + save
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15m Past 15 Minutes

Search for QO service:handson X <> O
Group into  Fields = Patterns = Transactions
Visualize as % Timeseries & Toplist = Table = TreeMap ¢¥ Pie Chart Scatter Plot NEW
200 -
I s e gy o gy P s B T T R S e — - —

° 19:18 19:19 19:20 19:21 19:22 19:23 19:24 19:25 19:26 19:27 19:28 19:29 1930 19:31 19:32
Q. Search facets Hide Controls 3.24k logs found ¥ Download as CSV  More... £ Options
Z Showing 9 of 9 + Add > m Watchdog Insights APM  View all
v CORE e

4 DATE HOST SERVICE CONTENT
> Index
May 13 19:31:33.139 /aws/ecs/handson-app-cluster/handson-api handson Request handled successfully
> Source @ May 13 19:31:33.139 /aws/ecs/handson-app-cluster/handson-api handson dbQuery
5> Host ® l May 13 19:31:33.852 /aws/ecs/handson-app-cluster/handson-api handson Failed to handle request
May 13 19:31:33.052 /aws/ecs/handson-app-cluster/handson-api handson dbQuery
v Service @ = B May 13 19:31:32.969 /aws/ecs/handson-app-cluster/handson-api handson Request handled successfully
cloudwatch May 13 19:31:32.969 /aws/ecs/handson-app-cluster/handson-api handson dbQuery
handson 3.24k May 13 19:31:32.656 /aws/ecs/handson-app-cluster/handson-api handson Request handled successfully
May 13 19:31:32.656 /aws/ecs/handson-app-cluster/handson-api handson dbQuery
v Status @ | May 13 19:31:32.533 /aws/ecs/handson-app-cluster/handson-api handson Failed to handle request
l Error 817 May 13 19:31:32.533 /aws/ecs/handson-app-cluster/handson-api handson dbQuery
Warn 0 May 13 19:31:32.454 /aws/ecs/handson-app-cluster/handson-api handson Request handled successfully
Info 2.42k May 13 19:31:32.454 /aws/ecs/handson-app-cluster/handson-api handson dbQuery
May 13 19:31:32.114 /aws/ecs/handson-app-cluster/handson-api handson Request handled successfully
¥ FRRORTRACKING May 13 19:31:32.114 /aws/ecs/handson-app-cluster/handson-api handson dbQuery
> Issue ID May 13 19:31:32.860 /aws/ecs/handson-app-cluster/handson-api handson Request handled successfully
~ OTHERS May 13 19:31:32.860 /aws/ecs/handson-app-cluster/handson-api handson dbQuery
l May 13 19:31:31.965 /aws/ecs/handson-app-cluster/handson-api handson Failed to handle request
¢ iName May 13 19:31:31.965 /aws/ecs/handson-app-cluster/handson-api handson dbQuery
> Env | May 13 19:31:31.701 /aws/ecs/handson-app-cluster/handson-api handson Failed to handle request
> aws.awslogs.logStream May 13 19:31:31.701 /aws/ecs/handson-app-cluster/handson-api handson dbQuery
B Mav 13 19:31:31 . 582 /aws/ecs/handson-aon-cluster/handson-anpi handson Failed to handle reauest




Log

¢ AAY I FL—=RBEHHLT
ECEVWWELICRTLTL "
3

May 13, 2024 at 7:31:33.052 pm (5 minutes ago) © Viewin Context £ Uy T X

HOST SERVICE SOURCE
@ /aws/ecs/handson-app-cluster/hands... handson cloudwatch
ALL TAGS

env:dev component:handson-api-infra datadog.index:main datadog.submission_auth:api_key forwarder_memorysize:1024
forwarder_version:3.110.0 forwardername:datadogintegration-forwarderstack-sehéro-forwarder-qoypow8z4hsy

name:ecs-handson-app-cluster-handson-api source:cloudwatch sourcecategory:aws terraform:true

Failed to handle request m]
Event Attributes Trace 1 Metrics Processes
ERROR KIND

handson-api-error

Error

=1 - :

handson-api-error: random error

L
KN

github.com/BIwashi/otel-handson/backend/app/api/handson. (*Handler).randomError
github.com/BIwashi/otel-handson/backend/app/api/handson/handson.go:135

github.com/BIwashi/otel-handson/backend/app/api/handson. (*Handler) .handson
github.com/BIwashi/otel-handson/backend/app/api/handson/handson.go:54

github.com/BIwashi/otel-handson/backend/app/api/handson. (*Handler).Register.(*Handler).loggingMiddleware.funcT

nithith A~Aam /RTuiach+ Intal _handean /Thanlbland /ann/and Thandean /handlar An 29

Show More v

& aws



APM Trace

 APM = Application Performance Monitoring

e Tracez RN 3
cNZETIE>THLHVET

Traces > * handson > GET/handson > trace_id 2757e06905bb110c2a3358e97dcb0ca1

paa A (D 1.16s (|3 500 INTERNAL SERVER ERROR May 13 19:44:15.486 (just now)

Trace: Flame Graph Span List 9 Map Hide Legend

0 Solms 1001ms ‘lSOl ms 200l ms 2501 ms 300l ms 350l ms 4001ms 4’:30l ms 50(]l ms 55()l ms 600l ms 65()l ms 70[)I ms 75()l ms 80()l ms 8501ms 9001ms 950l ms 1s 1.015 s 1.} s 1.115 s Service = % Exec Time +

u‘i‘%:ur /handson Ll ® handson 100%

GET 545ms | POST 167 ms

187 m:

v Filter Spans

Errors

\:\ handson go.opentelemetry.io_contrib_instrumentation_net_http_otelhttp.server > @ GET /handson : poa A D116s 100% total exec time

Span: Info Errors o Infrastructure Metrics Logs 2 Network Processes Code Hotspots

Error Message

© Missing error message and stack trace

v Span Tags

e
8 deployment

o environment dev

8 http
method GET

response_content_length 22

route /handson
scheme http
status_code 500
target /handson

Copyright Datadog, Inc. 2024 - 35.34106893 - Master Subscription Agreement - Privacy Policy - Cookie Policy - Datadog Status —+ ® All Systems Operational




APM Error Tracking

BALIS—%2FOHTEHLTL NS

5ED Error ZEHALIEDHTES
ErrorLog ZE & HTKNBDT. 214D Error Z{fiIL TRN 3

v G 8 Settings

3> Logs

> My Teams

{x Muted

/2 Showing 9 of 9

v CORE
> Source
> Host

v Service

handson

v Status

| Error

Vv ERROR TRACKING

> Issue ID

N7 MTUILCDC

:% X Error Tracking

v

4h Past 4 Hours

<[>

Q. Search
Sort by: Total count v T, Create Monitor = More...

Hide Controls 1 issue found
ISSUE DETAILS \l/ COUNT VOLUME

m 6o handson-api-error ...b.com/Blwashi/otel-handson/backend/app/api/handson/handson.go in github.com/BIwashi/otel-handson/backend/app/api/handson.(*Handler).randomError

random error
. : 401
Last seen less than a minute ago - 3 minutes old » handson

OPEN v




APM Error Tracking

e Error [C error.message [ error.king [ error.stack & A% & 53;

Q Format and send errors

To properly enable Error Tracking ensure that you use the following attribute names when logging an error: error.stack,
error.message, error.kind.

Learn more about Error Tracking attributes [4

Logrus
// for https://github.com/pkg/errors
type stackTracer interface {
StackTrace() errors.StackTrace

}

type errorField struct {
Kind string “json:"kind""
Stack string " json:"stack"’
Message string " json:"message"’

}

func ErrorField(err error) errorField {
var stack string
if serr, ok := err.(stackTracer); ok {
st := serr.StackTrace()
stack = fmt.Sprintf("%+v", st)
if len(stack) > A && stacklAl == '\n' {
Datadog Ny ¥ IV KI5 —DER



https://docs.datadoghq.com/ja/logs/error_tracking/backend/?tab=serilog
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GET [coffeehouse a8 7« 21458 | 24¢ |
GET orders/mutfin | 129ms 122y
GLY [orders/mili 93% | 125ms 11.7s
GEY [orders/bacon 9.3% 126 ms N.7s
GET [orders/crepe 9.9% 124ms N6

n——‘.t‘:ﬁm

Postgres DB connections

e e g e e g —

P —
C A -

e —— T

Service dependencies

(oé'«hwuo G)

dotnet-coffeehouse

- e

Total Errors 1.79%

Vonth-to-date

99.51%

Error Budget
zh 23m

frrors
0
0
0
o) Gotret<offe
o gserver
e redn
*) Gotrec<otie

1h The Past Hour

240.05...

Service logs
DATE & HOST SERVICE

9 97 13:5%9:21. 009 NAe-5t0ing~12.C. Tetch-171504. interna offee-tovse

INFO

00 OX  Authent ication seccessfu

Cof feetioure: 1Y 0 7B)J0¢ pE . 11 LA L4 T3

AUg 87 13:59: 30.606 coffechouse-prodect Serch-171516. interma coffee-hovuse

INF Execwting O0jectResul

JGeneric,List 1([Catado

%, wri g valee of type

Systea, Collect ion

Version=1.0.0.0, Culture= » KeyTore |
2 87 13159139, 418 coffeehouse-prodect 190, . fetch-171514. internal  coffee-house
INF Route matched with action s Gat |, controller = Users . Cxecyting controlier action with
AaNetCore M ActionRers it Systes.Coll

% 0T 1)

o feetourLe-prox Jetch-171%04. interral coffee-boure

1ing e
Datadeg.Coffechouse. APl

Auj 87 13159120220 coffeehouse-prodect 1on, c. fetch-171514, interna 2 tee-Pouse

Detadeg.Coffeehouse. Api . Contrelliers.UsersController. et

2lee of type

Error logs by endpoint | dwox/Sxx errors
€30 faphivifematf

0100 fsendinctice

W00 ot |
20 frgew -
TN frequen

N fupdate =
mee femn
058 frrwtric-bane
0 forder ‘-
D70  freach X ) 1
Error logs
DATE & WOsT StRvVICE
Aug 87 13:5%: 0.0 cof feedhoure-staging-8.¢c.fetch interna! sffec-toure
ERALR CoffeeMouse: 24 29543756019 |
ava. Lang. Interroptedine on: Thread interrupted for extersal calls tiseout
Aug 97 13:59:129.000 of feehouse~51a91ng~10.C. Tetch-171514, internal of fee-house

DRR0R Coffeetouse

ava. lang. interryptecince g interrvpted

g interrupted Tor extersal calls timeoot
of feehouse~-s1aging~7.C. fetch-171536.1

Coffeetouse 2 %1 ( ) s 761084 274529 2

tion: Thread interrvpted for external colls timeout
Fli:9%: 8.0 coffeehoure

ERROR CoffeeMouse

ne-10.C. Tetch-1713%16. internal coffee-houre

Jova. lang. InterruptedEncept lon: Thread interrwpted for external calls timeout
Aug 7 13:5%:39.009 cof fechouse~-staging-11.c. fetch-171514. internal coffec-Poust
CAAOR Coffeetoute: ) 17067921904 2 Je¥ssean

awa. lang. interrvptecaception: Thread interrvpted

 Aug @7 13:30:20.000  coffechoute-1taging-11.c. fetch-171318. interna coffee-houte

2

pf feehouse . Core, Models, . User, Datadog.Caffeehou

fleehouse.Core . Mode s . User, Datadag.Coffeehouse,(ore,
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A Watchdog
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0 Logs

P¥- Integrations
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Invite  Support Help

v Properties

Error Tracking Monitor QUERY

ID: 144820378

Created at May 13, 2024, 8:12

pm RECIPIENT
by EXER

MESSAGE

TAGS

TEAMS

PRIORITY Not Defined

error-tracking-traces("service:handson").rollup("count").by("@issue.id").last("5m") > 1

Q slack-

-ai_kenshu24_o11y_handson

High number of errors on [issue]({{ issue.link }}) detected.

{{#is_alert}}

{{span.error.type}}: {{span.attributes.error.message}}

{x Mute Escalate ¥

u

e

@slack- ai_kenshu24_o11y_handson
Show More v
Jump to:  Status & History Case Management Events Audit Trail
Q '-1 ter monitor groups and their events
UTC+09:00
) Alert 0 Warn 0 J No Data 0 joKo 0 of 0 groups 4h  Past 4 Hours T v |« m Q
v Status & History
GROUP STATUS Showing 0 of 0 groups Sortby Triggered | ~
NAME VALUE
(no groups found) |__. N/A
r T T T T T T T T T T T T T T T T 1
16:30 16:45 17:00 17:15 17:30 17:45 18:00 18:15 18:30 18:45 19:00 19:15 19:30 19:45 20:00 |20:15
Created
B Aert ok [l No Data Warn %% Muted  --- Non reporting

> Case Management

Datadog 77" 20:16

RIS

High number of errors on [issue]() detected.

@slack- ¢

Test notification triggered by

The count of trace errors matching service:handson, grouped by @issue.id, was > 1 during the

last 5m.
Tags
@issue.id:N/A

-ai_kenshu24 _o11y_handson

Notified
@slack-#

ai_kenshu24 _o11y_handson
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is_match | & ZMessages i

« Datadog MMessage Tl log.attributes THEILIN/-AF DT r—ILF
DEZNFTETS

o error ICIB¥IAATE reason_codes & is_match TR L T,
message(runbook)Z®RT9 3

{{#is_match "log.attributes.error.reason_codes" ""RC00000"" }} reason_code: RC000B00O

hogeMFEAEL XU J\
“http://example.com’™ #ZRULTUY—X%
foole > fciFBlEfooLTLEET W ICRHIIh378 " TE>TWS

{{/is_match}}

F{XX]

.E’ Terraform File
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error description | or @Datadog € by D el Jira
buf Case Management
runbook Genera te T
‘ Application Code File Error Log
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https://www.datadoghq.com/ja/product/platform/bits-ai/
https://www.datadoghq.com/ja/product/platform/bits-ai/
https://www.datadoghq.com/ja/product/platform/bits-ai/
https://www.datadoghq.com/ja/product/platform/bits-ai/
https://www.datadoghq.com/ja/product/platform/bits-ai/
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GitOps Z I&

G1tOps 1s an operational framework that takes DevOps best practices used for
application development such as version control, collaboration, compliance, and CI/CD,
and applies them to infrastructure automation.

by Gitlab


https://about.gitlab.com/topics/gitops/

GitOps Z I&

GitOps (. N\—=Y3>VEE. IZ/NL—Y3>y, AVTFIZA47 VA, CI/CD BREDT7 IV T — 3 VHRICHERE
a2 DevOps ODNRA K TSIV TA4RZPROAN, A1 VT AN IVFvDODEHELICGERYT 2ERT7 L —L7T—
7 T,

by Gitlab

e GitOps I Weaveworks t1H20E

e AT TVr—aOmAedO o AT LL2EDOI—FZ GitZ
F->TEIETS

e Git Z{EFATI SMHE—DRHREFEL TS

¢ Git ZEH DL LTDBHMIHS (EENICEEINTWVS)


https://about.gitlab.com/topics/gitops/

GItOps D X 1) w k

e BIFIRIBICTZ AL TLIV

e 2PTOWHREEIL Git (PR) Z:ELT1THhN3B
e £ Git THEERTT S ==SEHLVT WL 18K
e 2 THDEBEHIEHFAIHE






o I

£ PipeCD is now a CNCF project &

PIPGCD C‘Pipe

* Gitops Zg4)bd) CD CNCF SandboxIz H#4R
o K8s 7517 T%4: < ECS. Lambda. CloudRun. Terraform Zz & Z#— L 7=UX
FE IR R EE

e 1R DP EH®

I /1CLOUD NATIVE
L

VTAYTFS L) 3 0SS

Applications Deployments Insights Settings n

© FAILURE nghialv-dev 4 minutes ago

Failed while rolling out primate workloads

Application bluegreen Commit Update helloworld image to v0.5.0 (5e05202 (4)
Piped nghialv-local Triggered by Le Van Nghia

Summary  Sync progressively because of updating image helloworld from v0.4.0 to v0.5.0

Q K8S_CANARY_ROLLOUT Q K8S_TRAFFIC_ROUTING 0 WAIT_APPROVAL : K8S_TRAFFIC_ROUTING = K8S_CANARY_CLEAN

Approved by nghialv

© «8s_PRIMARY_ROLLOUT

@& roLLBACK

ROLLBACK Rollback the deployment X

[2026-09-25 :53: : Loading manifests at running commit d2740675d71be7ecaf8595d6e3233a77f10883b085 for handling
[2020-09-25 :53: : Successfully loaded 2 manifests

[2026-09-25 :53: : Start applying 2 manifests

[2020-09-25 Ho3k : - applied manifest: name="bluegreen", kind="Deployment", namespace="default", apiVersion="apps/v1"
[2026-09-25 H58K : - applied manifest: name="bluegreen", kind="Service", namespace="default", apiVersion="v1"
[2020-09-25 :53: : Successfully applied 2 manifests

[2020-09-25 :53: : Start checking to ensure that the CANARY variant should be removed

[2020-09-25 H53E : Starting finding and deleting service resources of CANARY variant

0O NO o WN =

[2020-09-25
[2020-089-25
[2020-089-25
[2020-089-25
[2020-09-25
[2020-09-25

No resources to delete

Starting finding and deleting workload resources of CANARY variant

Start deleting 1 resources

- deleted resource: name="bluegreen-canary", kind="Deployment", namespace="default", apiVersion="apps/v1"
Successfully deleted 1 resources

Start checking to ensure that the BASELINE variant should be removed

pipe-cd/pipecd: The One CD for All {applications, platforms, operations}



https://github.com/pipe-cd/pipecd
https://developers.cyberagent.co.jp/blog/archives/42448/

PipeCD Overview

o Git repository DZE% PipeCD H &A
e Git DRBZJTICcT>T7 51/ —R% PipeCDHEET S



https://pipecd.dev/docs-v0.47.x/overview/

PipeCD Concept

e Piped
BRIBA3RYRI—IOTHBEI3IFAX—RNTREIT
$AINALFVAVHE—R2k
ATF—=FLALBOTEH—OVMPO—-AILITD Y
BRETHEITTETS

e Control Plane
T7014 57— %—EE
LATIE SaaS E LTHREINTLS
HSTITACLEHTES

Control Plane

Server







OpenTelemetry 5L
Datadog ICi x> THKD !



@ Private subnet

DATADOG

&
e

ECS on Fargate

ECS on EC2

Q

PipeCD

Agent

Q

PipeCD
Control Plane




B

e OpenTelemetry ZZEREICFTRL THEL D

« OTLP %ZDatadog Agent Z#ZH L T Datadog APM Trace TRN 3 & S5ICL
THED

e Log & Trace Z#ADIFTTHEL S

e Monitors T7 5 —FZRELTHLS

e Ay aR—FZE>THES

o (BRDE-7=A) PipeCDDAFI TV ) —=RZHLTHES

o (BSRDE-7-A) OTel SDK h*55 Datadog SDK ICHEEZXZTHL S
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AWS

c EET—DODT7AI Y M 2EVWET

TR T



Datadog

c EET—DODT7AI Y M 2EVWET

TR T




PipeCD Control Plane
AR T

e BRDT7 7V r—oaDEHRBEZLTHLOWVET
e Github TOJ1 > LTLETWL (Github D SSO Z{EFAHLTWXT)

Project Name *
ai-handson-24

eeeeeeeee

sssssssss



https://pipecd.jp/login?project=ai-handson-24




func (h *Handler) handson(w http.ResponseWriter, r *http.Request) (int, error) {
ctx := r.Context()

/handson e,

1f err := h.restHttpBin(ctx, http.MethodGet, "get"); err != nil {

turn http.StatusInternal$S Error,
e —DIEIFI Y RRALY FHEZ TS R

errGroup, errCtx := errgroup.WithContext(ctx)

errGroup.Go(func() error {
return h.restHttpBin(errCtx, http.MethodGet, "get")

handson

l 1)

errGroup.Go(func() error {
return h.restHttpBin(errCtx, http.MethodPost, "post™)

sleep 50 microsec

})
l errGroup.Go(func() error {
return h.restHttpBin(errCtx, http.MethodPut, "put™)
http GET P)
1f err := errGroup.Wait(); err !'= nil {
return http.StatusInternalServerError, err
¥
http GET http POST http PUT
1f err := h.dbQuery(ctx); err != nil {
return http.StatusInternalServerError, err
Iy
DB Query
1f err := h.randomkError(radomkrrorRate); err !'= nil {
l return http.StatusInternalServerError, err

h

Random Error

return http.StatusOK, nil




import http from 'k6/http’;

k6 import { check } from 'k6';
{

export const options =
scenarios: {
contacts: {

° 5 rps T“'Ij"r Fj] — : ‘/.'7_"*1]\‘ executor: 'constant-arrival-rate',

rate: 5,

FoLUIITRAFEZEDEITTUVS R

preAllocatedVUs: 50,

& ECS on Fargate

a OTLP

B

¥

export default function () {
let url ="http://localhost:8080/handson’;

let response = http.get(url);

PN check(response, {
Ilm é [mm "m '1s status 200': (r) => r.status === 200,

Handson Datadog ” 3D

API Agent




ECS on Fargate |C
B9 DY —E X% Deploy 93




Github D5 Repository Z Clone

o https://github.com/CyberAgentAl/otel-handson

O CyberAgentAl |/ otel-handson &

Code Issues Pull requests Actions Projects Security Insights Settings

Stop ignoring 1 ~

Add file <> Code ~ About

+ pipecd-bot 72 Commits

.github/workflows
backend-base
backend
infrastructure
.env.example
.gitattributes

Releases

.gitignore

©1
LICENSE

\ELGIE
Packages
README.md

compose.yaml

go.work
Deployments 36

. dev
README MIT license

¢ Openlelemetry Handson Languages

Go HCL
Makefile Dockerfile



https://github.com/CyberAgentAI/otel-handson

Repository

e backend/
9 Tl S NAPI

DOSBLB>T-6H>=ZTJLTKLKEE

c W

e backend-base/
ST INTUVLAELR—XDAPI
chZzdE—LTEES

e Infrastructure/

Terraform BEBADTWVWET
DLEBELTHSWVWET

|_

|

|

|

|

I__

|

|

|

|_
I__
I__

|

|
— .
I_..

S
Q

rh

o
Q

ckend-base

NN

compose.yaml

frastructure
env
modules

— 2
>

]




backend-base #E—79 3

« backend-base Z 3 — L T backed-{sukina-name} ICEX Zx 3
e AE—L7=71 L2 FJAD backend-base £ T backed-{sukina-
name} ICE¥#d 3 L farames s

e .env.example #E—L T .env Z{EK T 3
BACKEND NAME (C backed-{sukina-name} Z\L\n3%

 go.work IC backed-{sukina-name} ZiEHl B

...CyberAgentAl [otel-handson/backend—base backend-iw..
v log.go

...CyberAgentAl [otel-handson/baekend-base backend-iw..

...CyberAgentAl [otel-handson/backend—base backend-iw..

> W backend
> B backend-base

> H backend-iwami

otel-handson/backerd—base backend-iwa..
entAl/otel-handson/baekend-base backend-iwa..
gentAl/otel-handson/backend-basebackend-iwa..
otel-handson/backerd—base backend-iwa..

DD_API _KEY=your_apl_key_here
DD ENV=Llocal

> M Infrastructure BACKEND_NAME=backend-iwami




backend-base #E—9 3

e UMTFAR YV RFDRITTEITTEIK C L %2HER TS (dockeris’E)
+ Hello, handson-{sukina-name} R > T Z /= 5 I
e CCEXTTE-S5PRZHEHLTmerge 9%

> make run/backend

> curl localhost:8080/handson

{"message" : "Hello, handson-iwami"}




ECR = 1EFR

e Infrastructure/env/base-infra/main.tf @ locals.prefixes I backed-
{sukina-name} Z:EMN (PREHY. A7V IFITHDTHRL)

o ${prefix}-server-image : handson-api A
» ${prefix}-loadtest-image : loadtest A

locals {
prefixes = [
"backend",

"backend-base”

|
¥




e main IC¥— &N B . PipeCD Agent *BET terraform apply

Piped version YIR:Y#I is available!

TERRAFORM_APPLY

[2024-05-15
[2024-05-15
[2024-05-15
[2024-05-15
[2024-05-15

[2024-05-15
[2024-085-15
[2624-085-15

.:Pipe ai-handson-24 ~

[2624-085-15 17:58:47 +09:00]

Plan: 4 to add, © to change, 6 to destroy.
module.
module.
module.
module.
module.
module.
module.
module.

Apply complete! Resources: 4 added, @ changed, 0 destroyed.

@& SUCCESS 5 minutes ago | env:dev | [ layer:infra

The deployment was completed successfully

Deployment ID 27b4800d-631d-4f21-a0c9-0e11d6alad5e I_D Commit Add backend-iwami to prefixes in main.tf (#44) (e13ded3 [4)
Application base-infra Triggered by Shota Iwami

Piped ai-handson-24-pipecd-agent

Platform Provider terraform-dev

Summary Sync with the specified progressive pipeline

base.

base
base

base.

base

base.

base

base.

Outputs:

base =

“vpc_

}

Successfully applied changes

id"

Applications Deployments Chains 3 .

@& TERRAFORM_PLAN @ TERRAFORM_APPLY

aws_ecr_repository.repositories|["backend-iwami-loadtest-image"]: Creating...
.aws_ecr_repository.repositories["backend-iwami-server-image"]: Creating...
.aws_ecr_repository.repositories["backend-iwami-server-image"]: Creation complete after 0s [id=backend-iwami-server-image]
aws_ecr_repository.repositories["backend-iwami-loadtest-image"]: Creation complete after O@s [id=backend-iwami-loadtest-image]
.aws_ecr_lifecycle_policy.repository_policies|["backend-iwami-server-image"]: Creating...
aws_ecr_lifecycle_policy.repository_policies["backend-iwami-loadtest-image"]: Creating...

.aws_ecr_lifecycle_policy.repository_policies|["backend-iwami-loadtest-image"]: Creation complete after @s [id=backend-iwami-loadtest-image]
aws_ecr_lifecycle_policy.repository_policies["backend-iwami-server-image"]: Creation complete after O@s [id=backend-iwami-server-image]

= "vpc-0151c2a580454e945"




ECR [C GitHUb )6 771 AXATZTSHLDICT S

o infrastructure/env/github-infra/main.tf @ locals.prefixes I backed-

{sukina-name} Z:&50 (PREY. A7V I FFTHDTHEL)
e OIDC ZFH L TAWSSIEITEFR&LSICTS

locals {
prefixes = [
"backend",

"backend-base”

|
¥




ECRIC GitHUb D' 7V ATE L DICT S

« PR @ pipecd plan preview T terraform plan ®D#ERbHRENS

github-actions

PipeCD |Plan_Preview | PipeCD M

Ran plan-preview against head commit of this pull request. PipeCD detected 1 updated applications and here are
their plan results. Once this pull request got merged their deployments will be triggered to run as these estimations.

Plans

app: , env: dev, kind: terraform

Sync strategy: PIPELINE
Summary: 0 to import, 0 to add, 1 to change, 0 to destroy

v Details (Click me)

Terraform will perform the following actions:

Plan: 0 to add, 1 to change, @ to destroy.

Note: You didn't use the -out option to save this plan, so Terraform can't
guarantee to take exactly these actions if you run "terraform apply" now.
0 to import, @ to add, 1 to change, @ to destroy




ECR IZ image % push 93 actions %Z {ERk

o .github/workflows/distribute-backend-base.yaml Z copy L T.github/
workflows/distribute-backend-{sukina-name}.yaml & D C T 3

e TODO O X > FHDOWVWTWBIEFR%Z backend-base = backend-{sukina-
name} ICEET S

e CEIEHPRZHEHLTmerge 9%



ECR [C image Z push 93

e TZ7-5 workflow dispatch TiE&8H L TH S

actions Z {ERk

y

0 CyberAgentAl / otel-handson &

Code Issues Pull requests

ACtiOI‘IS New workflow

All workflows

distribute / backend
distribute / backend-base
distribute / backend-iwami

PipeCD PlanPreview

Caches
Deployments
Attestations

Runners

1

Actions Projects Security Insights Settings

distribute [ backend-iwami

0 workflow runs

This workflow has a workflow_dispatch event trigger.

Use workflow from

Branch: main ¥

Run workflow

This workflow has no runs yet.

Run workflow




ECR IZ image % push 93 actions %Z {ERk

o RXIf L'Cmat“OK

O CyberAgentAl / otel-handson &

Code Issues Pull requests 1 Actions Projects Security Insights Settings

distribute / backend-iwami Re-run all jobs

Summary
container-images (dev)

container-images (dev)

Usage

Workflow file




PipeCD EH® ECS @ config Z BN

o infrastructure/env/handson-api-base Z copy L T infrastructure/env/

handson-api-{sukina-name} (C 9 3

e MITFT771IL®D TODO &4 % base — {sukina-name} ICEET S

app.pipecd.yaml

PipeCD A7 7 r—> 3 > %5889 518D config
servicedef.yaml. taskdef.yaml

ECS DERTE



app.pipecd.yaml

e Spec.name

 PipeCD {lITE259 5 component D441
e spec.eventWatcher
¢ RIIT > ZT D actions DREIC A FO—

IWTL—=2ICx LT event Z2iX>TW3
« Event Name H'—Et L 7=FRIC config @
T—REETRRD
e ECRDA X—UHEHENI-5. B
HYIC ECS Task THEE L TLV5 image
D version HbEZ T NBELSICHD

apiVersion: pipecd.dev/vlbetal
kind: ECSApp
spec:
name: handson-ap1i-base
labels:
env: dev
Layer: backend
1hput:
serviceDefinitionFile: servicedef.yaml
taskDefinitionFile: taskdef.yaml
description: |
Service to providing hands-on REST APIs to end-
users.
eventWatcher:
- matcher:
name: handson-api-image-update-base
labels:
app: handson-ap1i-base
env: dev
handler:
type: GIT_UPDATE
config:
commitMessage: "[backend-base] Upgrade
handson-ap1 service to the latest version”
replacements:
- file: taskdef.yaml
yamlField: $.containerDefinitions[@].image




e app.pipecd.yaml Z main [C merge L7

PipeCD CP T application =

e Applications ® T +ADD %33R

» Platform Provider T ecs-dev % EiR.
=60 %3k

RSB

0: Pipe

+ ADD

Status

N/A

N/A

Q Synced

Q Synced

Q Synced

ai-handson-24

Name

handson-api-
base

handson-api

github-infra

base-infra

handson-api-
infra

v

Kind

ECS

ECS

TERRAFORM

TERRAFORM

TERRAFORM

Labels

env: dev
layer:
backend

env: dev
layer:
backend

env: dev
layer: infra

env: dev
layer: infra

env: dev
layer: infra

Piped version YIR:YMI is available!

Artifact Versions

backend-base-server-
image:v0.1.0-... (4
agent:7.48.1 &
backend-base-loadtest-
image:v0.1.0-... (4

backend-iwami-server-
image:v0.1.0-... (4
agent:7.48.1 (4
backend-iwami-loadtest-
image:v0.1.0-... 4

github: &

base: [4

handson-api: [4

Updated At

7 minutes
ago

24 minutes
ago

30 minutes
ago

44 minutes
ago

5 hours ago

X

Applications Deployments Chains 3 ‘

C REFRESH X HIDE FILTER

Filters CLEAR
Application Name v
Piped v
Kind
All -
Sync Status
All v

Active Status

All

Labels

| |

TEEBYRICLWNS

plication T#IE ¥ name (cL

~

ADD FROM SUGGESTIONS @ ADD MANUALLY 125%

Add a new application to "ai-handson-24" project

° Select piped and platform provider

Piped Platform Provider

ai-handson-24-pipecd-age... ~ ecs-dev v
° Select application to add

Application

{ name: handson-api-iwami, repo: otel-handson v

e Confirm information before adding

Kind

ECS

Path Config Filename

infrastructure/env/handson-aj app.pipecd.yaml

Label 0
env: dev

Label 1
layer: backend

SAVE CANCEL




PipeCD CP T application =

e LI TSHLECSIC

erviceZ EIML T N3

Piped version V0R:YMI is available! X Piped version V0R:YWI is available!
ai-handson-24 ~ Applications Deployments Chains & . ‘:Pipe[ﬁ@ ai-handson-24 ~ Applications Deployments Chains  § ‘
C REFRESH X HIDE FILTER Q SUCCESS a minute ago | env:dev layer: backend
The deployment was completed successfull
2024/05/15 Filters CLEAR - ) y
Deployment ID 4fe4e38c-6898-4cch-be67-chb4ebd414d16 FD Commit Upgrade handson-api and loadtest services to the latest version (#48) (440814c [4)
Application handson-api-iwami Triggered by Shota Iwami
handson-api-iwami ECS = env:dev layer: backend . . .
: : Piped ai-handson-24-pipecd-agent
PENDING a few seconds ago Application Name - ‘
Platform Provider ecs-dev
Summary Quick sync to deploy image v0.1.0-84-gf51709e and configure all traffic to it (pipeline was not
. Application Kind configured)
handson-apl-base ECS  env:dev layer: backend )
@& success 11 minutes ago All -
@& Ecs_syneC
handson-api-base ECS = env:dev layer: backend . L
Q SUCCESS 14 minutes ago Application Id v
ECS_SYNC Deploy the new version and configure all traffic to it X
Deployment Status 1 [2624-085-15 Preparing deploy source at target commit (440814cc4bebelbbe49700f7aa703756e5494caa)
handson-api ECS  env: dev layer: backend Al - 2 [2024-05-15 Successfully cloned the target commit
0 SUCCESS 28 minutes ago < [2024-05-15 Successfully loaded the application configuration file
4 [2024-085-15 Successfully prepared deploy source at target commit (440814cc4be6elbbe49700f7aa703756e5494caa)
5 [2624-065-15 Loading task definition manifest at commit 440814cc4be6belbbe49706f7aa703756e5494caa
. ) [2024-05-15 Successfully loaded the ECS task definition at commit 440814cc4be6e1bbe49700f7aa703756e5494caa
@ success handson-api-base tcs env:dev  layer: backend 28 minutes a0o Labels v 7 [2024-05-15 Loading service manifest at commit 448814cc4be6elbbe49700f7aa703756e5494caa
9 8 [2024-085-15 Successfully loaded the ECS service definition at commit 440814cc4be6elbbe49700f7aa703756e5494caa
) [2624-85-15 Loading target groups config at the commit 440814cc4bebel1bbe49700f7aa703756e5494caa
[2024-085-15 No target groups were set at commit 440814cc4bebelbbe49700f7aa703756e5494caa
. . [2624-065-15 Start applying the ECS task definition
- :d | i
Q SUCCESS glthUb infra TERRAFORM (env:dev aver-intra 34 minutes ago [2024-065-15 Start applying the ECS service definition
[2024-085-15 Start rolling out ECS task set
[2024-085-15 Successfully applied the service definition and the task definition for ECS service handson-api-iwami and task definition of family ha
ndson-app-cluster-handson-api
base-infra TERRAFORM  env: dev layer: infra
Q SUCCESS an hour ago

X




ECSICEEBINTNTULWAMIRICITL

 ECS -> handson-app-cluster IC Service HENM TN TULNIEIH

TR T



https://ap-northeast-1.console.aws.amazon.com/ecs/v2/clusters/handson-app-cluster?region=ap-northeast-1

Datadog IC Log &= R.IC

« Datadog icAJ 1> LTAOJZRIC1T<

Views Ei:) Logs 4 Save 15m Past 15 Minutes T v | |« m Q S

ﬂ Search for | Q_ Filter your logs <[>

DATADOG Group into = Fields = Patterns = Transactions

Q Goto.. 8 +K Visualize as N8 7 Timeseries & Toplist = Table [ Tree Map @ €M Pie Chart % Scatter Plot NEW
J) Recent b
4 Dashboards o s 1836 1837 1838 18:39 1840 18:41 18:42 18:43 18:44 1845 1846 18:47 18:48 1849
G LI Q_ Search facets Hide Controls 38.1k logs found o, Download as CSV  More... & Options
Watchdog /2 Showing 9 of 9 + Add 5 m Watchdog Insights
Service Mgmt v CORE
{' DATE HOST SERVICE CONTENT
> Index
Infrastructure May 15 18:49:35.603 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T69:49:35.603Z level=INFO msg="Request handled successfully" env=dev service=handson-base version=""
e > Source @ May 15 18:49:35.603 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-65-15T69:49:35.603Z level=INFO msg=dbQuery env=dev service=handson-base version="" git.commit.sha=060e6418c..
> Host @ May 15 18:49:35.489 /aws/ecs/handson-app-cluster/handson-api cloudwatch contacts [ 11% ] ©3/58 VUs 0h12m59.08s/2hOm@s 5.00 iters/s
Digital Experience May 15 18:49:35.489 /aws/ecs/handson-app-cluster/handson-api cloudwatch running (0h12m59.6s), ©3/50 VUs, 3892 complete and @ interrupted iterations
Software Delivery Vv Service @ May 15 18:49:35.471 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-85-15T09:49:35.471Z level=INFO msg="Request handled successfully" env=dev service=handson-base version=""
' 2 cloudwatch 36.5k May 15 18:49:35.471 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-65-15T09:49:35.471Z level=INFO msg=dbQuery env=dev service=handson-base version="" git.commit.sha=060e6418c..
Security May 15 18:49:34.871 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-65-15T09:49:34.871Z level=INFO msg="Request handled successfully" env=dev service=handson-base version=""
' v Status @ May 15 18:49:34.871 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-65-15T69:49:34.871Z level=INFO msg=dbQuery env=dev service=handson-base version="" git.commit.sha=060e6418c..
Metrics (v/] lError 0 May 15 18:49:34.866 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T69:49:34.8667 level=INFO msg="Request handled successfully" env=dev service=handson-base version="" ..
Logs & [ warn 9 May 15 18:49:34.866 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-65-15T69:49:34.8667 level=INFO msg=dbQuery env=dev service=handson-base version="" git.commit.sha=060e6418c..
™ | Info 36.5k May 15 18:49:34.850 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T69:49:34.8507 level=INFO msg="Request handled successfully" env=dev service=handson-base version="" ..

May 15 18:49:34.850 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T69:49:34.8507 level=INFO msg=dbQuery env=dev service=handson-base version="" git.commit.sha=00e6418c..

v ERROR TRACKING

May 15 18:49:34.816 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T69:49:34.8167 level=INFO msg="Request handled successfully" env=dev service=handson-base version=

> IssueID May 15 18:49:34.816 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T69:49:34.8167 level=INFO msg=dbQuery env=dev service=handson-base version="" git.commit.sha=00e6418c..

~ OTHERS May 15 18:49:34.750 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T69:49:34.7507 level=INFO msg="Request handled successfully" env=dev service=handson-base version=""
May 15 18:49:34.750 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-085-15T09:49:34.7507 level=INFO msg=dbQuery env=dev service=handson-base version="" git.commit.sha=060e6418c..

> Name May 15 18:49:34.633 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T69:49:34.633Z level=INFO msg="Request handled successfully" env=dev service=handson-base version=""

> Env May 15 18:49:34.633 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-65-15T09:49:34.6337 level=INFO msg=dbQuery env=dev service=handson-base version="" git.commit.sha=060e6418c..

May 15 18:49:34.630 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-85-15T69:49:34.630Z level=INFO msg="Request handled successfully" env=dev service=handson-iwami version=""..
> aws.awslogs.logStream

May 15 18:49:34.630 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-65-15769:49:34.6307 level=INFO msg=dbQuery env=dev service=handson-iwami version="" git.commit.sha=00e6418..

May 15 18:49:34.597 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-85-15T09:49:34.597Z level=INFO msg="Request handled successfully" env=dev service=handson-base version=

May 15 18:49:34.597 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-65-15T69:49:34.5977 level=INFO msg=dbQuery env=dev service=handson-base version="" git.commit.sha=060e6418c..

P~ Integrations

May 15 18:49:34.585 /aws/ecs/handson-shared-cluster/pipecd-.. cloudwatch found 8 candidates: 8 commit candidates and © out_of_sync candidates
"2) May 15 18:49:34.517 /aws/ecs/handson-app-cluster/handson-api cloudwatch contacts [ 1% | ©2/50 VUs @h@1m@4.0s/2hom@s 5.00 iters/s
May 15 18:49:34.517 /aws/ecs/handson-app-cluster/handson-api cloudwatch running (6h@1m@4.8s), 62/56 VUs, 318 complete and @ interrupted iterations

A+ I ? May 15 18:49:34.490 /aws/ecs/handson-app-cluster/handson-api cloudwatch contacts [ 11% ] 83/50 VUs 0h12m59.0s/2h@m@s 5.00 iters/s
Invite  Support  Help

May 15 18:49:34.490 /aws/ecs/handson-app-cluster/handson-api cloudwatch running (0h12m59.6s), ©3/50 VUs, 3892 complete and @ interrupted iterations
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nfrastructure

I
= APM
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H Logs
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& o2

Invite Support  Help

Views Eb Logs

Search for | Q_ Filter your logs

=+ Save

Group into  Fields  Patterns = Transactions

Visualize as i Timeseries = Toplist = Table =% TreeMap €

1k

0k

T T
18:37 18:38
Q. Search facets

Z Showing 9 of 9 4+ Add

v CORE

> Index

> Source @
> Host @

v Service @

cloudwatch 36.5k

v Status @

| Error 0
Warn 9

Info 36.5k

v ERROR TRACKING
> IssueID

v OTHERS

> Name

> Env

T
18:39

T T
18:40 18:41

Hide Controls

> m Watchdog Insights

' DATE

May 15 18:50:35.485
May 15 18:50:35.485
May 15 18:50:34.859
May 15 18:50:34.822
May 15 18:50:34.585
May 15 18:50:34.529
May 15 18:50:34.585
May 15 18:50:34.491
May 15 18:50:34.312
May 15 18:50:34.312
May 15 18:50:34.139
May 15 18:50:34.090
May 15 18:50:33.943
May 15 18:50:33.853
May 15 18:50:33.848
May 15 18:50:33.848
May 15 18:50:33.669

May 15 18:50:33.549

42.0k logs found

T
18:42

HOST
/aws/ecs/handson-ajf
/aws/ecs/handson-aj
/aws/ecs/handson-af
/aws/ecs/handson-ajf
/aws/ecs/handson-st
/aws/ecs/handson-af
/aws/ecs/handson-aj
/aws/ecs/handson-aj
/aws/ecs/handson-af
/aws/ecs/handson-aj
/aws/ecs/handson-aj
/aws/ecs/handson-af
/aws/ecs/handson-aj
/aws/ecs/handson-aj
/aws/ecs/handson-af
/aws/ecs/handson-aj

/aws/ecs/handson-aj

/aws/ecs/handson-af Use 1/ L toview previ

INFO May 15, 2024 at 6:50:34.859 pm (half a minute ago)

HOST

@ /aws/ecs/handson-app-clu...

ALL TAGS

SERVICE
cloudwatch

125%

© ViewinContext £ Uy &

SOURCE
cloudwatch

env:dev component:handson-api-infra datadog.index:main datadog.submission_auth:api_key

forwardername:datadogintegration-forwarderstack-seh6ro-forwarder-qoypow8z4hsy name:ecs-handson-a...

time=2024-05-15T09:50:34.859Z level=INFO msg="Request handled successfully" env=dev

service=handson-base version=""

git.commit.sha=00e6418c57251171abad8ce35ce1814c253a5618
git.repository=github.com/CyberAgentAI/otel-handson

Event Attributes Trace 0 Metrics Processes
-}
-]
-
service cloudwatch
timestamp 1715766634859

ous/next log

1dson-aj
ndson-aj

1dson-aj

INFO May 15, 2024 at 6:50:34.859 pm (half a minute ago) 7R

© View in Context

HOST SERVICE

cloudwatch

SOURCE

@ /aws/ecs/handson-app-clu... cloudwatch

ALL TAGS
env:dev component:handson-api-infra datadog.index:main datadog.submission_auth:api_key
forwarder_memorysize: 1024 forwarder_version:3.110.0

forwardername:datadogintegration-forwarderstack-seh6ro-forwarder-qoypow8z4hsy name:ecs-handson-a...

time=2024-05-15T09:50:34.859Z level=INFO msg="Request handled successfully" env=dev

service=handson-base version=
git.commit.sha=00e6418c57251171abad8ce35ce1814c253a5618
git.repository=github.com/CyberAgentAI/otel-handson

Event Attributes Trace O Metrics Processes
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» backend-{sukina-name}/pkg/cli/

logger := slog.New(slog.NewTextHandler(os.Stdout,

. &slog.HandlerOptions{
entrypOInt.gO d handler %= Level: slogLevelFromString(flags.LoglLevel),

5,
JSON Handler ICEEJ 3 )
« BT make run/backend ZE17L
—C\ : ‘/7_'ﬂ'|7§|0)|:|7‘7'3\‘ json HZ:T:C logger := slog.New(slog.NewJSONHandler(os.Stdout,

&slog.HandlerOptions{

‘:7’3: O—C L\% : t %EE%,E';‘% Level: sloglLevelFromString(flags.LoglLevel),

b,
« PRZH LT merge 35 )

e PipeCD IC&»THFICHLLFT7OTTE
N3d3EDIciE>TWDS
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Go to... ¥ + K
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Dashboards
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Watchdog

Service Mgmt

Infrastructure
APM
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Software Delivery

Security

Metrics

(® Logs

M- Integrations

&

A+

s I

Invite  Support

Help

= Logs @+ Ssave

Views

15m Past 15 Minutes

Search for | Q Filter your logs <>
Group into  Fields @ Patterns = Transactions
Visualize as NS i Timeseries = Toplist = Table =9 TreeMap €N Pie Chart % Scatter Plot NEW
1k
Ok I I I I I I I I I I I I | I I
18:56 18:57 18:58 18:59 19:00 19:01 19:02 19:03 19:04 19:05 19:06 19:07 19:08 19:09 19:10
Q, Search facets Hide Controls 59.5k logs found ¥, Download as CSV = More... o3 Options
Z Showing 9 of 9 + Add > [} J Watchdog Insights
v CORE
J DATE HOST SERVICE CONTENT
> Index
May 15 19:10:45.687 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T10:10:45.687
> Source @ May 15 19:10:45.687 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T10:10:45.687
> Host @ May 15 19:10:45.668 /aws/ecs/handson-app-cluster/handson-api cloudwatch 2024-05-15 10:10:45 UTC | CO
May 15 19:10:45.489 /aws/ecs/handson-app-cluster/handson-api cloudwatch running (0h34m@9.6s), ©3/56
v Service @ May 15 19:10:44.965 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T10:10:44.965
cloudwatch May 15 19:10:44.859 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-065-15T10:10:44.859
handson-iwami May 15 19:10:44.859 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T10:10:44.859
May 15 19:10:44.845 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T10:10:44.845
v Status @ May 15 19:10:44.845 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T10:10:44.845
' Error 0 May 15 19:10:44.752 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T10:10:44.752
Warn 3 May 15 19:10:44.589 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-05-15T10:10:44.589
Info 59.8k May 15 19:10:44.589 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-065-15T10:10:44.589
May 15 19:10:44.578 /aws/ecs/handson-app-cluster/handson-api cloudwatch time=2024-065-15T10:10:44.578




e H4537® Service D Log FZITZBDADHBIELSICHEH>TULS

O Datadog @ Log ZR 5 &

o

W

DATADOG

Go to... ¥ + K

Recent
Dashboards

Monitors

Watchdog

Service Mgmt

Infrastructure
APM

Digital Experience
Software Delivery

Security

Metrics

Logs

Integrations

&

) ?

Support

A+

Invite Help

Views

= Logs

-+ Save

15m Past 15 Minutes

= v«

Q

e\
|

Search for § Q. service:handson-iwami X [ <[> O
Group into  Fields @ Patterns @ Transactions
Visualize as NS % Timeseries = Toplist = Table =9 Tree Map €M Pie Chart - Scatter Plot NEW
200
0 I I I I I I I I I I I I I I I
18:58 18:59 19:00 19:01 19:02 19:03 19:04 19:05 19:06 19:07 19:08 19:09 19:10 19:11 19:12
Q_ Search facets Hide Controls 4.48k logs found ¥, Download as CSV = More... £ Options
& Showing 9 of 9 + Add > | Watchdog Insights
v CORE
J' DATE HOST SERVICE CONTENT
> Index
May 15 19:11:56.307 /aws/ecs/handson-app-cluster/handson-api handson-iwami Request handled successfully
> Source @ May 15 19:11:56.307 /aws/ecs/handson-app-cluster/handson-api handson-iwami dbQuery
> Host ® May 15 19:11:56.268 /aws/ecs/handson-app-cluster/handson-api handson-iwami Request handled successfully
May 15 19:11:56.268 /aws/ecs/handson-app-cluster/handson-api handson-iwami dbQuery
v Service @ May 15 19:11:56.107 /aws/ecs/handson-app-cluster/handson-api handson-iwami Request handled successfully
cloudwatch - May 15 19:11:56.107 /aws/ecs/handson-app-cluster/handson-api handson-iwami dbQuery
handson-iwami 4.48k May 15 19:11:56.026 /aws/ecs/handson-app-cluster/handson-api handson-iwami Request handled successfully
May 15 19:11:56.026 /aws/ecs/handson-app-cluster/handson-api handson-iwami dbQuery
Vv Status @ May 15 19:11:55.943 /aws/ecs/handson-app-cluster/handson-api handson-iwami Request handled successfully
EI 'Ernar 0 May 15 19:11:55.943 /aws/ecs/handson-app-cluster/handson-api handson-iwami dbQuery
Warn 0 May 15 19:11:55.861 /aws/ecs/handson-app-cluster/handson-api handson-iwami Request handled successfully
& | Info 4.48k May 15 19:11:55.861 /aws/ecs/handson-app-cluster/handson-api handson-iwami dbQuery

15

19:

11

:55.

808

/aws/ecs/handson-app-cluster/handson-api

handson-iwami

Request handled

successfully
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HOST SERVICE SOURCE
@ /aws/ecs/handson-app-cluster/h... handson-iwami cloudwatch
ALL TAGS

env:dev component:handson-api-infra datadog.index:main datadog.submission_auth:api_key forwarder_memorysize:1024
forwarder_version:3.110.0 forwardername:datadogintegration-forwarderstack-seh6ro-forwarder-qoypow8z4hsy

name:ecs-handson-app-cluster-handson-api source:cloudwatch sourcecategory:aws terraform:true

Request handled successfully ]
Event Attributes Trace 0 Metrics Processes
B
8 aws
]
env dev
B git
8 commit

sha ad48f099208c6608a3bbaefa7a8978e18cc1a8ca

repository github.com/CyberAgentAI/otel-handson

host /aws/ecs/handson-app-cluster/handson-api

id 38262965568994511572485792851456609396878063908641505327
level INFO

service handson-iwami

time 2024-05-15T10:13:46.059313372Z

timestamp 1715768026062

version



HOST SERVICE SOURCE
@ /aws/ecs/handson-app-cluster/h... handson-iwami cloudwatch
ALL TAGS

env:dev component:handson-api-infra datadog.index:main datadog.submission_auth:api_key forwarder_memorysize:1024
forwarder_version:3.110.0 forwardername:datadogintegration-forwarderstack-sehéro-forwarder-qoypow8z4hsy

name:ecs-handson-app-cluster-handson-api source:cloudwatch sourcecategory:aws terraform:true

Request handled successfully m]
Event Attributes Trace O Metrics Processes // backend—{sukina—name}/app/api/handson/log.go
(-]
B aws func LogAttributes(ctx context.Context, attrs [Jany) [Jany {
. lattrs := [Jany{
slog.String("env", "dev"),
slog.String("service"”, version.Get().ServiceName),
slog.String("version"”, version.Get().Version),
slog.String("git.commit.sha”, version.Get().GitCommit),
slog.String("git.repository"”, version.Get().GitRepository),
env dev }
B git
B commit return append(lattrs, attrs...)

sha ad48f099208c6608a3bbaefa7a8978e18ccl1a8ca

repository github.com/CyberAgentAI/otel-handson

host /aws/ecs/handson-app-cluster/handson-api

id 382629065568994511572485792851456609396878063908641505327
level INFO

service handson-iwami

time 2024-085-15T10:13:46.059313372Z

timestamp 1715768026062

version
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Datadog @ OpenTelemetry


https://docs.datadoghq.com/ja/opentelemetry/

TracerD#JHAML

e backend-{sukina-name}/app/

api/cmd.go I tracer M#HEALAL
IR %600

e INit DR FIE 7. OpenTelemetry
ZFESAELTHDI 288K

logger.InfoContext(ctx, "Version", slog.String("version”,

v.String()))

cleanup, err := tracer.Init(ctx)
1f err !'= nil {
logger.ErrorContext(
ctx,
"Failed to initialize tracer”,

handson.ErrorLogAttributes(ctx, err)...,

)

return err

ks
defer cleanup.Shutdown(ctx)

httpServer.HandleFunc("/healthz", func(w
http.ResponseWriter, r *http.Request) {




Span®D&ts=

» backend-{sukina-name}/app/
api/handson/handson.go @

func (h *Handler) sleep50microsec(ctx

function sleep50micrisec |(c context .Context) §

span Z513&E L THL S !
¢« TEILHPRZV—LTHED !

time.Sleep(50 * time.Microsecond)
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1
I
I
I
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L J
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Handson localhost:4318 (http) Datadog
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Datadog @ OpenTelemetry


https://docs.datadoghq.com/ja/opentelemetry/

Datadog @ APM

e Service [CEHDDHDHEHTH=51ENTLS
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@ Security
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= Logs

P Integrations

&

&+ ) ?
Invite  Support  Help

AI-NG24-CyberAgent | (@ mwe s - -

"= APM Services 1h Past 1 Hour View All =
Q_ Search services envidev w
* TYPE SERVICE REQUESTS P99 LATENCY \l/ ERROR RATE
v [241 handson-iwami 0.2 req/s 1.14 ms
-l E— e

#% Watchdog 2d Past2 Days

L1 B
<
Watchdog hasn't detected any unusual
behavior for env:dev

ISSUE DETAILS

Xt Issues

ERROR COUNT

Q

l#a Dashboards View All —

77 & Host Counts

{} Containers - Overview
77 & Amazon Fargate Overview
{} Amazon EBS

v¢ & Amazon DynamoDB

v¢ & Amazon DynamoDB

¢ & Amazon Data Firehose
77 @ Amazon CodeWhisperer
ﬁ Amazon API Gateway

77 @ Amazon API Gateway
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Metrics

Logs
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Q  env:dev

=+ Add another span query

Visualize as SRS

Hide Facets

Q. Search facets

Z Showing47of47 4 Add
v CORE

v Duration

Min Ons = Max 7.8ms

@ @
v Status

J Error 0
Ok 951

> Env
Vv Service

handson-iwami

v

Language

v Resource

handson.sleep1micr...

v

Operation Name

v

Span Kind

v

Tracer Analytics

> Type

951

Traces

Wi Timeseries

Profiles

Instrumentation NEw

= Top List

operation_name:handson_iwami.internal

Table = =% Tree Map

> Requests, Errors, and Latency

5 spans/s

J DATE

May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May

15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15

19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19
19

142
142
142
142
142
142
142
142
142
142
142
142
142
142
142
142
142
142
142

121
121
121
121
121
120
120
120.
20
120.
119
119
119
119
:19.
:19.
119
119
:19.

.930
.731
.531
.331
.133
.931
.731

531

.331

131

.952
.931
.753
.731

552
531

.351
.331

152

SERVICE
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami
handson-iwami

handson-iwami

4+ Save

service:handson-iwami

¢N Pie Chart = .° Flow Map
RESOURCE DURATION
handson.sleepimicrosec 95.4 us
handson.sleepimicrosec 1.12 ms
handson.sleepimicrosec 1.08 ms
handson.sleepimicrosec 1.9 ms
handson.sleepimicrosec 55.5 s
handson.sleepimicrosec 1.08 ms
handson.sleepimicrosec 1.809 ms
handson.sleepimicrosec 1.08 ms
handson.sleepimicrosec 1.10 ms
handson.sleepimicrosec 1.11 ms
handson.sleepimicrosec 1.88 ms
handson.sleepimicrosec 1.08 ms
handson.sleepimicrosec 1.51 ms
handson.sleepimicrosec 1.08 ms
handson.sleepimicrosec 1.08 ms
handson.sleepimicrosec 1.12 ms
handson.sleepimicrosec 1.05 ms
handson.sleepimicrosec 1.88 ms
handson.sleepimicrosec 1.08 ms

METHOD

Past 15 Minutes

X | <[>

STATUS CODE

m]

in

Il Pause

© Documentation

All Spans

& Options




Datadog M APM

e Span%Z S5 F L FHETEFTLWNIZE handson.sleep5S0microsec B EDRT S

nai9

"== APM Service Catalog Traces handson-iwami > handson.sleep1microsec > trace_id 853589639a458c7a123203744dfcd14f Open Full Page [7 X

m Views Search for SsEI  Traces NEW

p70 A (@ 1.10ms = May 15 19:43:53.730 (just now)

Trace: Flame Graph Span List 1 Map Hide Legend
0 100 s 200 ps 300 s 400 s 500 s 600 s 700 s 800 s 900 ps 1ms 1.1 Service % Exec Time +
env:dev operation_name:handson
Q Goto.. % +K & P I handson-iwami  100% [N
=+ Add another span query
Recent
Visualize as IS8 % Timeseries =1
Dashboards
Monitors
Hide Facets
Watchdog
. Search facets 5
Service Mgmt Q b m
2 Showing 47 of 47 + Add
Infrastructure ~ CORE > Reques
* APM v Duration
Digital Experience Min ons | Max 7.8ms 5 spans/s
Software Delivery O O \ DATE
May 15 1
Securit v
y Status May 15 1
| Error 0 May 15 1 : ‘
Metrics y handson-iwami handson_iwami.internal > handson.sleep1microsec : p70 1A (D 1.10ms  100% total exec time
Ok 1.67k May 15 1
Logs May 15 1 Span: Info Infrastructure Metrics Logs © Network Processes Code Hotspots
> Env May 15 1
v Span Tags
Vv Service May 1538
May 151 o
handson-iwami 1.67k Q
May 15 1 8 deployment
May 15 1 environment dev
> Language
May 15 1
Vv Resource May 15 1 8 otel
handson.sleep1micr...  1.67k May 15 1 8 library
May 15 1 name handson-iwami
M- Integrations > Operation Name May 15 1
status_code Unset
‘,\ . May 15 1
v > Span Kind woy 198 trace_id 853589639a458c7a123203744dfcd14f
3+ ) S > Tracer Analytics May 15 1
: B service
Invite  Support  Help May 15 1

> TVDe varceinn

e ——————————————————————————
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func (h *Handler) sleep5@microsec(ctx context.Context) {

ctx, span := tracer.StartSpan(ctx, "handson.sleep5@microsec")
defer span.End()

time.Sleep(50 * time.Microsecond)
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net/http

o https://httpbin.org &L\ 5 Ew 75 —/\IC net/http ZEALT7I71E AL

TULD

/handson

« —DIREIFIVRERAMHEZRTS

handson

|

sleep 50 microsec

http GET

http POST

http PUT

DB Query

Random Error

— T ——

func (h *Handler) handson(w http.ResponseWriter, r *http.Request) (int, error) {

ctx := r.Context()

h.sleepSOmicﬁoséc(ctx)

Exteri A Call

if err :=Hh.re$tH££pBin(ctx, http.MethodGet, "get"); err != nil {

return http.StatusInternalServerError, err

}

Exteri A Call ent

errGroup, errCtx := errgroup.WithContext(ctx)

errGroup.Go(func() error {
return h.restHttpBin(errCtx, http.MethodGet, "get")

19

errGroup.Go(func() error {
return h.restHttpBin(errCtx, http.MethodPost, "post™)

D)

errGroup.Go(func() error {
return h.restHttpBin(errCtx, http.MethodPut, "put™)

B

if err := errGroup.Wait(); err != nil {
return http.StatusInternalServerError, err
}

if err := h.dbQuery(ctx); err != nil {
return http.StatusInternalServerError, err
}

if err := h.randomError(radomErrorRate); err != nil {

return http.StatusInternalServerError, err

}

return http.StatusOK, nil



https://httpbin.org

e Sialc Go. RFEMIC net/http B ¥
» backend-{sukina-name}/pkg/htt

Registry TRRELTHARLTHLELD

NTRELTHELD
[httpserver/server.go &7

N

»
"OpenTeIemetry

Docs Ecosystem Status Community Blog English >

Registry

Find libraries, plugins, integrations, and other useful tools for using and extending OpenTelemetry.

The OpenTeIemetry Registry allows you to search for instrumentation libraries, coIIector components, utilities, and other useful projects in the OpenTelemetry ecosystem.

Instrumentation ~

splunkhttp — Instrumentation for net/http
by Splunk Inc.

Splunk specific instrumentation for the Golang net/http package. Go

Language

Instrumentation
Component

Apache 2.0

License

©)_Repository

Go package net/http instrumentation

by 2 OpenTelemetry Authors %+

Package http provides a http.Handler and functions that are intended to be used to add tracing by wrapping existing handlers (with Handler)

Go
and routes WithRouteTag.

Language

Instrumentation

(5%

Q_ Search this site...
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WAL CATRKLICTED

Traces > @ handson-iwami > GET /handson > trace_id a07bc724b6c0062600ec7e877c4ecaff

psiA @ 352ms | | GET |BEX® May 15 20:31:17.836 (just now)

Trace: Flame Graph Span List 6

0
[

50 Ims

N

Map Hide Legend

100|ms 150|ms 200|ms 250|ms 300|ms 350|r Service W % Exec Time =

GET /handson

A4 f;l @
@ handson-iwami handson_iwami.internal > handson.sleep1microsec @ p2 1A (D 646pus  <0.1% total exec time
Span: Info Infrastructure Metrics Logs © Network Processes Code Hotspots
v Span Tags

=2
& deployment ¢

environment dev

& otel |
& library

=11 @ handson-iwami  100% [N
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net/http

—:w Search packages or symbols Why Go ~ Learn Docs ~ Packages Community ~

Discover Packages > go.opentelemetry.io/contrib/instrumentation/net/http

http package module

Version: v0.11.0 ( Latest | Published: Aug 25, 2020 | License: Apache-2.0 | Imports:12 | Imported by: 3

Jump to ... <> Documentation Details

Valid go.mod file @

Documentation Redistributable license @

Overview
Overview Tagged version @
Package http provides a http.Handler and functions that are intended to be used to add tracing by wrapping existing handlers (with

Index Handler) and routes WithRouteTag. ® Stable version @

Constants Learn more about best practices

Index _
Variables Repository

Constants .
github.com/open-telemetry/opentelemetry-g...
func NewHandler(handler http.Handler, operation string, opts ...Option) http.Handler

Types func WithRouteTag(route string, h http.Handler) http.Handler
type Config (® Open Source Insights
Source Files func NewConfig(opts ...Option) *Config
type Filter

Functions
Links

Directories
type Handler

func (h *Handler) ServeHTTP(w http.ResponseWriter, r *http.Request)
type Option
func WithFilter(f Filter) Option
func WithMessageEvents(events ...event) Option
func WithMeter(meter metric.Meter) Option
func WithPropagators(ps propagation.Propagators) Option
func WithPublicEndpoint() Option
func WithSpanNameFormatter(f func(operation string, r *http.Request) string) Option
func WithSpanOptions(opts ...trace.StartOption) Option
func WithTracer(tracer trace.Tracer) Option
type OptionFunc
func (o OptionFunc) Apply(c *Config)
type Transport
func NewTransport(base http.RoundTripper, opts ...Option) *Transport
func (t *Transport) RoundTrip(r *http.Request) (*http.Response, error)

Examples

NewHandler
NewTransport




net/http

// backend-{sukina-name}/pkg/http/httpserver/server.go

func NewServer(port int, gracePeriod time.Duration, logger slog.Logger) *Server {
s := &Server{

} "

s.mux = http.NewServeMux()

s.server.Handler = otelhttp.NewHandler(s.mux, "httpServer™)

return s




net/http

// backend-{sukina-name}/pkg/http/httpserver/server.go
func (s *Server) HandleFunc(..) {

otelHandler := otelhttp.WithRouteTag(pattern, http.HandlerFuncChandler))
s.mux.Handle(pattern, otelHandler)




net/http

// backend-{sukina-name}/app/api/cmd.go
httpClient := &http.Client{

Transport: otelhttp.NewTransport(http.DefaultTransport),




database/sql

e sglite3 I LTT72EALTWS
e cNBHFBILELSICETELTHLEDS

func (h *Handler) handson(w http.ResponseWriter, r *http.Request) (int, error) {
ctx := r.Context()

/ h a n d S O n e

Evwd { ]
cXtcel UL ¥/ |

if err := h.restHttpBin(ctx, http.MethodGet, "get"); err != nil {
return http.StatusInternalServerError, err

o —DIEITTIVRRALIU D EZXTS } ceermat Ao cott comcurrentts

errGroup, errCtx := errgroup.WithContext(ctx)

errGroup.Go(func() error {
return h.restHttpBin(errCtx, http.MethodGet, "get")

handson b
errGroup.Go(func() error {
return h.restHttpBin(errCtx, http.MethodPost, "post™)
A 1)
sleep 50 microsec errGroup.Go(func() error {
return h.restHttpBin(errCtx, http.MethodPut, "put™)
1)
if err := errGroup.Wait(); err != nil {
return http.StatusInternalServerError, err
http GET http POST http PUT }
return http.StatusInternalServerError, err
DB Query }
; if efr 1= h.rahdomError(radomErrorRate); err != nil {
return http.StatusInternalServerError, err
Random Error }
return http.StatusOK, nil




WAL CATRKLICTED

DATADOG

Q Goto.. % +K

Recent
Dashboards
Monitors
Watchdog

Service Mgmt

Infrastructure
APM

Digital Experience
Software Delivery

Security

Metrics

Logs

- Integrations

&

a+ ) ?
Invite  Support  Help

-
Traces handson-iwami GET /handson trace_id a77d00d17128790fe17ba670cdd03de7
pasIA D 395ms | GET [ERIYI® May 15 20:43:35.516 (just now)
Trace: Flame Graph Span List 8 Map Hide Legend
0 50 Ims 100I ms 150|ms 200I ms 250I ms 300I ms 350|ms m Service % Exec Time =
handson-iwami  100% [
handson-iwami go.opentelemetry.io_contrib_instrumentation_net_http_otelhttp.server > GET /handson : pas |A (D 395ms  100% total exec time
Span: Info Infrastructure Metrics Logs © Network Processes Code Hotspots
v Span Tags
e
Q
& deployment
environment dev
& http
method GET
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database/sql

func Init(ctx context.Context, logger slog.lLogger) (*sql.DB, error) {

db, err := otelsqgl.Open(
"sglite3",
"file: :memory:?cache=shared",
otelsqgl .WithAttributes(semconv.DBSystemSqglite),

)
1f err 1= n1l {
return nil, cerror.Wrap(err, "failed to open sqlite")

¥

return db, nil
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Span ID/Trace ID

e OJIC Span ID. Trace ID Z{1i AT

 OUDRELLIFICE D Trace H
DHDBESICHE S

» backend-{sukina-name}/app/
api/handson/log.go IZEMM L TH
&>

 Context MHA|C trace IBEHRHM A ST
WADTEDODHLTES

func LogAttributes(ctx context.Context, attrs [Jany) [Jany {
span := trace.SpanFromContext(ctx)
lattrs := [Jany{
slog.String("env", "dev"),
slog.String("service", version.Get().ServiceName),
slog.String("version", version.Get().Version),
slog.String("git.commit.sha", version.Get().GitCommit),
slog.String("git.repository",
version.Get().Gi1tRepository),
slog.String("trace.1d",
span.SpanContext().TraceID().String()),
slog.String("span.1id",
span.SpanContext().SpanID().String()),

slog.String("dd.service"”, version.Get().ServiceName),
slog.String("dd.version"”, version.Get().Version),
slog.String("dd.env", "dev"),
slog.String("dd.git.commit.sha",
version.Get().Gi1tCommit),
slog.String("dd.git.repository",
version.Get().GitRepository),
slog.String("dd. trace_1d",
span.SpanContext().TraceID().String()),
slog.String("dd.span_1d",
span.SpanContext().SpanID().String()),

¥

return append(lattrs, attrs...)




Trace — Log

e Trace D FIC Log HHH T3

Traces > @ handson-iwami > GET /handson > trace_id 71369bde69d024f53d38526eef92c145

pes A @ 611ms | | GET [ERIEI® May 1521:01:01.366 (just now)

Trace: Flame Graph Span List 8 Map Hide Legend

I0 50 Ims 100I ms 150I ms 200I ms 250I ms 300I ms 350I ms 400| ms 450I ms 500I ms 550I ms 600I ms Service = % Exec Time =

GET /handson 611 ms @ handson-iwami  100% [

GET 169ms | POST sq...

420 ms

PUT
GET

p65 LA @ 611 ms 100% total exec time

handson-iwami go.opentelemetry.io_contrib_instrumentation_net_http_otelhttp.server > GET /handson :

Span: Info Infrastructure Metrics Logs 2 Network Processes Code Hotspots

Q  TraceID trace_id:71369bde69d024f53d38526eef92c145

1 DATE SERVICE HOST B4

May 15 21:01:01.977 handson-iwami /aws/ecs/handson-app-cluster/handson-api

dbQuery

May 15 21:01:01.977 handson-iwami /aws/ecs/handson-app-cluster/handson-api

Request handled successfully

Copyright Datadog, Inc. 2024 - 35.34337150 - Master Subscription Agreement - Privacy Policy - Cookie Policy - Datadog Status — @ All Systems Operational




Log — Trace

e Log DEIET Trace h'HN D

p

Fﬂ Views Ei:)

Search for

Logs

Q. trace_id:71369bde69d024f53d38526eef92c145

4+ Save

INFO May 15, 2024 at 9:01:01.977 pm (1 minute ago) © Viewin Context # Uy 1 X

v ERROR TRACKING

> IssueID

Vv OTHERS

> Name

> Env

HOST SERVICE SOURCE
| @ /aws/ecs/handson-app-clu... handson-iwami cloudwatch
Group into  Fields  Patterns = Transactions
Visualize as (NSRS 7 Timeseries = Toplist = Table =% TreeMap €M PieChart ¢  ALLTAGS
~ envidev component:handson-api-infra datadog.index:main datadog.submission_auth:api_key
z forwarder_memorysize:1024 forwarder_version:3.110.0
forwardername:datadogintegration-forwarderstack-seh6ro-forwarder-qoypow8z4hsy name:ecs-handson-a... +4
’ 20:45 20:50 20:55 213
Request handled successfully al
Q. Search facets Hide Controls 2 logs found

Showing 9 of 9 Add : .
Z g + > m Watchdog Insights APM  View all Event Attributes Trace 1 Metrics Processes
N7 [@Of:8 .
S Index V DATE HOST handson... > GET /handson > trace_id 71369bde69d024f53d38526eef... View Trace Details [ X
May 15 21:01:01.977 /aws/ecs/handson-app-cluster/hands
p6s IA (D) 611 ms GeT [EIXI May 1521:01:01.366 (1m ago)

> Source @ May 15 21:01:01.977 /aws/ecs/handson-app-cluster/hands

0 100 ms 200 ms 300 ms 400 ms 500 ms 600 m Service = % Exec Time =
> Host Q | | | | | | |

GET /handson @ handson-iwami  100% [
v Service @ 169ms POST
handson-iwami 2
v Status @
| Error 0
Warn 0
Info 2

Use t / | toview previous/next log







randomeError

« backend-{sukina-name}/app/

const (

radomErrorRate = 0.5

api/handson/handson.go T—& [

32T Error D&% 9 5 function

func Ch *Handler) randomError(rate float64) error {

1f rate == 0 {

b\‘ﬁ% } return nil
° :d) rate % 0,5 ‘: LTI;-%% 1f rand.Floato4() < rate {

return cerror.New("random error")

FEETHLELD :

return nil




APM

e Error B HTWLW3B

DHaH B39

ad

== APM Service Catalog Traces Profiles Instrumentation NEw 1h  Past 1 Hour
w &2 handson-iwami - O
envidev « operation:go.opentelemetry.io_contrib_instrumentation_net_http_otelhttp.server +

=+ [ «]» e

|#a Dashboards ¥ & Service Info

DATADOG

No Monitors or Synthetic Tests

Q Goto.. 8 +K

3 Recent
Dashboards
Monitors
Watchdog

Service Mgmt

Infrastructure
APM

Digital Experience
Software Delivery

Security

Metrics

Logs

M- Integrations

o

a+ ) ?

Invite  Support  Help

v Service Summary

§° DEPLOYMENTS XX ERROR TRACKING @ SLOs + Create new

NOT CONFIGURED Get started [ @ NO ISSUES Error Rate: 9.95% NONE Get started [4

&) INCIDENTS

-+ Declare new

& NO REPORTED INCIDENTS

21:00

Requests and Errors ¥ 18.4k total (5.1 req/s) Errors = 1.83k total (0.5 req/s)
600
200
400
200 D100
0 T T T 0 T — - T ——
20:15 20:30 20:45 21:00 20:15 20:30 20:45
Hits @@ Errors @ Errors
Latency ~ Dependency Map
[ I ] [l [ ]
2
1.5 ,
_g “ ‘ 1
g | ) W W\AP
0.5 NAASNAAL
0 \ . .
20:15 20:30 20:45 21:00 handson-iwami
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APM Error Tracking

e Error Bt Issue ICZEZ>TWADH9Hh S

2ol

DATADOG

Go to... ¥+ K

Recent
Dashboards
Monitors
Watchdog

Service Mgmt

Infrastructure
APM

Digital Experience
Software Delivery

Security

Metrics

(® Logs

M- Integrations

) ?

Support Help

XF Error Tracking

™ Logs

> My Teams
{x Muted

Q_ Search facets

&2 Showing 9 of 9

Vv CORE
> Source
> Host

v Service

handson-iwami

v Status
| Error
v ERROR TRACKING

> IssuelD

v OTHERS
> Name
> Env

> aws.awslogs.logStream

1h Past 1 Hour

failed to send request: Post "https://httpbin.org/post": context canceled

Last seen 13 minutes ago - 35 minutes old € handson-iwami

& & Settings

Q Search <[>
Hide Controls Sort by: Total count v T, Create Monitor  More...
() Open 4 Ignored 0 © Resolved 0 All 4 Showing 4 out of 4 issues
ISSUE DETAILS J COUNT VOLUME
m “60 handson-api-error in github.com/CyberAgentAI/otel-handson/backend-iwami/app/api/handson. (*Han
random error
. . . , 3.61k
Last seen less than a minute ago - 12 minutes old €5 handson-iwami
OPEN v
m -6o handson-api-error in github.com/CyberAgentAI/otel-handson/backend-iwami/app/api/handson. (*Han
failed to send request: Get "https://httpbin.org/get": context canceled
15
Last seen 13 minutes ago - about 1 hour old € handson-iwami IIJIIIIL
OPEN v
m -6o handson-api-error in github.com/CyberAgentAI/otel-handson/backend-iwami/app/api/handson. (*Hanc
failed to send request: Put "https://httpbin.org/put": context canceled
7
Last seen 13 minutes ago - about 1 hour old € handson-iwami LIIIIIL
OPEN v
| m -6o handson-api-error in github.com/CyberAgentAI/otel-handson/backend-iwami/app/api/handson. (*Han

OPEN v

Copyright Datadog, Inc. 2024 - 35.34337150 - Master Subscription Agreement - Privacy Policy - Cookie Policy - Datadog Status — @ All Systems Operational




Datadog M Monitors

e Error Tracking & AR —X | Monitor Z{ERE L TH & S

o Fv >2JLIE #ai_kenshu24_olly _handson IcRIELTH LS

2ol

DATADOG

Q Goto.. 8 +K

J) Recent

|#a Dashboards

& Monitors
Watchdog

Service Mgmt

Infrastructure

"= APM
Digital Experience
Software Delivery

Security

Metrics

Logs

Pi- Integrations

M

a+ ) ?
Invite  Support  Help

Views

Manage Monitors

& Monitors =+ save

Triggered Monitors

Q_ Filter monitors

Show Controls

PRIORITY STATUS

Q

Showing 1-1 of 1

MUTED LEFT NAME

Continue setting up monitors to reach full coverage

Monitor alerts automatically notify your team about important issues so you can quickly investigate and resolve critical performance issues.

[AWS] RDS CPU Utilization Monitor

Get notified when an AWS RDS database is
approaching high CPU utilization. View real time data
on the out-of-the-box AWS RDS Overview dashboard.

[AWS] AWS RDS Database Connections

Anomaly Monitor
Get notified when an AWS RDS database is receiving
an unusual number of database connections. View

real time data on the out-of-the-box AWS RDS
Overview dashboard.

AMAZON LAMBDA

Manage Downtimes

|8 Analytics

Monitor Quality NEw

TAGS

High number of errors in APM Traces

RECOMMENDED TEMPLATES

[AWS] RDS Storage Utilization Monitor

Get notified when an AWS RDS database is running
out of storage. View real time data on the out-of-the-
box AWS RDS Overview dashboard.

[AWS] EC2 Host OK Monitor

Get notified when an AWS EC2 instance is reporting an
unhealthy status. Monitored metric is generated by
the Datadog AWS Integration. View real time data on
the out-of-the-box AWS EC2 dashboard.

AMAZON LAMBDA

@ Settings

[AWS] AWS EC2 CPU Utilization
Monitor
Get notified when an AWS EC2 instance is approaching

high CPU utilization. View real time data on the out-of-
the-box AWS EC2 dashboard.

[AWS] EC2 Status Check Monitor

Get notified when an AWS EC2 instance is reporting an
unhealthy status. Monitored metric is generated by
Cloudwatch. View real time data on the out-of-the-box
AWS EC2 dashboard.

AMAZON LAMBDA

Browse Templates <+ New Monitor .

2ol

DATADOG

Q Goto.. $+K

D Recent

|#a Dashboards

& Monitors
Watchdog

Service Mgmt

Infrastructure

"= APM
Digital Experience
Software Delivery

Security

Metrics

Logs

Pi- Integrations

M

a+ I

& Monitors > New Monitor

X Change

ey

A% Anomaly

iim Qutlier

f Forecast
@ Host

== APM
E® Audit Trail
S a

@ Composite

ﬁ Error Tracking -

Event

ﬁ. Integration

A, Live Process
™ Logs

°€§ Network Check
A~ Process Check

=i Service Check

Pick a monitor type

Open https://app.datadoghg.com/monitors/create/error-tracking in a new tab and focus it

Browse Templates

Identify the most important
issues in your applications

Error Tracking monitors follow issues over time to alert when an issue starts, when it has a high impact
and when it is regressing. More Info [4

A . " ——-18.4K
e e

DATADOG 12

Configure Error Tracking Monitor

Import From JSON
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PipeCD D771 J)7)1)—X

e FXFaAXV RGOS ECSICAFITIIN—-RZEALTHLEDS

‘:Pipe Documentation Blog Community v0.45.x ~ Q Search this s

%
CQ%
2
R, L4
Q Search this site... . o . . [# Edit this page
Sync with the specified pipeline O Create documentation issue
D . ‘= Create project issue
ocumentation [v0.45.x]

The pipeline field in the application configuration is used to customize the way to do the deployment. You can add a manual approval before routing traffic to
the new version or add an analysis stage the do some smoke tests against the new version before allowing them to receive the real traffic.

Quick sync

Overview Sync with the specified pipeline
Concepts These are the provided stages for ECS application you can use to build your pipeline: Reference
Quickstart
e ECS_CANARY_ROLLOUT

Installation o deploy workloads of the new version as CANARY variant, but it is still receiving no traffic.
User Guide e ECS_PRIMARY_ROLLOUT

Managing application o deploy workloads of the new version as PRIMARY variant, but it is still receiving no traffic.

Adding an application e ECS_TRAFFIC_ROUTING

o routing traffic to the specified variants.
® ECS_CANARY_CLEAN

Defining app configuration

Kubernetes o destroy all workloads of CANARY variant.
Terraform
Cloud Run and other common stages:
Lambda * WAIT
ECS * WAIT_APPROVAL
Customizing deployment ® ANALYSIS

Triggering a deployment See the description of each stage at Customize application deployment.

Cancelling a deployment

) Here is an example that rolls out the new version gradually:
Rolling back a deployment

Application live state

Configuration drift detection apiVersion: pipecd.dev/vlbetal
kind: ECSApp

Secret management
spec:

Manifest attachment input:

# Path to Service configuration file in Yaml/JSON format.

Deployment chain N L X .
serviceDefinitionFile: servicedef.yaml

Event watcher # Path to TaskDefinition configuration file in Yaml/JSON format.
Plan preview # Default is ‘taskdef.json’
) taskDefinitionFile: taskdef.yaml
Insights targetGroups:
Managing Control Plane primary:
Managing Piped targe’fGroupArn: arn:aws:elasticloadbalancing:ap-northeast-1:XXXX:targetgroup/ecs—canary-blue/YYYY
containerName: web
Metrics containerPort: 80
Command-line tool: pipectl canary: . .
targetGroupArn: arn:aws:elasticloadbalancing:ap-northeast-1:XXXX:targetgroup/ecs—canary-green/YYYY
PipeCD Terraform provider containerName: web
Configuration reference containerPort: 80
pipeline:
Examples stages:
Contributor Guide # Deploy the workloads of CANARY variant, the number of workload
| # for CANARY variant is equal to 30% of PRIMARY's workload.
B EuEEs # But this is still receiving no traffic.
Feature Status — name: ECS_CANARY_ROLLOUT
FAQ with:
scale: 30
Releases &

Change the traffic routing state where

the CANARY workloads will receive the specified percentage of traffic.
This is known as multi-phase canary strategy.

- name: ECS_TRAFFIC_ROUTING

| |

#* H H

Configuring ECS application | PipeCD



https://pipecd.dev/docs-v0.45.x/user-guide/managing-application/defining-app-configuration/ecs/
https://pipecd.dev/docs-v0.45.x/user-guide/managing-application/defining-app-configuration/ecs/
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Gin SEEXN gopkg.in/DataDog/dd-trace-go.v1/contrib/gin-gonic/gin

Gorilla Mux XN gopkg.in/DataDog/dd-trace-go.v1/contrib/gorilla/mux

gRPC SEEX gopkg.in/DataDog/dd-trace-go.v1/contrib/google.golang.org/grpc
gRPC v1.2 TR gopkg.in/DataDog/dd-trace-go.v1/contrib/google.golang.org/grpc.vi2
chi SEEXS gopkg.in/DataDog/dd-trace-go.v1/contrib/go-chi/chi
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https://docs.datadoghq.com/ja/tracing/trace_collection/compatibility/go/
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« MEHDEHLEN TEMARE

o« FTH—NEUT1 - IPZTVYT

o [&FF] ATHY—NEVUFTr - TP =F7') >4 | DevelopersiO

« tag-observability/whitepaper.md at main - cncf/tag-observability

=

« cndf/tag-Observability

« Jaeger documentation

« OpenTelemetry.Trace
« [ICA.go ~ABEMADGOZ;FALIFIFAD—=ILFhyTEPHRDODESE~1 ZHELE L ! #CAgo | CyberAgent Developers Blog
« Registry | OpenTelemetry

« DataDog/orchestrion: A tool for adding instrumentation to Go cod

e O'Reilly Japan - AF9 eBPF

« OpenTelemetryZI2fi#d 3 $F2[6: 37D HR—2> k| New Relic

« Collector | OpenTelemetry

« OpenTelemetry & Prometheus @A0T00330 (Kento Kimura) - Qiita

« opentelemetry-go-contrib/instrumentation/README.md at main - open-telemetry/opentelemetry-go-contrib
« Datadog Go Hi$EWH

« SRE Technology Map | if:AEft I N—I -2z bk

« Datadog SREEMN (Datadog Fundamentals) ZH>T#H7:



https://www.jtrip.co.jp/j-hokkaido/sp/travelmap/
https://www.flight.t.u-tokyo.ac.jp/~tsuchiya/Control/24Feature.pdf
https://www.oreilly.co.jp/books/9784814400126/
https://dev.classmethod.jp/articles/book-review-observabilityengineering/
https://github.com/cncf/tag-observability/blob/main/whitepaper.md
https://github.com/cncf/tag-observability/blob/main/whitepaper.md
https://www.jaegertracing.io/docs/1.57/
https://hackage.haskell.org/package/hs-opentelemetry-sdk-0.0.3.6/docs/OpenTelemetry-Trace.html
https://developers.cyberagent.co.jp/blog/archives/41414/
https://opentelemetry.io/ecosystem/registry/
https://github.com/DataDog/orchestrion
https://www.oreilly.co.jp/books/9784814400560/
https://newrelic.com/jp/blog/best-practices/opentelemetry-concepts
https://opentelemetry.io/docs/collector/
https://qiita.com/AoTo0330/items/ae23848595c137896994
https://github.com/open-telemetry/opentelemetry-go-contrib/blob/main/instrumentation/README.md
https://docs.datadoghq.com/ja/tracing/trace_collection/compatibility/go/
https://www.cyberagent.co.jp/techinfo/info/detail/id=28998
https://zenn.dev/biwashi/articles/b51782bc9da259

¢ =

-

N

Datadog N\v I IV FIS—MiEH
GitLab
Overview | PipeCD

OpenTelemetry AP9 - zenn
Tk e RED S5IBfE T S 0penTelemetryD 2145

OpenTelemetry®dDTraceZGoTil L TH S - Carpe Diem

cilium/ebpf: ebpf-go is a pure-Go library to read, modify and load eBPF programs and attach them to various hooks in the Linux kernel.

APM D RIFE L #1:X Datadog

OpenTelemetry & GrafanaTLogs & Metrics ¥ Traces%:

EHt 9 B #grafana - Qiita

eBPF Introduction - Speaker Deck

The Datadog Learning Center



https://docs.datadoghq.com/ja/logs/error_tracking/backend/?tab=serilog
https://about.gitlab.com/topics/gitops/
https://pipecd.dev/docs-v0.47.x/overview/
https://zenn.dev/ryoyoshii/books/opentelemetry-firststep
https://zenn.dev/ymtdzzz/articles/37c2856f46ea10
https://christina04.hatenablog.com/entry/opentelemetry-in-go
https://github.com/cilium/ebpf
https://docs.datadoghq.com/ja/tracing/glossary/
https://qiita.com/hir00/items/1339f81ffba155195e17
https://speakerdeck.com/oracle4engineer/ebpf-introduction
https://learn.datadoghq.com/

