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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, timing, and pricing of any
features or functionality described for Oracle’s products may change and remains at the
sole discretion of Oracle Corporation.
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PRINCIPLES OF CHAOS ENGINEERING

Last Update: 2018 May

Chaos Engineering is the discipline of experimenting on a distributed system
in order to build confidence in the system’s capability
to withstand turbulent conditions in production.

http://principlesofchaos.org/
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* Chaos Monkey
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Istio CAHARZEHREIETS

* [stio@)Fault Injection spec:

- HEREEEEERNRERELEEE gy
IR T (AT REHRLESIED) e
ZEAVETRE e e

exact: jason
. _ fault:

— ?FE’EE“*LT:%U‘SODUQIZFLﬂL abort:

N =L LS L ercent: 100
VLT DEXTE HVA]HE EttpStatus: 500
* Delay: {EESNT-FFRTZ(TEEIES fogziéination:
¢ Abort:?EE‘S#%T:Z%—@X:—P%&&T host: ratings

subset: vl
- route:
- destination:
host: ratings
subset: vl
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kind: VirtualService
metadata:
name: helloworld
spec:
hosts:
- helloworld
http:
- route:
- destination:
host: helloworld
subset: vi
weight: 90
- destination:
host: helloworld
subset: v2
weight: 10

https://istio.io/blog/2017/0.1-canary/
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* Prometheus (https://prometheus.io)
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https://prometheus.io/
https://grafana.com/

Doe: Community  Events

QGrGanG LIS Grafana  GrafanaCloud  Services  Dashboards  Plugins

& INTRODUCTION GRAFANA SUPPORT FOR PROMETHEUS a

A CONCEPTS Grafana supports querying Prometheus. The Grafana data source Installation i i
for Prometheus is included since Grafana 2.5.0 (2015-10-28). Usi ng Prometheus in Grafana
= PROMETHEUS The following shows an example Grafana dashboard which queries ting a Prometheus data stratio “ e =
Prometheus for data: =0 a
¢ rometheus graph Adding the data source to Grafana
L2 VI mF re-built dashboards

fron rafama mn Features 0 the side menu by e eade
 Grafana.com atur Jpen the side menu by the top header f—
Expression browser le menu under Y d a link named
Panels

Grafana

Console templates

Data Sources link side menu it mean.
<> INSTRUMENTING

Graphite
& OPERATING i
Prometheus Data source options
£\ ALERTING Ela rch Name Description
R luxDB e urce name. This | ce in panels
OpenTSDB
g E

PrometheusD XY ALY GrafanaD XX Y1 kKLY
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— istio-mesh (istio-mixer.istio-system:42422) :
SXY—DERLEETRTDAY AN YD

— mixer (istio-mixer.istio-system:9093) :
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IstioEE B D Grafana® v ah—K

Istio Mesh Dashboard -

Istio is an
Need help? Join the

Global Request Volume Global Success Rate (non-5xx respanses) s
9 ops 1009 N/A

HTTP/GRPC Workloads
Service Workload ~ sts P50 Latency P90 Latency P99 Latency Success Rate
reviews.default sve cluster local reviews-v3.default 0.89 ops 15ms 23ms 38ms 100.00%
reviews.default.sve.cluster.local reviews-v2.default 0.89 ops 18 ms 30ms 48 ms 100.00%

reviews.default.sve.cluster.local reviews-v1.default 93 ops 88 |stio Service Dashboard ~

every10s

ratings default.svc.clusterlocal ratings-v2. default Oops

ratings.default.svc.cluster.local ratings-v1.default 178 ops e details.default.sve a lient Workis S rkioad  All » s 2 Wor

productpage.default sve.cluster.local productpagev1.default 2750ps

istio-telemetry.istio-system.sve.cluster.local istio-telemetry istio-system 10.44 ops SERVICE: details.default.svc.cluster.local
istio-policy.istio-system.sve.cluster.local istio-policy.istio-system 0.20 ops

details.default.svc.cluster.local details-v1.default 2.67 ops
Client Request Volume Client Success Rate (non-5xx responses) Client Request Duration Client TCP Bandwidth

2 ops 0% N/A

Server Request Volume Server Sucoess Rate (non-5xx responses) Server Request Dur: Server TCP Bandwidth

2 ops 100% — N/A

CLIENT WORKLOADS

Incoming Requests by Source And Response Code Incoming Success Rate (non-5xx responses) By Source
10000%

75.00%
50.00%
25.00%

o%

09:39:30 09:40.00 09:40:30 09:41:00 09:4130 09:42:00 09:4230 09:43:00 09:4330 09:39:30 09:41:00 094130 094200 09:4230 094300 094330 09:44:00
= productpage-v1 default: 200 = productpage-v1.default
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OpenTracing
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OpenTracing T—2ET )L

« X7\ (Span) :— DM HY—E RLIE
« k\L—X (Trace): DO ALDRIEMNLR TETEES L SpanDEFIK

RN
| Client transaction from start to end \ Span
|
| Load Balancer transaction from start to end
|
.
Span Response |
: Billing
|
|
|
\

\
Nl /

ORACLE

Request

(o=

https://opentracing.io/docs/overview/
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* Zipkin (https://zipkin.io)
— TwitterHGoogle DapperaSZ [ZFHFE L= &
fNo—P T RT L <€

— B —EXBDOAPIOA—ILDT—REZINE T HHkEe s ZIPKIN
FDT—3%=R[RIL T H=HDUIFIRE

* Jaeger (https://www.jaegertracing.io)

aw,,
— Uber Technologlesh\Google Dapperf>OpenZipkink&&(Z 5 —
Eﬁ%bf' ML — VT VAT L \JAEG R

&*”@:/T#ZF1K?§'VDF7/'U'7/3/=E ’51')/715’&ﬁm
*EZIKJ, NFEHT . —E RIEKEFEHED 2 Hr AV A EE

s KERMWLARBIRIETOFAIL. Uber, Symantec, Red HatZf

https://www.slideshare.net/td-nttcom/open-tracingjaeger
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https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/tracingthow-to-initiate-a-trace
https://www.jaegertracing.io/docs/1.8/architecture/
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* EnvoyD B EIRIICR /N & E(E

1 def getForwardHeaders(request):
~HAITF. VT X RMEGELIL—— A
[j:-lj-_l:\ XFEﬁ 0) I*l/—Z'%*IﬁE*EE(ZF;E] £5L = Ezgger‘ir[]:izftcs); ] = session['user']
AT T SpanfEl D FREARZTIEAE 6
7 incoming headers = [ 'x-request-id',
8 'X-b3-traceid’,
o N — o o 'X-b3-spanid’,
_ X/ \>'|%$&€J£1§ LTZ&%':\ Z/ \yb\ —bg—pgr‘ents?anid',
E—Or—RITELKHEER oM oy i
ctj' 77 Ub-_:/a./luiﬁ'@]fd:/\“}Q\_ 'x-ot-span-context'

Rz T HAUENH D ]

for ihdr in incoming_headers:
val = request.headers.get(ihdr)
if val is not None:
headers[ihdr] = val
#print "incoming: "+ihdr+":"+val

return headers
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A Product’X—% (Python):
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V2 Reviewsv2)| | m *Reviews (Java):
(ko ) ' | ADOLE1—1EHRTIRM
) 1°3F THD/N—I3 0 NFE
| | *Details (NodelS):
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* [stio@) Fault Injection
- XN REFEFEFEABRZIEELES
SR T (AFREFHKESED)
CEMHEE

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:

name: ratings

spec:
hosts:
- ratings
http:
- fault:
delay:
fixedDelay: 7s
percent: 100
match:
- headers:
end-user:
exact: jason

oONO VIS WN PR

—HEEN=EIED) VT AMMI®L
LT DEXTEH A EE
* Delay: dEESNT-FFREITZITEESE S
e Abort : i EESNTF=AT—EFRXI—FZFIRT
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[71]: Kubernetes 7 SR A—DEED—EHET T Dal ik EE{RIET S B BIT. CNCF
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Figure 3: Oracle Cloud Infrastructure vs. Other Cloud: Lower latency, greater consistency
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Availability, Management, and Performance SLAs

— Includes FastConnect availability SLA
— Includes compute, storage, database management SLAs
— Includes local storage, network block storage, and network performance SLAs

ORACLE

Copyright © 2019, Oracle and/or its affiliates. All rights reserved. |



A0 —E X&EOTF/Kubernetes D) B {&

c XA Y—ERFIATHAFOMIMEESEHNESMHEENRL

— AT FIIDDIRAIVAY—ERELTEMET AZET
-1 T F %5 -TAIETRY— LT ITBRIEMTES

— KubernetesCEH A TFHFOT7AA4  Ry—) 0 HEEET AN THE

kubernetes O

ORACLE



ORACLE Cloud Native Labs

Oracle Cloud Native Labs A
=
Setting Started with stio ..

https://cloudnative.oracle.com/learn.html i ORACLE  CloudNate Labs

Getting Started with Istio
Y LEARN

&P Send Feedback

il < collapse
; o

- Pl COURSE

Categories S— Quick View = of CONTENTS o o _
d9  overview Monitoring and Visualization with
ug Prometheus
o Prometheus and Grafana
Menitoring and Visualization with llluminating Your Environment with

Prometheus and Grafana

=<

Monitoring Application Metrics Pro meth eus

m In this tutorial, we will install Prometheus on our cluster to gather metrics, and
Grafana to enhance the metrics. Grafana is another OSS solution often paired
with Prometheus and other monitoring tools to model the data collected into

0O
APPLICATION m D‘I‘O @ >

DEVELOPMENT

CI/ICD Microservices Package & Send Feedback

Management L
beautiful and useful dashboards.
Bi
ta Getting Started
2 tol For this solution we will use Prometheus and Grafana to monitor a containerized
DISTRIBUTED P .| > environment managed by Kubernetes. We will use Oracle Container Engine for
SYSTEMS ¢ Kubemetes (OKE) for our Kubernetes cluster. OKE is a fully-managed, scalable,
and highly available service that you can use to deploy your containerized
MANAGEMENT : al
Container Service Mesh applications to the cloud. To start an OKE cluster follow this friendly guide
Orchestration and Discovery al
p! We can get started with Helm as soon as our cluster is ready You can find the
L proper binary to download and install Helm on your system in the GitHub

repository of the project. After the download is complete, open a terminal window
and type in helm You will see an output similar to this

INFRASTRUCTURE EEE

Infrastructure as Database
code

Q ®
OR Cl-e Copyright © 2019, Oracle and/or its affiliates. All rights reserved. |




Oracle Cloud
=A 3,500 R
HELNSA 7

oracle.co.jp/tryit_dev

. |
BHOT 512, T2 T7F loT. €975, APIEIE, Ei" E
FE. FryRyh, ZOMORIEISYR-H—C 2%, SR THERLT ﬁ."!_l'

BECAD 2 "=

R NSA 7ILOSEHA T EDEM(E. QRI—R. F(HURLICZITEAL E L
[V AR



ORACLE



