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const data = { a: 1, b: 2, c: 3 };
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‘ { a: data.a *x 2, c: data.c *x 2 }
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{ a: data.a, c: data.c x 2 }
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document.write("kaboom!@™"); // BEELIC "kaboom!'@  7ElFHRRINSB

window. localStorage.clear(); // localStorageNDET—5%ZHT
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2. Function() constructor
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const a = 2;

const b = 3;

eval("a x b"); // => 6 (XNDF)
eval("a *x b; a + b"); // == 5 (ZDO:¥)
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// 5EZ5nf0bjectZz “query’ TZEHI DR
function transformObject(obj, query) {
const __ SECRET_FUNCTION = () => console.log("kaboom'@");

return eval( (${query}) );
}

const data = { a: 2, b: 3 };
console. log(

transformObject(data, "{ a: obj.a x 2, b: obj.b x 2 }") // == { a: 4, b: 6
) .

cénsole.log(

transformObject(data, "__SECRET_FUNCTION()") // => "kaboom'@"
);
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https://developer.mozilla.org/jajdocs/Web/JavaScript/Reference/Global_Objects/eval
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const a
const b

"
4

2
3;

const sum = new Function("x", "y", "return x + y;");
sum(a, b); // == 5

// “new ZEDNRBRLLTHRERKRICEZS
const sum2 = Function("x", "y", "return x + y;");
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// 5Z5nf0bjectZz ‘query’ TZEHI DB

function transformObject(obj, query) {
const __SECRET_FUNCTION = () => console.log("kaboom!@™");
const transform = new Function("obj", “return (${query});’);
return transform(obj);

¥

const data = { a: 2, b: 3 };
console. log(

transformObject(data, "{ a: obj.a *x 2, b: obj.b x 2 }") // == "{ a: 4, b: 6
) .

console. log(

transformObject(data, "__SECRET_FUNCTION()") // => "Uncaught ReferenceError: _ SECRET_FUNCTION is not defined’
)%
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e strictmodeDERH H¥ES

// 5Z5nf0bjectZ “query’ TZEFITZEH

function transformObject(obj, query) {
const __SECRET_FUNCTION = () => console.log("kaboom!@™");
const transform = new Function("obj", ""use strict"; return (${query}); );
return transform(obj);

by

const data = { a: 2, b: 3 };
console. log(

transformObject(data, "with({ x: 100 }) { x }") // => ‘Uncaught SyntaxError: Unexpected token 'with'®
);
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https://developer.mozilla.org/ja/docs/Web/Security/Same-origin_policy


https://developer.mozilla.org/ja/docs/Web/Security/Same-origin_policy
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Origin [& scheme (http &h*  https &HY). hostname. port DA ELEZFIET,
same-origin EE>ciFE. INSITRTH—HITZ3HDZRLTWVWS

https://www.example.com:443

scheme host name port

same-site/cross-site, same-origin/cross-originz 5 » A & IBfE T 5.
https://zenn.dev/agektmr/articles/f8dcd345a88c97/
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e iframe. window.open’i & |c & - T#Ffewindow Object® 70O/ 1 (—EBBR<)
e Access-Control-Allow-Origin N\ ¥ hE&E S 1L TWLWRWY Y — XA Dfetch [ XHR
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iframe iframe.contentWindow window.parent
window.open(url) openBIE DR D & window.opener

<a ... target="_blank"> - window.opener
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https:/[/a.com/index.htm| ®HTML

<iframe src="https://a.com/iframe.html">
</iframe>

https://a.com/iframe.html DHTML

<script>
window.parent.document.write("kaboom'!@");
</script>

=> https://a.com/index.ntm|l Z& /"9 5 &. kaboom!@® EHMHEICKRINDS
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e https://a.com/index.html (C https://b.com/iframe.html| ZIEHIAD
https://a.com/index.htm| DHTML

<iframe src="https://b.com/iframe.html">
</1iframe>

https://b.com/iframe.html| ®HTML

<script>
window.parent.document.write("kaboom! @");
</script>

=> FIADFKET D, NA: DOMException: Blocked a frame with origin
"https://b.com" from accessing a cross—-origin frame.
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<iframe src="xxx" sandbox></iframe> <!— £©THHFA —— ]
<iframe src="xxx" sandbox="allow-scripts"></iframe> <!—- JavaScriptDE{TDHIFA ——>
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<iframe src="xxx"
sandbox="allow-scripts allow-same-origin'></iframe> <!—— ZF=5 | ——>
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function execScript(script) {
const iframe = document.createElement("iframe");
iframe.sandbox = "allow-scripts";
iframe.contentWindow // AlOrigin®Window ObjectMAFT=E1 |
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e Cross originTlZWindow Object® 70 /\F « 7 U £ AN EARRIIC AR A EE
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iframe D4l
FzWindow (https://a.com)
const iframe = ... // https://b.com ZIEOHAATLiframeZEIF I %

iframe.contentWindow.postMessage({ message: "hello!" }, "https://b.com");

FWindow (https://b.com)

window.addEventListener("message", (event) => {
console. log(event.data); // { message: "hello!" }°
)
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window.addEventListener("message", (event) => {
// https://a.com Do F{FFcmessage UMLIEL 7R LY |

if (event.origin !== "https://a.com") |
return;
s
// iframe®DFHEWindowH 52 FF(Ffcmessage UMLIEL 7R LY |
if (event.source !== window.parent) {
return;
s

b




R

function execScript(script) {

iframe.srcdoc = °

<script>
window.addEventListener("message", (event) => {
if (event.origin !== "${window.location.origin}") {
return;
¥
if (event.source !== window.parent) {
return;
¥

// ZIFE > fescriptDEST
const fn = new Function(event.data.script);

// ERZRT
window.parent.postMessage({ result: fn() }, "${window.location.origin}")

e

</script>

// A——ABRI V)T hZziframellEET S

// % ZEEEISBDIE. “null’ originicmessageZ k37t
iframe.postMessage({ script }, "x");
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function execScript(script) {

window.addEventListener("message'", (event) => {
// “null’ originh5D=EICHD, TZDF v 7IF—Bskip
// if (event.origin !== "null") {
// return;
// }

if (event.source !== iframe.contentWindow) {
return;

}

console. log(event.data); // ERHNVAFTE/ !
F);
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function execScript(script) {

return new Promise(resolve => {
window.addEventListener("message'", (event) => {
if (event.source '== iframe.contentWindow) {
return;
I

resolve(event.data);

)
}

}
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// args ObjectZz=I(F{F1F3
function execScript(script, args) {

iframe.srcdoc = °
<script>
window.addEventListener("message", (event) => {

const { script, args } = event.data;

// args ObjectZkey&valueDEHICHET S
const keys = Object.keys(args);
const values = Object.values(args);

// argsZFunction constructoriliEY
const fn = new Function(...keys, script)(...values);

window.parent.postMessage({ result: fn() }, "${window.location.origin}")

});
</script>

iframe.postMessage({ script, args }, "x");




SERX !

const a
const b

2
3;

await execScript("a x b", { a, b }); // 6
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