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Information Leak

6. Open Redirect
7. API®OPath Traversal
8. DoS
9. XS-Leaks
10. Prototype Pollution
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- DOMElement#innerHTML

- React dangerouslySetInnerHTML
- window.location = ---

- <a href={...}>

- <iframe src={...}>

- <FOO {...props}>

- eval(...), setTimeout(...)
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- dangerouslySetInnerHTML ¥ —{{

_html: md2html(markdown)
3} />
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- dangerouslySetInnerHTML ¥ —{{

_html: md2html(markdown)
3} />
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_html: '<img src=0 onerror="fetch(...)">’
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<div ={{

_html: i18n(error.type, error.args)
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<script type="application/ld+json”

={{

_html: JSON.stringify(jsonLd)

3}
/>

ref: hittps://nextjs.orq/docs/app/building-your-application/optimizing/metadata#json-id



https://nextjs.org/docs/app/building-your-application/optimizing/metadata#json-ld
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- window.location = ---
- <ahref={..}> </a>
- <iframe src={...}>




[BAzR]React 19h 5Z&£IC

<a href={...}>%javascript: URLHMMEZ <Rz |

2099

. » Uncaught Error: React has blocked a javascript: URL as a security precaution.
at <anonymous>:1:7

ref: Generate safe javascript url instead of throwing with disableJavaScriptURLs is
on #26507 https://github.com/facebook/react/pull/26507



https://github.com/facebook/react/pull/26507
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- DOMElement#innerHTML

- React dangerouslySetInnerHTML
- window.location = ---

- <a href={...}>

- <iframe src={...}>

- <FOO {...props}>

- eval(...), setTimeout(...)
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https://xtech.nikkei.com/it/article/COLUMN/20130218/456763/
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o ID:EE http://example.com/callback?token=eyJ:--.

o X—)LDEEFHELIE http://example.com/unsubscribe

o RF http://example.com/purchase?token=abcabc
o XVRF7J)EE http://example.com/app?deviceld=blahblah
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http://example.com/callback?token=eyJblahblah%E2%80%A6
http://example.com/unsubscribe
http://example.com/purchase?token=abcabc
http://example.com/app?deviceId=blahblah
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[/ INVOTIRINS I—IFHRENO>TCECERRIT D
// % params.id MURLI X —EINTLIELN

fetch("/users/ *, { method: 'POST’, headers: {...} })

example.com/users/tyage —fetch(”/users/tyage”)

example.com/users/tvage% 2Ffollow—fetch(”/users/tvage/follow”)

URLIC7Z72tERATEONBE. BEHEI J40—ULTUEDS


http://example.com/users/tyage
http://example.com/users/tyage

WebJO IR TOCSRFOYIER

TOURLICI—HERET 7 ICAVLTE TERLERNEATHD
o UEFBHENTALICOOLFETH ? IEI—FOBRERRT DUENHENE

¥~T v HE Amazon.co.jp

7 Sv%v4Y #H4Lt—)l AmazonBasics PrimeVideo F3A4L~ X S47 FINH—R~

New Releases by [ &N SEX—ILDEFERZEL
FIh?

FET3

URL/SZ DFBEERFCIX@EY)ICURLT Y O—REBAIMNIF—3 093



Qu

YAl

)

TS0 T3 DAEEREIC XY T I AIVNERICRD>TIELWS
- $¥|CSameSite CookielAFETHEATREE

LHLXTERZ U< CTRLE27Z0IFTERLN

XSS[EFREZFEEBRERDTERZTITT!

AAZAXER: WebttF21U71DH N7z YAPC::Hakodate 2024
https://speakerdeck.com/akivm/websekivuriteinoarukikata



https://speakerdeck.com/akiym/websekiyuriteinoarukikata

KT FERIEHONEMNOTZRE

XS-Leaks, BF-Cache%. #iLL\EL
- HULAPIEKEEICE>DTERICBRUNS
- Performance API, Service Worker, postMessage
HEEDTSOHFOEF1 T4 00ER
CSP, COOP, CORPEFMA WS, Trusted TypesZEICFEZIETVVWREUICRD BYICERETCENIZ...
window.openZ(CIZUser Interaction MW E(ZR DTz
Private Network AccessD#ifR
- El\\:?“%@*ﬂ%ﬁ0)XSS1%E‘§1‘%1‘%I¢@<@D?’:
Jo0FNDEF1)T74%ZEEETBZHD" I\ I IFREEICE > TEEEKULL
- Third party cookiexdieDi=®IZ" I ZE>TLWEEAD ?
- K<EZTIC SameSite=None LTEEAN?
- K<EZTIC Access-Control-Allow-Origin L7z &b EBAN ?
S _NIESameSite=Lax FCIEFENNI<Ro1
BN S5 T >&H D5
- DoS
- BEICELO>TIET—EZINRLEFXYSS
- Open redirect
- HFUYEBHEINRVLU EEZIRERDS
- EUBIDRBEEHAEHNDE TELBRVWIENRITDIIES




