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= A FyroU— b — content-length: 39685

amp-carousel-0.1.js
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ohtsu@opro:~/github/shigeki/ohtsu_sxg$ node parser.js shinagawa_prince.sxg shinagawa_prince.cert
{ fallbackUrl:

"https://travel.yahoo.co. jp/amp/dhotel/shisetsu/HT10020059/1information/", %54%

sig:

{ sig:

"MEUCIQDKYCYzUX/1a@KFsch/9T568s0dkcI39Ld8r5LhSnvaSAIgMIzfLG9ebilel6ojK+1fcO7PyhbhZ@clcYUAfTb47C2A",
'validity-url': "https://travel.yahoo.co.jp/amppkg/validity’,
integrity: 'digest/mi-sha256-03',

"cert-url':

"https://travel.yahoo.co. jp/amppkg/cert/Lp7pseFL264qrw_KcQKmuu2GWrLM71Lr-I6YCb_o60E",
'cert-sha256': 'Lp7pseFL264qrw/KcQKmuu2GWrLM71Lr+I6YCb/060E",
date: '1558719559'",
expires: '1559324359' 1},

header:

'@ ageAdCp3pXepolicyref="http://privacy.yahoo.co.jp/w3c/p3p_jp.xml", CP="CAO DSP COR CUR ADM DEV TAI F
dateX\u@01dSat, 25 May 2019 17:39:18 GMTDLinkY\u@@@l[<https://cdn.ampproject.org/v0. js>;rel=preload;as=sc
>;rel=preload;as=script,<https://cdn.ampproject.org/v@/amp-carousel-0.1.js>;rel=preload;as=script,<https:
sMWMRYa4cgNEtgq7My1ftt7w8=FserverCATSG:statusC200Lcontent-typeX\u@018text/html; charset=UTF-8Ncontent-leng
default-src * blob: data:;report-uri https://csp-collector.appspot.com/csp/amp;script-src blob: https://c
e-src \'unsafe-inline\' https://cdn.materialdesignicons.com https://cloud.typography.com https://fast.fon
use.fontawesome.com https://use.typekit.net;object-src \'none\'",

payload_body:

"\u000\ud000\udvoO\uddVO\uddV\udVV@\uddd<'doctype html><html 1i-amphtml-layout 1-amphtml-no-boilerp
ontent="width=device-width,minimum-sNe=1,1nitial-scale=1" name=viewport><meta content="telephone=no" ng
MRTFILEBRFHIEYahoo! s TNV, & aota content=m /I 7Y > ARTFIL, @I - 58 - AxHE,F




ohtsu@opro:~$ dump-signedexchange -i shinagawa_prince.sxg

format version: 1b3

request:
method: GET
uri: https://travel.yahoo.co.jp/amp/dhotel/shisetsu/HT10020059/1nformation/
headers:

response:
status: 200
headers:
P3p: policyref="http://privacy.yahoo.co.jp/w3c/p3p_jp.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IV
Content-Type: text/html; charset=UTF-8

Content-Length: 39685

X-Ua-Compatible: IE=Edge

Server: ATS

Content-Encoding: mi-sha256-03

X-Content-Type-Options: nosniff

Age: 0

Date: Sat, 25 May 2019 17:39:18 GMT

Link: <https://cdn.ampproject.org/v0. js>;rel=preload;as=script,<https://cdn.ampproject.org/v0/amp-anal
ject.org/v@/amp-carousel-0.1.js>;rel=preload;as=script,<https://cdn.ampproject.org/v@/amp-iframe-0.1.js>;r

Vary: Accept-Encoding

Digest: mi-sha256-03=F0168RVz7CNehY5UVLbsMWMRYa4cgNEtqg7My1ftt7w8=

Content-Security-Policy: default-src * blob: data:;report-uri https://csp-collector.appspot.com/csp/am
n.ampproject.org/viewer/;style-src 'unsafe-inline' https://cdn.materialdesignicons.com https://cloud.typog
ro.fontawesome.com https://use.fontawesome.com https://use.typekit.net;object-src 'none'
signature: label; sig=*MEUCIQDKYCYzUX/1a@KFsch/9T568s0dkcI39Ld8r5LhSnvaSAIgMIzfLG9ebilelbjK+1fcO7PyhbhZ0cl
/travel.yahoo.co. jp/amppkg/cert/Lp7pseFL264qrw_KcQKmuu2GWrLM71Lr-I6YCb_o60E"; cert-sha256=*Lp7pseFL264qrw/
payload [39757 bytes]:
@<!doctype html><html i-amphtml-layout i-amphtml-no-boilerplate lang=ja transformed="google;v=1" 4 ><head>




CertChain+CBORDH &

U+F4DC = Scroll
U+26D3 i Chains

[ [ ',

{ cert:

<Buffer 30 82 04 f1 30 82 04
ocsp:
<Buffer 30 82 01 34 Qa 01 00
{ cert:
<Buffer 30 82 03 ac 30 82 02

CBOR®Z

ohtsu@opro:~$%$ dump-certurl -i shinagawa_prince.cert

Certificate #0:
Subject: travel.yahoo.co.jp
Valid from: 2019-02-06 00:00:00 +0000 UTC
Valid until: 2019-08-01 12:00:00 +0000 UTC
Issuer: DigiCert ECC Secure Server CA
Embedded SCT:
LogID: u9nfvB+KcbWT1COXgpJ7RzhX1QqrUugakJZkNo4e@YU=
LogID: h3W/5118+IxDmV+9827/VolHVjb/SrVgwbTq/leggw8=
Has canSignHttpExchangesDraft extension

OCSP response:
Status: @ (good)
ProducedAt: 2019-05-24 05:44:53 +0000 UTC

ThisUpdate: 2019-05-24 05:44:53 +0000 UTC
NextUpdate: 2019-05-31 04:59:53 +0000 UTC IREDKZ

Certificate #1: THEM?
Subject: DigiCert ECC Secure Server CA
Valid from: 2013-03-08 12:00:00 +0000 UTC
Valid until: 2023-03-08 12:00:00 +0000 UTC
Issuer: DigiCert Global Root CA

Q0HUA., WEBZ? ?

rootCAX T
= A REE



SXGEIFHTTPAW 4

Hop-by-HopL ARV ANy 45  StatefulLARY ANV S

e Authentication-Control
Authentication-Info
Clear-Site-Data
Optional-WWW-Authenticate
Proxy-Authenticate
Transfer-Encoding Proxy-Authenticate-Info
Upgrade Public-Key-Pins
Sec-WebSocket-Accept
Set-Cookie

Set-Cookie2

SetProfile

Keep-Alive
Proxy-Connection

Trailer

Strict-Transport-Security
WWW-Authenticate

SXGItTB5AMPY—/I\DHSDL ARV RICEEAYITDBA>TWEWHINEET S
amppkg TldErrorOnStatefulHeaders DR E CHIEI TE £ 9




amppackager
[CDWT

github.com/ampproject/amppackager/

release branch: Production B B7 7V F
master branch: &7V F




amppackager I#ftaI<Y > N

cmd/amppkg/ amppkgZA{E

cmd/amppkg_dl sxg/ SXGEEERREZSY 7> O—R
cmd/amppkg_test cache/ SXGZIRHEIT B2EHZF v v a2 —/N
cmd/gateway _server/ gRPCTSXGZ4ARKT 2T —~T 1 H—/\

cmd/transform/ AMP&&E{tZ={T> YV R



amppkg.toml(master

Port
LocalOnly
CertFile
KeyFile
OCSPCache

[[URLSet]]

Listen/k— k (default:8080)
localhostTListend % & & % 5@l (default: false)
SXGEERRED 7 7 1)L (T —/\GEERE A [EERRE, PEMEX

SXGEEFAZE DWER T 7 1 JL(PEMAZR)

OCSPT7T—%®DFvv>a77AILDINR
ForwardedRequestHeader fetchd 2RICERET DY I ITARAY S

[URLSet.Sign]

[URLSet.Fetch]

E 2% HDKE (BR)

Domain BHITDRAAY

PathRE EZ % A9 b Path(default: .*)
PathExcludeRE B4 %Z A L% WPath

QueryRE EZ%HFA9 5Query/NT X —%4 (default: ™)
ErrorOnStatefulHeader stateful’N\w % h'd - fz Sproxy= &2 hHIERT 2 H
MaxLength URL®D & A& (default: 2000)

AMPO > 7> %ZFetchd 2% E (A 7T 3 V)

Scheme fetchZz# ] 9 bschema (default: https)
SamePath EZ LR UpathTfetchd 5 & &gl &5
DomainRE fetchZFF A T2 KXA VDI —>

Domain fetchg s kX1 >

PathRE fetchZz Rl 9 5PATH (default:*.)

QueryRE fetchZ&FA] 9 %2 Query/{Z X —% (default: ")




- amppkg

ANV NS4 7359

-config

-developement

-Invalidcert

configZ7 7 1 ILDIETE

. CanSignHTTPExchangefihislkH 7% WAERBE DFHZFF1] 9 %
. localhostZE MURLTZ (7 EFH]
. AMP-Cache-Transform/Accept Y % (X HE A L)

CanSignHTTPExchangelidR V7R WEERAZE DFIAZETA 9 %

A7 IMRZEL D DH




amppkg\dD U T X K~

https://example.com/amp SXGESR YDOTAM

EARAXA Y EFetchfeh E—

/priv/doc/https://example.com/amp https://example.com/amp

ﬁ
amppkg

/priv/doc/?sign=https%3A%2F%2Fexample.com%2Famp https://example.com/amp

—
amppkg

SE R 00—

ZEZRXA Y EFetchEEh BiR S

/priv/doc/?fetch=http:%3A%2F%2Finternal.com%2Famp&sign=https%3A%2F%2Fexample.com%2Famp

—_———>

amppkg

http://internal.com/amp
ﬁ

MR o + o ©

https://example.com/amppkg/ SXGESFRREEXKRKU I IT X b

amppkg

amppkgaIER CTLS#RigZ UT, AEHSERE/priv/doclciEHiRsBRaWnWa &




Transformer

. ZNEXTAMP CacheTGoogle N AMPERE{LILIEZ 1T > T
= = (AMP®run time value® ALiAHRinlineft etc)
. SXGTIFEA LB TEE&EBE{IEDRTIEE, SXGIEDETICH
DINENH B,
. Transformer®157E %= AMP-Cache-Transformer~\w % ¢

X I—23>9 %, I\—IY 3 IE6-8EETLENEFE
AMP-Cache-Transform: google;v="1..3,5"

AMP-Cache-Transform: any

———————————————————
Vary: AMP-Cache-Transform

Bot

AMP-Cache-Transform: google;v="1" I
M————m———————————————————————————————————————

https://github.com/ampproject/amphtml/blob/master/spec/amp-cache-modifications.md
https://github.com/ampproject/amphtml/blob/master/spec/amp-cache-transform.md



. 20191

SXGEERRE

. SXGZT—ERXATIREET D LDITHRERTAR

. BE DECCIFRRZE (secp256) ICSXGILEI T Wz D
. BEDOHTTPSY —/\FHEDIERAEICED Z & IFELE

. IR#EDigicerttt O H#F1T

=5

1

KD

. FERHE DB RNHAR Z 90 H (<l R
. DNSCAAL O— KE&HFZ WA

X509v3 Basic Constraints: critical
CA:FALSE
SXGii5R 1.3.6.1.4.1.11129.2.1.22:

CT Precertificate S(CTs:
Signed Certificate Timestamp:




CAAZEANDERDFERZEIR

example.com. CAA O issue "digicert.com;cansignhttpexchanges=yes"

rog s domain a
i arent domain top-level domain?
0 o
CNAME Loop

(repeats up to 8 times) bomomoooa

I

I

1

1

}

}

I

I

Check CNAME

target domain H % _
for CAA RR CNAME e><|st?
w Does CAA 1 ; Check f
RR exist? v CNAME record

https://www.digicert.com/dns-caa-rr-check.htm

. CNAMEfTIFTWA L O—RKNICEML O— R FRE L
. CNAMEFZDOCAAZ RICITT< BWCNAMEDEH KX 1 > %z W57 W (RFC6844 Errata)
. CNAMEFZDOCAADZITNIEZER R XAV DCAAZSRULICITL,




HTTPS&ESXGOtEF 2 YT 4 DEL
WEREHNELUEES

DNSEZ ZNEh -1z
on-path SMITM U HVR L
X A g B
HTTPS e
BOFEL O O

off-path Xy NJ—URE
e —— N
X754 VKRB

B2 A, =
SXG | WA

* .
. .
lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

CAATIIEAE DARIEFRIT « (RETZME
FHHAR(90H) DSXGEERHE TERRILIED U R 7 Z KR

Q
*



SXG/AMP
> AT LEH



AMP/SXGY A T LBEE

®%K, Prefetch
Ly —p BREH—EX

(RN < —_— AMPF*+¥wv>a
SXG

OCSH%—/\ AMP CDN

HTTPS Pr%
SXG Router amppkg\

AMPHY—/X




HTTPS Proxy

AMPRIIFUZIT A b

0, o. /amp
/amppkg
SXG Router
Crawler bot AMPLIAY S T Z M

« A=y DS DOHTTPSHEES D #% AMPEADT—EA

. v v aBEEE
. NE—E Z/\O)TEED/\H(/am AMPHY—E X, /amppk
SXGEEFEEHS) P famppkg




SXG

—_—

Router

amppk
HTTPS Proxy SXG Route\ pf J

AMPHY—/X

. CrawleriCSXGXInTH s Z &z M5 E S (Vary: AMP-

Cache-Transform)

. SXGEUfEY 7 TR k(AM
google;v=..)h\K/c 5am

P-Cache-Transform:
opkIZ 5B,

. VU ITXK~%Z amppkg

JDquery parameter(CZ &8




amppkg

https://github.com/ampproject/amppackager

AMP CDN OCSPH—/N\

AMP-Cache-Transform \
FEVITRM CSS,RTV R iEER

SXGEEERERRV VT X b

SXG Router

- AMPOY 725 5XG%Z 4
« VATV NDOREINZERL CERIAFAIIE ]

HTTPUI AL

HTTPLRAR>V R

(AMP>72Y)

amppkg

. SXGHEREICAMP&&E{L (Transform)Z1T5

. SXGEEBHE & OCSP% 2
ER

Ny oXxvy @
. statusCode 200L{4\ &

=& 17— (cert+cbor) %

HARZ)L—(proxy)

AMPHY—/X

=R LR Y % (RK4MB)

BIH S 6 HiE

FRL. =

SIRWWAY T DF v 7 PHIBRZITS



SXGEAIRDIRD



SXG/AMPY X7 LEBA, #xDiRD

1. IRA V7 IANDOEEZR/NRICLULT, EALAEEL
<o

2. I—UNDEEVIVIANDEZEZHEFDICETICT
/U7Lc_ (:‘:E 5 7 TRk 75“301:@7 — 1) /7\\T‘a75 >, fcTc (Vb)
3. ERIICStagingI|RIETO TR MDRERE - o Bot?y
— LY AMPHF v v Y 2 bDHERIEY YU —RXRICLMT
=RAY AW




SXG/AI\/IP*‘/Z T INE A [CFE
5 EE5E1E

TPV IARRELROYTIYN? (SXGEELIEANY H)
- AABRPEXF YT BERERMNAADTULZWLM?

. Same OriginiC7& > Tc b T 7 —ICIR 577\ ? (e.g. AMP-
Iframe)

. Soft404(not foundZz200TiRI) EN UL TWLWRLN?




originz A& 2 % Signed HTTP Exchangesid. 12

DOWeb~

Z DFEATIC

N

=)

/711
P

IO R ZRANICE ZDRIMT T,

|[C & T Publisher/Distributor 2N OERD

FRREL<LEDLSAEEEDH D XT,

S, SXCHREELEZRDDN, TNEDLEBREEGD DD,

BESATZED

2 KK E AT ETSXGZHIBTLTRE LY,



