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Wh a t  is
Ide n t ity Th e ft ?
Ide n t it y th e ft is com p le x. We ’ll 
e xp lo re  t h  e  wid e  ra  n  ge  o f  id e n  t it y  
th  e  ft .

For 2022 p la n ra t e s, p le a se visit : 
h r .m it .e du /b e n e fit s / id e n t it y

Six Diffe re n t  Type s
• Fin a n cia l

• Ta x

• Me dica l

• Em ploym e n t

• Ch ild

• Crim in a l

How Ide n t it y Th e ft  Ha ppe n s
• Ele ct ron ic

• Low-te ch  m e th ods

Wa rn in g Sign s
• Adu lt

• Ch ild re n

How to  Be t t e r  Pro te ct  You rse lf
• Pa sswords

• De vice s

• In t e rn e t

• Ge n e ra l

https://hr.mit.edu/benefits/identity


1 FTC Con su m e r Se n t in e l Ne twork Da ta  Book 2019
2 Ja ve lin  2020 Id e n t it y Fra u d  Stu d y: Ge n e sis  o f t h e  Id e n t it y Fra u d  Cris is
3 “Cre d it  ca rd s  su rgin g in  2019—fra u d  too” Gre e n  Sh e e t

Fin a n cia l
Ide n t ity Th e ft

Ne w a ccou n t  fra u d  ju m pe d  by 88% in  20191

• 13 m illion  in cide n t s  of ide n t it y fra u d  in  2019, t o t a lin g 
$16.9 b illion  in  losse s2

• Cre d it  ca rd  fra u d  tops th e  lis t  o f ide n t it y t h e ft  cr im e s1

• 80% of cre d it  ca rd s  m a y h a ve  a lre a dy be e n  
com prom ise d 3

How Stolen PII Is Used for Financial 
Fraud and the Potential Impact

• Im pe rson a te  th e  vict im  to  m a ke  on lin e  
pu rch a se s th a t  th e y m a y h a ve  to  pa y 
for  o r  re so lve  with  th e ir  fin a n cia l 
in st itu t ion  

• Ope n  n e w on lin e  a ccou n ts , ch e ckin g 
a ccou n ts , o r  cre d it  ca rd  a ccou n ts  th a t  
th e  vict im  m a y be  re spon sib le  fo r  



1 “Id e n t it y t h e ft  re m a in s  on  th e  IRS’ “Dirty Doze n ” lis t  d e sp it e  p rogre ss” IRS
2 “How soon  ca n  you  file  you r t a x re tu rn ? Wh y sh ou ld  you  file  ASAP?” USA Today

Ta x
Ide n t ity Th e ft

Th ie ve s Aim  to  File  a  Fa ke  Ta x Re tu rn  Be fore  
th e  Vict im  Doe s

• Ta x-re la t e d  ide n t it y t h e ft  is  on e  of t h e  m ost  com m on  
t a x sca m s1

• Th e  IRS a cce p t s  on ly on e  t a x re tu rn  pe r  Socia l Se cu rity 
n u m be r2

How Stolen PII Is Used for Tax Fraud and 
the Potential Impact

• File  a  fra u du le n t  t a x re tu rn  in  th e  
vict im ’s n a m e  a n d  co lle ct  th e ir  re fu n d  
be fore  th e y h a ve  a  ch a n ce  to  file

• Ca u se  th e  vict im ’s own  ta x filin g to  be  
re je cte d , re su lt in g in  de la ys a n d  issu e s 
with  th e  IRS 



1 “Me d ica l Id e n t it y Th e ft ” World  Priva cy Foru m
2 “Me d ica l ID th e ft ” Fra u d .org
3 “Me d ica l Id e n t it y Th e ft ” AARP

Me d ica l
Ide n t ity Th e ft
Fict it iou s Me d ica l In form a t ion  Cou ld  Pla gu e  
th e  Vict im  for  Ye a rs

• Me dica l ide n t it y t h e ft  ca n  ca u se  gre a t  h a rm  to  it s  
vict im s1

• Fra u dst e rs  m a y t a rge t  h e a lth ca re  da t a  be ca u se  it  
ca n  h a ve  a  lon ge r sh e lf life th a n  fin a n cia l 
in form a t ion 2

• 101% in cre a se  in  m e d ica l ide n t it y t h e ft  ca se s in  
20193

• Me dica l ID th e ft  is  t h e  m ore  cost ly a n d  le a st  
u n de rstood  type  of ide n t it y t h e ft

How Stolen PII Is Used for Medical Fraud 
and the Potential Impact

• File  e rron e ou s m e d ica l cla im s th a t  th e  
vict im  h a s to pa y

• Use  in su ra n ce for  m e d ica l d ia gn ose s 
th a t  th e  vict im  doe s n o t  h a ve  a n d  
cou ld  re su lt  in  fu tu re  m isd ia gn ose s, 
t re a tm e n t  de la ys, o r  in corre ct  
p re scr ip t ion s

• Ma x ou t  in su ra n ce  pa you t  wh ich  
ca n ce ls  th e  po licy le a vin g th e  
vict im with ou t  in su ra n ce  a n d  
po te n t ia lly m a kin g it  m ore  d ifficu lt  to  
ge t  n e w in su ra n ce



1 “U.S. u n e m p loym e n t  sys t e m s a re  u n d e r a t t a ck, Se cre t  Se rvice  sa ys” Benefits Pro
2 “Typ e s  o f Id e n t it y Th e ft ” Michigan Department of Treasury

Em ploym e n t
Ide n t ity Th e ft
Opposin g Goa ls: Th ie ve s Se e kin g 
Em ploym e n t—Or Un e m ploym e n t  Be n e fit s

• Sca m m e rs m a y file  fra u du le n t  u n e m ploym e n t  
cla im s1

• Fra u dst e rs  m a y u se  a  fa ls ifie d  or  s to le n  ID to  ge t  a  
job 2

• Un e m ploym e n t  be n e fit s  fra u d  ca n  im pa ct  
in d ividu a ls  both  with  a n d  with ou t  a  cu rre n t  posit ion  

How Stolen PII Is Used for Employment 
Fraud and the Potential Impact

• File  fra u du le n t  u n e m ploym e n t  be n e fit s  
cla im s th a t  th e  vict im  h a s to  re so lve  
with  th e ir  e m ploye r  o r  th e  IRS 

• Use  th e  vict im ’s ide n t ity to  ge t  a  job , 
wh ich  cou ld  le a d  to  p rob le m s re so lvin g 
m isre porte d  in com e  



1 Ja ve lin , “Ch ild  Id e n t it y Fra u d : A We b  of De ce p t ion  a n d  Loss” 
2 “FBI Te ch  Tu e sd a y: Bu ild in g a  Digit a l De fe n se  Aga in s t  Ch ild  ID Th e ft ” FBI

Ch ild
Ide n t ity Th e ft
Ch ild re n  Ca n  Be  th e  Pe rfe ct  Ma rk for
Ide n t ity Th ie ve s

• Ch ild  ide n t it y fra u d  a ffe ct s  on e  ou t  of e ve ry 50 
ch ild re n 1

• It  cost s  US fa m ilie s  a lm ost  $1 b illion  a n n u a lly to  
re so lve 1

• Ea ch  vict im ize d  fa m ily lose s  m ore  th a n  $1,100 pe r  
in cide n t  on  a ve ra ge . 1

• A ch ild  re p re se n t s  a  cle a n  s la t e  for  ope n in g n e w 
lin e s  of cre d it 2

How Stolen PII Is Used for Child Identity 
Fraud and the Potential Impact

• Ope n  n e w lin e s o f cre d it  o r  loa n s th a t  
go  in to  co lle ct ion  or  de fa u lt  a n d  
re m a in  on  th e  ch ild ’s  cre d it

• Da m a ge  a  ch ild ’s  cre d it  a n d  m a ke  it  
d ifficu lt  fo r  th e m  to  qu a lify in  th e  
fu tu re  fo r  s tu de n t  loa n s, ge t  cre d it  
ca rds, o r  re n t  a  p la ce  to  live  



1 “Crim in a l Id e n t it y Th e ft ” St a t e  o f Ca lifo rn ia  Office  o f t h e  At to rn e y Ge n e ra l
2 “Id e n t it y Th e ft : Crim in a l Id e n t it y Th e ft ” Ge orgia  De p a rtm e n t  o f La w Con su m e r Pro t e ct ion  Divis ion
3 “Id e n t it y Th e ft ” Na t ion a l Associa t ion  of In su ra n ce  Com m iss ion e rs

Cr im in a l
Ide n t ity Th e ft

An  Ide n t ity Th ie f’s  Crim e s Ca n  Be com e  th e  
Vict im ’s

• Th ou gh  ra re , cr im in a l ide n t it y t h e ft  ca n  occu r wh e n  
som e on e  cit e d  or  a rre st e d  for  a  cr im e  u se s  th e  
vict im ’s  ide n t it y1

• Ofte n  th e  vict im  is  com ple t e ly u n a wa re  th a t  t h e y 
h a ve  a  cr im in a l re cord 2

• It  ca n  be  d ifficu lt  t o  re so lve , be ca u se  th e  vict im  
oft e n  a ppe a rs  t o  be  th e  crim in a l3

How Stolen PII Is Used for Criminal 
Fraud and the Potential Impact

• Use  th e  vict im ’s n a m e  du rin g a n  a rre st  
po te n t ia lly le a d in g to  a  cr im in a l re cord  
th e  vict im  isn ’t  a wa re  o f 

• Ca u se  th e  vict im  to  be  de n ie d  
e m ploym e n t  o r  fire d  from  a  job  a ft e r  
cr im in a l a ct ivity a ppe a rs  du rin g a  
ba ckgrou n d  ch e ck



Common Warning Signs of Child ID Theft

• Cre d it  o ffe rs  in  ch ild ’s  n a m e

• IRS n o t ice  th a t  ch ild  owe s u n pa id  
t a xe s

• Colle ct ion  ca lls  fo r  a  de b t  in  ch ild 's  
n a m e

• Bills  fo r  p rodu ct s  o r  se rvice s in  th e  
ch ild 's  n a m e

• Gove rn m e n t  be n e fit s  de clin e d  u n de r  
ch ild 's  Socia l Se cu rity n u m be r

Fin a n cia l Ide n t ity Th e ft :
• Un fa m ilia r  a ccou n t  a ct ivity
• Expe cte d  b ills  n o t  a rr ivin g
• Un fa m ilia r  a ccou n t s  on  cre d it  re port  
• De b t  co lle ct ion  ca lls
• Da ta  b re a ch n ot ifica t ion

Me d ica l Ide n t ity Th e ft :
• Un fa m ilia r  m e d ica l b ills
• Re je ct e d  m e d ica l cla im
• Re je ct e d  h e a lth  p la n

Ta x Ide n t ity Th e ft :
• Re je ct e d  t a x e -filin g
• IRS n ot ice  a bou t  su sp iciou s t a x re tu rn
• IRS n ot ice  re ga rd in g a n  u n e xpe cte d  on lin e  a ccou n t
• IRS re cords with  wa ge s from  a n  u n fa m ilia r  e m p loye r 

Wa rn in g Sign s
of Ide n t ity Th e ft



How ID Wa tch dog Ca n  He lp

Ide n t ity th e ft  is  com ple x a n d  ca n  se e m  ove rwh e lm in g.

You  don ’t  h a ve  to  fa ce  it  a lon e .

De sign in g ou r fe a tu re s  t o  
be  e a sy to  se t  u p  a n d  

m a n a ge

Givin g you  gre a t e r  
p ro t e ct ion  a n d  con t ro l 

ove r you r fin a n cia l 
in form a t ion

ID Wa tch dog h a s fe a tu re s to  h e lp  n o t ify you  of po te n t ia l ide n t ity th e ft  wh ile
h e lp in g you  be t t e r  p ro te ct  you rse lf a ga in st  fra u d . 

Offe rin g fe a tu re s  t o  h e lp  you  
be t t e r  p ro t e ct  you r fa m ily, bo th  
ch ild re n  a n d  a du lt  de pe n de n t s

ID Wa tch dog Ide n t ity Th e ft  Pro te ct ion  Se rvice s ca n  p rovide  gre a te r  pe a ce  o f m in d  by:



Mon itor  & De te ct
• By m on itorin g you r cre d it  a n d  b illion s of 

da ta  po in t s , we  h e lp  ke e p  you  in form e d  
of ch a n ge s a n d  a ct ivity re la t e d  to  you r 
pe rson a l in form a t ion . 

• ID Wa tch dog p la n s in clu de  cre d it , 
ide n t ity, da rk we b ,1 su bp rim e  loa n ,2 a n d  
socia l m e d ia  m on itor in g. 

• Th e  m ost  com m on  wa y vict im s 
d iscove re d  n e w a ccou n t  fra u d  in  2018 
wa s n ot ifica t ion  by a  cre d it  m on itor in g 
or  ide n t ity p ro te ct ion  se rvice .3

If you spot activity that might result 
from identity theft or a mistake, you can 
take steps to resolve that problem 
before it grows .” 4

~ Fe de ra l Tra de  Com m ission
Con su m e r  In form a t ion

“

1Da rk We b  Mon ito rin g sca n s  t h ou sa n d s  o f in t e rn e t  s it e s  wh e re  con su m e rs’ p e rson a l in form a t ion  is  su sp e ct e d  of b e in g b ou gh t  a n d  so ld , a n d  is  con st a n t ly a d d in g 
n e w s it e s  t o  t h ose  it  se a rch e s . Howe ve r, t h e  in t e rn e t  a d d re sse s  o f t h e se  su sp e ct e d  in t e rn e t  t ra d in g s it e s  a re  n o t  p u b lish e d  a n d  fre q u e n t ly ch a n ge , so  t h e re  is  n o  
gu a ra n t e e  t h a t  ID Wa tch d og is  a b le  t o  loca t e  a n d  se a rch  e ve ry p oss ib le  in t e rn e t  s it e  wh e re  con su m e rs’ p e rson a l in form a t ion  is a t r isk o f b e in g t ra d e d .
2Th e  m on ito re d  n e twork d oe s  n o t  cove r a ll b u s in e sse s o r  t ra n sa ct ion s .
3“Cre d it  Ca rd  Fra u d  Is  Down , Bu t  Accou n t  Fra u d  Th a t  Dire ct ly Hu rt s  Con su m e rs  Re m a in s  High ” Forbes
4FTC Con su m e r In form a t ion : Id e n t it y Th e ft  Pro t e ct ion  Se rvice s



Con t ro l & Ma n a ge

Cu stom ize  wh a t  you  wa n t  to  be  a le r t e d  on  a n d  h ow you  wa n t  to  be  n o t ifie d

Act iva te  Mu lt i-Bu re a u  Lock for  a dde d  con t ro l ove r  you r cre d it  re port s
• Sin ce  po te n t ia l cre d ito rs  ca n ’t  ch e ck you r  cre d it  re port , locks1 h e lp  be t t e r  p ro te ct  

a ga in st  ide n t ity th ie ve s from  ope n in g n e w a ccou n ts  in  you r  n a m e .

1 Lockin g you r Eq u ifa x cre d it  re p ort  will p re ve n t  a cce ss  t o  it  b y ce rt a in  t h ird  p a rt ie s . Lockin g you r Eq u ifa x cre d it  re p ort  will n o t  p re ve n t  a cce ss  t o  you r cre d it  re p ort  
a t  a n y o th e r cre d it  re p ort in g a ge n cy. En t it ie s  t h a t  m a y s t ill h a ve  a cce ss  t o  you r Eq u ifa x cre d it  re p ort  in clu d e : com p a n ie s  like  ID Wa tch d og, wh ich  p rovid e  you  with  
a cce ss  t o  you r cre d it  re p ort  o r  cre d it  score , o r  m on ito r  you r cre d it  re p ort  a s  p a rt  o f a  su b scrip t ion  or s im ila r  se rvice ; com p a n ie s  t h a t  p rovid e  you  with  a  cop y of you r 
cre d it  re p ort  o r  cre d it  score , u p on  you r re q u e st ; fe d e ra l, s t a t e , a n d  loca l gove rn m e n t  a ge n cie s  a n d  cou rt s  in  ce rt a in  circu m sta n ce s; com p a n ie s  u s in g th e  
in form a t ion  in  con n e ct ion  with  t h e  u n d e rwrit in g of in su ra n ce , o r  fo r  e m p loym e n t , t e n a n t  o r  b a ckgrou n d  scre e n in g p u rp ose s ; com p a n ie s  t h a t  h a ve  a  cu rre n t  
a ccou n t  o r  re la t ion sh ip  with  you , a n d  co lle ct ion  a ge n cie s  a ct in g on  b e h a lf o f t h ose  wh om  you  owe ; com p a n ie s  t h a t  a u th e n t ica t e a  con su m e r’s  id e n t it y fo r  p u rp ose s  
o th e r t h a n  gra n t in g cre d it , o r  fo r  in ve st iga t in g or p re ve n t in g a ctu a l o r  p o t e n t ia l fra u d ; a n d  com p a n ie s  t h a t  wish  t o  m a ke  p re -a p p rove d  offe rs  o f cre d it  o r  in su ra n ce  
to  you . To  op t  ou t  o f p re -a p p rove d  offe rs , vis it  www.op tou tp re scre e n .com .

http://www.optoutprescreen.com/


Con t ro l & Ma n a ge

ID Wa tch dog h a s t e a m e d  with  NordSe c to  b r in g you  NordVPN –
th e  # 1 in du st ry ra n ke d  VPN1

Se t  u p  you r Pe rson a l VPN to : 
• Con n e ct  t o  t h e  in t e rn e t  se cu re ly a n d  a n on ym ou sly on  u p  to  6 de vice s  (you rs

a n d  you r fa m ily’s) a t  t h e  sa m e  t im e
• Browse  sa fe ly with  a dd it ion a l p ro t e ct ion  from  m a liciou s we bsit e s  a n d

de vice -con t ro llin g botn e t s  wh ile  b lockin g pop -u p  a ds a n d  vide os
• He lp  ke e p  you r on lin e  ide n t it y sa fe  wh ile  t ra ve lin g worldwide  (a cross  t h e  US

a n d  in  59 o th e r  cou n t r ie s)

Use  you r Pa ssword  Ma n a ge r  to :
• More  se cu re ly m a n a ge  login  cre de n t ia ls  for  a ll you r a ccou n t s
• Avoid  pa ssword  re u se
• St re n gth e n  pa sswords

1 "10 Be st VPNs in 2021 for PC, Ma c & Ph on e – 100% Se cu re " vp nm e n tor.com 

https://www.vpnmentor.com/


Su pport  & Re store

If you r pe rson a l in form a t ion  is  lost  o r  s to le n , you  don ’t  h a ve  to  fa ce  it  a lon e . 
We ’re  h e re  for  you  24 h ou rs a  da y, se ve n  da ys we e k.

Re solu t ion  for  Pre -Exist in g Con d it ion s
• Provide s fu ll-se rvice  re so lu t ion  for  p re -e xis t in g ide n t it y t h e ft  re ga rd le ss  of wh e n  it  occu rre d .

Ide n t ity Th e ft  In su ra n ce 1

• Provide s u p  to  $1 m illion  of re im bu rse m e n t  for  ce rt a in  ou t -of-pocke t  cost s  re la t e d  to  t h e  
re cove ry of you r ide n t it y. Th e  in su ra n ce  in clu de s s to le n  fu n ds re im bu rse m e n t  for  
u n re cove ra b le , fra u du le n t  e le ct ron ic t ra n sfe rs  from  ch e ckin g, sa vin gs, a n d  m on e y m a rke t  
a ccou n t s .

1 Th e  Id e n t it y Th e ft  In su ra n ce  is  u n d e rwrit t e n  a n d  a d m in is t e re d  b y Am e rica n  Ba n ke rs  In su ra n ce  Com p a n y of Florid a , a n  Assu ra n t  com p a n y. Ple a se  re fe r  t o  t h e  
a ctu a l p o licie s  fo r  t e rm s, con d it ion s , a n d  e xclu s ion s  o f cove ra ge . Cove ra ge  m a y n o t  b e  a va ila b le  in  a ll ju risd ict ion s . Re vie w th e  Su m m a ry of Be n e fit s .



ID Wa tch dog Da sh boa rd  
& Mob ile  App



We lcom e  to  ID Wa tch dog
• Wh e n  you  jo in  ID Wa tch dog, you  will 

re ce ive  a  we lcom e  e m a il a n d  m a ile d  le t t e r  
with  a  copy of ou r  p r iva cy n o t ice . 

• Th e  we lcom e  e m a il a n d  le t t e r  in clu de  you r  
a ct iva t ion  code  so  you  ca n  cre a te  a n  on lin e  
a ccou n t  a n d  ga in  a cce ss  to  a ll o f you r  
fe a tu re s .



Porta b ility

Wh a t  h a ppe n s if I le a ve  m y e m ploye r  bu t  
wish  to  con t in u e  m y cove ra ge ? 

ID Wa tch dog h a s you  cove re d . You  will 
re ce ive  a n  e m a il com m u n ica t ion  e xp la in in g 
h ow you  ca n  con t in u e  with  ou r  se rvice .



Ide n t ity Th e ft  
Pro te ct ion
Th e  Powe rfu l Fe a tu re s You  Wa n t  
All a t  a n  Afforda b le Price

Th a n k You !
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