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Performance Evaluation and Security Analysis of
UAV-Based FSO/CV-QKD System
Employing DP-QPSK/CD

Nancy Alshaer

Abstract—Unmanned aerial vehicles (UAV) based on free-space
optical (FSO) systems combine the benefits of both the high data
rate of the FSO and the mobility of UAV. However, cumulative
effects of laser beam divergence and turbulence-induced fading on
the received irradiance in the FSO link might allow an external
eavesdropper located near the authorized receiver to break the
transmission under certain conditions. Quantum key distribution
(QKD) is a technique of secure communication that employs quan-
tum mechanics-based cryptography principles. A combination of
a continuous-variable quantum key distribution (CV-QKD) and
Gaussian modulation of quantum coherent states (GMCS) enables
a relatively secure communication system against collective at-
tacks over FSO transmission links. However, the performance is
restricted and degraded due to the influence of atmospheric turbu-
lence and excess noise. This paper aims to evaluate the performance
of a secured UAV-based FSO system utilizing prepare and measure
CV-QKD protocol based on GMCS under collective attack in terms
of quantum bit error rate (QBER), outage probability, and secret
key rate (SKR) considering the impairments of the FSO channel,
link budget, deviations in the position and attitude angles of the
UAY, channel fluctuating transmittance, and excess noise. The sys-
tem parameters, including transmit power, receiver’s field-of-view,
and beam divergence angle, are optimized to satisfy the system’s
design criteria of threshold-QBER = 10~ and threshold outage
probability = 102, The proposed system tolerates boresight dis-
placement up to 7 cm with the optimized values. The Closed-form
expressions and analytical results are confirmed by Monte-Carlo
simulations.

Index Terms—Continuous-variable quantum key distribution
(CV-QKD), dual polarization quadrature phase shift keying
(DP-QPSK), free-space optical (FSO), quantum coherent states
(GMCS), performance evaluation, unmanned aerial vehicles
(UAV).

1. INTRODUCTION

ECENTLY, secure and high-speed data transfer are major
requirements for a variety of critical institutions such as,
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financial and military. In contrast to conventional cryptography
protocols whose security is based on theoretic assumptions of
computational complexity, quantum key distribution (QKD) or
quantum cryptography employs quantum mechanics physical
laws such as, no-cloning theorem and Heisenberg uncertainty
principle to achieve information-theoretic secure key exchange.
These laws enable QKD to provide unconditional security, as
quantum mechanics help to detect the existence of any adversary,
usually named “Eve”, during key exchange. Quantum cryptog-
raphy solves the most difficult problem in modern cryptography,
namely, key distribution. Once the key is generated it is subse-
quently utilized in a symmetric cipher, such as the one-time pad
or one of the modern symmetric ciphers, to securely transmit
information over a public classical authenticated channel [1],
[2]. The quantum channel between the two remote entities who
established the key, traditionally named Alice and Bob, can be
optical fiber cable or free-space optical (FSO) channel [3], [4].
In FSO links the data transferred through the atmosphere
faster than the glass in optical fiber cables that also suffers from
polarization-preservation problem compared to the atmosphere
that provides for almost unperturbed propagation of the polar-
ization states. Furthermore, FSO links produce an alternative
cost-effective communication to the places where optical fiber
cannot be deployed [5], [6]. The FSO systems are based on
intensity modulation with direct detection or coherent detection,
which uses either homodyne or heterodyne detection. The mo-
tivation for using coherent FSO systems is that their receiver is
limited only by the shot noise of the received light provided
that the power of the optical local oscillator is sufficiently
large. Consequently, coherent detection provides a means of
overcoming thermal noise which can not be neglected due to
harsh environmental conditions [7], [8]. In addition, coherent
detection techniques support optical phase modulation formats
as it converts phase variations into amplitude variations. The
spectral efficiency of optical systems can be enhanced by ex-
ploiting dual polarization schemes that potentially duplicate the
data rate compared to single polarization schemes [9], [10].
The usage of unmanned aerial vehicles (UAV), also known
as drones, was primarily limited to military field. However,
the improvement of advanced sensor implementation, flight
control algorithms, and integrated circuit (IC) technology led
to the development and design of UAVs of various sizes,
and shapes that have advanced communication capabilities,
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memory, storage, and onboard processing. Nowadays, UAVs
have involved in a variety of commercial applications such as
civilian, agriculture, disaster, rescue response, on-demand wire-
less systems with low-altitude, agent and multi-agent systems,
and machine learning [11].

To take advantage of UAVs in wireless communication sys-
tems, it is essential to establish a data link between either
UAV and existing networking infrastructures, UAV and newly
constructed ground-control station (GCS), or UAV and UAV.
The development of free-space communications technology
motivates UAVs to perform applications including mapping,
surveying, remote sensing, tracking, and traffic control. The
UAV can either operate in a stationary mode or travel along a
well-defined trajectory. Additionally, it can be easily integrated
with current network infrastructures [12], [13]. Thus, the com-
bination of UAV systems and FSO links is attracting attention
due to the increased data rate as well as the license-free and se-
cure transmission. Several commercial FSO links are deployed,
which operate at 1-2 Gbps over ranges of 1-3 km [14], [15].
However, Atmospheric turbulence-induced fading, atmospheric
attenuation, and pointing errors severely deteriorate the perfor-
mance of terrestrial (fixed) FSO links [16], [17]. On the other
hand, UAV-based FSO systems have another important factor
limiting the reliability of the FSO link, namely, angle-of-arrival
(AOA) fluctuations resulting from the orientation deviation of
the hovering UAV.

In the literature, the channel model of a variety of configura-
tions of UAV-based FSO links has been introduced [18]-[21].
A tractable channel model was proposed in [22] for the FSO
link between UAVs under the effect of log-normal and Gamma-
Gamma atmospheric turbulence beside considering the effects
of atmospheric attenuation, geometric loss due to the deviation
between the receiver lens center and the received beam center,
and the link interruption due to AoA fluctuations. In addition,
the closed-form expressions for the outage probability and bit
error rate (BER) are derived. The performance of UAV-assisted
FSO systems using an APD at the receiver was analyzed in [23].
Besides modeling end-to-end SNR of the considered FSO link
and deriving closed-form expressions for the BER of the sys-
tem under different turbulence conditions. Both [22] and [23]
considered on-off keying (OOK) modulation and zero-boresight
pointing errors. However, the system security has not been taken
into consideration in the previous work.

In CV-QKD, the information is encoded into the amplitude
or phase quadrature of the transmitted signal. The CV-QKD has
attracted a great deal of attention as it offers the possibility of
implementations using traditional telecommunications compo-
nents. In addition, CV-QKD can utilize coherent detection tech-
niques that operate more efficiently and faster than single-photon
detectors used in discrete variable QKD (DV-QKD) protocol,
enabling higher key distribution rates. Furthermore, a straight-
forward and cost-effective CV-QKD system has been achieved
by using non-coherent detection techniques known as intensity
modulation/direct detection (IM/DD) [24]. The CV-QKD sys-
tems appear to have the potential to accomplish two essential
tasks. The first task is to refine the security analysis of CV-QKD
protocols to take into account realistic concerns that occur during
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their implementation stage. The second task is developing a
practical mechanism that will allow these systems to achieve
the high secret key rates that are theoretically presented in [25].

The CV-QKD protocols [26] were suggested on the basis
of Gaussian modulation [27] of coherent [28] or squeezed
states [29] employing either of heterodyne [30] or homodyne
detection [31], [32]. Several experiments based on CV-QKD
protocols have been successfully implemented over optical
fiber [33], [34] or free space links [30]. The security of those pro-
tocols was analyzed regarding collective [35], individual [36],
and coherent attacks [28]. The authors in [37] implemented
a DV-QKD protocol (BB84) to enable the demonstration of a
secure, high-speed optical communication data link between a
drone and a ground station. In addition, size, weight, and power
constraints related to the drone design have been considered
such that a mass of 5 kg and power consumption of 20 W must
not exceed. The performance of a secure ground-to-satellite
FSO system has been evaluated in [38] employing CV-QKD
protocol, taking into account the atmospheric channel attenua-
tion, turbulence-induced scintillation, eye safety considerations,
and the vertical beam link budget. The transmitter and receiver
parameters such as bit rate, packet length, and scale coefficient
step have been optimized in order to maximize the information
capacity at the operating transmission distance.

An entanglement distribution has been demonstrated in [39]
based on drones, realizing multi-weather operation including
daytime and rainy nights. The system focused on a local-area
network with 40 minutes and 200 m of on-demand coverage.
Using a flying drone, an entanglement distribution has been
accomplished in [40] where this mobile platform can be gen-
eralized for multiple mobile nodes with optical relay among
them. Essential components for tracking, entangled source, and
relay are developed with high performance.

In [41], an integrated system consisting of GCS, UAV, QKD,
and FSO systems is introduced. The authors proposed a quan-
tum key mechanism based on the E91 protocol combined with
M-ary pulse position modulation (MPPM) with the time-bin
technique to generate the secret key over the free space quantum
channel considering the channel impairments. In addition to
representing a channel model that study the combined effects
of angle-of-arrival (AoA) fluctuations, nonzero boresight point-
ing error, atmospheric turbulence, and atmospheric attenuation.
Furthermore, the variances in the position and orientation of the
UAV are investigated using a tracking system. These variances
are considered when evaluating the overall performance of the
proposed integrated system.

As mentioned earlier, the researchers in the previous works
are either concerned with the channel and system models,
UAV tracking, or system security with QKD protocols and
their immunity against possible attacks. This paper presents a
comprehensive study of a secured ground-to-UAV FSO system
using the CV-QKD protocol, including the design of the overall
system, performance evaluation, parameter optimization, and
vulnerability assessments. The proposed system prepares and
measures CV-QKD protocol based on Gaussian modulated co-
herent states (GMCS) on a conventional FSO system utilizing
Dual Polarization Quadrature Phase Shift Keying (DP-QPSK)
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and coherent detection (CD) under collective attack. We assume
that a tracking system is available that can precisely detect
the location of the drone as well as its attitude angles. The
combined impacts of the design parameters of the proposed
integrated system are considered the main technical challenge
of this research.

The key contributions are: (1) A model of the end-to-end SNR
of aDP-QPSK with CD of a ground-to-UAV FSO link is deduced
considering the effects of link budget and channel and receiver’s
excess noise. (2) Based on the developed analytical SNR model,
analytical and closed-form expressions for the quantum bit error
rate (QBER) and outage probability of the proposed system are
derived. The effect of the whole channel state, including atmo-
spheric attenuation, turbulence-induced scintillation, pointing
errors, and AoA fluctuations of the hovering UAYV, is embedded
in these expressions. (3) Given the deduced QBER, the RKR
and SKR expressions are introduced based on Shannon capacity
limit and fluctuating transmittance. (4) Essential link parameters
such as transmit power, receiver’s field-of-view, and beam’s
divergence angle are optimized according to the design criteria
of QBER, outage probability, UAV’s position, and orientation
deviations. (5) The analytical results and closed-form expres-
sions are validated with the Monte Carlo simulations.

The remainder of this paper is organized in the following
manner. The integration of the CV-QKD protocol over a UAV-
based FSO system is described in Section II. The system model,
including the transmitter, the receiver, and the quantum channel,
is described in Section III. Section I'V analyzes and evaluates the
system performance in terms of QBER, outage probability, and
SKR, as well as deriving closed-form expressions for QBER and
outage probability. Additionally, the numerical results shown in
Section V illustrate the validity of the derived expressions, which
are used in conjunction with the optimized system parameters
to demonstrate validity. Validation of the derived expressions
is demonstrated via numerical results introduced in Section V
in addition to the optimized system parameters. Finally, the
proposed system and results are concluded in Section VI.

II. INTEGRATED CV-QKD, FSO AND UAV SYSTEM

In order to integrate the QKD protocal with FSO and UAV
systems, it is essential to describe the design of the quantum and
public (classical) channels in free space. The quantum channel
is a unidirectional optical channel from Alice to Bob. On the
other hand, the public channel is a bidirectional optical channel
between the two legitimate parts, namely, Alice and Bob.

The proposed system is presented in Fig. 1, where the GCS
contains a dual-wavelength laser terminal that generates two-
wavelengths A, and A,,. A beam with A, for the quantum channel,
while the other beam is with A,, for the classical channel, both
are from Alice (GCS) to Bob (UAV). These two optical beams
are transmitting to the UAV, with the condition that the UAV
QKD receiver must be isolated from the considerably stronger
classical link received signal. The UAV has a laser source to
provide the downlink (from Bob to Alice) classical channel at a
wavelength of 14, which must be isolated from the UAV QKD
receiver. The selection of the appropriate wavelength is critical,

7324911

laser source,
telescope, and
quantum &
classical link Rxs

dual wavelength laser
| terminal, telescope,
and quantum link Tx

GCS (Alice)

Fig. 1. System layout and channels. GCS: ground control station; UAV:
unmanned Unmanned aerial vehicle.

and wavelength selective filters are the major isolation method.
Notch filters will also be used at the UAV to distinguish between
the three wavelengths.

In the proposed system, the secure keys (symbols/sec) are
sent via the quantum channel using a DP-QPSK/CD transmitter,
allowing higher quantum key rates than direct detection (DD)
systems. The coherent optical detector detects the symbols at
Bob’s side. The detected key is then resent again to Alice through
the downlink channel for approval. This downlink is also used to
transmit the channel state information (CSI) from Bob to Alice
for the reconciliation process. The receiver accurately estimates
the instantaneous channel’s fading state and inserts pilot symbols
at the beginning of a block of symbols. Alice receives Bob’s
bits and determines the QBER using an offline version of the
originally transmitted bits. She utilizes the CSI and QBER to
discover Eve’s existence. If not, the secret key is sent through
the uplink public channel. Finally, the encrypted data is also
transmitted via the public channel.

In an eavesdropping attack, Eve should also be a UAV who
suffers from Bob’s same challenging issues when locating her-
self close to Bob. This is a novel security situation completely
different from a traditional scenario with Eve in a fixed position.
She must also maintain a safe distance from Bob to avoid crash-
ing with Bob due to random hovering, but she must remain within
the beam footprint to receive a signal. The relative distance
between Eve and Bob concerning the random misalignments
of the beam centroid should have a considerable impact on the
possible SKR, especially when pointing errors in the legitimate
links are assumed. This practical issue is out of the scope of the
current framework of this paper, and we assumed that Eve has a
mechanism that keeps her close to Bob and avoid collision with
him.

III. SYSTEM MODEL

This work considers an FSO system with DP-QPSK modu-
lation and optical coherent-detection. The proposed system is
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A block diagram of the proposed free space CV-QKD system using DP-QPSK/CD. RNG: random number generator; DAC: digital-to-analog converter; LS:

laser source; SPC: serial parallel converter; PBS: polarizing beam splitter; MZM: Mach-Zehnder modulator; BPSK: binary phase shift keying; QPSK: quadrature
phase shift keying; PBC: polarizing beam combiner; Ts: telescope; GCS: ground control station; NPBS: non-polarizing beam splitter; OLO: optical local oscillator;
TIA: transimpedance amplifier; ADC: analog-to-digital converter; PSC: parallel-to-serial converter; UAV: unmanned aerial vehicle; DSP: digital signal processor.

shown in Fig. 2. It consists of three essential subsystems: the
transmitter (Alice), the receiver (Bob), and the wireless channel.

A. The Transmitter

The sequence of random bits produced by Alice is generated
with a random number generator (RNG). She uses an optical
Mach-Zehnder modulator (MZM), in push-pull regime, with the
90° phase-shift to construct QPSK modulation. In order to de-
velop DP-QPSK, a polarizing beam splitter (PBS) is used to split
the light produced by the laser source A, into two orthogonality
polarized beams, vertical (V') and horizontal (/). In contrast,
each polarized light carries a QPSK symbol b(¢). The outputs
of each modulator with V' and H polarization are combined
before being transmitted over the FSO channel. The output of
the combined optical signal to be transmitted is expressed as:

BEru(t) = /2 Prg e ©@at+es0) by (1)]e79®)
Erv(t) = /2 Pry e/@atte0) by (1)]e7*®),
Er(t) = Eru(t)+ Er,v(t), )

where Pr v/, Pr g represent the transmit power vertically and
horizontally polarized. The angular frequency and optical signal
phase are expressed by w, and ¢,, respectively. The modulating
signal from the DAC has the amplitude and phase |b(¢)| and
¢(t). A polarizing beam combiner (PBC) is used to combine the
two signals at the outputs of the upper and lower IQ modulators,
Erp (t) and Ep v (t), to display the DP-QPSK signal Ep(t).

B. The Receiver

The receiver uses a coherent detection approach in order to
recover the transmitted data. Coherent detection refers to the
ability of an optical receiver to track the phase of an optical

transmitter in order to extract the phase information carried
by a transmitted signal. In the coherent detection, the receiver
calculates a decision variable by measuring the phase difference
between the desired signal and a reference phase from an optical
local-oscillator (OLO) in order to recover information from both
the I and () components of an optical carrier. The optical field
associated with the local oscillator for horizontal or vertical
polarized components is given by

EL(t) = \/ﬁ e‘j(th""(bL(t))’ (2)

where Py, wy, and ¢, are the power, the angular frequency, and
the phase of the OLO, respectively.

The incident optical field at the input of each PBS is made
up of two components: the received modulated carrier Ep(t)
= hEp(t) where h is the channel state, and the optical local
oscillator E,(t), which are orthogonal polarized. The resulting
orthogonal polarization components are fed into two IQ demod-
ulators to recover the signal b(¢). Each 1Q demodulator consists
of a six-port 90° optical hybrid and a pair of balanced photo-
detectors (BPDs). The 90° optical hybrid introduces a 90° phase
shift between I and Q components and a 180° phase shift between
the BPDs. The six-port 90° optical hybrid with two input Er g
and Ey, y from the PBS has four output signals E1 45 [42].
The balanced configuration of the photo-detectors, two detectors
with outputs fed into a differential amplifier uses to block the
common mode components such as the DC components, the
relative intensity noise (RIN), and the amplified spontaneous
emission (ASE) noise.

In horizontally H polarized signal, the first BPD output in-
troduces the in-phase component /77 while the second BPD
output introduces the quadrature-phase component Igg. The
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photocurrents of I7 and g are given by [43], [44]:
Irg = 2R\/PrPr [bu(t
Ion = 2R/ PrPp|by(t

)| eser cos [wrrt + Ad(t) + ¢(1)],

)esersinfwrpt + Ad(t) + ¢(t)],

3)

where Pp is the received optical power, e, and e; are the po-
larization unit vectors of E'r i and E, g. 3 is the responsivity
of the photo-detector, wyp is the angular frequency difference
(wg —wr), and A¢(t) is the time-varying phase difference
(¢s(t) — @1 (t)). The received optical power Pg, for vertical or
horizontal polarized components, can be expressed as a function
of the overall channel state h by [45], [46]:
2
)L ) h, 4)

Pgr(h) = PTUTURGTGR<4L

where nr, nr, Gr = (7D /))?, and Gg = (mrDg/A)? are the
optical efficiencies and the telescope gains of the Tx and the Rx,
respectively. Dr is the Tx aperture diameter, and Dp, is the Rx
aperture diameter. L is the transmission distance, and A is the
laser wavelength. In addition, the Pr uses to control the output
of OLO power such that the condition of P, > Pr should be
satisfied.

Similarly, in vertically V polarized signal, the first BPD output
introduces the in-phase component I7y, while the second BPD
output introduces the quadrature-phase component Iyy. The
photocurrents of Iy and Iy are given by :

Ity = 2R/ PrPp, by (t
Tov = 2R/ PPy by (1)

)| ese; cos [wrpt + Ap(t) +

o)),

(t)|esersin [wrpt + Ag(t) + ¢(t)] .
(5)

Those photocurrents are amplified with trans-impedance am-
plifiers (TTA) to achieve high sensitivity and wide bandwidth
before arriving at the analog-to-digital converters (ADC). The
signal is then processed by a digital signal processor (DSP)
to maximize the mutual information between Alice and Bob.
Furthermore, the outputs of carrier phase estimation (CPE) and
carrier frequency estimation (CFE) control the local oscillator,
enabling the phase and frequency of the output laser to be digi-
tally locked to the received optical signal. Finally, symbols (bits)
sent over the channel are detected by a symbol detector, which
slices the received constellation using appropriate thresholds.
Suppose Alice and Bob fail to observe an Eve. The detected
symbols (output bits) obtained at the DSP output are then used
to establish the secret key [47]-[49].

C. Free-Space Channel Model

The overall channel state h of the FSO link combines the
effects of four independent components h;, hy, hy,, and h,.
The first component is the atmospheric attenuation h; that is
represented by Beer-Lambert law as a function of the atmo-
spheric attenuation coefficient, and the link distance [50]. The
second component is the atmospheric turbulence h; resulting
from random fluctuations in the pressure and temperature of
the atmosphere and can be interpreted by several mathematical
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models based on its intensity [16], [51]. The third component
is the pointing error h,, that occurs as a result of misalignment
between the beam and detector centers [17], where the radial
displacement between them follows the Beckmann distribu-
tion [52]. Finally, the fourth factor is the link interruption A,
caused by the fluctuations in the angle-of-arrival (AoA) [21].
Thus, the probability density function (PDF) of the channel state
h for ground-to-UAV link includes the four state components

hi, ht, hy, and h is given by [21]:
_Q%OV
202

Fn(h) = exp (‘ffgov)a(h) n [1 —exp (
(‘“ﬂ) (v30, B H— v,(8,0)h 1),

71
X;ﬁ Aghy

(6)

where v;(a, 5) and v; (5, a) are given in [53] for the general
case of nonzero boresight pointing errors as following

B
w7 () Bl - p)m]
U0 = F@IEIG (0 B) + D~ (872 + 7]
—52 3272/02
X exp <20'12,g26_2'72:?2j>, @)
and
T2 <AO:)€LI> [sin((8 — a)m)]
v; (B, a) = T BTG+ (a—B)+ 1) — (a—~2+7)]
—s? v2 /o
* exp <gggg 200 — 292 +2j ) ’ ®

Ay is a fraction of power collected at r = 0, Ay = [erf(v)]?,
where r is the radial displacement between the beam center
and the photodetector (PD) center [[17], Fig. 2]. The erf(.) is
the standard error function, erf(z) =2/y/7 [, exp(—t?) dt.
And the ratio between the aperture radius of the receiver 7,
and the beam waist w, at distance z is v = \/7/2(r,/w.).
« and [ are the effective number of large-scale and small-
scale turbulence eddies, respectively. Theyare directly related
to the atmospheric conditions [54]. O,y is the field-of-view
(FoV) angle of the receiver. J is defined as |J =~? — a],
Y = Wseq/20,4 is the ratio between the equivalent beamwidth,
w?., = wi(y/merf(v)/2v exp(—v?)) and jitter standard devia-
tion measures the pointing error severity [53]. The radial dis-
\Jr2+ 7"12/ +r2 [52], where r,, 7, and
r, are modeled as nonzero mean Gaussian distributed inde-
pendent RVs with means iz, ji,, and i, respectively [53]. In
addtion to the random jitters, the nonzero boresight errors are
considered here where the boresight displacement s is given by

RV i P

o2 is the variance of the orientation deviation of the UAV
is given by: 0(2) = O'g + 035 + ai where O'g, o2, and O'i are the

attitude variances calculated by the pitch (), the roll (¢), and the

placement r = |r| =



7324911

R""“’b{ X(North)
4

Pitch(6)

g *

Y(East)

Z(Down)

Fig. 3. Position and attitude coordinates of the UAV.

yaw (1)) orientation angles as presented in Fig. 3. Furthermore,
aﬁg is the variance of position deviation between UAV and
GCS, a =0+ a§, where 03 is the variance of GCS position
ﬂuctuatlons while 02p is the variance of position deviation of the
UAV is given by: 05 = 02 + 07 4 02 where 02, 0, and o2 are

the position variances in x, y, and z directions, respectively.

D. Gaussian-Modulated Coherent States

A well-known approach that has been demonstrated to be
robustly used against collective attacks is the CV-QKD tech-
nique that utilizes Gaussian-modulated coherent states (GMCS).
Currently, various research groups are implementing CV-QKD-
based GMCS techniques in both the experimentally and in the
field [55]-[57]. Fig. 4 illustrates the GMCS integrated with
CV-QKD over FSO channel. In GMCS, Alice modulates the
quadrature of coherent states using Gaussian modulation and
sends it to Bob via the quantum channel (free space). The atmo-
spheric channel is characterized by a fluctuating transmittance 7'
of probability distribution 7(T") with mean (T"), given as [[58],
(2)], and an excess noise €., resulting in a noise variance of
(14 (T) e.p) at Bob’s input. The total channel-added noise that
is referred to as channel input, expressed in shot noise units, is
given by [59]

1+ (Theep 1
(T) (T)
The modulated coherent states received by Bob are detected
using homodyne detector that measures either one of the two
quadratures using heterodyne detector to measure both quadra-
tures simultaneously to obtain the secret key. The imperfection
of the detector is described by the electronic noise v.; and
the detection efficiency 7. A detection-added shot-noise units
for heterodyne detection at Bob is x;, = 2 x ((1 — 1) + ver) /7.
Therefore, the total noise referred to the channel input could be
expressed as [60]

Xline = -1= +éen—1. (9)

Xtot = Xline T <Xh (10)

Ty

Beyond the unavoidable shot noise, various practical imper-
fection will contribute to the total noise and deteriorate the
performance of the system. In a typical CV-QKD system, the
three terms that contribute significantly to the excess noise [[61],
Fig. 4] are detection noise €4, the quantization noise € 4pc,
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and the imperfect phase recovery noise €pp. All those noise
sources are assumed to be stochastically independent, so the
variances they cause to the quadratures are additive. The excess
noise ¢ is divided into two main parts, one part originating from
the free space quantum channel ¢, and another part related to
the receiver €,¢. = €4et + £aDpc + €pR, Where its components
are defined in [61]. In this paper, we assume that Eve does
not have access to Bob’s detection apparatus. Therefore, the
receiver added noise (excess noise) would not contribute to
the Holevo information. However, it still affects the results of
Bob’s measurements and hence the signal-to-noise ratio and
mutual information, as will be declared in detail through the
next section.

IV. PERFORMANCE ANALYSIS AND EVALUATION

The performance of a QKD-based FSO system is usually
evaluated in terms of QBER, secret key-rate (SKR), and outage
probability (FP,,:). In this section, closed-form expressions of
QBER and the outage probability of the proposed integrated
system are presented using a QPSK modulation scheme with
coherent detection. In addition to introducing an exact form of
the secret key rate.

A. Quantum Bit Error Rate Analysis

QBER for the CV-QKD protocol over FSO link with instan-
taneous BER P, (h) and PDF f}(h) can be written as

QBER — / " Pu(h) fu(h)dh

where the instantaneous BER of the QPSK modulation scheme
for a given channel state h could be expressed as [62]:

h) = % erfc (\/SN:Rh),

where erfc(.) is the complementary error function. The average
signal-to-noise ratio SNR 1is defined as [10]:

12
SNR = .,
202

(1)

Pe( 12)

13)

where I is the expectation of the photocurrent at the output
of the BPD due to horizontally polarized signal (3) or vertically
polarized signal (5). o2 is Gaussian noise of zero mean and vari-
ance, 02 = o2(1 +n(T)e + ve) + 02 + 02, where o2, o2,
and afh are the shot noise, the background noise, and the thermal
noise variances, respectively [22], [59].

By substituting (6) and (12) in (11) the QBER is can be
expressed as:

o0 _ N2
QBER = %/ erfc (\/ SNR h) X lexp (gF;’V)(S(h)
0 o

[ ()2 (i)

(vj( B)hﬂ 1+5 _

v; (B, )h* 1) | dh. (14)
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Description of prepare and measure CV-QKD relying on GMCS and heterodyne detection over FSO channel. The quantum channel has fluctuating

transmittance 7" governed by a probability distribution 7(7") and excess channel noise €.j. Alice modulates (prepares) coherent light states through randomly
selecting two values for the in-phase quadrature g4 and the orthogonal quadrature p 4 follow a Gaussian distribution. Eve has access to the quantum channel
(through controlling 7" and €. ) but not to the apparatuses in Bob’s lab. The detector imperfection is described by the detection efficiency 7 and the electronic noise
Ver. RNG: random number generator; BS: beam splitter; LO: local oscillator; HD: homodyne detection; h;: atmospheric attenuation; h: atmospheric turbulence;
hp: pointing error (transceiver misalignment); and h,: link interruption due to AoA fluctuations.

The closed-form expression of the QBER could be extracted by
using [[63], (06.27.21.0132.01)], as:

1 _G%OV
QBER = 5 exp ?

o

N G ) (
a+jg
B. Secret Key-Rate Analysis

An eavesdropper Eve is presumed to be the cause of both
losses and noise within the channel. She can obtain and store
information about signal states. However, she is limited in her
attacks on the quantum channel due to the laws of physics.
Bob, on his side, conducts a heterodyne measurement with an
auxiliary LO and proceeds to key sifting, error correction, and
privacy amplification using an authenticated classical channel
established beforehand with Alice. After Alice and Bob share
a sequence of states, they will expose and compare a subset of
the data sent as well as the accompanying measurements. It is
possible to estimate the overall transmission and excess noise of
the channel by analyzing them, and it is from this estimate that
they can determine their sifting or secret key rate. If the mutual
information between Alice and Bob less than the information
received by Eve, the protocol should abort the connection and
hence no secret key can be distilled [58]. The asymptotic raw key
rate (RKR) and secret key rate (SKR) of the CV-QKD protocol
can be calculated by [59], [61]:

RKR = (1 — QBER)((T) Br Iap),
SKR = (1 — QBER)((T) Br Iap — XBE):

where I 4p is the mutual information between Alice and Bob
(upper-bounded by the channel capacity/Shannon limit) and

(16)

xpBEe is the Holevo quantity that represents the limit of the
maximum information on Bob’s key available to Eve in the
case of collective attack. Sp is the reconciliation efficiency.
The information reconciliation of the proposed system is reverse
reconciliation (RR) as Alice corrects her bits according to Bob’s
data, i.e., Bob agrees to be the reference side of the protocol [58],
[61]. In order to calculate the Holevo quantity, a covariance
matrix y4p should be presented. It describes the shared state
after traveling through an untrusted channel and received by
Bob. The covariance matrix y4p can be expressed as [59], [60]:

a5 = Vi WIWVVE—lo:) )
VTWVZ 1o, (T)V + xtine)|| ]’

where V' = V4 + 1, and V4 is the modulation variance. o, is the
2x2 Pauli matrix and || is the 2x2 identity matrix. Therefore,
the Holevo quantity x g could be calculated by [60]:

2 -1 L -1
xBE=ZG( o )—ZG(Q), (18)
=1 =3

where G(z) = (z + 1) logy(x + 1) — zlogyz. The five sym-
plectic eigenvalues Aq_5 are expressed in [59]. Finally, the
Shannon capacity limit which maps I4p over the quantum
channel with PDF f,(h) expressed in (6), is derived as [46],
[64]:

Iup = / log, (1 4 SNR h?) f4(h) dh. (19)
0

Hence the SKR in (16) is obtained as a function of the quantum
channel PDF, which is related to the channel state h (combined
of hy, hi, hy, and h,) and includes essential system parameters
such as SD of orientation and position deviations. Also, SKR
is a function of the average signal-to-noise ratio given in (13)
which impacts the effects of detection efficiency, excess noise,
and mean channel transmittance.

C. Outage Probability Analysis

The outage probability P,,,; is an important performance met-
ric for the QKD quantum channel. It is defined as the probability
that the instantaneous signal-to-noise ratio SNR(h) falls below a
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dedicated threshold SNRy,. This threshold should keep the SKR
presented in (16) greater than zero, i.e. ((T) Br Iap > XBE)-
The P,,: could be expressed as [46]:

€o
Pou = P,(SNR(h) < SNRy,) = [ fu(h); dh,
0

(20)

where £, = 1/SNRy;, /SNR;. Substituting (6) into (20), the out-

age probability is given by
_H%OV
202

o _0%0\/
Poul - A exp (M 5(h) dh + |1 - exp

J

The integration in the first part of (21) is solved as [21]:

co _0%‘0\/ o _Q%OV o
\/0 exp <%‘g)6(h) dh = exp <20_(2) /O 5(h) dh

—02
= exp ( 255‘/).

From (7) and (8) both the terms v;(c,3) and v;(8, @)
are independent of h. So, the integral in the second part of (21) is
solved using the simple integral rule, fob y* dy = b /(a+1).
Where y = h, b=¢,, and a = (S —1+j) or (o« — 1+ ).
So, the integral is calculated as:

/an {(vj(a,ﬂ)hﬁlﬂ' vj(ﬂ,oz)halﬂ-)} dh.

(22)

_ [(v](a, B)=849 (8 + ) —v; (B, )< (o + j))} |
(23)

The closed-form expression for Py, is obtained as:

—07 —07
o o)) oo (500

exp( ) J aﬁ i
X T(a)L (B)sin(r(a B))Z<thz)

7=0
/o3 +
( ) exp(— 25 7272-11133)85’[3 &

DI =B =7+l

(()a+j)

Aoghy
B+ = (= 0) +
s2y2 /a2, )

af @
(thl ) xXP(— 553215

(@+ )G+ (= B) + )| = (@ =% +j)]

)

(24)

where (7) and (8) are rewritten using the exponential rule
exp (z —y) = exp (z) exp (—y).
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TABLE I
FSO COMMUNICATION SYSTEM AND CHANNEL PARAMETERS

[ Parameter [ Symbol | Value |
[ System Parameters [ [ |
UAV altitude L 500 m
QBER threshold QBERy, | 10~3
Outage probability threshold Pout-th 10—2
Threshold SNR SNR, 5 dB
Transmitter diameter Dr 0.1 m
Receiver diameter Dpr 0.1 m
Wavelength A 1550 nm
Optical transmit power Pr 0 to 10 dBm
Reconciliation efficiency BRr 0.9
Detection efficiency n 0.75
Detector responsivity x 0.5 A/W
Modulation variance Va 6 SNU
Excess noise € 0.065 SNU
Electronic noise Vel 0.01 SNU
Local-oscillator power Pr, 10.7 to 20.7 dBm
Electrical bandwidth Be 250 MHz
Optical bandwidth of the LO B, 10 kHz
Beamwidth at the receiver W 37.96 cm
[ Ch 1 Parameters [ [
Rytov variance 0% 2
Effective number of large-scale cells o 3.9927
Effective number of small-scale cells B 1.7206
Mean channel transmittance (T) 0.6, 0.9
Atmospheric attenuation coefficient B 13.8 dB/km

V. SIMULATION RESULTS AND DISCUSSION

We adopt an atmospheric transmittance probability distribu-
tion with an elliptic-beam approximation to simulate the trans-
mittance in the FSO link with varied parameters. The model is
based on the assumption of a Gaussian optical beam propagating
through the atmospheric link with isotropic turbulence, where
the beam is distorted and subjected to atmospheric loss, pointing
errors, turbulence-induced fading caused by atmospheric condi-
tions, and AoA fluctuations, as well as eavesdropping collective
attack. The simulation aims to optimize the system parameters
such as beam’s divergence angle and receiver’s field-of-view to
keep the QBER below a certain threshold QBER,, assumed to be
1073, and the outage probability below a threshold Poy.q of 1072
which in turn helps to maximize the secret key rate [64]. This
will be accomplished using expressions deduced in Section IV
for the QBER, SKR, and the outage probability. The simulation
has carried out using MathWorks-MATLAB-2021 A and the
Monte Carlo simulation has been developed in order to verify the
accuracy of the derived expressions. Given the random nature of
air turbulence, we executed 1000 iterations of the Monte Carlo
turbulence method for each given communication distance to
confirm that our results were accurate. System parameters are
summarized in Table I based on recent researches [22], [59],
[61].

As shown in Fig. 5, the QBER of the proposed system is
calculated for transmit power (P7) ranging from 0 to 10 dBm,
receiver’s field-of-view (fgo,y = 15 and 20 mrad) and beam’s
divergence angle (Agy = 1.5 and 2.5 mrad). It is apparent that
QBER < 1073 is realized for fp,v = 20 mrad in two cases: the
first case when P > 9dBm and g;, = 2.5 mrad, and the second
case when P > 3 dBm and 6y, = 1.5 mrad. Furthermore, the
results of the proposed driven closed-form expression of the
QBER, as well as the simulated results presented in Fig. 5, prove
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Fig. 6. QBER versus beam divergence angle for 6p,y=20 mrad and

P7r=4 dBm and different UAV position and orientation SD.

aperfect matching, and hence the driven expression of the QBER
is trusted.

As a consequence of the results obtained by Fig. 5, we
considered that Og,y and P are set to be 20 mrad and 4 dBm,
respectively. Accordingly, we extend our study to determine
the most appropriate value for 6g;,. Therefore, Fig. 6 presents
the effect of changing 64, from 1 to 2 mrad on the QBER,
which takes into account the fluctuation in the standard deviation
of position and orientation with the tracking system accuracy.
According to Fig. 6, 1.1 mrad < 64y < 1.7 mrad guarantees
QBER < QBERy, for position SD ¢, =5 and 10 cm, and
orientation SD o, = 3 and 5 mrad. Accordingly, the value of
BOgiy 1s set to 1.5 mrad in the following results as a result of the
preceding decision.

Fig. 7 is presented in order to investigate the impact of varying
the receiver field of view Og,y on the QBER. It shows the
quantified response of the QBER as a function of 6,y varying
from 10 to 25 mrad while taking into consideration the variance
inthe UAV position and orientation. As can be shown, the system
performance is stable in terms of the QBER for 0g,y > 20 mrad

7324911

107

—p— ap=5 cm,o°=5 mrad
. o— gp=10 Cm,00=3 mrad

— np=5 cm,au=3 mrad

— 0p:10 cm,ao=5 mrad

QBER

Proposed
------ Simulated
104 | |
10 15 20 25
Receiver field of view (BFov), mrad
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=4 dBm and different UAV position and orientation SD.
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mrad, Pp=4 dBm, 64;y=1.5 mrad, and 0p,, =20 mrad.

and is kept below the QBERy, of 10~ confirming the validity
of optimizing the receiver’s fg,y to 20 mrad.

The boresight displacement is another parameter that should
be calculated in order to keep the QBER below 10~3. Given the
optimized values of the parameters previously studied, Py = 4
dBm, O,y = 20 mrad, and 64, = 1.5 mrad Fig. 8 shows the
effect of changing boresight displacement on the QBER. It is
clear to see that the system tolerates boresight displacement up
to 7 cm while maintaining the QBER below the threshold value.

Fig. 9 is shown to illustrate the effect of optimized parameter
values (fr,y =20 mrad and 64,=1.5 mrad) on the outage prob-
ability. It can be seen that, the outage probability reaches the
dedicated threshold (10~2) at Py > 3 dBm for SNRy, = 5 dB.
Furthermore, for P = 4 dBm the SNRy;, must not be more than
6.5 dB in order to keep the outage probability below the desired
threshold.

The RKR and SKR as a function of the transmit power
are represented in Fig. 10 for different mean value of channel
transmittance (7"). Py = 4 dBm results in an RKR of 7.2 and
11 b/s/Hz for {(T') = 0.6 and 0.9, respectively. Also, the results
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channel transmittance for 64;,—=1.5 mrad, and gy, =20 mrad.

give a SKR of 6.4 and 10 b/s/Hz for (T') = 0.6 and 0.9, respec-
tively.

VI. CONCLUSION

This paper introduces a comprehensive study of an integrated
system that gains the benefits of UAVs, FSO links, and CV-
QKD protocols. The proposed system is a UAV-based FSO
system utilizing DP-QPSK modulation and prepare and measure
CV-QKD protocol based on GMCS under collective attack.
The study included the system design, performance evaluation,
parameter optimization, and security analysis while considering
the combined effects of critical parameters such as excess noise,
channel fluctuating transmittance, different atmospheric effects,
UAV’s position deviation, detection efficiency, and collective
attack. The closed-form expressions for QBER and outage prob-
ability are driven. The asymptotic RKR and SKR expressions
are given considering the atmospheric channel PDF. In order
to achieve QBER < 1073 and outage probability < 1072, it
is found that the optimum receiver’s field of view, beam’s
divergence angle, transmit power are 20 mrad, 1.5 mrad, and
4 dBm, respectively. Furthermore, the RKR and SKR are 6.4
and 10 at mean channel transmittance of 0.6 and increase to 7.2
and 11 if the transmittance reaches 0.9. These optimized values
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enable the proposed system to tolerate boresight displacement
up to 7 cm while satisfying the design criteria. The Monte Carlo
simulation is used to verify the analytical results and closed-form
expressions. Apart from the standard security requirements, the
proposed system achieves perfect secrecy and non-repudiation,
which are essential to secure military applications, financial
sector transactions, and critical information systems. Moreover,
the CV-QKD with multiple antennas will be further investigated
in future research.
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