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ABSTRACT Over-provisioning technology is typically introduced as a means to improve the performance
of storage systems, such as databases. The over-provisioning area is both hidden and difficult for normal
users to access. This paper focuses on attack models for such hidden areas. Malicious hackers use advanced
over-provisioning techniques that vary capacity according to workload, and as such, our focus is on attack
models that use variable over-provisioning technology. According to these attack models, it is possible to
scan for invalid blocks containing original data or malware code that is hidden in the over-provisioning
area. In this paper, we outline the different forensic processes performed for each memory cell type of the
over-provisioning area and disclose security enhancement techniques that increase immunity to these attack
models. This leads to a discussion of forensic possibilities and countermeasures for SSDs that can change
the over-provisioning area. We also present information-hiding attacks and information-exposing attacks on
the invalidation area of the SSD. Our research provides a good foundation upon which the performance and
security of SSD-based databases can be further improved.

INDEX TERMS Forensic, over-provisioning, hidden area, attack model, malware, NAND flash memory,
SSD, invalid block.

I. INTRODUCTION
In general, a NAND flash-based storage device performs
a read/program operation in units of pages and an erase
operation in units of blocks [1]. Here, a block is composed
of a plurality of pages. Due to a structural issue of NAND
flash memory, a data-use unit and a data-erase unit are
different from each other. These differences complicate the
management of data in NAND flash memory as garbage
collection is inevitable for a new block to be created by
collecting only valid page data of different blocks [2] and
garbage collection naturally extends write amplification [3].
Here, write amplification has a significant impact on the
lifetime/endurance of the storage device. In general, garbage
collection is performed as a background operation rather than
a read/program operation. However, as garbage collection is
interrupted by the host’s write request, system performance
experiences a slowdown.

Data-hiding attacks hide malicious code according to file
system manipulation on a flash-based storage device, for
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example, a USB device [4]. In these types of attacks, the
attacker stores malicious code in the master boot record
(MBR), the volume boot record (VBR), or another reserved
sector that is hidden outside the partition. In addition, the
attacker stores this code in the sector for ‘‘bad’’ or ‘‘in use’’
data and manipulates the metadata of the file system, thus
preventing the operating system from accessing the stored
sector. Recently, forensic techniques to deal with these hidden
areas have emerged [5], [6].

NAND flash memory inherently has a residual issue of
original data because a program operation unit and an erase
operation unit are different. For example, a write amplifica-
tion factor (WAF) greater than 1 means that the data of a
valid block has been deleted by the user, but that the invalid
block still contains the original data. We can illustrate this by
considering data deleted from a smartphone. Indeed, it has
been confirmed that, in some cases, the actual smartphone
data has still not been deleted for more than six months and
discoverable by forensics [7]. This problem is bound to exist
for all storage devices based on NAND flash memory. When
the storage device is applied to the database and even if
personal information is deleted by the user, there is a high
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possibility that it lingers in the invalid block of the storage
device [8], [9]. Companies in the database business need to
guarantee complete deletion of personal information in these
invalidated blocks. It is important to note that it is necessary to
ensure complete deletion in both the user area of the storage
device as well as in the hidden area.

This paper presents an attack model using the variable
over-provisioning domain for the first time. Specifically,
we introduce data-hiding attacks and personal information-
acquiring attacks. In Section II, we explore variations in the
over-provisioning area and corresponding forensic targets.
Next, Section III presents the attack models, and Section IV
presents the forensic process. Section V details techniques to
enhance security against these attacks, and finally, we give
an overview of our attack simulation environment. This paper
sheds light on the increasing need for balance between perfor-
mance improvement and security in databases. In the conclu-
sion of this paper, we advocate for future follow-up research
in this area to improve the security implementations of
SSD-based databases.

II. VARIABLE OVER-PROVISIONING
Over-provisioning is a function in which some space of a stor-
age device is used as a buffer to improve performance [10].

A. OVER-PROVISIONING
Over-provisioning, in the simplest of terms, allows the num-
ber of physical blocks to be greater than the number of logical
blocks. In other words, the SSD controller can see a certain
percentage of the physical block, but the operating system
or file system is reserved. In general, SSD manufacturers
already allocate 7%–25% as over-provisioning area. The user
may create more over-provisioning area by simply creating
partitions smaller than the available physical space. Although
the over-provisioning area is not visible at the operating sys-
tem level, the SSD controller can still see and use it. The main
reason that over-provisioning area is needed is to mitigate
the limited life cycle of memory cells. The invisible over-
provisioning block is automatically replaced and used when
the blocks in the space that are visible to the operating system
expire.

Garbage collection uses the idle time of the SSD drive in
the background to erase ‘‘stale’’ pages. Erase operations run
slower than normal data writes, so on a system where the
SSD is constantly under a heavy random write load, garbage
collection will run out of ‘‘free’’ pages before even erasing
‘‘stale’’ pages. At this time, the flash translation layer cannot
follow the random write in the foreground, and the garbage
collection performs an erase operation at exactly the same
time a foreground write request is received from the host.
Therefore, the over-provisioning area acts as a buffer space
to absorb a significant volume of write workload. In short,
this buffer space provides enough time for garbage collection
to catch up with the workload.

The over-provisioning area is a dedicated buffer space
where garbage collection is performed. This space is not

disclosed to the user and is controlled by the controller of the
NAND flash memory.

FIGURE 1. Variable OP size according to workload.

Referring to Fig. 1, the over-provisioning area is propor-
tional to the performance of the storage device. Recently,
researchers have created a technique to vary the over-
provisioning area according to the workload in the data
storage system [11], [12] by adjusting the physical space
to maintain optimal performance depending on the work-
load. For example, the size of the over-provisioning area
depends on the category of the workload [13]. In the case
of a workload corresponding to random write requests, the
over-provisioning area will be larger than a normal write
request. On the other hand, in the case of a workload corre-
sponding to sequential write requests, the over-provisioning
area will be smaller than a normal write request. Other
researchers have also recently developed a technique to deter-
mine a category using machine learning for a channel work-
load [14], [15], in which the over-provisioning area can be
optimized based on the category and expected degradation
for the workload.

FIGURE 2. Flex capacity feature in SSD [16].

B. FLEX CAPACITY FEATURE
Micron recently released an SSD with a flex capacity feature
that changes the capacity of the storage device according to
the workload [16]. In order to satisfy the needs of various
applications, SSDs with flex capacity are expected to demon-
strate optimal performance.

Referring to Fig. 2, in this model, there is 1 TB of available
space. On the left is an example factory configuration that has
960 GB of usable space. At 960 GB, this SSD offers default
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Micron user/system capacity, factory-set over-provisioning,
and factory-set write IOPS (Input/Output Operations Per
Second) performance. The default capacity of 960 GB is
a satisfactory default option. The central drive shows how
the Micron Flex Capacity feature is used to improve the
write performance of an SSD and reduce the user capacity
slightly to 800 GB. Write IOPS performance is improved
with 800 GB user capacity. Alternatively, if you need to
replace an 800 GB SSD, you can easily reset it to 800 GB
with a 960 GB Micron SSD.

The drive on the right shows another way to further
improve write performance with the Micron Flex Capacity
feature by adjusting the user capacity to 480 GB. With this
setting, you can now use the same example SSD for more
write-intensive workloads or use it to replace a 480 GB SSD
that may have been obsolete. In one embodiment, the write
IOPS performance is adjusted, or the 960 GB Micron SSD is
reset to match the capacity of an existing 800 GB or 480 GB
SSD. However, the Micron Flex Capacity feature allows you
to easily reset a Micron SSD to 627 GB, 472 GB or any other
capacity the user may need.

Although factory and user capacities are different, the same
effect can be used for other Micron SSDs with Flex Capacity
capability. The Micron Flex Capacity feature allows you to
easily change the number of gigabytes available, so you can
also choose to perform the write IOPS performance or capac-
ity tuning either permanently or temporarily. SSDs can be set
up to best match known workloads, or their characteristics
can be altered tomanage unexpected application I/O demands
more easily. Alternatively, you can increase the write IOPS
performance of an SSD either permanently or only when and
only for as long as you need. Note that different applica-
tions and workloads require different storage for best results.
As mainstream data center storage moves rapidly toward
SSDs, there is a growing demand for configurations that are
optimized specifically for both IOPS performance and user
capacity.

With the Micron Flex Capacity feature, planners, archi-
tects, implementers, and administrators no longer have to
compromise the limited number of SSD configurations, per-
formance options, and capacities. The Micron Flex Capacity
feature makes it easy to create application-tunable SSDs from
flash. Whether applications and workloads require greater
capacity with cost-intensive and read-intensive workloads,
greater write IOPS performance for write-intensive work-
loads, or performance that is suitable for mixed use (includ-
ing read/write balancing), Flex’s capacity capabilities enable
precise performance and capacity tuning.

C. FORENSIC TARGET
The firmware manager can adjust the size of the SSD’s OP
(Over-Provisioning) area. The forensic target is an invalid
data area according to the variation of the OP area, as per
Fig. 3. This target is considered under the assumption that
data in the changed area is not completely deleted even if the
OP area is changed. Typically, when changing an OP area,

FIGURE 3. Forensic Target in OP area.

the probability of adding a wiping operation to the changed
region is very low.

III. ATTACK MODEL
A. INFORMATION-DISCLOSING ATTACK MODEL
Recently, many storage devices vary the size of the OP area in
real time to optimize performance. In general, it is known that
the larger the size of the OP area, the better the performance.
There is a case where the OP area is set by a maximum of
50%. The region we are interested in as a forensic target is the
invalidation data region created by varying the OP area. The
OP area can be freely changed by the user or by the firmware
manager. However, a hacker can also change the size of the
OP area to a smaller size by using the firmware manager,
as shown in Fig. 4.

In this process, an invalid data area is inevitably generated.
From the data protection point of view, this is a good result
because an erase operation on the newly generated invalid
data area can be immediately performed. However, according
to the management policy of the storage device, the invalid
data area is likely to be left unattended for a considerable
period. This is because, in terms of management cost, many
view it as beneficial to leave the invalid data area as it is rather
than to perform an erase operation on a significant invalid data
area.

Assuming that the hacker can access the management table
of the storage device, the hacker can access this invalid data
area without any restrictions. In the related part, data can be
secured by accessing the invalid data area of NAND flash
memory using forensic equipment. However, in the case of
a storage device with a variable OP area, a legitimate read
operation can be requested by a host user if the address of
the invalid data area is known without special forensic equip-
ment. Without the need for special forensic equipment, as a
computer user, a hacker can access these invalid data areas
of the NAND flash memory, as shown in Fig. 5. Depending
on sensitive information is stored in the invalid data area,
computer users can feel more or less alarmed by this.

Such an information-disclosing attack can be forcibly per-
formed at a specific point in time by the firmware and
SSD management rights acquirer. If the database imple-
mented by SSD stores sensitive information such as finan-
cial information or personal information, the above-described
information-disclosing attack would create a serious prob-
lem. What’s more, the severity of the access to such sensitive
information is greater in that it would be untraceable. The
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FIGURE 4. Information Disclosure Attack Model using variable OP area.

acquirer of the firmware and SSD management authority for
an OP variable may primarily change the OP area to read
sensitive information and secondarily change the OP area
after acquiring said sensitive information. The shorter the
time required to acquire sensitive information, the shorter
the information-disclosing attack time for the OP area. This
means that legitimate users or DB managers may not even
have enough time to become aware of these attacks.

Therefore, the management of the invalid data area needs
to be more thorough. It is necessary to manage not only
the invalidation data of the existing user area, but also the
invalidation data of the hidden area. This is an unavoidable
problem because the change in authority for the hidden area
must be opened to improve performance. In a situation in
which the hidden area can become the user area at any time,
and vice versa, simply breaking the link of the mapping table
does not guarantee prevention of original data leakage. Since
invalid data includes original data by default, an efficient and
complete deletion technique is necessary to prevent original
data from being leaked.

B. TEMPERING ATTACK MODEL
Changing the OP area implies partially transferring access
rights to the hidden area of the storage device to the user.
By using the firmware that manages the size of the OP area,
the user can perform any desired operation on the hidden area.
The OP area is likely to be used as a user’s ‘‘secret safe,’’ so
to speak, to hide secret information. Assuming that the user
has authority over both the firmware and the flash conversion
layer, the user can subsequently invalidate the stored secret
information after storing it in the user area. According to
this invalidation processing operation, the secret information
is not physically deleted from the user area and only the
mapping table entry becomes deleted. Thereafter, the user
changes the area in which the invalidated secret information
is stored to the OP area via the firmware. The OP area is a
well-known hidden region, and the user’s secret information
is hidden there.

What would happen if the user were a hacker? As shown in
Fig. 6., a hacker may hide malicious code, that is, a malware
code, in the OP area. In the drawings, it is assumed that
two storage devices SSD1 and SSD2 are connected to a
channel in order to simplify the description. Each storage

FIGURE 5. Forensic Issues on Privacy Data in SSD.

device has 50% OP area. After the hacker stores the malware
code in SSD2, they immediately reduce the OP area of SSD1
to 25% and expand the OP area of SSD2 to 75%. At this
time, the malware code is included in the hidden area of
SSD2. A hacker who gains access to the SSD can activate
the embedded malware code at any time by resizing the OP
area. Since normal users maintain 100% user area on the
channel, it will not be easy to detect such malicious behavior
of hackers. Therefore, research to detect or prevent malicious
concealment of such hackers should be continued.

The severity of this tempering attack is that it is unlikely
that a normal user or a legitimate DB administrator will
recognize the attack. Once the malicious code is inserted
into the hidden area, such attacks cannot be detected because
normal users cannot access the hidden area. In addition, even
for a legitimate DB administrator, the possibility of detection
is very low because the malicious code inserted in the hidden
area is stored in the form of invalid data rather than valid
data. Therefore, considering the severity of such a tempering
attack, there is a growing need for techniques that can detect
malicious codes not only in the user area but also in the hidden
area as well as in the valid data area and the invalid data
area.

No malicious code detection technique for the invalid
data area is provided by the standard operation of existing
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FIGURE 6. Malware code injection process using conversion of OP area. SSD1 and SSD2 are connected to one channel. According to this attack, malware
code is inserted into the hidden area, i.e. OP area.

NANDflash memory. Although detection is possible through
various forensic equipment and techniques, it would be
incredibly time-consuming and costly for DB operators to
apply these in real time. Accordingly, a NAND flash mem-
ory provider needs to change the standard protocol to per-
form a scan/read operation on an invalid data area. Here,
the scan read operation includes a read operation on the
invalid data area according to a special request of the
host.

In order for the user to make such the special request,
the SSD needs to monitor the ratio of the valid data area to the
invalid data area. When the ratio of the invalid data area to the
valid data area exceeds a certain reference value, the SSDmay
warn the host about the special request. The host may also
receive a warning when there is a sharp change in these ratios.
Since it is difficult to detect the tempering attack described
above, the ratio of the invalidation data area and the validated
data area must be monitored in real time. Future enterprise
SSDs will need to have a special processor to prevent such
tempering attacks.

IV. FORENSIC PROCESS
The memory cells comprising blocks in the OP area may
be different according to NAND manufacturers. In general,
memory cells constituting a NAND flash memory include
SLC(Single Level Cell), MLC(Multi Level Cell), TLC(Triple
Level Cell), QLC(Quad Level Cell), PLC(Penta Level Cell)
and the like [1]–[3]. SLCs store one data bit in one memory
cell, MLCs store two bits in one memory cell, TLCs store
three data bits in one memory cell, and QLCs store four data
bits in a cell. The more bits stored in one cell, the more time
it takes to write or read data, and the more difficult it is to
manage. There are products that manage the OP area using
SLC, and there are products that manage the OP area with
the corresponding MLC/TLC/QLC cell type to the user area
memory block. Therefore, the forensic process is different
depending on the type of memory cells constituting the OP
area.

A. SLC OP AREA
In the case of SLC, when the OP area is changed to the user
area, the capacity of the invalid block will increase three-fold.
A hacker can perform a read data for about three pages
(MSB/CSB/LSB) to one physical page. The three-page read
data may be changed to one page to correspond with the SLC
program. As shown in Fig. 7, this page data is composed
of a combination of data in an erased state and data in the
remaining states.

The read conversion tool may receive MSB(Most Signifi-
cant Bits) page data, CSB(Center Significant Bits) page data,
and LSB(Least Significant Bits) page data, and it may output
one SLC page data. Note that the conversion principle is
simply to replace the erase state (E) and the remaining states
(P1 to P7) among the eight states (E, P1 to P7) of the TLC
with two SLC states (E, P) as shown in Fig. 8.

B. TLC OP AREA
When the OP area is configured as MLC/TLC/QLC, the
hacker will perform a normal read operation on the inval-
idated block changed from the OP area to the user area.
At this time, it is assumed that the hacker knows the exact
physical address of the changed invalid block. The hacker
may transmit a read request for the target area to the SSD.
In this case, the read request may be a specific file name, and
the extension may be ‘txt’. For example, the hacker makes a
read request for ‘dump.txt’ in the target area. In response to
a read request for ‘dump.txt’, the SSD may perform a read
data for the target area of the invalid data area and transmit
the read data to the hacker.

V. PROPOSED SECURITY ENHANCEMENT SCHEMES
As above mentioned, existing variable OP technologies have
forensic issues. Even without advanced forensic skills, the
possibility of forensics via a hacking tool by a user is signifi-
cantly high. For storage systems used for databases, this can
be a serious threat. Against these threat agents, we suggest
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FIGURE 7. Forensic Process using Read Conversion Tool. Forensic data is acquired by converting multi-page into single-page.

the following security enhancement techniques. We believe
that these techniques should be mandatory and not optional.

A. DATA ENCRYPTION & STRONG AUTHENTICATION
FIPS140-2 is the US government standard that sets out
encryption and related security requirements with which
IT products must demonstrate compliance when used for
non-confidential and sensitive purposes. Generally speaking,
SSDs with encryption built into their hardware are more
commonly referred to as self-encryption drives (SED). SED
technology delivers proven and certified data security that
provides virtually impenetrable pre-boot access protection
to user data [17]. Because encryption is part of the drive’s
controller, it provides pre-boot data protection. Attempting
to run a software utility to crack the verification code is
impossible because encryption is enabled before the software
is loaded. Another advantage of always-enabled encryption
is that it complies with the TCG(Trusted Computing Group)
Opal 2.0 specification and IEEE-1667 access authentication
protocol to ensure that the drive meets government compli-
ance requirements for data in banking, financial, medical, and
government applications [17], [18]. However, a problem has
been revealed that connects to the JTAG debugging interface
of the drive and modifies the password verification routine to
always maintain successful authentication regardless of the
entered password.

Security functions in the existing SSD largely include the
above-described SED and TCG. These security functions
are simply techniques that secure data confidentiality. Many

SSD manufacturers and database customers remain silent on
the previously mentioned forensic issues for invalidated data
areas. But this silence cannot be the answer. This is because
serious information disclosure or information hiding can be
achieved rather easily as the OP area is varied. For example,
even if all processed data is encrypted, a hacker can always
hide data using the invalidated area. Furthermore, even if it is
encrypted data, a hacker with quantum computing technology
can secure encrypted data via a read operation for the invali-
dation area and perform a decryption operation on the secured
data. In order to be free from such forensic issues, deletion
verification for the invalidated area should be mandatory as
an essential process. Therefore, in order to fundamentally
block the above-mentioned problems, access to the firmware
that varies the OP area should be more strongly regulated
or stronger methods for authenticating SSD firmware users
should be required.

B. SECURE GARBAGE COLLECTION
Basically, NAND flash memory causes a significant amount
of garbage collection because the program/read unit and the
erase unit are different. Such garbage collection inevitably
follows the propagation of the original data inside NAND
flash memory [19]. In other words, if the original data exists
in the validated block, there is a very high possibility that the
original data is left as is in the plurality of invalidated blocks.
From a privacy point of view, garbage collection should be
performed to prevent the spread of original data. Ahn was
the first to propose this discussion and introduced a secure
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FIGURE 8. State Mapping when changing 3-pages to 1-page.

garbage collection method that prevents the spread of original
data via a novel secure copy-back program [8], [9], [19].

C. PSEUDO ERASE OPERATION
In order to improve the real-time performance of database
systems, flexible OP functions are also essential. In a sys-
tem equipped with such functions, the erase operation is
required in an on-the-fly manner for blocks changed from
the OP area to the user area. A normal erase operation
is not recommended due to cost and time. Accordingly,
it is important to develop a pseudo erase operation that
reduces time and cost burdens. A pseudo-erase operation
should, at the base, include a full or partial program oper-
ation [8], [9], [20], [21], [22]. The large-capacity pseudo
erase operation may be a sufficient issue as a future research
project.

D. ZONE NAMESPACE
In general, when garbage collection is performed, additional
write operations occur. Garbage collection increases Write
Amplification Factor (WAF) by default. Although a general
storage device stores data in target areas logically corre-
sponding to a plurality of application programs, in reality,
data is sequentially stored in one block of a NAND flash
memory. Since data is stored regardless of its properties,
there is a high possibility of garbage collection occurring
according to data changes. In order to reduce the possibility
of garbage collection, the Zone Namespace (ZNS) solution
performs a function that allocates storage area by data prop-
erties [23], [24]. In general, ZNS solution has the follow-
ing advantages: First, the lifespan of the storage device is
increased. Second, it improves write speed in a multi-user
environment because the likelihood of garbage collection is
reduced. Third, the over-provisioning area is reduced. Fourth,
the DRAM can be used efficiently because the mapping table
management usage is reduced.

E. VERIFICATION OF DATA DELECTION AND RELATED
NEW COMMAND
The SSD forensic issue is stems from its inability to com-
pletely erase data. Although the NAND flash erasure oper-
ation exists, only the effective data area becomes erased.
Even in the invalid data area, it is difficult with existing

technologies to ensure that the original data is deleted.
Accordingly, there is a need to improve the security of NAND
flash memory so that the secure deletion of original data can
be guaranteed. This deletion verification operation should
be further discussed and studied more in depth. In addition,
there is a growing demand for a new command in relation to
deletion verification.

F. VALID/INVLID DATA RATE MONITORING
As mentioned earlier, tempering attacks and data-disclosing
attacks are difficult to detect. In addition, the time and cost
required to discover these attacks is significant. Therefore,
in order to provide an SSD that is safe from such attacks,
it is necessary to monitor the valid/invalid data ratio inside
the SSD in real time. When there is a sudden change in the
ratio, or when the invalid data ratio increases significantly,
the SSD determines that the threat of a tempering attack or a
data-disclosing attack is significant.

G. MANAGER’S INTEGRITY
It is not easy for a hacker to gain administrator privi-
leges. However, against these untraceable attacks by an
internal administrator, there is a possibility that the above-
mentioned attacks are executed with malicious intent. For
one, the SSD-based database administrator or SSD main-
tenance staff need to secure royalties. Even if you are not
a malicious hacker, a misguided employee can easily free
hidden information and leak it by using the OP area variable
firmware/software at any time. Indeed, this scenario is always
the most difficult and challenging topic to mitigate in security
studies.

H. AI-BASED ATTACK DETECTION
It should not be overlooked that these attacks could very well
be lodged by artificial intelligence (AI) in lieu of humans.
AI can perform the above-mentioned attacks on the SSD
invalidation area very carefully, in an instant, and at any
moment. This fact notifies that data packets transmitted and
received on the SSD channel and monitoring of firmware
settings should be performed in real time. In the future,
we anticipate that a special-purpose processor for SSD secu-
rity will be needed. Such a processor will be implemented to
detect attacks on the invalidated area of the SSD based on AI
and to respond quickly to such security events.

VI. ATTACK SIMULATION ENVIRONMENT
The attack simulation environment consists of two storage
devices (SSD1, SSD2) connected to the host device. The host
device may vary the OP area of the storage devices SSD1
and SSD2 by firmware. For convenience of explanation, the
host device is set to use 1,000 GB of user area. For storage,
we want to use 960 GB of Micron 5200 series products. The
host device is configured to be suitable for an environment
that provides an image-based SNS service.

Before the membership-based image-sharing social media
service is provided, the OP area is set for both SSD1 and
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FIGURE 9. Database-like Attack Simulation Environment. 960GB SSDs are connected to one channel. After one year, the
OP area is largely changed, and a scan read operation is performed on the changed invalidation area.

SSD2 with the same capacity. For example, SSD1 and SSD2
are both set to an OP area of 460 GB, referring to Fig. 9.
Thereafter, one year after the start of providing the SNS
service, the OP area is changed by the firmware. For example,
SSD1 is set to have an OP area of 760 GB, and SSD2 is set to
have an OP area of 160 GB. Thereafter, a scan read operation
is performed on the 300 GB area newly incorporated into the
user area in SSD2. Analyze the data according to the scan
read operation.

In addition to this, it is necessary to verify the experiment
when the storage device is applied in the member DB. In the
case of member DB, there is a greater possibility of privacy
exposure, so it is necessary to proceed in future research.

The simulation environment described above is signifi-
cantly different from the actual data center environment.
However, since Micron 5200 series products with flex capac-
ity features that are actually applied to data centers. As such,
the analysis of threats to information-disclosing attacks and
tempering attacks and the subsequent results can be con-
sidered as sufficiently tested. Similar experiments can be
added not only with Micron SSD products but also with
products from other NAND vendors. In addition, the above-
described simulation may be performed in an environment
using SSD products from different companies. These various
simulations will be of sufficient value for future research.

In addition, there is a need to proceed with research to
create a simulation test environment. Monitoring an SSD for
one year is impossible on a practical level. Technology that
is capable of accelerating input/output for data of a specific
pattern could be applied to perform a simulation. For exam-
ple, the above-described test could be performed by making
an image file of an SSD that has passed a certain time in an
actual product and applying this image file.

VII. CONCLUSION
We presented attacks using the variable OP area of SSD.
For example, we discussed an information-disclosing attack
model and a tempering attack model—both of which vary
the OP area. The information-disclosing attack model was
implemented as a forensics technology for the invalid data
area created by changing the OP area. The tempering attack
model consisted of inserting malicious code into a hidden
area such as the OP area. In addition, a forensic process is
presented according to the type of memory cell in the OP
area. In the case of the SLC OP area, the forensic process
converted a three-page read data for the invalid data area
into a single-page read data. In the case of the TLC OP
area, the forensic process executes as a normal read operation
for the invalidation data region. In addition, we presented
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various security enhancement techniques for improving secu-
rity against attacks utilizing the variable OP area.

Finally, we proposed an attack simulation environment
similar to the DB system environment along with a simu-
lation method. SSD-based databases vary the OP area for
performance purposes, and according to this variable oper-
ation, this paper confirms that the SSD is vulnerable to
information-hiding attacks and information-exposing attacks
on the invalidated data area. While the two attack models
we presented are only examples, increasingly diverse attacks
on the invalidation area are emerging. We presented several
new attack techniques and countermeasures to improve the
security of the existing SSD, and we believe that these need
to be applied immediately in the field. In the future, there will
be a need for more detailed and advanced follow-up studies
on the invalidation area of these SSDs. Our research will be
an essential addition to the DB system, to which deletion
obligation is to be applied. We also predict that additional
studies on detecting attacks on the OP area and verifying
original data deletion will be demanded.

REFERENCES
[1] Y. Cai, S. Ghose, E. F. Haratsch, Y. Luo, and O. Mutlu, ‘‘Error char-

acterization, mitigation, and recovery in flash-memory-based solid-state
drives,’’ Proc. IEEE, vol. 105, no. 9, pp. 1666–1704, Sep. 2017, doi:
10.1109/JPROC.2017.2713127.

[2] S. Wang, Y. Zhou, J. Zhou, F. Wu, and C. Xie, ‘‘An efficient data migration
scheme to optimize garbage collection in SSDs,’’ IEEE Trans. Comput.-
Aided Design Integr. Circuits Syst., vol. 40, no. 3, pp. 430–443, Mar. 2021,
doi: 10.1109/TCAD.2020.3001262.

[3] L. Wang, M. Zhu, and C. Yang, ‘‘Write amplification trade-off anal-
ysis in hybrid mapping solid state drives,’’ in Proc. 15th IEEE
Conf. Ind. Electron. Appl. (ICIEA), Nov. 2020, pp. 1896–1901, doi:
10.1109/ICIEA48937.2020.9248240.

[4] M. Alazab, ‘‘Forensic identification and detection of hidden and
obfuscated malware,’’ M.S. thesis, School Sci., Inf. Technol. Eng.,
Univ. Ballarat, Ballarat, VIC, Australia, 2012.

[5] F. Freiling, T. Grob, T. Latzo, T. Müller, and R. Palutke, ‘‘Advances in
forensic data acquisition,’’ IEEE Des. Test., vol. 35, no. 5, pp. 63–74,
Oct. 2018, doi: 10.1109/MDAT.2018.2862366.

[6] M. Alazab, ‘‘Automated malware detection in mobile app stores based
on robust feature generation,’’ Electronics, vol. 9, no. 3, p. 435,
Mar. 2020.

[7] S. Suzuki, K. Mizoguchi, H. Watanabe, T. Nakamura, Y. Deguchi,
K. Mizushina, and K. Takeuchi, ‘‘Privacy-aware data-lifetime control
NAND flash system for right to be forgotten with in-3D vertical cell
processing,’’ in Proc. IEEE Asian Solid-State Circuits Conf. (A-SSCC),
Nov. 2019, pp. 231–234, doi: 10.1109/A-SSCC47793.2019.9056971.

[8] N.-Y. Ahn and D. H. Lee, ‘‘Duty to delete on non-volatile memory,’’
Jul. 2017, arXiv:1707.02842.

[9] N.-Y. Ahn and D. H. Lee, ‘‘Schemes for privacy data destruction in a
NAND flash memory,’’ IEEE Access, vol. 7, pp. 181305–181313, 2019,
doi: 10.1109/ACCESS.2019.2958628.

[10] K. Smith, ‘‘Understanding SSD over-provisioning,’’ Tech. Rep., Jan. 2013.
[11] J. Do, C. Luo, and D. Lomet, ‘‘Programming an SSD controller to

support batched writes for variable-size pages,’’ in Proc. IEEE 37th
Int. Conf. Data Eng. (ICDE), Apr. 2021, pp. 756–767, doi: 10.1109/
ICDE51399.2021.00071.

[12] J. Bhimani, A.Maruf, N.Mi, R. Pandurangan, and V. Balakrishnan, ‘‘Auto-
tuning parameters for emerging multi-stream flash-based storage drives
through new I/O pattern generations,’’ IEEE Trans. Comput., early access,
Dec. 30, 2020, doi: 10.1109/TC.2020.3048303.

[13] Z. Shen, F. Chen, G. Yadgar, Z. Jia, and Z. Shao, ‘‘Prism-SSD:
A flexible storage interface for SSDs,’’ IEEE Trans. Comput.-Aided
Design Integr. Circuits Syst., early access, Apr. 9, 2021, doi: 10.1109/
TCAD.2021.3072326.

[14] Z. Zhu, C. Wu, C. Ji, and X. Wang, ‘‘Machine learning assisted OSP
approach for improved QoS performance on 3D charge-trap based SSDs,’’
in Machine Learning for Cyber Security (Lecture Notes in Computer
Science), vol. 12488, X. Chen, H. Yan, Q. Yan, and X. Zhang, Eds. Cham,
Switzerland: Springer, 2020, doi: 10.1007/978-3-030-62463-7_9.

[15] J. K. Park and J. Kim, ‘‘A method for reducing garbage collection over-
head of SSD using machine learning algorithms,’’ in Proc. Int. Conf.
Inf. Commun. Technol. Converg. (ICTC), Oct. 2017, pp. 775–777, doi:
10.1109/ICTC.2017.8190778.

[16] Micron. (2020). Micron Flex Capacity Feature—Tunable Storage in
a Flash. [Online]. Available: https://media-www.micron.com/-/media/
client/global/documents/products/technical-marketing-brief/ssd_flex_
capacity_feature_tech_brief.pdf?la=en&rev=7a59d5486cba4669a211172
4e32c22de

[17] J. Haswell, ‘‘SSD architectures to ensure security and performance,’’ in
Proc. Flash Memory Summit, 2016, p. 3. [Online]. Available: https://
www.flashmemorysummit.com/English/Collaterals/Proceedings/2016/
20160809_FB11_Haswell.pdf

[18] C. Meijer and B. van Gastel, ‘‘Self-encrypting deception: Weaknesses in
the encryption of solid state drives,’’ in Proc. IEEE Symp. Secur. Privacy
(SP), May 2019, pp. 72–87, doi: 10.1109/SP.2019.00088.

[19] N. Y. Ahn and D. H. Lee, ‘‘Forensics and anti-forensics of a NAND flash
memory: From a copy-back program perspective,’’ IEEE Access, vol. 9,
pp. 14130–14137, 2021, doi: 10.1109/ACCESS.2021.3052353.

[20] P.-H. Lin, Y.-M. Chang, Y.-C. Li, W.-C. Wang, C.-C. Ho, and Y.-H. Chang,
‘‘Achieving fast sanitization with zero live data copy for MLC flash
memory,’’ in Proc. Int. Conf. Comput.-Aided Design (ICCAD), Nov. 2018,
pp. 1–8, doi: 10.1145/3240765.3240773.

[21] W.-C. Wang, C.-C. Ho, Y.-H. Chang, T.-W. Kuo, and P.-H. Lin,
‘‘Scrubbing-aware secure deletion for 3-D NAND flash,’’ IEEE
Trans. Comput.-Aided Design Integr. Circuits Syst., vol. 37, no. 11,
pp. 2790–2801, Nov. 2018, doi: 10.1109/TCAD.2018.2857260.

[22] M. M. Hasan and B. Ray, ‘‘Data recovery from ‘scrubbed’ NAND flash
storage: Need for analog sanitization,’’ inProc. 29th USENIX Secur. Symp.,
Boston, MA, USA, 2020, pp. 1399–1408.

[23] H. Shin, M. Oh, G. Choi, and J. Choi, ‘‘Exploring performance charac-
teristics of ZNS SSDs: Observation and implication,’’ in Proc. 9th Non-
Volatile Memory Syst. Appl. Symp. (NVMSA), Aug. 2020, pp. 1–5, doi:
10.1109/NVMSA51238.2020.9188086.

[24] M. Bjørling, A. Aghayev, H. Holmberg, A. Ramesh, D. L. Moal,
G. R. Ganger, andG.Amvrosiadis, ‘‘ZNS:Avoiding the block interface tax
for flash-based SSDs,’’ in Proc. USENIX Annu. Tech. Conf. (ATC), 2021,
pp. 689–703.

NA YOUNG AHN received the B.S. and M.S.
degrees from the Department of Electrical Engi-
neering, Korea University, South Korea, and the
Ph.D. degree in cyber security. He has been a
patent engineer at patent and lawfirms, since 2005.
He is currently a Postdoctoral Researcher with the
Institute of Cyber Security and Privacy, KoreaUni-
versity. His articles have been published in jour-
nals, including IEEE ACCESS and Ad hoc & Sensor
Wireless Networks. His research interests include

physical layer security in vehicular communications, biometric authentica-
tions, non-competitive blockchain, and anti-forensics in flash memories.

DONG HOON LEE (Member, IEEE) received
the B.S. degree in economics from Korea Uni-
versity, Seoul, South Korea, in 1985, and the
M.S. and Ph.D. degrees in computer science
from The University of Oklahoma, Norman, OK,
USA, in 1988 and 1992, respectively. Since 1993,
he has been with the Faculty of Computer Science
and Information Security, Korea University. His
research interests include the design and analy-
sis of cryptographic protocols in key agreement,

encryption, signatures, embedded device security, and privacy-enhancing
technology.

VOLUME 9, 2021 167075

http://dx.doi.org/10.1109/JPROC.2017.2713127
http://dx.doi.org/10.1109/TCAD.2020.3001262
http://dx.doi.org/10.1109/ICIEA48937.2020.9248240
http://dx.doi.org/10.1109/MDAT.2018.2862366
http://dx.doi.org/10.1109/A-SSCC47793.2019.9056971
http://dx.doi.org/10.1109/ACCESS.2019.2958628
http://dx.doi.org/10.1109/ICDE51399.2021.00071
http://dx.doi.org/10.1109/ICDE51399.2021.00071
http://dx.doi.org/10.1109/TC.2020.3048303
http://dx.doi.org/10.1109/TCAD.2021.3072326
http://dx.doi.org/10.1109/TCAD.2021.3072326
http://dx.doi.org/10.1007/978-3-030-62463-7_9
http://dx.doi.org/10.1109/ICTC.2017.8190778
http://dx.doi.org/10.1109/SP.2019.00088
http://dx.doi.org/10.1109/ACCESS.2021.3052353
http://dx.doi.org/10.1145/3240765.3240773
http://dx.doi.org/10.1109/TCAD.2018.2857260
http://dx.doi.org/10.1109/NVMSA51238.2020.9188086

