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[*1] Notes on the Domain Name System <https://cr.yp.to/djbdns/notes.html>

[*2] NAME:WRECK - Breaking and fixing DNS implementations
<https://www.forescout.com/resources/namewreck-breaking-and-fixing-dns-implementations/>
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[*1] NAME:WRECK - Forescout <https://www.forescout.com/research-labs/namewreck/>
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This type of encoding is used not only in DNS resolvers but also in multicast
DNS (mDNS), DHCP clients as specified in RFC 3397 (“Dynamic Host Configuration
Protocol (DHCP) Domain Search Option”) and IPv6 router advertisements as
specified in RFC 8106 (“IPv6 Router Advertisement Options for DNS
Configuration”).

| DHCPYIPV6 RATHENNTUS ? }

[*1I NAME:WRECK - Breaking and fixing DNS implementations
<https://www.forescout.com/resources/namewreck-breaking-and-fixing-dns-implementations/>
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RFC 3397 (DHCP®Domain Search)
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Specification"” [RFC1035]. —

To enable the searchlist to be encoded compactly, searchstrings in
the searchlist MUST be concatenated and encoded using the technique
described in section 4.1.4 of "Domain Names - Implementation And

L

4.1.4. Message compression |
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RFC 8415 (DHCPv6)

e IPv6 RADDNS Configuration A>3 >TlEFI>d—F+ >
D2 T)IVICTBIEeD. Av—FEMEIEEIEENTULS

Note that for the simple decoding, the domain names MUST NOT be
encoded in the compressed form described in Section 4.1.4 of [RFC1035].

e DHCPVOEBMER LT E D, IHEBEBERIEESNTVNS

A domain name, or list of domain names, in DHCP MUST NOT be stored in
compressed form as described in Section 4.1.4 of [RFC1035].

lcU. Z2iEFENTUVWBADE TEfieNEXAvt—>Z D32 & ] T
EficNiEAYvE—>22 TR 12158 OEME(LEE ik L TUVRLY
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[*1]1 SIGRed - Resolving Your Way into Domain Admin: Exploiting a 17 Year-old Bug in Windows DNS Servers
<https://research.checkpoint.com/2020/resolving-your-way-into-domain-admin-exploiting-a-17-year-old-bug-in-windows-dns-servers/>
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[*1] Evolvability, Deployability, & Maintainability (edm)
<https://datatracker.ietf.org/program/edm/about/>
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e OJ\R FRRAIRAI (The robustness principle)
- [XETEREIC - Z{ETIEFEEIC]
e “be conservative in what you send, and liberal in what you accept”
o (> —2wv NCHIFDITOMIINDEFER & LT,
REFECDIZEDEEBEHNTEL
-RFC 761 (TCPO#IHEAIHR. 1980F1HF1T)

TCP implementations should follow a general principle of robustness:
be conservative in what you do, be liberal in what you accept from
others.

',<||||
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draft-iab-protocol-maintenance

e 2015F3HI(C. MozilladdMartin Thomson K\ #hkZ 2 a1
e 2018=F11AMS. IABDO1 A —FRKvY cRT D M2

- 2022 10AK s O&HHR : draft-iab-protocol-maintenance-09
o /X MRARAIDBREREHAZREL. KDESLBRIIS A
FLAZEDZENED
- O\ hRRARHZBET DEDTITIRLN

[*1] The Harmful Consequences of Postel's Maxim
<https://datatracker.ietf.org/doc/draft-thomson-postel-was-wrong/00/>

[*2] Maintaining Robust Protocols
<https://datatracker.ietf.org/doc/draft-iab-protocol-maintenance/>
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e ZTDO LT IZETEHERIC] OBRIRER = HER

However, an interpretation that advocates for tolerating unexpected
inputs is no longer considered best practice in all scenarios.

(52Z3R) LML, FPRIULBWADDHFEZHET DER(L. BEPIXRTDSF
UACHNWTIRA BT SOFT 4 ATHDEFERRL,
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DNS Directorate
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[*1] DNS Directorate (dnsdir)
<https://datatracker.ietf.org/group/dnsdir/about/>

[*21 TETF | IETF Directorates
<https://www.ietf.org/about/groups/directorates/>
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inemet ook 3—r—2 -5 SEIARY A MZJSTU W IDNSUVILIS [1.1.1.1) DSEBETIRL T3 &5 HMFhCloudflarel- S

Cloudflare BRI L T LB/ TT U wADNSUMILIT M) EF LT, 3DOBERYA FAOT o 2% IOy 79 3 L5860 38k 15U POt
FULFEUE. Cloudflarelg A BER LII T ERLTWELED, COEURINHTEN, HRMEELELE,

Fv h—ER

‘R’ﬁ: JJJJJJJJJJJJJJJJJJJJJJJJJJ urt Orders Clou S Resolver 1.1.1.1 to Block Pirate Sites in Ital
https://torrentfreak.com/court-orders-cloudflares-dns-resolver-1-1-1-1-to-block-pirate-sites-in-italy-220719/
X 2022F11H10H®DGIGAZINEDEESE
P _ _ A pio~d| I\\ — =
IW=>3 -4 Zﬁg%d)ﬁ%ﬁ*’t (H'JJHE'%E‘EE) 5|Fst : <https://gigazine.net/news/20221110-public-dns-1111-blocking-order/>
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BIND 9.19.7

e BIND 9.190&#iR&E LT, 2022F11A16H(CUU—X

- BIND 9.19(3BFMI S>F Th D . ROBZFENRTHSBDBIND 9.20I(C
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e JU—X_J—RKIC, SARZEMRENMNMTNSDS

The DNS name compression algorithm used in BIND 9 has been revised: it now
compresses more thoroughly than before, so responses containing names with many
labels might have a smaller encoding than before. [GL #3661]

(Z2%&3R) BIND 9CTIENDNZDNSABEMFILIT VX LDHETENE : BRILDEFANALEL
EHEENDELICBOZDT. ZLDINIEFOANZEORZFFIUNLDE/NERI> -
T A DDCRBIMEUNIRL, [GL #3661]

[*1] Release Notes — BIND 9 9.19.7 documentation
<https://downloads.isc.org/isc/bind9/9.19.7/doc/arm/html/notes.html#feature-changes>
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