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Preface

This volume contains the papers presented at the Second Workshop on Model-driven
Simulation and Training Environments for Cybersecurity (MSTEC 2020), held
virtually on September 17, 2020, under the ESORICS 2020 conference.

The MSTEC 2020 workshop addressed recent advances in the field of cyber
modeling and simulation. It aimed to provide a forum of practitioners and researchers
to discuss cyber modeling and simulation (M&S) as well as its application to the
development of cyber-security training scenarios and courses of action (COAs).
Specifically, it focused on the verification and validation (V&V) process, which
provides the operational community with confidence in knowing that cyber models
represent the real world, and discusses how defense training may benefit from cyber
models. It also investigates advances in emulators, simulators, and their potential
combination. The papers presented at MSTEC 2020 took a holistic approach to the
overall system assurance process, presenting advances in the simulation of people,
policies, processes, and technologies currently available in the field. The workshop
aimed to connect the multiple threads that currently compose M&S into a coherent
view of what is usable in order to train experts and non-computer-savvy users towards
an assured operation of critical systems.

There were 20 submissions. Each submission was reviewed by at least three
Program Committee members. The committee decided to accept 10 papers.

The main sponsorship was provided by the European Union Horizon’s 2020
research and innovation program THREAT-ARREST (www.threat-arrest.eu) under the
grant agreements No. 786890.

We would like to thank the committee members and the reviewers for their vol-
untary effort as well as all the authors of the submitted papers for their contributions.

September 2020 George Hatzivasilis
Sotiris Ioannidis

http://www.threat-arrest.eu
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