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Preface

Supply chain risk is a well-studied subject in business processes and logistics
management literature. However, its scope is evolving and becoming wider as
the systems and processes are becoming more complex. Modern information
technology (IT), operational technology (OT), and Internet of things (IoT) systems
have complex global supply chains. Moreover, there is an intricate blend of
software and hardware systems, which are manufactured, controlled, and operated
by different entities. It is thus becoming critically important to have knowledge
and understanding of what vendors are linked to the system and what risk do
these vendors bring to the system operation. The cybersecurity of IoT-enabled
infrastructure systems overarchingly depends on the confidentiality, integrity, and
availability of the software and hardware components including their supply chain.
The complex network of components involves various actors and organizations that
design and integrate different sub-components of the larger system. The insecurity
of one sub-component in the supply chain can have downstream effects on the
security and resiliency of IoT-enabled infrastructure systems.

This book aims to provide the necessary tools for quantitative understanding
and assessment of the supply chain risk threats to critical infrastructure owners
and operators. In a typical IoT-enabled infrastructure system, there is a complex
integration of multiple components enabling various IT and OT functions. Each
component is supplied by a vendor or a network of vendors, which have different
levels of trustworthiness from the perspective of the stakeholders. Certain suppliers
may have a long-standing history of successful operation and comply with essential
cybersecurity practices. On the other hand, there are many newer and potentially less
secure vendors, which can introduce unknown vulnerabilities to the overall system
security. The supply chain front adds another dimension to the system reliability on
top of component reliabilities. Furthermore, a particular component in the system
may itself be very reliable but may have been procured from a less trustworthy
vendor. Similarly, a component may not be very reliable but may have a highly
trustworthy supplier. Therefore, it is critically important to understand the delicate
interplay between component reliabilities and the trustworthiness of their suppliers.
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viii Preface

Currently, there is a severe dearth of supply chain risk assessment tools that
prevents system operators to analyze the risk to their infrastructure from a supply
chain standpoint. Moreover, there is a lack of tools that can assist with supplier
selection from alternatives and provide insights about supply chain decisions. This
book is aimed at unfolding the emerging supply chain risk analysis ecosystem and
providing a peak into a practical software tool to help analyze the risk. The described
software tool, referred to as -SCRAM, will enable critical infrastructure owners to
make risk informed decisions relating to the supply chain while deploying their IT
and OT systems. Providing such information to decision-makers will reduce the
possibility of being affected by supply chain attacks from malicious IT and OT
vendors. We hope that this book will provide a broad understanding of the emerging
cyber supply chain security in the context of IoT systems to academics, industry
professionals, and government officials.

Brooklyn, NY, USA Timothy Kieras
Dearborn, MI, USA Junaid Farooq
Brooklyn, NY, USA Quanyan Zhu
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