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Preface

The seventh international conference on Cryptology and Network Security (CANS
2008) was held at HKU Town Center, Hong Kong, China, during December 24,
2008. The conference was organized by the Department of Computer Science,
the University of Hong Kong, and was fully supported by the Center for Informa-
tion Security and Cryptography at the University of Hong Kong, the Cyberport
Institute of Hong Kong at the University of Hong Kong and the Department of
Computer Science at the City University of Hong Kong.

The goal of CANS is to promote research on all aspects of network security,
as well as to build a bridge between research on cryptography and network
security. Previous CANS conferences have been held in Taipei, Taiwan (2001),
San Francisco, USA (2002), Miami, USA (2003), Xiamen, China (2005), Suzhou,
China (2006), and Singapore (2007). The conference proceedings of recent years
were published by Springer in the Lecture Notes in Computer Science series.

The Program Committee received 73 submissions, and accepted 27 papers
for presentation. The final versions of the accepted papers, which the authors
finalized on the basis of comments from the reviewers, were included in the
proceedings. The reviewing process took nine weeks; each paper was carefully
evaluated by at least three members from the Program Committee. The indi-
vidual reviewing phase was followed by a Web-based discussion. Based on the
comments and scores given by reviewers, the final decisions on acceptance were
made. We appreciate the hard work of the members of the Program Committee
and the external referees who gave many hours of their valuable time.

In addition to the contributed papers, there were two invited talks. One was
given by Juan Garay and the other one was by Xiaoyun Wang.

We would like to thank all the people involved in organizing this conference.
In particular, we would like to thank the Organizing Committee members, col-
leagues and our student helpers for their time and effort. Finally, we would like
to thank all the authors who submitted papers to the conference.

December 2008 Matthew K. Franklin
Lucas Chi Kwong Hui
Duncan S. Wong



Organization

CANS 2008 was organized by the Department of Computer Science, The Uni-
versity of Hong Kong, China, and held during December 2-4, 2008.

General Chair

Lucas C.K. Hui The University of Hong Kong, China

Program Co-chairs

Matt Franklin UC Davis, USA
Duncan S. Wong City University of Hong Kong, China

Steering Committee

Yvo Desmedt University College London, UK

Matt Franklin UC Davis, USA

Yi Mu University of Wollongong, Australia

David Pointcheval CNRS and ENS, France

Huaxiong Wang Nanyang Technological University, Singapore

Organizing Committee

K.P. Chow The University of Hong Kong, China
Bruce Cheung The University of Hong Kong, China
Lucas C.K. Hui The University of Hong Kong, China
Raymond Szeto The University of Hong Kong, China

Program Committee

Michel Abdalla Ecole Normale Supérieure, France
Joonsang Baek 12R, Singapore

Feng Bao I2R, Singapore

Hao Chen East China Normal University, China
Liqun Chen HP Bristol Labs, UK

Mike Burmester Florida State University, USA

Ed Dawson QUT, Australia

Robert Deng SMU, Singapore

Dengguo Feng Chinese Academy of Sciences, China

Eiichiro Fujisaki NTT Labs, Japan



VIII Organization

Jun Furukawa
David Galindo
Aline Gouget
Aggelos Kiayias
Eike Kiltz
Kwangjo Kim
Dong Hoon Lee
Arjen Lenstra
Benoit Libert
Javier Lopez
Mitsuru Matsui
Yi Mu

Jorn Miiller-Quade
Tatsuaki Okamoto
Giuseppe Persiano
Josef Pieprzyk

C. Pandu Rangan
Berry Schoenmakers
Willy Susilo
Tsuyoshi Takagi
Guilin Wang
Huaxiong Wang
Xiaoyun Wang
Yiqun Lisa Yin
Fangguo Zhang
Yunlei Zhao
Jianying Zhou

External Reviewers

Man Ho Au
Shaoying Cai
David Cash
Julien Cathalo
Kyu Young Choi
Ashish Choudary
Ji Young Chun
Andrew Clark
Blandine Debraize
Cécile Delerablée
Nico Dottling
Sharmila devi selvi
Oriol Farras
Clemente Galdi
Debin Gao

NEC, Japan

University of Malaga, Spain
Gemalto, France

University of Connecticut, USA
CWI, The Netherlands

Info. and Comm. University, Korea
Korea University, Korea

EPFL, Switzerland

UCL, Belgium

University of Malaga, Spain
Mitsubishi Electric, Japan
University of Wollongong, Australia
Universitdat Karlsruhe, Germany
NTT Labs, Japan

Universita di Salerno, Italy
Macquarie University, Australia
IIT, India

TU Eindhoven, The Netherlands
University of Wollongong, Australia
Future University - Hakodate, Japan
University of Birmingham, UK
NTU, Singapore
Tsinghua/Shandong University, China
Independent Consultant, USA

Sun Yat-sen University, China
Fudan University, China

12R, Singapore

Flavio Garcia
Qiong Huang
Xinyi Huang
Vincenzo Iovino
Bum Han Kim
Jangseong Kim
Daniel Kraschewski
Hwaseong Lee
Ji-Seon Lee
Jiguo Li

Jin Li

Tieyan Li

Xibin Lin
Jospeh K. Liu
George Mohay

Paul Morrissey
Kyosuke Osaka
Arpita Patra
Wen-Feng Qi
Yi Qian

Chun Ruan
German Saez
Jason Smith
Xiao Tan

Ivan Visconti
Sree Vivek
Baodian Wei
Jian Weng

Wei Wu
Xiaokang Xiong



Organization IX

Guomin Yang Jeong Jae Yu Tsz Hon Yuen
Yanjiang Yang Yong Yu Yao-Dong Zhao
Chan Yeob Yeun

Supporting Institutions

Center for Information Security and Cryptography (CISC), The University of
Hong Kong, China

The Cyberport Institute of Hong Kong, The University of Hong Kong, China
Department of Computer Science, City University of Hong Kong, China



Table of Contents

Cryptosystems

Chosen-Ciphertext Secure Proxy Re-encryption without Pairings.......
Robert H. Deng, Jian Weng, Shengli Liu, and Kefei Chen

Hybrid Damgard Is CCA1-Secure under the DDH Assumption.........
Yvo Desmedt, Helger Lipmaa, and Duong Hieu Phan

Efficient Dynamic Broadcast Encryption and Its Extension to
Authenticated Dynamic Broadcast Encryption.......................
Masafumi Kusakawa, Harunaga Hiwatari, Tomoyuki Asano, and

Seiichi Matsuda

Cryptanalysis of Short Exponent RSA with Primes Sharing Least

Significant Bits . ...
Hung-Min Sun, Mu-En Wu, Ron Steinfeld, Jian Guo, and
Huaziong Wang

Signatures

Efficient and Short Certificateless Signature ............... ... ......
Raylin Tso, Xun Yi, and Xinyi Huang

Sanitizable Signatures Revisited ......... ... ... .. .. .. . ...
Tsz Hon Yuen, Willy Susilo, Joseph K. Liu, and Yi Mu

An Efficient On-Line/Off-Line Signature Scheme without Random
Oracles . ... o
Marc Joye

On the Security of Online/Offline Signatures and Multisignatures from
ACTISPI06 . o oo et
Fagen Li, Masaaki Shirase, and Tsuyoshi Takagi

Identification, Authentication and Key Management

A Killer Application for Pairings: Authenticated Key Establishment in
Underwater Wireless Sensor Networks .......... ... .. .. o ...
David Galindo, Rodrigo Roman, and Javier Lopez

Anonymous and Transparent Gateway-Based Password-Authenticated
Key Exchange .. ... e
Michel Abdalla, Malika Izabachéne, and David Pointcheval



XII Table of Contents

Cryptanalysis of EC-RAC, a RFID Identification Protocol ............ 149
Julien Bringer, Hervé Chabanne, and Thomas Icart

Cryptographic Algorithms and Protocols

Counting Method for Multi-party Computation over Non-abelian
GrOUDS & ottt e e e e 162
Youming Qiao and Christophe Tartary

Keyword Field-Free Conjunctive Keyword Searches on Encrypted Data
and Extension for Dynamic Groups ......... ... ... .. .. ... ... 178
Peishun Wang, Huaziong Wang, and Josef Pieprzyk

Analysis and Design of Multiple Threshold Changeable Secret Sharing
Schemes ... ... 196
Tiancheng Lou and Christophe Tartary

Black-Box Constructions for Fully-Simulatable Oblivious Transfer
Protocols . ... 214
Huafei Zhu

Skew Frobenius Map and Efficient Scalar Multiplication for

Pairing—Based Cryptography ......... .. .. . .. i 226
Yumi Sakemi, Yasuyuki Nogami, Katsuyuki Okeya,
Hidehiro Kato, and Yoshitaka Morikawa

Stream Ciphers and Block Ciphers

Cryptanalysis of MV3 Stream Cipher........... ... ... ... ... ... ... 240
Mohammad Ali Orumiehchi, S. Fahimeh Mohebbipoor, and
Hossein Ghodosi

3D: A Three-Dimensional Block Cipher ............ ... ... .. ... ... 252
Jorge Nakahara Jr.

Cryptographic Foundations

Construction of Resilient Functions with Multiple Cryptographic
Criteria . . ..ot 268
Chao Li, Shaojing Fu, and Bing Sun

Enumeration of Homogeneous Rotation Symmetric Functions over F,,... 278
Shaojing Fu, Chao Li, and Bing Sun

Unconditionally Reliable Message Transmission in Directed

Hypergraphs . ... 285
Kannan Srinathan, Arpita Patra, Ashish Choudhary, and
C. Pandu Rangan



Table of Contents

Applications and Implementations

An Open Framework for Remote Electronic Elections.................
Yu Zhang

Conditional Payments for Computing Markets .......................
Bogdan Carbunar and Mahesh Tripunitara

High-Speed Search System for PGP Passphrases .....................
Koichi Shimizu, Daisuke Suzuki, and Toyohiro Tsurumaru

Workload Characterization of a Lightweight SSL Implementation
Resistant to Side-Channel Attacks .......... ... ... ... i,
Manuel Koschuch, Johann Grofischddl, Udo Payer,
Matthias Hudler, and Michael Kriger

Security in Ad Hoc Networks and Wireless Sensor
Networks

Authenticated Directed Diffusion .............. .. ... ...,
Eric K. Wang, Lucas C.K. Hui, and S.M. Yiu

A New Message Recognition Protocol for Ad Hoc Pervasive
Networks . ..o
Atefeh Mashatan and Douglas R. Stinson

Author Index . ... ..

XIIT




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth 8
  /ColorImageDownsampleThreshold 1.01667
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth 8
  /GrayImageDownsampleThreshold 1.01667
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 2.00000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /SyntheticBoldness 1.000000
  /Description <<
    /DEU ()
    /ENU ()
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.000 842.000]
>> setpagedevice




