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Preface

The 29th Annual International Conference on the Theory and Application of Cryptology
and Information Security (Asiacrypt 2023) was held in Guangzhou, China, on December
4-8,2023. The conference covered all technical aspects of cryptology, and was sponsored
by the International Association for Cryptologic Research (IACR).

We received an Asiacrypt record of 376 paper submissions from all over the world,
and the Program Committee (PC) selected 106 papers for publication in the proceedings
of the conference. Due to this large number of papers, the Asiacrypt 2023 program had
3 tracks.

The two program chairs were supported by the great help and excellent advice of six
area chairs, selected to cover the main topic areas of the conference. The area chairs were
Kai-Min Chung for Information-Theoretic and Complexity-Theoretic Cryptography,
Tanja Lange for Efficient and Secure Implementations, Shengli Liu for Public-Key
Cryptography Algorithms and Protocols, Khoa Nguyen for Multi-Party Computation
and Zero-Knowledge, Duong Hieu Phan for Public-Key Primitives with Advanced
Functionalities, and Yu Sasaki for Symmetric-Key Cryptology. Each of the area chairs
helped to lead discussions together with the PC members assigned as paper discussion
lead. Area chairs also helped to decide on the submissions that should be accepted from
their respective areas. We are very grateful for the invaluable contribution provided by
the area chairs.

To review and evaluate the submissions, while keeping the load per PC member
manageable, we selected a record size PC consisting of 105 leading experts from all
over the world, in all six topic areas of cryptology. The two program chairs were not
allowed to submit a paper, and PC members were limited to submit one single-author
paper, or at most two co-authored papers, or at most three co-authored papers all with
students. Each non-PC submission was reviewed by at least three reviewers consisting of
either PC members or their external sub-reviewers, while each PC member submission
received at least four reviews. The strong conflict of interest rules imposed by IACR
ensure that papers are not handled by PC members with a close working relationship
with the authors. There were approximately 420 external reviewers, whose input was
critical to the selection of papers. Submissions were anonymous and their length was
limited to 30 pages excluding the bibliography and supplementary materials.

The review process was conducted using double-blind peer review. The conference
operated a two-round review system with a rebuttal phase. After the reviews and first
round discussions the PC selected 244 submissions to proceed to the second round and
the authors were then invited to participate in an interactive rebuttal phase with the
reviewers to clarify questions and concerns. The remaining 131 papers were rejected,
including one desk reject. The second round involved extensive discussions by the PC
members. After several weeks of additional discussions, the committee selected the final
106 papers to appear in these proceedings.
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The eight volumes of the conference proceedings contain the revised versions of the
106 papers that were selected. The final revised versions of papers were not reviewed
again and the authors are responsible for their contents.

The PC nominated and voted for two papers to receive the Best Paper Awards,
and one paper to receive the Best Early Career Paper Award. The Best Paper Awards
went to Thomas Espitau, Alexandre Wallet and Yang Yu for their paper “On Gaussian
Sampling, Smoothing Parameter and Application to Signatures”, and to Kaijie Jiang,
Anyu Wang, Hengyi Luo, Guoxiao Liu, Yang Yu, and Xiaoyun Wang for their paper
“Exploiting the Symmetry of Z"*: Randomization and the Automorphism Problem”. The
Best Early Career Paper Award went to Maxime Plancon for the paper “Exploiting
Algebraic Structure in Probing Security”. The authors of those three papers were invited
to submit extended versions of their papers to the Journal of Cryptology. In addition,
the program of Asiacrypt 2023 also included two invited plenary talks, also nominated
and voted by the PC: one talk was given by Mehdi Tibouchi and the other by Xiaoyun
Wang. The conference also featured a rump session chaired by Kang Yang and Yu Yu
which contained short presentations on the latest research results of the field.

Numerous people contributed to the success of Asiacrypt 2023. We would like to
thank all the authors, including those whose submissions were not accepted, for submit-
ting their research results to the conference. We are very grateful to the area chairs, PC
members and external reviewers for contributing their knowledge and expertise, and for
the tremendous amount of work that was done with reading papers and contributing to
the discussions. We are greatly indebted to Jian Weng and Fangguo Zhang, the General
Chairs, for their efforts in organizing the event and to Kevin McCurley and Kay McKelly
for their help with the website and review system. We thank the Asiacrypt 2023 advi-
sory committee members Bart Preneel, Huaxiong Wang, Kai-Min Chung, Yu Sasaki,
Dongdai Lin, Shweta Agrawal and Michel Abdalla for their valuable suggestions. We
are also grateful for the helpful advice and organization material provided to us by the
Eurocrypt 2023 PC co-chairs Carmit Hazay and Martijn Stam and Crypto 2023 PC co-
chairs Helena Handschuh and Anna Lysyanskaya. We also thank the team at Springer
for handling the publication of these conference proceedings.

December 2023 Jian Guo
Ron Steinfeld
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Lattice-Based Cryptography: From Theory to Practice

Xiaoyun Wang
Institute for Advanced Study, Tsinghua University, Beijing, China

Abstract. Nowadays, post-quantum cryptography (PQC) mainly refers
to the public-key cryptosystems built on mathematical hard problems
in computational complexity theory, resisting the attacks from imagi-
nary quantum computers. In the last 30 years, substantial contributions
have been made in PQC research. Among the PQC families, lattice-based
cryptography is popularly regarded as a promising candidate; its security
relies on the hardness of computational mathematical problems in lattice
theory with high-dimension. In this talk, I will recap the mathemati-
cal background of lattice-based cryptography. Then I will introduce the
recent progress on the practical designs of lattice-based cryptosystems, as
well as a quick look at an amazing area called fully homomorphic encryp-
tion (FHE) which has interesting applications in privacy computing and
federated learning, etc.



Mathematical Problems Arising from Timing Attacks
on Signatures and Their Countermeasures

Mehdi Tibouchi
NTT Social Informatics Laboratories, Japan

Abstract. One of the aspects of cryptology that make it such an exciting
field to work in is the great variety of people’s backgrounds, and of
the reasons that brought them in to begin with. I personally arrived in
cryptology looking for interesting mathematical problems to solve. I did
find lots of interesting problems, that I mostly could not solve.

Side-channel attacks, and timing attacks in particular, are of course
an important challenge to the deployment of real-world cryptographic
systems. In this talk, however, I would like to discuss them from the
perspective of a mathematical problem solver. Based on several examples
from the analysis of signature schemes, I would like to argue that they
are, both on the offensive and on the defensive side, a great source of
non-trivial yet tractable mathematical problems.



Contents — Part I

Secure Multi-party Computation

Breaking the Size Barrier: Universal Circuits Meet Lookup Tables ............ 3
Yann Disser, Daniel Giinther, Thomas Schneider, Maximilian Stillger,
Arthur Wigandt, and Hossein Yalame

Amortized NISC over Zyx fromRMFE ................ ... .. ... ... ..... 38
Fuchun Lin, Chaoping Xing, Yizhou Yao, and Chen Yuan

Two-Round Concurrent 2PC from Sub-exponential LWE .................... 71
Behzad Abdolmaleki, Saikrishna Badrinarayanan, Rex Fernando,
Giulio Malavolta, Ahmadreza Rahimi, and Amit Sahai

Degree-D Reverse Multiplication-Friendly Embeddings: Constructions

and ApPlICAtIONS ... ..ottt 106
Daniel Escudero, Cheng Hong, Hongqing Liu, Chaoping Xing,
and Chen Yuan

Adaptive Distributional Security for Garbling Schemes with O(|x|) Online

COmMPIEXILY oottt 139
Estuardo Alpirez Bock, Chris Brzuska, Pihla Karanko,
Sabine Oechsner, and Kirthivaasan Puniamurthy

MPC with Delayed Parties over Star-Like Networks ........................ 172
Mariana Gama, Emad Heydari Beni, Emmanuela Orsini,
Nigel P. Smart, and Oliver Zajonc

Ramp Hyper-invertible Matrices and Their Applications to MPC Protocols .... 204
Honggqing Liu, Chaoping Xing, Yanjiang Yang, and Chen Yuan

Scalable Multi-party Private Set Union from Multi-query Secret-Shared
Private Membership Test . ............uuuun i 237
Xiang Liu and Ying Gao

Robust Publicly Verifiable Covert Security: Limited Information Leakage
and Guaranteed Correctness with Low Overhead ........................... 272
Yi Liu, Junzuo Lai, Qi Wang, Xianrui Qin, Anjia Yang, and Jian Weng



XXiv Contents — Part I

LERNA: Secure Single-Server Aggregation via Key-Homomorphic
MaSKINg ..ottt e 302
Hanjun Li, Huijia Lin, Antigoni Polychroniadou, and Stefano Tessaro

Unconditionally Secure Multiparty Computation for Symmetric Functions
with Low Bottleneck Complexity . ...............uuuuuuiiiinna.. 335
Reo Eriguchi

Threshold Cryptography

Simple Threshold (Fully Homomorphic) Encryption from LWE
with Polynomial Modulus ......... ... . 371
Katharina Boudgoust and Peter Scholl

VSS from Distributed ZK Proofs and Applications ......................... 405
Shahla Atapoor, Karim Baghery, Daniele Cozzo, and Robi Pedersen

Threshold Linear Secret Sharing to the Rescue of MPC-in-the-Head .......... 441
Thibauld Feneuil and Matthieu Rivain

Author Index . ....... ... . 475



	 Preface
	 Organization
	Invited Talks
	 Lattice-Based Cryptography: From Theory to Practice
	 Mathematical Problems Arising from Timing Attacks on Signatures and Their Countermeasures
	 Contents – Part I


