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Abstract: The role of energy is cardinal for achieving the Sustainable Development Goals (SDGs)
through the enhancement and modernization of energy generation and management practices. The
smart grid enables efficient communication between utilities and the end- users, and enhances the
user experience by monitoring and controlling the energy transmission. The smart grid deals with an
enormous amount of energy data, and the absence of proper techniques for data collection, processing,
monitoring and decision-making ultimately makes the system ineffective. Big data analytics, in
association with the smart grid, enable better grid visualization and contribute toward the attainment
of sustainability. The current research work deals with the achievement of sustainability in the smart
grid and efficient data management using big data analytics, that has social, economic, technical
and political impacts. This study provides clear insights into energy data generated in the grid
and the possibilities of energy theft affecting the sustainable future. The paper provides insights
about the importance of big data analytics, with their effects on the smart grids’ performance
towards the achievement of SDGs. The work highlights efficient real-time energy data management
involving artificial intelligence and machine learning for a better future, to short out the effects of the
conventional smart grid without big data analytics. Finally, the work discusses the challenges and
future directions to improve smart grid technologies with big data analytics in action.

Keywords: smart grid; energy data; big data analytics; energy management systems; Sustainable
Development Goals (SDGs)

1. Introduction

Energy consumption has drastically increased in recent years due to population
growth and rapid urbanization, which eventually resulted in increased carbon emissions.
Different countries across the globe strain to provide appropriate services to their citizens
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under essential domains such as public services, water and waste management, building
environment and mobility [1,2]. Much research has been conducted early in the life of the
smart grid to ensure efficient energy usage and an optimum approach to energy resource
management. Smart grid technologies are projected to improve the sustainable supply of
power by minimizing energy intensity, energy consumption, and their consequential effects
on the environment. However, the pathway by which the smart technology will interact
with consumer views and behavior, such that it can ensure long-term sustainability, is yet
to be established [3,4]. The growth of smart grids has a significant impact on the social and
technical aspects of the power supply. In the pursuit of technological advancements, the
social aspects of stakeholder impacts (government, private, industry, planner, developer,
utility, NOGs and the public community) and the resilience of the smart grid play a major
role in achieving Sustainable Development Goals (SDGs) [5].

Understanding the inter-relations among the 17 SDG targets can help in combining
different sectoral programmes and in the establishment of coherent cross-sectoral policies
to explore possibilities. When investigating the research publications on SDGs, focused
research on SDGs was performed in the report titled “The Power of Data to Advance the
SDGs”, authored by Elsevier and RELX SDG Resource Centre [6]. This report highlights
that nearly three million articles have been published on SDG 3 (good health and wellbeing)
to date, which tops the other goals in terms of contribution from research publications.
In recent years, the effect of global warming was more pronounced, and it is fueled
primarily by fossil fuel dependency. It is observed that around 80% of the electricity and
transportation needs are satisfied by the utilization of fossil fuelsThus, there is a pressing
need to shift towards clean and affordable energy, which is the core of SDG 7. On analyzing
the publications contributing to SDG 7, it was found that around 383,000 articles have been
published on SDG 7 (affordable, reliable, modern energy for all), the second highest amount
after SDG 3 [1]. Regarding other SDGs, SDG 13 (climate action) secures the third position
with 180,000 articles, while SDG 1(zero Poverty) has the least number of publications,
with a little over 11,000 related articles. Among these, SDG 7 has a total of 49% citations
in global publications, on average. Though SDG 12 (ensure responsible consumption
and production) and SDG 6 (clean water and sanitation) play a vital role in meeting the
sustainable goals, SDG 7 has been primarily focused on in the research. As per the report,
13% of the global population lacks access to modern electricity [6].

Different global nations, especially China, India, Germany, the United Kingdom and
many developing countries, focus on the research that supports SDG 7 for their economic
growth, efficient utilization of resources and energy production. The volume of research
contribution towards SDG 7 increased up to 9.1% CAGR from 2015 in comparison with
other SDGs, which have achieved only 3.5% CAGR. A total of 57.2% of publications are
contributed by high income generating countries. The highest number of research contri-
butions towards SDG 7 is from China, or, in other words, more than 167,700 publications
(57.2%) are from China, while the lowest number of publications are from India. The
collaborative research on SDGs contributes about 23%, whereas there is an increase in
Field-Weighted Citation Impact (FWCI) for SDG 7 research every year [6,7]. This research
aims at sharing knowledge and research findings on how the smart grid’s efficiency can be
increased with the deployment of big data analytics. The major purpose of this research
paper is to produce a substantial research contribution in the area of big data analytics for
smart grid data to fulfil SDG 7, so that dependable, clean and affordable energy can be
provided to all.

1.1. Research Motivation

The motivation behind the implementation of big data analytics in the smart grid to
achieve SDG is listed herewith: (1) Integration of renewables and electric vehicles into
the smart grid; (2) Enhancement of consumer-side distributed generation for economic
improvement; (3) Increased energy efficiency with demand-side response and energy
management; (4) Promotion of involvement of better energy management practices and
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facilitation of novel tools and business models for efficient power utilization, and (5) Ame-
liorating the quality of life for stakeholders through effective services. The Sustainable
Development Goals were proposed by the UN to be achieved by 2030, and they comprise
17 goals and 169 targets [8]. The selection of suitable indicators and proper data gathering
from different resources helps to achieve Sustainable Development Goals [9,10].

All the goals are inter-connected with social, economic, technical, policy and envi-
ronmental aspects of sustainable development, which altogether ensures a better quality
of life. With modelling and implementation of big data techniques as well as efficient
communication technology, governments can enable better access and management of
energy information via the smart grid. Further, both stakeholders and governments across
the globe should participate in achieving SDG 7. ICT and big data analytics can enhance
the monitoring and measurement of smart grid development towards the SDGs. ICT, in a
smart grid environment, enables better communication between the utilities and consumers
in terms of rendering energy information for decision-making purposes. Furthermore, it
enables policy makers to successfully state the economic, social and technical advance-
ments. Table 1 analyses the motivation for the research and outlines the work reviewed
with technical, economic, social, policy and environmental factors to achieve SDG 7 [11].

Table 1. Investigation of research motivation and the outline of work reviewed with technical, economic, social, policy and
environmental factors to achieve SDG.

Motivation Outlining of Work

Enhance large-scale renewable energy production
and the integration of electric vehicles with

smart grid [4,10,11]

Economic: New infrastructure for the integration of renewable and electric
vehicle-based energy storage.

Social: Offers diversified energy supply and lessen the dependence on fossil fuels.
Technical: Suitable converters for the integration of different renewable sources with

the existing grid and monitoring.
Policy: Novel regulatory systems and market designs are needed to encourage

energy storage options.
Environmental: Decrease the emission of greenhouse gas and prevent the pollution

of land and water.

Improvement of distributed generation [12,13]

Economic: Reduction in electricity cost and revenue generation for consumers who use
smart metering.

Social: Reduction in electricity losses along transmission and distribution lines and less
dependency upon public utilities.

Technical: Allow the incorporation of smart metering and communication to manage power
flow and reduce power outages.

Policy: Regulations to access energy and assets connected with the distribution grid.
Environmental: Deliver clean, reliable power to additional customers.

Enhance the efficiency through demand-side
response and energy management [14,15]

Economic: Improve the efficiency of renewable energy.
Social: Equalize energy consumption and balance power generation.

Technical: Implementation of data feedback systems and monitoring devices to
reduce grid vulnerabilities.

Policy: Standards and regulatory frameworks to access smart metering information
and sensor data.

Environmental: Reduce the consumption of fuel in energy production by load shifting
and pollution reduction.

Increase the involvement of better practices;
innovate novel tools and business models for

efficient power utilization [16,17]

Economic: Usage of real-time pricing reduces the cost incurred upon electricity utilization.
Social: Improved energy efficiency to offer better services to consumers so as to provide

comfort and wellbeing.
Technical: Implementation of demand-side management and energy management related

tools to ensure better communication between utilities and consumers.
Policy: Network visualization and support guidelines coupled with best practices.

Environmental: Optimized asset utilization and efficient operation to reduce emissions.

Enhancement of Quality of Life for all
stakeholders [18,19]

Economic: Creation of new jobs and improvement in the quality of people’s lives.
Social: Revolution in industrial and energy sectors leading to the modernization of

equipment for efficient grid usage.
Technical: Enhancement in transmission and distribution protection, access to quality power

with power quality monitoring, sufficient and continuous power.
Policy: Enforcement of standards and smart living regulations.

Environmental: Minimal impact upon land, air and water
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1.2. Review Methodology

The tremendous growth of smart grid technologies towards the achievement of sus-
tainable development goals results in a series of scientific and engineering challenges.
These problems mandate the application of ingenious research from both academic insti-
tutions and research laboratories, which should satisfy the new protocols, architectures
and services. The main aim of this research is to collate the efforts of scholars, engineers,
researchers, professors and administrators towards the development of state-of-the-art
technologies and ideas to significantly enhance smart cities and achieve the SDGs. The
current research paper gives a detailed view of smart grids and a workflow that integrates
smart grids, big data analytics and digital transformations, which altogether helps in
achieving the sustainability goals.

1.2.1. Literature Review

The proposed work reviews the studies by searching for the ways in which big
data analytics in the smart grid facilitate the achievement of SDGs through the following
investigation questions.

Q1. What are the existing research topics in smart grid energy management systems?
Q2. Who are energy data contributors related to smart grid energy systems?
Q3. What are the aesthetic and operational hurdles faced in the implementation of the

smart grid?
Q4. How will big data analytics assist energy management systems to reach sustainable

goals in the future?
Q5. What is the future of smart grid research to attain sustainable goals?

By organizing the study with a review on big data-determined smart grid management,
the literature review, linked with smart grid technology, evaluated the existing state-of-the-
art smart grid in electric big data viewpoints. Further, the work is followed by conclusions
for the research that aim at achieving sustainable goals. Figure 1 shows the flow of research
work. The papers used for review were sourced from standard databases such as Scopus,
SCI journals, etc., based on the suitability of the research topic. The papers were sorted
based on title and keywords related to the concept that contributes to the smart grid.
Previous research papers were segregated based on the domain of smart cities, smart
energy, big data analytics in the smart grid and the contribution of the smart grid towards
sustainable goals. The works referred to in this study were published in the range of 2017
to 2021. Most of the review’s contribution involves the recent technologies between 2019
and 2020.

1.2.2. Background Methodology

Table 2 compares the research works conducted upon big data analytics in smart grids
to highlight the difference between existing works and the current research work. These
works concentrate on tools, software and hardware requirements for big data analytics,
challenges and opportunities. The review discusses power generation side management,
microgrid and renewable energy management, asset management, collaborative operation
and demand-side management (DSM) [20,21]. The studies conducted earlier [20,22] focus
on energy management, while one of the papers [23] focuses on forecasting of load and
renewable energy, and other works [24,25] conducted studies on the communication
technologies and big data analytic tools in the smart grid. However, these research studies
did not concentrate on the motivation to achieve sustainable goals. Further, the works were
not reviewed in line with technical, economic, social and environmental factors.
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Figure 1. Research methodology performed to achieve sustainable goals with big data analytics in
the smart grid.

Table 2. A comprehensive review of the studies conducted so far on smart and big data analytics.

Authors

Topics Discussed

Grid Data
Sources and
Data Com-
munication

Technologies

Tools for
Big Data
Analytics
Method

Software and
Hardware
Require-

ments for
Big Data

Analytics in
Smart Grid

Challenges
and Oppor-

tunities

Role of
Big Data
Analytics
in Energy

Management

Motivation
to Achieve

Sustainable
Goals

Is the Work
Reviewed with

Technical,
Economic,
Social and

Environmental
Factors?

Forecasting,
Renewable,
Load and

Non-Technical
Loss

Zhou et al. [20] No Yes Yes No Yes No No No

Syed et al. [21] No Yes Yes No No No No No

Bhattari et al. [22] No No No Yes Yes No No No

Zhang et al. [23] Yes No Yes No No No No Yes

Ghorbanian et al. [24] No Yes No Yes No No No No

Daki et al. [25] Yes No Yes No No No No No
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1.2.3. Role of Big Data Analytics in the Smart Grid and Achieving Sustainable Goals

This review establishes the current state-of-the-art big data analytic techniques for the
smart grid to attain sustainability. Firstly, economic, social, technical and environmental
aspects are discussed against the smart grid and big data analytics towards the attainment
of sustainable goals. The information on the smart grid and big data generated from smart
grids is summarized. The next section focuses on the role of big data analytics in the
smart grid and the process involved for achieving sustainable goals. The achievement
of sustainability with upgrading the grids to smart grids and efficient management of
data with big data analytics in social, economic, technical and policy aspects is discussed.
This research also discusses how big data analytics in the smart grid can help in attaining
SDG with real-time implementation, using artificial intelligence and machine learning
algorithms. Further, the work discusses the inter-relationship of different SDG goals.
Finally, the work focuses on future challenges and directions for the implementation of big
data analytics in the smart grid.

2. Smart Grid

The smart grid integrates both the behaviours as well as the actions of overall users,
such as generators, consumers and generator–consumers in a cost-efficient manner. Due to
this integration process, less power loss occurs and high-quality power output is produced,
as a result of which the power system remains cost-efficient and sustainable. In addition,
the system is secured with safety measures. New products, technologies and services with
regards to control, communication, intelligent monitoring and self-healing are nowadays
incorporated in smart grids. These entities bring different benefits, such as easy connection
and facilitation of operations for generators of all sizes and technologies. Here, consumers
play a vital role in the optimization of system operations, while they are also aware of the
information about the systems. Further, the load demand can be effectively optimized,
which can significantly reduce environmental pollution in the whole electricity supply
system. In addition to this, customers can perform appropriate maintenance, ameliorate
existing high system levels and ensure reliability, quality and security of supply [26].

Most of the definitions converge at a single element, i.e., the smart grid has digital
processing and communications, due to which the data flow control and information
management prevails as the crux of the system. The smart grid has different potentials,
thanks to the deeply-integrated application of digital technology in power grids. The
information which is integrated with the new grid remains the critical issue when it comes
to smart grids. Today’s electric utilities undergo three levels of transformation, which form
the core principles of the smart grid, such as improvement of infrastructure, a strong grid
and the addition of a digital layer. Further, business process transformation is required
to capitalize on the investments made in smart technology. Electric grid modernization
works that have been carried out earlier in substations and distribution automation are now
included in the smart grid concept itself. The smart grid corresponds to the complete set of
current as well as proposed responses to challenges encountered in power supply. With the
involvement of different factors with competing taxonomies, there is no specific universal
definition available so far for smart grids. Challenges encountered during the integration
of renewable energy resources into smart grid systems are addressed for the virtualization
of the projected grid architecture. Both innovative as well as robust modelling of different
components are required. The integration of novel technologies into the conventional
grid is critical, and the implementation of smart grid architectures with RESs should be
incentivized [27].

The flow of power generated from different energy sources into the grid makes the
energy system highly robust and adaptive, especially when it comes to matching supply
and demand. When global infrastructure needs to be upgraded, a seamless supply of
electricity plays a central role. The modern electrical power system bolsters the present
as well as future digital economy, and it also buttresses the development of safety, health
and national security. Our energy infrastructure encounters a lot of threats, in the form of
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nature (extreme weather conditions), cyber-attacks (for instance, hackers), physical attacks
(terrorism), etc. In this situation, smart grids improve the sustainability of renewable energy
resources. These smart grids contribute towards energy conservation and cost-efficient
energy management, which finally add value to a clean energy environment [28,29]. Data
management systems, sensors, smart meters and appropriate monitoring systems are
part of the process of smart grids. Smart grid and, subsequently, the smart metering
technologies, is the need of the hour to achieve a sustainable electrical utility. Here, an
information system network is required so that it ensembles all substations in coordination
with user facilities as well as utilities. However, one should be equipped with high-end
system analysis as well as trustworthy communication systems that serve as the pillars
of smart grid visibility. Remote communication management among various head-end
systems, where the connection is established with smart meters, is one of the primary
challenges that require attention. Smart meters are intelligent measurement systems that
consist of a smart meter gateway, digital electricity meter and a communication module. In
this regard, one can perform real-time estimation of both consumption as well as production
characteristics of power, even at individual installations. For instance, an uninterrupted
transfer of network status data occurs at the data network, where it is managed, bundled
and again transferred to an energy supplier through gateway administrator. Here, the
role of gateway administrator is played by meter operator or, otherwise, a local network
operator themselves. The smart grid, when implemented successfully, is predicted to solve
the confinements experienced in the delivery and distribution of power [29,30]. In the
process of achieving this visionary objective, the stakeholders are advised to strategize
their utilities and state-level policies.

When distributed energy resources such as energy storage systems, solar photovoltaic
and combustion engines are integrated, various advantages can be reaped, which include
reduction in system losses and optimized energy consumption as well as economic savings,
enhanced resilience, improved power quality and customer participation. In this scenario,
the existing grids cannot be coordinated or managed via Distributed Energy Resources
(DERs). Electricity flow can be controlled in every household, or even for every smart
appliance of the customer. Thus, it can be inferred that the smart grids of the 21st century
are set to change grid dynamics drastically, potentially giving rise to the ‘Grid of Things’,
similar to the concept of the ‘Internet of Things’.

2.1. Big Data from Smart Grid Operations

Digital transformation enables the integration of renewable energy, sustainable com-
munities and growth of industries, which altogether results in better and more coordinated
economic growth. A combination of both grid visualization and grid management aids
in making predictive decisions and better situational awareness [31]. Further, smart grids
introduce end users into the energy trading system, rather than keeping them as a mere
consumer, through demand response, Electric Vehicle (EV) charging, self-produced dis-
tributed generation and energy storage. Accordingly, an enormous amount of data gets
generated based on the involvement of various stakeholders, which opens multiple data
analytics market possibilities surrounding the smart grid [32]. It is important to ensure big
data management to leverage the data generated by these processes to gain insights, as
shown in Figure 2.

2.1.1. MV and LV Grid Planning

At the time of modernizing smart grids, grid planning is crucial, since the grid
connection integrates both low as well as high voltage renewable energy sources. When
renewable energy sources and electric vehicles are integrated with low voltage grids, it
may increase the voltage’s volatility [33]. A comprehensive database should be available
with information about the cause for voltage volatility. This information would be made
available to the distribution system operator for planning. Further, load forecasting should
be critically analysed with the available grid transmission and generation data to enumerate



Sustainability 2021, 13, 13322 8 of 35

a realistic estimate of load distribution. The ultimate goal is to produce sustainable power
through load balancing [34].

Figure 2. Smart grid big data generated from grid operations, smart metering and asset and workforce management.

Impact of Embedded Generation

The networks are designed in such a way that the voltage increases when there is
a reverse flow of power from embedded generators. When an embedded generator is
connected with a weak network or when power is forced to flow via a weak network, the
losses may increase. In numerous cases, there is a positive contribution from embedded
generators in terms of reduced volume of network technical losses. During maximum
generation using minimal load, the embedded generators may increase the loading levels
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of transformers and transmission lines. Hence, the generated data can be utilised by control
centres for effective grid control [35,36].

Load & Phase Balance

Unbalanced voltage may occur when phases, attached to the grid, are not equally
utilized. This grid imbalance may eventually result in impaired control equipment, im-
paired regulation equipment, uneven loading of the transformers, reactive power costs
and uneven motor operation (losses, wear). Grid imbalance occurs due to disruption in the
requirements of utility companies [37,38].

2.1.2. Asset Management

When there is an asset management system in place that works according to data
analytics and condition-based maintenance, the chance for equipment failure risks is
minimal. Further, it also maximizes the equipment’s life expectancy. The results of effective
asset management can is reflected in reliable service, reduced emissions, lessened costs and
increased efficiency for end users [39].

2.1.3. Voltage Regulation and Protection

Across the globe, geographical conditions vary from one country to another. To
provide reliable and regulated voltage for the consumer, proper voltage regulation becomes
imperative. After integrating with the smart grid, batteries play a crucial role in mitigating
the challenges of power quality through electric vehicles. The batteries’ selection is an
important parameter for better voltage regulation when connected with the smart grid.
To construct efficient renewable energy storage systems, attention should be focused on
desirable qualities including cycle life, flexible sizing and excellent renewability categorised
batteries [40,41].

2.1.4. Customer Operation

Harmonics, voltage sags and power interruptions are predominant power quality
issues faced by the consumer, who incurs a heavy economic loss. There are numerous
challenges associated with poor power quality in the industry. Software bugs, COVID-19
pandemic outbreak, temperature, radio frequency, equipment EMI, temperature, operator
errors, humidity and radio frequency interference are some of the challenges faced by
consumers in terms of power quality. It is important to monitor the data for power quality
to assess the performance of the network [42].

2.1.5. Field Services

Field services play a vital role in effective operations, investment plans and forecasting
maintenance. The data collected from field instruments are collated at the control room to
optimize the plants, equipment, people, assets, etc., during the life cycle of every asset.

2.1.6. Customer and Utility Operations

When using smart meters, electricity consumers or end users gain better benefits due
to increased accuracy in billing and fast and flexible service. Smart meters receive the data
and update them to consumers. Further, it also saves the interval load data to raise an
invoice for the customer based on their usage. Customers can save costs by reducing their
usage during peak periods based on real-time information. Likewise, the utilities that look
for cost-cutting can serve their consumers in a better way and raise their efficiency [43].

2.1.7. Regulatory Compliance

There is a need to establish a legal foundation for data collection as well as the
processing of energy consumption data collected from consumers. This is to ensure that the
customer’s privacy is respected and protected. According to regulatory compliance, energy
consumption data recorded by smart meters are tagged as personal data. There must be
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regulations for the data collected from the smart grid with regards to the performance of
standards for making and keeping appointments, a prompt fixture of faulty meters and
reestablishment of supply after the debt is paid off. These regulations help the smart grid
system to be efficient [44,45].

2.2. Asset and Workforce Management

Asset and workforce management enhance the operation and maintenance of utilities,
while the consumers and stakeholders of the smart grid are invoked to improve the
efficiency and economy. In addition to these, it also ensures secure billings, information
and subsidy benefits [46].

2.2.1. Operation of the Assets

The smart grid’s assets generate huge volumes of multifaceted data from hardware
and software systems. These data are utilized to integrate renewable, transmission and
distribution equipment, used for power quality, ICT, storage devices and electric vehicle
applications. All these data can be easily accessed to operate the assets. Data collection
patterns and plans are important documents and are pointed out as “As-Built” documents
that support the functioning of assets, for which verification is important to maintain
accuracy [47].

2.2.2. Asset Maintenance

The smart grid involves different operations and measurements in generation, trans-
mission and distribution. These real-time data are acquired completely and accurately from
different stakeholders. These data are used in analytics platforms to perform predictive
maintenance and condition-based maintenance [48]. Policy makers examine the utilities to
formulate business rules for asset operations that successfully handle metering of the data
and operations [47,49].

2.2.3. System Control

A combination of both intelligent alarm processors and optimal fault identification
provides an overview of defects and their whereabouts. Smart grids can be secured with
various factors, such as the optimization of fault location, quick response methods and
protective relaying, based on new communication techniques [50,51]. The owner of an asset
must proactively take actions to increase the asset’s availability, optimize the costs incurred
in asset management and mitigate the risks that potentially threaten the operations. With
utility asset management, companies can observe the usage, age and maintenance history
as well as other such variables of an asset [52]. One must record the data with regards to
voltage, power factor, recharge life rating and battery discharge level to ensure voltage
regulation and protection [53].

2.2.4. Regulatory Reporting

When a smart grid is regulated under optimum conditions, it increases the economy
of the asset through an efficient electric network. This results in effective management
of transmission as well as distribution networks that in turn improve network security.
There is a provision available in smart grids to generate regulatory reports, through which
serious threats can be identified and prevented. In this way, technical and non-technical
losses can be mitigated [54].

2.3. Big Data from Smart Metering
2.3.1. Grid Operations

At the time of using smart meters, the entire grid gains proficiency via accurate meter
reading, power outage response and the detection of energy thefts. There is no need
to conduct onsite visits to record the meter reading. The energy sector in India faces a
common issue, i.e., power theft, which can be minimized or even eliminated with smart
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meters [55]. When using smart meters, the place where energy is utilized can be tracked
and real-time monitoring of power usage ensured. This, in turn, enhances the transparency
of the system. Further, power outages can also be reduced by smart meters. These smart
meters enable the power distributors to forecast power demand fluctuations and respond
quickly and autonomously. In this manner, the distribution and reliability of the energy
provider are improved [56].

2.3.2. Field Service

In the case of smart meters, one needs to manage field logistics and a set of reports
upon data collection, reporting, processing, configuration, maintenance, installation, meter-
reading and outage response daily. The technicians tend to standby round the clock to
tackle emergency calls. However, they may not be required to address general repairs and
regular maintenance. When it comes to smart meters in the smart grid, both maintenance
and repair become easy.

2.3.3. Resource Planning

Smart meters control energy consumption and perform real-time monitoring. These
actions produce huge volumes of measurement data that can be utilized in the prediction
of load demands. Since smart meters track electricity consumption patterns from time to
time, these data are highly helpful in enhancing the load forecasting functions.

2.3.4. Scheduled Use of Assets

Schedule maintenance in the smart grid is based on equipment conditions, and not
based on a fixed schedule. Proper scheduling of assets in the smart grid tends to reduce
both planned and unplanned maintenance activity, which in turn reduces the cost involved
in operations [57].

3. Role of Big Data Analytics in Smart Grids

With the increase in distributed generation, data-based customer interface and al-
ternative energy sources, the utilities are coordinating with each other to produce an
information-based digital economy [58]. Today’s energy sector faces various challenges
such as delayed outage response times, theft of information and cyber security, integration
of large-scale distributed energy generation and energy storage, implementation of electric
vehicle charging and smart grid business models. The digitized grid allows excellent con-
trol and intelligent monitoring capabilities. In addition to the above merits, smart grids can
diminish the loss of power and data thefts by altering real-time electrical parameters such
as phase, power, current and voltage. It can also identify the source of theft by tracking the
location and pointing out the exact source of theft [59,60].

The taxonomy of big data analytics for the smart grid is shown in Figure 3. The figure
showcases the sources of big data, components of big data analytics, big data-enabling
technologies, functional elements in a smart grid and the types of big data analytics. On
the other hand, Figure 2 shows different big data sources of smart grids. Both system
components and big data technologies of big data analytics, utilized in the smart grid, are
detailed under Section 3.2 and Table 3. The functional elements and predictive analyses
that are performed in the smart grid yield knowledgeable insights through which better,
faster and more informed decision-making can be achieved on the smart grid, as detailed
under Section 3.1 [61,62].

3.1. Key Issues in Smart Grids and the Outcomes of Big Data Implementation

Traditional grid systems do not have the facility for data acquisition and monitoring.
They also lack the potential to handle real-time processing of huge volumes of structured
as well as unstructured datasets in the energy sector, which can confuse analysts.
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Figure 3. Taxonomy of big data analytics for the smart grid.

Table 3. Review questions and the role of big data analytics.

Q.No Question Task Process

Q1 What action is taken? Supervision and execution
According to the demand response, power

generation and peak load management offers
incentives to the consumers

Q2 What is occurring? Innovation and Investigation
Monitoring the grid status, analysing customer

usage, detecting energy theft and directing the data
across the enterprise.

Q3 What could occur? Forecasting
Forecast equipment failure and avoid outage, excess
loads on the grid before they occur and customers

suitable for demand response offerings.

Q4 Why did it occur? Monitoring and Analysis
Monitor the performance and status of the smart

grid components data and analyse the assets during
operations through reports.

These copious data can be handled through big data analytics easily, predictive anal-
ysis especially can aid in better and faster decision-making, which can be supportive to
achieve strategic business objectives, as shown in Figure 4 [61–64]. Dynamic and efficient
energy management is possible in smart grids, with the help of big data analytics and
better grid visualization, as shown in Figure 5. This shows that the smart grid, coupled
with big data, provides a lot of advantages in terms of power generation optimization
in power plants, improvement of customer interaction, optimization of emergency re-
sponse to outages in domestic coverage, optimization and planning of transmission and
smart distribution from transmission and distribution sides, and efficient involvement
of DERs as well as electric vehicles, from the commercial side [65]. Efficient energy uti-
lization with greater preference to renewable energy is enabled by close monitoring of
data and information that can offer proficient schedules through a smart meter. Further,
power quality devices with efficient ICT can achieve suitable power generation and reduce
environmental hazards [66–68]. Figure 6 also depicts the involvement of dynamic and
modern data analytics coupled with optimum and high-performance computing with
efficient data network management for the smooth functioning of smart grids [69–71].
This model can also predict the challenges and opportunities present in the energy sector
and utilities. It also produces knowledgeable cognizance, good situational awareness and
predictive decisions. There occurs a dual-flow transfer of data and power in smart grids,
i.e., between consumers and suppliers. This enables power optimization with regards
to power sustainability, energy efficiency and reliability. Energy management is directly
related to environmental preservation and economic growth. Better optimization and
energy management by utilities and consumers contribute towards the achievement of
SDGs [72–74]. Therefore, both of the stakeholders (consumers and producers) actively
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participate in energy market trading, which results in dynamic energy management with
load forecasting and renewable energy production.

Figure 4. Key issues in smart grids and outcomes of big data implementation.

The achievement of SDG 7 depends on the involvement of socioeconomic and technical
aspects of the energy sector. Many perspectives are considered in a big data-enabled smart
grid system to attain socioeconomic development. Regulatory and government policies,
governing systems, implementation of new architecture and finance are the cardinal factors
to be considered while implementing sustainability practices [54,75]. Through big data
analytics, efficient energy data management is feasible, which aids in the achievement
of SDGs. However, the concerns with regard to electric vehicles, integration of energy
storage with existing grid, intelligent metering, cyber security, application of analytical
software, surveillance monitoring and digital mapping are under the control of government
organizations in most countries. Figure 6 showcases the outcomes achieved through
successful big data analytics in terms of smart grid management with data from Energy
Management Systems (EMS), Distributed Management System (DMS), Advance Metering
Interface (AMI) and Geographical Information system (GIS). These systems offer better
surveillance and data monitoring for analytics and decision making in the smart grid to
attain sustainable goals [76–81].

Smart grids have different applications installed, such as outage management, energy
management system, fault protection, distributed asset monitoring, EV smart charging,
integration of weather data, dynamic voltage control, centralized capacitor bank control,
automated feed reconfiguration and distribution, as well as substation automation with
advanced sensing. In addition to these, provisions such as load forecasting, demand
response, shifting and advanced demand maintenance are also installed. The smart grid
enables provisioning for the identification of electricity theft, prepaid customer plans,
mobile workforce management and remote meter reading [82]. The smart grid system is an
automated and self-sustainable electricity network system that can control and monitor the
smart meters and can analyse the data in the supply chain. This system can rapidly resolve
the issues and reduce the manpower involved in a safe, reliable and sustainable manner.
Furthermore, it also provides quality electricity to all of its consumers simultaneously.
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Figure 5. Analytics strategy development model with big data and better grid visualization.
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Figure 6. Big data in smart grid management systems.
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This characteristic enables the smart grid to supply power received from widely dis-
tributed sources such as solar power systems, wind turbines and hybrid EVs [62]. The
smart grid monitors the substations and controls the non-critical and critical operational
data, for instance, breaker, transformer status, power factor performance, power status,
security, etc., as represented in Figure 6. It also shows that Programmable Logic Controller
(PLC), wireless, cellular, SCADA (Supervisory Control and Data Acquisition) and Phasor
Measurement Unit (PMU) are some of the technologies utilized in smart grid commu-
nications to determine the electrical signals travelling in the electricity grid. The time
synchronizer enables simultaneous synchronized real-time measurements of multiple re-
mote measurement points on the grid, which results in the collection of a sufficient volume
of data for futher analysis [83].

Using big data analytics, the collected data is analysed and the results are helpful in
forecasting safety-related issues in equipment connected with smart grids, as shown in
Figure 7. It showcases a clear process and the role of big data analytics in determining
the load limits, power outage and asset management in the smart grid. The information
is collected from various sources such as social media, grid operations and consumers
and assessed with smart grid information for better load management. Energy demand is
forecasted by the smart grid using big data analytics based on the information retrieved
from load curves. This information is a collective of energy production and distribution
patterns of renewable energy in the grid [25].

3.2. Big Data Analytics Process in the Smart Grid

Figure 7 thoroughly explains the role of big data analytics in the smart grid with
four questions. From Figure 7, the readers can get a clear view of big data analytics and
how it is helpful for the smart grid to have efficient energy management. Table 3 explains
the review questions and the role of big data analytics. The power generation optimization
and peak load management depending on demand response offers economical benefits to
the consumers.
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Figure 7. Real-time application of big data and analytics in the smart grid.
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4. The Smart Grid with Big Data Analytics in Social, Economic, Technical and Policy
Aspects to Achieve Sustainability

Smart grids have multiple stakeholders, such as end users or consumers, utilities,
governments, policy makers, regulators, technology vendors, environmentalists, utility
employees and societies. Across the globe, novel Internet of Things (IoT) applications
are utilized to provide smart and sustainable development to cities. It enables one to
oversee, manage and control the devices, anywhere and anytime. Moreover, it helps one
to gain insights and leverage real-time data for valuable inferences. The interconnections
of energy storage and renewable energy with respect to society, cities and sustainabiltiy
have been discussed in detail by researchers [84] to empower the smart grid. These authors
intended to promote an integrated method by considering major influencing elements on
socioeconomic, technical and environmental factors for the public policy system. Big data
analytics must be leveraged here to manage both the transmission and distribution of the
assets. Both information and historical data collected must be processed to forecast the
load demand, operation and upcoming maintenance [85].

Smart grids underpin the establishment of smart cities with their efficient and reliable
power. Further, its fast response through Information and Communication Technology
(ICT) enhances the optimized utilization of energy in cities. Figure 8 is a comprehensive
overview of integrating smart grids and sustainable cities in terms of underlying founda-
tions and assumptions [84,85], research opportunities and horizons, emerging scientific and
technological trends and future planning practices [86,87]. It also illustrates the achieve-
ment of sustainability through grid learning and efficient management of data with big data
analytics in social, economic, technical and policy optimization by different authors [88,89].

As shown in Figure 8, efficient energy utilization, integration of renewable energy
sources, establishing electrical storage system, increased penetration of EVs for transport
and energy storage, smart water and waste management, good sanitation and clean water
and health care are the vital supporting pillars of a smart city. Being a pivotal component
for a futuristic society, smart grids contribute towards the achievement of SDGs by en-
trenching smart cities. The smart grid helps in controlling and monitoring the distribution
side efficiently. To reach this aim, appropriate infrastructure and technologies should be
entrenched, while the applications should be scaled for consumers in order to witness
favorable progress. The smart grid makes the Distributed Generations (DGs) completely
compatible and heals by itself to provide affordable and quality power at an economic-
and environmentally-friendly mode [90]. Cloud platform and smart metering architecture
are developed for this process to render a wide range of services for management and
automation of next-gen distribution grids [91]. Smart grid technology has made a deep
impact on SDGs.

4.1. Big Data Analytics’ Role in the Smart Grid to Achieve Sustainability

The smart grid can be supportive to offer affordable and clean energy with better
energy efficiency and the integration of renewable energy [92,93]. In other words, it can
bolster the progress towards SDG 7 and other goals. The optimization of energy efficiency
and dynamic load management is offered in the smart grid through monitoring, controlling
and conserving the energy that paves the way towards achieving sustainability goals [94].
Table 4 shows a review of previous works to clarify how big data analytics, in the smart
grid, helps in achieving sustainable goals.

In Table 4, a summary of the features, data management factors and challenges
associated with data management of smart grids is provided. The authors also reviewed
the primary concern, i.e., security risks and the solutions to mitigate or remove such
risks. When it comes to future smart grids, the primary challenges would be information
privacy, electric vehicle interfacing, demand forecasting, optimization and demand-side
management. As shown in the table, the advantages bundled with a smart grid are
cheap energy conservation and peak load management; the latter can be attained using
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appropriate data in optimization techniques and communication technologies to critically
analyse the requirements of a smart grid.

Figure 8. Achievement of sustainability with grid “smartization” and efficient management of data with big data analytics
in social, economic, technical and policy aspects.
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Table 4. Specific information from literature on big data analytics in the smart grid to achieve sustainability.

Author & Year Objectives Outcomes

[95]
Big data analytics in data management

for energy presumption. Big data
analytics in energy management.

The architectural pattern gathers energy data and distributes it
to prosumers who generate, utilize, exchange and market

renewable energy in order to enhance smart grid energy usage.
Big data analytics in data management for energy presumption.

[96] Big data analytics in data management
for energy presumption.

Smart electric grids are potential enough to improve their
capabilities to boost smart grid activities and energy

management flow.
Big data analytics can enhance the decision making on

power-sharing and safety of power grids.

[69] Big data analytics in energy management.
Microgrid Energy management

Empower consumers’ interests through the use of a wide range
of data for efficient operation of energy-related sources in order

to ensure a sustainable energy environment.

[71] Microgrid Energy management Determine the system’s ability to withstand power outages.

[97] Big data analytics for energy load
forecasting approaches.

Consumer needs are important for efficient energy production
and usage.

[98] New Price and Load Forecasting Scheme.
Enhances the perfection of assessing a day-ahead load to

increase the dependability, control and administration of energy
market operations.

[99] Big Data-Based Electricity
Price Forecasting.

With the integration of distributed resources and instabilities in
load periodicity, it is vital to forecast a realistic cost for efficient

generation scheduling and operation, while reducing power
losses in the smart grid.

[43]
To promote sustainable smart

manufacturing, big data analytics should
be used throughout the product lifetime.

In complex management situations, industry leaders should be
assisted in making smart business decisions.

4.2. Smart Grid Sustainability in Connection with the Achievement of SDGs

From the discussions made above, it is clear that when big data analytics are em-
ployed in the smart grid, it helps the prosumers to have a better renewable energy market,
informed decision making on power-sharing, the safety of power grids and better en-
ergy management. It also has load and energy forecasts with realistic costs for optimal
generation scheduling and operation in the smart grid, while lowering power losses and
greenhouse gas emissions. Finally, it provides everyone with affordable, dependable and
clean energy. It also improves the perfect assessment of day load demands to increase
the dependability, control and administration of energy market operations, which in turn
increases decent work and economic growth. When the connections among numerous
SDG targets are identified, it can help as a combination of various sectoral programmes
and the establishment of integrated cross-sectoral policies to explore opportunities [100].

SDG 7 creates an impact on other SDGs as well, namely, SDG 2 (no hunger) and SDG 1.
In connection with SDG 6, reliable and modern energy is required to pump the water for
drinking and wastewater treatment purposes, which reflect in SDG 6.1 and 6.3. SDG 7 also
has more connectivity in terms of poverty elimination, access to sufficient food through
revolution in agriculture, sustainable food production system and continuous availability of
drinking water. Similarly, SDG 1 has a connection with SDG 7 in terms of access to modern
and sustainable energy and increased energy efficiency, which are fundamental for poverty
elimination. Similarly, SDG 7 impacts other SDGs such as SDG 3, SDG 8 (decent work and
economic growth), SDG 11, SDG 12, SDG 14 (life below water) and SDG 15 (life on land) [101].

In SDG 3, SDG 7 has an influence on target 3.8 which intends to offer access to
quality health care services with affordable and reliable energy. Further, target 3.9 is also
correlated with SDG 7, i.e., reduction in infections and deaths due to hazardous gases, waste
released from power generation stations and industries with efficient power generation
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and demand response management. In SDG 8, SDG 7 has its impact via target 8.2, i.e.,
reliable and continuous supply for the global population, which achieves a high level
of economic productivity through diversification. In targets 8.4 and 8.5, SDG 7 offers a
decent job and encourages the growth of micro and small-scale industries with the usage
of renewable energy and modernised equipment. In SDG 11, SDG 7 has its impact in
target 11.1, i.e., to ensure access to sustainable transport and special attention towards
susceptible circumstances and natural disasters. SDG 7 has its impact in SDG 12 through
target 12.2, that offers sustainable management with data monitoring and control upon big
data analytics. Further, through target 12.3, i.e., efficient utilization of natural resources
with the integration of renewable sources in the smart grid, SDG 7 has a considerable
influence. In target 12.4, SDG 7 helps in waste management and intends to offer a healthy
life. In SDG 13, SDG 7 is directly linked to the reduction of greenhouses emissions with
increased and effective utilization of renewable energy which, in turn, aims to phase out
the usage of fossil fuels [102,103].

5. Big Data Analytics as Solutions to Achieve Sustainability in the Smart Grid

Smart meters have become a mandatory component in the smart grid because they can
measure and record the electricity usage of consumers, and they connect the energy supplier
and consumer through communication technology. This provides consumers with better
access to information and enables them to make more inclusive decisions on their usage of
electricity. This results in minimized power wastage and long-term carbon and financial
savings with mobile devices and web portals [90]. The advancements in the smart grid with
big data will enable the investigation of demand and supply concerns through communi-
cation networks. The outcomes can provide an option for the deployment of renewable
energy resources and energy storage devices that offer better home energy management,
transactive energy, price design and personal services, as shown in Figure 9 [54].

Smart grids are vulnerable to cyber-attacks, since they are connected to numerous
operational circumstances and standards via the internet. Smart metering technology
is burgeoning as a result of real-time monitoring, prowess over smart grid architecture
and its powerful anti-theft skills. These skills tend to improve network security and save
money [104,105].

When massive amounts of data are processed, information is lost and optimal perfor-
mance becomes hindered [106,107]. Hence, there should be a way to develop appropriate
smart grid wireless communication protocols. This improvement is necessary due to
significant packet loss of information induced by the radio controller interface. Through
smart metres, the Home Area Network (HAN) of the smart grids integrates renewable
energy sources and home appliances. HANs connect with NAN while the latter gets the
information from them. NAN data are sent to utility data centres via WAN, which acts as a
communication network [107,108].

The threat induced from the energy theft and cyber security in the smart grids involved
with communication systems has significant impacts on the power system. Communication
technology should be advanced for smart grids to execute big data analytics. To secure the
smart grid, a fuzzy cluster-based analytical method and reinforcement learning along with
big data analytics integration will be supportive, allowing it to act as a real-time processing
engine. The successful smart grid integration of renewable energy necessitates a high level
of information, communication and collaboration [109].

Economic information such as GDP (Gross Domestic Product), CPI (Consumer Price
Index), PMI (Purchase Managers Index), sales value and prosperity index is sourced from
consumers, business and government, and should be analysed using a big data analytics
tool. Data related to lectricity generation from various sourcees such as electrical load
demand, output, power quality and temperature are collected from the utility industry,
residential and commercial establishments to ensure safe and reliable power. Thus, big data
analytics helps in the adoption and action of the smart grid as per consumer behaviour. The
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growing competition and new entrants complicate the access process concerning smoother
operations using bulk data [110].

Figure 9. Smart meter and its impact on the smart grid.

Cyber security threats pose serious risks to all stakeholders and can cause economic
loss and data privacy issues. The purpose of theft precedes the occurrence of theft, which
is affected by self-control. Attitudes regarding stealing, normalisation of theft and views
on theft behaviour control all influence theft intention. Environmental, organisational
structure, society, administration and communication and corporate governance prac-
tises to prevent data theft, unfairness and work overload provide opportunity factors
for employees to engage in data theft [111]. To solve this challenge, new cyber security
procedures are needed to identify vulnerable locations in the smart grid and prevent power
disruptions [112]. The data-driven approaches are ideal for complicated grids with large
datasets. Reliably converting these vast datasets into useful big data analytics is a difficult
task, and selecting suitable techniques, such as matric theory, which does not depend on
model parameters, is often preferable [113,114].

Furthermore, big data analytics helps in demand evolution by destabilizing the cost
revenue model and uncertainty due to changing regulations, goals and policy. In addition
to the economic operations, the smart grid provides resilency for climatic variations with
the integration of big data analytics. In other terms, smart grids decide the actions of power
generation and demand based on the forecasted power as well as meteorological data that
includes temperature, humidity and rainfall. Due to the improvements made in smart
homes and the usage of renewable and EV, EV charging data such as current, voltage,
charging rate, peak load demand data and the state of charge need to be collected for smart
grid analytics. With the available data, the analyses are performed with high-performance
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computing devices such as cloud computing, fog computing, distributed computing and
GPU computing for real-time big data analytics. The outcomes enable better data storage,
networking, processing service and control systems for centralized monitoring. The smart
grid system involves layer A as a physical layer while layer B as communication layer
as shown in Figure 10. Hence, the multivariate data fusion from these layers, if handled
efficiently, can help in achieving sustainable goals.

Figure 10. Prosumers in the smart grid with effective communication towards the achievement of sustainable goals.



Sustainability 2021, 13, 13322 24 of 35

In the presence of complex power networks and with the increasing need for fast
power balancing, it is critical to incorporate the data collected into the smart grid. Storage
systems are becoming increasingly important in smart grids with renewable energy to
preserve quality and uninterrupted energy in the residential, business, financial and public
transportation sectors. Grid frequency regulation and control of renewable energy and
energy storage penetration levels at the utility increase the consistency of the power system.

Smart grids can be turned into practical digital centres by involving several advanced
operations such as the addition of renewable energy and energy storage systems to obtain
environmental benefits [115]. Big data analytics architecture, as a solution in the smart
grid, helps in locating results-oriented models. In the case of residential and public sectors,
it helps in the reduction of energy consumption. Energy storage plays a major role in
energy management, and the selection of high-density batteries with reduced size and cost
improves the system’s performance [116]. The suitable selection of battery storage system,
optimization and life cycle assessment of the battery in the grid with big data analytics
has a major impact on the reduction in greenhouse gases [117]. The cost involved with the
integration of batteries in the grid is reduced by achieving a better life cycle and efficient
charging mechanism [118].

These advanced operations are being performed with the aid of artificial intelligence
and machine learning to create more informative systems. Initially, the demand response
analysis supports the optimization of energy consumption by estimating the time of
use, peak time, critical peak and real-time pricing and direct and remote load control.
However, the aforementioned information generated from the energy systems needs to
be communicated efficiently, without which the incorporated digital systems will become
futile in function. The smart grid has various participants, such as domestic, industries,
agriculture, public sectors, educational sectors, supermarkets, hospitals, private and public
transportation, banks and measurements from grid [119]. Additionally, in recent times,
the promotion of distributed energy resources for managing energy consumption has
been embraced by governments and private sectors that emphasize social welfare, since
smart grid solutions involved with such systems need better data analytics with intelligent
systems as shown in Figure 11 [120].

Big data analytics are used in the energy industry to provide insights about the cus-
tomer for transparency and simpler products. This is accomplished by analysing and
predicting customer behaviour through data retrieved from social media, GPS-enabled de-
vices and CCTV footage. Big data analytics allow better customer retention from insurance
companies. Farmers need granular data on rainfall patterns, water cycles and fertilizer
requirements, which empower them to make smart decisions for better profitability. In ed-
ucational institutions and public sectors, the implementation of renewable energy sources
helps in understanding the performance of an individual and at a collective level. Big data
analytics in the commercial sector enable companies to create customer recommendations
based on their purchase history. This suggestion results in personalized usage of energy
experience and improved customer service. As a result, it can also help to improve revenue
management, optimize marketing efforts and enhancing the delivery of customer service.
Healthcare big data is inclusive of enormous volumes of information that are collected from
digital technologies. These data are highly helpful in managing hospital performance since
health care equipment is sensitive. Big data analytics help the public transportation sector
to predict passenger volumes as precisely as possible. In this context, certain events such as
bad weather, holidays, malfunctions and customer feedback from running transportation
operations can be analysed and processed on a real-time basis [121]. All these automated
systems and devices, with different applications, need efficient communication infrastruc-
ture in place for proper functioning. Further, the infrastructure should also allow remote
control and regulation of the systems as and when needed. This is especially important
in the case of controlling supply and demand, whether automated or manual. If one fails
to control this balance, then it could potentially cause system overloads or area blackouts.
Additionally, due to the critical nature of communication infrastructures and networks,
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it must be secured in the control centre system. Data theft, exploitation of authentication
and attack on outdated elements, information theft, identity spoofing, eavesdropping and
social engineering theft are possible attacks faced these days. Data security and privacy
issues are magnified by the volume, variety and velocity of big data. However, there is
a lack of a reference data model and data-related manipulation languages. Hence, the
construction of an efficient communication network is inevitably an important factor [122].

Figure 11. Sources of smart grid big data and energy theft monitoring with the real-time big data analytics architecture to
attain the sustainable goals.
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AI techniques rely on huge volumes of data to construct autonomous systems that are
capable of performing activities that would otherwise require human intelligence. Machine
Learning (ML) is a subset of artificial intelligence, while ML and AI are involved with big
data analytics-enabled decision making in which speed and accuracy are assured. In smart
grid applications, Artificial Intelligence (AI) is described as the emulation of computers
over the cognitive processes of the grid operators to gain self-healing capabilities [123].
Intelligent tools/mechanisms are needed to manage the system effectively and make timely
decisions. The AI techniques are used in smart grids for better forecasting, networking,
optimization and control strategies. In some circumstances, however, AI may not be able to
replace grid operators. Although AI systems can be more exact, dependable and extensive,
still, numerous obstacles exist to be overcome when using AI in a smart grid, as shown in
Figure 12 [124,125].

Big data analytics along with machine learning techniques are essential to experience
the benefits of efficient load forecasting and data acquisition techniques, along with cost-
effectiveness, in a smart grid. Since the smart grid involves the complex components
connected the lead to the lack of security in information shared [126]. The improper and
unpredictable situation of renewable energy also creates challenges in the smart grid.
Hence, the forecasting of energy gains importance, and can be provided with the intelligent
monitoring of machine learning. Among the different machine learning technologies,
the artificial neural network performs better with the reliability and resilience of a smart
grid [127]. For the efficient prediction of energy, big data and machine learning act as a
suitable solution for energy management, which can potentially reduce energy cost and
offer high quality of service and a healthier environment. Machine learning methods, such
as artificial neural networks (ANNs), Random Forest (RF) and Support Vector Machine
(SVM) can predict energy efficiency and the consumption of each energy resource [128]. The
effective use of machine learning in the energy sector is expected to require data collecting,
administration and security. Unsupervised and reinforcement learning are expected to play
a crucial role in the energy sector, promoting the evolution of machine learning techniques
for energy conservation, especially with big data analytics [129]. To improve system
performance, deep neural networks (DNN) develop forecasting models, employing various
techniques such as data analysis and text analytics. The data analytics feature is built
using data mining techniques to obtain the information and discover trends that energy
distributors need to make critical choices and efficiently handle their energy resources [130].
AI, along with machine learning techniques, can facilitate the achievement of 134 targets
across all targets using a general agreement professional information gathering procedure,
but it can also prevent the achievement of 59 targets. To enable long-term development,
this technique must be accompanied by the required regulatory awareness [131].

Self-healing speed of the distribution network, reliability of power supply and safe
functioning of the system offered by the big data analytics in a smart grid pave the way
for equality. Also, the proposed system promotes renewable energy power generation,
and the realization ratio of annual use hours result in a greener environment. The green
power grid and green electricity are some of the benefits, since it reduces the area of
unit amount of electricity, smart substation, electricity saved by power management and
short-term profitability. Openness of power grid by investment in the open area of grid
business, quality service evaluation index of quality service, integration effect of the grids,
annual maximum load utilisation and EV utilisation rate are the merits of big data analytics.
Finally, all these factors contribute to an efficient economy with low operating costs, where
the efficient use of energy resources is encouraged through revenue from value-added
services and enhanced grid infrastructure [132].
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Figure 12. Real-time big data analytics in a smart grid achieve equity in society, green environment, secured energy and efficient economy with sustainable goals.



Sustainability 2021, 13, 13322 28 of 35

6. Challenges and Future Directions

The real-time implementation of big data analytics in a smart grid along with efficient
protocols will lead to challenges and issues in the future. Scalability, achieving a satisfac-
tory and efficient method, data protection, reliable performance of the algorithm under
unfavourable conditions and knowledge of artificial intelligence tools by the operators are
certain constraints in achieving a sustainable future. To overcome these constraints and
meet the needs of the future smart grid, certain significant research conundrums remain.
Some of these difficulties are detailed below:

6.1. Scaling of Testing Labs

In smart grids, for deploying a huge number of smart meters, the utilities must check
and update their meter testing facilities to evaluate these smart meters. These tools can
process data from many inputs and provide valuable insights, for instance, back-end
billing. The researchers must focus on exploring hardware and software availability to
support smart grids for the right configuration. Investigations must also be conducted
for efficient software development that can increase the trust among consumers. This can
be achieved via the introduction of secured communication facilities with an intelligent
system that offers efficient energy management and conservation to achieve a sustainable
environment [132].

6.2. Interoperability

When smart grids with big data analytics are implemented globally, they pose a major
concern in the area of interoperability. The absence of interoperability may prevent the
investments that pour in and confine the synergies which result in costly redesigning of
the smart grid. This reduces the benefits reaped. Therefore, proper investigations must be
conducted in the areas of interoperability that can boost technology adoption through cost
reduction and risk mitigation. There is no valuable research conducted so far in appropriate
cloud computing services, especially in the case when there is no coordination between
data usage and sharing. This scenario paves the way for the smart grid system to be
efficient with interoperability among big data architecture, various devices, data analytics
platforms, network operations, information models and data repositories [133].

6.3. Data Analytics Innovation

For efficient functioning of the power sector, flawless communication among utilities
of distribution, transmission and generation with the market operator should exist, such
that the information flow, scheduling data flow, operational data flow and commercial data
flow occur without any shortcoming. An enormous amount of data plays a crucial role in
energy accounting analysis, such as consumption pattern analysis, customer behaviour
analysis, outage location and outage magnitude analysis, power demand analysis, quality
and reliability analysis of supply, including voltage fluctuations and surges. Energy sectors
and consumers can use artificial intelligence technology in descriptive, predictive and
prescriptive analytics along with the machine learning concept. There is a need for efficient,
scalable, self-organizing and adaptive platforms that can store and process big data in smart
grids. This is one of the prominent solutions in the deployment of efficient distributed
platforms [134].

6.4. Data Privacy Innovation

Smart grid implementation poses a major concern for customer privacy since it collects
data about the consumer, e.g., Personally Identifiable Information (PII) and their energy
consumption pattern. Therefore, investigations must be conducted in the domain of
data aggregation to ensure privacy and make it impossible for anyone to access the data
of consumers apart from the designated officials. Smart grids must be equipped with
aggregation, encryption and steganography techniques to eliminate security challenges.
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The new technologies in the future must focus on data security, data collection limitations,
reasonable storage, disposal methods and reliability [135].

6.5. Need for Standards and Regulatory Frameworks

Privacy notifications must be made in a precise, short and standard manner to make
sure that the privacy practices are comprehended in a better way. Standard guidelines
must be developed for data sharing by professionals across the communities. Regulatory
frameworks should bind the utilities in the deployment of big data. This notice should
contain all necessary and affiliating information about how the data is going to be used,
duration of the usage and storage of data, purpose and the involvement of third parties
with whom the data is shared. Regulatory compliance must be extensive enough to ensure
the impact of big data applications is handled appropriately by taking cyber-security
aspects into account [136,137].

6.6. Monitoring, Real-Time Control and Operation

Based on the plan designed, the smart grid functions and performs throughout the
year and is open to fine-tuning of the measures incorporated based on operational feedback.
There are challenges with regards to scalability and computation when processing massive
volumes of data. Thus, future researchers must focus on these areas. Criteria must be
set to choose appropriate indicators and tools whenever the reliability and scalability of
smart grids are assessed. This further enhances the advantages of the smart grid, thanks
to the precise identification of savings through valuable feedback given on facility and
operation [138].

6.7. Innovative Computational Analytics

The smart grid is a complicated environment with a wide range of optimization
algorithms, spanning fundamental to optimization algorithms. Distributed and parallel
intelligence are generally required to efficiently manage data computation and handling in
smart grids. The development of appropriate computational analytics is the permanent
solution that determines the consumption and production patterns. With the optimization
difficulties, machine learning emerges as a critical tool. More research should be undertaken
on selecting suitable machine learning and deep learning algorithms to make the smart
grid system efficient.

6.8. Integration with Advanced Visualization

Visualization is not possible in the absence of existing schemes for smart energy big
data analytics. Big data analytics primarily help the utilities to conduct their operations
based on real-time situational intelligence and knowledge gained through data analytics.
In such a scenario, advanced visualization must be integrated with data analytics. Being
informative and instructive, the current analytics need the grid operators to make intu-
itive decisions. The operators are provided with excellent insights when the advanced
visualization is integrated with automated operation. In this case, there is no need to have
an intuition-based decision. Thus, a seamlessly integrated framework is nothing but an
amalgamation of smart grid big data analytics and the upgraded visualization mechanisms
that can mitigate the security risks and help in making informed decisions.

7. Conclusions

Smart grids, with efficient data analytics, predict the upcoming challenges in the
event of unfavourable conditions that have an impact on economic, social and technical
considerations. With the literature analysis from the previous works related to big data
analytics in smart grids, the concepts, requirements and technologies involved are high-
lighted. The current paper details big data analytics in the smart grid and discusses how
big data analytics are used in association with grid visualization as a future technology
contribution towards the attainment of other SDGs. The current review’s conclusion is
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summarized as follows: (i) Advancements in smart grid with big data analytics enable the
investigation of demand and supply concerns through efficient communication networks;
(ii)The smart grid involving public and private sector along with big data analytics en-
courages prosumers towards the achievement of sustainable goals; (iii) Big data analytics
with the advanced computing technologies and energy theft monitoring help to attain
the sustainable goals by economic operations based on real-time data obtained from the
different sectors and consumer behaviour; (iv) Real-time big data analytics in the smart
grid finally achieve equity in society, green environment, secured energy and an efficient
economy, with artificial intelligence and machine learning technologies to promote the
sustainable future.

The challenges and future directions were discussed with regards to the implementa-
tion and improvement of smart grid technologies with big data analytics to reduce energy
poverty and greenhouse gas emissions for a sustainable environment. Therefore, the cur-
rent study is expected to act as a standard guideline and authentic source for professionals
and researchers who are going to study smart grid technology.
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