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Problem: Malware 

2 

Source: http://media.kaspersky.com/pdf/KSB_2013_EN.pdf  



Challenge the future 
Delft 
University of 
Technology 

Problem: Child pornography 
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Source: http://inhope.org/Libraries/Infographics/INHOPE-2013-Inforgraphic.sflb.ashx  
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Coalition 

• “Nederland Schoon” is aimed at cybercrime facilitators 

• Project goals:  

•  build empirically sound ‘pollution map’ on the ASN level 
•  research what separates the good from the bad from the mediocre 
•  enhance self cleansing ability of NL market by 

•  promoting best practices and awareness, and 
•  pressuring the rotten apples 

• Prosecution is no goal per se, but not excluded either 
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Coalition 

• Delft University of Technology 

• National Police / High Tech Crime Unit 

• ACM (Authority for Consumers and Markets) 

• Public Prosecutor 
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Outline 

• Context 

• Methodology 

• Provider responses 

• Next steps 

• Conclusions 
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Mapping abuse 
•  Size matters 

Source: http://krebsonsecurity.com/2010/03/naming-and-shaming-bad-isps 
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Mapping abuse 
• Just count it 
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Mapping abuse 
•  Size matters 

Source: http://hostexploit.com/downloads/world_hosts_report_201403.pdf 
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• Abuse mapped against # advertised IP space 
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Size matters 
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• Abuse mapped against # observed IP space (in pDNS) 
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Size matters 
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Size matters 
• Abuse mapped against # 2nd level domains 
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Towards badness metrics 

1.  Count badness per AS across different data sources 

2.  Normalize for the size of the AS (in 3 ways) 

3.  Rank ASes on amount of badness 

4.  Aggregate rankings (Borda count) 

5.  Identify ASes with consistently high concentrations of 

badness 
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Data sources 
• Abuse 

•  StopBadware 
•  Shadowserver Compromised 

Website 
•  Shadowserver Sandbox URL 
•  Zeustracker C&Cs (Abuse.ch) 
•  Mutual Legal Assistance Treaty 

(MLAT) requests 
•  Dutch Child Pornography 

Hotline 
•  PhishTank 
•  Anti-Phishing Working Group 
•  Passive Spam Block List (PSBL) 
•  Private Spam trap 

• IP Routing Data 
•  Python pyasn library 

• Passive DNS (pDNS) 
•  Farsight Security 
•  750 million unique 2nd Level 

Domains 
•  93 million unique IPv4 Addresses 
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Methodology 

Abuse	  Feeds	  

p-‐DNS	  /	  IP	  
Rou3ng	  

•  Shadow	  Server	  Compromise	  
•  Shadow	  Server	  Sandbox	  URL	  
•  Zeustracker	  C&Cs	  
•  MLAT	  requests	  
•  PhishTank	  
•  Passive	  Spam	  Block	  List	  
•  Other	  Spam	  Feeds	  

	  

#	  Advertised	  IPs	  
#	  IPs	  in	  p-‐DNS	  
#	  Domains	  Hosted	  

Abuse	  Mapping	  

Size	  Mapping	  

•  Farsight	  Security	  p-‐DNS	  Data	  
•  Internet	  IP	  RouKng	  Data	  

	  

#	  Unique	  Abuse	  /	  AS	  

Abuse	  Maps	  
PhishTank	  
AS#1	  !	  "	  	  100	  	  
AS#2	  !	  "	  	  200	  

MLAT	  
AS#1	  !	  "	  	  50	  
AS#2	  !	  "	  	  73	  

Size	  Maps	  
AdverKsed	  IPs	  
AS#1	  !	  "	  	  256	  
AS#2	  !	  "	  	  1024	  

	  Domains	  Hosted	  
AS#1	  !	  "	  	  23	  
AS#2	  !	  "	  	  1232	  

Normaliza3on	  

Normalized	  
Abuse	  

PhishTank	  /	  Advrt.	  IPs	  
AS#1	  !	  "	  	  0.39	  
AS#2	  !	  "	  	  0.19	  

PhishTank	  /	  Domains	  
Hosted	  
AS#1	  !	  "	  	  4.34	  
AS#2	  !	  "	  	  0.16	  

MLAT	  /	  Advrt.	  IPs	  
AS#1	  !	  "	  	  0.19	  
AS#2	  !	  "	  	  0.07	  

MLAT	  /	  Domains	  Hosted	  
AS#1	  !	  "	  	  2.17	  
AS#2	  !	  "	  	  0.05	  

•  #	  Abuse	  /	  Size	  
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Methodology (Continued) 

Rank	  

Abuse	  Ranking	  

PhishTank	  Ranking	  1	  
AS#1	  !	  "	  	  834	  
AS#2	  !	  "	  	  833	  

PhishTank	  Ranking	  2	  
AS#1	  !	  "	  	  834	  
AS#2	  !	  "	  	  833	  

MLAT	  Ranking	  1	  
AS#1	  !	  "	  	  235	  
AS#2	  !	  "	  	  234	  

MLAT	  Ranking	  2	  
AS#1	  !	  "	  	  235	  
AS#2	  !	  "	  	  234	  

Combine	  
Ranks	  

Sort	  Rank	  	  
High	  à	  Low	   Borda	  Count	  

Overall	  Ranking	  
Borda	  Count	  Ranking	  
AS#1	  !	  "	  	  2354	  
AS#2	  !	  "	  	  1834	  
AS#3	  !	  "	  	  1542	  
AS#4	  !	  "	  	  1322	  

Normalized	  
Abuse	  

PhishTank	  /	  Advrt.	  IPs	  
AS#1	  !	  "	  	  0.39	  
AS#2	  !	  "	  	  0.19	  

PhishTank	  /	  Domains	  
Hosted	  
AS#1	  !	  "	  	  4.34	  
AS#2	  !	  "	  	  0.16	  

MLAT	  /	  Advrt.	  IPs	  
AS#1	  !	  "	  	  0.19	  
AS#2	  !	  "	  	  0.07	  

MLAT	  /	  Domains	  Hosted	  
AS#1	  !	  "	  	  2.17	  
AS#2	  !	  "	  	  0.05	  
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Methodology: what is next? 
• Measuring uptimes: how quickly does the hosting 
provider act? 

• Get more comprehensive coverage of abuse data 

• Separating negligent from criminal 

• Developing an approach for identifying criminal hosting, 
in collaboration with police (“bullet proof hosting 
providers”) 
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Outline 

• Context 

• Methodology 

• Provider responses 

• Next steps 

• Conclusions 
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Web hosting provider responses 

• AS level measurement is adequate 
•  indicates feeling of ‘ownership’ of the problems 

 
• Type of service 
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Next steps 

• Talks with hosting providers with high 
concentrations of badness 

 

• Infer determining factors (if any) 
• Continue measurements 
• If necessary; interventions 
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Conclusions 

• Project aims to 
• measure ‘pollution’ 
•  get more parties closer towards that mean 
•  direct focused pressure to outlying polluters 
•  no intention of naming and shaming 

• Limitations 
•  project does not measure intent 
•  that is measured by proxying ‘response’ à follow up work 
•  some data sources are best effort, e.g. GeoIP 
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Questions? 

Contact information: 
 
Maciej Korczyński 
 
Faculty of Technology, Policy and Management 
Delft University of Technology 
 
maciej.korczynski@tudelft.nl 
http://mkorczynski.com 
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