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Abstract. Group signatures allow group members to anonymously sign mes-
sages in the name of a group such that only a dedicated opening authority can
reveal the exact signer behind a signature. In many of the target applications, for
example in sensor networks or in vehicular communication networks, bandwidth
and computation time are scarce resources and many of the existent construc-
tions simply cannot be used. Moreover, some of the most efficient schemes only
guarantee anonymity as long as no signatures are opened, rendering the opening
functionality virtually useless.

In this paper, we propose a group signature scheme with the shortest known
signature size and favorably comparing computation time, whilst still offering
a strong and practically relevant security level that guarantees secure opening
of signatures, protection against a cheating authority, and support for dynamic
groups. Our construction departs from the popular sign-and-encrypt-and-prove
paradigm, which we identify as one source of inefficiency. In particular, our pro-
posal does not use standard encryption and relies on re-randomizable signature
schemes that hide the signed message so as to preserve the anonymity of signers.

Security is proved in the random oracle model assuming the XDDH, LRSW
and SDLP assumptions and the security of an underlying digital signature scheme.
Finally, we demonstrate how our scheme yields a group signature scheme with
verifier-local revocation.
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1 Introduction

Group signatures, introduced in 1991 by Chaum and van Heyst [18], allow members
of a group to anonymously sign messages on behalf of the whole group. For example,
they allow an employee of a company to sign a document in such a way that the verifier
only learns that it was signed by an employee, but not by which employee. Group mem-
bership is controlled by a Group Manager, who can add users (called Group Members)
to the group. In addition, there is an Opener who can reveal the identity of signers in
the case of disputes. In some schemes, such as the one we propose, the tasks of adding
members and revoking anonymity are combined into a single role. In the systems pro-
posed in [3,15,33], group membership can be selectively revoked, i.e., without affecting
the signing ability of the remaining members.
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Security notions. Since 1991 a number of security properties have been developed
for group signatures including unforgeability, anonymity, traceability, unlinkability, and
non-frameability. In 2003 Bellare, Micciancio, and Warinschi [4] developed what is now
considered the standard security model for group signatures. They propose two security
properties for static groups called full anonymity and full traceability and show that these
capture the previous security requirements of unforgeability, anonymity, traceability,
and unlinkability. Bellare, Shi, and Zhang [7] extended the notions of [4] to dynamic
groups and added the notion of non-frameability (or exculpability), by which the Group
Manager and Opener together cannot produce a signature that can be falsely attributed
to an honest Group Member.

Boneh and Shacham [10] proposed a relaxed anonymity notion called selfless ano-
nymity where signers can trace their own signatures, but not those of others. This weak-
ening, however, leads to the following feature: if a group member signed a message
but forgot that she signed it, then she can recover this information from the signature
itself. Other schemes [9,11,12] weaken the anonymity notion by disallowing opening
oracle queries, providing only so-called CPA-anonymity. This is a much more serious
limitation: in practice it means that all security guarantees are lost as soon as a single
signature is opened, thereby rendering the opening functionality virtually useless. As
we’ve witnessed for the case of encryption [8], CCA2-security is what can make it into
practice.

In this work, we consider a hybrid between the models of [7] and [10] that combines
the dynamic group setting and the non-frameability notion of [7] with the selfless ano-
nymity notion and the combined roles of Group Manager and Opener of [10]. We stress
however that we prove security under the practically relevant CCA2-anonymity notion,
rather than the much weaker CPA-anonymity notion. Yet still, our scheme compares
favourably with all known schemes that offer just CPA-anonymity.

Construction paradigms. Many initial group signature schemes were based on the
Strong-RSA assumption [2,3,15]. In recent years the focus has shifted to schemes based
on bilinear maps [9,10,16,25,32], which are the most efficient group signatures known
today, both in terms of bandwidth and computational efficiency.

Most existing group signature schemes follow the construction paradigm where a
group signature consists of an anonymous signature, an encryption of the signer’s iden-
tity under the Opener’s public key, and a non-interactive zero-knowledge (NIZK) proof
that the identity contained in the encryption is indeed that of the signer. While very use-
ful as an insight, this construction paradigm seems to stand in the way of more efficient
schemes. In this paper, we depart from the common paradigm and construct a group
signature scheme that consists solely of an anonymous signature scheme and a NIZK
proof, removing the need to encrypt the identity of the signer. We thereby obtain the
most efficient group signature scheme currently known, both in terms of bandwidth and
computational resources (see Section 6).

It is surprising that we can do without a separate encryption scheme, given that group
signatures as per [4] are known to imply encryption [1]. This implication however does
not hold for group signatures with selfless anonymity, giving us the necessary slack to
construct more efficient schemes while maintaining a practically relevant security level.


