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Abstract

Compressing the output of e-locally
differentially private (LDP) randomizers
naively leads to suboptimal utility. In
this work, we demonstrate the benefits of
using schemes that jointly compress and
privatize the data using shared randomness.
In particular, we investigate a family of
schemes based on Minimal Random Coding
(Havasi et al., 2019) and prove that they offer
optimal  privacy-accuracy-communication
tradeoffs. Our theoretical and empirical
findings show that our approach can compress
PrivUnity (Bhowmick et al., 2018) and
Subset Selection (Ye and Barg, 2018), the
best known LDP algorithms for mean and
frequency estimation, to the order of e bits of
communication while preserving their privacy
and accuracy guarantees.

1 INTRODUCTION

Machine learning and data analytics are critical tools
for designing better products and services. So far, these
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tools have been predominantly applied in datacenters
on data that was curated from millions of users.
However, centralized data collection and processing can
expose individuals to privacy risks and organizations
to legal risks if data is not properly managed. Indeed,
increasing privacy concerns are fueling the demand for
distributed learning and analytics systems that ensure
that the underlying data remains private and secure.
This is evident from the recent surge of interest in
federated learning and analytics (e.g., Ramage and
Mazzocchi, 2020; Kairouz et al., 2021).

Designing private and efficient distributed learning
and analytics systems involves addressing three main
challenges: (a) preserving the privacy of the user’s local
data, (b) communicating the privatized data efficiently
to a central server, and (c) achieving high accuracy on
a task (e.g., mean or frequency estimation). Privacy is
often achieved by enforcing e-local differential privacy
(e-LDP) (Warner, 1965; Evfimievski et al., 2003; Dwork
et al., 2006; Kasiviswanathan et al., 2011), which
guarantees that the outcome from a privatization
mechanism will not release too much individual
information statistically. Efficient communication,
on the other hand, is achieved via compression and
dimensionality reduction techniques (Suresh et al., 2017;
Alistarh et al., 2017; Wen et al., 2017; Wang et al., 2018;
Han et al., 2018a,b; Agarwal et al., 2018; Gandikota
et al., 2019; Barnes et al., 2020; Chen et al., 2021).

Most existing works focus on addressing two of the three
above-mentioned challenges, such as achieving good
privacy-accuracy or good communication-accuracy
tradeoffs separately. However, doing so can lead to
suboptimal performance where all three desiderata
are concerned. It is thus important to investigate
the joint privacy-communication-accuracy tradeoffs
when designing communication-efficient and private
distributed algorithms. Under e-LDP constraints,
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Chen et al. (2020) presents minimax order-optimal
mechanisms for frequency and mean estimation that
require only ¢ bits (independent of the underlying
dimensionality of the problem) by using shared
randomness'. However, as noted by Feldman and
Talwar (2021), the algorithms of Chen et al. (2020)
are not competitive in terms of accuracy with the
best known schemes — Subset Selection for frequency
estimation (Ye and Barg, 2018) and PrivUnit, for
mean estimation (Bhowmick et al., 2018). Motivated
by this fact, the present work addresses the following
fundamental question: Can we attain the best known
accuracy under e-LDP while only using on the order of
e bits of communication? We answer this question
affirmatively by leveraging a technique based on
importance sampling called Minimal Random Coding
(Havasi et al., 2019; Cuff, 2008; Song et al., 2016).

1.1 Owur Contributions

We first demonstrate that Minimal Random Coding
(MRC) can compress any e-LDP mechanism in a
near-lossless fashion using only on the order of ¢
bits of communication (see Theorem 3.1). We also
prove that the resulting compressed mechanism is
2¢e-LDP (see Theorem 3.2). Thus, to achieve e-LDP,
one has to simulate an /2 mechanism and pay the
corresponding penalty in accuracy. Similar to Chen
et al. (2020), this approach can achieve the order
optimal privacy-accuracy tradeoffs with about e bits
of communication but is not competitive with the
best known LDP schemes. However, we show that
this approach is optimal if one is willing to accept
approximate LDP with a small § (see Theorem 3.3).

To overcome the limitations of MRC in the pure LDP
case, we present a modified version (MMRC) such that
the resulting compressed mechanism is e-LDP (see
Theorem 3.4). We show that MMRC can simulate a large
class of LDP mechanisms in a near-lossless fashion
using only on the order of € bits of communication (see
Theorem 3.5 in conjunction with Theorem 3.1).

While the class of LDP mechanisms MMRC can simulate
includes the best-known schemes for mean and
frequency estimation, MMRC (similar to MRC) is biased for
a fixed number of bits of communication. We show that
MMRC simulating PrivUnity and Subset Selection
can be debiased (see Lemma 4.1 and Lemma 5.1), while
preserving the corresponding accuracy guarantees (see
Theorem 4.1 and Theorem 5.1).

Finally, we empirically demonstrate that MMRC
achieves an accuracy comparable to PrivUnit, and

'We assume that the encoder and the decoder can
depend on a random quantity that both the server and
the user have access to. See Section 2.2 for details.

Subset Selection (see Section 4.2 and Section 5.2)?
while only using about e bits.

We discuss interesting open problems in Section 6 and
defer all additional results and experiments to the
accompanying supplementary material.

1.2 Related Work

Recent works have examined approaches for
compressing LDP schemes in the presence of
shared randommness. When ¢ < 1, for frequency
estimation, Bassily and Smith (2015) showed that a
single bit is enough to simulate any LDP randomizer
with (almost) no impact on its utility although with
a large amount of shared randomness. Their result
was improved upon, in terms of the amount of shared
randomness required, by Bassily et al. (2017), Bun
et al. (2019), and Acharya and Sun (2019).

Chen et al. (2020) generalized these methods to
arbitrary €’s, and provided order-optimal schemes for
both frequency and mean estimation that only use on
the order of ¢ bits. However, their method is only
order-optimal and cannot achieve the accuracy of the
best known schemes: PrivUnits (Bhowmick et al.,
2018) for mean estimation and Subset Selection (Ye
and Barg, 2018)? for frequency estimation. We show
how one can achieve the accuracy of these schemes with
on the order of € bits of communication (when € > 1).
While we don’t advocate large ¢ (our methods work
for e = 1 as well), we note that larger ¢ are both of
theoretical and practical interest since amplification via
shuffling can convert a local € > 1 to a small central &
(Erlingsson et al., 2019; Balle et al., 2019; Erlingsson
et al., 2020).

In the absence of shared randomness, Girgis et al.
(2021b), Girgis et al. (2021a), Chen et al. (2020)
provided order-optimal mechanisms for frequency and
mean estimation but their mechanisms do not achieve
the best known accuracy. Feldman and Talwar
(2021) presented an approach for compressing e-LDP
schemes in a lossless fashion using a pseudorandom
generator (PRG). Their approach, which relies on
cryptographic hardness of the PRG, can compress
Subset Selection to O(Ind) bits and PrivUnits to
O(e + Ind) bits, where d is the dimension of the
underlying problem. Their approach, similar to ours,
can achieve the privacy vs accuracy tradeoffs of the
best known schemes, i.e., Subset Selection and

2The source code of our implementation is available at
https://tinyurl.com/rcc-dp.

3Subset Selection is similar to asymmetric RAPPOR
(Erlingsson et al., 2014) in the sense that both have the
same marginal distribution. Here, we focus on simulating
Subset Selection.
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PrivUnits. Nevertheless, their approach is designed to
work without shared randomness, therefore requiring
more bits than necessary if shared randomness is
available, as in our work.

Unlike previous work, our technique of compressing
generic LDP schemes relies on Minimal Random Coding

(MRC), which was designed to simulate noisy channels.

Several papers in information theory and related fields
have studied the problem of efficiently simulating noisy
channels over digital channels (e.g., Bennett and Shor,
2002; Harsha et al., 2007; Li and El Gamal, 2018) and
proposed general solutions. In particular, these papers
showed that any noisy channel can be simulated at
a bit-rate which is close to the mutual information
between the information available to the sender and
the receiver. However, this result only holds if a shared
source of randomness is available. Without such a
source, the achievable rate has been shown to be close
to Wyner’s common information (Wyner, 1975; Cuff,
2008), which can be significantly larger than the mutual
information (Xu et al., 2011). While promising as a
recipe for simulating arbitrary differentially private
mechanisms, the general coding schemes discussed in
these papers have not been analyzed for their effect
on differential privacy guarantees. MRC (Havasi et al.,
2019), which we analyze and build upon here, is one of
these schemes and is also known as likelihood encoder
in information theory (Cuff, 2008; Song et al., 2016).

Finally, mean and frequency estimation under LDP
constraints, two canonical problems in distributed
learning and analytics, have been widely studied (Duchi
et al.; 2013; Nguyén et al., 2016; Bhowmick et al., 2018;
Wang et al., 2019; Gandikota et al., 2019; Erlingsson
et al., 2014; Bassily and Smith, 2015; Kairouz et al.,
2016; Ye and Barg, 2018; Acharya et al., 2019).

2 PRELIMINARIES

2.1 Locally Differentially Private (LDP)

Suppose € X is some user’s data that must remain
private. A privatization mechanism ¢ is a randomized
mapping that maps ¢ € & to z € Z with probability
q(z|x) where Z can be arbitrary. The user transmits

z ~ q(-|x), i.e., a privatized version of @ to the server.

Further, q is e-LDP if
Ve, x' € X,z € Z, q(z|z) < e“q(z|x') (1)

and ¢ is (¢,6)-LDP if Ve,x' € X, Z C Z,

Z q(z]z) < € Z q(z]z") + 4.

zcZ zeZ

Here, we focus on e-LDP mechanisms where € > 1.

2.2 Shared Randomness

Here, we allow e-LDP mechanisms to use shared
randomness. That is, ¢ can depend on a random
variable u € U that is known to both the user and the
server (but w is independent of x). The corresponding
e-LDP constraint is

Ve, ' € X,z € Z,u €U, q(z|lz,u) < exp(e)q(z|z’, u).

The server wishes to reconstruct x from z and
the corresponding estimator is allowed to implicitly
depend on u. However, for simplicity, we suppress
the dependence on w in our notation. In practice,
shared randomness can be achieved via downlink
commuunication, that is, the server generates u (e.g., a
random seed) and communicates it to the user. Further,
we note that such shared randomness can be established
well before the advent of any private data*.

2.3 PrivUnit,

The PrivUnits mechanism ¢P*, proposed by Bhowmick
et al. (2018), is an e-LDP sampling scheme when the
input alphabet X is the d—dimensional unit ¢ sphere
S%-1. Formally, given a vector & € S?~!, PrivUnit,
draws a random vector z from a spherical cap {z €
St | (2,2) > ~} with probability py or from its
complement {z € S71 | (z,z) < v} with probability
1 — po, where v € [0,1] and pg > 1/2 are parameters
(depending on € and d) that trade accuracy and privacy
(see Appendix D). In other words, ¢P* is as follows:

2po .
= if (x,z) > v
N AL d) (55 D)
=)= 2(1 - po)

otherwise

2A(1v d)_A(la d)Il—'y2 (dgl ) %)

where A(1,d) denotes the area of S~ and I,(a,b)

denotes the regularized incomplete beta function. The

estimator of the PrivUnits mechanism (denoted by

P*) is obtained by dividing every coordinate of z by

Mpy 1.€., TP = z/my, where
2\

— (=7
mpu T 2d—2’(yd71)

Lrol (@)

Po _
B(La,o)—B(r;ona)  B(Tion0)

with « = (d - 1)/2, 7 = (1 + 7)/2, and
B(z; a, 8) denoting the incomplete beta function. The
estimator &P" is (a) unbiased i.e., E[zP'|x] = =,
(b) has order-optimal utility i.e., E[||§:P“—x||§] =
) (m), and (c) achieves the best known
constants for mean estimation. See Appendix D for
more details on PrivUnits.

4Quantifying the amount of such shared randomness
required remains an open question. See Section 6.
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2.4 Subset Selection

The Subset Selection mechanism ¢°%, proposed by
Ye and Barg (2018), is an e-LDP sampling scheme

when the input alphabet X can take d different values.

Without loss of generality, let X = {ej,es,...,eq},
where e; € {0,1}? is the j*" standard unit vector,
i.e., the one-hot encoding of j. The output alphabet
Z is the set of all d-bit binary strings with Hamming
weight s := [#1, ie.,

Z= {z = (M, D) e {0,1}9: 04 20 = s}.

Given € X, Subset Selection maps it to z € Z
with the following conditional probability:

76757 if z € Z
. CEEE B
ey = T ©
(d71)65+(d771) ifzeZ \ Ze
s—1 s

where Z, = {z= (W, 2D)ez:2 =1} is

the set of elements in Z with 1 in the zt" location.

The estimator of the Subset Selection mechanism
(denoted by &%) is obtained by subtracting bss from
every component of z and dividing every component
of the result by mgs i.e., %% = (2 — bss)/mss Where

Mas 1= s(d—s)(e—1) bs . s((s=1)e°+(d—s)) (4)

T@DGle—n+a) Vs = En(ster—Drd) "
The estimator #°° is (a) unbiased i.e., E[z%|x] =
@, (b) has optimal utility i.e., E[|&° — 3]

a4
© (min(ea,(ef—l)z,d)
constants for frequency estimation. See Appendix G
for more details on Subset Selection.

and (c) achieves the best known

3 MAIN RESULTS

In this section, first, we describe the Minimal
Random Coding algorithm for compressing any
e-LDP mechanism and prove its order-optimal
privacy-accuracy-communication tradeoffs.  Then,
we propose the Modified Minimal Random Coding
algorithm for compressing any e-LDP cap-based
mechanism® and prove that it achieves optimal
privacy-accuracy-communication tradeoffs.

3.1 Minimal Random Coding (MRC)

Consider an e-LDP mechanism ¢(-|z) that we wish
to compress. Under MRC, first, a number of
candidates z1, -+, zy are drawn from a fixed reference
distribution p(-) (known to both the user and the

5The family of cap-based mechanisms includes
PrivUnits and Subset Selection. See Definition 3.1.

server). This can be achieved via a pseudorandom
number generator with a known seed. Next, the user
transmits an index K € [N] to the server where K
is drawn according to some distribution 7™¢(-) such
that zx ~ ¢(-|x) approximately. The distribution
7™ is such that, Vk € [N], 7™°(k) < w(k) where
w(k) = q(zx|x)/p(zk) are the importance weights®
(see Algorithm 1). To communicate the index K of
MRC, log N bits are required.

Algorithm 1: MRC
Input: e-LDP mechanism ¢(-|x), reference
distribution p(-), number of candidates N
Draw samples z1,--- ,zy from p(z) // Using the
shared source of randomness
for ke {1,--- ,N} do
L w(k) < q(zklz)/p(zk)
() = w()/ 3o w(k)

Output: 7™°(-),{z1, - ,2n}

Let ¢™° denote the distribution of zx where K ~
7™¢(.). The following theorem shows that when the
number of candidates is exponential in £, samples drawn
from ¢™° will be similar to samples drawn from ¢(-|x)
in terms of /5 error. In other words, ¢™*° can compress
q(+]z) to the order of € bits of communication as well
as simulate it in a near-lossless fashion. A proof can
be found in Appendix B.1.

Theorem 3.1 (Utility of MRC). Consider any input
alphabet X, output alphabet Z, data x € X, and e-LDP
mechanism q(-|x). Consider any reference distribution
p(-) such that |In(q(z|z)/p(2))| <eVax e X,z Z.7
Let the number of candidates be N = 2(0get40)e for
some constant ¢ > 0. Then, for a € [0,1/2], ¢™° is
such that

|2~ 2] By [llz - 2]?)| < 2Btz

e’

|

holds with probability at least 1 — 2a, with ¢ and «
related by the following: o = v/2=¢¢ 4 2—¢*/loget1,

In general, E, [||z — z||*] in (5) can be well-controlled.
See Remark B.1 in Appendix B.1 for more details.

In the next Theorem, we show that 7™ ¢ is 2¢-LDP.
Hence, the compressed mechanism ¢™° is 2e-LDP.

Theorem 3.2 (Pure DP guarantee of MRC). Consider
any input alphabet X, output alphabet Z, and data x €
X. Consider any e-LDP mechanism q(-|x), reference
distribution p(-), and number of candidates N > 1.
Then, ™ ¢(-) obtained from Algorithm 1 is a 22-LDP
mechanism.

5We suppress dependence of 7™ & w on « for simplicity.

"Note that this condition holds for many reference
distributions p(-). For example, one can simply choose
p(-) = q(-|x*) for some " € X.
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A proof is provided in Appendix B.2.1 and it relies on
fact that the following ratio can be bounded by e?¢:
,n.mrc(k) -

2o(k) _ alzle) Y alzelz’)/p(zr)
(k) q(zl) Y q(zil@)/p(ze)

In the following Theorem, we show that 7™ is (¢ 4+
€0,0)-LDP implying that the compressed mechanism
q™c is (¢ + €¢,0)-LDP where ¢¢ > 0 and § < 1
are free parameters. This Theorem can be viewed
complementary to Theorem 3.2 where a stronger
privacy parameter can be achieved (i.e., € + gy which
can get arbitrarily close to € as opposed to 2¢) albeit
at the cost of trading pure privacy for approximate
privacy. A proof is provided in Appendix B.2.2.

Theorem 3.3 (Approximate DP guarantee of MRC).
Consider any input alphabet X, output alphabet Z, data
x € X, and e-LDP mechanism q(-|x). Consider any
reference distribution p(-) such that | In(q(z|x)/p(z))] <
eVaxeX,ze Z° Let cg > 0 be some constant and
let the number of candidates N = exp(2e + 2¢o). Then,
for any § < 1, 7™(-) obtained from Algorithm 1 is
(e + €0, 0)-LDP mechanism where

Ep == In

SN

— 1
T a and ap = exp(—cp)y/5 In

3.2 Modified Minimal Random Coding (MMRC)

While the results regarding MRC in Section 3.1 are
general and offer order optimal privacy-accuracy
tradeoffs with about € bits of communication, the
resulting compressed mechanism is not exactly e-LDP.
More specifically, Theorem 3.2 introduces an additional
factor of 2 in the LDP guarantee and Theorem 3.3
provides an approximate privacy guarantee instead of
a pure privacy guarantee. To address these limitations,
we focus on a class of e-LDP mechanisms which we
call cap-based mechanisms and propose a modification
to MRC such that the resulting compressed mechanism
is e-LDP. Further, like MRC, MMRC can simulate the
underlying e-LDP mechanism in a near-lossless fashion
while using only on the order of € bits.

We start with the definition of cap-based mechanism
which is inspired from the structure of PrivUnits and
Subset Selection.

Definition 3.1 (Cap-based Mechanisms). An e-LDP
mechanism q(z|x) with input alphabet X and output
alphabet Z is a cap-based mechanism if it can be written
in the following way:

c1(e,d) if z € Cap,
q(z|x) = (6)
co(e,d) if z ¢ Cap,

where (a) ¢1(g,d) and ca(e, d) are constants with respect
to x and z such that ¢1(e,d) > ca(e, d), and (b) Cap, C
Z such that P, unit(z) (2 € Capy,) is independent of
and is at least ca(g,d)/2c1 (e, d).

In words, a cap-based e-LDP mechanism samples
uniformly either from Cap, or from Z \ Cap, where
Cap,, C Z is such that if z is sampled uniformly from
Z, it will belong to Cap, with probability at least
ca(g,d)/2¢1(g,d). Tt is easy to see that ¢ defined
in (3) is a cap-based mechanism with Cap, = Z,
1(6:d) = ey and e d) = ey,
See Appendix G where we evaluate P, unif(z) (2 € Zz)
and show that it is at least 1/2e®. In Appendix D, we
show that ¢P" is a cap-based mechanism.

For a cap-based e-LDP mechanism ¢(z|x) and a
uniform reference distribution p(-), the distribution
™€ obtained from Algorithm 1 takes a special form:
1 ci(e,d) ;
e v X 9c1(s,d)+1(ie)@(s,d) if z;, € Cap,
e (k) = (7)

1 co(e,d) .
N X 901(E,d)—i(1—9)c2(a7d) if 2k ¢ Capm

where 6 is the fraction of candidates inside the Cap,,
e, 0 = 3, 1(z, € Cap,). Asis, 7™ in (7)
is not necessarily e-LDP because 6 can be different
for x and «’. However, as N — oo, § — E[f] =
P, unit(z) (2 € Cap,), which is not a function of x,
implying that 72 (k)/m5¢(k) < ci(e,d)/ca(e,d) <
exp(e)®. This shows that 7€ is e-LDP when N — oc.
This motivates us to modify 7™° to 7™*° such that
™€ is e-LDP irrespective of N. Further, when N is
large enough, the modification is not by much, i.e., a
sample from 7™ is similar to a sample from 7™*¢.

To that end, define an upper threshold t, = % X
c1(e,d) _ 1

]E[O]cl(s,d)—i(f—E[@])cz(s,d) and a lower threshold ¢; = & X
ca(e,d)

, and initialize 7™ to be equal

E[f]c1(e,d)+(1—E[0])ca(e,d)

to 7™ °¢. We want to modify 7™

so as to ensure:
t < m™(k) < t, Vk € [N], (8)

which, as argued above, guarantees e-LDP irrespective
of the choice of N. First, it is easy to see that 0c; (e, d)+
(1 = 0)ca(e,d) is an increasing function of 6. Next,
we will look at 3 cases depending on the relationship
between 0 and E[f]: (A) If = E[f], then 7™*¢ already
satisfies (8); (B) If # < E[f], then only the upper
threshold is violated and we set 7™ ¢(k) = ¢, Vk : 2, €
Cap,, and re-normalize the remaining 7™™¢(k); (C) If
0 > E[6], then only the lower threshold is violated, we
set ™™ (k) = t; Vk : z, ¢ Cap, and re-normalize the
remaining 7™*°(k). The re-normalization step does
not violate (8). We provide pseudo-code to calculate
7™ in Algorithm 2.

8This follows from (1) and (6) because g(-|x) is e-LDP.
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Algorithm 2: MMRC

Input: e-LDP cap-based mechanism g(-|x), the
associated Cap,, reference distribution
p(+), number of candidates N, lower
threshold ¢;, upper threshold %,

Trmrc(')7 {zlv e 7ZN} — MRC(])('), q('|$)7 N)

0+ % Zk 1(z, € Cap,,) // Compute the fraction

of candidates inside the cap

Initialization: 7™¥°(.) < 7™*°(.)

if maxy 7™ (k) > t, then

// Upper threshold is violated

T (k) < ty, V k1 21, € Cap,,
(k) Wfﬁ’g;, Y k:z ¢ Cap,
Ise if ming 7™ (k) < t; then

// Lower threshold is violated

(k) «— t, V k1 21, ¢ Cap,,

mmre (k) ¢ LNy s 2y € Cap,

Output: 7™ (-),{z1, -+, 2N}

0]

Let ¢™*° denote the distribution of zx where K ~
7™¢(.). In the following Theorem, we show that 7™*¢
is e-LDP implying that the compressed mechanism
q™*¢ is e-LDP. The proof follows from (8) and can be
found in Appendix C.1.

Theorem 3.4 (DP guarantee of MMRC). Consider
any input alphabet X, output alphabet Z, data x €
X, and e-LDP cap-based mechanism q(-|x). Let the
reference distribution p(-) be the uniform distribution
on Z. Consider any number of candidates N > 1.
Then, ©™"¢(-) obtained from Algorithm 2 is an e-LDP
mechanism.

The following Theorem shows that, with number of
candidates exponential in €, samples drawn from ¢™*¢
will be similar to the samples drawn from ¢™¢ in terms
of ¢4 error. A proof can be found in Appendix C.3.

Theorem 3.5 (Utility of MMRC). Consider any input
alphabet X, output alphabet Z, data * € X, and
e-LDP cap-based mechanism q(-|x). Let the reference
distribution p(-) be the uniform distribution on Z. Let
N denote the number of candidates. Then, ¢™™ ¢ is
such that

2 2
Eqwc[Hz—mHQ} SEqmrc[HszHﬂ
1+e¢
B LR )

where p € (0,1) is such that N = 2(6@2#1)2 In %.

For bounded mechanisms, max, . ||z — |5 in (9) can
be well-controlled. See Remark C.1 in Appendix C.3
for a discussion.

In conjunction with Theorem 3.1, Theorem 3.5 implies
that ¢™~¢ can compress ¢(-|x) to the order of  bits of
communication and simulate it in a near-lossless fashion.
This is stated formally and proved in Appendix C.3.

4 MEAN ESTIMATION

In this section, we focus on the mean estimation
problem, which is a canonical statistical task in
distributed estimation with applications in distributed
stochastic gradient descent, federated learning, etc.
Let the input space X be the d-dimensional unit /o
sphere, i.e., X = S?!. Consider n users where user
i has some data &, € X. For every i € [n], let x;
be privatized using an e-LDP mechanism ¢(-|z;) and
potentially post-processed to obtain an estimate x; of
x;. We are interested in estimating the empirical mean
= %El x; using &i,--- ,&, such that the mean
estimation error defined below is minimized

rue (,q) & max B[ (@1, @) - pl3] . (10)

where [ is an estimate of g and the expectation is
with respect to q(-|z;) as well as all (possibly shared)
randomness used by ¢(-|x;) Vi € [n].

Bhowmick et al. (2018) show that PrivUnit, achieves
the order-optimal privacy-accuracy trade-off for mean

where fP* := L 3 &P Moreover, compared to other
(order-optimal) e-LDP mean estimation mechanisms,
PrivUnits admits the best constants and gives the
smallest ¢ error in practice (see Feldman and Talwar
(2021)). However, PrivUnity requires each user to
send a d-dimensional real vector, so without any
compression, the communication needed is ©(d) bits,
which can be an issue in many practical scenarios.

estimation, i.e., rve (4P, ¢™) = O

To compress and simulate PrivUnits, one can
directly apply the generic MMRC mechanism defined in
Section 3.2. However, for a fixed number of candidates
N, MMRC yields a biased estimate of x and hence
cannot get the correct (optimal) order of estimation
error in (10), i.e., the error would not decay with n”.
Fortunately, we show (in Section 4.1) that the bias can
be corrected by appropriately scaling the privatized
version of x, i.e., by using an estimator which is
slightly different compared to the original estimator of
PrivUnits. Further, we also show (in Section 4.2) that
the resulting unbiased estimator for mean estimation
(f™*¢) can simulate PrivUnits closely while only using
on the order of ¢ bits of communication.

9We note that this does not undermine the significance
of Theorem 3.1 and Theorem 3.5. These are useful in
single-user settings (i.e., n = 1) and are generic as they can
compress (near-losslessly) any e-LDP and e-LDP cap-based
mechanism, respectively.
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4.1 Debiasing MMRC to simulate PrivUnit,

Let us focus on a single user and consider some data
x € X. Recall the PrivUnits e-LDP mechanism
@™ described in Section 2 with parameters pg and
~. PrivUnits is a cap-based mechanism with Cap, =
{z € S| (z,z) >~} (see Appendix D for details).
Let 7™*° be the distribution and zi,z9,...,zy be
the candidates obtained from Algorithm 2 when the
reference distribution is Unif(S?~!). Let K ~ 7™T¢(.).
Therefore, zx is the privatized version of x using MMRC.

Define pyye = P(zx € Cap,) to be the probability
with which the sampled candidate zx belongs to the
spherical cap associated with PrivUnits. Define mygg.c
as the scaling factor in (2) when pg in (2) is replaced by
DPmmre. Define ™€ := zy /My, as the estimator of the
MMRC mechanism simulating PrivUnits. The following
Lemma shows that £™° is an unbiased estimator. See

Appendix F.1 for a proof.

Lemma 4.1. Let £™"¢ be the estimator of the MMRC
mechanism simulating PrivUnits as defined above.
Then, Egmre[2™¢] = .

4.2 Simulating PrivUnits using MMRC

Finally, we consider estimating the empirical mean
p defined earlier using the MMRC scheme simulating
PrivUnits. To that end, consider n users and let &7™*¢
be the unbiased estimator of x; at the i*" user. Let

the (unbiased) estimate of p be g™ := L 3~ gmore,

The following Theorem shows that, for mean estimation,
MMRC can simulate PrivUnits in a near-lossless manner
(when n is large and A is small) while only using on
the order of ¢ bits of communication. A proof can
be found in Appendix F.2. The key idea in the proof
is to show that when the number of candidates IV is
exponential in €, the scaling factor myg,. is close to
the scaling parameter associated with PrivUnits (i.e.,
Mpu defined in (2)).

Theorem 4.1. Let rpye (%, ¢*%) and rve (™€, ¢™°)
be the empirical mean estimation error for PrivUnits
with parameter pg and MMRC simulating PrivUnits with
N candidates respectively. Consider any A > 0. Then,

TME (llmm'rc7qmmrc> S (1 + )\)2 TME (ﬂpu)qpu)

+2(1 4 A)(2 4+ A)y ME (':‘:’ ) | 2 ZA)Q .
as long as
e [ 20142 \? 414N
V= </\(p0 - 1/2)) 8 (A(po - 1/2)) )

We note that while a specific value of A can be chosen
(say 0.1 or smaller) in (11), in practice, the number of

bits could be fixed (see Section 4.3), determining the
value of A.

4.3 Empirical Comparisons

Next, we empirically demonstrate the
privacy-accuracy-communication tradeoffs of MMRC
simulating PrivUnit,. Along with PrivUnits, we
compare against the SQKR algorithm of Chen et al.
(2020) which offers order-optimal privacy-accuracy
tradeoffs while requiring only ¢ bits. Following Chen
et al. (2020), we generate data independently but
non-identically to capture the distribution-free setting
as well as ensure that the data non-central, i.e. p # 0.
More specifically, we set @1, -+, @, /2 BN N(1,1)®4
and /211, ", Tn BN N(10,1)®4,  Further, to
ensure that each data lies on S¢~!, we normalize each
x; by setting x; < x;/ ||x;||,. We report the average
f5 estimation error over 10 runs. See more variations
in Appendix F.3.

0.08] - __ e —————— PR 4
0.07
5 -4- SQKR
3 0.06 MMRC
<& -4=" PrivUnity
0.05
(X178 Mttt — M—— ;
6 7 8 9 10 11 12
# bits
15] \ -4- SQKR
1.2 \ MMRC.
5 \\ -4- PrivUnit,
50'9 \\
o~ \
< 0.6 \\ \\\
031 N_ .

Figure 1: Comparing PrivUnits, MMRC simulating
PrivUnits and SQKR for mean estimation with d =
500 and n = 5000. Top: {5 error vs F#bits for € = 6.
Bottom: {3 error vs ¢ for #bits = max{[(¢/In2)] +
2,8}. SQKR uses #-bits = ¢ for both as it leads to a
poor performance if #-bits > €.

In Figure 1 (top), we show the communication-accuracy
tradeoffs. We see that with correct order of bits,
the accuracy of MMRC simulating PrivUnit, converges
to the accuracy of the uncompressed PrivUnit,. In
Figure 1 (bottom), we show the privacy-accuracy
tradeoffs. We see that MMRC simulating PrivUnity can
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attain accuracy of the uncompressed PrivUnits for the
range of €’s typically considered by LDP mechanisms
while only using max{[(¢/In2)] + 2,8} bits.

5 FREQUENCY ESTIMATION

In this section, we study the frequency estimation
problem, which is another canonical statistical task
in distributed distribution estimation, with application

to federated analytics (Ramage and Mazzocchi, 2020).

Let X be a set of d distinct symbols and without loss
of generality X := {e1, ea, ..., eqa}, where e; € {0,1}9 is
the j'" standard unit vector i.e., e; is the one-hot
encoding of j. Consider n users where user i has
some data x; € X. For every i € [n], let x; be
privatized using an e-LDP mechanism ¢(-|z;) and
potentially post-processed to obtain an estimate &;
of ;. We are interested in estimating the empirical
distribution of &1, - - - , @, defined as IT = % >, x; using
Zy,- -, &, such that the estimation error defined below
is minimized:

TFE (ﬁ,q,é) 2 max E [5 (ﬁ(ﬁ}l, .

xnEX

.,:en),n)} . (12)

where ¢ = ||-||y or ||-|2, II is an estimate of II and
the expectation is with respect to ¢(-|@;) as well as all

(possibly shared) randomness used by ¢(-|x;) Vi € [n].

For simplicity, we only focus on /5 error i.e., £ = ||-||3.

Ye and Barg (2018) show that the Subset Selection
achieves the order-optimal privacy-accuracy trade-off
for frequency estimation i.e., 7rgg (HSS, qss) =

@(m) (where II*% := 1%~ 2%%). Like
PrivUnits, compared to other (order-optimal) e-LDP
frequency estimation mechanisms, Subset Selection
admits the best constants and gives the smallest
Uy error in practice (see Chen et al.
However, the communication cost associated with
Subset Selection is O(ﬁ) bits per user, which
which can be an issue for small and moderate €.

Similar to PrivUnits, one could apply the generic
MMRC scheme defined in Section 3 to compress and
simulate Subset Selection. However, for a fixed
number of candidates N, it yields a biased estimate
of & and hence cannot get the correct (optimal) order
of estimation error in (12) i.e., the error would not
decay with n. Fortunately, similar to PrivUnits,
we show (in Section 5.1) that the bias can be
corrected by appropriately translating and scaling the
privatized version of x i.e., by using an estimator
which is slightly different compared to the original
estimator of Subset Selection. Further, we also
show (in Section 5.2) that the resulting unbiased
estimator for frequency estimation (IT™¢) can simulate

(2020)).

Subset Selection closely while only using on the
order of e-bits communication.

5.1 Debiasing MMRC to simulate
Subset Selection

Let us focus on a single user and consider some
data * € X. Recall the Subset Selection e-LDP
mechanism ¢°° described in Section 2 with s =
(#‘ZEE] Subset Selection is cap-based mechanism as
discussed in Section 3 and Appendix G with Cap,, = 2,
and P, unit(z) (2 € Cap,,) = s/d. Similar to Section
4.1, let zx be the privatized version of & using MMRC.
We define ™ := (2x — bunrc)/Munrc as the estimator
of the MMRC mechanism simulating Subset Selection
where mypre and byyrc (defined in Appendix I.1) are
translation and scaling factor analogous to mss and bgg
in (4). The following Lemma shows that £™*° is an
unbiased estimator. See Appendix I.1 for a proof.

Lemma 5.1. Let £™" ¢ be the estimator of the MMRC
mechanism simulating Subset Selection as defined
above. Then, E[2™"] = x.

5.2 Simulating Subset Selection using MMRC

Finally, we consider estimating the empirical frequency
IT defined earlier using the MMRC scheme simulating
Subset Selection. To that end, consider n users
and let ZI™° be the unbiased estimator of x; at
the " user. Let the (unbiased) estimate of II be
[[mre = L5, @™, The following Theorem shows
that, for frequency estimation, MMRC can simulate
Subset Selection in a near-lossless manner (when
A is small) while only using on the order of ¢ bits of
communication. A proof can be found in Appendix
I.2. Similar to PrivUnits, the key idea in the proof
is to show that when the number of candidates IV is
exponential in €, the scaling factor myy,. is close to the
scaling parameter associated with ¢*° (i.e., mgs defined

in (4)).
Theorem 5.1. Let TEE (ﬂss7 qss) and
TFE (ﬁ’"”'“,q””"”) be the empirical mean estimation

error for Subset Selection and MMRC simulating
Subset Selection with N candidates respectively.
Consider any A > 0. Then

TEE (ﬂmmrc7qmmrc) < (1 AN+ 5)\2 + 2)\3) TEE (ﬁss’ qss> ,

as long as

2(ef +1)%2(1+N)? 8(1+ )
> .
= 0.242)2 I —0am (13)

Similar to mean estimation, while a specific value of A
can be chosen in (13), in practice, the number of bits
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could be fixed (see Section 5.3), determining the value
of A.

5.3 Empirical Comparisons.

Next, we empirically demonstrate the
privacy-accuracy-communication tradeoffs of
MMRC simulating Subset Selection. Along with

Subset Selection, we compare against the RHR
algorithm of Chen et al. (2020) which offers
order-optimal privacy-accuracy tradeoffs while
requiring only ¢ bits. Following Acharya et al. (2019),
we generate 1, - , @, from the Zipf distribution with
degree 1. We report the average {5 estimation error
over 10 runs. See more variations in Appendix 1.3.

0.9 -4-" RHR
0.8 MMRC
5 ' -4~ Subset Selection
0.7
(5]
S0.6l FommmAc Jm————— Amm——— dm————— 1
0.5
(0 e ————
6 7 8 9 10 11 12 13 14
# bits
l.r It
1 Ry -4-- RHR
121 N~ MMRC
5 \\\:‘s\ —-4=" Subset Selection
g()Q NN
&' ~
0.6 RN

Figure 2: Comparing Subset Selection, MMRC
simulating Subset Selection and RHR for frequency
estimation with d = 500 and n = 5000. Top: /5 error
vs #bits for e = 6. Bottom: /{5 error vs ¢ for #bits
= max{[(e/In2)] + 3,8}. RHR uses #-bits = ¢ for
both as it leads to a poor performance if #-bits > €.

In Figure 2 (top), we show the communication-accuracy
tradeoffs. We see that with correct order of bits,
the accuracy of MMRC simulating Subset Selection
converges to the accuracy of the uncompressed
Subset Selection. In Figure 2 (bottom), we show
the privacy-accuracy tradeoffs. More specifically, MMRC
simulating Subset Selection can attain the accuracy
of the uncompressed Subset Selection for the range
of €’s typically considered by LDP mechanisms while
only using max{[(¢/1n2)] + 3,8} bits.

6 CONCLUSION AND OPEN
PROBLEMS

We demonstrated how Minimal Random Coding can
be used to simulate a class of e-LDP mechanisms
in a manner which is communication efficient
while preserving accuracy and differential privacy
guarantees. Further, for mean and frequency
estimation, we proposed unbiased versions of our
schemes (relying only on translation and scaling) that
attain the privacy-accuracy tradeoffs of the best known
schemes i.e., PrivUnits and Subset Selection, while
requiring on the order of & bits of communication.

We now briefly discuss a few non-trivial and interesting
open questions.

Computational Cost. The computational cost of
our approach, similar to Feldman and Talwar (2021)
grows linearly in d and exponentially in € (as we need
N = exp(O(e)) candidates to properly simulate the
optimal mechanisms). An important question for future
research is therefore how to increase the computational
efficiency of MRC and MMRC with respect to e.

Privacy Amplification via Shuffling. As
mentioned in Section 1.2, privacy amplification via
shuffling techniques ensure a central ¢ ~ 1 even
when the local ¢ > 1. While our method could
be combined with these amplification techniques in
principle, we leave the analysis of the privacy, utility,
and communication guarantees of the resulting scheme
as a question for future research.

Other schemes to simulate noisy channels. MRC
is only one of several channel simulation schemes
studied in information theory which could be considered
for compression of e-LDP mechanisms. Similar to
MRC, other channel simulation schemes, e.g., rejection
sampling (Harsha et al., 2007) or schemes based on the
Poisson functional representation (Li and El Gamal,
2018), can also compress noisy signals to a number of
bits which is close to the information contained in the
signal (which decreases as noise increases). Analyzing
these schemes for their effect on differential privacy
guarantees is an interesting open question.

Shared Randomness. Finally, here we assumed the
existence of a shared source of randomness. We further
assumed that each user is using a different source
of shared randomness. While shared randomnesss
only adds to the cost of downlink and not uplink
communication (which is usually the bottleneck in
settings like federated learning), a question left for
future research is how much communication is required
to establish and select these sources of randomness.
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Supplementary Material:
Optimal Compression of Locally Differentially Private Mechanisms

Organization. The Appendix is organized as follows. In Appendix A, we discuss the societal impact associated
with our work. In Appendix B, we focus on MRC and provide the proofs of Theorem 3.1, Theorem 3.2, and
Theorem 3.3. In Appendix C, we focus on MMRC and provide the proofs of Theorem 3.4 and Theorem 3.5. Further,
we also provide Theorem C.1 where we show that MMRC can simulate any e-LDP cap-based mechanism in a
nearly lossless fashion with about € bits of communication. In Appendix D, we provide additional preliminary on
PrivUnits and also show that PrivUnits is a cap-based mechanism (Definition 3.1). In Appendix E, we show
how PrivUnits can be simulated using MRC analogous to how we simulated PrivUnits using MMRC in Section
4. Along with the theoretical guarantees, we also provide some empirical comparisons between MRC simulating
PrivUnits and PrivUnits. In Appendix F, we provide the proofs of Lemma 4.1 and Theorem 4.1 as well as some
additional empirical comparisons between MMRC simulating PrivUnits and PrivUnits. In Appendix G, we provide
additional preliminary on Subset Selection and also show that Subset Selection is a cap-based mechanism
(Definition 3.1). In Appendix H, we show how Subset Selection can be simulated using MRC analogous to how
we simulated Subset Selection using MMRC in Section 5. Along with the theoretical guarantees, we also provide
some empirical comparisons between MRC simulating Subset Selection and Subset Selection. In Appendix I,
we provide the proofs of Lemma 5.1 and Theorem 5.1 as well as some additional empirical comparisons between
MMRC simulating Subset Selection and Subset Selection.

A SOCIETAL IMPACT

Collecting large datasets allows us to build better machine learning models which can facilitate our lives in many
different ways. However, harnessing data from devices can expose their users to privacy risks. Research into
differential privacy can help to minimize these risks. At present, our work is mostly theoretical in nature as there
are a few unsolved questions. In particular, for large € the computational complexity of our approach may be too
expensive to be practical.

B MINIMAL RANDOM CODING

Let ¢(z|x) be an e-LDP mechanism for all z € X and z € Z. Let p(z) be the fixed reference distribution over Z
and let {2z}, be N candidates drawn from p(z). From Algorithm 1, the distribution over the indices k € [N]
under minimal random coding (MRC) is as follows:

o qlzde)/p(z)
= )= e o) o)

™€ can be viewed as a function that maps  and (z1, ..., zx5) to a distribution in [N]. However for notational

convenience, when the context is clear, we will omit the dependence on ® and (z1, ..., zx).

Let ¢™*¢ denote the distribution of zx where K ~ 7™¢(-) i.e., with 4(-) denoting the Dirac delta function:

= (zlz) =D 7 (k)5(z — zk).

k

B.1 Utility of MRC

In this section, we prove Theorem 3.1 i.e., we show that MRC can simulate any e-LDP mechanism in a nearly
lossless fashion with about & bits of communication
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Theorem 3.1 (Utility of MRC). Consider any input alphabet X, output alphabet Z, data x € X, and e-LDP
mechanism q(-|x). Consider any reference distribution p(-) such that |In(q(z|x)/p(2))| <eVx € X,z € Z.1°
Let the number of candidates be N = 20°8¢+49)e for some constant ¢ > 0. Then, for o € [0,1/2], ¢" is such that

< 204/ Eq[llz—=[] (5)

11—«

Egore |

z— a|[?] -E, [|lz - /]|

holds with probability at least 1 — 2, with ¢ and o related by the following: o = /2—¢5 4 2—c*/loge+1,

Proof. In order to prove this theorem, we invoke Theorem 3.2 of Havasi et al. (2019).

Recall Theorem 3.2 (Havasi et al., 2019): Let ¢’ and p be distributions over Z. Let ¢ > 0 be some constant and

let N = 2(Pre(@' () [[P(2)+1) | 1,04 G be a discrete distribution constructed by drawing N’ samples {zk}évz/l from p
and defining

sz”“”auwm

Zk’ /P Zk')

Furthermore, let f be a measurable function and || f[|¢ = /Eq (2)[f?(2)] be its 2-norm under ¢’. Then it holds

that
7

o = \/2‘”4 +2y/P(log(¢'(2)/p(2)) > Dx (¢'(2) llp(2)) + t/2).

Bio (9] - Byl 2] 2 AL ) < 2

1—o

where

We apply Theorem 3.2 (Havasi et al., 2019) to ¢'(z) = q(z|x) and f(z) == ||z — z||?>. We identify §(z) = ¢**°(z|z)
and N’ = N. To prove Theorem 3.1, it suffices to show that oo > o’. Note that

Dm@@n>mu»wwazwp%<ﬁzf)]@sby

where (a) follows the definition of KL-divergence and (b) follows since |log(g(z|x)/p(z))| < eloge by the
assumption on p. We therefore have

= (loge + 4c)e — Dxi (q(z]x) ||p(2)) > 4ce.
It follows that
P(log(q(z|z)[p(2)) > Dkw (g(z|) p(2)) +t/2) < P(log(q(2|2)||p(2)) > E[log(q(z|z)||p(2))] + 2ce)
(2 exp(—2¢?/(loge)?) = 9-2c"/loge

where (b) follows from Hoeffding’s inequality since | log(q(z|x)/p(2))| < eloge by the assumption on p. Therefore,

o < \/2—(36 + 2\/2—2(:2/10ge — \/2—(:5 + 9—c?/loget+l — .
O

Remark B.1. For most e-LDP mechanisms q(-|z), the term Eq [||z — 2||*] in (5) can be well-controlled. For
instance, for Subset Selection and PrivUnit,, the output spaces are bounded, and therefore, \/E,[||z — x||*]
is of the same order as E, [||z — a:||2] Therefore, by making o small enough (in Theorem 3.1) i.e. by increasing
¢, the estimation error of MRC can be arbitrarily close to the estimation error of the underlying scheme it is
stmulating.

"Note that this condition holds for many reference distributions p(-). For example, one can simply choose p(-) = q(-|=*)
for some " € X.
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B.2 Privacy of MRC
B.2.1 Pure Privacy of MRC

In this section, we prove Theorem 3.2 i.e., we show that 7™ is a 2e-LDP mechanism.

Theorem 3.2 (Pure DP guarantee of MRC). Consider any input alphabet X, output alphabet Z, and data x € X.
Consider any e-LDP mechanism q(-|z), reference distribution p(-), and number of candidates N > 1. Then,
7™ ¢(-) obtained from Algorithm 1 is a 2e-LDP mechanism.

Proof. For any x,x’ € X,z € Z, using the definition of an e-LDP mechanism, we have
q(zlz) < exp(e)q(z|x). (14)
For any z, 2’ € X, {z;}_, € ZY and k € [N], we have
mre() @ alzklz) | S alzwle) bz
mo (k) q(zela’) > a(ze ) /p(zi)
®) , , /
2 exp(e) x 2w exp(e)q(zw|@) /p(zk)
> 4(zr ) /p(20)
(

exp(e) >y q(zw|z) /p(217)
> ow A(zr|x) /p(28r)

= exp(e) X

= exp(2¢).

where (a) follows from the definition of 7™¢ and (b) follows from (14). O

B.2.2 Approximate Privacy of MRC

In this section, we prove Theorem 3.3 i.e., we provide the approximate DP guarantee of 7™°.

Theorem 3.3 (Approximate DP guarantee of MRC). Consider any input alphabet X, output alphabet Z, data
x € X, and e-LDP mechanism q(-|x). Consider any reference distribution p(-) such that |In(q(z|x)/p(z))| < e
VaeX,z€Z5 Let cg >0 be some constant and let the number of candidates N = exp(2e + 2c¢o). Then, for
any § < 1, 7™<(-) obtained from Algorithm 1 is (¢ + €9, 9)-LDP mechanism where

1+ag
17(10

g0 =1n and ag = exp(—cop) %ln

SN

Proof. Fix any x € X. Let us define the following random variable:

w(zlw) = q(z|x)/p(2). (15)

Assuming z ~ p(-), the expected value of the random variable w(z|x) is

Eplw(z|z)] = Epla(2|z)/p(2)] =/ q(zlz) = 1.

zeZ

Further, the random variable w(z|x) can be bounded as follows:

w(zlz)| = q(zle)/p(z)] < exp(e).

where (a) follows from the assumption on p(:). Therefore, we have

N
1 (a) —2Na? —2Na2\ o)
P(|= E -1 > <2 0 <2 0) 1
(‘Nk_l“’(z’“”") ‘—> - eXp<<exp<s>—exp<—s>>2>— eXp(exp@e)) ’ (16)

where (a) follows from Hoeffding’s inequality and (b) follows from the definition of ag and N. Now, for any
z,x' € X,{z:})_, € ZV and k € [N], we have

me (k) @ g(zele) D alzw|2’)/p(zr)

e (k) a(zele’) 3 alzwlx)/p(21)
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® g(zxlz) | D wlzw|2’)
q(zxlx’) 3o w(zw|z)

(17)

where (a) follows from the definition of 7™*¢, (b) follows from (15) and (c¢) follows from (14). Now, using (16) in
(17), we have with probability at least 1 — 4:

e (k) 1+ap (a)
< X =
o () S exp(e) o exp(e + €9)
where (a) follows from the definition of €g. O

C MODIFIED MINIMAL RANDOM CODING

Let ¢(z|x) be an e-LDP cap-based mechanism (see definition 3.1) for all x € X and z € Z. Let p(z) be the
uniform distribution over Z and let {zj}1_, be N candidates drawn from p(z). Let 6 denote the fraction of
candidates inside the Cap,, associated with ¢(z|z). Let 7™ be the distribution over the indices k € [N] under
modified minimal random coding (MMRC) obtained from Algorithm 2. Recall that 7™*¢(k) is bounded by an upper
threshold ¢,, and a lower threshold ¢; (Section 3.2),

el (e 1 es(era)
YN T E[fei(e, d) + (1 - E[0])ca(e, d)’ """ N 7 Efflei(e,d) + (1 - E[f])ea(e,d)’

mmrc

Similar to 7¢, w can be be viewed as a function that maps x and (21, ...,2x) to a distribution in [N].

However, to reduce clutter, we will generally omit the dependence on  and (z1,...,zy). Further, since 7™*¢
depends on (z1, ..., zy) only through 6, we will sometimes show this dependence as T -

Finally, let ¢™*° denote the distribution of zx where K ~ 7#™¥¢. That is, with é denoting the Dirac delta function:

" (z]x) = Zwmmrc(k)é(z — Zp).
k

C.1 Privacy of MMRC

In this section, we prove Theorem 3.4 i.e., we show that 7™ is a e-LDP mechanism.

Theorem 3.4 (DP guarantee of MMRC). Consider any input alphabet X, output alphabet Z, data x € X, and
e-LDP cap-based mechanism q(-|x). Let the reference distribution p(-) be the uniform distribution on Z. Consider
any number of candidates N > 1. Then, 7™"¢(-) obtained from Algorithm 2 is an e-LDP mechanism.

Proof. For any e-LDP cap-based ¢(-|x), we have the following from (1) and (6):

c1(e,d)
CQ(E, d)

< exp(e). (18)

mmrc

Further, the modification of 7™°¢ to 7 ensures that (8) is true, that is,
t, < 7™ (k) <t, Vk € [N].

Therefore, for any @, 2’ € X and k € [N], we have

~+

T (k) _ tu (@ (e, d) ©
< == < exp(g),
7.(.mmrc(k) — ! 62(87 d) — p( )

!

—~

where (a) follows from the definitions of ¢, and ¢; and (b) follows from (18). O
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C.2 Supporting Lemmas to prove the utility of MMRC

mrc mmrc

To prove Theorem 3.5 (Section C.3), we prove that the expected KL divergence between 7™ and 7 can be
controlled arbitrarily when the number of candidates is of the right order (Lemma C.2). To prove Lemma C.2, we
first show that the KL divergence between 7™*¢ and 7™*¢, for a given fraction of candidates inside the Cap,,, can
be bounded in terms of £ (Lemma C.1).

C.2.1 The KL divergence between 7m™° and 7™*° is small

Lemma C.1. Let q(z|x) be an e-LDP cap-based mechanism. Let p(z) be the uniform distribution over Z and
let {z.}_, be N candidates drawn from p(z). Let 6 denote the fraction of candidates inside the Cap,, associated
with q(z|x). Let m™¢ be the distribution over the indices k € [N] under MRC obtained from Algorithm 1 and w™"¢
be the distribution over the indices k € [N] under MMRC obtained from Algorithm 2. Then,

DKL( mr H’IT”WTC( )) < Eloge

Proof. We consider three different cases depending on whether § = E[f], 6 < E[f] or § > E[6].
1. For 6 = E[f], we have m375(-) = m"3°(-). Therefore,
DKL ( C ||7Tmmrc(_)) DKL ( Hﬂ.mrc )) =0 S 610g e. (19)

2. If 6 < E[f], then 7™ violates the upper threshold ¢, so that 7™*¢(k) = ¢,, for all k € Cap,, and we have

a6 (F)
Dk ( H,n_mmrc Z ,/Tmrc IOg ngc (k)
(a) 1 c1(g,d) ca(e, d) + E[f] x (e1(e,d) — ea(e, d)) 1
= 2§ D TG d —atd) ® oEd < (oed —aed) 2 ¥

keCap, k¢Cap,

02(5a d) C2(S’d) + E[a] X (Cl<€7d) * 02(57d))

ca(e,d) + 0(ci(e,d) — ca(e, d)) {log ca(e,d) + 0 x (c1(e,d) — ea(e, d))
e (1-6) x cs(e, d) ]
® (T=EW]) x &2(e,d) + (6] — O)ca (5, d)
®) fcy (e, d) ea(e,d) + E[f] x (c1(e,d) — cale, d))
ca(e,d) + 0(ci(z,d) — ca(e,d)) 0 ca(e,d) + 0 x (c1(z,d) — cale, d))
(1 - 0)es(e, d) {10 ea(e,d) +E[f] x (c1(, d) — ea(e, d))
ca(e,d) + 0(c1(e,d) — ea(e, d)) ca(e,d) + 0 x (c1(e,d) — ea(e, d))
e (1-6) x cs(e, d) ]
&1 —E[0]) x ca(e,d) + (E[f] — 0)ex (e, d)

ca(e,d) + E[f] x (c1(g,d) — ca(e,d))

ca(e,d) + 0 x (c1(e,d) — ea(g,d))

(1 —0)ca(e,d) { og (1—6) x ca(e,d) ]

ca(e,d) 4+ 0(c1(e,d) — ca(e,d)) (1 —E[0]) x ca(e,d) + (E[0] — 0)ci(e,d)
(2 o ca(e,d) + E[0] x (c1(e,d) — ca(e, d)) (d) 2 1o <02(€,d) + E[0] x (c1(e,d) — CQ(E,d)))
- ca(e,d) + 0 x (c1(e,d) — ca(e,d))  — ca(e,d)
@ (e, d) (
sle G d)

where (a) follows from the definition of 737§ (k) and m3"5°(k), (b) follows because [{k : k € Cap,}| = N and
{k: k ¢ Capy}| = (1 — )N, (c) follows because log (1—1E[0])x(clz?z)tgf(;’o?_e)cl(&d) <0, (d) follows because
6 >0, (e) follows because E[f] < 1, and (f) follows because ¢;(g,d)/ca(e, d) < exp (e).

= log

(20)

5
< cloge
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3. For 6 > E[f], we have

k
Dk ( ||ﬂ,m.mrc Zﬂ,mrc log e, 9( )

@ ca(e, d) log C2(6: ) + E[] x (c1(e, d) — ca(e, d))

Z N 02(5 d) + 0(c1(g,d) — c2(g,d)) ©8 ca(e,d) + 0 x (c1(g,d) — ca(g,d))

k¢Cap,,
c1(e,d) [lo ca(e,d) + E[0] x (c1(e,d) — ca(e, d))
ca(e,d) +0(c1(e, d) — ca(e, d)) co(e,d) + 0 x (c1(g,d) — ca(e,d))
log Hcl(e,d) :|
E[f]ci(e, d) + (6 — E[0]) x ca(e, d)
(1—10) x ca(e,d) log ca(g,d) + E[f] x (c1(g,d) — ca(e,d))
co(e,d) + 0(ci(e, d) — ca(e,d)) co(e,d) + 0 x (c1(e,d) — ca(e,d))
Oci (e, d) [lo ca(e,d) + E[0] x (c1(e,d) — ca(e, d))
ca(e,d) + 0(c1(e, d) — ca(e, d)) co(e,d) + 0 x (c1(e,d) — ca(e,d))
Ocy (e, d) ]
E[f]ci(e,d) 4+ (0 — E[0]) X ca(e,d)
) Ocy(e,d) o ( Ocy (e, d) )
ca(e,d) + 0(ci(e,d) — ea(e, d)) & Elb]ci(e,d) + (0 — E[0]) X ca(e, d)
< csd) > (2) 0 ci(e,d) (Q eloge
Elf]c(z,d) + (1 - E[0]) x ca(e,d) ) — Ceale,d) — 8

—~
=
=

log

INS

(@
< log

1
Zﬁx

keCap,,

where (a) follows from the definition of 737§(k) and 73"5°(k), (b) follows because |{k : k € Cap,}| = N and

ca(z,d) + E[f] x (e(e,d) — es(e, d))

k:k¢C =(1-0)N foll b 1
I{ ¢ Cap,}| = ( )N, (c) follows because log 2. d) T 0% (1. d) —oae, )

<0, (d) follows

because 8 < 1, (e) follows because E[f] > 0, and (f) follows because ¢1(g,d)/ca(e,d) < exp ().

C.2.2 The expected KL divergence between the distribution of indices in MRC and MMRC can be

controlled arbitrarily when N is in the right order

Lemma C.2. Let q(z|x) be an e-LDP cap-based mechanism. Let p(z) be the uniform distribution over Z and
let {z,}2_, be N candidates drawn from p(z). Let 6 denote the fraction of candidates inside the Cap,, associated
with q(z|x). Let #™° be the distribution over the indices k € [N] under MRC obtained from Algorithm 1 and m™"¢

be the distribution over the indices k € [N] under MMRC obtained from Algorithm 2. Then,
Eq [DKL ( Hﬂ'”’m( ))] <pxlogex (1+¢)
where p € (0,1) is a free variable that is related to N as follows:

2 —1)% 2
N2 -1 2
P P
Proof. Let 6 denote the fraction of candidates inside the cap, i.e.,

1N
Z]l (z, € Capy).
N=

Therefore, we have

E[f] = P ~tnif(2) (zx € Cap,) = P tnit(2) (2 € Cap,,).
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Now, using the Hoeffding’s inequality, we have P {|9 —E[f]| >4/ ln(2/p) } < p. Letting p = %, we have

]E [DKL( Hﬂ,mmrc . ZP X DKL ||ﬂ_mmrc(_))

= Y PO)D (7F50) |7 () + > P(O) D (75() |79 ()) (23)

0:10—E[9)|<p 0:10—E[0]|>5

Now, we will upper bound Dy (ﬂ";rg( ) ‘ T (- )) whenever 6 is such that |0 — E[f]| < p. As in the proof of
Lemma C.1, we have three different cases depending on whether 6§ = E[0], § < E[f] or 6§ > E[d].

1. For 0 = E[§], using (19), we have Dy, (wgfg(.) ‘

mimze()) = 0.

2. For 0 < E[f], using (20), we have

mrc . || pamzc ca2(e,d) + E[0] x (c1(e,d) — ea(e,d))
Dra (o5 () 5" () < 108 = e e ) —eate. )
(@) 1 co(e,d) + E[0] X (c1(e,d) — ca(e, d))
ca(e,d) + (E[f] — t) x (c1(e,d) — ea(e, d))

B t x (c1(g,d) — ca(e,d))
= log <1 + Cg(&,d) n (E[@] _ t) % (C1(€,d) — C2(€,d))>
(2) loge x t x (c1(e,d) — ca(e, d))

ca(e,d) + (E[f] — t) x (c1(e,d) — ca(e,d))

(g loge x t x ( (e d)(; 22)(6 d)) <) loge x p x (Cl(’svij(;;z*)(gvd)) (24)

where (a) follows by letting § = E[f] — t with ¢t > 0, (b) follows by using log(1 + z) < zloge for z =

— fx](ctl)(xe((i)l (:31()8 d))(8 77 > 0 (c) follows because E[f] —t =0 >0, and (d) follows because t = E[f] — 0 < p.

3. For 6§ > E[f], using (21), we have

D (w5 () [|m275°() <

(@)

Ocy (e, d) o ( Ocy (e, d) )
ca(g,d) + 0(ci(e,d) — ca(e,d)) & E[f]c1(e,d) + (0 — E[0]) x ca(e, d)
log < 961 (67 d) >
E[f]ci(e,d) + (0 — E[f]) X ca(e, d)
) (E[0] + t)ci(g,d)
l%(qu@Ame@dJ

—~
o

o t (Cl (E, d) (&) (E d))
‘J%C+qu@@+m(@>

(2 loge x t(ci(e,d) — ca(e,d))

~—  E[flci(e,d) + tea(e, d)

(i) loge x t(ci(e,d) — ca(g,d)) (2 loge x p(c1(e,d) — ca(e,d))
- E[0]c1 (e, d) - E[0]cq (e, d)

(25)

where (a) follows because § < 1, (b) follows by letting 8 = E[0] + ¢ with ¢ > 0, (¢) follows by using
log(1 +z) < zloge for x = m > 0, (d) follows because t > 0, and (e) follows because

t=0—E[] < p.

Therefore, for 0 such that |§ — E[]| < p, we have the following from (24) and (25):

loge x p(ci(e,d) — ca(e,d)) ( (@) loge x p(ci(g,d) — ca(e, d))

DKL ( Hﬂ-mmrc( )) S min {02(5,d)7E[0}Cl(67d)} min {CQ(Ea d),61(6, d)]P)zNUHif(Z) (z € Capm)}



Optimal Compression of Locally Differentially Private Mechanisms

(i) 2loge x p(ci(e,d) — ca(e,d))
- co(e,d)

(¢
< 2loge x p(exp(e) — 1) (26)

where (a) follows from (22), (b) follows because P unit(z) (2 € Cap,,) > c2(e,d)/2¢c1(g, d) from the definition of
cap-based mechanisms, and (c¢) follows because c¢;(g,d)/ca(g,d) < exp ().

Using (26) and Lemma C.1 in (23), we have

Eo [Dxe (725() [|725°())] < Y. P(6) x 2loge x p(exp(e) = 1)+ > P(0) xeloge
6:10—E[6]|<p 0:10—E[6]|>p
(a)
< 2loge x p(exp(e) — 1) + peloge

(b) In(2/p)
< 21
< 2loge x SN

(exp(e) — 1) + peloge
(¢
< loge x p(1+¢)

~ ~ . PPN In(2
where (a) follows because P (|0 — E[0]| < p) < 1land P (|0 — E[d]| > p) < p, (b) follows by plugging in p = (21\/,p),
and (c¢) follows by plugging in N. O

C.3 Utility of MMRC

In this section, we first prove Theorem 3.5 i.e., we show that, with number of candidates exponential in &, samples
drawn from ¢™*¢ will be similar to the samples drawn from ¢™*¢ in terms of {5 error.

Then, in Theorem C.1, we show that MMRC can simulate any e-LDP cap-based mechanism in a nearly lossless

fashion with about € bits of communication.

C.3.1 Utility of MMRC with respect to ¢"*°

Theorem 3.5 (Utility of MMRC). Consider any input alphabet X, output alphabet Z, data x € X, and e-LDP
cap-based mechanism q(-|x). Let the reference distribution p(-) be the uniform distribution on Z. Let N denote
the number of candidates. Then, g™ ¢ is such that

2 2
Eqmmrc[”Z — sz} S Eqmrc[ ‘Z — :I:||2]
1+e¢
/2 e (9

where p € (0,1) is such that N = Q(GXPE)# In %.

Proof. We will first upper bound the difference between E e [ ||z — :cHg} and Ege [ ||z — :B||§] in terms of the
total variation distance between ¢™¢ and ¢™¢. Due to a property of the total variation distance (e.g., Song et al.,
2016), we have

Eguore ||z — 23] — Eque [ "(zl2) — ¢" (z]@) |1V (27)

2 2
|z - ]3] < max|z —2]; x |lg

mrc

Next, we will upper bound the total variation distance between ¢™*¢ and ¢™*¢ using Pinsker’s inequality as follows:

R e e L (28)

2loge
Next, we will upper bound the KL divergence between ¢ ¢(z|x) and ¢"™*¢(z|x). To that end, for every x € X,
let p™©(z1,-- ,2znN, K, zx|x) denote the joint distribution of the candidates z1,--- ,zy drawn from p(z), the
transmitted index K under MRC, and the sample zx corresponding to K. We have

mrc(

Pz, 2N, K zr|®) = p(z1, - 2n|®) X pP (K21, -+, 2N, &) X pPV°(2K]|21, 2N, K, @)
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@ p(z1,  ,2n) X PU(K |21, ,zN, @) X PP (2zKk|z1, -, 2N, K, @)

® (21, ,2N) X T (k) X P (2K |21, -+, 2N, K, @)

D plan, -z x 7 (R) (29)
where (a) follows because z1,- -+, zy are independent of @, (b) follows because p™°(K|z1,- -+, zn, @) = 75 6(k),
and (c) follows because p™©(zx|z1, - , zn, K, x) = 1 (note that zx can be viewed as a function of (z1, ..., zy, K)).
Similarly, for every x € X, let p™*¢(21, - , zn, K, 2k |x) denote the joint distribution of the candidates z1,- - , znx

drawn from p(z), the transmitted index K under MMRC, and the sample zx corresponding to K. We have

Pz, 2N, K zr|®) = p(21, - 2N |®) X pPC (K21, -, 2N, @) X PP (2|21, 2N, K @)
@ p(z1, ,z2n) X P (K|z1, -+ , 2N, &) X P (2k|21, -, 2N, K, @)
® (21, 2N) X Mg (k) x P (2K |21, -+, 2N, K, @)
D plz, o 2n) X T (R) (30)
where (a) follows because 21, -+, zy are independent of z, (b) follows because p™*¢(K|z1, -+, z2n, ) = 755 (k),
and (c¢) follows because p™°(zk |21, -, 2n, K,x) = 1.

We are now in a position to upper bound the KL divergence between ¢"°(zx|x) and ¢"°(zx|x):

(a)
DKL (qmrc(z|m) ||qmer(z|m)) < DKL (per(zl, T3 2N, K7 ZK|:B) ||pml’ﬂrc(z1’ T, 2N, Ka ZK|$L'))

© Dt (p(z1, -+ zn) x 75 (k) |[p(z1,- -+ 2w) X 75 (k)

DB, oy [P (755 (R) || (k)]

(e)
D Ey [Duw (7275() | 725°())] < px loge x (1 +¢) (31)

where (a) follows because by the chain rule for KL-divergence, (b) follows from (29) and (30), (¢) follows by the

definition of KL-divergence, (d) follows because 7™*¢ and 7™ depend on z1,- -, zx only via 6 for cap-based
2

mechanisms, and (e) follows from Lemma C.2 because N = % In %. Combining (27), (28),and (31), we

have

p(l+¢)

Egore [ ||z = all3 ] < Egue [ |12 - 23] + /5=

X max ||z — :c||§ .
T,z

O

Remark C.1. For bounded -LDP mechanisms such as PrivUnits and Subset Selection, the term
maxy ;- ||z — ng in (9) is of the same order as Ey[||z — x||?]. Therefore, by picking a large N in Theorem
3.5 (i.e. log N > Ce for a sufficiently large C), p can be made arbitrarily small and the estimation error of MMRC
can be arbitrarily close to the estimation error of MRC.

C.3.2 Utility of MMRC with respect to ¢

Theorem C.1. Consider any input alphabet X, output alphabet Z, data x € X, and e-LDP cap-based mechanism
q(-|x). Let the reference distribution p(-) be the uniform distribution on Z. Let N denote the number of candidates.
Then, ¢™ ¢ is such that

2¢

p(1+¢) 2 2N |4
cmaxz — a + 120 JB = 2l

By (|12~ 2[3] < Eq[ll2 - 23] + /5

holds with probability at least 1 — 2ac where

a = \/2—c5 + 9—c?/loge+1
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and ¢ and p € (0,1) are free variables such that

2
N = max { 9(ogetdc)e M In 2
’ p? p

Proof. The proof follows from Theorem 3.1 and Theorem 3.5. 0

D PRELIMINARY ON PrivUnity

First, we briefly recap the PrivUnits mechanism (¢P*) proposed in Bhowmick et al. (2018). PrivUnits is a private
sampling scheme when the input alphabet X is the d—dimensional unit ¢, sphere S%~1. More formally, given a
vector € SY71, PrivUnit, (see Algorithm 3) draws a vector z from a spherical cap {z € S¥~1 | (z,z) > v} with
probability pg > 1/2 or from its complement {z € S~1 | (2, z) < v} with probability 1 — py, where v € [0, 1] and
po are constants that trade accuracy and privacy. In other words, the conditional density ¢P*(z|x) is:

X 2 if (x,z) >
Po — 1 ) 2
o B AL, d) 2 (%52, 3)
¢ (zx) = ) (32)
(1 —po) X - otherwise
2A(17 d) - A(]-v d)Il—’yz( igla %)

where A(1,d) denotes the area of S?~! and I,(a,b) denotes the regularized incomplete beta function.

Algorithm 3: Privatized Unit Vector: PrivUnit,

Require: = € S~ v €[0,1], po > 1/2.
Draw random vector z according to the distribution

| uniform on {z € S~ | (z,@) >y} with probability po
| uniform on {z € S%' | (z,x) <y} otherwise.

Seta:%,TZH_TW»aHd
o (=92 Po B ) (33)
7 202(d — 1) [B(a,a) - B(r;a,)  B(ria,)

=z
Mpy

return zP" =

Given its inputs x,~, and po, Algorithm 3 returns an estimator &P* := z/my, which is differentially private and
unbiased where my, is a scaling factor. The choice of v described in Theorem D.1 ensures differential privacy and
the choice of the scaling factor m described in (33) ensures unbiasedness where

B(z;a, p) = /Ow t*~1(1 —t)#~dt where B(a,B):= B(1;a,8) = ?((Z)i(g))

denotes the incomplete beta function.

D.1 PrivUnit, is a differentially private mechanism

The following theorem borrowed from Bhowmick et al. (2018) describes the choice of v and provides the precise
associated differential privacy guarantee of the PrivUnit, mechanism.

Theorem D.1 (Bhowmick et al. (2018)). Let v € [0,1] and py = Then algorithm PrivUnits(-,7,po) is

_ef0
T+eso -
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e = (£ + eo)-differentially private whenever v > 0 is such that

1+v-4/2(d-1)/7 _ ef—1 T
i.e.

(1—7- 2(d—1)/7r) TS ey -y

g > log ,
+
or (34)

-1
€ >1/2log(d) + log6 — d

2
log(1 —~%) 4+ logy and > \/;

Here, e can be viewed as the total privacy budget. Typically, u fraction of this budget is allocated for the spherical
cap threshold v and 1 — u fraction is allocated to the probability parameter py with which a particular spherical
cap is chosen i.e., € = pue and €9 = (1 — p)e for some p € [0,1]. While the parameter p can be optimized over as
described in Feldman and Talwar (2021), we will view it as a constant for convenience. Our results on MRC and
MMRC simulating PrivUnits can be easily extended to the setup where p needs to be optimized over.

D.2 PrivUnit, is unbiased and order-optimal

The following lemma borrowed from Bhowmick et al. (2018) shows that the output of the PrivUnits mechanism
(a) is unbiased, (b) has a bounded norm, and (c) has order-optimal utility.

Proposition D.1 (Bhowmick et al. (2018)). Let P* = PrivUnits(x,v,po) for some & € ST, v € [0,1], and
po € [1/2,1]. Then, E[xP*] = x. Further, assume that 0 < ¢ < d. Then, there exists a numerical constant ¢ < oo
such that if v saturates either of the two inequalities (34), then v = min{e/Vd, \/c/d}, and

&P, < c- @\/L
2= e (e —1)2
Additionally, E[||#* — z[3] < ¢V =2

17"

D.3 PrivUnit, is a cap-based mechanism

The randomness in the estimator &P* obtained from the PrivUnits(,, po) mechanism comes from z. Therefore,
we obtain a convenient expression for the conditional distribution of z conditioned on « i.e., ¢?*(z|x). Define
Cap,, = {z|{x, z) > v}. Recall from (34) that 7 is a function of € and d. Further, as described in Section D.1,
when the budget split parameter p is known, py can viewed as a function of €. Then, the conditional distribution
¢**(z]x) in (32) can be written as follows:

c1(e,d) if z € Cap,
> (z|w) = (35)
co(e,d) if z ¢ Cap,

2 2
and cz(e,d) = (1—pg) x

AL d)I_2(%52, 1) 24(1,d) — A(L,d) L, 2 (%52, 1)

where ¢1(e,d) = po X are functions

of € and d.

I da—-1 1
Further, P, Lunir(z) (2 € Z¢) = 1’"2% Therefore,

Cl(é‘,d) Po X (2—[1,72((151,%)) (a) Po
———= X P, uni zZ € Zy) = >
02(57 ) z~Unif(Z) ( w) 2(1 _po) 2(1 —po)

) <1 and (b) follows because pg > 1/2.

—~
<o
=

Y

1
2

QU

d—1 1
2 032

where (a) follows because I;_2(

E SIMULATING PrivUnity, USING MINIMAL RANDOM CODING

In this section, we simulate PrivUnits using MRC analogous to how we simulate PrivUnits using MMRC in Section
4. First, in Appendix E.1, we provide an unbiased estimator for MRC simulating PrivUnits. Next, in Appendix
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E.2 we provide the utility guarantee associated with MRC simulating PrivUnits. To do that, first, in Appendix
E.2.1, we show that when the number of candidates N is exponential in ¢, the scaling factor my,. is close to the
scaling parameter associated with PrivUnity (i.e., mpu). Next, in Appendix E.2.2, we provide the relationship
between the mean squared error associated with MRC simulating PrivUnits and the mean squared error associated
with PrivUnits. In Appendix E.2.3, we combine everything and show that, for mean estimation, MRC can
simulate PrivUnits in a near-lossless manner while only using on the order of e-bits of communication. Finally,
in Appendix E.3, we provide some empirical comparisons.

E.1 Unbiased Minimal Random Coding simulating PrivUnit,

Consider the PrivUnits e-LDP mechanism ¢ described in Section 2 with parameters py and . PrivUnits
is a cap-based mechanism with Cap, = {z € S?~! | (2,2) > 7} as discussed in Appendix D. Let 7 be the
distribution and z1, 22, ..., 2y be the candidates obtained from Algorithm 1 when the reference distribution
is Unif(S?71). Let K ~ 7™°(-). Define py. = P(zx € Cap,) to be the probability with which the sampled
candidate zx belongs to the spherical cap associated with PrivUnits. Define my,. as the scaling factor in (2)
when pg in (2) is replaced by pprc. Define ™€ := z /my,. as the estimator of the MRC mechanism simulating
PrivUnits. The following Lemma shows that £™° is an unbiased estimator.

Lemma E.1. Let ™ be the estimator of the MRC mechanism simulating PrivUnits as defined above. Then,
Egme[2™°] = .

Proof. For k € [N], let Ay, == 1(z;, € Cap,). Then, ppyc = P(Ax = 1). Using the definition of "¢, we have
1

E g [#7°] =
mer

Eqmrc [ZK].

Let us evaluate Eguc[2]. We have

(—) Ex 2, 2n [ZK]

( mrc
= zla HEN E :ﬂ—mzl, HZN )sz?

N

(0

= IEA17"'7AN Z1,,ZN E Wl;rzl, LEZN )X zi|A1, - AN
k=1

E mrc [ZK]

N -
d
DS Eay iy |Eor o [w;f;h___,zN(k) X zk’Ah o ,ANH

k=1 -

© — i

DN Bt | 755 (BB [ 2|1, ,ANH
k=1 -

) = [

= Z]EAL“',AN anlr,zcé\l,...,AN (k)]EZl,'“ JZN [zk‘Ak]]
k=1 o

N -
DS Bt [ (0B, 2[4
O S B Bt [, 0 (9B (2] 40] 4]
N
@ ZP(Ak =1) [EAI,...,AN [w;f;,thN (k)Ez, [2] Ax] ‘Ak = 1H
N
+ ZP(Ak - 0) |:EA1,‘.. VAN [W;r’i‘l"_,AN (k)Ezk [Zk|Ak] ’Ak = O:|:|

N
=3 P4 = 1) [EAl,...,AN [w‘;rﬂihﬂ_“,Ak:L__HAN(k)EZ,C 2] Ar, = 1]]]



Abhin Shah, Wei-Ning Chen, Johannes Balle, Peter Kairouz, Lucas Theis

N
# 3B = OBt [T,y (s, [0 = 0]
N
= ]Ez [Z|A == ] ZP(Ak = 1) |:]EA1,--- AN |:7T:ff41,~~- JAp=1,-- /AN (k)i|:|
e

N
+E.[2[4=0] 3 P4, = 0) {EAI,.. . [ﬁ;;f;h,,“ Ao ’A”(k)H

=" MprcT (36)
where (a) follows because the randomness in ¢™° comes from the randomness in K, z1,---,zn, (b) follows
by calculating the expectation over K and showing the dependence of 7#™€ on zi,---,zxn explicitly, (¢)
follows by the tower property of expectation, (d) follows by linearity of expectation, (e) follows because
Taoor,zn (K) = Tad, . ay(k) since 7™¢ depends on z1,...,zy via Aj,---, Ay, (f) follows because zj is
independent of Ay, , Ap_1, Agy1, -+, An given Ay, (g) follows by marginalizing z1, -+ , Zk—1, Zk+1, " » ZN,

(h) follows by the tower property of expectation, (i) follows by evaluating the expectation over Ay, (j) follows
because E, [z’A = 1] =E,, [zk‘Ak = 1] and E, [z‘A = O] =E,, [zk’Ak = 0} are constants for every k € [N],
(k) follows by marginalizing Ay, -+, An, (1) follows from the definitions of P(Ax = 1) and P(Ax = 0), and (m)
follows from rotational symmetry (see the proof of Lemma 4.1 in Bhowmick et al. (2018) for details). Therefore,
we can write

1 a
Eplzx] € @

I gove [#77°] =
mmrc

where (a) follows from (36). O

E.2 Utility of Minimal Random Coding simulating PrivUnits
E.2.1 The scaling factors of PrivUnits and MRC are close when N is of the right order
In the following Lemma, we show that when the number of candidates N is exponential in ¢, then the scaling

parameters associated with PrivUnits and the MRC scheme simulating PrivUnit, are close.

Lemma E.2. Let N denote the number of candidates used in the MRC scheme. Let K ~ w™° where "¢ is
the distribution over the indices [N] associated the MRC scheme simulating PrivUnits(x,~y,po). Consider any
A > 0. Then, the scaling factor my, associated with PrivUnits and the scaling factor mp. associated with the
MRC scheme simulating PrivUnits are such that

Mpy — Mpre § A Mmrc

as long as

N > 2¢% <A(2]§;:\/)2)>2m (M) '

Proof. Following the proofs of Lemma 4.1 and Proposition 4 in Bhowmick et al. (2018), we can write mp, =
V+po +7-(1 = po) and Mure = 74 Parc + Y- (1 — Purc) Where

A (177"

2d—2(d - 1) (B(a,a) — B(T, 04,0())7 and

T+
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Therefore, we have

1 _ 1 _ mpu — Mprc _ L ((’)/+ — ’Y_) . (pO pmrc)> _ L Po — Pmrc (37)
Mprc Mpu Mpu * Mprc Mpu ((/Y+ - 7- )pmrc + ’77) Mpu Pure + ’777
T+~ 7=
From Bhowmick et al. (2018), we have y_ < 0 < 44 and |y4| > |y—|- These inequalities imply ’Y+’Y:’Y— > —%.

Plugging this in (37), we have

1 1 1 — Pmrc 1 1
I (M)Z o (38)

Mprc Mpu Mpu \ Pmrc — 1/2 Mpu Pbo — 1/2 -1
Po — Purc
We will now upper bound %. We start by obtaining convenient expressions for py.. and py. To compute
Po —

Pore = P(zx € Cap,,), recall that 0 denotes the fraction of candidates that belong inside the Cap,. Let ¢1 (e, d)
and cy(e, d) be as defined in (35). Let ¢1(e,d) = ¢1(e,d) x A(1,d) and ¢2(e,d) = ca(e,d) x A(1,d). Tt is easy to
see from Algorithm 3 and (35) that P(z, € Cap,) = ¢1(e,d)/po. Further, since zj, are generated uniformly at

random,
1. ci(e, d))
0 ~ —Binom | N, ———= | ,
N ( Po
so we have

Pure = P{zx € Cap,} =E[P{zx € Cap,|0}]
@ { ¢ (e,d)b }
51(8,(1)9 + 52(6, d)(l — 9)
_ El(E,d) [ (El(é‘,d) —Eg(&‘,d))e
c1(e,d) — éa(e,d) | (Ci(e,d) — Ca(e,d))8 + (e, d)

) cile, d)ea(e, d) ci(e,d) —ea(e,d) 1
= Ged — o d)rs eale.d) . eGEd (39)
61(6, d) — 62(6, d)

where (a) follows from (7) because ¢P* is a cap-based mechanism and (b) follows by simple manipulations.

To compute pg, observe that we have the following relationship between ¢ (g, d), ¢a2(e, d), and pg from (35):

Do 1 —po
=1
e d) | eafed)
Using this and with some simple manipulations, we have
Do = 61(€7d)62(€,d) El(E,d) _EQ(E,d) . 1 (40)
* 7 (@l d) — ale, d))? &(e, d) P O
C1 (5, d) - 52(5a d)
From (39) and (40), we have
61(87 d)EQ(E, d) 1 1
— Pmrc = 7Z - E -
SN CIEVI R ENT N el P GY) B+ —_CED
L 61(5a d) - 52(5a d) 1 (Ea d) - 62(5a d)
(e, d)ea(e, d) E E[6] — 6
~ (G1(e,d) — Ea(e,d))? Ca(e,d) Ca(e,d)
E
" ic)-aca) " i) —ata
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Now, using the Hoeffding’s inequality, we have P {|9 —E[]| > ln(;]\/,ﬁ )} < B. Conditioned on the event

{9 —E[0]] </ 111(221\/[5)} and using the fact that |pg — pure| < 1, we have

In(2/8
c1(e, d)ea(e, d) \/ s 3

pO_pmrcS(El(€7d)_62(€7d))2 ( Do 1n(2/5)+ Ca(e, d) )( Po n Ca(e,d) )

aile,d) V2N T E(e,d)—cale,d) | \Gile,d) ' e(e,d)—cx(e, d)
(41)
where we have also plugged in E[f] = Po__ Now, we can lower bound Po__ | ca(e,d) as
¢1(e,d) ¢i(e,d) (e, d) — &g, d)

follows:

Po Ca(e,d) @ ca(e, d) @ 1
ci(e,d) (e, d) — (e, d) ) — ci(e,d) —ca(e,d) ~ exp(e) — 1
where (a) follows by lower bounding pg/¢1(e,d) by 0 and (b) follows because we have ¢ (e,d)/ca(e, d) < exp(e).
Further, if we pick N > 21n (2/) (exp(e) — 1)?, then

In(2/8) 1 1 1L( po e (e, d)
oN =3 % exp(e) — 1 =3 <c1(e,d) + ci(e,d) — 02(€>d)> ' (42)

Using (42) in (41), we have

In(2/8)
2 2N

C1 (E d)EQ (8 d)

pO_pmrc >~ — — +B
(¢1(g,d) — (e, d)) éa(e,d) D co(e,d)
( ©d o, d)) <cl(go,d) T aGd) —ale d)>
B 2¢1(g,d)ca(e d\/ln@/ﬁ)
B 02 e,d) 2 +5
(w (- 25 5) +oe)
© (201((55 In ( 2/5 > ( o(e) m%f;)) s © /\(p(l)—i—_)l\/Z). (43)

where (a) follows because pg ( Zf(z g) > 0, (b) follows because we have ¢ (g,d)/é(e,d) < exp(e) and (c)

follows if we pick

AMpo—1/2) 2exp(2e)In (2/8) _, 201+ \) 2n 414 N)
=y ™ Y E ey 9 (500 17m7) (5 1m)
1+ X P

Further, it is easy to verify that (42) holds since the choice of N in (44) is such that N > 11n(2/8) (exp(e) — 1%
Po — Purc .
po—1/2

Po — Purc A
< . 45
po—1/2 =1+ (45)

Now, rearranging (43) gives us an upper bound on

Using (45) in (38), we have
1 1 A

Mmnrc Mpu Mpu

Rearranging (46) completes the proof. O
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E.2.2 Relationship between mean squared errors associated with PrivUnit, and MRC simulating
PrivUnits

In the following Proposition, we show that if the scaling factor my,. is close to the scaling parameter mgy,, then
the mean squared error associated with MRC simulating PrivUnits (i.e., Eque [ |2 — :cHg ]) is close to the mean
squared error associated with PrivUnity (i.e., Ege [ || 2P — :cHz D.

Proposition E.1. Let ¢?*(z|x) be the e-LDP PrivUnits mechanism with parameters pg and y and estimator &P*.
Let ¢"(z|x) denote the MRC privatization mechanism simulating PrivUnits with N candidates and estimator

™. Let mypy denote the scaling factor associated with PrivUnity and mu.. denote the scaling factor associated
with the MRC scheme simulating PrivUnits. Consider any A > 0. If mpy — Mpre < A Mgy, then

Egre[ 2™ — 2[3] < (14 A\ Egn[[|27* — 2[?] +2(1 + \)(2 + A)\/]Eqpu [l&7 — 2]|2] + (2 + A)%.

Proof. We will start by upper bounding 1/my, in terms of Eg [[|&P* — @[|?]. First, observe that

1

o 9 o ®
&7 — | > [|&] - [l=| > -1 (47)
pu
where (a) follows from the triangle inequality and (b) follows because ||ZP%|| = 1/mypy, and ||| < 1. Next, we have
1 1 (a)
= 141 < Ep[lém—a)?] +1 (48)

Mpu  Mpu
where (a) follows from (47). We will now upper bound Eg< |2 — x||?]. We have
&% 11%] + ll2ll; — 2(Eqme [£7], @)

E e [|| 2™ — @||?] = Egore

(@) ~mrc 2 - 2 2
<E mr°[||f'3 1] + ||f'3||2 + 2\/]Eqm[ |mre|[7] - [la]|

(b)
mer mer

C>(1+/\> 1+/\)

<
Mpy

—

pu

< 4N B 187 = 2] 4+ 201+ )@+ Ay Egn 57 — 2] + 2+ A)?

—
=

where (a) follows from Cauchy—Schwarz inequality, (b) follows because ||| = 1/muc and ||z| < 1, (c)
follows from Lemma E.2 (which shows mp, — Mpre < A - Minyc), and (d) follows using (48) and some simple
manipulations. U

In the following Lemma, we show that with on the order of e-bits of communication, the mean squared error
associated with MRC simulating PrivUnits (i.e., Ege [ [|&™° — :c||§ ]) is close to the mean squared error associated

with PrivUnity (i.e., Egw [ || &P — a:||2])
Lemma E.3. Let ¢**(z|x) be the e-LDP PrivUnits mechanism with parameters py and v and estimator TP*.

Let ¢"¢(z|x) denote the MRC privatization mechanism simulating PrivUnits with N candidates and estimator
x™e. Consider any A > 0. Then,

Egere[[|&™¢ — 3] < (14 X)?Egn[||27* — 2||?] +2(1 + \)(2 + A)\/Eq,m[ngspu —z|?] + (24 A)?

as long as

N > 2¢% <A(2]§;:\/)2)>2 n <Aé§jj1)\/)2)> '

Proof. The proof follows from Proposition E.1 and Lemma E.2. O
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E.2.3 Simulating PrivUnits using Minimal Random Coding
The following Theorem shows that, for mean estimation, MRC can simulate PrivUnits, in a near-lossless manner
(when n is large and A is small) while only using on the order of € bits of communication.

Theorem E.1. Let rye (%%, ¢%*) and rye (™€, ¢™°) be the empirical mean estimation error for PrivUnits
with parameter pg and MRC simulating PrivUnits with N candidates respectively. Consider any X\ > 0. Then,

rme (fPY, qPY) n (24N
n n

Nz (2N ), (N

Proof. The proof follows directly from Lemma E.3 since for all i € [n], "¢ are independent of each other as well

as unbiased. O

rme (A7, ¢™) < (14 A)” rae (A7, ¢™) +2(1+ 2)(2 + )

as long as

E.3 Empirical Comparisons

In this section, we compare MRC simulating PrivUnit, (using its approximate DP guarantee) against PrivUnits
and SQKR for mean estimation with d = 500 and n = 5000. We use the same data generation scheme described
in Section 4.3 and set 6 = 1076, As before, SQKR uses #-bits = ¢ because it leads to a poor performance
if #-bits > . We show the privacy-accuracy tradeoffs for these three methods in Figure 3. We see that MRC
simulating PrivUnity can attain the accuracy of the uncompressed PrivUnits for the range of €’s typically
considered by LDP mechanisms while only using (3¢/1In2) + 6 bits. In comparison with the results from Section
4.3, the results in this section come with an approximate guarantee (6§ = 107%) and with a higher number of bits
of communication. In other words, along with the obvious gains of pure privacy instead of approximate privacy,
MMRC results in a lower communication cost (and therefore a lower computation cost) compared to MRC.

\ -4- SQKR
1.51 '\ MRC
121\
§ : \ -4-" PrivUnit,
5 0.9 \
o~ \
=0.67 N \
\\ \\
0.3 N\ \\\~~

Figure 3: Comparing PrivUnits, MRC simulating PrivUnits and SQKR for mean estimation in terms of ¢4 error
vs € with d = 500, n = 5000, and #bits = (3/1n2) + 6.

F MODIFIED MINIMAL RANDOM CODING SIMULATING PrivUnits

In this section, we prove Lemma 4.1 (in Appendix F.1) and Theorem 4.1 (in Appendix F.2.3). To prove Theorem
4.1, first, in Appendix F.2.1, we show that when the number of candidates N is exponential in ¢, the scaling
factor Mmugec is close to the scaling parameter associated with PrivUnitsy (i.e., mpu). Next, in Appendix F.2.2, we
provide the relationship between the mean squared error associated with MMRC simulating PrivUnits and the
mean squared error associated with PrivUnits. Finally, in Appendix F.3, we provide some empirical comparisons
in addition to the ones in Section 4.3 between MMRC simulating PrivUnits and PrivUnits.
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F.1 Unbiased Modified Minimal Random Coding simulating PrivUnits

Consider the PrivUnits e-LDP mechanism ¢ described in Section 2 with parameters py and . PrivUnits
is a cap-based mechanism with Cap, = {z € S¥~! | (2,2) > 7} as discussed in Appendix D. Let 7™ be the
distribution and z1, 2o, ..., 2y be the candidates obtained from Algorithm 2 when the reference distribution is
Unif(S41). Let K ~ 7™¢(-). Define pumrc = P(zx € Cap,) to be the probability with which the sampled
candidate zx belongs to the spherical cap associated with PrivUnity. Define myyy. as the scaling factor in (2)
when pg in (2) is replaced by pumrc. Define &™*° := zx /Mynec as the estimator of the MMRC mechanism simulating
PrivUnits.

Lemma 4.1. Let ™" ¢ be the estimator of the MMRC mechanism simulating PrivUnits as defined above. Then,

E goore [£777] = .

Proof. The proof is similar to the proof of Lemma E.1. O

F.2 Utility of Modified Minimal Random Coding simulating PrivUnit,
F.2.1 The scaling factors of PrivUnit, and MMRC are close when N is of the right order

In the following Lemma, we show that when the number of candidates N is exponential in ¢, then the scaling
parameters associated with PrivUnits and the MMRC scheme simulating PrivUnits are close.

Lemma F.1. Let N denote the number of candidates used in the MMRC scheme. Let K ~ w™"¢ where m™"¢ is
the distribution over the indices [N] associated the MMRC scheme simulating PrivUnits(x,~y,pg). Consider any
A > 0. Then, the scaling factor my, associated with PrivUnity and the scaling factor M. associated with the
MMRC scheme simulating PrivUnits are such that

Mpy — Mpmrc < A M mmrc

Proof. The proof follows a structure similar to the proof of Lemma E.2. As in the proof of Lemma E.2, we have

as long as

1 1 1 1
— S N
Mmmrc Mpu Mpu Po — 1/2 1
Po — Pumrc

We will now upper bound Po — Punre

po—1/2
To compute purc = P{zx € Cap,}, recall that 6 denotes the fraction of candidates that belong inside the Cap,,.
Let ¢1(g,d) and ca(e, d) be as defined in (35). Let ¢ (e,d) = ¢1(e,d) x A(1,d) and ¢ (e, d) = ca(e, d) x A(1,d).
It is easy to see from Algorithm 3 and (35) that P(z; € Cap,) = ¢1(g,d)/po. Further, since zj are generated

uniformly at random,
1. ci(e, d))
0 ~ —Binom [ N, ,
N ( Po

. We start by obtaining expressions for py.. and pg.

so we have

Pumre = P{zx € Cap,} = E[P{zx € Cap,|0}]
(@ E{ 0cy(e,d)
Ca(e,d) + E0] (¢1(e,d) — a(e,d))
E[f)¢i(e,d) + (0 — E[6])ca(e, d)
Ga(e,d) + E[0] (€1(g,d) — Ca(g,d))

x 1(0 < E[6)])

x1(0>E[9) (49)

where (a) follows from Algorithm 2.
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Similarly, with some simple manipulations on the definition of py, we have
E 0] e e, d)
Ca(e,d) + E[0] (€1(g,d) — Ca(e,d))

Po =

From (49) and (50), we have
Eci(e,d)(E[f] — ) x 1 (8 <E[0]) + ca(e,d)(E[F] — 0) x 1L (6 > E[0)])]
2(e,d) + E[0] (¢1(g,d) — E2(e,d))
(2) E (e, d)(E[f] — ) x 1
Ca(e,d) +E[0] (e (
where (a) follows because (E[#] — 0) x 1 (0 >E[f]) < 0. Now, using the Hoeffding’s inequality, we have
}P’{|9 —E[6]| > 111(22]\/[5)} < B. Conditioned on the event {9 —E[f]] <4/ 111(221\/[,8)} and using the fact that

|p0 - pmmrc| <1, we have
< ale d)@ + 8
Po = Pamze = G D T R[] (01, d) — eale, )

@ e(e, d) /IH(Q/B) ® In(2/B) | 5 Alpo—1/2)
< 1(7 ) + B < exp(e) W-Fﬁﬁh_i)\'

Po — Pmnrc =

where (a) follows because E [0] > 0, (b) follows because ¢ (e, d)/éz2(e,d) < e°, and (c) follows if we pick
2
g A1) er(I /) e ( 21+ ) ) - ( 401+ N ) |
2(1+ ) 9 (A(po—m) _ 5) 2 \Apo—1/2) Apo—1/2)
ED)
The rest of the proof is similar to the proof of Lemma E.2. O

F.2.2 Relationship between the mean squared errors associated with PrivUnit, and MMRC
simulating PrivUnits

In the following Proposition, we show that if the scaling factor M. is close to the scaling parameter mp,, then

mmrc

the mean squared error associated with MMRC simulating PrivUnity (i.c., Eqme | — a:||§ ]) is close to the

|
mean squared error associated with PrivUnity (i.e., Egn [ [|&P* — ar:||§ .

Proposition F.1. Let ¢?*(z|x) be the e-LDP PrivUnity mechanism with parameters po and v and estimator &P*.
Let ¢™"<(z|x) denote the MMRC privatization mechanism simulating PrivUnits with N candidates and estimator
z™"¢. Let my, denote the scaling factor associated with PrivUnits and mumw. denote the scaling factor associated
with the MMRC scheme simulating PrivUnits. Consider any A > 0. If mpy — Mpmre < A Mappre, then

|

Proof. The proof is similar to the proof of Proposition E.1. O

| -~ mmrc m”g] < (1 + /\)2 qum[ P _ mH2] + 2(1 + )\)(2 + )\)\/]Eq?u [H.’IA}P“ — a)HQ] + (2 + )\)2

In the following Lemma, we show that with on the order of e-bits of communication, the mean squared error
associated with MMRC simulating PrivUnits (i.e., Egume [ |2 — a:||§ ]) is close to the mean squared error associated
with PrivUnity (ie., Eg | |7 — 23 ]).

Lemma F.2. Let ¢**(z|x) be the e-LDP PrivUnity mechanism with parameters pg and v and estimator &P*.
Let ¢"™"¢(z|x) denote the MMRC privatization mechanism simulating PrivUnity with N candidates and estimator
™" as defined above. Consider any A > 0. Then,

Eq’"’""[ | — 33”;] < +)‘>2 Eq"“[

&7 — 2[?] + 21+ N)(2+ Ay Egr [ &7 — 2]2] + 2+ A

as long as
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Proof. The proof follows from Proposition F.1 and Lemma F.1. O

F.2.3 Simulating PrivUnit, using Modified Minimal Random Coding

Now, we provide a proof of Theorem 4.1.

Theorem 4.1. Let rye (%, ¢**) and rve (™€, ¢™¢) be the empirical mean estimation error for PrivUnitg
with parameter py and MMRC simulating PrivUnits with N candidates respectively. Consider any X\ > 0. Then,

"ME (ﬂmmrc, qmmrc) < (1 + )\)2 ME (ﬂpu’ qpu)

rme (f1PY, gP¥) + (2+2)?

F2(1+ )2+ N) - ~

as long as

e [ 20142 \? 41+ N)
N2<A<p01/2>) 1“<A<p01/2>)' ()

Proof. The proof follows directly from Lemma F.2 since for all ¢ € [n], I™° are independent of each other as
well as unbiased. O

F.3 Additional Empirical Comparisons

In Section 4.3, we empirically demonstrated the privacy-accuracy-communication tradeoffs of MMRC simulating
PrivUnits against PrivUnits and SQKR in terms of /5 error vs #bits and ¢ error vs € (see Figure 1). In this
section, we provide comparisons between these methods in terms of ¢s error vs d (see Figure 4 (left)) and ¢y error
vs n (see Figure 4 (right)) for a fixed & (=6) and a fixed #bits (=11). As before, SQKR uses #bits = ¢ for both
because it leads to a poor performance if #bits > e.

0.16 —1- SQKR /’,» 0.20 k\\ —1- SQKR
a-" \

0.12 MMRC ”/’ 0.15 \\\ MMRC
§ =4=" PrivUnity /,f ‘9- N =1= PrivUnit,
3 (.08 el = 010 S S
< ’,” ’’’’’’’ &' \\\ \\\\\

-~ ==-" SN0 "o
0.047 -~ P 0.05 Te— L Tmme—el
0.00 200 400 600 800 1000 0.00 2 3 4 5 6 7 8 9 10
d n x10%

Figure 4: Comparing PrivUnits, MMRC simulating PrivUnits and SQKR for mean estimation with ¢ = 6 and
#bits = 11. Left: /5 error vs d for n = 5000. Right: {5 error vs n for d = 500.

G PRELIMINARY ON Subset Selection

In this section, we briefly recap the Subset Selection (SS) mechanism proposed in Ye and Barg (2018). Let
x = (71,22,...,2q4) € {0,1}? be the one-hot representation of an input symbol in X = [d] = {1,--- ,d}'!. Let
¢**(z|z) be the Subset Selection mechanism defined in Ye and Barg (2018) where the output alphabet is the
set of all d—bit binary strings with Hamming weight s € [d], i.e.,

d
Z= {z=(zl,22,...,zd) 6{071}‘{:221-:3}. (51)
i=1

"'With a slight abuse of notation, when context is clear, we sometime use @ = i for some 7 € [d] to indicate the one-hot
representation of symbol ¢
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Given « € X, Subset Selection maps it to z € Z with the following conditional probability:

68

TN ey HzEZ
ss o e (s—l)e +( s )
¢**(zle = 1) = 1 (52)
Ty TZEZ\Z
(571)68 + ( s )
where Z; = {z = (zV,-+- | 2(9) € Z: 20 =1} is the set of elements in Z with 1 in the i*" location.

Ye and Barg (2018) show that the marginal distribution of z is a linear function of that of @. In particular, if we
define p; .= P{x; = 1} for all ¢ € [d] and let z ~ ¢°%(-|x), then (53) is due to (5) in Ye and Barg (2018),

(e + (e + () =)

¢ =P{zxn=1}= — — 93
et (e () )

_ s(d—=s)(e" = 1) - s((s—1)ef 4+ (d —s))

T@-DE D+ T d-1)(s(e — 1) +d)
= Mgs * Pi + b557 (54)

where
s(d—s)(ef—1) s((s—=1)ef 4+ (d—s))

ss = ) bss = . 55
e T A=) (s(ef — 1) + d) (d—1)(s(e" — 1) +d) (55)
The final estimator of « is denoted by #°° and is defined as % (2 — bgs - 14), where 1, = [1,--- ,1]T € R% In

other words, mgs and bgg are used de-bias the outcome z. The scheme is summarized in Algorithm 4.

Algorithm 4: Subset Selection
Require: x € [d], s € [d].
Draw a s-hot random vector z according to the distribution ¢°%(z|x) in (52).
return &% = 1 . (z — b - 1)

Mss

G.1 Subset Selection is unbiased and order-optimal

The following proposition borrowed from Ye and Barg (2018) shows that the output of the Subset Selection
mechanism (a) is unbiased and (b) has order-optimal utility.

Proposition G.1. Let £°° = Subset Selection(z,s) for some x € X and s € [d]. Then, E[£°°] = . Further,
the {5 estimation error is

B [jo - o] = ((s(d—2)+1)e L 2d-2)  (@d-2(d-s)+1 —ZP2>-

? (d—s)(ef —1)°  (ef—1)° s(es — 1) ’

i

Moreover, if we pick s == [#], then

E [l ~ =] = : ,

min (ea, (e —1)%, d)

which is order-optimal.

G.2 Subset Selection is a cap-based mechanism

65

As discussed in Section 3, ¢*° defined in (3) is a cap-based mechanism with Cap,, = Z,, ¢1(e,d) = W’
s—1 s

1

and 02(57d) = W
s—1 s
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(“21)
(?)

X Psznif(Z) (Z € Zw) =€ X

Further, P, Lunir(z) (2 € Z¢) = = 5. Therefore,

—~
o
=

d
1+ef

c1(e,d)
62(6, d)

—

a

€

a2

d
X

1> <
~—d 1+ ef

Ul ®w
vV
DN =

where (a) follows by plugging in s = [ and (b) follows because € > 0.

e |
H SIMULATING Subset Selection USING MINIMAL RANDOM CODING

In this section, we simulate Subset Selection using MRC analogous to how we simulate Subset Selection using
MMRC in Section 5. First, in Appendix H.1, we provide an unbiased estimator for MRC simulating Subset Selection.
Next, in Appendix H.2 we provide the utility guarantee associated with MRC simulating Subset Selection. To do
that, first, in Appendix H.2.1, we show that when the number of candidates N is exponential in €, the scaling factor
Myrc is close to the scaling parameter associated with Subset Selection (i.e., mgs). Next, in Appendix H.2.2,
we provide the relationship between the mean squared error associated with MRC simulating Subset Selection
and the mean squared error associated with Subset Selection. In Appendix H.2.3, we combine everything and
show that, for frequency estimation, MRC can simulate Subset Selection in a near-lossless manner while only
using on the order of e-bits of communication. Finally, in Appendix H.3, we provide some empirical comparisons.

H.1 Unbiased Minimal Random Coding simulating Subset Selection

Consider the Subset Selection e-LDP mechanism ¢° with parameter s as described in Section 2 and Appendix
G. Let ™€ be the distribution and z1, 23, ..., 25 be the candidates obtained from Algorithm 1 when the reference
distribution is Unif(Z) where Z is as defined in (51). Let 0 denote the fraction of candidates inside Cap, = Z4
where Z, is the set of elements in Z with 1 in the same location as . It is easy to see that 6 ~ %Binom (N7 5)
Let ¢/ = P(z; = 1) where z ~ ¢"™°(:|z) i.e., ¢™° = P{(zk); = 1} where K ~ 7™°(-).

mrc

The following lemma shows that the marginal distribution of ¢;* can be written as a linear function of p; similar

to ¢5° in (54). This allows us to provide an unbiased estimator for MRC simulating Subset Selection.
Lemma H.1. Let K ~ 7™(-) and ¢/ =P{(zk); = 1} fori € [d]. Then,

?

mrc

q; = PiMnprc + bare

where
fec 1 el
e = - Els———~ |,
" Lse+(1—9)] d—1 {5 0+ (1—0)
1 eco
o= —E|ls——" 7 |,
bare = 77 {S eea+(1—e)]

Further, &ure = (2K — bure * 1d)/Mure i an unbiased estimator of x, i.e., E[Z ] = .
Proof. We have
P{(zx)i =1} = > pP{(zi)i = 1o = j} € piP{(zx)i = o = i} + (1= p)P{(zx )i = o = j}. (56)
J
where (a) follows by symmetry. Next, we compute P{(zx); = 1|& =i} and P{(zx); = 1|& = j} separately.

To compute P{(zk); = 1| =i}, recall that 6 denotes the fraction of candidates that belong inside the Cap,,
€

€ 5 02(57(1) =

i.e., have 1 in the same location as . From Appendix G.2, recall that ¢ (e,d) = W
s—1 s

1

W. Further, since zj are generated uniformly at random,
s—1 e + s

N (‘j) N d

d—1
0 ~ lBinom (N, (S_l)> = iBinom (N, f) ,



Abhin Shah, Wei-Ning Chen, Johannes Balle, Peter Kairouz, Lucas Theis

so we have

X 5 (a) 3 Cl(€,d)9
P i=1llz=1}=P C =i} = E[P C =1,0}]=E
{(zK) |:B 7’} {ZK € apm|w 7’} [ {zK € apm|m ? }] |:Cl(€,d)9+ (1 — 9)C2(€7d)
(b) el
= E _—
[669 +(1- 9)} ’ (57)
where (a) follows by the law of total probability and (b) is due to ¢1(g,d)/ca(e,d) = €®.
To compute P{(zx); = 1|& = j}, we decompose it into
P{(zx)i = 1& = j} = P{(zx)i = 1, (2x); = 1@ = j} + P{(2x): = 1, (2x); = Oz = j}, (58)

for any j # i and calculate each of the terms separately.

As before, let 6 denotes the fraction of candidates that belong inside the Cap,, i.e., have 1 in the same location as
x. Further, let 6 denotes the fraction of candidates that belong inside the Cap,, i.e., have 1 in the same location
as x as well as have 1 in the j** location. Since zj are generated uniformly at random,

o D\ 1 s—1
0~ NBlnom (Naa (dfl) = NBlnom (NG, d—1> s

s—1

so we have

P{(zk)i = 1,(zk); = 1|z = j} YR, [Eg [P{(zx)i = 1,(2zx); = 1|z = ,0,0}]]
B ) c (e,d)é
=Eo {Ee [01(5, )0 jr (1= 0)ca(e, d)”
c1(e,d)0 () s—1 e<0
i1 [cl(e,d)éH— - Q)CQ(a,d)] = i1 Lee T- 6)] (59)

where (a) follows by the law of total probability, (b) follows because E[f] = =1 x 6, and (c) is due to
c1(e,d)/ca(e,d) = e-.

Similarly, to compute the term P{(zf); = 1, (zx); = 0|z = j}, let 6 denote the fraction of candidates that belong
inside the Cap,, i.e., have 1 in the same location as « as well as have 0 in the j*" location. Since z;, are generated
uniformly at random,

G ~ 2 Binom ( N(1—0) () _ 1 Binom (N (1 —0), -
Nlnm a1 —Nlnm o1 )
so we have

P{(zx)i = 1, (2x); = Ol = j} 2 By [E5 [P{(2x)s = 1, (2x); = O] = 4,,0}]]
cz(e,d)ﬁ :|:|

=y |:E9 [Cl(E, d)0 + (1 — 0)ca(e, d)
) S E [ 02(57 d)(l — 8) :|
"lee do + (1= 0)eale.d)

(0 s (1-0)
N d—1]EL>60+(1—0)]’ (60)

where (a) follows by the law of total probability, (b) follows because E[f] = -*5 x (1 — 6), and (c) is due to
c1(e,d)/ea(e, d) = €. Using (59) and (60) in (58), we have

P{(zx)i = 1w = j} = P{(zk)i = 1, (2x); = 1z = j} + P{(zk)i = 1, (2x); = Olz = j}
s—1 ecd s (1-6)
i—1 Lee+(1e)} T Lsa+(1a)]
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)
(1-10)

Combining everything, we have

g =P{(zx)i =1}

W i x [P{(zx)i = 1)@ = i} = P{(2x)s = l& = j}] + P{(zx); = l& = j}.

2 i x []E Leafs(f—e))] _dil (S_E[e@f(f—@)m +di1(S_ELE9+€€(f—9>D

(:C) PiMmnrc + bmrc

where (a) follows from (56), (b) follows from (57) and (61), and (c) follows from the definitions of myec and byyc.

Note that the above conclusion holds for all prior distribution p = (p1, ..., p4) such that © ~ p. Thus by setting
p =« (here x is viewed as a one-hot vector), i.e., letting p be the point mass distribution at @, we have

IE[:f:mrc] - (E[zK] - bmrc * 1d)/mmrc = (qmrc - bmrc : ld)/mmrc - ((mmrc ‘P + bmrc : 1d) - bmrc : ]-d) /mmrc =D (g) T,

where (a) is due to our construction of p. O

H.2 Utility of Minimal Random Coding simulating Subset Selection

H.2.1 The scaling factors of Subset Selection and MRC are close when N is of the right order
In the following Lemma, we show that when the number of candidates N is exponential in &, then the scaling
parameters associated with Subset Selection and the MRC scheme simulating Subset Selection are close.

Lemma H.2. Let N denote the number of candidates used in the MRC scheme. Let K ~ 7™ where ™ ¢ is the
distribution over the indices [N] associated the MRC scheme simulating Subset Selection. Consider any A > 0.
Then, the scaling factors mss and bss associated with Subset Selection and the scaling factors muyr. and bype
associated with the MRC scheme simulating Subset Selection are such that

Mss — Mpre § A Mpre

and bss < bpre as long as

2(ef + 3)2(1 + \)? 8(1+X)
>
Nz 0.242)2 I\ =02

Proof. First, we will obtain convenient expressions for mgs and bgs defined in (55). We can write

me = (eggrs o —emy) 71 (w1 CEw) ©2)

o]+ (1-E
1 e“E[6]
be =00 < RG] (1- E[ep> ~ (63)

To verify these, we simply plug E[f] = § into (62) resulting in:

d se® s _dsef —s*ef —s(d—t)  s(d—s)(ef—1)
d—1see+(d—s) d—1 (d—1)(see+d—s) (d—1)(ses+d—s)

Mss =

and into (63) resulting in:

b — 1 . se® 1 s?e* +s(d—s) —set\ 1 s(s—1)e* 4+ s(d—s)
® o d-1 sec+d—s) d—1 ses+d—s Cd-1 ses+d—s ’
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Recall the definitions of bss and mgs from Lemma H.1. Applying Jensen’s inequality on the concave function
z +— 25 for some ¢ > 0 yields mure < mgs and bure 2> bss.

Now, we will bound |mprc — mssl:

[Mure — Miss| = (di 1> <eaE[9]I.E|.[0(]1€€— E[f]) e Lf%f(ei—@b
<2 (eEE[G] I—E%[e(]les— B [659 f?i - H)D
-2 (*|[=mEm e —reeD) ) °

where (a) holds since d > 2. Next, we condition on the event & := {|E[0] -0 < 1/111(22]\/,5)}, which has probability
Py {€} > 1 — 8 by Hoeflding’s inequality. We continue to upper bound (64):

(E[0] — 0) ¢* c
«&—mwm+n«§—anJ4+P“}E[

(E[0] — 0) e
(s —DE[B]+1) (e —1)8+1)

|Mre —Mss| = 2 (]P’{é'}E[

(@) (E[0] — 6) e
S2<Ehw6—nMﬂ+1ﬂwa—na+nk}*5>
(®) (E[6] — ) e
Sz(Eh@E—nmw+1M@&—1 ﬂﬂ+1ﬁ4 )

(E[6] — 0) e ln(Q/B) (1+ )2
=48 ((e= — DE[A] + 1)° &) +28 < y 1= T2
- 1“22]([5) <e€ 124 1) ln(;]\/[ﬁ) 4 3)+28, (65)

where (a) holds since
(E[0] — 0) e* E[f]e® fes

(@ —DEA 1+ D (e —10+1) B+ (I—E[) 0+ (1-0) ="

(b) holds if we pick N large enough so that |0 — E[f]| < 9] for which a sufficient condition is ln(22]\/[ﬁ < %

ie, N> 21&(3]/2[3 =2(d/s)?In(2/8), and (c) holds since E[0 ] =s/d > 1/(1+ ¢°). Notice that the constraint N >

(d/s)2 In(2/83) in inequality (b) can be further satisfied as long as N > 2In(2/8)(1 + €°)? since s/d > 1/(1 + €°).

Next, we lower bound mgs in (62):

e = (di 1) (eEEW]E[Q(]eE E[0]) 2) eEEW]E[i]leE— E[9]) _2

(@) 5 [(65—1)(65 8)} s [ e 1)(1—8/d)]

Y

|

d|(ef=1)-s+d e —1)-s/d+1
© 1 (e =1 1+es -
14 ef (65 _ 1) 1+ef
© 1 (e - 1>§+25 — 1)
Tl (66—1)( )+1 (365—1)(65+1)
@) ~1
(e=D* g (66)

= Be—1)(e+1)

where (a) holds by plugging in E[f] = s/d, (b) holds since s = [d/(1 + €°)] (so 1+€E << 1+€€ + %), (c) holds
since we only focus on the regime where e < d—1 (so § < 11— + -), and (d) holds by observing that f(z) = %
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is an increasing function for > 1 and we have ¢ > 1. Putting things together, we obtain

Mgs — Mprc _ Mgs — Mrc (2) \/ %(ee + 3) + 25 (2) )\
Mnrc Mss — (mss - mer) 0.24 — ( /1n(22]\/fﬂ) (66 + 3) + 2ﬁ>

where (a) follows from (65) and (66) and (b) follows as long as

n(2/8) , . 0.24
N (32T (67)

To ensure (67), we let

2
0.24 1( (e£+3) _2(e* 4+ 3)3(1 4 )2 8(1+ )
P<iizny ™4 N=zj (02“ — 25) (2/8) = =320 ln( 0.24) > '

It is easy to verify that this choice of N satisfies N > 21In(2/8)(1 + €°)2. O

H.2.2 Relationship between mean squared errors associated with Subset Selection and MRC
simulating Subset Selection

In the following Proposition, we show that if my. is close to mgs and byc > bss, then the mean squared error
associated with MRC simulating Subset Selection (i.e., Eque [ [|&™° — w||§ ]) is close to the mean squared error

associated with Subset Selection (i.e., Eges [ [|&%% — :cHg])

Proposition H.1. Let ¢°*(z|x) be the e-LDP Subset Selection mechanism with estimator &°°. Let ¢"(z|x)
denote the MRC privatization mechanism simulating Subset Selection with N candidates and estimator £ °.
Let mss and bss denote the scaling factors associated with Subset Selection and muye and by.. denote the scaling
factors associated with the MRC scheme simulating Subset Selection. Consider any A > 0. If mpy — mpre <
A Mpre and bype > bss, then

Egore[ [|#™¢ — 3] < (1 +4X +5X% + 2)3) Egee [||2°° — ||?]

Proof. We have

Egore [ [| 2™ — Z Var (77°) <mmrc> Z Var ((2x); é (mmrc) Z 4 (1 —q)

where (a) follows because x is a constant, (b) follows because &urc = (2K — burc)/Mnrc, and (c) follows because
(zK); ~ Ber(¢f™). Similarly, we have We have

o L1 — 2)2] (a)zv %) ®) <ml53> ZVar () é <mss) Zq (1—¢3)

i i

where (a) follows because x is a constant, (b) follows because &% = (z — bgs)/mss, and (c) follows because
z; ~ Ber(g3®).

Now, let us look at the difference i.e.,

B g [ || 2" w||2] o[ 8% — 3]
1

() S () o
<m) (1= g™ = qu<1q:S>>+[m§m} (Zq )

IN
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2
Now, first, we will bound (%) Yo (@ (1 —g°) — ¢2*(1 — ¢3®)). To that end, observe that mpy — Mpre <

A - Myee implies

<(1+A 68
Mure ( * )mss ( )
Further, we have
arc (@) ®) o © o
q; = MurcPi + bmrc = q; + (mmrc - mss)pi + (bmrc - bss) Z q; — A Mmurc * Pi + (bmrc - bss)
@ © ) .
Zqz' 7A'mmrc'pi2qz‘ 7>\'mss'pi2(17>\)qz' ) (69)

where (a) follows from Lemma H.1, (b) follows from (54), (c) follows because mpy — Mpre < X - Mprc, (d) follows
because byrc > bss, (e) follows because mgs > My as seen in Lemma H.2, and (f) follows because bss > 0. Next,
we have
mrc 1 — g®rc) — g58(1 — o8 S mrc ss mre __ | (a) )\ ss( ss mre __ | (b) )\
(1 —gf) qszs( %°) _ (¢° — ™) (g i ) @ A (:151 g ) ¢ _ ()
(1 — ¢5°) a°(1 — ¢5°) a*(1 — ¢5®) 1 —gq

where (a) follows from (69) and (b) follows since ¢* < 1 and ¢*° < 1.

Let us now upper bound ¢7*. We have

(a) (b E[f]ec (91
s — D < = < = 1
4;° = Mss " Pi + bss < Miss + bss <eeE[9]+(1—1E[9]) <5 (71)
where (a) follows because p; < 1, (b) follows from (62) and (63), and (c) follows because E[f] = 5 > eglﬂ

Combining (70) and (71), and then re-arranging results in

qurc mrc Z q < 2)\2(155 ss )

Together with (68), we obtain

2 2
1 mrc mrc sSs ss 2A1+)\ sSs
(m ) E (@ (1 —q™) —¢*(1 —q; ))Si(m2 ) > (1 ¢®).

To bound [mlz - m%} (3 a55(1 — ¢5°)), simply note that (68) implies —— < (1 + A)? 2 resulting in

ot ] (S ) < 282 (S

Combining everything, we have

Egere [ |87 — ][5 ] < (14 2A(1 4+ A\)? + 21 + A?)

|£i‘ss _wHQ]
mrc

Zq = (144N + 577 + 2X%) Ege |
O

In the following Lemma, we show that with on the order of e-bits of communication, the mean squared error
associated with MRC simulating Subset Selection (i.e., Egue [ [|&™° — |5 ]) is close to the mean squared error

associated with Subset Selection (i.e., Eges [ [|&%% — ng])

Lemma H.3. Let ¢°°(z|z) be the e-LDP Subset Selection mechanism with estimator £°°. Let ¢"™°(z|x)
denote the MRC privatization mechanism simulating Subset Selection with N candidates and estimator £™°.
Consider any A > 0. Then,

Egre[[|8™¢ — 3] < (144X +5X% + 2)3) Egee [||2°° — ||?]

as long as

2(ef +3)%(1+N)? 8(1+ )
>
Nz 0.242)2 I\ 02

Proof. The proof follows from Proposition H.1 and Lemma H.2. O
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H.2.3 Simulating Subset Selection using Minimal Random Coding

The following Theorem shows that, for frequency estimation, MRC can simulate Subset Selection in a near-lossless
manner (when \ is small) while only using on the order of € bits of communication.

Theorem H.1. Let rge (ﬂss,q“) and TFg (f[’”’"c,qm”) be the empirical frequency estimation error for

Subset Selection and MRC simulating Subset Selection with N candidates respectively. Consider any A > 0.
Then

TFE (ﬂmrc’ qmrc> < (1 + 4N+ 507 + 2)\3) TFE (ﬂss, qss) ,

as long as

2(ef 4+ 3)2(1 + \)? 8(1+X)
> In .
0.242)2 0.24)

mrc

Proof. The proof follows directly from Lemma H.3 since for all i € [n], ¢ are independent of each other as well
as unbiased. 0

H.3 Empirical Comparisons

In this section, we compare MRC simulating Subset Selection (using its approximate DP guarantee) against
Subset Selection and RHR for frequency estimation with d = 500 and n = 5000. We use the same data
generation scheme described in Section 5.3 and set § = 1075. As before, RHR uses #-bits = ¢ because it leads to
a poor performance if #-bits > . We show the privacy-accuracy tradeoffs for these three methods in Figure 5.
We see that MRC simulating Subset Selection can attain the accuracy of the uncompressed Subset Selection
for the range of ¢’s typically considered by LDP mechanisms while only using (3e/1n2) + 6 bits. In comparison
with the results from Section 5.3, the results in this section come with an approximate guarantee (§ = 107%) and
with a higher number of bits of communication. In other words, along with the obvious gains of pure privacy
instead of approximate privacy, MMRC results in a lower communication cost (and therefore a lower computation
cost) compared to MRC.

1.57 4
N -1- RHR
RN
1.2 AN MRC
: ESNES .
S N0 -=4= Subset Selection
509 RO
(9] = SN
I \\ \\
A S ~Q
06 o S
\\\ ~o
\\\\\\
0.3 \‘::::..

Figure 5: Comparing Subset Selection, MRC simulating Subset Selection and SQKR for frequency estimation
in terms of ¢5 error vs € with d = 500, n = 5000, and #bits = (3¢/In2) + 6.

I MODIFIED MINIMAL RANDOM CODING SIMULATING Subset Selection

In this section, we prove Lemma 5.1 (in Appendix I.1) and Theorem 5.1 (in Appendix 1.2.3). To prove Theorem
5.1, first, in Appendix 1.2.1, we show that when the number of candidates IV is exponential in ¢, the scaling factor
Munre 1s close to the scaling parameter associated with Subset Selection (i.e., mgs). Next, in Appendix 1.2.2,
we provide the relationship between the mean squared error associated with MMRC simulating Subset Selection
and the mean squared error associated with Subset Selection. Finally, in Appendix 1.3, we provide some
empirical comparisons in addition to the ones in Section 5.3 between MMRC simulating Subset Selection and
Subset Selection.
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I.1 Unbiased Modified Minimal Random Coding simulating Subset Selection

Consider the Subset Selection e-LDP mechanism ¢°° described in Section 2 with s = [H%W
Subset Selection is cap-based mechanism as discussed in Section 3 and Appendix G with Cap, = Z, and
P, unit(z) (2 € Cap,) = s/d. Let 7™ be the distribution and 21, 22, ..., 2y be the candidates obtained from
Algorithm 2 when the reference distribution is Unif(Z) where Z is as defined in (51). Let 6 denote the fraction
of candidates inside Cap, = Z, where Z, is the set of elements in Z with 1 in the same location as x. It is
easy to see that 6 ~ £Binom (N, £). Let ¢™* = P(z; = 1) where z ~ ¢™(-|z) i.e., ¢™° = P{(zk); = 1} where
K ~ qmmre(.),

Lemma I.1. Let K ~ 7™ ¢(-) and ¢/ = P{(zk); = 1} fori € [d]. Then,

i

Q;MWC = DiMmnre + bmmre
where
_d el eE[0] + 6 —E[0] s
’WW“_d1E[aEw+(1EWD”MGSEWD+eqﬂﬂ+(1Ewpq“9>EWD}_d1 (72)

_ 1 . el ' eE 0] + 6 —E[0] .
bm“‘d—1< E{ﬂMﬂ+O—EM)ﬂw<Ewn+§EW+u—EM)1w>Ew4>'(m)

Proof. Following the proof of Lemma H.1, we compute P{(zx); = 1| =i} and P{(zx); = 1|& = j} separately.

To compute P {(zx); = 1|& = i}, recall that 6 denotes the fraction of candidates that belong inside the Cap,,
g

c s CQ(E,d) =

i.e., have 1 in the same location as x. From Appendix G.2, recall that ¢;(e,d) = ————
(Soe+ (1)

o
(e + (%)

s—1 s

. Further, since zj are generated uniformly at random,
d—1
1 _ 1.
GNN&mm<N}&3>:NBWm(MZ»
so we have

P{(zk): =1z =i} = P{zx € Cap,lz =i} Wg [P{zx € Cap,|z =i,0}]
(b) e0 . e“E 0] + 60 — E 0]
[ﬁEM+OEM)Hw<EWD+éEM+OEM)

1O >E[W)|  (74)

where (a) follows by the law of total probability and (b) is due to Algorithm 2 and ¢ (g,d)/ca(e,d) = €®.

To compute P{(zx); = 1l|& = j}, we decompose it into
P{(zx)i = |z = j} = P{(zx)i = 1, (2k); = 1|z = j} + P{(2K)i = 1, (2k); = Olz = j}, (75)

for any j # i and calculate each of the terms separately.

As before, let 6 denotes the fraction of candidates that belong inside the Cap,, i.e., have 1 in the same location as
x. Further, let 8 denotes the fraction of candidates that belong inside the Cap,, i.e., have 1 in the same location
as « as well as have 1 in the j** location. Since z; are generated uniformly at random,

d—2
g~ %Binom (Ne, (“)> — L Binom (Ne, H) ,

)) N d—1

so we have

P{(zk)i=1,(zk); =1llx =j} = Ey [Eg [P{(ZK)Z' =1,(zk); = 1‘:3 :j,é,e}ﬂ

(b) ) ) eE 0]+ 60 —E[0] _
I e BRI IR A e e oo BRI 0]
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© s—1 el eE[0] + 60 —E[6]
it gy a—rEy USEOY mpracEp

1O >E[)|. (76)

where (a) follows by the law of total probability, (b) follows from Algorithm 2, and (c) is because E[f] = 5=+ x 6.

Similarly, to compute the term P {(zx); = 1, (zx); = 0|z = j}, let 0 denote the fraction of candidates that belong
inside the Cap, i.e., have 1 in the same location as x as well as have 0 in the j*" location. Since zj are generated

uniformly at random,
d—2
i le () _1g s
HNNBlnom <N(10), — ) :NBlnom (N(lﬁ), >,

(5

~—

so we have

P{(zx); = 1,(2x); = Olx = j} = Eg [Eg [P{(2x)i = 1, (2x); = 0|z = 5,0,0}]]

o [ g | (1L=E[0) + (E[f] - 0)e

Y 5 | aemy 1O B o e gy O <]

9t g 00 (1-E[)+E] - 0)e
d—1"|cEB+ (1-E[@]) CE[ +(1—E[])

1(0>E[9) + -]1(9<IE[9])] (77)

where (a) follows by the law of total probability, (b) follows from Algorithm 2, and (¢) is because E[f] = —2= X 6.
Using (76) and (77) in (75), we have

S
_

P{(zx)i = 1w = j} =P{(zk)i = 1, (2x); = 1z = j} + P{(zK)i = 1, (2x); = Olz = j}

1 =0 | CE[6)+0—El)]
‘d—lG E[wmm+u—Em>“”SEW”+fmm+u—Em>“”>Emﬂ)

Combining everything, we have

q;"m“:]P’{(zK)i = I}Zpl X [P{(ZK)I = 1|:B = ’L} - P{(ZJK)l = llm - ]}] —|—P{(ZK)1 = 1|.’E = .]} (é)pimmmrc + bmmrc

where (a) follows from (74) and (78), and the definitions of Muyyrc and byprc. O

Lemma 5.1. Let £™"¢ be the estimator of the MMRC mechanism simulating Subset Selection as defined above.
Then, E[£™¢] = .

Proof. Given Lemma 1.1, the proof follows from the proof of Lemma H.1. U

1.2 Utility of Modified Minimal Random Coding simulating Subset Selection
1.2.1 The scaling factors of Subset Selection and MMRC are close when N is of the right order

In the following Lemma, we show that when the number of candidates N is exponential in &, then the scaling
parameters associated with Subset Selection and the MMRC scheme simulating Subset Selection are close.

Lemma 1.2. Let N denote the number of candidates used in the MMRC scheme. Let K ~ m™"¢ where ™" is the
distribution over the indices [N] associated the MMRC scheme simulating Subset Selection. Consider any A > 0.
Then, the scaling factors mss and bss associated with Subset Selection and the scaling factors Muypre and bypec
associated with the MMRC scheme simulating Subset Selection are such that

Mss — Mpmrc S A M mmrc

and bss < bpnre as long as

2(ef +1)2(1 + \)? 8(1+X)
> .
= 0.242)2 I\ =02
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Proof. The proof is similar to the proof of Lemma H.2. We only show the key steps here.
From (73) and (63), we have

b = s = 7 EF T ey B¢ Bl -6)-1(6 <E[6) + (E[f] - 6)-1 (9 > E[f)]
(@) 1 1

2 71 FEm ) EIEl -9) - 1O <E[)+ (El6] - 6)-1 (¢ > E[f)
1 1

= d-1 RO+ (—E@) " (6] = 0)] = 0.

where (a) follows because e > 1. From (72) and (62), we have

d 1 _
d 1 .
<7 FEwT aE B ER -0 10 <E)
¢ 2 E[e(E[f] - 6)-1 (6 < E[)] (79)

= ¢E[0] + (1 — E[0])

where (a) holds since d > 2. Next, we condition on the event & = {UE[Q] —0] <4/ m(;}\/{ﬁ)}’ which has probability
Py {€} > 1 — 8 by Hoeffding’s inequality. We continue to upper bound (79):
“])

_ e(E[6] — 0) -1 (6 <E[6)) c
s e =2 (2 28 | S T O] e ey s

21 2 el

2 11 B

[es(E[ﬁ] —0)-1(0 <E[f])
eE[0] + (1 — E[0])

+28

where (a) holds since

e(E0] —0)-1(0 <E[0]) €e°E[f]-1(0 <E[f)]) e0-1(0<E[M]) <1
eE[0] + (1—E[9])  eE[B +(1—E[]) eE[@+(1-E[]) ~
and (b) holds since E[f] = s/d > 1/(1 + €°).
The rest of the proof is similar to the proof of Lemma H.2. O

1.2.2 Relationship between the mean squared errors associated with Subset Selection and MMRC
simulating Subset Selection

In the following Proposition, we show that if my.. is close to mgs and bypre > bss, then the mean squared error
associated with MMRC simulating Subset Selection (i.e., Egums [ [|#™¢ — x| ]) is close to the mean squared error

associated with Subset Selection (i.e., Eges [ [|&%% — ng])

Proposition I.1. Let ¢°°(z|x) be the e-LDP Subset Selection mechanism with estimator £°°. Let ¢™ (z|x)
denote the MMRC privatization mechanism simulating Subset Selection with N candidates and estimator ™ °.
Let mss and bss denote the scaling factors associated with Subset Selection and Mumre and bym.. denote
the scaling factors associated with the MMRC scheme simulating Subset Selection. Consider any A > 0. If
Mpy — Mpmrc < A M mmrc and bmm’rc > bss; then

Egore[ [|&™¢ — &3] < (144X + 522 + 2)3) Egee [||2°° — ]|?]

Proof. The proof is similar to the proof of Proposition H.1. O
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In the following Lemma, we show that with on the order of e-bits of communication, the mean squared error
associated with MMRC simulating Subset Selection (i.e., Egus [ [|£™¢ — :an ]) is close to the mean squared error

associated with Subset Selection (i.e., Eges [ [|&%% — :BH%])

Lemma 1.3. Let ¢°°(z|x) be the e-LDP Subset Selection mechanism with parameters d and s = [#1 and
estimator &°°. Let ¢" ¢(z|x) denote the MMRC privatization mechanism simulating Subset Selection with N
candidates and estimator ™" as defined above. Consider any A > 0. Then,

E e [[87 =23 S(1-+40+5X2 420" E s [ |5l

as long as
£ 2 2
N22(e + D14+ N) N 8(1+ ) .
0.242)2 0.24\
Proof. The proof follows from Proposition 1.1 and Lemma I.2. O

1.2.3 Simulating Subset Selection using Modified Minimal Random Coding

Now, we provide a proof of Theorem 5.1.

Theorem 5.1. Let 7gg <ﬂ“,qss) and TFe (f[”'””"ﬂq'""’”) be the empirical mean estimation error for

Subset Selection and MMRC simulating Subset Selection with N candidates respectively. Consider any
A>0. Then A X
rFE (Hmmrc’qmmrc) < (1 AN+ 5)\2 4 2)\3) TEE (Hss7qss) ,

as long as

2(ef +1)2(1 + \)? 8(1+A)
> .
Nz 0.242)2 " 70240

(13)

Proof. The proof follows directly from Lemma 1.3 since for all ¢ € [n], ¢ are independent of each other as well

as unbiased. O

1.3 Additional Empirical Comparisons

In Section 5.3, we empirically demonstrated the privacy-accuracy-communication tradeoffs of MMRC simulating
Subset Selection against Subset Selection and RHR in terms of {5 error vs #bits and /5 error vs £ (see
Figure 2). In this section, we provide comparisons between these methods in terms of ¢y error vs d (see Figure 6
(left)) and ¢5 error vs n (see Figure 6 (right)) for a fixed € (=6) and a fixed #bits (=14). As before, RHR uses
#Dbits = € for both because it leads to a poor performance if #bits > €.

0.8 0.7
-1- RHR et N ~4- RHR
MMRC -~ " | 0.6 RN MMRC
50'6 -1- Subset Selection ~ __—==-" 5 ) Ssel —-4- Subset Selection
5 T e 5051 N e
Q':I04 //// ”/’ \{3' \\*\ \\\\\\
ey 0.4 TN T -
0.2{ 7 03 Tt
200 400 600 800 1000 2 3 4 5 6 7 8 9 10
d n x10?

Figure 6: Comparing Subset Selection, MMRC simulating Subset Selection and RHR for frequency estimation
with € = 6 and #bits = 14. Left: /5 error vs d for n = 5000. Right: /5 error vs n for d = 500.
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