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Abstract
The last decade saw impressive progress towards
understanding the performance of algorithms in
adaptive settings, where subsequent inputs may
depend on the output from prior inputs. Adaptive
settings arise in processes with feedback or with
adversarial attacks. Existing designs of robust
algorithms are generic wrappers of non-robust
counterparts and leave open the possibility of bet-
ter tailored designs. The lowers bounds (attacks)
are similarly worst-case and their significance
to practical setting is unclear. Aiming to under-
stand these questions, we study the robustness of
CountSketch, a popular dimensionality reduc-
tion technique that maps vectors to a lower di-
mension using randomized linear measurements.
The sketch supports recovering `2-heavy hitters
of a vector (entries with v[i]2 ≥ 1

k‖v‖
2
2). We

show that the classic estimator is not robust, and
can be attacked with a number of queries of the
order of the sketch size. We propose a robust
estimator (for a slightly modified sketch) that al-
lows for quadratic number of queries in the sketch
size, which is an improvement factor of

√
k (for k

heavy hitters) over prior "blackbox" approaches.

1. Introduction
Algorithms are often analyzed under the assumption that
their internal randomness is independent of their inputs.
This assumption, however, is not always reasonable. For
example, consider a large system where there is a feedback
loop between inputs and outputs or an explicit adversarial
attack aimed at constructing inputs on which the system
fails. In such a case, it is no longer true that the inputs are
generated independently of the algorithm’s randomness (as
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the inputs depend on previous outputs which depend on the
internal randomness) and hence the algorithms might fail to
provide utility.

This motivated a growing interest in understanding the
performance of algorithms when the inputs are chosen
adaptively, possibly as a function of their previous out-
puts, and in designing robust algorithms which provide
utility guarantees even when their inputs are chosen adap-
tively. Works in this vein span multiple areas, includ-
ing machine learning (48; 24; 5; 43), adaptive data anal-
ysis (22; 31; 37; 28; 19), dynamic graph algorithms (46;
3; 23; 27; 49; 9), and sketching and streaming algo-
rithms (39; 29; 12; 30; 51; 6; 11). However, the resulting
(robust) algorithms tend to be significantly less efficient
then their classical counterparts. This naturally raises the
question of quantifying more precisely the robustness of al-
gorithms. We continue the study of this question for sketch-
ing algorithms (though our techniques are applicable more
broadly).

The study of sketching in adversarial environments was ini-
tiated by (39), in a setting different from ours in which the
adversary fully knows the public randomness when design-
ing adversarial inputs in a multi-party setting. Robustness of
sketching algorithms to adaptive inputs (in a setting similar
to ours) was then considered implicitly by (3), who showed
an impossibility result for robust L0 sampling in sublinear
memory. Adaptive robustness in sketching was then for-
malized and put forward explicitly by (29), who showed
general impossibility results for linear sketches. A recent
line of work showed positive results (i.e., robust algorithms)
for many problems of interest, starting with (12), and con-
tinuing with (30; 51; 6; 11). However, the resulting robust
algorithms are generally significantly less efficient then their
classical counterparts. Furthermore, while the analyses of
classical algorithms do not seem to carry over to the robust
setting, so far we do not have any example showing that
they are not robust (i.e,. for all we know it might only be
the analysis that breaks).1 In fact, so far we do not have any

1As we mentioned, (29) showed negative results for linear
sketches in the adaptive setting; however, the negative results are
very far from respective upper bounds. It is also worth mentioning
that (12) showed an attack on a simplified version of the classical
AMS sketch (4) (with a weaker estimator). However, their attack
does not apply with the classic estimator.
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example of a classical sketching algorithm that fails to be
robust (as is). We believe that understanding the extent to
which classical algorithms are (or fail to be) robust is crucial
for justifying the work on robust algorithms.

Driven by the above discussion, in this work we set
out to explore the robustness properties of the classi-
cal CountSketch algorithm (15), related to feature hash-
ing (41) in the machine learning literature. CountSketch
is a popular dimensionality reduction technique that maps
vectors to a lower-dimension using randomized linear mea-
surements. The method is textbook material and has found
many applications in machine learning and data analy-
sis (50; 45; 16; 17; 1; 47; 2; 18). The sketch is often a
component of large ML models or data analytics systems
and its robustness may impact the overall robustness of the
system. In some applications there is an explicit feedback
loop between inputs and outputs (47; 44), where the output
of the sketch is used to update the parameters of a machine
learning model in each training step, which then determines
the next input.

Operationally, CountSketch is parametrized by (n, d, b),
where n is the dimension of input vectors, d is the size of
the sketch, and b is a parameter controlling the accuracy of
the sketch (referred to as the “width” of the sketch). It is
applied by initializing d/b pairs of random hash functions
ρ =

(
(h1, s1), . . . , (hd/b, sd/b)

)
where hj : [n] → [b] and

sj : [n]→ {±1}. We think of ρ as defining d
b × b “buckets”

(b buckets for every pair of hash functions). To sketch
a vector v ∈ Rn: For every i ∈ [n] and for every j ∈
[d/b], add sj(i) · v[i] to the bucket indexed by (j, hj(i)).
The resulting collection of d summations (the values of the
buckets) is the sketch, which we denote as Sketchρ(v).
That is, Sketchρ(v) :=

(
c(j,w)

)
j∈[d/b],w∈[b]

, where

cj,w :=
∑

i∈[n]:hj(i)=w

sj(i) · v[i].

In applications, the desired task (e.g., recovering the set
of heavy hitter entries of v and approximate values, re-
constructing an approximation v̂ of the input vector, or
approximating the inner product of two vectors) is obtained
by applying an estimator M to the sketch. Note that M
does not access the original vector. The most commonly
used estimator in the context of CountSketch is the median
estimator, with which the `th enrty of the original vector
is estimated as Medianj∈[d/b]

{
sj(`) · c(j,hj(`))

}
. To intuit

this estimator, observe that for every j ∈ [d/b] we have that

sj(`) · c(j,hj(`)) = sj(`) ·

 ∑
i∈[n]: hj(i)=hj(`)

sj(i) · v[i]


= v[`] +

 ∑
i 6=`: hj(i)=hj(`)

sj(`) · sj(i) · v[i]



is an unbiased estimator for v[`]. Hence, intuitively, the
median of these values is a good estimate.

Our focus will be on the task of recovering the `2-heavy
hitters. An `2-heavy hitter with parameter k of a vector v
is defined to be an entry i such that v[i]2 > 1

k‖vtail[k]‖22,
where vtail[k], the k-tail of v, is a vector obtained from
v by replacing its k largest entries in magnitude with 0.
The heavy-hitters problem is to return a set of O(k) keys
that includes all heavy hitters. The output is correct when
all heavy hitters are reported. In the non-adaptive setting,
this problem can be solved using CountSketch with d =
O(k log n) and b = O(k), by returning the O(k) keys with
the largest estimated magnitudes (via the median estimator).

As we mentioned, in this work we are interested in the
adaptive setting, where the same initialization (specified by
ρ) is used to sketch different inputs or to maintain a sketch
as the input is updated. In its most basic form, the setting
is modeled using the following game between a sketching
algorithm Sketch with an estimator M (not necessarily
CountSketch and the median estimator) and an Analyst.
At the beginning, we sample the initialization randomness
of Sketch, denoted as ρ. Then, the game proceeds in m
rounds, where in round q ∈ [m]:

• The Analyst chooses a vector vq ∈ Rn, which can
depend, in particular, on all previous outputs of M .

• M(Sketchρ(vq)) outputs a set Kq of O(k) keys,
which is given to the Analyst.

We say that (Sketch,M) is robust for m rounds if for any
Analyst, with high probability, for every q ∈ [m] it holds
that Kq contains all the heavy hitters of vq. The focus is
on designing robust sketches of size as small as possible
(as a function of n, k,m). We remark that it is trivial to
design robust sketches with size linear with m, by simply
duplicating a classical sketch m times and using every copy
of the classical sketch to answer one query. Therefore, if
a sketch is only robust to a number of rounds that scales
linearly with its size, then we simply say that this sketch is
non-robust.

1.1. Our Contributions

We first briefly state our main contributions. We elaborate
on these afterwards.

1. We show that CountSketch together with the stan-
dard median estimator are non-robust. We achieve this
by designing an attack that poses O(d/b) queries to
CountSketch such that, w.h.p., the answer given to
the last query is wrong. This constitutes the first result
showing that a popular sketching algorithm is non-
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robust. We complement our analysis with empirical
evaluation, showing that our attack is practical.

2. We introduce (see Section 3) a novel estimator (instead
of the median estimator), which we refer to as the sign-
alignment estimator, that reports keys as heavy hitters
based on the signs of their corresponding buckets. This
new estimator is natural, and as we show, has com-
parable performances to the median estimator even
in the non-adaptive setting. We believe that this new
estimator can be of independent interest.

3. We design a noisy version of our sign-alignment esti-
mator (utilizing techniques from differential privacy),
and design a variant of CountSketch, which we
call BucketCountSketch, or BCountSketch in short.
We show that BCountSketch together with our noisy
estimator are robust for m rounds using sketch size
roughly ≈

√
m · k. This improves over the previous

state-of-the-art robust algorithm for the heavy hitters
problem of (30), which has size ≈

√
m · k1.5.

We show that, in a sense, the additional ingredients
from differential privacy in the robust estimator are
necessary: BCountSketch and CountSketch with a
basic version of the sign-alignment estimator are non-
robust. Moreover, our analysis of the robust noisy
version is tight in that it can be attacked using Õ(m2)
rounds.

4. Extensions: We show that our algorithms allow for
robustly reporting estimates for the weight of the iden-
tified heavy-hitters. We also refine our robust algo-
rithms so that robustness is guaranteed for longer input
sequences in some situations. In particular, this is ben-
eficial in a streaming setting, where the input vector
changes gradually and we can account for changes in
the output only.

1.1.1. OUR ATTACK ON CountSketch WITH THE
MEDIAN ESTIMATOR

We next provide a simplified description of our attack on
CountSketch with the median estimator. We emphasize
that our attack is much more general, applicable to a broader
family of sketches and estimators (see Appendix E). Recall
that on every iteration, when given a vector v, we have
that M(Sketchρ(v)) outputs a set of k′ = O(k) keys. In
our attack, we pose a sequence of m = O(d/b) vectors
v1, . . . ,vm, where all of these vectors contain keys 1 and 2
as “largish heavy hitters” (of equal value), as well as a fixed
set of k′− 1 “super heavy hitters”, say keys 3, 4, . . . , k′+ 1.
In addition, each vq contains a disjoint set of keys (say T
keys) with random {±1} values, which we refer to as a
random tail. So each of these vectors contains k′ − 1 “su-
per heavy hitters”, two “largish heavy hitters”, and random

noise. We feed each of these vectors to CountSketch. As
CountSketch reports exactly k′ keys, in every iteration we
expect all of the “super heavy” elements to be reported, to-
gether with one of the “largish heavy hitters” (as a function
of the random tail). Let us denote by Collected ⊆ [m]
the subset of all iterations during which key 1 was not re-
ported. (We refer to a tail used in iteration q ∈ Collected
as a collected tail.) The fact that key 2 was reported over
key 1 during these iterations means that our random tails
introduced some bias to the weight estimates of key 2 over
the weight estimates of key 1. We show that, conditioned
on a tail being collected, in expectation, the random tail
introduces negative bias to the weight estimate of key 1, and
positive bias to the weight estimate of key 2. At the end of
this process, we construct a final query vector vfinal contain-
ing key 1 as a “super heavy hitter” and keys 2, 3, . . . , k′ + 1
as ”largish heavy hitters”, together with the sum of all the
collected tails. We show that, w.h.p., the biases we generate
“add up”, such that key 1 will not get reported as heavy when
querying vfinal, despite being the dominant coordinate in
vfinal by a large margin.
Remark 1.1. An important feature of our attack is that it
works even when CountSketch is only used to report a set
of heavy keys, without their estimated values. The attack
can be somewhat simplified in case estimated values are
reported.
Remark 1.2. A natural question is robustness with routine
applications of CountSketch. We point out that elements
of the attack can occur in routine settings. Our attack is
"blackbox," only uses information on outputs. The inputs
are "natural" with the same heavy keys and random noise.
The final query vfinal on which the sketch fails is obtained
by combining inputs with the same reported heavy key and
is the only one that depends on prior inputs. In practice a
heavy key can correspond to examples with the same label or
to related traffic patterns that might load the same network
component. This suggests that an adversarial input can be
constructed after simply monitoring the "normal operation"
of the algorithm on unintentional "borderline" inputs. Al-
ternatively, a natural feedback process can combine inputs
with the same reported heavy key.

We complement our theoretical analysis of this attack with
empirical results, showing that the attack is feasible with a
small number of queries. Figure 1 reports simulation results
of the attack on the median estimator.2 The left plot shows
the bias-to-noise ratio (the median value of the tail contribu-
tions scaled by its standard deviation) as a function of the
number of attack rounds for the two special keys (which ac-
cumulate positive and negative bias) and another key (which
remains unbiased). The left plot visualizes the square-root

2Code for all the experiments is available at https:
//github.com/google-research/google-research/
tree/master/robust_count_sketch.

https://github.com/google-research/google-research/tree/master/robust_count_sketch
https://github.com/google-research/google-research/tree/master/robust_count_sketch
https://github.com/google-research/google-research/tree/master/robust_count_sketch


On the Robustness of CountSketch to Adaptive Inputs

relation of the bias-to-noise ratio with the number of rounds.
A sketch provides good estimates for a key when its weight
is larger than the "noise" on its buckets that is induced by
the "tail" of the vector. In this case, the key is a heavy hit-
ter. The attack is thus effective when the bias exceeds the
noise. The right plot shows the number of rounds needed
to achieve a specified bias-to-noise ratio (showing {1, 4})
as a function of the size (number of rows ` = d/b) of the
sketch. The results indicate that r ≈ 5 · BNR2 · (d/b) rounds
are needed to obtain a vector with bias-to-noise ratio of BNR
for a sketch with (d/b) rows.3

Figure 1. Left: Bias-to-noise ratio for number of rounds, average of
10 simulations with different initializations (shaded region between
the minimum and maximum). Right: Attack rounds versus sketch
size ` = d/b to obtain bias-to-noise ratio ∈ {1, 4}, averaged
over 20 and 5 simulations respectively (shaded region between
minimum and maximum).

1.1.2. OUR NEW ROBUST SKETCH USING DIFFERENTIAL
PRIVACY

Differential privacy (20) is a mathematical definition for pri-
vacy that aims to enable statistical analyses of datasets while
providing strong guarantees that individual level informa-
tion does not leak. Specifically, an algorithm that analyzes
data is said to be differentially private if it is insensitive to
the addition/deletion of any single individual record in the
data. Intuitively, this guarantees that whatever is learned
about an individual record could also be learned without
this record. Over the last few years, differential privacy has
proven to be an important algorithmic notion, even when
data privacy is not of concern. Particularly of interest to us
is a recent line of work, starting from (19), showing that
differential privacy can be used as a tool for avoiding over-
fitting, which occurs when algorithms begin to “memorize”
data rather than “learning” to generalize from a trend.

Recall that the difficulty in our adaptive setting arises from
potential dependencies between the inputs of the algorithm
and its internal randomness. Our construction builds on

3We performed additional simulations (not shown) where we
swept b from 30 to 300, keeping d/b = 100 and keeping k′/b = 3.
We observed (as expected) the same dependence of r. Note that
the dependence should hold as long as the parameters are in a
regime where most buckets of each of the k′ heaviest keys have no
collisions with other heavy keys. Also note that we used a large
value of k′ = b/3, but the same dependence holds for smaller
values of k′.

a technique, introduced by (30), for using differential pri-
vacy to protect not the input data, but rather the internal
randomness of algorithm. As (30) showed, leveraging the
“anti-overfitting” guarantees of differential privacy, this over-
comes the difficulties that arise in the adaptive setting. Fol-
lowing (30), this technique was also used by (6; 11; 25; 9)
for designing robust algorithms in various settings. At a
high level, all of these constructions operate as follows. Let
A be a randomized algorithm that solves some task of in-
terest in the non-adaptive setting (in our case, A could be
CountSketch combined with the median estimator). To
design a robust version of A do the following.

GenericTemplate

1. Instantiate P copies of the non-adaptive algorithm A
(for some parameter P ).

2. For m steps:

(a) Feed the current input to all of the copies of A to
obtain P intermediate outputs y1, . . . , yP .

(b) Return a differentially private aggregation of
{y1, . . . , yP } as the current output.

That is, all the current applications of differential privacy
for constructing robust algorithms operate in a black-box
fashion, by aggregating the outcomes of non-robust algo-
rithms. For the `2-heavy hitters problem, as we next explain,
we would need to set P ≈

√
m · k, which introduces a

blowup of ≈
√
m · k on top of the size of the non-adaptive

algorithm. Applying this construction with CountSketch,
which has size Õ(k), results in a robust algorithm for m
rounds with size ≈

√
m · k1.5.

The reason for setting P ≈
√
m · k comes from known

composition theorems for differential privacy, showing that,
informally, we can release T aggregated outputs in a differ-
entially private manner given a dataset containing ≈

√
T

elements. In our context, we have m rounds, during each
of which we need to release O(k) heavy elements. This
amounts to a total of O(m · k) aggregations, for which we
need to have ≈

√
m · k intermediate outputs.

We design better algorithms by breaking free from the black-
box approach outlined above. We still use differential pri-
vacy to protect the internal randomness of our algorithms,
but we do so in a “white-box” manner, by integrating it
into the sketch itself. As a warmup, consider the follow-
ing noisy variant of the median estimator (to be applied
on top of CountSketch). Given the sketch of a vector
v, denoted as Sketchρ(v) :=

(
c(j,w)

)
j∈[d/b],w∈[b]

, and
a coordinate `, instead of returning the actual median of{
sj(`) · c(j,hj(`))

}
j∈[d/b]

, return a differentially private es-
timate for it.

As before, in order to release O(m ·k) estimates throughout
the execution, we would need to set d/b ≈

√
m · k, which
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results in a sketch of size d
b × b ≈

√
m · k1.5. So we

did not gain much with this idea in terms of the sketch
size compared to the GenericTemplate. Still, there is a
conceptual improvement here. The improvement is that with
the GenericTemplate we argued about differential privacy
w.r.t. the intermediate outputs y1, . . . , yP , where every yp
results from a different instantiation of CountSketch. This
effectively means that in the GenericTemplate we needed
to tune our privacy parameters so that the aggregation in
Step 2b “hides” an entire copy of CountSketch, which
includes 2d/b hash functions. With our warmup idea, on
the other hand, when privately estimating the median of{
sj(`) · c(j,hj(`))

}
j∈[d/b]

, we only need to hide every single
one of these elements, which amounts to hiding only a single
hash function pair (hj , sj). (We refer to the type of object
we need to “hide” with differential privacy as our privacy
unit; so in the GenericTemplate the privacy unit was a
complete copy of CountSketch, and now the privacy unit is
reduced to a single hash function pair). This is good because,
generally speaking, protecting less with differential privacy
is easier, and can potentially be done more efficiently.

Indeed, we obtain our positive results by “lowering the
privacy bar” even further. Informally, we show that it is pos-
sible to work with the individual buckets as our privacy unit,
rather than the individual hash functions, while still being
able to leverage the generalization properties of differential
privacy to argue utility in the adaptive setting. Intuitively,
but inaccurately, by doing so we will have ≈ d elements to
aggregate with differential privacy (the number of buckets),
rather than only ≈ d/b ≈ d/k elements (number of hash
functions), which would allow us to answer a larger number
of adaptive queries via composition arguments.

There are two major challenges with this approach, which
we need to address.

First challenge. Recall that every key i participates in d/b
buckets (one for every hash function). So, even if we work
with the individual buckets as the privacy unit, still, when
estimating the weight of key i we have only d/b elements
to aggregate; not d elements as we described it above. It
is therefore not clear how to gain from working with the
buckets as the privacy unit. We tackle this by conducting
a more fine-tuned analysis, based on the following idea.
Suppose that the current input vector is v and let H denote
the set ofO(k) keys identified to be heavy. While we indeed
estimate the weight of every i ∈ H by aggregating only
d/b buckets, what we show is that, on average, we need
to aggregate different buckets to estimate the weight of
every i ∈ H . This means that (on average) every bucket
participates in very few estimations per query. Overall, every
bucket participates in O(m) aggregations throughout the
execution, rather thanO(m·k) as before. Using composition
arguments, we now need to aggregate only

√
m elements

(buckets) to produce our estimates, rather than
√
m · k as

before. So it suffices to set d/b &
√
m, i.e., suffices to

set d &
√
m · b ≈

√
m · k. The analysis of this idea is

delicate, and we actually are not aware of a variant of the
median estimator that would make this idea go through. To
overcome this issue, we propose a novel estimator, which
we refer to as the sign-alignment estimator, that reports keys
as heavy hitters based on the signs of their corresponding
buckets. This estimator has several appealing properties
that, we believe, make it of independent interest.

Second challenge. The standard generalization properties
of differential privacy, which we leverage to avoid the dif-
ficulties that arise from adaptivity, only hold for product
distributions (Existing works with other distributions (7; 35)
do not apply in our setting.) This is fine when working with
the individual hash functions as the privacy unit, because the
different hash functions are sampled independently. How-
ever, this is no longer true when working with the individual
buckets as the privacy unit, as clearly, buckets pertaining
to the same hash function are dependent. To overcome this
difficulty, we propose a variant of CountSketch which we
call BCountSketch, that has the property that all d of its
buckets are independent. This variant retains the marginal
distribution of the buckets in CountSketch, but removes
dependencies.

1.1.3. FEASIBILITY OF ALTERNATIVES

Deterministic algorithms are inherently robust and there-
fore one approach to achieve robustness is to redesign
the algorithm to be deterministic or have deterministic
components (46; 26). We note that the related `1-heavy
hitters problem on data streams has known deterministic
sketches (40; 42), and therefore a sketch that is fully ro-
bust in adaptive settings. For `2-heavy hitters, however, all
known designs are based on randomized linear measure-
ments and there are known lower bounds of Ω(

√
n) on the

size of any deterministic sketch, even one that only supports
positive updates (32). In particular this means that for `2-
heavy hitters we can not hope for better robustness via a
deterministic sketch.

1.1.4. ROADMAP

In Section 2 we review CountSketch and the classic me-
dian estimator and introduce our variant BCountSketch.
In Section 3 we introduce our sign-alignment estimators:
A simple threshold estimator and a stable estimator that is
designed for continuous reporting such as in streaming. In
Appendix F we report results of an empirical evaluation that
demonstrates that these novel sketch/estimators variants per-
form similarly to classic ones. Our robust estimators (for the
threshold and stable versions) are introduced in Section 4
with proof details provided in Appendix A (for the threshold
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estimator) and Appendix D (for the stable estimator). In Ap-
pendix B we extend our robust estimators to include weight
estimates for reported keys. In Appendix C we tighten the
efficiency of the robust estimators. In Section E we provide
details on our attack strategy.

2. Preliminaries
For vectors v,u ∈ Rn we use the notation v[i] for the value
of the ith entry of the vector (which we also refer to as the
ith key), 〈v,u〉 =

∑n
i=1 v[i]u[i] for the inner product, and

‖v‖2 := (
∑n
i=1 v[i]2)1/2 for the `2 norm.

Definition 2.1. (heavy hitter) Given a vector v ∈ Rn, an
entry i ∈ [n] is an `2-k-heavy hitter if v[i]2 > 1

k‖vtail[k]‖22.

Definition 2.2. (Heavy hitters problem, with and without
values) A set of entries K ⊂ [n] is a correct solution for the
heavy hitters problem if |K| = O(k) and K includes all the
heavy hitters. The solution is α-correct for the problem with
values if it includes approximate values v̂[i] for all i ∈ K
so that |v̂[i]− v[i]| ≤ (

√
α/k)‖vtail[k]‖2.

2.1. CountSketch and BCountSketch

CountSketch and our proposed variant BCountSketch are
specified by the parameters (n, d, b), where n is the dimen-
sion of input vectors, b is its width, and d is the size of the
sketch (number of linear measurements of the input vector).

The internal randomness ρ of the sketch specifies a set of d
measurement vectors (µt)t∈[d] where µt ∈ {−1, 0, 1}n for
t ∈ [d]. The sketch of a vector v ∈ Rn is the set of d linear
measurements (which we also refer to as buckets)

Sketchρ(v) := (ct(v) := 〈µt,v〉)t∈[d] .

CountSketch. The internal randomness specifies a set of
random hash functions hr : [n] → [b] (r ∈ [d/b]) with the
marginals that ∀j ∈ [b], i ∈ [n], Pr[hr(i) = j] = 1/b, and
sr : [n]→ {−1, 1} (r ∈ [d/b]) so that Pr[sr(i) = 1] = 1/2.
The d measurement vectors are organized as d/b sets of b
measurements each. µ(r−1)·b+j (r ∈ [d/b], j ∈ [b]):

µ(r−1)·b+j [i] := 1hr(i)=jsr(i).

Interestingly, limited (pairwise) independence of the hash
functions hr and sr suffices for the utility guarantees (stated
below). Note that with CountSketch the measurement
vectors within each set are dependent.

BCountSketch. The measurement vectors are drawn i.i.d.
from a distribution µ ∼ B. The distribution B is the same
as that of the measurement vectors of CountSketch except
that dependencies are removed. The i.i.d. property will
facilitate our analysis of robust estimation.

Each µt (t ∈ [d]) is specified by two objects: A selection
hash function ht and a sign hash function st with the fol-
lowing marginals:

• ht : [n]→ {0, 1} s.t. ∀i ∈ [n]Pr[ht(i) = 1] = 1/b.

• st : [n] → {+1,−1} s.t. ∀i ∈ [n]Pr[st(i) = 1] =
Pr[st(i) = −1] = 1/2.

The measurement vector entries are µt[i] := ht(i)st(i) (i ∈
[n]). Our upper bound only requires limited independence
(3-wise for ht and 5-wise for st, respectively). Our lower
bounds hold in the stronger model of full independence.

2.2. The median estimator

We say that a key i ∈ [n] participates in bucket t ∈ [d] when
µt[i] 6= 0. We denote by Ti := {t | µt[i] 6= 0} the set of
buckets that i participates in. Note that with CountSketch
we have |Ti| = d/b since i participates in exactly one bucket
in each set of b buckets and with BCountSketch we have
E[|Ti|] = d/b since i participates in each bucket with prob-
ability 1/b. Also note that with both methods, µt for t ∈ Ti
are i.i.d.

Note that for all i ∈ [n] it holds that Eρ[µt[i] · ct | t ∈ Ti] =
v[i]. For each key i ∈ [n] we get a multiset of unbiased
independent weak estimates of the value v[i] (one for each
t ∈ Ti):

V (i) := {µt[i] · ct | µt[i] 6= 0}.
We use these estimates to determine if i should be reported
as a heavy hitter and if so, its reported estimated value.
The classic CountSketch estimator (15) uses the median
of these values: v̂[i] := medianV (i).

2.3. Utility of CountSketch and BCountSketch

The median estimator guarantees that for δ ∈ (0, 1) and d =
O(b · log(1/δ), Prρ∼D

[
(v[i]− v̂[i])2 > 1

b‖vtail[b]‖
2
2

]
≤ δ,

where vtail[k], the k-tail of v, is a vector obtained from
v by replacing its k largest entries in magnitude with 0.
The analysis extends to BCountSketch (that has the same
distribution of the independent bucket estimates except that
their number is d/b in expectation and not exact). The
median estimator is unbiased whereas other quantiles of
V (i) may not be, but importantly for our robust weight
estimation, the stated error bound holds for any quantile v̂[i]
of V (i) in a range (1/2 − φ, 1/2 + φ) of V (i), where the
constant φ < 1/2 can be tuned by the constant factors of
setting the sketch parameters (38).

The following `∞/`2 guarantee is obtained using a union
bound over keys (15) (for α, δ ∈ (0, 1/4) and sketch param-
eters b = O(k/α) and d = O((k/α) log(n/δ))):

Prρ∼D
[
‖v̂(ρ) − v‖2∞ >

α

k
‖vtail[k/α]‖22

]
≤ δ, (1)
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where v̂(ρ) is an approximation of v that is computed from
Sketchρ(v). For the heavy hitters problem, we return the
set of k(1 + 1/(1− 2α)) keys with largest estimates, along
with their estimated values.

When we have m different non-adaptive inputs (vq)q∈[m],
a simple union bound argument with (1) provides that
with a sketch parameters b = O(k/α) and d =
O((k/α) log(nm/δ)):

Prρ∼D
[
∀q ∈ [m], ‖v̂(ρ)

q − vq‖2∞ ≤
α

k
‖(vq)tail[k]‖22

]
≥ 1− δ .

(2)
That is, the number of inputs for which we can guarantee
utility with high probability grows exponentially with the
size of the sketch. As mentioned in the introduction, we
shall see that the median estimator is not robust in adaptive
settings, where we can only guarantee utility for number of
inputs that grows linearly with the sketch size, matching a
trivial upper bound.

3. Sign-Alignment Estimators
We propose sign-alignment estimators (with CountSketch
and BCountSketch) that determine whether a key i is re-
ported as a potential heavy hitter based on the number of
buckets for which the signs of µt[i] · ct align.

For µ ∈ Supp(B), v ∈ Rn, and i ∈ [n], we define the
predicates

h+
v,i(µ) := 〈µ,v〉µ[i] > 0

h−v,i(µ) := 〈µ,v〉µ[i] < 0 .

We show that for a key i that participates in the bucket t, if i
is heavy then the sign of v[i] is very likely to agree with the
sign of the bucket estimate µ[i]ct but when there are many
keys that are heavier than i (i lies in the "tail") then such
agreement is less likely. For v and i ∈ [n] we accordingly
define the probabilities that these predicates are satisfied by
µ, conditioned on i participating, as

p+(v, i) := Prµ[h+
v,i(µ) | µ[i] 6= 0] = b · Prµ[h+

v,i(µ)]

p−(v, i) := Prµ[h+
v,i(µ) | µ[i] 6= 0] = b · Prµ[h−v,i(µ)]

p(v, i) := max{p+(v, i), p+(v, i)}

The intuition is that when v[i]2 � α
k ‖vtail[k]‖22, we expect

|v(i)| � |ct| and therefore p+(v, i) ≈ p−(v, i) ≈ 1/2 and
thus p(v, i) ≈ 1/2. When v[i]2 > 1

k‖vtail[k]‖22 we expect
v[i]µt[i] ≈ ct and Pr[ct · µt[i] · sgn(v[i]) > 0 | t ∈ Ti] ≈ 1
and hence p(v, i) ≈ 1.
Lemma 3.1. There are constants Ca and Cb and 1/2 <
τa < τb < 1 such that for all v ∈ Rn, for all i ∈ [n]

• If v[i]2 >
C2
b

b ‖vtail[b/C2
b ]‖22 then psgn(v[i])(v, i) ≥ τb

(and therefore p(v, i) ≥ τb)

• If v[i]2 ≤ 1
b‖vtail[Ca·b]‖

2
2 then p(v, i) ≤ τa.

Corollary 3.2. Consider sketches with width b = C2
b · k

and define

heavy(v) := {i ∈ [n] | p(v, i) ≥ τb} (3)
suspect(v) := {i ∈ [n] | p(v, i) ≥ τa} . (4)

Then the set heavy(v) contains all heavy hitter keys of v
and |suspect(v)| ≤ (Ca + 1) · b = (Ca + 1) · C2

b · k.

It follows from Corollary 3.2 that a set K(v) that includes
all heavy(v) keys and only suspect(v) keys is a correct so-
lution of the heavy hitters problem. Our sign-alignment
estimators are specified by two components. The first com-
ponent is obtaining estimates p̂σ(v, i) of pσ(v, i) given
a query Sketchρ(v) with b = C2

b k, a key i ∈ [n], and
σ ∈ {−1,+1}. We shall see (Section 3.3) that simple av-
eraging suffices for the oblivious setting but more nuanced
methods (Section 4) are needed for robustness. The second
component is the estimator that uses these estimates to com-
pute an output set K(v). We present two methods, threshold
(Section 3.1) for arbitrary queries and stable (Section 3.2)
for continuous reporting.

Remark 3.3. Sign-alignment estimators only report high-
alignment keys i ∈ [n] that "dominate" most of their buckets.
This because with probability 2p(v, i)− 1, the magnitude
of contribution of keys [n] \ {i} to a bucket is smaller than
|v[i]|. In particular, vectors v with no heavy keys (empty
suspect(v)) will have no reported keys. This is a distinct
advantage over estimators that simply reportO(k) keys with
highest estimates.

3.1. The Threshold Estimator

A threshold sign-alignment estimator output the set of keys:

K(v) = {i ∈ [n] | max{p̂+(v, i), p̂−(v, i)} ≥ τm}, (5)

where τm := (τa + τb)/2.

Lemma 3.4. (correctness of threshold estimators) If for
each query vector v, i ∈ [n], and σ ∈ {+,−} the estimates
p̂σ(v, i) satisfy

|p̂σ(v, i)− pσ(v, i)| ≤ τb − τa
2

, (6)

then the output K(v) is correct.

Proof.

i 6∈ K(v) =⇒ p̂
σ

(v, i) < τm =⇒ p
σ

(v, i) ≤ p̂σ(v, i)+

|p̂σ(v, i)− pσ(v, i)| < τm +
1

2
(τb − τa) = τb =⇒ i 6∈ heavy(v)

i ∈ K(v) =⇒ p̂
σ

(v, i) ≥ τm =⇒ p
σ

(v, i) ≥ p̂σ(v, i)−

|p̂σ(v, i)− pσ(v, i)| ≥ τm −
1

2
(τb − τa) = τa =⇒ i ∈ suspect(v)
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3.2. The Stable Estimator

This estimator is designed for a continuous reporting version
of the heavy hitters problem and is beneficial when the input
sequence is of related vectors (as in streaming). In this case
we report K continuously and modify it as needed due to
input changes. In these applications we desire stability of
K, in the sense of avoiding thrashing, where a borderline
key exits and re-enters K following minor updates. We
shall see that stability can significantly improve robustness
guarantees, as we only need to account for changes in the
reported set instead of the total size of each reported set.
Our stable estimator uses two threshold values:

τm1 := τa +
1

5
(τb − τa) (7)

τm2 := τb −
1

5
(τb − τa) . (8)

A key i 6∈ K enters the reported set when
max{p̂+(v, i), p̂−(v, i)} ≥ τm2 . A key i ∈ K exits
the reported set when max{p̂+(v, i), p̂−(v, i)} < τm1 .

Lemma 3.5. (correctness of stable estimators) If for all
queries v, keys i ∈ [n], and σ ∈ {−1,+1}, our estimates
satisfy

|p̂σ(v, i)− pσ(v, i)| ≤ 1

5
(τb − τa) (9)

then the output of the stable estimator is correct (K includes
all heavy(v) keys and only suspect(v) keys). Moreover,
the reporting status of a key can change only when p(v, i)
changes by at least 1

5 (τb − τa).

Proof. Similar to that of Lemma 3.4.

3.3. Basic estimates

The basic estimates are simply averages over buckets:

p̂σ(v, i) :=
b

d

∑
t∈[d]

1{µt[i] · ct · σ > 0} . (10)

Lemma 3.6. When v is chosen non-adaptively, then for any
constant τ∆ and β > 0, using d = O( 1

τ2
∆
b log(mn/β),

Pr[ max
q∈[m],i∈[n],σ∈{−1,+1}

|pσ(v, i)− p̂σ(v, i)| > τ∆] ≤ β

Proof. From multiplicative Chernoff bound, we obtain that

Pr[|pσ(v, i)− p̂σ(v, i)| > τ∆] ≤ 2e−
1
3 τ

2
∆
d
b .

We then apply a union bound over the 2mn queries.

It follows that in the non-adaptive setting the sign-alignment
estimators are correct with d = O(b log(mn/β). This
matches the utility guarantees provided with the median

estimator (Section 2.3). We shall see however that as is
the case for the median estimator, our sign-alignment esti-
mators with the basic estimates are non-robust in adaptive
settings. The robust estimators we introduce in Section 4
use estimates p̂σ(v, i) that are more nuanced.

4. Robust Estimators
We present two sign-alignment estimators for
BCountSketch that are robust against adaptive ad-
versaries: A robust version of the threshold estimator of
Section 3.1, that is described as Algorithm 2 in Section 4.1
(correctness proof provided in Section A), and a robust
version of the stable estimator of Section 3.2 that is
described as Algorithm 4 in Appendix D.

In the introduction we stated robustness guarantees in
terms of the size of the query sequence Q = (vq)

m
q=1: A

sketch with parameters (d, b) provides guarantees when
|Q| = Õ((d/b)2). But this accounting is coarse as it incurs
the same "cost" per query vq even when very few keys are
actually reported or when there is little or no change between
reported sets on consecutive inputs. We introduce a refined
property of sequences, its λ-number (λQ), that can be much
smaller than |λQ| and captures smaller output sizes (number
of keys reported) with the threshold estimator and changes
in the reported set with the stable estimators. We then estab-
lish robustness guarantees in terms of λQ = Õ((d/b)2).

The λ-number we use to analyze our robust threshold es-
timator (Algorithm 2) accounts only for potential report-
ing of each key, namely, the number of times it occurs in
suspect(vq). From Remark 3.3, the gain can be consider-
able on inputs vq with a small number of heavy keys or with
no heavy keys.
Definition 4.1. (λ-number of an input sequence) For an
input sequence Q = (vq)

m
q=1 and a key i, we define

λQ,i :=
∑
v∈Q

1{i ∈ suspect(v)} (11)

to be the number of vectors v ∈ Q for which i is in
suspect(v). For an input sequence Q, define

λQ := min
{

max
i
λQ,i,

1

Ca · b
∑
i

λQ,i
}
. (12)

The λ-number we use to analyze our stable robust estimator
(Algorithm 4) accounts only for changes in the output be-
tween consecutive inputs. This is particularly beneficial for
streaming, where updates to the input are incremental and
hence consecutive outputs tend to be similar. Our redefined
λQ,i bounds the number of times that the key i may enter
or exit the reported set when a stable estimator is used. We
then redefine λQ accordingly as in (12). Note that the rede-
fined values always satisfy λQ ≤ 2|Q| (as λQ,i is at most
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twice (11)) but it is possible to have λQ � |Q|, allowing
for robustness on longer streams with the same budget. The
approach of accounting for changes in the output in the con-
text of robust streaming was first proposed in (12) and we
extend their use of the term flip number.

Definition 4.2. (flip number of a key) Consider an input
sequenceQ. We say that a key i is high at step q if p(vq, i) ≥
τb− 2

5 (τb−τa) and is low at step q if p(vq, i) ≤ τa+ 2
5 (τb−

τa). The flip number of a key λQ,i is defined as the number
of transitions from low to high or vice versa (skipping steps
where it is neither).

Remark 4.3. Consider the stable estimator when |p̂σvq,i −
pσvq,i| ≤

1
5 (τb − τa) for all σ, q, i. The number of times key

i enters or exits the reported set is at most λQ,i.

Our robust estimators provide the following guarantees:
Theorem 4.1. Our robust threshold (Algorithm 2) and sta-
ble (Algorithm 4) estimators, with appropriate setting of
the constants, provide the following guarantees (each for
its respective definition of λQ): Let C3, c1 be appropriate
constants. Let β > 0. Consider an execution of our ro-
bust estimator with adaptive inputs Q = (v1,v2, . . . ,v|Q|),
access limit L, and i.i.d initialization of (µt)t∈[d] and

d ≥ C3 ·b ·
√
L log(L log(m ·n ·b ·L)) log(m ·n ·L) log(m · n

β
)

(13)
Then if λQ ≤ c1L and |Q| ≤ m, with probability 1− β all
outputs are correct.

Restated, we obtain that a sketch with parameters (n, d, b),
with our robust estimators, provides robustness to adaptive
inputs Q with λq = Õ((d/b)2).

4.1. The Robust Threshold Estimator

Our robust threshold estimator is provided as Algorithm 2
(The constants C1, C2 will be chosen sufficiently large).
The algorithm initializes a ThresholdMonitor structure
TM (34) (see Algorithm 1) over the dataset of the d mea-
surement vectors (buckets). A ThresholdMonitor inputs
a predicate that is defined over Supp(B) and a threshold
value and tests whether a noisy count of the predicate over
(µt)t∈[d] exceeds the threshold. It has the property that the
privacy budget is only charged on queries where the noisy
count exceeds the threshold and only buckets on which the
predicate evaluates as correct are charged. Note that it is
not necessary for the algorithm to track λQ in order to de-
termine when to halt (instead, it can halt when too many
buckets of the same key turn inactive.) The access limit L
specifies how many times we can charge a bucket before it
inactivates. The values λQ,i constitute upper bounds on the
number of times the buckets of key i get charged during the
execution. Additional details on TM and the correctness
proof of our algorithm are provided in Appendix A.

For each query vector, the estimator loops over all keys
i ∈ [n] and tests whether the count of the predicates hσv,i
over active buckets, with noise added, exceeds a threshold.
If so, the key is reported and the access count for the buckets
that contributed to the count is incremented. Otherwise, the
key is not reported. In Appendix C we show that we can
make this more efficient by using a non-robust heavy-hitters
sketch to exclude testing of keys that are highly unlikely to
be reported. The robust estimator as presented only reports
a set of keys K. In Appendix B we describe how weight
estimates can be reported as well for i ∈ K, by only doubling
the "robustness budget" (The TM access limit).

Algorithm 1: ThresholdMonitor (34)
Input: Database S ∈ X∗, privacy parameters ε, δ, access limit L, adaptive

sequence of queries (fi, si, τi)i for predicates fi : X → {0, 1},
si ∈ {+1,−1}, and τi ∈ N

foreach x ∈ S do c(x)← 0 // Initialize counters
∆← 1

ε log
(

1
δ

)
log

(
1
ε log 1

δ

)
foreach query (fi, σi, τi) do // round i

Choose a ∼ Lap(10∆) and b ∼ Lap( 1
ε log 1

δ )

f̂i ←
fi(S) +a+1{si=1} ·min{∆, b}+1{si=−1} ·max{−∆, b}

if f̂i · si < τi · si then
Output⊥.

else
foreach x ∈ S do c(x)← c(x) + fi(x)
Delete from S every element x such that c(x) ≥ L
Output>.

Algorithm 2: Robust Threshold BCountSketch Estimator
Input: Sketch parameters (n, d, b), Access limit L, upper boundm ≥ L on

the number of queries.
(µt)t∈[d] ← initialized BCountSketch with parameters (n, d, b)

τm = (τa + τb)/2 // threshold
initialize ThresholdMonitor TM:

TM.S ← (µt)t∈[d] // Measurement vectors
TM.(ε, δ)←

(
C1√
L
,

C2
n·m·b·L

)
// privacy parameters

TM.L← L // access limit
foreach query sketch (ct = 〈µt,v〉)t∈[d] of a vector v ∈ Rn do

K← ∅ // Initialize list of output keys
foreach i ∈ [n] do // loop over keys

Define f+ : [d]→ {0, 1}, where f+(t) = 1µt[i]·ct>0

Define f− : [d]→ {0, 1}, where f−(t) = 1µt[i]·ct<0

if TM.query(f+,+1, db τm) = > or
TM.query(f−,+1, db τm) = > then

K← K ∪ {i}

return K
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A. Proofs for the robust threshold estimator
In this Section we provide a proof of correctness of our robust threshold estimator. We use ` = d/b and the constants
Ca, Cb, τa, τb as in Lemma 3.1. Let τm := (τa + τb)/2 and τ∆ := (τb − τa)/10. We establish the following.

Theorem A.1. Let C1, C2, C3, c1 be appropriate constants. Let β > 0. Consider an execution of Algorithm 2 with adaptive
inputs Q = (v1,v2, . . . ,v|Q|) and i.i.d initialization of (µt)t∈[d]. Set

d ≥ C3 · b ·
√
L log(L log(m · n · b · L)) log(m · n · L) log(

m · n
β

) (14)

Then if λQ ≤ c1L, with probability 1− β all outputs are correct.

A.1. Tools from Differential Privacy

First, we need to introduce necessary tools from Differential Privacy.

Theorem A.2. (Generalization property of DP (19; 8; 21)) Let A : Xd → 2X be an (ξ, η)-differentially private algorithm
that operates on a database of size d and outputs a predicate h : X → {0, 1}. Let D be a distribution over X , let S be a
database containing d i.i.d. elements from D, and let h← A(S). Then for any T ≥ 1 we have that

Pr S∼D,
h←A(S)

[
e−2ξh(D)− 1

d

∑
X∈S

h(X) >
4

ξd
log(T + 1) + 2Tη

]
<

1

T
.

THE FINE-GRAINED SPARSE VECTOR TECHNIQUE

We will employ the (fine-grained) sparse vector of (34) described in Algorithm 1 (ThresholdMonitor). Algorithm
ThresholdMonitor has the following utility and privacy guarantees:

Theorem A.3 (Utility guarantee (34)). Consider an execution of Algorithm ThresholdMonitor on a database S and on a
sequence (fi, si, τi)i∈[r] of adaptively chosen queries. Let Si denote the database S as it is before answering the i-th query.
With probability at least 1− β, it holds that for all i ∈ [r]

• If the output is > then fi(Si) · si ≥ τi · si −O
(

1
ε log 1

δ log( 1
ε log 1

δ ) log r
β

)
.

• If the output is ⊥ then fi(Si) · si ≤ τi · si +O
(

1
ε log 1

δ log( 1
ε log 1

δ ) log r
β

)
.

Theorem A.4 (Privacy guarantee (34)). Algorithm ThresholdMonitor is (O(
√
Lε+ Lε2), O(Lδ))-differentially private.

A.2. Proof overview of Theorem A.1

Algorithm 2 issues to TM 2n count queries for each input vector vq . These queries correspond to predicates h of the form
hσvq,i (sign σ ∈ {+,−}, key i ∈ [n] and query vq).

For each predicate h, the respective count of the TM is computed over buckets that are active at the time of query:

F :=
∑
t∈[d]

1(µt[i]·ct·σ>0)∧t is active

= d · Prt∼[d][h(µt) ∧ t is active] .

The TM adds noise to F to obtain F̂ . The TM outputs > for the query h if and only if F̂ ≥ d
b τm. A key i is reported if and

only if the TM output is > for at least one of its two queries. Equivalently, the inclusion of each key i in the output set
K(vq) is determined as in (5) using the respective approximate values p̂σ(vq, i) := b

d F̂ .

It follows from Lemma 3.4 that if all our noisy counts F̂ over buckets are within d
b (τb − τa)/2 of their expectation over B

then the output is correct. We will show that this happens with probability 1− β.

We will bound the "error" of F̂ by separately bounding the contributions of different sources of error. We show that with
probability 1− β the additive error is at most 5

b τ∆ for all these estimates.
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• One source of error is due to TM not counting inactive buckets (those that reached the access limit L by TM). We
introduce the notion of "useful" buckets (see Section A.3), where usefulness is a deterministic property of the input
sequence and has the property that all useful buckets remain active. We show that in expectation, for each key i, a
(1− τ∆) fraction of the buckets that a key i participates in are useful. Hence in expectation the contribution to the error
is bounded by τ∆/b.

• Another source of error is due to the noise added by TM. We use the parameter settings and Theorem A.3 to bound the
maximum error over all queries by τ∆/b with probability 1− β/2.

• We establish correctness under the following assumption (see Section A.4). We treat the query vectors Q = (vq)
as fixed and assume the buckets (µt) satisfy the following: We formulate a set H of O(mn) predicates over B that
depend on the query vectors (vq) so that all have expectation ≤ 1/b and the expected value of all these predicates
is approximated by the sample (µt)t∈[d] to within an additive error of τ∆/b. The set H includes all predicates hσvq,i
(σ ∈ {−1, 1}, i ∈ [n], q ∈ [|Q|]) and also includes the usefulness predicates over buckets each key i participates in.
With this assumption, the total error due to inactive buckets is bounded by 2τ∆/b (combining their expectation and the
error). Using the assumption, the error due to estimation of hσvq,i is at most τ∆/b. Recall also that the error due to
noise is τ∆/b. Combining, we get an error of 4τ∆/b when the assumption holds.

• We remove the assumption by relating (see Section A.5) the count of our predicates over buckets to its respective
expectation over B using the generalization property of DP (Theorem A.2). The property establishes that even though
our query vectors and hence predicates are generated in a dependent way on the sampled buckets, because they are
generated in a way that preserves the privacy of the buckets, their average over the sampled buckets still approximates
well their expectation. This holds with probability 1− β/2 for all predicates.

A.3. Useful buckets

Definition A.1. (useful buckets) We say that a bucket with measurement vector µ is useful with respect to Q and access
limit L if the total count, over vectors in Q, of suspect(v) keys that participate in the bucket is at most L:

usefulQ,L(µ) :=
∑
i∈[n]

1µ[i]6=0 · λQ,i ≤ L .

The predicate useful depends on the set Q and applies to all µ ∈ Supp(B) whereas being active applies only to the d buckets
(µt) and buckets may become inactive over time. We can relate useful and active buckets as follows:

Remark A.2. Consider an execution of Algorithm 2 with input sequence Q where TM only reports keys from suspect(vq)
for each query vq ∈ Q. Then all useful buckets t ∈ [d] remain active throughout the execution. Therefore, for any predicate
h : Supp(B), at any point during the execution, it holds that:

Prt∼[d][h(µt) ∧ usefulQ,L(µt)] ≤ Prt∼[d][h(µt) ∧ t is active] ≤ Prt∼[d][h(µt)] .

(for notation convenience we use Prt∈[d]h(µt) = 1
d

∑
t∈[d] 1h(µt)

.)

We next characterize the set of input sequences Q with which most buckets of each key remain useful.

Definition A.3. (Sequences with enough useful buckets) For L ∈ N, let Q(L) be the set of all query sequences Q =
(vq)q∈[m] that satisfy

∀i ∈ [n], Prµ[¬usefulQ,L(µ) ∧ µ[i] 6= 0] ≤ τ∆
b
.

Recall that the probability that a key participates in a bucket is Prµ[µ[i] 6= 0] = 1/b. Therefore the requirement is that for
all keys i, a random bucket µ in which i participates is useful with probability ≥ (1− τ∆).

We state sufficient conditions for Q ∈ Q(L):

Lemma A.4. There is a sufficiently small constant c1 so that for Q = (vq)
m
q=1, λQ ≤ c1 · L =⇒ Q ∈ Q(L). Note that in

particular this means that |Q| ≤ c1 · L =⇒ Q ∈ Q(L).
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Proof. Fixing a sequence Q with λQ ≤ c1L, for every i ∈ [n], we argue as follows. Since Prµ[µ[i] 6= 0] = 1/b, it is
sufficient to show that

Prµ[¬usefulQ(µ) | µ[i] 6= 0] ≤ τ∆.

Consider randomly drawing a bucket µ. Define a random variable

X(µ) =
∑
q∈[m]

|{i ∈ [n] | µ[i] 6= 0 ∧ i ∈ suspect(vq)}|.

For every j ∈ [n] \ {i}, we have

Prµ[µ[j] 6= 0 | µ[i] 6= 0] =
1

b
.

Then, by Condition (i), (ii) and linearity of expectation, we have

E
µ

[X(µ) | µ[i] 6= 0] ≤ λQ,i +
1

b

∑
j∈[n]\{i}

λQ,j

≤ c1L+
1

Ca
c1L ≤ 2c1L.

Finally, by Markov’s inequality, we have

Prµ[¬usefulQ(µ) | µ[i] 6= 0] ≤ Prµ[X(µ) > L | µ[i] 6= 0] ≤ 2c1.

Hence, choosing c1 < τ∆
2 suffices.4

A.4. Correctness with assumption

Our choice of TM.(ε, δ) and the sketch size d allow us to provide a high (1−β) probability bound on the maximum amount
of noise in all r = 2 ·m · n queries issued to the TM:

Remark A.5. (utility) There are values for C1, C2 in the algorithm and C3 in (13) so that the utility guarantee of
Theorem A.3 provides

O

(
1

ε
log

1

δ
log(

1

ε
log

1

δ
) log

2mn

β

)
≤ τ∆

d

b
. (15)

We establish correctness under the simplifying assumption that sampled (sketch) buckets provide good estimates for the
expected counts of our predicates.

Lemma A.6. Consider an execution as follows of Algorithm 2 where constants are set to provide the utility guarantee (15).
Fix the buckets (µt)t∈[d]. Set TM.L and fix the input sequence Q = (vq)q∈[m] ∈ Q(L).

Consider the following set of n(4m+ 1) predicates h : Supp(B)→ {0, 1}:

H ={h±vq,i}q∈[m],i∈[n] ∪ {h±vq,i ∧ usefulQ}q∈[m],i∈[n] ∪ {¬usefulQ(µ) ∧ µ[i] 6= 0}i∈[n] .

If for all h ∈ H , it holds that the average of 1h over the buckets (µt)t∈[d] approximate well its expectation over µ ∼ B:

∣∣Prt∼[d]h(µt)− Prµ∼Bh(µ)
∣∣ ≤ 1

b
τ∆ . (16)

Then Algorithm 2 is correct with probability 1− β, that is,

∀q ∈ [m], heavy(vq) ⊆ Kq ⊆ suspect(vq) .

Proof. Algorithm 2 issues to TM 2n count queries for each input vector vq. These queries correspond to predicates h of
the form hσvq,i (sign σ ∈ {+,−}, key i ∈ [n] and query vq).

4The constants can be improved using Chebyshev inequality and pairwise independence of two keys mapping into the same bucket.
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For each predicate h, the respective count of the TM is computed over buckets that are active at the time of query:

F := d · Prt∼[d][h(µt) ∧ t is active] .

(recall that the set of active buckets may decrease over time). The TM adds noise to F to obtain F̂ . It then outputs > for the
query h if and only if F̂ ≥ d

b τm.

From Remark A.5, with probability 1− β/2, TM satisfies the utility guarantee for all 2mn queries, that is

|F̂ − F | ≤ d

b
τ∆ . (17)

We next bound the maximum over keys i of the number of buckets amongst (µt)t∈[d] that i participates in and are not useful.

Prt∼[d][¬usefulQ(µ) ∧ µ[i] 6= 0]

≤ τ∆
b

+ Prµ[¬usefulQ(µ) ∧ µ[i] 6= 0]

≤ 2
τ∆
b
, (18)

where the first inequality is by our assumption on the predicate ¬usefulQ(µ) ∧ µ[i] 6= 0 and the second inequality follows
from Q ∈ Q(L) (by Definition A.3). Using logic, for t ∈ [d]:

(h(µt) ∧ usefulQ(µt)) =⇒ h(µt)

h(µt) =⇒ (h(µt) ∧ usefulQ(µt)) ∨ (¬usefulQ(µt) ∧ µ[i] 6= 0)

Therefore using (18) we get

Prt∼[d][h(µt)]−
2

b
τ∆ ≤ Prt∼[d][h(µt) ∧ usefulQ(µt)] ≤ Prt∼[d][h(µt)] (19)

We now use a proof by induction over queries issued to TM to establish that the output for each query vector v and key i is
correct.

Suppose the output was correct until the current query. Then using Remark A.2, the set of current active buckets is a superset
of the set of useful buckets for Q and a subset of all buckets. Therefore,

Prt∼[d][h(µt) ∧ usefulQ(µt)] ≤ Prt∼[d][h(µt) ∧ t is active] ≤ Prt∼[d][h(µt)] (20)

Combining (19) and (20) we obtain

Prt∼[d][h(µt)]−
2

b
τ∆ ≤ Prt∼[d][h(µt) ∧ t is active] ≤ Prt∼[d][h(µt)]

=⇒
∣∣Prt∼[d][h(µt)]− Prt∼[d][h(µt) ∧ t is active]

∣∣ ≤ 2

b
τ∆ (21)

From our assumption on the predicate h we have∣∣Prt∼[d][h(µt)− Prµ∼B[h(µ)]
∣∣ ≤ 1

b
τ∆ (22)

Therefore using (17), (21), and (22): ∣∣∣∣1dF̂ − Prµ∼B[h(µ)]

∣∣∣∣
≤
∣∣∣∣1dF̂ − Prt∼[d][h(µt) ∧ t is active]

∣∣∣∣
+
∣∣Prt∼[d][h(µt) ∧ t is active]− Prt∼[d][h(µt)]

∣∣
+
∣∣Prt∼[d][h(µt)− Prµ∼B[h(µ)]

∣∣
≤ 4

b
τ∆
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Therefore the conditions of Lemma 3.4 hold and the reporting is correct: Only keys in suspect can be reported and all keys
in heavy are reported. This finishes the induction step proof.

In the oblivious setting, when the buckets are drawn i.i.d. and do not depend on Q, we can guarantee that the assumption
holds with probability 1− β by choosing d = O(log(nm/β)) and applying Chernoff and union bounds over predicates. In
the following we analyze the adaptive setting.

A.5. Removing the assumption

We now establish that the assumption holds with probability at least 1− β/2 using the generalization property of DP. We
show that with an appropriate choice of constants and Q ∈ Q(L), all predicates in H are estimated well from the sample:

Lemma A.7. Consider an execution of Algorithm 2 with adaptive inputsQ and i.i.d (µt)t∈[d]. We show that with appropriate
setting of constants and setting the dimension as in (13), then as long as the adaptive query sequence satisfies Q ∈ Q(L)
and |Q| ≤ m then with probability 1− β/2, for all the n(4m+ 1) predicates h ∈ H , (16) holds.

Proof. We apply Theorem A.2. We choose the parameter in the statement of the theorem to be T ≥ 2n(4m+ 1)/β. With
this setting and a union bound we get the bound with probability 1− β/2 for all our n(4m+ 1) predicates.

We treat Algorithm 2 and the "adversary" issuing the adaptive queries based on prior outputs as a single algorithm that
operates on the measurement vectors (µt)t∈[d] and outputs queries Q = (vq). The predicates in H are all computed from Q.

The algorithm provides (ξ, η)-differential privacy. From post processing, all the predicates H also preserve the privacy of
(µt)t∈[d]. Using Theorem A.4, we have

ξ = O(
√
Lε+ Lε2)

η = O(Lδ).

Recall that ε = C1/
√
L. We choose the constant C1 to be at most its value from Remark A.5 and as needed to set ξ ≤ τ∆/6.

Recall that δ = C2/(m · n · b · L). We choose C2 similarly to provide η ≤ τ∆/(6 · T · b).

To summarize we have

T =
2n(4m+ 1)

β

η ≤ τ∆
6 · T · b

ξ ≤ τ∆
6

d ≥ 12b log(T + 1)

ξτ∆

We now express the additive error on the estimate provided in Theorem A.2. The expected value of all our predicates is
at most 1/b. The additive contribution due to the multiplicative error term is therefore at most (1− e−2ξ)/b ≈ 2ξ/b. The
additional additive terms are 4

ξd log(T + 1) and 2 · T · η. We can substitute our choices of T, d, ξ, η and obtain that each of
these three terms is at most 1

3bτ∆. Therefore the total additive error is 1
b τ∆.

B. Robust Weight Estimates
Our robust estimator (Algorithm 2) outputs a set K of O(k) keys that includes all heavy hitters. In the following, we show
that it is possible to also provide estimates for the weight of each key in K within the same asymptotic robustness guarantees.

Here we make a mild assumption for the input query vector v ∈ Rn. That is, we assume each entry of v is an integer of
magnitude at most polynomial in n (say, nc for a constant c).

One approach to provide such weight estimates is to use a private median algorithm (based on the median/quantile
estimator reviewed in the preliminaries Section 2.3). There are suitable off-the-shelf private approximate median algorithms
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(10; 14; 13; 33). However, this approach constitutes a different component that does not fit seamlessly in the framework
of Algorithm 2. Instead, we design WeightEstimator (Algorithm 3) that implements a private median computation by
accessing the buckets only through calls to the same threshold monitor TM that is initialized in Algorithm 2.

Algorithm 3: WeightEstimator

Input: A query vector v ∈ Rn, an index i ∈ [n].
(µt)t∈[d] ← initialized BCountSketch with parameters (n, d, b)
TM← a ThresholdMonitor based on (µt)t∈[d].
for w = −nc, . . . , 0, 1, . . . , nc do

Define f≤w : [d]→ {0, 1} where f≤w(t) = 1{µt[i] 6= 0 ∧ ct · µt[i] ≤ w}
if TM.query(f≤w,+1, db τtr) = > then

return ṽi = w

return ṽi = nc

Algorithm 3 uses the following parameters: τdown = 1
10 , τup = 9

10 , and τtr =
τdown+τup

2 . Note that TM reports at most
one “>” for each key in K. Therefore, we can still get the same DP guarantee (by incurring a constant multiplicative factor,
because we may need to have the “access limit” threshold L in the threshold monitor doubled5).

Efficiency. Implementing Algorithm 3 as described would be highly inefficient: it takes Θ(nc) time to estimate a single
key vi. In the following, we describe an Õ(d) time implementation which has identical output distribution as Algorithm 3.

Our efficient implementation is based on a simple observation: let w,w + 1 ∈ [−nc, nc] be two consecutive integers. If
for every µt it holds that µt[i] 6= w, then we can conclude that f≤w and f≤w+1 are the same predicate. Therefore, when
querying the threshold monitor with either f≤w or f≤w+1, we have the same probability of getting >. The same can be said
for a range of potential weights: let wl < wr be two integers. If for every µi it holds that µi /∈ [wl, wr − 1], then (f≤w) for
every w ∈ [wl, wr − 1] refers to the same predicate, which means we have the same probability of getting ⊥ when querying
with f≤w for every w ∈ [wl, wr − 1].

We are ready to describe the implementation.

1. By the observation above, we know that the buckets (µt)t∈[d] partition the answer space [−nc, nc] into d+ 1 intervals
(d/b+ 1 in expectation), where the same query predicate is used inside each interval. We scan these intervals from left
to right.

2. For an interval [L,R], we count the number of buckets such that µi[t] ≤ L and calculate the probability that the
threshold monitor reports > on any query in this range. Let p denote the probability. Conditioning on Algorithm 3 not
returning before w = L, the probability that Algorithm 3 does not return an estimation before moving w to R+ 1 is
(1− p)R−L. With probability (1− p)R−L, we proceed to the next interval.

3. Otherwise, we simulate the case that the algorithm returns an integer in the range [L,R]. We first calculate a normalizer
P =

∑R−L+1
w=1 (1 − p)i−1 · p. Conditioning on Algorithm 3 returns an integer in [L,R], it returns w ∈ [L,R] with

probability exactly (1−p)w−Lp
P . Therefore, we sample a real r uniformly in [0, P ], and find the smallest w ∈ [L,R]

such that r <
∑w
j=L(1− p)j−L · (p). We output w.

It is straightforward to verify that this implementation has the same output distribution as Algorithm 3.

Correctness. We analyze the correctness and privacy guarantee of Algorithm 3 now. We observe that WeightEstimator
(Algorithm 3) fits well in the framework of Algorithm 2. That is, the weight estimator only accesses the buckets through
TM (the threshold monitor). And TM reports at most one “>” for each key in K. Therefore, we can still get the same DP
guarantee (by incurring a constant multiplicative factor, because we may need to have the “access limit” threshold L in the
threshold monitor doubled).

5Check Algorithm 1 for the definition of L.
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Next, we will show that Algorithm 3 returns an estimate of v[i] within additive error ± 1√
k
‖vtail[k]‖2 with high probability.

Let Γ = O
(

1
ε log 1

δ log
(

1
ε log 1

δ

)
log r

β

)
where the constant in the big-Oh is the constant in Theorem A.3. Then, by

Theorem A.3, with probability at least 1− β, Algorithm 3 returns an estimation ṽi such that:

• There are at least db τtr − Γ active buckets µt where µt[i] 6= 0, µt[i] · ct ≤ ṽt.

• There are at most db τtr + Γ active buckets µt where µt[i] 6= 0, µt[i] · ct ≤ ṽt − 1.

In the following, we use E1 to denote the event that both of the two conditions above hold.

Call a bucket µt good for the estimation of v[i], if both of the following hold:

1. µt is active by the time we perform the estimation;

2. µt[i] 6= 0 and µt[i] · ct ∈ v[i]± 1√
k
‖vtail[k]‖2.

Also, we call a bucket µt bad if µt is active, µt[i] 6= 0 and µt[i] · ct /∈ v[i]± 1√
k
‖vtail[k]‖2. We prove the following lemma.

Lemma B.1. Consider the execution of Algorithm 3 for the vector v and index i. Suppose all of the following hold:

• The event E1.

• The number of good buckets is more than d
b τtr + Γ.

• The number of bad buckets is less than d
b τtr − Γ.

Then, Algorithm 3 returns an estimation of v[i] within additive error 1√
k
‖vtail[k]‖2.

Proof. Define the multi-set Si = {µt[i]·ct : µt is active∧µt[i] 6= 0}. Call an element x ∈ Si good if x ∈ v[i]± 1√
k
‖vtail[k]‖2.

Let ngood denote the number of good elements in Si. We call all other elements bad and let nbad denote the number of such
elements. We observe that ngood is equal to the number of good buckets and nbad is equal to the number of bad buckets.

Let ṽi denote the output of the private median algorithm. Suppose ṽi is larger than or equal to n1 elements in Si. Since E1
holds, we have n1 ≥ d

b τtr − Γ. Because nbad <
d
b τtr − Γ, we know those n1 elements cannot be all bad. Namely, ṽi is no

less than at least one good element.

Now, suppose ṽi − 1 is larger than or equal to n2 elements in Si. Since E1 holds, we have n2 ≤ d
b τtr + Γ. Because

ngood >
d
b τtr + Γ, we know those n2 elements do not include all good elements. Namely, ṽi − 1 is less than at least one

good element.

Combining two observations, we conclude that ṽi is sandwiched between two good elements, which means ṽi ∈ v[i] ±
1√
k
‖vtail[k]‖ as desired.

Now let us consider the oblivious setting. In this setting, we can fix an input sequence Q beforehand and analyze the
behavior of our algorithm on it. In the next lemma, we will show that Algorithm 3 is accurate, so long as the number of
good/bad buckets is close to its expectation (assuming the buckets are independent to the input Q).

Lemma B.2. Consider an execution Algorithm 2 where it also runs Algorithm 3 to estimate the weight of v[i] whenever it
includes a key i in K. Fix the input sequence Q = (vq)q∈[m] ∈ Q(L) and consider one query vector v ∈ Q(L). Consider
the following set of 2n predicates h : Supp(B)→ {0, 1}:

H ={1µ[i] 6=0∧µ[i]·c∈v[i]± 1√
k
‖vtail[k]‖2∧usefulQ}i∈[n]

∪ {1µ[i]6=0∧µ[i]·c/∈v[i]± 1√
k
‖vtail[k]‖2}i∈[n] .
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If for all h ∈ H , it holds that the average of h over the buckets (µt)t∈[d] approximate well its expectation over µ ∼ B:∣∣Prt∼[d]h(µt)− Prµ∼Bh(µ)
∣∣ ≤ 1

b
τ∆. (23)

Then Algorithm 3 always returns estimation for v[i] within error ± 1√
k
‖vtail[k]‖2.

Before showing the proof, we observe that one can combine Lemma B.2 with a Chernoff bound to show that our algorithm
is accurate in the oblivious setting.

Proof. First, we consider predicates of the form hi,bad = 1µ[i] 6=0∧µ[i]·c/∈v[i]± 1√
k
‖vtail[k]‖2 . Fix an index i and consider hi,bad.

By Chebyshev’s inequality, we have that

Prµ∼B

[
|µ[i] · c− v[i]| ∈ 1√

k
‖vtail[k]‖

∣∣∣∣ µ[i] 6= 0

]
≥ τup

provided b ≥ C · k for some constant C. (The proof is similar to that of Lemma G.3). Recall τdown = 1
10 and τup = 9

10 . We
have

Prµ∼B[hi,bad(µ)] ≤ τdown

b
.

We also consider predicates of the form hi,good = 1µ[i]6=0∧µ[i]·c∈v[i]± 1√
k
‖vtail[k]‖2∧µ is useful. by Definition A.3, we know that

Prµ∼B[µ is useful | µ[i] 6= 0] ≥ 1− τ∆,

By union bound, we know that

Prµ∼B[hi,good(µ)] ≥ (τup − τ∆)
1

b
.

Now, if the condition in the lemma statement holds, for every i ∈ [n] we have

Prt∼[d][hi,good(µt)] ≥
τup − 2τ∆

b

and
Prt∼[d][hi,bad(µt)] ≤

τdown + τ∆
b

.

We choose τ∆ to be less than 1
10 . By doing so, the condition of Lemma B.1 is met, and Algorithm 3 can report estimations

within the desired accuracy. This completes the proof.

Next, we consider the real execution of Algorithm 3 in the adaptive setting. Knowing that Q,v is (ξ, η)-DP with respect
to the buckets (µt)t∈[d], we might use the generalization property of DP (Theorem A.2) to argue that the number of good
buckets is still close to its expectation in the independent case. So the condition of Lemma B.2 is still met with high
probability. This step is analogous to the argument in Section A.5 and we do not repeat it here.

C. Query Efficiency
Our robust estimator as described in Algorithm 2 tests all n keys using the ThresholdMonitor in order to determine the
returned set K of candidate heavy hitters. This is computationally inefficient. In the following, we show how we can combine
our algorithm with an efficient non-robust heavy-hitters sketch to support heavy-hitter queries that are both efficient and
robust.

First, let us recall the following fast oblivious heavy-hitter algorithm from (36):

Theorem C.1 ((36)). There is an oblivious streaming algorithm FastQueryHH satisfying the following. For every n, k ≥ 1
and β ∈ (0, 1), FastQueryHH maintains a vector v ∈ Rn using O(k log n/β) space, supports entry updates in O(log n/β)
time. On a query, it produces in O(kpolylog(n)) time a list L ⊂ [n] of indices such that:

• |L| ≤ O(k).
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• For every i ∈ [n] such that v[i] ≥ 1√
k
‖vtail[k]‖2, it holds that i ∈ K.

With FastQueryHH in hand, we can slightly modify Algorithm 2 as follows: Concurrently to an execusion of Algorithm 2,
we run a copy of FastQueryHH with the parameter “k” in Theorem C.1 set to (Ca + 1) · b. Then on each heavy-hitter query,
we first invoke FastQueryHH to produce a list L of candidate sets. Then we test each key i ∈ L by querying the TM (just
like what we have done in Algorithm 2). We call the new algorithm FastQueryVariant.

We analyze the query time and correctness of FastQueryVariant. On a heavy-hitter query, FastQueryVariant first
takes O(b log n/β) time to run FastQueryHH and produces a list L. Then it tests each key from L by querying the
ThresholdMonitor, which requires O(b · `) time for each key. Recall that b = O(k). Therefore, the query time is bounded
by O(poly(k, `, log n/β)). FastQueryVariant is also correct with high probability: the final list has size bounded by
O(k) and every heavy hitter will appear in the list L and then get selected by the ThresholdMonitor test with high
probability.

Finally, we argue that FastQueryVariant can robustly answer at least Ω̃(`2) adaptively-chosen queries. This is because
for every i ∈ [n] with |vi| ≤ 1√

k
‖vtail[Ca·b]‖, it does not really matter if i is included in the list L or not, for such i will

always be rejected by the ThresholdMonitor test with high probability. Therefore, the statistical distance between the
output distribution of FastQueryVariant and that of Algorithm 2 is negligible. Hence, FastQueryVariant basically
enjoys the same robustness guarantee as Algorithm 2, and the analysis of Algorithm 2 implies FastQueryVariant is also
robust.

D. Robust Stable Estimator for Continuous Reporting
In this section we describe Algorithm 4, which is a robust version of the stable sign-alignment estimator presented in
Section 3.2.

One important class of applications of CountSketch is on distributed or streaming data, which has the form of updates
to weights of keys. In a streaming model the input is presented as a sequence of updates (uj)

m
j=1, where each update has

the form u = (u.key,u.value) such that u.key ∈ [n] and u.value ∈ R. The stream corresponds to an input vector v that
is updated in each step. We can denote that as a sequence (vq) of input vectors where vq is the vector at step q. Initially,
v0 = 0n and for step q ≥ 1

vq := vq−1 + uq.value · euq.key .

The sketch of streaming data can be efficiently maintained: Consider an initialized BCountSketch with measurement
vectors (µt). The sketch is initialized by setting (ct ← 0)t∈[d] and updating (ct ← ct + µt[u.key] · u.value)t∈[d].

Algorithm 4 is similar to the robust threshold estimator, but it only accounts for changes in the reporting (in terms of when
access counts on the TM are increased). A change occurs when a key that is not currently reported enters the reported set or
when a key that is currently reported exits the reported set.

Analysis: The analysis mimics that of Algorithm 2. The only differences is that we use τ∆ := (τb − τa)/25, apply
Lemma 3.5 for the quality of approximations needed, and define λQ,i as the flip number (Definition 4.2) and use Remark 4.3
to establish that it bounds the number of TM queries returning > for the respective key. The definition of useful buckets,
sequences Q(L), Lemma A.4, and Theorem A.1 all carry over.

Reporting estimated weights: The robust estimator in Algorithm 4 can optionally report estimated weights. When a key
i enters the reported set, we obtain a private estimate v̂[i] of its current value, as described in Section B. While keys are in
the reported set, we apply exact updates to their estimated values. When a key exits the reported set we delete its estimated
value. As for the analysis, one TM query returning > is used upon an entry of a key to the reported set. Following that we
perform exact updates, which do not affect the privacy and robustness analysis. The estimates we maintain however need to
be validated as we seek accuracy with respect to the tail of the current vq and the permitted "tail error" might decrease. This
can make the estimate obtained earlier when key i entered the reported set not sufficiently accurate. Therefore, we validate
our estimates before reporting them and perform an update (a fresh weight estimates) if the validation fails. The validation
tests (using predicate queries to TM) if our maintained estimate is still within appropriate noisy quantiles of the bucket
estimates. Each validation failure that triggers an update corresponds to a significant decrease of the tail error. This number
contributes to the robustness budget when weights are reported.
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Algorithm 4: Robust BCountSketch: Streaming
Input: Sketch parameters (n, d, b), Access limit L, upper bound m ≥ L on the number of updates.
(µt)t∈[d] ← initialized BCountSketch with parameters (n, d, b)

τm1
← τa + 1

5 (τb − τa)// lower threshold value for TM

τm2 ← τb − 1
5 (τb − τa)// higher threshold value for TM

K+, K− ← ∅// Initialize continuously reported set K+ ∪ K− of candidate heavy hitter keys
initialize ThresholdMonitor TM:

TM.S ← (µt)t∈[d] // Measurement vectors

TM.(ε, δ)←
(
C1√
L
, C2

n·m·b·L

)
// privacy parameters

TM.L← L // access limit

foreach update u = (u.key, u.value) do // process update
// optional: If u.key ∈ K+ ∪ K− then v̂[u.key]+ = u.value

foreach t ∈ [d] do // update sketch
ct ← ct + µt[u.key] · u.value

foreach i ∈ [n] \ (K+ ∪ K−) do // loop over keys not currently reported
Define f+ : [d]→ {0, 1}, where f+(t) = 1µt[i]·ct>0

if TM.query(f+,≥ d
b τm2) = > then

K+ ← K+ ∪ {i}// Optional: v̂[i]← estimate using Algorithm 3
else

Define f− : [d]→ {0, 1}, where f−(t) = 1µt[i]·ct<0

if TM.query(f−,≥ d
b τm2) = > then

K− ← K− ∪ {i} // Optional: v̂[i]← estimate using Algorithm 3

foreach σ ∈ {+,−} do // loop over keys currently reported
foreach i ∈ Kσ do

Define fσ : [d]→ {0, 1}, where fσ(t) = 1µt[i]·ct·(σ1)>0

if TM.query(fσ,≤ d
b τm1) = > then

Kσ ← Kσ \ {i} // Optional: delete v̂[i]

return {(i, v̂[i]) | i ∈ K+ ∪ K−}// Optional: test whether v̂[i] is still valid. If not replace v̂[i]

using Algorithm 3
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E. Attack Strategy Overview
We describe our attack strategy which applies with both CountSketch and BCountSketch. The attacker knows the
parameters of the sketch (n, d, b) but does not know the internal randomness ρ and thus the measurement vectors (µt)t∈[d].
The attacker has an oracle access to the sketch realization by adaptively producing query vectors (vq) and obtaining a set of
keys:

K(vq) := M(Sketchρ(vq)).

We tailor our attack strategy to the following estimators M :

The median estimator: Compute for each key i the estimate v̂[i] ← median{µt[i] · ct | t ∈ Ti} and return the k′ keys
with largest estimated magnitudes.

Basic threshold sign-alignment estimator: The estimator in Equation (5), with arbitrary τ , and with the basic estimate as
in Equation (10).

Robust threshold sign-alignment estimator: As in Algorithm 2.

We establish lower bounds on robustness that nearly match the respective upper bounds:

Theorem E.1. The median estimator and basic threshold sign-alignment estimator admit an attack of size O(`). The robust
estimator admits an attack of size O(`2), where ` = d/b.

For i ∈ [n], we denote by ei the unit vector of the i’th entry (that is, ei[j] = 1i=j). For a vector z ∈ Rn, the support
of z, which we denote by Supp(z) ⊂ [n], is the set of its nonzero entries. For a key i ∈ [n], we denote its buckets by
Ti = {t ∈ [d] | µt[i] 6= 0}.

Attack Description Our attacks will be with respect to one designated key h ∈ [n] and a specified bias-to-noise ratio
parameter BNR > 0. We construct an attack tail a, which is a vector with entries in {−1, 0, 1} so that h 6∈ Supp(a) and
support size |Supp(a)| = r ·m (where r,m are attack parameters) that behaves very differently on the buckets Th than on
random buckets µ ∼ B. On a random bucket we have that Eµ∼B [〈µ,a〉] = 0 and Varµ∼B [〈µ,a〉] = r·m

b and standard

deviation
√

1
b · r ·m =

√
1
b‖a‖2. On most of the sketch buckets (µt)t∈Th , however, we will have large bias with

〈µt,a〉 · µt[h] ≥ BNR · 1√
b

√
r ·m . (24)

We then use a to design a vector on which the sketch fails. The details depend on the estimator. When considering inputs of
the form

w · eh ± a ,

we can expect a randomly initialized sketch to provide a good estimate of w when w �
√

1
b · r ·m = 1√

b
‖a‖2 but our

attacked sketch masks w and the estimator might fail to return h even when w � 1√
k
‖tailk(a)‖2 ≈

√
r·m
k or can return it

as heavy even when w = 0.

Construction of a We construct our attack tail a by identifying and summing up r = O(`) randomly-generated tails that
are lightly biased in the same direction. When we sum r lightly-biased tails, the bias grows linearly with r whereas the
standard deviation grows proportionally to

√
r. Therefore the ratio of the bias to the standard deviation increases.

We identify these lightly biased tails using queries in which h is a borderline heavy hitter and selecting tails on which h is
reported (or selecting negated tails where it is not reported). We designate a special set H of keys that includes h and use
query vectors of the form ∑

i∈H
v[i] · ei ± zq . (25)

The values v[i] ∈ R≥0 for i ∈ H are fixed throughout the attack.

The vectors zq ∈ {−1, 0, 1}n are chosen so that they have disjoint supports Supp(zq) of size |Supp(z)| = m and so that
these supports are disjoint from H . For each key i ∈ Supp(zq), the value zq[i] is drawn independently and uniformly at
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random from {−1, 1}. Our attack will process the sequence (zq) and for each, we will either collect zq (that is, a← a+zq)
collect its negation (that is, a← a− zq) or collect neither. We stop after we collect a specified number r of tails.

Our attack on the median estimator uses |H| = k′ + 1 with k′ − 1 very heavy keys and two equal-weight borderline keys,
one of which is h. The estimator outputs all very heavy keys and only one of the two borderline keys. If h is reported we
collect z and if it is not reported we collect −z.6 For the sign-alignment estimators we use H = {h}. We query with both z
and −z. If h is reported exactly once then either z or its negation are collected accordingly. The querying with the robust
estimator, which is probabilistic, requires O(`) queries and is discussed below.

Analysis The contribution of each z to a bucket in Th is a symmetric random variable that is the sum of independent
random variables that are 0 with probability (1 − 1/b) and 1 or −1 each with probability 1/2b. The distribution has
expectation 0 and standard deviation

√
m/b. We now consider the signs of the tail contributions µt[h]〈µt, z〉 on all `

buckets (we use m that is large enough so a contribution of 0 is unlikely). Then each bucket is positive or negative with
probability 0.5. Using an anti-concentration bound, z with constant probability would have Ω(

√
`) difference between the

number of positive or negative contributions. Note that when we condition on the sign of µt[h]〈µt, z〉, the distribution of
magnitudes is the same as with an unconditioned bucket.

We now assume we can identify which one of ±z has more positive contributions and collect it. Then with constant
probability its contribution to a given bucket in Th is positive with probability 1/2 + Ω(1/

√
`) and negative otherwise (the

distribution of magnitudes conditioned on the sign is the same as without conditioning on the selection). The process is
equivalent as drawing a positive value with probability Ω(1/

√
`) and an unbiased value (distributed as with random z)

otherwise. So with constant probability the collected vector adds in expectation bias of
√
m/(b · `) for each bucket of Th

and variance that is roughly that of an unconditioned bucket mb . The expected bias added to a bucket after r collection
events is then Ω(r ·

√
m/b/

√
`) (which is also well concentrated when r �

√
`, since in each round there is Ω(1/

√
`)

probability of bias that is Ω(
√
m/b)). The variance of the unbiased part is bounded from above by that of adding tails z

unconditionally, and is ≤ r ·m/b.

In terms of the "tail norm." Each collection event contributes m entries of magnitude 1 to a. Hence, after r collection events
we have ‖a‖2 =

√
r ·m. Therefore, the standard deviation of the per-bucket noise is ≈

√
r ·m/b = 1√

b
‖a‖2).

The number r of collection events needed for the bias-to-noise ratio that exceed a specified BNR is (up to constants) the
solution of

r ·
√

m

b · `
= BNR ·

√
r ·m
b

,

which yields r = c · BNR2` (for some constant c).

What remains is to show how we set up the query vectors with tail ±z so that we can identify lightly-biased tail.

Choosing the weight of key h We set the value of v[h] so that collection happens with constant probability for each zq
and that the collected tail is biased in the "right" direction. To do so, we set v[h] so that key h is "borderline" reported. For
the median and basic threshold estimators, we set it so that over the distribution of z there is constant probability to report h
and constant probability not to report h.

The robust estimator adds random noise to the count and has a probabilistic output. There is also differences in the count due
to buckets getting inactivated during the execution. So for each count (minus the contribution of inactive buckets) there is a
reporting probability. Recall that we can expect a gap of Ω(

√
`) between the counts of z and −z. The reporting probability

is 0 for low counts and 1 for high counts (close to `). Therefore there is a value where the reporting probability increases by
at least Θ(1/

√
`) when the count increases by Θ(

√
`). Note that both the number of inactivated buckets and the DP noise

added by TM are of a lower order that the count gap (Θ(1/`) fraction versus Θ(1/
√
`) gap). Therefore the probability gap

holds even when accounting to the DP noise and inactive buckets.

We set v[h] to be in this regime. We can then use O(`) queries with each of z and −z to estimate the probabilities to the
needed accuracy (additive error of O(1/

√
`)) to identify the larger one.

The attacks on the classic and basic estimators use O(1) queries for each collection event so overall the attack uses O(`)

6We assume here that it is unlikely that the median estimates of the two borderline keys are equal. This can be assured with√
m/b� d/b or by using Gaussian values instead of −1, 1.
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queries. The attack on the robust estimator requires O(`) queries for each collection event and therefore overall uses O(`2)
queries.

Extensions The attacks can be implemented in a streaming model in which case the size of the attack is replaced by the
flip number λQ. We emulate our attacks using updates, noting that 2m updates are needed to change between a tail and its
negation or between different tails. This while maintaining stability of the reporting of keys in H (by increasing their values
during the updates of the tail).

The attacks can be generalized to the case when the parameters of the estimators are not known to the attacker. In this case,
we include a "search" for the parameters as part of the attack.

F. Empirical Evaluation of CountSketch Variants and Estimators
We introduced BCountSketch in order to facilitate the robustness analysis. We also introduced the novel sign-alignment
estimators. The two sketch variants CountSketch and BCountSketch and the estimators median and sign-alignment
have similar asymptotic performance. We report here results from an empirical evaluation. The evaluation used input
vectors with one "heavy" entry and n i.i.d. entries N(0, 1). The goal was to identify uniquely the heavy key. To do this
with the median estimator, we computed median estimates for all keys and returned the key with the largest estimate. To
do this with sign-alignment, we returned the key with the largest alignment. Code for our experiments can be found at
https://github.com/google-research/google-research/tree/master/robust_count_sketch.

The results, reported in Figure 2 (sweeping value of heavy key) and Figure 3 (sweeping size d/b), show that performance
of the different sketch-estimator pairs is similar: There is no considerable performance loss from BCountSketch over
CountSketch (that arises because the number of estimates available for each entry is in expectation d/bwith BCountSketch
and exactly d/b with CountSketch). We also observed no considerable loss from using sign-alignment estimates (that offer
different benefits, but here is evaluated on identifying the top value).

Figure 2. The y-axis shows the fraction of repetitions (out of 100) in which the heavy key was successfully returned, with error bars
depicting one standard deviation. In both sub-figures the x-axis is the value v of the heavy entry. Sketch parameters b = 7, d/b = 101,
left: n = 5× 104, right: n = 1× 105.

https://github.com/google-research/google-research/tree/master/robust_count_sketch
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Figure 3. The y-axis shows the fraction of repetitions (out of 100) in which the heaviest key with value v was successfully returned, with
error bars depicting one standard deviation. The x-axis is (d/b). We use b = 7. Left: v = 20, n = 5× 103 middle: v = 25, n = 1× 104

right: v = 70, n = 5× 104.

G. Proof of Lemma 3.1
In this section we provide the proof of Lemma 3.1. We start with some preliminaries.

G.1. Helpful Inequalities

Theorem G.1. (Hölder’s inequality) Let X,Y be two non-negative random variables. Also let p, q ≥ 1 be two reals such
that 1

p + 1
q = 1. Then it holds that E[X · Y ] ≤ ‖X‖p · ‖Y ‖q := E[Xp]1/p · E[Y q]1/q .

Lemma G.1. (technical lemma) Let A,B ≥ 0 be two reals. Let X be a random variable such that:

E[X] = 0, E[X2] ≥ A,
E[X3] = 0, E[X4] ≤ B.

Then, for any C ≥ 0 one has

Pr[X ≤ −C] ≥ 1

(16 · (6AC2 +B + C4))
1/3

((
(A+ C2)3

6AC2 +B + C4

)1/2

− C

)4/3

.

Proof. Define a new random variable Y = X + C. It suffices to bound Pr[Y ≤ 0]. First of all, one can verify the following
useful moment bounds of Y .

E[Y ] = C,

E[Y 2] ≥ A+ C2,

E[Y 4] ≤ 6AC2 +B + C4.

Then, we have

E[|Y | · 1Y >0]− E[|Y | · 1Y≤0] = C. (26)

We also have
E[Y 2] = E[|Y |2/3 · |Y |4/3]

≤
∥∥∥|Y |2/3∥∥∥

3/2
·
∥∥∥|Y |4/3∥∥∥

3
(Theorem G.1)

= E[Y ]2/3 · E[Y 4]1/3,

which implies that

E[|Y |] = E[|Y | · 1Y >0] + E[|Y | · 1Y≤0] ≥
(
E[Y 2]3

E[Y 4]

)1/2

. (27)
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Subtracting (26) from (27), one gets

E[|Y | · 1Y≤0] ≥ 1

2

((
E[Y 2]3

E[Y 4]

)1/2

− C

)
. (28)

On the other hand, we also have (by Theorem G.1)

E[|Y | · 1Y≥0] ≤ ‖Y ‖4 · ‖1Y≤0‖4/3 ≤ E[Y 4]1/4 · Pr[Y ≤ 0]3/4. (29)

Combining (28) and (29), one concludes

Pr[Y ≤ 0] ≥ 1

2 · (2 · E[Y 4])1/3

((
E[Y 2]3

E[Y 4]

)1/2

− C

)4/3

as desired.

In our analysis, we will instantiate Lemma G.1 with the following parameter setting.

Corollary G.2. Let A > 0 be a real. Let X be a random variable such that:

E[X] = 0, E[X2] = A,

E[X3] = 0, E[X4] ≤ 3A2.

Then, it holds that Pr
[
X ≤ −

√
A

5

]
≥ 0.02.

Proof. By Lemma G.1 and direct calculation.

G.2. Lemma proof details

We first recall how a linear measurement of a bucket is sampled. A bucket µ : [n]→ {−1, 0, 1} is constructed as follows:
first, sample a 3-wise independent function h : [n] → {0, 1} such that for every i ∈ [n], h(i) = 1 with probability 1/b.
Then, sample a 5-wise independent function σ : [n]→ {−1, 1} such that σ(i) equals 1 or −1 with equal probability. Finally
define µ[i] = h(i) · σ(i). Fix an input vector v ∈ Rn and compute c = 〈µ,v〉. The measurement yields the weak estimates
v̂[i] := µ[i]c of v[i] for all i ∈ [n] that participate in the bucket (that is, µ[i] 6= 0). 7

The first part is established by Lemma G.3 and the second part by Lemma G.4.

Lemma G.3. If |v[i]| ≥ 30√
b
‖vtail[b/900]‖2, then Pr[c · µ[i] · sign(v[i]) > 0 | µ[i] 6= 0] ≥ 399

400 .

Proof. We prove for the case that sgn(v[i]) = 1. The case for sgn(v[i]) = −1 can be handled similarly. Let

S = {i ∈ [n] : |v[i]| is among the
b

900
largest values in the multiset {|v[j]|}j∈[n]}.

Conditioning on µ[i], we argue as follows. Let c−i =
∑
i′ 6=i,i′ /∈S µ[i′] · v[i′]. Then one has

E
µ

[c−i | µ[i] 6= 0] = 0,

E
µ

[c2−i | µ[i] 6= 0] ≤ 1

b
‖vtail[b/900]‖22.

Let E1 denote the event that µ[i] · c−i < − 30√
b
· ‖vtail[b/900]‖2. By Chebyshev’s inequality one has

Prµ[¬E1 | µ[i] 6= 0] = Prµ

[
µ[i] · c−i < −

30√
b
· ‖vtail[b/900]‖2

∣∣∣∣ µ[i] 6= 0

]
≤ 1

900
.

7The Lemma also holds for CountSketch. Note that while buckets of CountSketch can be dependent, the d/b buckets that a key i
participates in are independent and follow the same distribution as BCountSketch buckets. The only difference is that we have exactly
d/b buckets instead of in expectation.
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Let E2 denote the event that µ[i′] = 0 for all i′ ∈ S \ {i}. We first observe that

E
µ

 ∑
i′∈S\{i}

1µ[i′] 6=0

∣∣∣∣ µ[i] 6= 0

 ≤ |S|
b
≤ 1

900
.

By Markov’s inequality, we have

Prµ [¬E2 | µ[i] 6= 0] = Prµ

 ∑
i′∈S\{i}

1µ[i′] 6=0 ≥ 1

 ≤ 1

900
.

Note that when both E1 and E2 hold, we must have c · µ[i] = µ[i] · (c−i + v[i]) > 0. Therefore, we conclude that

Prµ [c · µ[i] > 0 | µ[i] 6= 0] ≥ 1− Prµ [¬E1 ∨ ¬E2 | µ[i] 6= 0] ≥ 399

400
.

Then, we show that if a key is far away from being heavy, then there is a decent chance that the sign of a key does not align
with the sign of buckets it participates in. Let i ∈ [n] be a key. Suppose there are at least 50b keys j such that |v[j]| ≥ |v[i]|.
Draw a random bucket µ conditioning on µ[i] 6= 0. For intuition, let us first consider the case that each coordinate of µ is
independently sampled. Then with probability 50% there exists j ∈ [n] such that |v[j]| ≥ |v[i]| and µ(j) 6= 0. Conditioning
on this, with probability 1

4 we have both sign(µ(j) · v[j]) 6= sign(µ(i) · v[i]) and sign
(∑

j′∈[n]\{j,i} µ(j′) · v[j′]
)
6=

sign(µ(i) · v[i]). In this case, the sign of the bucket is “pushed away” from the direction of v[i]. Exploiting moment methods
and Lemma G.1, we can show a similar conclusion even when µ is sampled from a limited-independence source. See the
lemma below.
Lemma G.4. For every i ∈ [n], if there are at least 50b keys j such that |v[j]| ≥ |v[i]|, then it holds Prµ[c · µ[i] > 0 |
µ[i] 6= 0] ≤ 59/60 and Prµ[c · µ[i] < 0 | µ[i] 6= 0] ≤ 59/60.

Proof. We assume the vector v is sorted in decreasing order of absolute values. Namely, |v[1]| ≥ |v[2]| ≥ · · · ≥ |v[n]|, and
we are proving for an item with index i > 50k. This assumption is only for the ease of presentation.

W.L.O.G. we condition on µ[i] = 1. A similar argument gives the same bound for the case of µ[i] = −1, and one can use
the tower rule over two cases and conclude the proof. From now on, we will always condition on µ[i] = 1.

Let c−i =
∑
i′ 6=i µ[i′] · v[i]. We want to show lower bounds for Pr[c−i ≤ −|v[i]|] and Pr[c−i ≥ |v[i]|]. In the following we

only lower bound Pr[c−i ≤ −|v[i]|]. The other case is analogous.

Let us define a random variable X =
∑50·b
j=1 1µ[j]6=0. That is, we consider the 50 · k keys of largest magnitude and let X

specify how many among them are hashed into the bucket. Then one has

E[X] = 50, Var[X] ≤ 50.

Let E denote the event that X ≥ 25. Applying a Chebyshev tells us that Pr[E ] ≥ 1− 50
2500 >

9
10 .

Note that X and E depend only on h. Hence, conditioning on E , h and µ[i] = 1, the function σ is still 4-wise independent.
Now let us consider c−i (which is now a random variable depending on σ). In the following, we consider Eσ[cp−i | E , h] for
p ∈ {1, 2, 3, 4}. First, for p = 1 we have

E
σ

[c−i | E , h] =
∑
i′ 6=i

v[i] · E
σ

[µ[i′]] = 0.

For p = 2 we have
E
σ

[c2−i | E , h] =
∑

i1,i2∈[n]\{i}

v[i1] · v[i2] · E
σ

[µ[i1]µ[i2]]

=
∑

i1∈[n]\{i}

v[i1]2 · 1h(i1) 6=0

≥ 25 · v[i]2.
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The second line is due to σ(i1) and σ(i2) are independent for i1 6= i2. The last line is due to our assumption that X ≥ 25.
Then, for p = 3 we have

E
σ

[c3−i | E , h] =
∑

i1,i2,i3∈[n]\{i}

v[i1] · v[i2] · v[i3] · E
σ

[µ[i1]µ[i2]µ[i3]] = 0.

The second equality holds because for every tuple (i1, i2, i3), there must be an index i ∈ [n] that appears for odd times
among i1, i2, i3. Suppose i appears t ∈ {1, 3} times. We observe that Eσ[µ[i]t] = 0. Since σ is 3-wise independent, it
follows that Eσ[µ[i1] · µ[i2] · µ[i3]] = E[µ[i]t] = 0. Finally, we consider p = 4, we have:

E
σ

[c4−i | E , h] =
∑

i1,i2,i3,i4∈[n]\{i}

v[i1] · v[i2] · v[i3] · v[i4] · E
σ

[µ[i1]µ[i2]µ[i3]µ[i4]].

Following a similar reasoning as we have done above, we observe that a tuple (i1, i2, i3, i4) may have non-zero contribution,
only if there are no indices that appear odd times among (i1, i2, i3, i4). Then, at least one of the following three conditions
must hold: (1) i1 = i2, i3 = i4, (2) i1 = i3, i2 = i4 or (3) i1 = i4, i2 = i3. Therefore, we have:

E
σ

[c4−i | E , h] ≤ 3 ·
∑

i1,i2∈[n]\{i}

v[i1]2 · v[i2]2 · E
σ

[µ[i1]2µ[i2]2]

≤ 3
∑

i1,i2∈[n]\{i}

v[i1]2 · v[i2]21h(i1)6=01h(i2) 6=0

≤ 3

 ∑
i1∈[n]\{i}

v[i1]2 · 1h(i1)6=0

2

≤ 3E
σ

[c2−i | E , h]2.

In summary, we have the following.
E
µ

[c−i | E , h] = E
µ

[c−i
3] = 0,

E
µ

[c−i
2 | E , h] ≥ 25v[i]

2
,

E
µ

[c−i
4 | E , h] ≤ 3 · E[c−i

2 | E , h]2.

By Corollary G.2, it follows that

Pr[c−i ≤ −v[i] | E , h] ≥ 2

100
.

Therefore, we have

Prh,σ[c−i ≤ −v[i]] ≥ Prh[E ] · Pr[c−i ≤ −v[i] | E , h] ≥ 2

100
· 9

10
≥ 1

60
,

as desired.

Corollary G.5. Let v ∈ Rn be a vector. For every i ∈ [n], if |v[i]| ≤ ‖vtail[50b]‖, then Prµ[c ·µ[i] > 0 | µ[i] 6= 0] ≤ 59/60
and Prµ[c · µ[i] < 0 | µ[i] 6= 0] ≤ 59/60.

Proof. |v[i]| ≤ ‖vtail[50b]‖ implies |v[i]| is less than or equal to at least 50b other v[j]’s. The conclusion follows from
Lemma G.4 immediately.

To wrap-up, we combine Lemma G.3 and Corollary G.5 to justify Lemma 3.1 with constants Ca = 50, Cb = 30, τa = 59
60

and τb = 399
400 .
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