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Abstract

It is well-known that deep learning models are vul-
nerable to adversarial examples. Existing studies
of adversarial training have made great progress
against this challenge. As a typical trait, they of-
ten assume that the class distribution is overall
balanced. However, long-tail datasets are ubig-
uitous in a wide spectrum of applications, where
the amount of head class instances is larger than
the tail classes. Under such a scenario, AUC is a
much more reasonable metric than accuracy since
it is insensitive toward class distribution. Moti-
vated by this, we present an early trial to explore
adversarial training methods to optimize AUC.
The main challenge lies in that the positive and
negative examples are tightly coupled in the ob-
jective function. As a direct result, one cannot
generate adversarial examples without a full scan
of the dataset. To address this issue, based on
a concavity regularization scheme, we reformu-
late the AUC optimization problem as a saddle
point problem, where the objective becomes an
instance-wise function. This leads to an end-to-
end training protocol. Furthermore, we provide a
convergence guarantee of the proposed algorithm.
Our analysis differs from the existing studies since
the algorithm is asked to generate adversarial ex-
amples by calculating the gradient of a min-max
problem. Finally, the extensive experimental re-
sults show the performance and robustness of our
algorithm in three long-tail datasets.
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Figure 1. Diagram of ACC and AUC change when the model is
attacked. The upper rectangular boxes represent the score rank
before and after the attack occurs; The lower plots represent the
change of score in the embedding space when the model is at-
tacked.

1. Introduction

Deep learning has recently achieved significant progress on
various machine learning tasks, such as computer vision
(Voulodimos et al., 2018) and natural language processing
(Strubell et al., 2019; Sorin et al., 2020). However, recent
work shows that deep learning models are vulnerable to
adversarial attack (Szegedy et al., 2014; Biggio et al., 2013).
For example, images with human imperceptible perturba-
tions (i.e., adversarial examples) can easily fool even the
well-trained models. The existence of adversarial exam-
ples has raised big security threats to deep neural networks,
which impels extensive efforts to improve the adversarial
robustness (Madry et al., 2018; Zhang et al., 2019b). For ex-
ample, one can resist the adversarial examples by means of
adversarial training (AT). Specifically, AT could be formu-
lated as a min-max problem, where the inner maximization
problem is employed to generate adversarial examples, and
the outer minimization problem is used to learn the model
under the adversarial noise. In this way, AT could be easily
applied to most of the modern architectures in deep learn-
ing, making it one of the most effective measures against
adversarial attack.

The prior art of adversarial training methods focuses on
balanced benchmark datasets. On top of this, the learning
objective is to increase the overall accuracy. However, real-
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world datasets usually exhibit a long-tail distribution that
the proportion of the majority classes examples significantly
dominates the others. For such long-tail problems, accuracy
(ACQ) is considered to be a less appropriate performance
metric than another metric named AUC (Area Under the
ROC Curve). Specifically, AUC is the probability of observ-
ing a positive instance with a higher score than a negative
one. It is well-known to be insensitive to class distributions
and costs (Fawcett, 2006; Hand & Till, 2001). Comparing
AUC with ACC, we then ask:

Can we improve the adversarial robustness of AUC by em-
ploying the traditional ACC-based methods?

Unfortunately, the answer might be negative. As shown in
Fig.1, the adversarial examples generated by minimizing
ACC (ACC drops from 0.8 to 0.6), may fail to attack AUC
(AUC here increases from 0.714 to 0.762). In this sense, the
model trained on such adversarial examples cannot improve
the adversarial robustness of AUC. Therefore, more atten-
tion should be paid to AUC when studying the adversarial
robustness against long-tail problems.

Inspired by this fact, we present a very early trial to study
adversarial training in AUC optimization with an end-to-
end framework.

Existing AT methods can be easily implemented in an end-
to-end manner since the inner maximization problem for
generating the adversarial examples can be solved instance-
wisely. However, this is not the case for AUC optimization.
Specifically, in the expression of AUC, every positive in-
stance is coupled with all the negative instances and vice
versa. For a binary class classification problem, this means
that we need to spend O(n~ - T') time for generating the
adversarial example of a positive instance and O(n* - T)
for a negative one, where n*, n™ are the number of positive
and negative instances, and 7" is complexity for calculating
the gradient for a single positive-negative instance pair. In
this sense, we can hardly implement such a naive training
method on top of even the simplest deep learning frame-
work.

To solve the challenge, this paper proposes an end-to-end ad-
versarial AUC optimization framework with a convergence
guarantee. Specifically, our contribution is as follows:

First, based on a reformulation technique and a concavity
regularizer, we show that the original problem is equivalent
to a min-max problem where the objective function can be
expressed in an instance-wise manner.

Second, we propose an AT algorithm to optimize the min-
max problem, where we alternately invoke a projected-
gradient-descent-like protocol to generate the adversarial
examples, and a stochastic gradient descent-ascent protocol
to train the model parameters. Meanwhile, we also present

a convergence analysis to show the correctness of our al-
gorithm. The proof here is non-trivial since we have to
simultaneously estimate the gradient of the min player and
the max player.

Finally, we conduct a series of empirical analyses of our
proposed algorithm on long-tail datasets. The results demon-
strate the effectiveness of our proposed method.

2. Related Work
2.1. AUC Optimization

As a motivating study, (Cortes & Mohri, 2003) investigates
the inconsistency between AUC maximization and error
rate minimization, which shows the necessity to study di-
rect AUC optimization methods. After that, a series of
algorithms are designed for off-line AUC optimization (Her-
schtal & Raskutti, 2004; Joachims, 2005). To extend the
scalability of AUC optimization, researchers start to explore
the online and stochastic optimization extensions of the
AUC maximization problem. (Zhao et al., 2011) makes the
first attempt for this direction based on the reservoir sam-
pling technique. (Gao et al., 2013) proposes a one-pass AUC
optimization algorithm based on the squared surrogate loss.
After that, (Ying et al., 2016) reformulates the minimiza-
tion problem of the pairwise square loss into an equivalent
stochastic saddle point problem, where the objective func-
tion could be expressed in an instance-wise manner. On top
of the reformulation framework, (Natole et al., 2018) pro-
poses an accelerated version with a faster convergence rate
and (Liu et al., 2019) explores its extension in deep neural
networks. Meanwhile, many researchers provide theoretical
guarantees for AUC optimization algorithms from differ-
ent aspects, such as generalization analysis (Agarwal et al.,
2005; Clémencon et al., 2008; Usunier et al., 2005) and
consistency analysis (Agarwal, 2014; Gao & Zhou, 2015).
Beyond the optimization algorithms and theoretical supports
for AUC, in practice, AUC optimization demonstrates its
effectiveness in various class-imbalanced tasks, such as dis-
ease prediction (Westcott et al., 2019; Gola et al., 2020; Ren
et al., 2018), rare event detection (Feizi, 2020; Robles et al.,
2020) and etc.

Compared with the existing study, we present a very early
trial for the adversarial training problem.

2.2. Adversarial Training

For a long time, machine learning models have proved
vulnerable to adversarial examples (Biggio et al., 2013;
Szegedy et al., 2014; Goodfellow et al., 2014). Numerous
defenses have been proposed to address the security con-
cern raised by the issue (Athalye & Carlini, 2018; Athalye
etal., 2018). Among such studies, adversarial training is one
of the most popular methods (Kurakin et al., 2017; Madry
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et al., 2018; Zhang et al., 2019b). The majority of studies
in this direction follows the min-max formulation proposed
in (Madry et al., 2018), which so far has been improved in
various way (Shafahi et al., 2020; Cai et al., 2018; Tramer
et al., 2017; Pang et al., 2019; Wang et al., 2019b; Zhang
et al., 2020; Maini et al., 2020; Tramer & Boneh, 2019).
Furthermore, due to the heavy computational burden of AT,
accelerating the training procedure of AT becomes increas-
ingly urgent. Recently, there has been a new wave to explore
the acceleration of AT, which includes reusing the compu-
tations (Shafahi et al., 2019; Zhang et al., 2019a), adaptive
adversarial steps (Wang et al., 2019a) and one-step training
(Wong et al., 2019). Besides the practical improvements,
there are also some recent advances in theoretical investi-
gations from the perspective of optimization (Wang et al.,
2019a; Bai et al., 2022), generalization (Xing et al., 2021;
Tu et al., 2019), and consistency (Bao et al., 2020).

In this paper, we will present an AT algorithm on top of
the AUC optimization. As shown in the introduction, the
complicated expression of AUC brings new elements into
our model formulation and theoretical analysis.

3. Preliminaries

In this section, we briefly introduce the AUC optimization
problem and the adversarial training framework.

3.1. AUC Optimization Problem

Let X be the feature set. Based on (Hanley & McNeil,
1982), AUC of a scoring function kg : X — [0, 1] is equiv-
alent to the probability that a positive instance is predicted
with a higher score compared to a negative instance:

AUC(hg) = Pr (h9(33+) > hg(:L‘_)|y+ =1y = O) ,

where (T, y") and (z~, y~ ) represent positive and nega-
tive examples, respectively, and 6 is the model parameters.
By employing a differentiable loss ¢ as the surrogate loss,
the unbiased estimation of AUC(hg) could be expressed as:

£(ho(x™) — hg(z™
AUC(hg) 71722 o e o(@7))

=1 5=1

where n and n~ denote the number of positive and nega-
tive examples, respectively. Then AUC maximization prob-
lem is equivalent to the following minimization problem:

+ —
(OP0) mlnﬁ 0,z,y) ZZ £ (ho( wn*n ho(x ))

i=1 j=1

3.2. Adversarial Training Framework

Adversarial training is one of the most effective defensive
strategies against adversarial examples (Goodfellow et al.,

Table 1. Notations and their description

Notations Description

n Number of total examples

nt,n” Number of positive (negative) examples
P Proportion of positive examples

x° Clean Examples

x” Adversarial examples generated in step k
Y The label of example

o Perturbation on samples

X; X ={z| ||z —xf|| <€

(7] Parameters of model

a,b,a Learnable parameters of loss function
w w = (0,a,b)

f(w,a,x) The surrogate objective function
L(wva) %Z:’:l f(/w’avm;,‘k)

O(w) ®(w) = max, L(w, )

The mini-batch

The batch size

maX{wa, wa7 Loz(u Lozwa La:w; Lwa}
The total of training epochs

Stochastic gradient

Stochastic gradient
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o @
—~
o
:_/
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2015; Madry et al., 2018), the key idea of which is to directly
optimize the model performance based on the perturbed ex-
amples. Generally speaking, the adversarial training frame-
work can be formalized as

n

1
9 ﬁ lwﬂﬁaX g(hG(m +6)?yl) (1)

Here §; 1s the perturbation on clean feature vector ¥, and
x; = ¢ + &, is the resulting adversarial example for the
instance (x?,v;),% = 1,2,--- ,n. The inner maximiza-
tion problem generates such adversarial examples by trying
to hurt the model performance (by maximizing the loss
{(ho(xY + &;),y)). The constraint ||&;]| . < e makes sure
that the adversarial perturbation is small enough to be im-
perceptible. In this sense, the adversarial example lives in
X, = {sc| Hx — :c?”oo < e}. Finally, the outer minimiza-
tion problem is to find a robust model that can resist the
adversarial perturbation.

For the inner maximization problem, K-PGD (Madry et al.,
2018) is a widely used attack method that perturbs the clean
examples z¥ iteratively with a total of K steps. At the end
of each iteration, the example will be projected to the e-ball
of V. Specifically, the adversarial examples generated in
k + 1 step are as follows:

1 = Proj{z" + B - sign(VaL(he(z"),y"))}, (2

where Proj is the projection function, and S is the step size.
For the outer minimization problem, gradient descent is
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usually used to solve it. A more detailed introduction of
adversarial attack methods is shown in the Appendix B.

4. Methodology

Before entering into the methodology, we summarize some
useful notations in Tab.3.1 to make our argument easier to
follow.

4.1. Reformulation of Optimization Problem

A naive idea to perform AUC adversarial training is to di-
rectly combine (OP0) with the standard AT framework
(Madry et al., 2018), resulting in the following problem:

+
_ n U ho(zf +6;) — ho(x; +9;))
e 5 ?;a‘x,a ;; ntn— ’

According to the definition of AUC optimization objective
function £ in (OP0) , we know that each pair of positive
examples is inter-dependent with all negative examples, and
vice versa for the negative examples. Thus, the inner maxi-
mization problem for 4y, d2, - - - , &, cannot be decoupled
into a series of instance-wise maximization problems. In
other words, the following inequality holds in general:

) n E(hg(a: +6;) — hg(:c; +9;))
min , max ZZ
=1 j=1
£
.
S O(ho(xF +8;) — ho(x; + 4;))

In this sense, the generation of adversarial examples cannot
be carried out in a mini-batch fashion. Instead, one update
4 requires a full scan of O(n*tn~). This brings a heavy
computational burden towards its application. Therefore,
we need to reformulate the optimization problem.

Fortunately, if we adopt the square loss £(t) = (1 — t)? as
the surrogate loss function, then (Ying et al., 2016; Liu et al.,
2019) proved that (OP0) could be converted in a min-max
problem, as shown in the following proposition:

Proposition 1. The empirical risk of AUC in (OP0) is
equivalent to

L(8,z,y) = mlnmafog (0,a,b, a0, (xi,y:)), (3)

a,b «
=1

where
(0 a, b a, (ahayz))
:(1 = p)(ho(2:) — a)*Tgy,—1) +
)

( +a (Phe(wz) =0] — (1

plho(i) — )Ty~
- p) he (mi)l[ylzl])
—p(1—p)a”.
“)
where a,b,a € R are learnable parameters, and p =
Pr(y = 1).
Remark 1. According to (Ying et al., 2016), a, b, o has the
Jollowing closed-form solution: a = E[hg(x)|y = 1], b =
Elho(x)|y = 0] and oo = E[hg()|y = 0] — Efhg(z)]y =
1], where K is a shorthand for sample mean. If the score hy
is normalized to the set [0, 1], we can restrict a,b and « to
the following bounded domains:

Qa,b:{a7b€R|0§aab§ 1},QQZ{QER||OZ| S 1}

And we can easily verify that g is u-strongly concave w.r.t.
ain Q,, i.e, for any ay, as € Q,, it holds that

g(eaaa b7 aq, ($7y)) S 9(97 a, b» a9, (wa y))+

H 2
<vag(07a7 ba Qg, (ﬂ37y)), ap — 042> - 5 Hal - aQHQ .
And we can also verified that g is locally strongly convex in

Qg wrt. a and b.

Hence, if we in turn construct an AT problem based on
Prop.1, we can obtain the following optimization problem
with ease:

minmax min maxfz (8,a,b,a, (z; + 0
0 8 abeQeyacQan 9( (@ + 05, y:)).

The good news here is that in the new loss function g, posi-
tive samples and negative samples are independent of each
other. However, the bad news is that the min-max-min-max
problem is still hardly tractable. Through a careful investi-
gation, if we can swap the order of min, ; and maxs, we
can then obtain a min-max problem which can be solved in
an end-to-end fashion. To realize the idea, we could resort
to the von Neumann’s Minimax theorem (Neumann, 1928;
Sion, 1958):

Theorem 1. Let X C R™ andY C R™ be compact convex
sets. If f : X XY — R is a continuous function that is
concave-convex, i.e.

f(,y) : X = Ris concave for fixed y,
f(x,-) : Y — Ris convex for fixed .

Th have that i
en we have tha glea)%(mlgflf(m,y)

= minmax f(x,y).
m yemexf( ,Y)

Moreover, we resort to the definition of weak-concavity
(Bohm & Wright, 2021; Liu et al., 2021):
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Definition 1. f(z) : R? — R is said to be a y-weakly
concave (v > 0) function w.rt. x, if

v
fw) - 23
is a concave function w.r.t. .

In the following proposition, we find a surrogate objective
function f(w, o, z; + ;) such that the resulting optimiza-
tion problem could be reformulated as a min-max problem:

Proposition 2. Define:

1 n
b - _ 0 b i 51'7 1))
r(a,b, x) mo?xn;g( ya,b, o (2 + 04, 9:))

f(wa Qa, T; + 61) = 9(97 a, ba «, (wi + 6i, yl))

2
=l + &l
Ifr(a,b, x) is y.-weakly concave w.rt. 81,082, -+ , 0y, then
for all v > ~,, we have the following problem:
1 n
i i - it 0i,Yi
minmax min max Zf('w,m(:c +6i,Yi))

6 a,b€Qqp a€Qla N 4 1
i=

is equivalent to:

n

1
1) 3 —_ . .
(OP) min max max — ;,1 [f(w, o, z; + 9;)]
n

) 1
= minmax — Z;ngx [f (w, a, x; + 8;)] ,
1=

where w = (0, a,b). Moreover, f(w, «, x;+9;) is strongly
concave w.rt. 6;.

Remark 2. According to (Bohm & Wright, 2021; Liu et al.,
2021), ifmaxq = >0 [f(w, a,@; + 8;)] is smooth and L
gradient Lipschitz, then it is also L-weakly concave. Hence,
the weakly concavity assumption is much weaker than the
strongly-concave assumption (Wang et al., 2019a).

In this sense, we could turn to optimize (OP) in the next
subsection.

4.2. Training Strategy

In this subsection, we continue to propose an adversarial
AUC optimization framework to solve (OP). Specifically,
we design solutions for the inner maximization problem and
the outer min-max problem, respectively.

Inner Maximization Problem: Adversarial Attack. In
this paper, we choose K-PGD (Madry et al., 2018) to gen-
erate adversarial examples. To better control the quality of
adversarial examples, we introduce the First-Order Station-
ary Condition (FOSC) (Wang et al., 2019a) about the inner
maximization problem, which is as follows:

C(wk) = I;lea))((<w - mk7 vwf(wv a, mk)> (5)

Algorithm 1 Adversarial Training for AUC Optimization

Input:Neural network hy; initial parameters wy =
{6°,a°,b°} and o step size 7,,, 7q; mini-batch B and
its size M; max FOSC value c,,q,; training epochs T';
control epoch T”; PGD step K; PGD step size [3; maxi-
mum perturbation boundary e.
fort =0to T do
¢t = max(0, ¢maz — t* Cmax/T")
for Each batch % do
M.=15;k=0
while > M. >0 & k< K do
it = al 4+ M, B sign(Val(he(zh), v))

xptt = clip(ay™, xp™ — e,z 4 e)
M, = Us(e(@h,) < 0
k=k+1

end while

ot = ot 4 n.(Q)
w't! = w! — n,g(w) # g: stochastic gradient
end for
end for
return w”, o

When c(z*) = 0, the optimization problem reaches the
convergence state. Specifically, such a condition can be
achieved when a) V. f(w, o, %) = 0, or b) ¥ — 20 =
e-sign (Vg f(w, o, x¥)). Here a) implies " is a stationary
point in the inner maximization problem, b) shows that local
maximum point of f(w, ar, £¥) reaches the boundary of X'.
The proof process is shown in Lem.1.

Outer min-max Problem. For the outer min-max prob-
lem, we apply Stochastic Gradient Descent Ascent (SGDA)
to solve the problem. At each iteration, SGDA performs
stochastic gradient descent over the parameter w with the
stepsize 7,,, and stochastic gradient ascent over the parame-
ter « with the stepsize 7,,.

The total training strategy is presented in Alg.1. This is an
extension of the algorithm proposed in (Wang et al., 2019a),
where the outer level minimization problem now becomes
a min-max problem. The value of FOSC can imply the ad-
versarial strength of adversarial examples, whereas a small
FOSC value implies a high adversarial strength. Due to this
fact, through the FOSC value of current epoch c;, we can
dynamically control the strength of adversarial examples.
Specifically, in the initial stage of training, the value of c;
is large, which means the generated adversarial examples
are not so hard. In the later stage of training, the value of
¢; is 0, which allows model to be trained on much stronger
adversarial examples. Consequently, such an algorithm will
allow the model to learn from in a progressive manner. Here,
we use M. to mask the examples that satisfy the condition
in the Line 9 in Alg.1. By doing so, we can ensure that
the FOSC values of the adversarial examples generated by



AdAUC: End-to-end Adversarial AUC Optimization Against Long-tail Problems

Alg. 1 are all less than c¢;,4,,. When the adversarial exam-
ples are obtained, we calculate the stochastic gradient of the
parameters w and «.. Then we perform stochastic gradient
descent-ascent on w and « respectively.

4.3. Convergence Analysis

Next, we provide a convergence analysis of our proposed
adversarial AUC optimization framework.

We first give the definition and description of some notations.
In detail, let ] (w, o) = arg maxy,cx, f(w, a, ;) where
X = {z|||z — || <e€}. And
1 n
L(w,a) = = max f(w,a,x;) =

n = x; EX;

1 .
ﬁ;f(wvc'f?mi)’

Then &, (w, «) is a d-approximate solution to x (w, «v), if
it satisfies that

max(@ - &,(w, a), Vo f(w, 0, &(w,a))) < 4.
xrxedX;

(6)

Furthermore, let VL(«) denote the gradient of L(w, «)
w.tr. . Andlet g(o) = ;> ;5 Vaf(w, o, x}) be the
stochastic gradient of L(w, &) w.r.t. «, where B is mini-
batch and M = |B|. Meanwhile, let V,, f(w, a, Z(w, «))
be the gradient of f(w,q,&(w,a)) wrt. «, and let
g(a) = 4 3 ,cp f(w, a, &;) be the approximate stochas-
tic gradient of L(w, «) w.r.t. . And for w, we have the
same definition as «. In addition, let

®(w) =max L(w,a), VO(w)= V,L(w,a" (w)).

(e

Then, before giving the convergence analysis, we list some
assumptions needed to the analysis.

Assumption 1. The function f(w, a, x) satisfies the gradi-
ent Lipschitz conditions as follows:

Sup [V f(w, @, @) = Vao f (W', 0, @) < Ly [0 — w0

a,x

Sup | Voo f(w, 0, @) = Vi f(w, @), < Luss & — 2/,

a,w

sup ”vmf(wa Q, w) - me('w/, O‘?"B)HQ S LTEU} ||’U) - leQ
a,x

sup ||Vaf(wa 0‘737) - V@f('w, O/,CC)HQ < Laa ”a - O/HQ
w,T

sup ||V f(w, o, @) = Vo f (w, 0, @)y < Lag |2 — 2’

w,a

Sup | Vo f(w, 0, @) — Vo f(w0,0', @)1y < Lua lla — o[
w,e

where Loo, Loagy, Lyay Luwws Lz, Lzw are positive con-
stants.

Remark 3. The first three gradient Lipschitz conditions in
Asm. 1 are made in (Sinha et al., 2018), and the last three

gradient Lipschitz conditions are made in (Liu et al., 2019).
Meanwhile, for the overparameterized deep neural network,
the loss function is semi-smooth (Allen-Zhu et al., 2019; Du
et al., 2019), which helps to justify Asm.1.

Assumption 2. |V, f(w,a,x)||, is upper bounded by l,,,.

Remark 4. Asm.2 is widely used in minimax optimization
problems (Sinha et al., 2018).

Assumption 3. f(w, «, x) is locally p-strongly concave in
X; for alli € [n], i.e. for any x1,xo € X, it holds that
flw,a,z) < f(w, a, x2)+
(Vo (w, 0,@2), @1 —22) = 5 |21 — 2]
Remark 5. The strongly concave assumption is equivalent

to weakly concave assumption of v, which is much easier to
be achieved.

Assumption 4. The stochastic gradient g(«) satisfies
Elg(@) - VL(@)] =0, E [llgla) - VL(a)|}] < o?
Elg(w) - VL(w)] =0, E[|g(w) - VLw)|3] < o*

Remark 6. Asm.4 is a common assumption used to analyze
the optimization algorithm based on stochastic gradient
(Lin et al., 2020; Liu et al., 2019).

Theorem 2. Under the above assumptions and let the step-
sizes be chosen as n, = © (1/K*L), 1o = O(1/L) and
K < %, then we have the following inequality:

1 L )
T+1 (; E [||V<I>(wt) ||2]>

360k2LAg + 13cL%2D?  26k0?
< hs +h
= T+1 A Pt ha
where hs = 12t (31’852 +6K*L6 + %6 + L? \/§> and

A= BIELA g Ay = D(w?) — ming, B(w), D =
Q0

, L denotes the maximum in Lipschitz constant, and the
condition number k = L/ pu.

Remark 7. On the right side of the inequality, the first term
is an O(1/T) magnitude, the last three terms behave as the
residuals. The second term 261’&"2 is related to the batch
size M. As M increases, its value gradually tends to 0. The
third term hg is due to the use of an approximate solution
& to the inner maximization problem instead of the optimal
solution x*, and the fourth term ha is due to X being a
bounded set. Since all of the residuals are small, we can
find an e-stationary point within a finite number of epochs.

S. Experiments

In this section, we evaluate the performance of our AJAUC
algorithms in three long-tail datasets.
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Table 2. Test AUC and robustness of models trained with various methods. We mark the best performance with Bold and the second best

performance with underscore.

.. Evaluated Against

Dataset Method | Training |\~ = —F9GM  PGD5 PGD-10 PGD20 C&W  AA
NT | 07264 04038 00753 00206  0.0044 0.0009 0.0082
CE AT, | 06659 05487 03335 02743 02344 02330 02678
AT, | 0.6833 06296 04870 04417 04319 04310 0.4384
CIFAR-10-LT NT | 0.7885 06606 02671 0.1892  0.0064 0.0573 0.0740
AJAUC | AT, | 07347 06646 05236 04625 04224 03927 04362
AT, | 07528 0.6952 0.5591 0.5309 0.5283 0.5283 0.5291
NT | 06382 01207 00271 00159 00110 00102 00123
CE AT, | 06193 05183 03195 02750 02668 02630 0.2703
AT, | 06198 05192 03183 02767 02681 02647 02712
CIFAR-100-LT NT | 0.6462 05161 03046 0.1818  0.1214 0.0035 0.1313
AJAUC | AT, | 06302 05301 03815 03306 02989 02760 03102
AT, | 06313 05798 04644 04234 04065 03968 0.4122
NT | 09736 0.7057 00116 00010 0.0002 0.0000 0.0003
CE AT, | 09488 09302 08733 08626 08615 08611 08618
MNISTLT AT, | 09547 09392 08912 08824 08816 08813 0.8818
; NT [ 0.9904 00300 05677 04419 03913 03645 0.4026
AJAUC | AT, | 09772 09695 09422 09395 09382 0.9381 0.9383
AT, | 09852 09774 09436 09347 09323 09310 0.9311

5.1. Competitors and Experiment Setting.

We compare the performance of our proposed algorithm
and the AT methods with the classical CE classification loss
function when the datasets have the long tail distribution.

We adopt the WideResNet-28 (Zagoruyko & Komodakis,
2016) as the model architecture. The other detailed settings
are shown in App.C.1. In Tab.2, NT means Natural Train-
ing without adversarial operations, AT; means adversarial
training without FOSC, and ATs means algorithm in Alg.1.

To validate the robustness of our algorithm, we adopt FSGM
(Goodfellow et al., 2014), iterative attack PGD (Madry et al.,
2018), C&W (Carlini & Wagner, 2017) and ensemble attack
AA (Croce & Hein, 2020) as attack methods.

5.2. Dataset Description

Binary CIFAR-10-LT Dataset. We construct a long-tail
CIFAR-10 dataset, where the sample size across different
classes decays exponentially and ensure the ratio of sample
sizes of the least frequent to the most frequent class is set to
0.01. Then, we label the first 5 classes as the negative class
and the last 5 classes as positive, which leads that the ratio
of positive class size to negative class size p ~ 1 : 9.

Binary CIFAR-100-LT Dataset. We construct a long-tail
CIFAR-100 dataset in the same way as CIFAR-10-LT, where
we label the first 50 classes as the negative class and the last
50 classes as positive, which leads that the ratio of positive

(a) AJAUC NT on Clean Data (b) AdAUC NT on the Data
generated by PGD-10

(c) AdAUC AT3 on Clean (d) AJAUC AT5 on the Data
Data generated by PGD-10

Figure 2. The t-SNE projection of our methods on MNIST-LT
dataset. Red points represent the positive examples, and blue
points represent the negative examples.
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Figure 3. The convergence of AUC on testing data of CIFAR-10-LT, CIFAR-100-LT and MNIST-LT.
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Figure 4. Score distribution of positive and negative examples on MNIST-LT dataset. In each subfigure, the above part represents the
score distribution evaluated against clean data, and the below part represents the score distribution evaluated against PGD-10.

class size to negative class size p ~ 1 : 9.

Binary MNIST-LT Dataset. We construct a long-tail
MNIST dataset from original MNIST dataset (LeCun et al.,
1998) in the same way as CIFAR-10-LT, where the ratio of
positive class size to negative class size p ~ 1 : 9.

5.3. Overall Performance

The performance and robustness of all the involved methods
on three datasets are shown in Tab.2. Consequently, we have
the following observations: 1) On all the datasets, our meth-
ods achieve the best or competitive performance evaluated
against all adversarial attack methods as shown in Tab.2. 2)
Even the AUC optimization with NT has certain robustness
(the AUC will not drop to 0 when evaluated against adversar-
ial examples). This is because the decision surface obtained
by AUC optimization has a greater tolerance for minority
classes than CE. Specifically, the decision surface is far
away from the positive examples. To validate this argument,
we show the score distribution in Fig.4 w.r.t MNIST-LT. For
AdAUC NT, adversarial examples increase the score of the
negative examples, while it has less impact on the positive
examples. However, the perturbation becomes much more
violent. As shown in Fig.4-(a), the adversarial examples
simultaneously increase the score of the negative examples

and decreases the score of the positive examples. The more
results of other datasets are shown in the App.C.2, which
show a similar trend. Moreover, we show the feature visu-
alization of NT and AT of our methods for clean data and
adversarial examples. It implies that our AAAUC algorithm
could separate the positive and negative instances well in
the embedding space in Fig.2.

5.4. Convergence Analysis

We report the convergence of test AUC of CE-based meth-
ods and our proposed methods in Fig. 3. We can observe
that our proposed method performs better both on clean
data and adversarial examples. However, due to the high
complexity of the outer min-max problem, it could be seen
that our method converges slightly slower than CE methods,
which is consistent with the analysis of Thm.2.

6. Conclusion

In this paper, we initiate the study on adversarial AUC opti-
mization against long-tail problem. The complexity of AUC
loss function makes the corresponding adversarial training
hardly scalable. To address this issue, we first construct
a reformulation of the AT problem of AUC optimization.
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By further applying a concavity promoting regularizer, we
can reformulate the original problem as a min-max problem
where the objective function can be expressed instance-
wisely. On top of the reformulation, we construct an end-
to-end training algorithm with provable guarantee. Finally,
we conduct a series of empirical studies on three long-tail
benchmark datasets, the results of which demonstrate the
effectiveness of our proposed method.
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A. Proofs of Main Results

In this section, we provide the proofs of the main results.

A.1. Proof of Proposition 2
Proof. According to (Ying et al., 2016), a, b, o have the following closed-form solution:
a=E[hg(@)ly =1], b=E[hg(x)ly = 0], a=E[hy(@)ly = 0] - E[hg(z)|y = 1].

| hen it iS easy to check that
r(a,b) = max — 0.a b, a, (5 -+ 51-, i
) n Pt g ) ) y

is a strongly-convex problem w.r.t. (a,b). However, r is in general not concave w.r.t. d;. In this sense, we then try to find a
surrogate objective to induce the concavity w.r.t §;. Specifically, we adopt a concavity regularization term —~||x; + &;||3,
and define a surrogate objective:

fw,a 2 +8;) = g(8,a,b,, (x; + 8;,y:)) — || + &l -

Therefore, if r is v,-weakly concave w.r.t. §;,7 = 1,2,--- ,n (Liu et al., 2021; Bohm & Wright, 2021), then we can
define v > ~, to obtain an objective f(w, ., + &) such that max, + 3" | f(w, a,@; + ;) is strongly concave w.r.t.
d;,i=1,2,--- ,n. Above all, with the weakly concavity assumption, we can instead solve the following surrogate problem
by the von Neumann’s minimax theorem:

n

1

(OP) rr111'1)n maxmax — Zl [f (w, a,x; + 8;)]
" (7)
= mi - 7 51 )
rrqllljnmgxn;r%?x[f(w,a,m + 6;)]
where w = (0, a, b). O

A.2. Proof of Lemma 1

Lemma 1. Forall z € X, c(x*) = 0 when 1) V. f(w,a,z") = 0, or 2) &% — 20 = € - sign(V, f (w, o, ).

Proof.
c(xk) = meagc((as —xF Vo f(w,a,z"))
= max(x — x2° 4+ 2° — 2F, V, f(w, a, z"))
xeX (8)
= mea;{{(ac — 2% Vo f(w,o, %)) — (& — 2%,V f(w, o, z¥))
=€ Hva:f(wa «, wk)Hl - <wk - 330, me(w,a,wk»
This completes the proof. O

A.3. Proof of Technical Lemmas

In this subsections, we present seven key lemmas which are important for the proof of Theorem 2.

Lemma 2. Under the Asm.1 and 3, we have L(«) is Ly,-smooth where L, = % + Laq. For any aq, as, it holds

L,
L) < L(ag) + (VL(a2), a1 — az) + > or — ezl
[VL(c1) = VL(a2)|ly < Lo |lar — 2|, -

9

We also have that L(w) is L,-smooth where L., = % + Lyw-
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Proof. Here, since we only focus on o and & when the w is fixed, we abbreviate *(w, «) as «*(«) for convenience.

By the Asm.3, we have

flw, g,z (1)) < f(w, ag, @7 (a2)) + (Va f (w, ag, @7 (a2)), 27 (a1) — zj (a2)) — g |27 (1) — 2} (az)ll3, (10)

flw, a, @7 (a2)) < f(w, az, 27 (1)) + (Va f(w, az, &7 (1)), 27 (a2) — 27 (1)) — % |z () — @7 ()5

Since (Vg f(w, ag, ) (a2)), f (1) — xf(az)) < 0, combining (10) and (11), we obtain

pllz;(an) — @i (a2)ll; < (Vo f (w, s, @ (1)), @} (az) — 2 (1))
< (Vaf(w, az, @i (1)) = Va f (w, ar, @i (), 27 (az) — xi (1))
< Ve f(w, az, @i (1)) = Va f(w, ar, 27 (1)), |27 (a2) — 27 (1)
< Lo [lar = aglly |27 () — 27 (a2)ll

where the second inequality holds because (V4 f(w, a1, (1)), f (az) — xf(aq)) < 0.
Then (12) immediately yields

—062”2.

[ (1) — &7 (a2)l; <

Then for ¢ € [n], we have

[Vaf(w, a1, zi (1)) = Vaf(w, az, xi(a2))l < [[Vaf(w, a1, z7 (1)) = Vaf(w, ar, z7(a2))l|,
+ ||Vaf(w,a1, 13:(042)) - Vaf(wy a2, 213:(0&))”2
< Lag [|27 (a1) = @7 (a2) |5 + Laa [loa — a2l

LosL,
S (oeatumoz +Laa> HOél — 042H2.

Finally, by the definition of L(«), we have

n

Z (w, a1,z (1)) — %Zvaf(w,ozg,w;‘(az))

i=1 =1

IVL(a1) = VL(a2)|ly <

2

%Z IVaf(w, a1, @} (1)) — Vaf(w,ag, & (@),

Lemma 3. Under the Asm.1, we have ®(w) is L.,,-smooth whereL,, = %L‘“’ + L. For any w1, ws, it holds

<+ Laa) a1 — a2H2 .

This completes the proof.

Ly
(w1) < D(ws) + (VE(ws), wy — ws) + = w; - w3
[V@(w1) — VO (wz)|ly < Ly ||wi — wal],.

Proof. By the Rem.1, we have

L(ws, a™(w1)) < L(ws, a*(w2)) + (Vo L(ws, a"(w2)), a" (w1) — a*(w2)) — % o (w1) — a* (w2)]3 ,

L(wy, " (ws)) < L(ws, ™ (w)) + (VaL(ws, @™ (w1)), o (ws) — ” (w1)) — g la* (w1) — o (w2) -

(1)

(12)

13)

(14)

5)

(16)

A7)

(18)
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Since (Vo L(ws, o (w2)), a*(w1) — a*(w2)) < 0, combining (17) and (18), we obtain

plla (wr) = o (w)[5 < (VaL(ws, a* (w1)), o (w2) — a* (wy))
< (VaL(wz, a*(w1),) = VaL(wy, o™ (w1)), o™ (wz) — o (w1)) (19)
< IVaL(wz, o (w1)) = VaL(wy, o™ (w1))|; [a* (wz) — o (w1)]),
< Law [lwz — w1l [la™(w2) — o (w1, -
Then (19) yields
LOLU}
[ (w1) — o™ (w2)]|, < lwi — wall, . (20)
Then we have for i € [n],
[V L(wy, o™ (w1)) = Vi L(wz, o (w2)) ||y < ||V L(wy, o (w1))) = Vi L(wy, o (w2)) |
+ [V L(wy, a* (w2)) = Vi L(wz, o (w1))
< Lua [ (w1) — " (w2)l; + Luw [[wr — w2, @h
LU}(XLO(IU
S (7 + wa) le - 'LU2||2 .
Finally, by the definition of ®(w), we have
[V®(w;) — VO(ws)l|, < Zv L(wy, o (wy) —va L(wy, o (w>))
2
= 2 VL. (w1)) — VoL 0 () @
LwaLaw
< (A Lyw) [Jwr — wall, -
1
This completes the proof. O

Lemma 4. Under Asm.1 and 3, the approximate stochastic gradient §(«) satisfies

1

19() = g(a)ll; < Lax\/;- (23)
)

19(w) = g(w)ll, < sz\/;. (24)

We also have

Proof. We have

[9(e) = g(e)ll; < |5| > (Vaf(w,0,84(0)) — Vo f(w, 0, 2(0))
i€EB 2
ZHV flw, o, () = Vo f(w, a, 27 ()|, (25)
|B| i€B
|B|%;Lar”wz —z; ()],

By the Asm.3, we have
pll#i(@) = 2F (@)l < (Vaf(w,a,2i(a)) = Vaf(w,a,z}(a)), &(a) - z}(a)). (26)
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Since the &;(«) is a J-approximate solution to & (), if it satisfies that

(zi(a) — zi(a), Vo f(w, a, &i(a)) < 6. 27)
Furthermore, we have

(#i(e) — @i (), Vo f(w, a, 27 (a))) < 0. (28)

Combining (27) and (28), we obtain
(@i(e) — @i (), Vo f(w, a, 27 () = Vo (e, Zi)(a)) < 0. (29)

Combining (26) and (29), we obtain
pldi(a) - i (a)lly < 6 (30)

Combining (25) and (30), we obtain
g(a) = g(a)]l, < Lm\/g. (31)
O
Lemma 5. g(w) = & M G (w, o, &) and g(a) = LM Go(wy, a4, &) are unbiased and have bounded

variance:

Elg(w)] = VwL(we,ar), E [lg(w)|3] = [ Vwlwe o)l + 3. -
0.2

Elg(a)] = VaL(we,ar),  E [lg(@)l3] = VaL(we,an)l3 + 3

Proof. Since g is unbiased, we have
E[g(w)] = va(wtaat)a E[g(a)] = vaL(wt,at)~

Furthermore, we have

E[llg(w) — VoL (wy, a)[|2] = E [

M

1

M ZGw(wt; Oétafi) - VwL(wtvat)
i=1

]

S E |IGu(wnan &)~ Vel@aals] o2
B M? - M
1 & ’
Elllg(a) = VaL(wr,a)[5] =E ||| 37 ;Gamt, @) = Vallwo |
i B [[Gawe a0 &) = Vallwiadl] 2
- M?2 - M
O
Lemma 6. The iterates {w, };>1 satisfy the following inequality:
E[®(w,)] < E[®(w1)] — (L = 2Ly ) B [| V0w, 1)3]
w Lynio?  SL,L2 72 )
+ (% + 2Ly )E [|VO(wi-1) = Vo L(weo, ar-1)[] + =227 + Tt Lol v

(33)
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Proof. By Lem.2, we have

Ly
B(wr) < B(wi) + (V(wi—1), wy —we—y) + 7 [we — w5 (34)

Plugging w; — w1 = —ny,§(w) into (34) yields that

D(wr) < D(wr_1) — 1 (VO(wr_1), §(w)) + 2272 3(w) 2

Lwnz;

2
= ®(wi—1) = 10 [IVO(wi—1)ll5 — 10 (VE(w,—1), §(w) — VE(w,—1)) + 19(w)1l5
D(w;

) g(w) -

< D(wir) = 1 [ V(w0 [ 1 (VE(w1-1), g(w) = V(i) + Lt lg(w)];
+ Ly () = 9(w)|[3 = 1 (VP (w1-1). 4(w) — g(w))

= d(wi—1) — 0w |[VO(wi—1)|l5 — 1w (VE(we_1), g(w) — Ve L(wy—1, a-1)) (35)
= 0V (wr1), Vi L(w1-1, 01-1) = VB(wi-1)) + Lun?, [l9(w) 3
+ Ly 9(w) = 9(w)|[3 = 0 (VP (w;-1), §(w) — g(w))

< Dwpo) = B [VB(w)ll5 — 1l V(w1 g(w) = Vi L(wr-1. 01-1))

w SLoL2 12, 5
9@ (w) = Vi L(wy, a3 + Loty Jg(w)l; + ===t + nwwaew\ﬁ.
By Lem.5, taking an expectation on the both sides yields that,

E[@(w))] < E[@(w;-1)] - 2E [IVO(w,-1)[3] + 2B [|V(wi-1) = VarL(we1, a1-1)]3]

36)
L ww 02 JL L wzlw 5 (
+ Lw7712u ||va(wt—17 O‘t—l)Hg + ]134 1 77 +n Lw'cgw\/;

By the Cauchy-Schwartz inequality, we have
IV L(wi-r ar)l; <2 (Ve L(wi-1 ai1) = VO@we1) 3+ [VR(wi1)]3) - (37

Plugging (37) into (36) and taking the expectation of both side, yields that

E[®(w,)] < Blo(w1)] - (% — 20,2 ) B [V, 1))

w Lyn2o®  SL,L2, n% )
+ (% + 2Lw7712u> E |:||Vq)(wt—1) - va(wt—h at—1)||§i| + ]74 + [ L + nwszgw\/;-

This completes the proof. O

Lemma 7. let §; = E [||o¢* (wy, z}) — ar(wy, &) Hg} the following statements holds that

L2 I3 L3
5t§(1_ 1% 4+ Zww awﬁw)at L+ awﬁwE qu)(,wt71>”§

2Law 2u? 4p?
+ 202 + Lg’zwn?u 2 + LiwL?ua;ngz > + LO&wLiwA + 2L316
L3,M 4P M 4pt 8u® p

Proof.

6y =E [||a*(wt,:c2‘) — o (wy, T¢) + o (wy, 3) — Oét(’wtaft)ﬂg}
(38)
<2E [||Oz*(wt7$:) - a*(wt,i"t)lli] +2E [||a*(wt,§ct) - at(wt,fcmlﬂ .
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By Young’s inequality, for any €y < 0, we have

. . 1 X . .
B [la w0 - autwn, ] < (14 2 ) B [la* (w1, 80-1) = autuon )]

(39
+ (14 o) B [[lo” (wr, &) — o (w1, 301)3]
By the Rem.1 and 7, = 1/ L., (refer to (Nesterov, 1998) Theorem 2.3.4), we have
* IS PS 2 M * - - 2 02
E [ (wi—1, %) — at(wnwt)llg <({1- E o (wi—1, #1-1) — Oét71(wt71,xt71)||2 + 73 . (40)
Low L2 M
By triangle inequality, we have
* - A * A * * 2
E [Ha (wi—1,2¢-1) — at—l(wt—laxt—l)”;} <2E {Ha (wi—1,%-1) — @ (wt—lvxt—1)||2:|
(4D
* * N 2
+2E [Ha (wy—1, 27 1) — at71(wt71,wt71)H2} :
Plugging (41) into (40), yields that
* -, - 2 H * A * * 2 02
Ellla™(wi—1,8¢-1) — at(wbxt)Hz} <2|1-— {&,1 +E [Ha (wi—1,8-1) — @ (wt,l,xt71)||2H + -
Low LowM
(42)
By triangle inequality, we have
E[lla (wr, &) = 0 (wim, #-1) 5| <2E | 0" (we ) — a” (wi-s, 30)]3]
(43)
+ 2 [[la” (wi-1, ) — " (we1,d0-1)]3]
Since a* () is L; -Lipschitz, we have
o . 2]« Law 2
E [l (w0, #0) — 0" (w1, 30) 5] < Z5E [Jaon w3 (44)
Furthermore, we have
2 . 2
E [l = w3 = n2E [lgw)]1}]
2 . 2
= 22 [lg(w)I3] + 202 [l3(w) — g(w)]3]
2n20%  26L2 0P
2 2 Nhw wa w
< 20y Ve L(wi, ey + =3+ — (45)
@7 2n20%  20L% n?
< 4, (I Lwi s c0) = Vo)l + 92w )l) + T3 + =
2202 2512 02
<AL2 20—+ 42 |V (w15 + nM L— o
Plugging (44) and (45) into (43) and taking the exception of both side, yields that
s £ o . 8L3 . L 8LE M ALZ 0
E [lo* (wi, 1) - 0 (wio, g5 < =gt g ewleg |99 (w, ) 3] + =24
% % peM (46)
4LiwLi)z77121)6 * 2 * 7 2
+————— +2E [HOZ (we—1,2¢) — (wtflaxtfl)HQ] :
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Then, plugging (42) and (46) into (39) and let ¢y = 8;:}1) and k < I, yields that

A~ A~ 1 LZ)?ULZU) 121) L:(SJL'IU ’3}
B [l (wn 1) — antwn 0lF] < (5 - g7 + oo ) 5y 4 Eovdi [V, )]

2 LS 2 2 LS L2 2 K
L2, M ' 8u3M S

Law * N * N
1o B [l (i, ) o we, d)l3]

+

Since a*(+) is L= -Lipschitz, we have
m p

* - * -~ 2 L(zxm - -~ 2 L(sz 48

E [HOé (Wi—1,34) — (wt_l,mt_l)llg} < 12 E [Hmt *%&—1”2} < FA, (48)
* * * A Liz * A2 L(21:r5

E |ll0” (we,27) - o (wi, #0)5] < “50B [llaf — al] < =25 (49)

where A is the maximum distance between two adversarial samples on the same sample. We can get the value of A by the
diameter if X;.

Plugging (46) (47) and (48) into (38), yields that

L2 LS 2 LS 2
6t S (1 H + ww awnw>6t1+ awnwE “v@(wt71)||§:|

 2Lau 203 Ay
202 szn?uaz LiwLTqun?ﬂé LawLiwA 2Liw6
+ 2 + 3 + 4 + 3 + 3
Li, M 4p’M 4p 8p jz

Lemma 8. let 0; = E[||a* (wy, }) — ar(wy, &) H;], the following statements holds that

w 3Nwl?6i—1  LunZo?  §L,L*n2 B)
B[ (w)] < E[@(we)] — E [[VB(anp) 5] + TR 4 S g e +nwLew\ﬁ.

4 M
Proof. Letn, = W, where L is the maximum value in the set { Ly, Lweas Law, Laws Lwes Lo, Loz} and £ = %,
hence
1 < o = 2L, < 5+ 2Ly, < (50)
Then we have
E [IV0(wi1) = VaL(wi-1,00-1)ll3| < L2611 (51)

Combining (50) (51) and Lem.6 yields that

w 3Nwl?6i—1  Lun?o?  S§L,L*n2 )
Bl (uwy)] < E[@ ()] = B [[ VB3] + TP 4 2R g S +nwL2\/;-
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A.4. Proof of Theorem 1
Proof. Throughout this subsection, we define y = 1 — i + % Since 6y < D?, where D = |24 |, we have

t—1

K3
o <o/ D24 Zv TR [V (wi-) 3]
(52)
202 Kk3n20%  Le*n25  2k%0  K3A = i1
w w —1—y
(L2M+4M+ 4 +M+8)]§7
Combining (52) and Lem.8 yields that
T o] | Lumao® | 0LuLng, g
E[(w)] <E[@(we)] ~ T VO3] + 757+ T g 1)
3nwL2ytD? 30233 (2
L D E [V (w;)]3] (53)
Jj=
t—2
3nwL? [ 202 k3020  Leinlé L 2K20 . K3A =2
4 LM 4M 4 ] =
Summing up (53) overt = 1,2,--- ,T" + 1 and rearranging the terms yields that
Lyngo® 0Ly L, 2 |0
E[®(wr41)] <E[®(w ZE[HV(I) wy)||3 ] (T + 1)< Mt el
T41t—2
31w L2 D? 3L2/$ nw
T Z '+ Y Y AR [HV(I)(wJ)H } (54)
t=0 t=1 j=0
31 L? 2 K302 0%  Lr*n2s 2&25 3A 2 t—2j
1 (L?M+ a4 T 2> 7
t=1 j=0
Since 1, = W, we havey < 1 — £ and 3L i 7’“’ < 20w This implies that Z;F:O ~t < 4k and
T+1t—2 ' T
VIR [[VB(w))2] < an 3O E [ V0w 2]
t=1 j=0 P
T4+1t-2 (55)
AT < AR(T +1)
t=1 j=0
Putting these pieces together yields that
2531, o? Lo )
E[® <E [®(wy)] — E[IV@(w)l3] +n (T +1 iy E
[@(wrs1)] <E [B(wo)] - T Z IV @(w)l2] +m (T + ><8HM+ s
60°K 302 3kLd 3kAL2A
wiL2D? 41, (T + 1 )
30uRLED™ A+ ( +)<M+1024M+1024+6“ TR >
Futhermore, we have ) ) ) )
o n 60K n 30 < 6403Kk0 (57)

SkM M 1024M — 1024M
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By definition of Ag and plugging (57) into (56), we have

T
1 9 1024A4 3072L2D%k  6403k0?
— (S E[ve <
T+1 (; I (wt)”ZD = 253 (T+1) | 253(T+1) | 253M

1024 (36L6  , . L6, [\ 384k*L2A
= Lo+ 2y 2| ¢ 222
T 353 (1024 +ORLO+ \/;) T (58)

< 5A¢ n 13k L2 D? n 26K02
T (TH+1) T+1 M
< 360k2LAg + 13k L% D? L 26K02
- T+1 M

+ hs + ha

+ hs + ha

where hs = 124 (?1’852 +6kL5 + L2 + LQ\/E) and ha = % and Ay = ®(w?) — min,, &(w). On the right

2 . . . . . .
side of (58), the second term 261\"”;[" is due to random sampling, the third term hg is due to the use of an approximate solution

& to the inner maximization problem instead of the optimal solution 2*, and the fourth term h is due to X" being a bounded
set. And their values are very small.

O

B. Adversarial Attacks

Fast Gradient Sign Method (FGSM) (Goodfellow et al., 2015) is a single-step attack that generates adversarial examples
through a permutation along the gradient of the loss function with respect to the clean image feature vector as:

x =+ e sign(Val(ho(z,y))) (59)

Projected Gradient Descent (PGD) (Madry et al., 2018) starts from an initialization point that is uniformly sampled
from the allowed e-ball centered at the clean image, and it expends FSGM by iteratively applying multiple small steps of
permutation updating with respect to the current gradient as:

z¥ = Proj ("' + B - sign (Val(he(z" 1, y)))) (60)
Carlini & Wagner (C&W) (Carlini & Wagner, 2017) is another powerful attack based on optimization, where an auxiliary

variable w is induced and an adversarial example constrained by 5 norm is represented by 2’ = % (tanhw + 1). It can be
optimized by:

arg min {c-f(w') ¥ - a:H;} (61)
where
f(x) = max (mﬁx Z(x' - Z(x'),), —/{) (62)
iy

and here x controls the confidence of the adversarial examples. It can also be extended to other /.

Auto Attack (AA) (Croce & Hein, 2020) is a combination of multiple attacks that forms a parameter-free and computationally
affordable ensemble of attacks to evaluate adversarial robustness. The standard attacks include four selected attacks: APGD,
targeted version of APGD-DLR and FAB, and Square Attack.

C. Additional Results
In this section, we provide additional results to further support the conclusions in the main text.

C.1. Experiment Setting

The adversarial training is applied with the maximal permutation € of 8/255 and a step size of 2/255. The max number of
iterations K is set as 10. For CE, we use SGD momentum optimizer, while for ours, we use SGDA momentum optimizer.
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The initial learning rate 7,, is set as 0.01 with decay 5 x 10~*, and the batch size is 128. And the initial learning rate 7, is
set as 0.1. In the training process, we adopt a learning rate step decay schedules, which cut the learning rate by a constant

factor 0.001 every 30 constant number of epochs for all methods.

C.2. Score Distribution
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Figure 5. Distribution of positive and negative example scores of CE on MNIST-LT dataset. The first row represents the score distribution
against different attacks under Natural Training, and the second row represents the score distribution under Adversarial Training.
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Figure 6. Distribution of positive and negative example scores of our proposed AJAUC on MNIST-LT dataset. The first row represents the
score distribution against different attacks under Natural Training, and the second row represents the score distribution under Adversarial

Training.
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Figure 7. Distribution of positive and negative example scores of CE on CIFAR-10-LT dataset. The first row represents the score
distribution against different attacks under Natural Training, and the second row represents the score distribution under Adversarial

Training.
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Figure 8. Distribution of positive and negative example scores of AJAUC on CIFAR-10-LT dataset. The first row represents the score
distribution against different attacks under Natural Training, and the second row represents the score distribution under Adversarial

Training.
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Figure 9. Distribution of positive and negative example scores of CE on CIFAR-100-LT dataset. The first row represents the score
distribution against different attacks under Natural Training, and the second row represents the score distribution under Adversarial

Training.
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Figure 10. Distribution of positive and negative example scores of AAAUC on CIFAR-100-LT dataset. The first row represents the score
distribution against different attacks under Natural Training, and the second row represents the score distribution under Adversarial

Training.



