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Abstract

Deep neural networks (DNNs) have revealed se-
vere vulnerability to adversarial perturbations,
beside empirical adversarial training for robust-
ness, the design of provably robust classifiers
attracts more and more attention. Randomized
smoothing methods provide the certified robust-
ness with agnostic architecture, which is fur-
ther extended to a provable robustness frame-
work using f-divergence. While these methods
cannot be applied to smoothing measures with
bounded support set such as uniform probabil-
ity measure due to the use of likelihood ratio
in their certification methods. In this paper, we
generalize the f-divergence-based framework to
a Wasserstein-distance-based and total-variation-
distance-based framework that is first able to an-
alyze robustness properties of bounded support
set smoothing measures both theoretically and
experimentally. By applying our methodology
to uniform probability measures with support set
I,(p = 1,2, 00 and general) ball, we prove nega-
tive certified robustness properties with respect to
l4(g = 1,2, 00) perturbations and present experi-
mental results on CIFAR-10 dataset with ResNet
to validate our theory. And it is also worth men-
tioning that our certification procedure only costs
constant computation time.

1. Introduction

Vulnerability to adversarial samples is a major obstacle that
various classifiers obtained by machine learning algorithms,
especially deep neural networks (DNNs), need to overcome
(Szegedy et al., 2013; Nguyen et al., 2015). For instance,
in computer vision applications, deliberately adding some
subtle perturbation ¢ that humans cannot perceive to the in-
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put image x will cause DNNs to give a wrong classification
output with high probability. Many empirical adversarial de-
fenses have been proposed, among which adversarial train-
ing (Madry et al., 2018) is the most effective one (Athalye
et al., 2018). However, it still faces stronger or adaptive at-
tacks to decrease its effectiveness to a certain degree (Croce
& Hein, 2020). This motivates research on certified robust-
ness: algorithms that are provably robust to the worst-case
attacks.

Some works propose algorithms to learn DNNs that are
provably robust against norm-bounded adversarial pertur-
bations by using some convex relaxation methods (Wong
et al., 2018; Wong & Kolter, 2018; Weng et al., 2018; Mir-
man et al., 2018; Wang et al., 2018; Singh et al., 2018;
Ryou et al., 2020; Zhang et al., 2018; Balunovic & Vecheyv,
2019; Xiao et al., 2018; Raghunathan et al., 2018; Dvi-
jotham et al., 2020b; Mirman et al., 2019; Dvijotham et al.,
2018a;b). However, these approaches are usually compu-
tationally expensive and require extensive knowledge of
classifier architecture.

Besides, randomized smoothing has received significant
attention in recent years for verifying the robustness of clas-
sifiers (Liu et al., 2018; Cao & Gong, 2017; Lecuyer et al.,
2019; Cohen et al., 2019; Salman et al., 2019; Zhai et al.,
2020). Based on this method, several papers have studied
which smoothing strategies perform better for specific I,
perturbations. Cohen et al. (2019) conclude that randomized
smoothing can be well understood for the /5 case by using
Gaussian probability measure for smoothing. And several
special cases of the conjecture have been proven for p < 2:
Li et al. (2018) show that [; robustness can be achieved with
the Laplacian distribution, and Lee et al. (2019) show that
lo robustness can be achieved with a discrete distribution.

Other papers start from the opposite perspective and focus
on studying under specific assumptions which perturbation
is provably difficult to handle and which smoothing meth-
ods are ineffective for particular disturbance. As for the
existence of a noise distribution that works for the case of
p > 2, Blum et al. (2020); Kumar et al. (2020) show hard-
ness results for random smoothing to achieve [, certified
robustness. And Yang et al. (2020) proved that the ”optimal”
smoothing distributions for any “nice” norms have level sets
given by the norm’s Wulff Crystal.
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Notably, based on randomized smoothing strategy, Dvi-
jotham et al. (2020a) introduce a robustness framework
by utilizing convex relaxation technique for f-divergence.
Notice that the definition of f-divergence is related to the
likelihood ratio r(X) = “5d, and r(X) is well-defined
only when the support set of p contains the support set of
v. Thus, when the support set of reference measure p is
bounded, and v takes even a small translation of p, the sup-
port set of v will cross over the boundary of support set of p.
Therefore, the certification of smoothing probability mea-
sures with bounded support sets is beyond the discussion of
Dvijotham et al. (2020a)’s framework. In this paper, by us-
ing Wasserstein distance as well as total variation distance,
we provide a robustness certification framework that is first
able to analyze robustness properties of bounded support set
smoothing measures both theoretically and experimentally.
Our contributions are summarized as follows:

* We provide robustness certification results for
smoothed classifiers following the setting of Dvijotham
et al. (2020a)’s f-divergence-based framework. Here
we generalize their framework by taking into consider-
ation a relaxation from an intersection of Wasserstein-
distance-based and total-variation-distance-based balls
and derive a theoretical framework which is first able
to provide certification formulas for bounded support
set smoothing measures and hence able to verify ro-
bustness properties of bounded support set smoothing
measures by experiments.

* By applying our methodology to uniform probability
measures with [; ball support set, we show theoretically
its bad performance for /5 and [, robustness certifica-
tion task in theorem 4.3; By applying our methodology
to uniform probability measures with [» ball support
set, we obtain certified robustness properties with re-
spect to [,-perturbations in theorem 4.4 and theoreti-
cally predict its negative performance for /(g > 2) ad-
versary; By applying our methodology to uniform prob-
ability measures with [/, ball support set, we obtain
certified robustness properties with respect to Iy, la, [ -
perturbations in theorem 4.5 and show theoretically its
poor performance for /5 and [, adversaries. Further-
more, we analyze the cases when smoothing measure
is taken as uniform probability measure with more
general support set [, ball and show the unavoidable
curse of dimension for the usage of such smoothing
measures.

* We present experimental results on CIFAR-10 dataset
with ResNet model to validate part of our theory about
uniform smoothing measures with [, ball and [, ball
support set on [o adversary and use Gaussian smooth-
ing measure as contrast. It is worth mentioning that our

certification procedure only costs constant computation
time.

2. Related Works

Certified Robustness for Conventional Networks. Many
recent works focus on certifying the robustness of learned
neural networks under any attack. Some works bounded
the certified radius of conventional neural networks layer
by layer by utilizing some convex relaxation methods,
including linear relaxation (Wong et al., 2018; Wong &
Kolter, 2018; Weng et al., 2018; Mirman et al., 2018; Wang
et al., 2018; Singh et al., 2018; Ryou et al., 2020; Zhang
et al., 2018; Balunovic & Vechev, 2019; Xiao et al., 2018),
semidefinite relaxation (Raghunathan et al., 2018; Dvi-
jotham et al., 2020b) and interval bound relaxation (IBP)
(Mirman et al., 2019; Dvijotham et al., 2018a;b). However,
such approaches encountered several drawbacks, such as
computationally expensive, incapability to deal with deep
and large models and loose bounds which results in unstable
training.

Randomized Smoothing. Randomized smoothing was first
proposed as a heuristic defense without any guarantees (Liu
et al., 2018; Cao & Gong, 2017). It followed that I/, and
l5 robustness guarantees for smoothing with Gaussian and
Laplace noise, respectively, was proposed by Lecuyer et al.
(2019) from a differential privacy perspective and a stronger
l5 robustness guarantees for Gaussian noise was proposed
by Li et al. (2018) based on information theory. Cohen et al.
(2019); Salman et al. (2019); Zhai et al. (2020) provided [,
robustness guarantees for Gaussian smoothed classifiers.

Curse of Dimensionality. Blum et al. (2020); Kumar et al.
(2020) show hardness results for randomized smoothing
to achieve certified robustness for [,,(p > 2) perturbations.
Nevertheless, since these works provide hardness results
for every possible base classifier including those unusual
and even bizarre ones, hardness results given by these pa-
pers might be over-tight and attributed to taking into ac-
count classifiers that will never appear in real-world applica-
tions. From this perspective, the order of difficulty restricted
within the common classifiers subset still remains unre-
solved. Yang et al. (2020) proposed a theoretical framework
based on the norm’s Wulff Crystal and showed that random-
ized smoothing cannot achieve nontrivial certified accuracy
against perturbations of /,,-norm Q(min{1, dr32 }) and per-
formed experiments comparing performance between Gaus-
sian, Laplace, Exponential, PowerLaw and Uniform smooth-
ing distribution for I, ls, |, adversary.

F-divergence-based Framework. Notably, based on ran-
domized smoothing strategy, Dvijotham et al. (2020a) intro-
duce a provable robustness framework using f-divergence
as their convex relaxation technique. However, due to the
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use of likelihood ratio in their certification methods, the
framework cannot be applied to smoothing measures with
bounded support sets such as uniform probability measures.
Another related work is Zhang et al. (2020), which propose
a general framework of adversarial certification from a uni-
fied functional optimization perspective. In this paper, we
introduce a framework that is able to deal with robustness
properties of arbitrary smoothing measures, including those
with bounded support set, by using Wasserstein distance as
well as total variation distance.

3. Problem Setting

Given a binary base classifier h : R? — ) = {1} and
smoothing probability measure y, the randomly smoothed
classifier h,, () is defined as follows.

Definition 1 (smoothed classifier, smoothing measure). The
smoothed version of a base binary classifier h producing
labels in set Y = {£1} is defined as

hu(r) = argmax Px,4,u[h(X) =y,
yeY
where . € P(X) is called smoothing measure.

Another way to understand this definition is to say that
the smoothed classifier first scores point z as hy, () =
Px ~ztu[h(X) = y] for each specific class y € ) and then
outputs the class y* with the highest score. We want to
study the robustness of the smoothed classifier h,, against
adversarial perturbations of size at most € with respect to
a given norm || - ||4. The question that whether a bounded
l; norm adversarial attack on a fixed input z satisfying
hu(xz) = +1 is successful or not can be formulated as
solving the optimization problem below:
min = Px.g4,[h(X) = +1].
[l —xllq<e
The attack is successful if and only if the minimum value is
smaller than % Since we know little about the information
of the black-box classifier h, we follow the approach intro-
duced in Dvijotham et al. (2020a): rather than studying the
adversarial attack in the input space X, we study it in the
space of probability measures defined on input space P(X),
min ]PXNI’—H;[h(X) = +1]

2’ —zllq<e
= min Px.,[h(X)=+1],
LB Py [U(X) = +1]
where Dy ., = {2’ + u : ||z — 2'||; < €} represents
an [,-norm-based constraint set of radius € for smoothing
measure 4 centered at a particular sample point z. Then,
we follow the full-information robust certification frame-
work established in Dvijotham et al. (2020a) and analyze the
generalization of binary classifier h, which they called spec-
ification and denote itas ¢ : X C R — Z C R. Besides,

we define reference probability measure p as  + p and a
collection of perturbed probability measures D, C P(X),
where D, means that it is related to p. Checking whether a
given specification ¢ is robustly certified at p with respect
to D, or not is equivalent to estimating the optimal value of
following optimization problem is non-negative or not:

OPT(¢7DP) = VHEHDK:, IEXNU[(b(X)}

And certifying [, robustness on input x with output of
smoothed classifier h,(x) = +1 is equivalent to verify
whether OPT'(h, z + {4, Dy ¢ 4) > 0 or not.

4. Certification Procedures

Since the set of measures D, . , constraint in optimization
problem OPT (h,x + u, Dy ¢ ) is intractable to deal with,
we consider relaxations of this by using Wasserstein distance
as well as total variation distance constraints between v and
T4 p,ie. Dyeqg C{v: Wylez+p,v) <6} :=Dysyp
which represents WW,,-distance-based constraint set of radius
¢ for smoothing measure y centered at sample point z and
D C{v:TV(x+ p,v) <&} := Dy ¢ which represents
TV-distance-based constraint set of radius ¢ for smoothing
measure 4 centered at sample point . Combining the two
relaxations, we know D . , € D, 5., N D, ¢ and therefore

OPT(h,x + t, Dy e.q) > OPT(h,x + 4, Dy 5 N Dy g).

Thus, for a fixed input z, it suffices to consider the Wasser-
stein distance and total variation distance relaxed problem
and verify whether OPT'(h, x + 1, Dy 5, N Dy¢) > 0 or
not. The analysis of this problem can be divided into three
parts: (1) Compute the Wasserstein distance relaxation mea-
sure set D, 5 ,. And we obtain an § for general probability
measure in section 4.1. (2) Compute the total variation dis-
tance relaxation measure set D, . And we obtain several
& for Gaussian probability measure and simple examples
of uniform probability measure with [, I3, [, and general
l,, ball support set in section 4.2 for better understanding
of our framework; (3) Compute the Lagrange function as
well as dual problem of the relaxed optimization problem
OPT(h,x+pu, Dy 5,,ND, ¢ ) and consequently obtain certi-
fication formulas for Gaussian smoothing measure, uniform
smoothing measure with [, [, ball support sets in table 1.
The details are discussed in the following three sections.

4.1. Relaxation Using Wasserstein Distance

In this section, we show the following relaxation from norm-
based constraint sets into Wasserstein-distance-based con-
straint sets for general smoothing measures as well as Gaus-
sian smoothing measure. For simplicity, we denote Wasser-
stein distance as W distance and denote Wasserstein distance
with specified parameter p as W, distance. The main idea
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of this subsection can be formulated as follows:

Dyeq={a' +p: o —2'll, < )
C{v: Wyla +1,v) < 8} = Dusy.

Note the difference of definition between D, . , and D s,
that ¢ is the norm of adversary and p is the parameter of
Wasserstein distance, while € is the magnitude of [, adver-
sary and ¢ is the radius of Wasserstein relaxation set. We
want to find a ¢ as small as possible, which is related to
€, q, p and satisfies the above inclusion relation.

4.1.1. GENERAL PROBABILITY MEASURE

Here, we want to find a d,(€) such that

Doeq=1{2"+tn:llz—allg < e}
C{v: Wy(x + p,v) < dq(€)}
=Dy.5,(e),p forall p € P(X).

Theorem 4.1. For all x € R% e > 0,q > 0, norm-
based constraint set D, . 4 can be relaxed into W-distance-
based constraint set D, s (o), With radius dq(c) =

max{e, ed? .

1_1
And this relaxation radius max{e,ed?” 7 } works for any
Wasserstein distance parameter p > 0 as well as any
smoothing measure 1.

Note that for [, (g < 2) adversarial perturbations, the relaxed
radius avoids the influence of dimension d, whereas for
l4(g > 2) adversarial perturbations, as ¢ increases, 5 —  in-
creases from O to % correspondingly. The fact that the radius
of W,-distance constraint set grows with order @(d%_%)
provides us with an intuition that it is increasingly harder to
bound D, . , with larger g, therefore, W-distance-relaxation
works better for [,(¢ < 2) norm perturbation. And this
relaxation radius is tight for W5 distance and Gaussian
smoothing measures which is proved in the appendix E
and therefore shows that WW5-distance-relaxation works well
for Gaussian smoothing measure.

4.2. Relaxation Using Total Variation Distance

In this section, we show the following relaxation from norm-
based constraint sets into total-variation-distance-based con-
straint sets for Gaussian and uniform smoothing measures.
For simplicity, we denote total variation distance as TV dis-
tance. The main idea of this subsection can be formulated
as follows:

Doca =o'+ i o —a'll, < ¢}
C{v:TV(x +p,v) <& =Dge.

Note the difference of definition between D, . 4 and D, ¢
that € is the norm of [, adversary and ¢ is the radius of total

variation distance relaxation set. We want to find a & as
small as possible, which is related to €, ¢ and satisfies the
above inclusion relation.

4.2.1. GAUSSIAN PROBABILITY MEASURE

Here, we want to find a {(¢) for Gaussian measure y =
N (0,021) such that

Dieg ={2" +p:llz — 2|y < e}
CH{y:TV(z+ p,v) &€} = Dyg(e)-

The magnitude of £(¢) is given by the following theorem.

Theorem 4.2. For Gaussian probability measure i =
N(0,02%I) on Euclidean space R¢ and for all z € RY, ¢ >
0,q > 0, norm-based constraint set D, . , can be relaxed
into TV-distance-based constraint set Dy ¢() with radius

1_1
£(e) = ZG(%;M’) — 1 where G is the cumula-
tive distribution function for standard normal distribution

N(0,1).

This theorem theoretically shows that TV distance relaxation
works effectively for /,(¢ < 2) perturbation due to the
irrelevance of the radius to dimension d and increasingly
bad for [,(¢ > 2) perturbation because of the dependence

of the radius to dimension d as order @(d% ~a ).

4.2.2. UNIFORM PROBABILITY MEASURE

Here, we want to find a £(e) for uniform measure 1 =
U(K), where K is a specific convex compact set in RY,
and U (K) is a uniform probability measure supported on
K C R? with density function fr (z) = ﬁl-me & such
that
Dycqg=A{2"+p:llz -2y < e}
Sy TV(z +p,v) <E(€)} = Dyg(o)-

In this paper, we mainly focus on the case when K is [,-
norm ball centered at original point O with radius r. We give
following theorems about special cases when p = 1,2, co.

Theorem 4.3. When K is an 11 norm ball centered at O
with radius r in R? and for all x € R%, e > 0,q > 0, for
uniform probability measure U(K) on Euclidean space R,
we have

Dyeg \{v:TV(z+p,v)<1-¢}#0
for all ¢ > 1 and arbitrarily small £ > 0,

1
when € > 2rda L,

Note that ¢ > % for ¢ = 2, which decays with order

@(d’%), and € > %T for ¢ = oo, which decays with order
O(d™1), this theorem theoretically shows that for uniform
smoothing measures with /; ball support set, total variation
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distance fails to relax measure set D, . , effectively when
q = 2,00. And this will consequently lead to bad perfor-
mance for [y and [, robustness certification task, which can
be seen from the following section discussing the impor-
tance of TV-distance-based relaxation radius.

Theorem 4.4. When K is an ls (Euclidean) ball centered
at O with radius r in RY, for uniform probability measure
U(K) on Euclidean space R? and for all v € R e >
0,q > 0, when ¢ > min{2r, 2rd%7%}, norm-based con-
straint set Dy,  q failed to be relaxed into TV-distance-based
constraint set which can be formulated as

Doeq \{v: TV(z+pv) <18} #0
for all ¢ > 1 and arbitrarily small £’ > 0.

1 1
And when ¢ < min{2r,2rds«"~ 2}, norm-based constraint
set Dy, 4 can be relaxed into valid TV-distance-based con-
straint set Dy, ¢y with radius

max{e,edl/2-1/ay

- /O(

This theorem shows that for uniform smoothing measures
with [5 ball support set, when g < 2, relaxation radius is
independent of dimension d, whereas when ¢ > 2 relax-
ation radius starts to be bound up with dimension d and the
impact of d grows as ¢ increases. To put it another way,
total variation distance relaxation performs well for uniform
smoothing measures with [5 ball support set when ¢ < 2
and increasingly poor when g > 2.

Theorem 4.5. When K is an |, cube centered at O with ra-
dius r, for uniform probability measure U(K') on Euclidean
space R* and for all z € R% e > 0,q > 0, when € > 2r,
norm-based constraint set D, . 4 failed to be relaxed into
TV-distance-based constraint set which can be formulated
as

Dpeg \{v:TV(e+pv)<1-¢}#0
for all ¢ > 0 and arbitrarily small £’ > 0.

And when ¢ < 2r, norm-based constraint set D, . , can be
relaxed into valid TV-distance-based constraint set Dy, ¢(c).

When q = 1, {(¢) can be taken as ..

€ d —
When q = 2, £(€) can be taken as 1 — (1 — Zd%T) =

1
1—e 2% when 0 < € < 2t,,r where ,/”T_l <t,<1
and t,, approaches 1 at an exponential rate.

When 2t,r < € < 2r, &(€) can be taken as 1 —

(d—l-«—\/m) d—1 ( 1—\/(1(2%)27—(14-1)
d d :

When q = oo, {(€) can be taken as 1 — (1 — i)d.

sin"(t)dt//oi sin”(t)dtg(e) > 2/4T(P€)
0

As for uniform smoothing measures with /., cube support
set, this theorem shows that the performance towards [y
perturbation turns out to be fine since TV distance relax-
ation radius - has nothing to do with dimension d and the
dimensional curse is avoided. However, in this case, TV
distance relaxation shows incapability to cope with [, and
l perturbation in some extent due to the rate of increasing

radius tending to 1 as ©(e?” ) and O(e?).

After discussing the special cases when K is an [, cube or
an [» Euclidean ball, we then consider the general case when
K is an [,, ball centered at the original point with radius
and give a lower bound for TV distance relaxation radius in
the following theorem.

Theorem 4.6. When K is an l,, ball centered at O with ra-
dius r, for uniform probability measure U(K') on Euclidean
space R%. Assume for all z € R, e > 0,q > 0, norm-based
constraint set Dy, o can be relaxed into TV-distance-based
constraint set Dy, ¢(c), then

for all perturbation norm parameter q > 0 with high proba-
bility when d is sufficiently large.

A way to interpret this theorem is that as p increases and
K correspondingly translates from /; norm cross-polytope
into [, norm cube, the dependence of integral upper limit
ed%
4r(pe) P T(14+1)
theoretically shows by taking all kinds of [, perturba-
tions into consideration, when p > ¢, in average scale
U(B,(0,r)) tends to perform better than U (B4 (O, 1))
where B,(O,r) denotes an [, ball in R? centered at O
with radius . From another perspective, we consider a
ball with a fixed radius r. As the dimension d of the base
Euclidean space increases, fixed proportion of mass con-

on dimension d is gradually reduced, which

centrates within a slab of width @(d_%). Thus, intuitively,
it is increasingly difficult to bound the perturbed measure
set Dy ¢ ¢ by using TV distance and certify as dimension
d enlarge and therefore the curse of dimension is unavoid-
able when we use uniform smoothing measure U (K') with
bounded support set.

4.3. Verifying Full-Information Robust Certification

Based on the above analysis, in this section, we are now pre-
pared to compute the Lagrange function and dual problem of
the relaxed optimization problem OPT (¢, z + p, Dy 5, N
D, ¢). Here we mainly focus on the case when reference
measure p = x + p and perturbed probability measure v
are absolutely continuous w.r.t. Lebesgue measure \ on R¢,
i.e., p,v < A and discard uncommon cases when p, v are
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Figure 1. Graph of density function f(z) = exp (

discrete, single or mixed w.r.t. A. Since p, v < A, assume
the density function of p and v w.r.t. Lebesgue measure A
are f(x) and g(z),z € R respectively. Instead of using
likelihood ratio r(x), we consider the difference between
g(x) and f(z) and define it as ¢(z) := g(x) — f(z). The
objective function Ex ., [¢(X)] of optimization problem
OPT (¢, p, D) can be rewritten in terms of difference func-
tion ¢(x). And we give the theorems below.

Theorem 4.7 (I, distance relaxation with 0 < p < 1). The
relaxed optimization problem OPT (¢, x4 t, Dy 5, N Dy ¢)
is equivalent to the convex optimization problem with only
one functional variable as below

qe,icr%{EX) /X d(x)q(z)de + Exmyp[o(X)],
(H
st swp [ foha()ds <0, [ lato)lds < 26
Ifll,p<1
where | fl|L.p = Sup, yexa oy DLW,

Theorem 4.8 (1V,, distance relaxation with p > 1). When
smoothing measure [ possesses a convex compact sup-
port set K and R = sup,cg |lyll2, B* = |z[2 +

R + max{e, ed%_%}, the relaxed optimization problem
OPT(¢,x + p, Dy 5.5 N Dg ¢) can be further relaxed into
the convex optimization problem with only one functional
variable below
inf r)q(x)dx + Ex -y X)),
inf | o)) + By [6(X)

st swp [ flaala)ds <+ (- DER
Ifllc<p(2R*)P—1

[ lataids < 2.
[f(=)=f(y)l @
2)—
where || f||L := Sup, yera 42, W

Theorem 4.9. The Lagrange function of optimization prob-
lemin (1) and (2) is

LX) = Exnatpuld(X)] — 26 = AC, 3)

where N > 0 is the dual variable w.r.t. con-
straint sup| s, <1 [ f(x)g(z)dx < & or constraint

1
p

X

04 06

-04 -0.2

0.2 0.4

[(5))Pa?) when p = 2, 4,6 from left to right

sup| 7, <perype—1 | f(@)g(x)de < 6P+ (p—1)(2R* )P~
and C := 6 when 0 < p < 1 whereas C := 6 + (p —
1)(2R*)P~1 when p > 1.

Using the duality result, we know the optimal value in (1)
can be obtained by computing

I}}S‘(}){ EXNQE+M[¢(X)] _f_AC = EXNJ‘-HL[qb(X)} _57 (4)

which is only related to the radius £ of TV distance relax-
ation set. We can see from this formula the significance of
TV distance relaxation radius. By plugging the TV distance
relaxation radius given in theorem 4.4, 4.5 and 4.2 in dual
optimization problem, we obtain the certification objective
in Table 1 and we return certified for /,, norm perturbation
with magnitude e if the objective function has non-negative
value.

4.4. Relationship with Previous Work

The significance of this paper can be evaluated from two as-
pects. For the papers about curses of dimensionality (Blum
et al., 2020; Kumar et al., 2020), they give no certification
procedure and only hardness results which works for ev-
ery measurable base classifier. However, the classifiers in
real-world applications are greatly fewer than measurable
ones, which will severely weaken their hardness results. Un-
der such consideration, we provide certification formulas
related to base classifier, and in this way, a more practical
result can be obtained both theoretically and experimen-
tally. For the papers about the performance of different
smoothing measure w.r.t. l1, 2, [, l; adversary (Li et al.,
2018; Cohen et al., 2019; Lee et al., 2019; Dvijotham et al.,
2020a), the main contribution of our framework is the ca-
pability of obtaining certification formula for smoothing
measures with bounded support sets, including not only the
simplest uniform measures but also the domain-truncated
and normalized version of any probability measure .

Besides, by applying our methodology to Gaussian proba-
bility measure, we miraculously obtain the same certified
robustness properties provided in (Dvijotham et al., 2020a)
using as Hockey-stick divergence with 5 = 1.
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Table 1. Certification objectives and prerequisites.

Smoothing

Measure Perturbation  Certification Objective Prerequisite
UBAO.1) 102 Exepeyo(X)] —2(1 - B st €<
Jo? sin™(t)dt
ax'ccos(w) sin™ dt 11
L(@>?2)  Exearao(X)] (1 T ) e < ot~}
U(Bo(O,7)) 11 Ex~atpuld(X)] — < €< 2r
g Exneru0(X)] ~2(1- (1- -4-)7) € < 2
I Ex ot u[d(X)] (1— 1-§Jd) €< 2r
NOPT <2 Bxe oK)~ 2(2G(5) — 1) :
lq(g > 2 Ex s tuld(X)] — 2(2G (¢ 7) — 1) -

Theorem 4.10. When smoothing measure is taken as Gaus-

sian probability measure, the certificate Ex o4, [0(X)] —

2(2G(i) — 1) given in our paper is equivalent to the cer-

0a—0s
2

tificate eyg1 < | |+ given in paper (Dvijotham et al.,

2020a).

Therefore, when applying both methodologies to Gaussian
measure, the formulas obtained are theoretically equivalent.
Despite the similarity in analyzing Gaussian measure, our
work covers cases with bounded support sets, which is our
main contribution.

Then, we discuss the relation with Yang et al. (2020)’s work.
As for [1 adversary, note that for uniform distribution with
s support set, TV-distance-relaxation radius for /; adver-
sary has nothing to do with the data dimension d and the
certification formula theoretically turns out to be fine, which
meets the conclusion in the paper Yang et al. (2020) proves
that the Wulff Crystal for the /; ball is a cube and the experi-
ment result in figure 1 in their paper that uniform smoothing
distribution performs best among the distribution family
they list. As for [, adversary, the paper Yang et al. (2020)
proves that the Wulff Crystal of [, norm is the zonotope of
vectors {1}, which is a highly complex polytope hard to
sample from and indicates the hardness of dealing with [,
adversary. And our paper shows that [, adversary magni-
tude € we can verify must have € < 2rd~! for smoothing
measure U (B, (0, r)) and e < 2rd~= for smoothing mea-
sure U (B2 (O, )), which decay at a polynomial rate w.r.t.
data dimension d.

5. Experiments

For our adversarial robustness certification task, we choose
the test set certified accuracy as our metric of interest, which
is defined as the fraction of test set that can be correctly clas-
sified with a prediction that is also certifiably robust within
an [, ball of an assigned radius 7. To pass the robustness

certification at data point z, the smoothed classification re-
sults of all points within an [, ball centered at the test point
 must be consistent. In our experiment, we mainly focus
on [y adversary in order to validate part of our theory about
the negative certified robustness properties of smoothing
measure U (B2(0,r)) and U(Bx (O, r)) in contrast with
Gaussian smoothing measure A/ (0, 021).

Algorithm 1 Certification Process

1: Input: T test set, target(x): true class of image
x, f(x): base classifier, D(z): smoothing distri-
bution, n: sample amount, e: perturbation radius,
cert(score,, scorep, €): certification object
Output: acc: test set certified accuracy
certifiedCount<— 0,allCount<— 0
for all x € T do

S < {n samples from D(z)}

count,. < 0 for every class ¢

for all 2’ € S do

count sy <— county(zry + 1

end for

score. < count./card(S) for every class c

predict + arg max,{score.}

if predict = target(z) A cert(score.,1 — score, €)

then
13: certifiedCount < certifiedCount + 1
14:  endif
15:  allCount < allCount + 1
16: end for
17: return acc<+— certifiedCount/allCount

— =
s N B AP AR A i

»

The certification procedure on the test set with assigned [
perturbation radius is shown in the following Algorithm 1.
Note that the cert(score,, 1 — score,, €) function returns
true if the certification objective is non-negative, otherwise
it returns false, and the objective is calculated using formu-
las in Table 1 with [, perturbation smoothing distribution
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U(B2(0,7)),U(Bs(0,7)),N(0,02I). Since our frame-
work directly provides certification objective and involve no
iteration and optimization process, our certification proce-
dure only costs constant computation time, which is much
faster than Dvijotham et al. (2020a)’s f-divergence-based
framework.

We can achieve identical results with Dvijotham et al.
(2020a)’s f-divergence-based one w.r.t. Gaussian distribu-
tion under specific parameter settings, which is theoretically
proved in Section 4.4. However, there is no previous work
experimentally examining the properties of uniform smooth-
ing measure, so we mainly focus on comparing Gaussian,
l2, I ball support set uniform distribution all utilizing our
framework.

5.1. Setups

We choose CIFAR-10 as our main dataset and ResNet-110
as our base classifier. We first train the base classifier on the
50000 image training set without smoothing and achieve
89.6% prediction accuracy on the 10000 image test set.
Then we run the certification process on the test set with
increasing perturbation radius r, test out smoothing distri-
butions as mentioned above and change the parameters o,
to further illustrate the performance of these distributions.
We try increasing the smoothing sample amount to exam-
ine the trade-off between computational cost and accuracy
improvement. We also run a brief experiment on MNIST
dataset to further validate our results, as shown in the left
part of Figure 2. The result has similar characteristics with
higher general certification rate than the result on CIFAR10
as shown in Figure 3, which will be described in detail in
the following section. All training, testing, and certification
are run on an NVIDIA RTX 3090.

5.2. Implementation of previous method

Before testing out our own method, we try implementing
the previous method introduced by Dvijotham et al. (2020a),
which uses iteration method to calculate the certification
criteria with Hockey-stick divergence. Since this paper
doesn’t provide codes, we use an implementation from
github (https://github.com/Unispac/F-divergence) as a sub-
ject of comparison. We use default settings with Gaussian
distribution N (z, 0.05) as smoothing distribution and sam-
ple amount n=100, and the optimizing iteration step is set
to 20 or 50 to examine its effect on certification accuracy
and computational cost.

The result is shown in right part of Figure 2. Our method
achieves better certification rate while costing less time. It
takes 10mins to run through 10000 samples test dataset
with our method while it takes 90 mins for Dvijotham et al.
(2020a)’s method with 20 optimizing steps and 3 hours with
50 steps.

CIFAR10 on Gaussian

—e—W-distance
——HS_step20

HS_step50

MNIST on Uniform sphere

—e—sigma=0.1

=
°

—e—sigma=0.2

/)

sigma=0.4

e 999
oN B O B RN
Certification rate
o o o o

:

Certification Rate

°

0.01 0.02 0.03 0 001 002 003 004 005
" Radius : Radius

o

Figure 2. Left: our method’s performance on MNIST dataset uti-
lizing [» distribution. Right: result of Dvijotham et al. (2020a)’s
method with different optimizing steps on CIFAR10 dataset and
ours using W-distance.

5.3. Experiments for Different o, »

We first implement our framework with Gaussian smoothing
measure N (z,0%1) where o = 0.025,0.05,0.1 and sample
amount n=100. As shown in Figure 3, there is a neat cut-off
for each setting where the perturbation gets too big, and no
data can pass the certification at this point. By changing the
variance of the smoothing distribution, we observe a clear
trend that the increase of variance leads to a drop of initial
certification accuracy but also stronger robustness that can
endure more significant perturbation; the decrease of the
variance leads to the opposite change accordingly.

Next, for smoothing process, we substitute Gaussian distri-
bution with s, [, norm ball support set uniform distribu-
tion, with » = 0.025,0.05,0.1. In Figure 3, both experi-
ment results show almost identical characteristics as with
Gaussian distribution, but they bring along a critical issue:
the mismatch of the perturbation magnitude. Comparing
the perturbation radius at the cut-off point, shown in the
x-coordinate of Figure 3, we find that the radius of Gaussian
distribution is about 50 times larger than that of two uniform
distributions.

We assume that this phenomenon is caused by the decreasing
intersection of the support sets of smoothing distributions
before and after perturbation. For Gaussian distribution,
there is always an intersection no matter how large the per-
turbation radius gets, while for uniform distributions, the
support sets will separate quickly and become disjoint under
perturbation. Furthermore, the dimension of a 32 x 32 x 3
image is 3072, the square root of which is around 55.4,
very close to the cut-off radius’s 50 times ratio difference.
Such correlation may trace to the involvement of dimension
when calculating the finite support set volume of l» and I,
uniform distribution, while the support set volume of Gaus-
sian distribution is infinitely large. We conjecture that such
deficiency is inherent when using the uniform distribution,
which can hardly be further improved.

Although methods utilizing such distributions don’t achieve
satisfying results, our intention to extend the choice of
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Figure 3. Results of different smoothing distributions using our W-distance and TV-distance based framework. *Sigma’ refers to parameter
o for Gaussian distribution and parameter  for uniform distribution.
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Figure 4. Results on sample amounts with different smoothing distributions using our W-distance and TV-distance based framework.

smoothing distribution is still well realized. Our frame-
work can accommodate more types of smoothing measures,
and as shown in the following section, our derivation results
can provide great efficiency improvement.

5.4. Experiments for Different Sampling Amounts

When calculating scores for each class in the smoothing
process, as we cannot classify all possible data points, we
shall only acquire approximate scores by sampling from the
smoothed data distribution. Thus such scores may differ
in multiple runs due to the randomness of sampling. How-
ever, through our experiments, we find that with a certain
amount of samples, we can already obtain sufficiently ac-
curate scores, which cannot be significantly improved by
increasing the sample amount.

We set the sample amount n to 100, 1000, and 10000 with
three different smoothing distributions, and they all obtain
similar results: it takes only 10 minutes to run through the
10000 images test set with 100 samples for each image,
30 minutes with 1000 samples and 3 hours with excessive
10000 samples. It is ten times faster than the 3 hours run-
ning time with the iteration-based method in Dvijotham et al.
(2020a) using just 100 samples. It is also worth noting in
Figure 4 that by increasing the sample amount, no signifi-
cant improvement is observed with Gaussian distribution.
However, there is minor progress made with both uniform
distributions when the samples are getting overly abundant.
We assume that the extra samples make up for the lack of
intersections of smoothing uniform distributions before and
after the perturbation, while Gaussian distribution has no
such issues.

6. Conclusion

We have introduced a framework based on Wasserstein dis-
tance and total variation distance relaxation as well as La-
grange duality that is first able to analyze robustness proper-
ties of bounded support set smoothing measures both theo-
retically and experimentally. And by applying our methodol-
ogy to the simplest bounded support set probability measure
example: U(B,(0,r)), we prove their negative certified
robustness properties w.r.t. [, adversary and present experi-
mental results correspondingly.
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A. Notation

We use upper case letters such as K to denote a subset of R? and B,,(O, r) to denote a I, norm ball subset of R? centered at
original point and with radius r; We use P(X) to denote the set of all probability measure on measurable space (X, F) and
D to denote a subset of P(X'), and in our work X’ can be seen as a compact set K in R? or more generally R?. We use Greek
alphabets i, v, p to denote probability measure in P(X'); We use x + u to denote a new version of probability measure p
with an displacement of = € RY; We use upper case letter X to denote a random variable following the Radon-Nikodym
derivative of probability measure 1, « + p, v or p w.r.t. Lebesgue measure A\; We use W, (1, v) and T'V (1, v) to denote the
W,, distance and total variation distance between probability measures y and v; We use Z to denote an indicator function
and Vol(-) to denote the volume w.r.t. Lebesgue measure on R?. And note that throughout the paper, parameter q refer to ly
adversary and parameter p refer to [, norm ball support set smoothing measure; € refer to the perturbation magnitude of [,
adversary.

B. Optimal Transport Theory
Assume p1, v € P(R?). Besides, assume 4, v are absolutely continuous w.r.t. Lebesgue measure A and let density functions
be f and g.

Definition 2 (Push Forward). If T : R? — RY, then the distribution of T'(X) is called the push-forward of P, denoted by
TwP. In other words,
TyP(A) = P(T(z) € A) = P(T™(A))

Definition 3 (Optimal Distance, Optimal Transport Map). The Monge version of the optimal transport distance is

inf /||g;_ IPdP()

T:T#P=Q

A minimizer T, if one exists, is called the optimal transport map.

Definition 4 (Wasserstein Distance, Earth Mover Distance, Optimal Transport Plan). Let I'(u, v) denote all joint distribu-
tions 7y for (X,Y") that have marginals 1, and v. Then the Wasserstein distance is

Wy(p,v) = ( inf /||x — y||12’d’y(x,y)> where p > 1 3

YET (1,v)
When p = 1, this is also called the Earth Mover distance. The minimizer v* (which does exist) is called the optimal transport
plan.
Lemma B.1 (Dual Formulation of Wasserstein Distance When p < 1). It can be shown that

W ( —sup/w )dv(y /¢ Yz

where Y(y) — ¢(x) < || — y||P. In the special case when p = 1, we have the very simple representation

Wi (p,v) = sup / p(z)dp(z) — / p(x)dv(z)

(6)
— sup / p(@)d(s — v)(x) = sup / o(@)(f — 9)(x)da

pEF1 peF1

where Fy denotes all maps from R to R such that | f(x) — f(y)| < ||x — y|| for all z,y. In the case when 0 < p < 1, we
have similar simple representation

Wy(,v) = sup / (@) du(z) — / o(@)dv(z)

pEFp

— sup / () — v)(x) = sup / P(@)(f - g)(x)dz

pEFp peFp

(7

where F,, denotes all maps from R? to R such that |f(z) — f(y)| < ||z — y||? for all 2, y.
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Lemma B.2 (Dual Formulation of Wasserstein Distance When 1 < p < 00). In the case when 1 < p < oo and the support
sets of measure i and v are included in a convex compact set K. Define R = sup, ¢ ||z||2, then we have slightly different
dual formulation

WP<M7 V)

> s ([t - w) - - vere)’

pELip(p(2R)P~1)

= sup (/w(y)(g — Ny)dy - (p - 1)(23)”*1)% ®)

€Lip(p(2R)P~1)

where Lip(p(2R)P~1) denotes all maps f from R? to R such that |f(x) — f(y)| < p(2R)P™ ||z — y||o forall z,y € K.

Definition 5 (Total Variation Distance). The total variation distance between two probability distribution p and v on R? is
defined by
I = vlizv = max {|u(4) - v(4) : A C R}

where R? is the set of all Borel subsets.

Lemma B.3. Let j1 and v be two probability distributions on R% and absolutely continuous w.r.t. Lebesgue measure \.
Assume the density function of measure p and v w.r.t. X are f(x) and g(x). Then,

| —vrv = %/Rd |f(z) = g(x)|dx

C. Proof of Lemma B.2

Recall the dual form of Wasserstein distance

Wy (n,v) = wseucrzw)/w(y)dV(y) —/aﬁ(af)du(w

where ¢(y) — ¢(x) < [l — yl|”.
For simplicity of the proof, consider equivalent form
Wyer) = s [ o)+ [ ot@aus
¥,¢€C(RY)

where ¥(y) — ¢(x) < ||z — y||P. First, we introduce a theorem in (Thorpe, 2018)

Theorem C.1 (Existence of a Maximiser to the Dual Problem). Let u € P(X),v € P(Y), where X and Y are polish, and
c: X xY — [0,400). Assume that there exists cx € L'(u),cy € L'(v) such that c(z,y) < cx(z) + cy (y) for p-almost
every x € X and v-almost every y € Y. In addition, assume that

M ::/ch(a:)du(ac)—&—/yc;/(y)du(y) < 00

Then there exists (¢, 1) € @, = {(p,) € L' (u) x L*(v) : p(x) + ¥ (y) < c(x,y)} where the inequality is understood to
hold for p-almost every x € X and v-almost every y € Y such that

supJ = J(p,v)
P,

where J is defined by J : L' () x L' (v) = R, J(p,¥) = [y @dp+ [y tdv. Futhermore we can choose (i, 1) = (1°, 1)
for somen € L' (). Forn : X — R, the c-transforms n°,n° are defined by

Y =R, n(y) = Jnf (c(w,y) = n(w))

0 Y = R, *(y) = inf (c(z,y) —n°(2))
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Lemma C.2. Fora,bc Rand1 < p < oo,

|a+ b7 < 2771 (Jaf” + [bI7)

Proof. First, it’s easy to verify the cases when either of @ = 0,b = 0, p = 1 holds. Then, Wlog, assume a,b € R

ja.+ b7 < 277 (|af” + [b]”)
< (a+b)P < 2P (a? 4 bP)

() () =

= 27 HaP 4 (1 — x)P] > 1,Vx € (0,1)

where the last inequality is easy to verify. O

In our case, c(z,y) = ||z — y||” < (|lz| + |ly])? < 2P7*(||z||P + ||y||?) and the requirement that M < oo is exactly the
condition that y and v have finite p moments which is easy to verify by noting that supp(y) = supp(v) = K is compact
setin R%, Then, according to the theorem, there exists 1 € L! (1) such that

Wh(p,v) = sup / n“(y)dv(y) + / n“(z)dp(x)

neLl(p)

Note that ¢ possesses Lipschitz continuous property stated below

Lemma C.3. Forn € L'(K) where K C R% is a convex compact set, then n° is a p(2R)P~'-Lipschitz function where
R :=sup,cx ||z|| and cp(z,y) = ||z — y|?, ie.,

I (z) = (I < PR —yl, zyekK

Proof.

n? (x) — " (y)|

=| inf (e =17 = () = int_(ly = =2l” = n(z2))| ©

= Z}relszs;éI;(((llw—zlll”— ly = 22[P) — (n(21) —77(22)))‘

< sup [l — 21 = () = (Ily = 21" = n(2))| (10
zeK

= sup |||z — z[|” — |y — z[|”|
zeK

where 9 is due to the definition of c-transform; 10 is obtained by taking a specific value of z; as z;. Note that K
is a compact set and H 2 —2|P — |y - z||p| is a continuous function w.r.t. z, then there exists a point z* such that
||z = 2*|[P = [ly — 2*||P| = sup,cx |||z — ]| — ||y — z||?|. According to the first order condition, z* satisfies the equation
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below

Valllz = 2" = lly = =")
=Velle = 2P = Velly — 2|
=V:llz —z]P = V|2 — 2

=pllz — 2|57z —2)T —ple—ylF Tz —y)T =0 (1)

=z —2|F e —2) =z —yllF - y)T

o ERI L ER Lo
=l — ol T — e -yl
e lz—afE

= el FT = o =yl T

|z —y| 51

= =2l 57— [z =yl E

where 11isdueto V, ||z||? = V(2 "2)% = p(z'x)? ‘2" = p|lz||2 'z ". And this equation shows that z* lie on the line
determined by « and y but does not lies on the part between 2 and y, which can be formulated as z* = Az + (1 — M)y, A €
R\ (0,1). Note that

sup |||z = 2"|[P — |ly — 2|
AER\(0,1)

= s [l = V@ = )I” ~ 1A - )]
AER\(0,1)

= sup |[1=XAP—|\"
AER\(0,1)

= (s [r=a = p]) -l -y
AER\(0,1)

Nz —yl?

Then, we just need to optimize

sup Hl — AP = AP
A€ER\(0,1)

st. d+(1-NyekK

Note that we can relax the constraint as below

A+ (1-NyeK
= ANzr—-y+y=01-Ny—2)+zeK

=Mz —y)+yl =1y —2) +z]| <R (12)
=Mz =yl < R+ lyll,
=Ny =)l < R+ [l (13)
= Al e =yl <2R, [1=Al-|lz -yl <2R (14)
2R
le =yl = 7 [lz—yll

where 12 and 14 is due to the definition of R as sup g ||z

; 13 is due to triangular inequality.

Using the relaxed constraint, we can show that when A > 1,

1—=AP— |)\|p’ = A — (A — 1)P is an increasing function

w.rt. Aasp > 1, then

H1 AP |A|p‘ — N (A1)

( 2R )p ( 2R )”
< (=7 ) (== g
lz —yll lz —yll
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And when A <0,

AP — |/\\P‘ = (1 — A\)? — (—A)? is a decreasing function w.r.t A as p > 1, then

1= A7 = 1| = (=27 = (a7
= (=i
R =
:p<k-(”x2f2y”)+(1—k)-<”x2i%y”—l))p (15)

2R Pl 2R \"7!
=p( + (k- 1)) Sp()
|z —yll lz =yl

where 15 is due to the Differential Mean Value Theorem where k& € (0, 1).

C. C 2R p_l
() =l <o) -l

=p2R)P "z —y|
i.e. n° (x) is a p(2R)P~!-Lipschitz function. O

Note that

Thus, we have

Using Lipschitz continuous property of n°, we get

Wh(p,v) = sup / n(y)dv(y) + / n“(z)dp(x) (16)

neL(n)

<<,0€Llp(§ol(1£)]{)p1)/<p(y)dy(y)+/<pc(x)dﬂ(x)
= sw [ + [ edut) .

p€Lip(p(2R)P~1)
where Lip(p(2R)P~1) denotes the set of p(2R)P~!-Lipschitz functions. On the other hand, recall that
Wpnr) = s [ odvi) + [ o@)dua
¥,¢€C(RY)

where ¢ (y) + ¢(x) < ||z — y||P. Keeping ¢ (x) fixed and optimizing w.r.t. ¢(y), then we just need to optimize [ ¢(y)du(y)
under constraint ¢(y) < ||z — y||” — ¥(x). Then obviously we have ¢* (y) = inf,ex ([|lz — y[|P — ¥(x)) = ¥ (y) where
cp(z,y) = ||z — y||P. The map (¢, ) € C(K)? — (¢, 1)) € C(K)? replaces dual potentials by “better” ones improving
the dual objective W} (u, v).

Using c-transform, we can reformulate constrained problem into unconstrained convex problem over a single potential

Wl (u,v) = sup /w )dv(y /w% )dp(z

HEC(RY)

= su dv “r(y)d
wec(%d)/w(y) (y)+/w (y)du(y)

Combining 17 and 18, we know that when the support set of measure p and v supp(p) = supp(v) = K where K is a
convex compact set, we have

(18)

sup / P(y)dv(y / v (y)du(y) = Wy (. v)

peC(K)

(19)
< sup / o(y)dv(y) + / ©°(y)du(y)
p€Lip(p(2R)P—1)
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Note that Lipschitz function must be continuous and therefore Lip(p(2R)?~!) C C(K). Then, we have

s&ELlp(Spl(l%:)Rp 1)/ ( )dV(y)+/<pC(y)dM(y)

< sup /w v (y /w% e
¢peC(K)

Combining 19 and 20, we know the inequality in 19 changes into equality

Wh(p,v) = sup / e(y)dv(y) + / ©°(y)du(y)

w€Lip(p(2R)P~1)

Note that for f(z) = 2 — p(2R)P~'z,z € RT achieves its minimum when f’(z) = pzP~1 — p(2R)P~

and the minimum is f(2R) = —(p — 1)(2R)P~ L. Then,

o (y) = inf (I~ oll” -~ o(a))
> xlglf( (”55 —y||” — o(y) —p(2R)p_1||x . y”)
=—p(y) — (p-1QRP!

Thus, we attain a lower bound of W} (1, v/)

W2 (p,v)

= sup
€Lip(p(2R)P~1)

/

> s o)~ [ (s0)+ - DERP )
n/” —1
/

p€Lip(p(2R)P~1)

= sup
@€Lip(p(2R)P~1)

= sup
€Lip(p(2R)P~1)

where 23 is due to 21 and 24 is due to 22.

(20)

2n

L=0,ie. 2 =2R

(22)

(23)

(24)
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D. Proof of Theorem 4.1
Proof.
Dyeq={2"+p:llz—2'llg < ¢} (25)
Note that
sup Wy(u,v)= sup Wy(z+ p, 2’ + p)
VEDa,e.q la—a|lg<e

= sup Wp(u,z+ p)
2]l <e

where the first equality is due to the definition of D, . , and the second equality is due to the translation invariance property
of Wasserstein distance.

Then recall the Monge version of Wasserstein distance

W) < (e [ o= T@)Pduta >)‘1’

Noticing the inf operator in the Monge version definition of 1¥,,, we can get an upper bound for W, (, v) by specializing
a transport map 7" satisfying T’y = v. In our case, we take 7' : R? — R4 T : z + x + z, and it’s easy to verify that
T#u = 2z + . Then we get the upper bound below

T:T#p=z2

<( e~ TPt >)p ~ el

where the last equality is due to u is a probability measure. This provides us with an intuition that the upper bound of
Wy (1, z + 1) is determined by the Euclidean norm of displacement z. Using this upper bound,

me,zw)s( inf / o = T(@)|Pduu(z >)’i

sup Wy (p,z+p) < sup |[|z]2
lzll4<e Izll4<e

When 0 < ¢ < 2, using the lemma that when 0 < p < ¢ < o0, ||z, < ||2lp, V2 € R? holds, we have Sup|. ), <e l12[l2 <
Supj|.,<e lIzllg = €. On the other hand, note that [|ee1[|2 = [[ee1]|; = €, we have sup|,| < [|z[2 = €. And when ¢ > 2,
recall Holder’s Inequality below

Lemma D.1 (Holder’s Inequality for R™). For {a;}1<i<n, {bi}1<i<n € R,7 > 1, we have

n n i, n r=1
> lailvil < (3 lail”) " ( )
=1 1=1 =1

Apply it to the case n = d, |a;| = |z;|?, [b;] = landr = £ > 1,

q-=2 d

() (o))

=1

Jallz = (fwf

i=1

d 1
q
<(Cteslr) b = fafad

i=1
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Thus,

sup ||z]l2 < sup ||x||qd%_%:ed

llzllq<e llzllq<e

1_1
27 q,

On the other hand, note that

we have

sup ||z]|2 = ed
llzllq<e

Combining the case when 0 < ¢ < 2 and ¢ > 2, we have

sup  Wy(z + 2’ +p) = sup Wy(p, 2+ p) < :max{e,ed%—%}

lz—a||q<e llz]lq<e

ewhen( < q<2
ed? when ¢ > 2
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E. W, distance relaxation is tight for Gaussian Probability Measure

Here, we show that IV, distance relaxation for Gaussian probability measure is tight.

Theorem E.1. When y = N(0,0%1) and p = 2, the relaxation in ?? is tight. In other words,
-
Dm,s,q - Da:,max{e,ed%_%}Q

but Dy 4 \ D #0 (26)

1_1
z,max{e,ed? a}—6,2

Sfor any sufficiently small § > 0.

Proof. Note that (Dowson & Landau, 1982) established the formula of Wasserstein distance between two Gaussian measures.

Theorem E.2. For Gaussian probability measures . = N (p1,31) and v = N (pe, 3a), Wa-distance between p and v
have closed form formula

W ()2 = [ — | + 1r(S1 + o — 2(X, %) ) 27)

Using above theorem, we yield following tight relaxation between norm-based constraint set D, . , and W-distance based
constraint sets D, 5 » for Gaussian smoothing measures centered at origin, i.e. 4 = N(0,021)

sup Wa(uv) = sup  Wale + ' +p) (28)
v€Dy g lz—a’[lq<e
= sup Wa(p,z+ p)
llzllq<e
= sup ||z[|» = max{e, ed? 7} (29)
llzllq<e

where 29 is due to theorem E.2 and equality D. And generalization of above theorem when p = A/(0, 32) can be proved in
the same way. O
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F. Proof of Theorem 4.2

Proof. First, we introduce the lemma below.

Lemma F.1. Let X be a random variable that follows d-dimensional Gaussian distribution with density function

1 1 Ty—1
T, Y = e~ 2(@—p) B (z—p)
Hesn ) = e

where z, 1 € R and ¥ € Si 4. LetH: 7w + b = 0 be a hyperplane in the d-dimensional Euclidean space R?, where
w € R% and b € R. The hyperplane H defines two half-spaces:

Q= {z e RYzTw+b> 0},
Q- ={zeRYzTw+b<0}

Define the integral over half-space Q) as

P=[ flz;pX)dx
Q4

:/ L b e gy
o, 2m)i3)

Since X is positive definite symmetric, there exist an orthogonal matrix U and a diagonal matrix D with positive diagonal

_ 7T _ ulwtb oo 1 —1g2
elements such that > = U* DU. Let xo = TWDUwlh and hence P = fzo Vil dx.

(The proof of this lemma is credit to https://math.stackexchange.com/questions/556977/
gaussian—-integrals-over—a—-half-space.)

Recall the definition of /,,-norm constraint set of probability measures
Dacq={a"+p:llz—ally <€}

Note that
sup TV (u,v)= sup TV (zx+p,a' +p)
veED, ¢ q lo—=|lq<e

= sup TV(p,z+ p)

llzllq<e

where the first equality is due to the definition of D, . , and the second equality is due to the translation invariance property
of total variation distance.

o o

2Tz — Bl — gand B2 : 272 + ”2”3 = 0. The hyperplane H' defines two half-spaces:

Q ={z eRY2Tz - ”2”3 >0} and Q = {zr € R4|zT > — % < 0}. And the hyperplane H? defines two half-spaces:

02 :{xERd\mTz—i—w > 0} and Q2 :{xeRd\xTz—i—w < 0}. Applying lemma F.1 and lemma B.3, we kn
1 52 > 2 5 . Applying . .3, we know

Define hyperplane H' :



https://math.stackexchange.com/questions/556977/gaussian-integrals-over-a-half-space
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that

sup TV (u, z + p)

ll2llq<e
1 1 _ale ENCED SN CE))
= Ssup = ——|e 207 —e 252 dx
Izllg<e 2. (2m)2 04
1 1 _a2le ENCEDRNCES))
= — sup 7{1‘@ 202 — ¢ 252 dx
2 |lzfly<e Sy (2m)20¢
1 _als ERCEDLRCE)
b e e R
o (2m)z20d

1 1 _@=2)T(@—2) _2Ta
= — sup — (e 2052 — e 202 )d;p
2 |zl Jay (2m)20d
1 _mTw _ (I*Z)T(I*Z)
+ 7d(e 202 — ¢ 202 )dm
ot (2m)zod

sup / d(z+u)—/ d/H—/ dp — d(z +p)
lIzla<e oL oL ot Qb

sup /
lzllq<e /2

Nl= N~ N

(30)

3D

(32)

(33)

(34)

(35)

(36)

(37)

where 30 is due to lemma B.3; 32 is due to the consistency of sign of integrand function on Q}r and Q1 ; 33 is due to the
transformation formula of space coordinates; 34 is due to lemma F.1; 35 and 37 is due to the definition and central symmetry

property of G as the cumulative density function of standard normal distribution; 37 is due to D.

O
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G. Proof of Theorem 4.3

Proof. Recall the definition of /,-norm constraint set of probability measures

Drcqg=A{2"+p:llz—allg < e}

Note that
sup TV(u,v)= sup TV(x+p,z' + pu)
vE€EDg e,q |lz—z'||q<e
= sup TV(u,z+ p)
llzllq<e

where the first equality is due to the definition of D, . , and the second equality is due to the translation invariance property
of total variation distance. Next, compute the value of TV (u, z + ).

Lemma G.1. K is a [y norm ball centered at original point of radius r, then K N (z + K) = (l if and only if ||z||1 > 2r.

Proof. First, we prove the if part and assume ||z||; > 2r. Consider arbitrarily taken = € (z + K), i.e. ||z — 2|1 < 7.
According to the triangular inequality with respect to [; norm, we have

[zl =llz = (@ = 2) [ = ||zl =l = 2[i > 2r —r =7 (38)

which shows that 2 ¢ K and therefore K N (z + K) = (.

Then we prove the only if part by using reduction to absurdity and assume [|z||; < 2r. Takey = 2, then [|y||1 = &||z[ly <7
and |ly — z|[1 = 3[z]l1 < r which shows that y € K N (z 4+ K) and therefore K N (z + K) # () which leads to a
contradiction. O

According to lemma G.1, we know that when {zH\qu <€ |lzlli = 2r} #0, we have

sup TV (p,v) = sup TV (u,z+p) =1
VED, (g I2llg<e

Define z = 2¢ Z?zl e;, and it’s easy to verify that ||Z||; = 27 and ||Z||, = 2rdi " for ¢ > 1. Thus, when € > ordi ", we
have
sup TV(u,v)= sup TV(u,z+p)=1

V€D, g lzllqg<e

H. Proof of Theorem 4.4

Proof. First, we introduce the lemmas below for the convenience of later proof.

Lemma H.1 (Volume Formula of d-dimensional spherical cap). The volume of a d-dimensional hyperspherical cap of
height h and radius r is given by:

ﬂ_% ’I"d arccos( T:h’ ) J

V=—r— / sin®(t)dt
INC N

where we define h as the value shown in figure 5 and I (the gamma function) is given by I'(z) = fooo t*~ e tdt.

Lemma H.2 (Volume formula of d-dimensional Euclidean ball). The volume of d-dimensional Euclidean ball of radius r is
given by

Recall the definition of [,-norm constraint set of probability measures

Drcqg=A{2"+p:llz—allg < e}
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Figure 5. An example of a spherical cap in blue

Note that

sup TV (u,v)= sup TV(x+p,z’ +p)
VEDy c.q |z—z'||q<e

= sup TV(p,z+ p)

ll=llq<e
where the first equality is due to the definition of D, . , and the second equality is due to the translation invariance property

of total variation distance.

Lemma H.3. K is a ly norm ball centered at original point of radius r, then K N (z + K) = 0 if and only if || z||2 > 2r.

According to this lemma, we know that when ¢ < 2 and € > 2r, we have

1> sup TV (u, 2+ p)
lIzllg<e

Vol(K A(ee; + K))
2VoI(K)

>TV(u,ee1 +p) = =1

where the last equality is due to ||ee1 |2 = € > 2r and applying lemma H.3. And when ¢ > 2 and € > 2rdi ™%, we have

d
1> sup TV(p, 2+ p) ZTV(u,d%Zeﬁu)
¢ i=1

lzlla<e
Vol (KA (-5 Yy e + K) )
— da

=1
2Vol(K)

1 1

where the last equality is due to || -5 Z?:I e;ill2 = ed? ¢ > 2r and applying lemma H.3. Combining the results for ¢ < 2
d4
and ¢ > 2, we have

sup TV (u,z + p) =1 when € > min{2r, 2rdé_%}
llzllq<e
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Next, consider the case when € < min{2r, 2rd%7% }+. Applying H.1, lemma H.2 and lemma B.3, we have

sup TV (p, 2 + )

llzllq<e
S N
HZSﬁI;eQ VOI(K) €K VOI(K) rCz+ K |AT
1
L d
Hz”q<e 2V01(K)/ IEKA(ZJ’_K) €T
Vol(KA(z + K))
= Ssup
[[2]]q<e 2V0](K)
5t L=l
VOI(K) — 21:1'(&1;1 Oarccos( 2T2)Sind(t)dt
= Ssup =
[|z]|g<e VOI(K)
> c e
2;—( d2+17)d Odrccos( 2T2)Sind(t)dt
Iz]lq<e VOI( )
|
271'( d2+1r) farccos - )Sind(t)dt
= sup 1-— d
z € i
llzllg< -
d recos( 1212
= sup 1-— m/a ccos( 5 )Sind(t)dt (41)
[|z]]q<e T2 d+1 0
q .
2F +1 arccos(maxlecd® 1}
2 0

where 39 is due to lemma B.3; 40 is due to lemma H.1; 41 is due to lemma H.2; 42 is due to D. Because of the computation
rd+1
F-

difficulty (overflow), we have to simplify the term

When d is even, assume d = 2k, k € N and note that I'(1) = 1,T'(1) = 7, then

r4+1) _Tk+1) _ EIT(1)
DAY Th+3) I —35)T()
k! (2K

Sl (- L) w2k — 1)

Recall the Wallis integral lemma that when d is even
T 3
/ sin?(t)dt = / cos®(t)dt
0 0
(d—1

™
Thus,
rid+1) Rl )
B 3 - -5 us - .
DY) “rik-11 2 d (5. R
1 1

o2~ 2 fog sin?* (t)dt Con b ff sin?(t)dt
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When d is odd, assume d = 2k + 1,k € N and note that I'(1) = 1, T'(

1
r(d) Tk
%

F(d+1) Tk+3) T (i+3I(3)
+1 1

Recall the Wallis integral lemma that when d is odd

z z —
/ sin?(t)dt = / cos?(t)dt = u, d=2k+1€eN
0 0

d!
Thus,

)

F(¢+1) 73(2k+1)1 1
+

1
NG T @ T
_ 1 _ 1
or~ 2 fog sin?*t(t)dt 27z fO% sin?(t)dt

To sum up, for all d € N, we have
r¢+1 1
(2 ) - - y (43)
S 2ms 7 sind(t)dt
)

(5
Then we avoid the computation of I'( + 1), I'( %t
43, we have

and transfer it into the computation of an integral. Applying formula

sup TV (u,z+ p)
llzllq<e

1_1
max{e,ed? 4}
——)

1 arccos( =

=1- W/ sin (t)dt
> sin“(t)dt Jo
0



Certified Adversarial Robustness Under the Bounded Support Set

I. Proof of Theorem 4.5

Proof. Recall the definition of /,-norm constraint set of probability measures

Drcqg=A{2"+p:llz—allg< e}

Note that
sup TV (u,v)= sup TV(x+p,z' +p)
VEDg e.q [|z—z'||q<e
= sup TV(p,z+ p)
lzllq<e

where the first equality is due to the definition of D, 4 and the second equality is due to the translation invariance property
of total variation distance.

When € > 27,

1> sup TV (p,2+p) > TV(p,eer +p) =1
l2llg<e

where the first inequality is due to the fact that y and z + p are probability measures; the second inequality is due to
supp(p) Nsupp(ee; + ) = 0. Thus, in this case,

sup TV (u,z+p) =1

lzllg<e
When € < 2r,
sup TV (p, 2 + )
Izl <e
1 1 1
= sup o [ | Toek — s Toesirc|d
|ZSI|?;€2/‘V01(K) €K T OVol(F) eEH IO
1
= sup —— [T d
H:\EI;E 2V01(K)/ 2EKA(z+K)AL
Vol(KA(z + K))

= sup
lzll,<e  2Vol(K)

Vol(K N (z + K))

= sup 1
214 <e Vol(K)
— s 1o I, (2r — |2i)
2]l <e (2r)
|2
= sup 1-— H?Zl (1 — )
llzllg<e 2r

First, we study typical cases when ¢ = 1,2, co. When ¢ = 1, we need to solve the following optimization problem

inf Hf:1(2r —|z)

llzll1<e
Here we use mathematical induction to prove that

inf Hf:1(2r — |z = (2r)d_1(2r —€)

llzll1<e
When d = 2,
inf L, (2r —|z)) = inf  (2r — |21])(2r — |22)
Izl <e |21]4]22|<e
= inf (2r —e+|22])(2r — |22|)
|z2|<e

= ogl?zfge(% — €+ 22)(2r — z3)
= 0§1£12fSE za(€ — z2) + 21 (2r —¢)

=2r(2r —e)
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Thus, induction hypothesis holds for d = 2. Then, assume induction hypothesis holds for d = n. When d = n + 1,

nt I8 2 = )

= inf  IMN2r —|z))

S s <e

= inf I (2r — |zi])) (2r — |2n
S s o (IT7 ( |24])) ( |zn+1])

=l (2r)"7H(2r — e+ |2nt1 (27 = |2n41) (44)
Zn4+1|€

= (2r)"(2r —e) = (2r)? 71 (2r — €) (45)

where 44 is due to the induction hypothesis when d = n; 45 is due to the induction hypothesis when d = 2. Therefore, we
have already proved that
inf TI9,(2r —|z]) = (2r)*1(2r —¢),Vd € N

llzll1<e

Plugging in this result, it follows that

e . (2r — |z
sup TV (p, 2+ p) = sup 1_M

=l <e Izl <e (2r)4
(2r)L(2r —e) €
1/ =" _ =
(2r)d 2r
When ¢ = 2, we need to solve the following optimization problem
AnE I, (2r — |zi) (46)
When d = 2,
inf T (2r — |2 inf 2r — |z1])(2r — |2
ot M @rfa= it (2 = [al)(@r - |z)
= inf (2r— € — 23 %) (2r —|22])
[22]|<e
= ()Si??fSe (27“ — (% — z§)§> (2r — 29)

Define f(z2) = In (2r — (e - Z%)%) + In (2r — z3), then

Define g(z2) = 2rzo(e? — 22)72 — 22(e2 — 22)~ % — 2r + (2 — 22)2, then

g'(22) = (223 — 3€%2y + 2re?) (2 — 22) 72
Define h(z2) = 225 — 3€223 + 2re?, then h'(z2) = 625 — 3€? = 6(22 — %)(22 + %) Thus, when 0 < zp < 5,
K (z) < 0; when 7 <#2<le R/ (x) > 0. Thus, the minimum value of h(z) on interval [0, €] is h(%) =2e2(V2r —e).
Therefore, function f(z2) behaves differently when 0 < € < v/2r and when v/2r < € < 2r.

When 0 < € < v/2r, h(z) > h(55) = V262(\/2r—€) > 0 on interval [0, €] and therefore ¢/ (z5) = h(z2)(e2—22)~2 > 0.
Note that g(0) = e — 2r < O,g(%) =0, g(e”) = oo and therefore f'(z2) < 0 when 0 < z9 < == while f’(z2) > 0 when

V2
% < 73 < €. Thus, f(z3) takes its minimum when 25 = 7 In this case,

Ogiilzfge (2r — (e — zg)%) (2r — z9) = (2r — %)2 a
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When 2r < e < 2r, we have h(0) = 2re? > 0, h( =) = V22 (V/2r —€) < 0,h(e) = €2(2r —€) > 0. Assume
h(t1) = h(tz) = 0,0 < t; < % < ty < € then When 0 < 29 <tjortys < 29 < ¢ h(ze) > 0 and when
t1 < 29 < to, h(z2) < 0. Therefore, ¢'(z2) > 0 when 0 < 25 <ty orty < 29 < € ¢'(22) < 0 when t] < 29 < to.

Note that g(z2) = 0 <= (223 — €2)(2(22 — 1) + 2r? — ¢2) = 0, therefore when 0 < zp < r — /S —7r2 or

% < 2 Sr—i—\/%—ﬂ,g(zg) SO;Whenr—\/g—rz < 25 < 2orr—i—w < z9 < € g(z2) > 0.

Thus, when 0 < 29 < 7 — 5—r2 or7 < z9 < r+,/ — 72, f'(r) < 0; when r — /5_7«2 < 2o < %or
Tt S L2 <z <e f (z) > 0. Thus, f(z2) takes its minimum when z5 = r — mor@ =r+ % —r2
this case,
. _ _ 2 _
oglilgfge (2r (€2 — 23)2 )(27“ z2)
2 2 2 (48)
Z(r— 5—7“2)(7“—# 5—7”2) :27“2—5
inf 1%, (2r — zi|) = inf i (or — Zi
WL Cr = Ja = pt, T 2r )
= inf (H”_2—i)2—n
Z;”/lefngle?—ziﬂ i=1(2r = |zi]) ) (2r — |zn41])
By then, we have understand clearly the optimization problem when d = 2.
Then, consider the case when d = 3. When d = 3,
inf H 2r — |z
jinf iy (2r —| )
f (49)
=, er = [ab(er — =Der 1)

When 0 < ¢ < v/2r, assume the optimal point is z*. We will prove that each coordinate of z* has the same value. Here we
use reduction to absurdity, and wlog assume zi # z3. By fixing the value of z;, the optimization problem 46 is equivalent to

f 2r — 2r —
I LR BTG )

And (27, 23) should be an optimal point of above problem. Note that €2 — (23)? < €2 < 272 and applying 47, we know that
2] = z5 which is a contradiction. Thus, 2] = 25 = 23 = c¢. And

3
inf II7 ,(2r — |z]|) = inf (2r —c 3= (27’ — —)
\mf 1(2r = [z]) CS%( ) 73

When v/2r < ¢ < /3r, it’s obvious that the optimal point z* of optimization problem 49 must lie on the boundary of
feasible region, i.e. (27)° + (23)% + (25)% = €. Wlog, assume (25)3 > % and (27)? + (23)? < % < 2r3. By fixing the
value of z3 and following similar deduction procedure as above we know that 2] = z5 = c*, where c* is the optimal point

of following optimization problem.
inf (2r —¢)?(2r — V€2 — 2c2) (50)

0<e< < f

Define f(x) = 2In(2r — z) + In (2r — V€2 — 222) where 0 < = < 5 then

2(3z% — 2rz — €% + 2rvVe? — 222)
(x —2r)(2r — V2 — 222)\/e2 — 222

f'@) =

It’s obvious that the denominator of f/(x) is negative. As for the numerator, define g(z) = 322 — 2rx — €2 where

0<z< f Note that

g(x) < max {g(O%g(%)} = max{ — € —2—\;;} <0
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Thus, we have the following equivalent relationship

322 — 2rz — €2 4+ 2rv/e2 — 222 < 0
322 —2rz — 2 < —2rv/e2 — 222 <0
= (3902 — 2rx — 62)2 > (— 2rv/ €2 — 2952)2 >0

= (3% — ) (32? —drx +4r* — ) >0
32 —drz+ 42— <0

2
(Z),\/§r<e§2\/;7“

2_ 2 2 2 2 2 2
2r — V32 —8r? V33€87"§m§7“+— V?;G&“’Q\/;QS@

<~

where the last equivalent relationship is due to the discriminant of the quadratic equation 3x2 —4rx+41r2 — % is A = 4(3¢2 —

8r2). Therefore, when v/2r < ¢ < 2\/5 () <0,V0 <z < f and hence the optimal point ¢* in the optimization

5 Whereas when 2\/7“ <e<V3r, f'(x) <0for( < p < Zr=V3E=8r2 ZrbVIS_8rt < 4 <
7 and f’(x) > 0 for T_V352 82 < x < 2””362 82 and note that e VIE 82y < f(

problem 50 takes value

) hence the optimal point
c* in the optimization problem takes value 2-—Y3¢ =872 V33528T. To sum up, when v/2r < € < 2\/;7', the optimal point z* of

optimization problem 49 satisfies 2z = 25 = z5 = —%. And when 2\/%" < € < v/3r, the optimal point z* of optimization

. —+/3e2 — 2 /3e2 —8p2
problem 49 satisfies 2 = 25 = w, z3 = w

S

or one of its permutations.

When /3r < € < 2r, similarly we have (27)% + (23)% + (23)% = €2. If there exists 1 < i < 3 such that (2})? > €2 — 212,
wlog assume (z})? > €2 — 2r2. By substituting the value range of x from [0, %] into [0, r], following similar deduction
procedure and noticing that f(2-=Y3==8" V382 ) < f(r), we know that the optimal point z* in this case satisfies 2} = 2z} =

v 3362*8” 2y = Aty 3362*8’" or one of its permutations. On the other hand, if (2])? < €2 — 272 forall 1 < i < 3, then

(29)% + (23)% = €2 — (25)? > 2r?. Applying 48 and taking 27 = 7 — 4/ < 23 —r2 2 7+ 4/ e 7(223 — 72, we

know the optimization problem is equivalent to

€2 — 22
inf (27"2 - )(2r — z3)
0<z3<Ve2—2r2 2

According to monotonicity analysis of the cubic function above, the optimal point 23 is either 2r—v/3e%—8r? V3§2_8’"2 or ez — 272,
And it’s easy to verify that f(2r—3c=8" V382 ) < (/€2 — 2r2) and therefore 2§ = 2r—v3&=8r% V33€2_8r2. However, (23)% > €2 — 22
which leads to a contradiction.

In summary, considering the case d = 3, when 0 < € < 2 r the optimal point z* of original optimization problem
satisfies 2] = 25 = 23 = \/g and the optimal value is (2r — %) and when v/3r < € < 2r, the optimal point z*, the
optimal point z* of original optimization problem satisfies 2} = 2} = Zr—v3< 8% “3:362’8’"27 2y = Artv3e—8r? VSELST or one of its
permutations.

Next, consider the general case when d = n > 4. In the first place, we point out and prove two useful properties of the
optimal point z* which help simplify our later discussion a lot.

 All coordinates of optimal point z* takes at most two different values.

* If the coordinates of an optimal point z* takes exactly two different values ¢; and co, then the number of coordinates
equal to ¢y mustbe n — 1 or 1.

Proof. On one hand, by using reduction to absurdity, wlog assume 27, 25, 23 take three different values. Fixing the value of
the other n — 3 coordinates, we know that (27, 23, 2%) is the optimal point of a special case of original problem when d = 3.
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And note that for all the optimal points of d = 3, there must exist two coordinates taking the same value, which leads to a
contradiction. Thus, the first property is satisfied.

On the other hand, similarly, by applying reduction to absurdity, wlog assume 2] = 25 = ¢y and 25 = 2; = c2 where
c1 # co. Fixing 23, z; and the value of the other n — 4 coordinates and aware of the fact that (2})? + (23)? < % < 2r?, we
know that (2§, 3) is the optimal point of a special case of original problem when d = 2, ¢ < +/2r and therefore z} = 23,

which leads to a contradiction. Thus, the second property is satisfied. O
Using the two properties above, we know that the optimal point z* has only two possible forms: z* = (%, Sy f) and
z* = (c, s e,/ €2 —(n— 1)c2) or one of its permutations where 0 < ¢ < ﬁ’ c# = \F which can be unified into

one form: z* = (¢, - , ¢, /€2 — (n — 1)c?) or one of its permutations where 0 < ¢ < =
can be simplified into following optimization problem with one degree of freedom:

inf  (2r — )" (2r — /€2 — (n — 1)c?
g :_l(r o) (2r 2 — (n—1)c?)

Define f(z) = (n — 1) In(2r — 2) + In (2r — /€2 — (n — 1)a?) < 7=

(n—1)(na? — 2rz — € + 2r\/e2 — (n — 1)a?)

(z—2r)(2r — /e — (n—1)22)\/e2 — (n — Da?’

Vn—1

It’s obvious that the denominator of f’(x) is negative. As for the numerator, define g(x) = nx? — 2rz — € where

< e
o) < min {o00).9( =)}
:maX{O (e_wmr}

n—1

f'z) =

where 0 < x <

where the last inequality is due to € < 2r < 24/n — 17.

nx? — 2rx — e +2r\/e2 — (n—1)x2 <0
@nmz—er—ezg—Qrmgo
> (nz® —2rz —€)*> > (= 2ry/e2 — (n— 1)x2)2
= (na® — ) (na? —dre 4+ 4r* — ) >0
= (x—%)(nw2—4r:ﬁ+4r2—62) >0

-1

xZ%when0<e<2 nn
_ 2 _ —1),2

s> 2r — \/ne2 —4(n — )r <y

- \/ﬁ’ n =

2 2 _4(n—1)r? In—1
< T+\/n€ (n )r when 2 i r<e<2r
n n

where the last equivalence relationship is due to the discriminant of the quadratic equation nz? — 4rz + 472 — €2 = 0 is

r

n—1

n

A:4(ne2—4(n—1)r2)<0<:>0<6<2 r

Tz <

Thus1f0<e<2\/irthenf()2 n =< N

minimum when ¢ = \/ﬁ and therefore c¢* = 7

and f'(z) < Owhen0 <z < Thus, f(z) takes its

f



Certified Adversarial Robustness Under the Bounded Support Set

2 63
63 N\y/64 12 — 63 1 — /6412 —63
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0.965 0.97 0.975 0.98 0.985 0.99 0.995 1 1.005 r(t) ( 1 t )

s\ n—1 v a—
Figure 6. Graphs of functions fi(t) = (1 — ﬁ)n, fa2(t) = <(n_l>+ :tQ—(n—l))" (1_ nti_(n_l)) when n = 4,16, 64 from left

to right. According to the figure, on interval [ a1, 1] , f2(t) is greater than f1(t) at first and then f2(¢) exceeds fi(t). Furthermore, as
n increases, the horizontal coordinate of the intersection point converge to 1, which can be seen intuitively from the figure above.

If 2,/”7_% < € < 2r, then f'(z) > 0 when 2y n62;4(n71)rz <z< Zry/ne@—dn=Dr? (e <, < <

—~ o < — and
—/ne2— —1)r2 2_ —1)r2 . . .
f'(z) <O0Owhen0 <z < Zroyne n4(n D2 op 20t n4(n D” o r< - In this case, f(z) takes its minimum when
— 2__ — 2
Tr = 2royne n4(n r orr = % For the convenience of analysis, assume ¢t = QL, n=l < ¢ < 1 and it follows that
n T n
() n( ¢ )”
e vl =(2r)" 1 - —
e (1-
f(27‘7\/n6274(n71)7“2)
ST
=1+ /2 —(n—1)\""" [1—/nt2=(n—-1)
=(2r) .
n n
We can prove that there exists t,, € [ ”;1,1) such that ¢* = ﬁ when 2/%r < e < 2f,r and ¢* =
- 2 - 2 . . .
2oy n4(n D™ hen 2t,r < e < 2r while ¢,, converge to 1 at an exponential rate as shown in figure 6.

In conclusion, for the case d = n > 4, when 0 < € < 2t,,r, ¢* = ﬁ and therefore

nt I r =)
Z||25€

=(2r — c*)"_1(27“ - \/62 —(n— 1)(0*)2)

) = )’

Plugging in this result, it follows that

sup TV (p, 2 + 1)

llzll2<e
o (2r — |z
= sup ]__L(”ZD
l2ll2<e (2r)
€ d
(2r)d
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2r—4/ne2—4(n—1)r?
n

and when 2t,,r < € < 2r, c* = and therefore

inf II?_,(2r — |z
it 1(2r — [z)

=(2r—c")"" 1(21"—\/62 (n—1)(c*)?

_ (2(11—1 )7+ y/ne2 —4(n — 1)r ) <2r_\/n€2 n—1)7~2)
_ <2(d1)r+\/;2—) <2r de2 n4(d1)7,2>
" d

Plugging in this result, it follows that

sup TV (u,z + p)

Iz][2<e
e, (2r — |z
= sup ]_de'ZD
lzll2<e (2r)
2(d—1)r++/de2—4(d—1)r2 \ 41 /20— \/deZ—a(d—1)r2
L ( d ) —

)7
( 71+\/ﬁ)d 1( d(5)?—d+1 )
d

When ¢ = o0, it’s easy to verify that

- |1|nf e, (2r — |z)) = (2r — €)?

Plugging in the formula above, it follows

e . (2r — |z
sup TV (p,z+p) = sup Lo Wi (r — Jz))

[ 2]l 0o <e 200 <e (2r)d
_1_M_1_(1_i)d
o (2r)d o 2r

J. Proof of Theorem 4.6

Proof. Recall the definition of /,-norm constraint set of probability measures
Doeq=1{2"+p:llz—allg < e}
Assume Dy o € Dy ¢(), then

£(e)> sup TV(u,v)= sup TV(z+pa' +p)

VEDq g lz—a" || g<e
= sup TV(u,z+p) > TV (u,eer + p)
lzllg<e

which indicates that TV (i, eeq + p) provides a lower bound for £(e). Thus, we only need to estimate the value of
TV (u, ee1 + u). According to lemma B.3, we have

Vol(KA(ee; + K)) 1 Vol(K N (ee; + K))

TV (p,cer+p) = 2Vol (K - Vol(K)
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Note that
K N (ee1 + K)
- {x < Rdell” +o ot |zal? <0 oy — el el 4+ |zaf” < 7“”}

:{xERd

1 1
e—(r? = (JxafP + -+ |za)?])? <1 < (P = (|2 + - + |T/d|p|))5}
= {z e Re— (7 = (ool + -+ oa)? @1 < S} U{a]S <o < (7 = (mal + -+ [2a)F )
=0 UQy where Q1 Ny =0

It’s easy to verify that Vol(£2;) = Vol(Q3) according to integration by substitution and therefore Vol(K N (ee; + K)) =
2Vol(€22). To estimate the volume of €2, we first introduce several lemmas below for the convenience of later discussion.

Lemma J.1 (Volume formula of d-dimensional [, norm ball). The volume of d-dimensional l,, ball of radius r is given by
1yd
JLA+3)

v — (2r) Ty g)

p

1
dpr

Lemma J.2. The d-dimensional l,, ball of volume 1 has radius about —————.
2(pe) P L(1+3)

Proof. When dimension d is big enough, we can obtain an asymptotic volume estimation of [, norm ball with radius r.

I(1+ 1) N

Vp(d) =(2r) ( pd) ~ (2r) ( p) 4
F(1+5) 2#(1);7

V=" p \ pe
1
[P 2r(pe) P I(1 + £)\
27d dr

where the first equality is due to lemma J.1 and the approximate equality is due to Stirling’s formula about the estimation of
gamma function that T'(z + 1) ~ v/ 27rz<§) . Thus, when Vp(d) =1, we have
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B ———
—-1/n
r:vn/

Figure 7. Comparing the volume of a ball with that of its central slice

Then we estimate the volume of /,, norm ball cap by studying the asymptotic property of the mass distribution of /,, norm
ball. To begin with, let’s estimate the (d — 1)-dimensional volume of a slice through the center of the [, ball of volume 1.

Note that the ball has radius r = (Vp(d))*é. The slice is an (d — 1)-dimensional ball of this radius, so its volume is

_d-1
a

d—1),.d=1 _ 1,(d—1 d

Vp( )y - V;f )(Vp( ))

1yd—1 1ydy —45t

:2d71F(1+5) <2dF(1+p) 7
)

d—1 d
r+%<H) \" 1(1+4

Using Stirling’s formula again, when d is sufficiently large, we have

V;clfl),rdfl
1\d—1 1ydy — 2=t
:2d_11‘(1+5) (dF(H—p) a
d—1 d
1+ T) 1+ p)
1\d—1 1\d —d-1
g F(1+5) (2d F(1+5) ) a
- d—1 d
d—1(d=1) P df d\?
271'7( pe ) 27'(’;(&)
1 1
= a1 4 _d-1
() T (Ver(s)T)
p pe p \ pe
1

where the second equality is due to Stirling’s formula for I'(1 + %) and I'(1 + %); the third equality just eliminate the
exponential of 2 and I'(1 + ]%) Thus, we conclude that the slice has volume about ev when d is large.

Then, consider the (d — 1)-dimensional volumes of parallel slices. The slice at distance = from the center is an (d — 1)-
dimensional ball whose radius is (P — zP) %, s0 the volume of the smaller slice is about

p_ pyiy d-1
(=)
r

d—1

(-¢))

T =
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1
dr
T

——, this is about
2(pe) P(1+5)

Since 7 is roughly

~ exp (% — e(22D(1 + %))P)

Thus, if we project the mass distribution of the [, ball of volume 1 onto a single coordinate direction, we get a distribution

with density function f(x) = exp(]% —e(22T(1 + %))p) = exp (% - e(%F(%))pxp).

Thus, for an [, ball centered at original point O with volume 1 and approximate radius , then we can use the

2(pe)
integral 2 foé exp % —e(22I(1 + %))p dz to estimate the volume between two parallel slices at the same distance s from
the center. Then the volume of [, ball cap corresponding to the slice at distance s from the center can be approximated
by 3 — [, exp (% —e(22T(1 4+ %))”)dm Note that the ratio k of slice’s distance d from center to radius r is about

'!S\HQ‘

1
P
T(1+3)

1
D s(pe P 1 1
s/ fp = Zelpe) £(1+p), ie. s = —Hk42 ____ Thus, the volume of cap can be represented as
2(pe) PT(1+3) dr 2(pe) PT(1+3)
1
1 i 1 1
e /QW)”(H%) exp (f —e(22T(1 + 7))p>dac
2 0 p p

which is only related to the ratio k. Then, we can conclude that for a [, ball with radius r, when dimension d is large enough
and its cap corresponding to the slice at distance h form the center, then the volume ratio of cap to ball is approximately

1
sdP

1 /2““)%””%) exp (1 —e(22T(1 + 1))”)dav
2 0 p p

Thus,

1
edP

Vol() 1 [moobrass 1 1
= — — ripe p - — 2 F 1 - p)d
Vol(K) — 2 /O P (p e(2al(1 4 7))F ) da

and therefore

TV (p,eer + p)
Vol(K N (eer + K)) 2Vol(€)2)
B Vol(K) T VoI(K)

1
edP

1
> 1
:2/”("6)”(”%) exp (f —e(22T(1 +
0 D

1))p)cl:lc

p
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K. Proof of theorem 4.7

Proof. Note that f(x) and g(x) are respectively density functions of reference measure p = x + p and perturbed measure v
and ¢(z) is defined as g(z) — f(x). Therefore

Ex - [6(X)] = / b(2)g(x)dz
- /¢(x)(g(:r) —f(x))dx+/¢(w)f(w)dx
:/¢@m@mx+/¢®ﬁuﬂw

/¢ z)dr + Expyp[o(X)]

where the first term contains all the uncertainty in one functional variable g(x) and the second term is a constant when
sample point x, smoothing measure ;1 and specification ¢ are fixed. And when v € D, 5, or equivalently W, (v, z + u) < 6,
applying the dual form of W), distance given in formula 6 and 7, we have

W(v, + 1) = sup / o@)(f — 9)(x)da

pEF1

— sup / o(@)(g — f)(@)da

pEF1

= sup /w(w)q(x)dx

peF1

= sup /f(a:)q(x)dx§6 (51

IfllL<1

And when v € D, ¢ or equivalently TV (v, x + ) < &, applying lemma B.3 for absolutely continuous measure, we have

TV(v,x +p) = /|f x)|dx = = /|q Vdx < ¢ (52)
It follows that OPT'(¢, x + 1, Dy 5 N Dz ¢) is equivalent to min,ep, ; ,np, . E[¢(X)] according to the definition and
therefore equivalent to optimization problem 1 which is obviously convex according to 51 and 52. O
L. Proof of theorem 4.8

Recall the following result proved in the section before

EXNV /(b dl‘ + EX~L+;L [QS(X)}

When v € D, 5, or equivalently W, (v, z + u) < §, applying the dual form of W, distance given in formula 8 and noticing
1_1 «
that sup, e yuspt(a+p) 1912 = [Z]l2 + R + max{e,ed> "7 } := R*, we have

1

(weLip(Sup /@(y)(g - Ny)dy — (p— 1)(23*)17_1) v

p(2R*)P—1)
<Wp(v,o+p) <9

or equivalently

sup / o9 — F)y)dy

@ELip(p(2R*)P—1)

/f x)dx < 6F + (p— 1)(2R*)P~!
HfHL<p 2R*>v !

where Lip(p(2R*)P~!) denotes all maps f from R to R such that | f(z) — f(y)| < p(2R*)P~ ||z — y| forall z,y € K.
Note OPT (¢, x + 1, Dz 5,5 N Dy ¢) is equivalent to min,ep, ; ,np, . E[¢(X)] according to the definition and therefore
can be relaxed into optimization problem which is obviously convex according to 53 and 52.

(53)
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M. Proof of theorem 4.9

Proof. For 0 < p < 1, the optimization over g can be solved using Lagrangian duality as follows: we dualize the constraints
on ¢ and obtain

L(A):mi?izs(/¢($>Q($>dx+EX”+”[¢(X> ||f|m<1/f Pt >>
=Ex~atpld(X)] + inf (/¢ dx—l—)\ P /f =)o - )>

llall<2¢ HfHLp<1 HfHL<1

=Ex~ztp[¢(X)] + inf sup /((b(ac) + f(;v))q(x)dx -\

llallh<2€ 7|1 ,<1

=Exztuld(X)] + sup inf /(¢(x) + f(@))q(z)dz — N6

Ifllz,p<tllalli<2¢

—Eox oy n|(X f Y|da — A8 54
xeotaldO1 4 sup | inf = /| (2)|dz o4
By [6(X )da — A6

canB(0] = ol sup / (o ()| de
=Ex~atu[o(X)] —2¢ |\f\|1£1,£§1 H¢ )HOO — A0 (55)
“Ex s [6(X)] — 26 — A8 (56)

where 54 is due to the choice of ¢(z) such that sgn(q(z)) = sgn(¢(z) + f(x)); 55 is due to Holder inequality when
q = 1,p = 00; 56 is due to the fact that inf|| ), <1 ||¢(z) + f(x)HOO = 1 since the range of ¢(z) is {£1} in applications
and f cannot change suddenly when crossing the decision region boundary of ¢ due to the Lipschitz constant constraint.
Similarly, for p > 1, we have

|q|1<2£(/¢ 2)dz + Exearulo(X)] +A( sup /f w)dz — (6 (p1><2R*>’”))>

Ifll2<p(2R*)P—!
= Exnatpu[@(X)]

* talh St 11, < </¢ wde A(ufnmiuzpm /f w)de = (07 + (p— DR ))>
= Exrapu[d(X)] + inf sup / (6(x) + f(@))g(x)dz — A8 + (p — 1)(2R*)P~1)

lalle <28 7|l L <p(2R)p—1

= Ex~atuld(X)] + sup inf / (6(2) + f(@)q(x)dz — A" + (p — 1)(2R")"™1)

IfllL<p2R*)p—1 llgll1<2¢

= Ex~otp[d(X)] + sup inf / (¢ (z)|dz — A(6” + (p — 1)(2R*)P 1)
£l <p(2R*)p—1 llall1<2¢

= Exreaspuld(X)] - HfHLS]i?I(leR*)”*l Jw / [(¢(x) + f(2))q(@)|de — A(6” + (p — 1)(2R*)P~1)
=Exmaiuld(X)] — 26 ”fHLS;iDI(l;R*)p71 [o(x) + f(@)]]. = AO" + (p— 1)(2R")*™1)
= Exatuld(X)] =26 = A(0” + (p— 1)(2R")"™ 1)
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N. Proof of theorem 4.10

Recall the certificate by using Hockey-stick divergence provided in table 4 in (Dvijotham et al., 2020a) as below

B(0o —0y) — |3 —1]
Hs,5 < { 2 }+
When 8 = 1, it follows that
0, — 0,
€ns,1 < [ 5 Lr

Besides, recall the relaxation radius using Hockey-stick divergence as below

€HS,1 :G(i) 7G<—£> :2G<i) 1

And plug it in above inequality, we have

€HS,1 = QG(i) —1< |:

Qa;@,}+

And recall the definition of 8, and 6;, we have
Exmatulo(X)] =0, — 0y
Thus, our certificate Ex o4, [0(X)] — 2(2G(55) — 1) > 0 is equivalent to

0, — 0
2G(i)—1§ 5

Thus, the equivalence relation holds.



