ON THE IMPOSSIBILITY OF FAIRNESS-AWARE LEARNING FROM CORRUPTED DATA

Supplementary Material

Here we provide complete proofs of our hardness results stated in the main body of
the paper. We use a technique from (Kearns and Li, 1993) called the method of induced
distributions. The idea is to construct two distributions that are sufficiently different, yet
can be made indistinguishable by the adversary. Then no learner can “guess” the underlying
distribution with high probability and so any learner will incur high loss and/or exhibit high
unfairness on at least one of the two distributions, regardless of the amount of available
data. The proofs of the four results use the same technique and are structured in a similar
way, with the key challenge being to design the corresponding constructions of the learning
problem, that is, of the hypothesis space, the distributions and the adversaries. These
constructions are in each case tailored to the fairness measure and the type of bound we
want to show.

Appendix A. Pareto lower bounds proofs

Theorem 1 Let 0 < a < 0.5,0 < Py < 0.5. For any input set X with at least four
distinct points, there exists a finite hypothesis space H, such that for any learning algorithm
L Upen(X x A X V)" — H, there exists a distribution P for which P(A = 0) = Py, a
malicious adversary A of power a and a hypothesis h* € H, such that with probability at
least 0.5

L(L(SP),P) — L(h*,P) > min {li“a 2Py(1 — PO)}

and

1% (0%
par P — Dpar(p* > mi > mi )
DFILLST). B) =D (h ’P)‘mm{2po(1—Po)(1—a)’1} _mm{2Po’1}

Proof Let = 12, so that a = #

Case 1 First assume that n = %= < 2FPy(1 — Pp). Take 4 distinct points {z1, x9, 23,74} €

o —

X. We consider 2 distributions Py and P;, where each P; is defined as

1—-FPy—n/2 ifr=x,a=1y=1
Py—mn/2 ifzx=20,a=0,y=0

Pi(z,a,y) = { n/2 if 2 = 23,0 =i,y = —i
n/2 ifx=x4,0a=—i,y=1
0 otherwise

Here we use the — notation to denote negation, so that =i = 1 if 1 = 0 and —¢ = 0 if
i = 1. Note that these are valid distributions, since n < 2Py(1 — Py) < 2Py <2(1 — Fy) by
assumption and also that Py = IP;(A = 0) for both i € {0,1}. Consider the hypothesis space
H = {hg, h1}, with

ho(ﬂ?l) =1 ho(l’g) =0 ho(l‘g) =1 ho(x4) =0
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and

hl(xl) =1 hl(l‘g) =0 h1($3) =0 h1($4) =1.

Note that L(h;,P;) =0 for both i = 0,1. Moreover,

DP (ho, Po) = |P(x a,v)~ey (ho(X) = 1|A = 0) = P(x 4 y)~p, (ho(X) = 1]A = 1)
n/2  1-Ry—n/2

Po—n/2+n/2 1-P—n/2+n/2

o _2-2%—n

2Py 2(1— Py)

_n

2Py(1 — Py)

.
2Py (1 — Py)’

=1

since n < 2Py(1 — Py) by assumption. Furthermore,
DPY (h, Po) = |P(x av)~py (h1(X) = 1A = 0) = P(x 4 y)~p, (h1(X) = 1]A = 1)
= 10— 1]
=1

Therefore, DP" (hy,Py) — DP*" (ho, Po) = m. Similarly,

DP(hn,P1) = [Pix ay)ep, (h1(X) = 1A = 0) = P(x 4 y)~p, (1 (X) = 1]A = 1)

_ n/2  1-PR—n/2
Py—n/2+n/2 1-FPy—n/2+4+n/2
,_n
2Py (1 — )

and

D" (ho, P1) = |P(x, 4,y )~p, (ho(X) = 1|4 = 0) = P(x A y)up, (ho(X) = 1A = 1)
— 10— 1]
—1,

so that 'DpaT(ho,Pl) — Dpar(hl,P1) = m-

Consider a (randomized) malicious adversary A; of power «, that given a clean distri-
bution P;, changes every marked point to (x3, —i,4) with probability 0.5 and to (x4, 4, =)
otherwise. Under a distribution P; and an adversary 4;, the probability of seeing a point
(w3,1,7d) is (1 — ) = gﬁ = «a/2, which is equal to the probability of seeing a point
(x3,-1i,1). Therefore, denoting the probability distribution of the corrupted dataset, under a
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clean distribution P; and an adversary A;, by P, (as a shorthand for Pf‘i), we have

1-a)1—=PF—n/2) ifx=x,a=1,y=1
(1—a)(Py—n/2) ifv =x9,a=0,y=0
a/2 if e =x3,a=1,y =

Pi(z,a,y) = { a/2 if o =x3,a=—i,y=1
a2 if o =x4,0a=—1,y=1
a/2 ifx=x4,a =1,y =1
0 otherwise

\

In particular, P{; = P}, so the two initial distributions Py and P; become indistinguishable
under the adversarial manipulation.

Fix an arbitrary learner £ : Upen(X X A x V)" — {ho,h1}. Note that, if the clean
distribution is Py, the events (in the probability space defined by the sampling of the poisoned
train data)

{L(L(S),Po) = L(ho, o) = n} = {L(S") = hu1}

_ {DP“’“(L;(SP),IPO) — PP (g, Po) > 2130(177—130)}

are all the same. Similarly, if the clean distribution is Py

{L(L£(S),P1) = L(h1,P1) > n} = {L(S") = ho}

_ {ppar(asp),m) — DP(hy, Py) > 2po<1n_po>} |

Therefore, depending on whether we choose Py or IP; as a clean distribution, we have
n
P | (L Py, Py) — L(hg,Pgy) > ppPar Py Py) — DP" Py) > ———
sy ((DE(SP). ) = Ll0o,Po) 2 1) A (D7 (£(57), o) = D™ (o P = o))
= Pgopy (L(SP) = ha)
and
n
P | (L Py, P1) — L(hy,Py) > ppPar Py Pp) — DPO" P)> ———
vy ((E(E(S) ) = L, Pa) 2 ) (D9 (L(57),P1) = D (1, B1) 2 5 )
= Pgopy (L(S?) = ho)

Finally, note that Pfy = I}, so that either Pgyop; (£(SP) = h1) > 1/2 or Pgpp; (L(SP) = ho) >
1/2. Therefore, for at least one of i = 0, 1, both

and

n (67
par D N\ _ ypar (. ) > =
DPU(L(SP),P;) — DPY (hy, ;) > 2P(1 - Py) 2P(1— P)(1—a)

both hold with probability at least 1/2 when the choice of distribution and adversary is P;
and A; respectively. This concludes the proof in the first case.
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Case 2 Now suppose that n = %= > 2Py(1 — Fy). Let a; € (0,0.5) be such that

=& = 2Py(1 — Fy). Note that since f(z) = % is monotonically increasing in (0,1), o is

unique and a; < a.

Now repeat the same construction as in Case 1, but with 7 = 13;1 = 2Py(1 — Py).

For every marked point, the adversary does the same as in Case 1 with probability a;/«
and does not change the point otherwise. Then the same argument as in Case 1 shows that
for one i € {0,1}, both

«
L(L(S?), Bi) — L(h, Pi) 2 m = 5 —1041 =2P)(1 - Ry)
and .
DPY(L(SP),P;) — DY (hg,P;) > —— 1 =1
(£(57).B0) = D" (i, By) 2 s
both hold with probability at least 1/2. This concludes the proof of Theorem 1. |

Theorem 2 Let 0 < a < 0.5, Pg < P11 <1 be such that Pig + P11 < 1. For any input set
X with at least five distinct points, there exists a finite hypothesis space H, such that for
any learning algorithm L : Upen(X x A x V)" — H, there exists a distribution P for which
P(A=a,Y =1)= Py, fora € {0,1}, a malicious adversary A of power o and a hypothesis
h* € H, such that with probability at least 0.5

L([’,(SP)’P) — L(h*7P) > min {1(}0{, 2P, 2(1 — Pio— Pll)}

and
. o' 1—Po—Pn }
DPP(L(SP),P) — DPP(h*,P) > min , 1, )
(LS P) = D7) 2 min {1, A2
Proof Let n = 2, so that o = ﬁ
Case 1 Assume that n = %, < 2min{Py,1 — Pio — P11}. Take 5 distinct points

{1, 22,23, 24,25} € X. We consider 2 distributions Py and P, where each P; is defined as

P ifer=x,a=1y=1
Py —n/2 ifer=x0,a=0,y=1

b= {2
n/2 ifx=mx4,0a=—i,y=1
1—Pyo—Pi1—n/2 fx=25a=0,y=0
0 otherwise

Note that these are valid distributions, since n < 2Pyg,n < 2(1 — P1g — P11) by assumption,
and that P, = P;(A =a,Y = 1) for both a € {0,1},7 € {0,1}. Consider the hypothesis
space H = {ho, h1}, with

ho(xl) =1 h()(l’g) =1 ho(:L’g,) =1 ho(x4) =0 ho(xg,) =0
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and
hi(x1) =1 hi(xze) =1 hi(xz3) =0 hi(zg) =1 hi(zs) =0

Note that L(h;,P;) = 0 and DPP(h;,P;) = 0 for both ¢ = 0,1. Note also that L(h;,Py) =
L(hg,Py) = n. Moreover,

D (h1,Po) = |P(x, Ay )npe (1 (X) = 1[A=0,Y = 1) = P(x 4 y)np, (M (X) = 1[A=1,Y = 1)

_ Po—n/2
Pio—n/2+n/2

_ "
2P

and similarly DPP(ho,P1) = 57

Consider a (randomized) malicious adversary A; of power «, that given a clean distri-
bution P;, changes every marked point to (x3, —i,4) with probability 0.5 and to (x4, 4, =)
otherwise. Under a distribution P; and an adversary A4;, the probability of seeing a point
(w3,1,7d) is (1 — ) = gﬁ = «/2, which is equal to the probability of seeing a point
(23, i,1). Therefore, denoting the probability distribution of the corrupted dataset, under a

clean distribution P; and an adversary A;, by P;, we have

((1—a)P11 fx=z1,a=1,y=1
(1—a)(Pip—n/2) ifr=29,a=0,y=1
a/2 ifx=x3,a=1d,y =1

]P’/( ) a/2 ifx::zg,a:—'i,yzz'

4x,a/7 =

’ Y a/2 ifx=x4,0a=—-17,y=1
a/2 ifx=x4,a=14d,y =1
(1—0{)(1—P10—P11—T]/2) if:r:x5,a:0,y:0
0 otherwise

\

In particular, P{; = P, so the two initial distributions Py and P; become indistinguishable
under the adversarial manipulation.

Fix an arbitrary learner £ : Upen(X x A x V)" — {hg,h1}. Note that, if the clean
distribution is Py, the events (in the probability space defined by the sampling of the
poisoned train data)

{L(L(SP). Po) — L{ho,Po) > 1} = {£(5) = h} = {Df)pp(z(spx Po) — D (ho, By) > ”}

are all the same. Similarly, if the clean distribution is Py

(LE(SP).P) = L0, Fa) 2 1) = (L(57) = ha} = { DPP(L(S").Py) = D (i ) > .
10
Therefore, depending on whether we choose Py or P; as a clean distribution, we have
Pss, (Lw(sp),Po) — L(ho,Po) = 1 A D™(L(S"), Bo) — D (ho, Fo) > 57— )
10
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= Povnpy (L(SP) = h1)
and
FPso~rp, <L<£<S”>, P1) — L(h1,P1) > 1 ADP(L(SP), Py) = D7 (hy, Py) > 2;())
= Pgrpr (L(SP) = ho)

Finally, note that Pty = P}, so that either Pgyp; (L£(SP) = h1) > 1/2 or Pgppy (L(SP) = ho) >
1/2. Therefore, for at least one of i = 0, 1, both

(07

L(L(S"), i) = L(hi,Bi) 20 = 7——

and

n «
DPP(L(SP), ;) — DPP(hy,B;) > ~—— =

both hold with probability at least 1/2. This concludes the proof of the first case.
Case 2 Now assume that ;%= > 2min {Pig,1 — Pio — P11}. We distinguish two cases:

Case 2.1 Suppose that Pjg <1 — Pyg — P11. We have that ;% > 2Pg. Then, denote by
a1 the unique number between (0, 0.5), such that lf‘al = 2Py = 2min{Pig,1 — Pyg — P11},
and note that oy < a. Then repeat the same construction as in Case 1, but with n; = 13‘;1
and an adversary that with probability o /a does the same as in Case 1 and leaves a marked
point untouched otherwise.

Then the same argument as in Case 1 gives that for some i € {0, 1}, with probability at

least 0.5, both of the following hold

L(L(SP),P;) — L(h;, ;) > —

oy 2Py
and
DOPP(L(SP),P;) — DPP(h;, ;) > oy,
2Py

Case 2.2 In the case when 1 — Pjg— P11 < Pjg we have that 19~ > 2(1—Pjo— Py11). Then,
denote by as the unique number between (0,0.5), such that 1332 =2(1—-Pyo—Pn) =
2min {Pyg,1 — Pig — P11}, and note that oy < a. Then repeat the same construction as in
Case 1, but with n, = 13‘32 and an adversary that with probability ag/« does the same as
in Case 1 and leaves a marked point untouched otherwise.

Then the same argument as in Case 1 gives that for some i € {0, 1}, with probability at

least 0.5, both of the following hold

a2

L(L(S?),P;) — L(h;, ;) > =2(1—- Py — P11)

1—&2

and
S :1—P10—P11
— 2P Py '

This concludes the proof of Theorem 2. |

DPP(L(SP), i) — D?(hs, i)
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Appendix B. Hurting fairness without affecting accuracy - proofs

Theorem 3 Let 0 < o < 0.5,0 < Py < 0.5. For any input set X with at least four
distinct points, there exists a finite hypothesis space H, such that for any learning algorithm
L Upen(X x A x V)" — H, there exists a distribution P for which P(A = 0) = Py, a
malicious adversary A of power a and a hypothesis h* € H, such that with probability at
least 0.5
L(L£(S?),P) = L(h*,P) = min L(h,P)
heH

and

1% «
par P — ppar(px* > mi 2 mi 9D ’
D (»C(S )7]P) D (h ’]P)) = mln{2P0(1 7P0)(1 a)’l} - mln{QPoyl}

Proof Let 7 = 125, so that o = ﬁ

Case 1 First assume that n = ;2. < 2Py(1 — Fy). Take 4 distinct points {x1, z2, 23,74} €
X. We consider 2 distributions Py and P;, where each P; is defined as
(1—P0—77/2 fz=z1,a=1y=1
Py—n/2 ifx=x22,a=0,y=0

Pi(z,a,y) = ¢ n/2 ifex=x3,a=1,y=1
n/2 ifx=x4,0a=-i,y=1
0 otherwise

\

Note that these are valid distributions, since n < 2Py(1 — By) < 2Py < 2(1 — Py) by
assumption and also that Py = P;(A = 0) for both i € {0,1}. Consider the hypothesis space
H = {ho, h1}, with

ho(z1) =1 ho(z2) =0 ho(zs) =1 ho(rs) =0
and

hl(l‘l) =1 hl(:lig) =0 hl(:L'g) =0 h1(1'4) =1.
Note that L(h;,P;) = L(h-;,P;) = n/2 for both i = 0,1. Moreover,

DY (ho, Po) = |P(x, 4,y ), (ho(X) = 1|A = 0) = P(x a,y)py (ho(X) = 1]A = 1)
n/2 _ 1-PR—n/2
Po—n/2+n/2 1-P—n/2+n/2
_|m HPO—??’
2P 2(1—P)

S P
2Py (1 - Py)
n

2P (1—Py)’

=1
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since n < 2Py(1 — Py) by assumption. Furthermore, DP%"(hy,Py) = 1, so that DP*"(hy,Py) —
Dpar(ho,]P)()) == m Slmllarly,

DP(hy,P1) = [Pix ay)~p, (h1(X) = 1A = 0) = P(x 4 y)~p, (1 (X) = 1]A = 1)

_ n/2 1 -Py—n/2
Po—n/2+n/2 1-PF—n/2+n/2
,_n
2Py(1 - Py)

and 'me"<h07]p1) =1.

Consider a (randomized) malicious adversary A; of power «, that given a clean distri-
bution P;, changes every marked point to (xs3,—i,1) with probability 0.5 and to (z4,1,1)
otherwise. Under a distribution IP; and an adversary A;, the probability of seeing a point
(w3,1,1) is 2(1 — ) = gﬁ = «/2, which is equal to the probability of seeing a point
(z3,—1i,1). Therefore, denoting the probability distribution of the corrupted dataset, under
a clean distribution P; and an adversary A;, by [P}, we have

1—-a)1—=PFPy—n/2) fz=x,a=1y=1
(1—a)(Py—n/2) ifx=29,a=0,y=0
/2 ifx=x3,a=id,y=1

Pi(z,a,y) = { /2 ifx=z3,a=-i,y=1
/2 ifx=24,0a=-i,y=1
a2 ifxe=x4,a=1d,y=1
0 otherwise

In particular, P = P}, so the two initial distributions Py and P; become indistinguishable
under the adversarial manipulation.

Fix an arbitrary learner £ : Upen(X x A x V)" — {hg,h1}. Note that, if the clean
distribution is Py, the events (in the probability space defined by the sampling of the poisoned
train data)

(£(7) = ha = { D7), o)~ D (ho ) 2

are all the same. Similarly, if the clean distribution is Py

{L(S?) = ho} = {DpaT(ﬁ(Sp);Pﬂ - D, By 2 2Po(1n—Po)} |

Therefore, depending on whether we choose Py or P; as a clean distribution, we have

PSPNP{) <Dpar(£(5p),lp)0) — DP*"(ho, Po) = 2P0(177—Po)) = PSP~P6 (L(5P) = 1)

and

anr ar 77
Pso~pr <Dp (L(5P),P1) = D" (hy,P1) = 2Po(1—Po)> = Pgop, (L(SP) = ho)
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Finally, note that Py = P}, so that either Pgyp; (L£(SP) = h1) > 1/2 or Pgppy (L(SP) = ho) >
1/2. Furthermore, L(L(S?),P;) = n/2 holds for both i € {0, 1}, for any realization of the
randomness. Therefore, for at least one of i = 0, 1, both

L(L(SP), i) = L(h Pi) = 5

and

n (6]
ppar P), P;) — DPY (h;, P;) > -
(L(S7), Py) BB 2 5Pt = Ry) ~ 2B — Po)(1—a)

both hold with probability at least 1/2. This concludes the proof in the first case.

Case 2 Now suppose that n = % > 2P)(1 — ). Let oy € (0,0.5) be such that

-«
25 = 2R)(1 — Ry). Note that since f(z) = % is monotonically increasing in (0,1), oy is
unique and a3 < «.
Now repeat the same construction as in Case 1, but with n; = 13‘;1 =2Py(1 — Py). For

every marked point, the adversary does the same as in Case 1 with probability a;/a and
does not change the point otherwise. Then the same argument as in Case 1 shows that for
one ¢ € {0,1}, both

L(L(S7),B;) = L(hi, i) = 1L = Ry(1 - Py)

2
and m
DPI(L(SP),P;) — DPY (hi,Py) > ————— =1
( ( )7 7/) ( (2] Z) i 2P0(]. _PO)
both hold with probability at least 1/2. This concludes the proof of Theorem 3. |

Theorem 4 Let 0 < a < 0.5, Pig < Pip <1 be such that Pig + P11 < 1. For any input set
X with at least five distinct points, there exists a finite hypothesis space H, such that for
any learning algorithm L : Upen(X x A x V)" — H, there exists a distribution P for which
P(A=a,Y =1) = Py for a € {0,1}, a malicious adversary A of power o and a hypothesis
h* € H, such that with probability at least 0.5

L(L(S"), P) = L(k*,P) = min L(h, P)

and

. . o P10> PlO}
DPP(L(SP),P) = DPP(R*,P) >min ————— (1 — — |, 1 — — 5.

Proof Let = 2, so that o = ﬁ

Case 1 First assume that n < 2Pyy. Take 5 distinct points {x1, z2, x3, 24,25} € X. We
consider 2 distributions Py and Py, where each IP; is defined as

Py —n/2 fer=x,a=1,y=1
Py —n/2 ifer=x0,a=0,y=1

Pi(z.a,y) = n/2 %fx:azg,a:i,fgzl
n/2 ifx=24,0a=-i,y=1
1-Po—P ifz=z5a=0,y=0
\O otherwise
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Note that these are valid distributions, since n < 2Py < 2P;; by assumption, and that
P, =Pi(A =aY =1) for both a € {0,1},7 € {0,1}. Consider the hypothesis space
H = {ho, hl}, with

ho(z1) =1 ho(z2) =1 ho(zs) =1 ho(zra) =0 ho(zs) =0
and

hl(arl) =1 hl(l'Q) =1 h1($3> =0 h1($4) =1 h1($5) =0
Note that L(h;,P;) = L(h-;,P;) = /2. Moreover,

DPP(ho, o) = |Px, 4,y )b (1(X) = 1]/A=0,Y = 1) = P(x 4 y)ep, (M1 (X) = 1A =1,V = 1)]
 Pu-—n/2

Py —n/2+n/2
_n

=1

and similarly D (h1,Po) = 57—. Since Pig < Pi1, D?P(ho,Py) < DP(h1,Po) and

P
D, Bo) = D" (ho. Po) = 51— <1 ) P) |

Similarly D (ho, P1) = 55— and DP(hy, P1) = 57—, so that D7 (hy,Py) < D7 (ho,Py)

and

n Py
DPP(hg,P1) — DPP(hy,P1) = — (1 — — |.
( 0 1) ( 1 1) 2P10 < Pll)
Consider a (randomized) malicious adversary A; of power a, that given a clean distribution
IP;, changes every marked point to (z3,—i,1) with probability 0.5 and to (z4,, 1) otherwise.
Under a distribution P; and an adversary A;, the probability of seeing a point (z3,1,1)
is 2(1 — ) = gﬁ = «/2, which is equal to the probability of seeing a point (z3, i, 1).
Therefore, denoting the probability distribution of the corrupted dataset, under a clean
distribution P; and an adversary A;, by P, we have

(1 —a)(P11—n/2) ifer=x,a=1y=1
(1 —a)(Pip—n/2) ife=x9,a=0,y=1
a/2 fer=x3,a=1,y=1

P (2, a,y) = /2 ?faz:xg,a:—'z:,yzl
a/2 ifx=x4,0a=—t,y=1
a2 ifx=24,a=1,y=1
(1—a)1—Po—Pn) ifx=25a=0,y=0
0 otherwise

In particular, P = P}, so the two initial distributions Py and P; become indistinguishable
under the adversarial manipulation.
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Fix an arbitrary learner £ : Upen(X x A x V)" — {hg,h1}. Note that, if the clean
distribution is Py, the events (in the probability space defined by the sampling of the poisoned
train data)

{L(S%) =} = {DOP”(E(SP),PO) — DPP(hg, Py) > 2%10 (1 - ?1‘;) }

are all the same. Similarly, if the clean distribution is P

(£57) = ho) = {D(e(sn, b~ Dy = 1 (1 T

Therefore, depending on whether we choose Py or IP; as a clean distribution, we have

0 0 n P
Porer, (DP(L(S7).Fo) = D7 (ho.Fo) = 57— (1= 312 ) = Ponary (£(57) = )
and
o o Ui P
Pgppr | DPP(L(S?),P1) — DPP(h1,P1) > ;55— (1 — 5= | | = Pgppr (L(S?) = ho)
1 2Py Py 1

Finally, note that P{, = P}, so that either Pgyop; (£(SP) = h1) > 1/2 or Pgppy (L(SP) = ho) >
1/2. Moreover, L(L(SP),P;) = L(h;,P;) = n/2 holds for both i € {0,1}, for any realization
of the randomness. Therefore, for at least one of ¢ = 0, 1, both

L(L(SP),Pi) = L(hi, ) = 5

and

n Py a P10>
DUPP(L(SP),P;) — DPP(h,Py) > —~— (1 - 2 | = ———— (1 - ==
( ( ) ) ( ) 2P10 < P11> 2P10(1 —a) < PH

both hold with probability at least 1/2. This concludes the proof in the first case.

Case 2 Now assume that {2, > 2P;9. Then denote by a; the unique number between
(0,0.5), such that 1231 = 2Pj9, and note that a1 < «. Then repeat the same construction
as in Case 1, but with n; = 13‘& and an adversary that with probability a;/a does the
same as in Case 1 and leaves a marked point untouched otherwise.

Then the same argument as in Case 1 gives that for some ¢ € {0, 1}, with probability at

least 0.5, both of the following hold

L(L(S7),Bi) = L(hi, By) = " = Pyg

and

m m Py Py
DPP(L(SP), P;) — DPP(hy, ) > — = (1 210} —q 210,
(L5 = D, P > e = (1 10

This concludes the proof of Theorem 4. |
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