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Abstract

Randomized smoothing is a recent technique that
achieves state-of-art performance in training cer-
tifiably robust deep neural networks. While the
smoothing family of distributions is often con-
nected to the choice of the norm used for certi-
fication, the parameters of these distributions are
always set as global hyper parameters independent
from the input data on which a network is certi-
fied. In this work, we revisit Gaussian randomized
smoothing and show that the variance of the Gaus-
sian distribution can be optimized at each input so
as to maximize the certification radius for the con-
struction of the smooth classifier. Since the data
dependent classifier does not directly enjoy sound
certification with existing approaches, we propose
a memory-enhanced data dependent smooth clas-
sifier that is certifiable by construction. This new
approach is generic, parameter-free, and easy to
implement. In fact, we show that our data depen-
dent framework can be seamlessly incorporated
into 3 randomized smoothing approaches, leading
to consistent improved certified accuracy. When
this framework is used in the training routine of
these approaches followed by a data dependent
certification, we achieve 9% and 6% improvement
over the certified accuracy of the strongest baseline
for a radius of 0.5 on CIFAR10 and ImageNet.

INTRODUCTION

! Despite the success of Deep Neural Networks (DNNs) in

various learning tasks [ ) )
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Figure 1: From fixed to data dependent smoothing. Us-
ing a fixed o for all inputs to smooth fy may under certify
(results in smaller certification radius) inputs far from de-
cision boundary e.g. x1, decrease in prediction confidence
as for x4 or produce incorrect predictions as for x3. Thus,
smoothing should vary per input (right figure) to alleviate
the aforementioned issues.

], they were shown to be vulnerable to small carefully
crafted adversarial perturbations [ s s
, ]. For a DNN f that correctly classifies
an image x, f can be fooled to produce an incorrect predic-
tion for x + n even when the adversary 7 is so small that =
and z + 7 are indistinguishable to the human eye. To circum-
vent this nuisance, there have been several works proposing
heuristic training procedures to build networks that are ro-
bust against such perturbations [ , ,

s ]. However, many of these works provided a
false sense of security as they were subsequently broken, i.e.
shown to be ineffective against stronger adversaries [

; , , , , I
This has inspired researchers to develop networks that are
certifiably robust, i.e. networks that provably output con-
stant predictions over a characterized region around every
input. Among many certification methods, a probabilistic
approach to certification called randomized smoothing has
demonstrated impressive state-of-the-art certifiable robust-
ness results [ s s , s

s ]. In a nutshell, given an input = and a base
classifier f, e.g. a DNN, randomized smoothing constructs
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a “smooth classifier” g(z) = E.up [f(z + €)] such that,
and under some choices of D, g(x) = g(z + §) V§ € R.
As such, g is certifiable within the certification region R
characterized by x and the smoothing distribution D. While
there has been considerable progress in devising a notion of
“optimal” smoothing distribution D for when R is character-
ized by an ¢, certificate [ s ], a common trait
among all works in the literature is that the choice of D is in-
dependent from the input z. For example, one of the earliest
works on randomized smoothing grants /5 certificates under
D = N(0,021I), where o is a free parameter that is constant
forall x [ , ]. That is to say, the classifier
f is smoothed to a classifier g uniformly (same variance
o?) over the entire input space of x. The choice of o used
for certification is often set either arbitrarily or via cross
validation to obtain best certification results [ ,

]. We believe this is suboptimal and that ¢ should vary
with the input x (data dependent), since using a fixed o may
under-certify inputs (i.e. the constructed smooth classifier
g produces smaller certification radii), which are far from
the decision boundaries as exemplified by z; in Figure 1.
Moreover, this fixed o could be large for inputs x close to
the decision boundaries resulting in a smooth classifier g
that incorrectly classifies « (refer to z3 in Figure 1).

In this paper, we aim to introduce more structure to the
smoothing distribution D by rendering its parameters data
dependent. That is to say, the base classifier f is smoothed
with a family of smoothing distributions to produce: g(x) =
Een(0,021) [f (x + €)] > . Note here that the variance of
the Gaussian is now dependent on the data input x. More-
over, given that o, varies with z, classical randomized
smoothing based certification does not apply directly. We
propose a simple memory-based approach to certify the re-
sultant data dependent smooth classifier g. We show that
our memory-enhanced data dependent smooth classifier
can boost certification performance of several randomized
smoothing techniques. Our contributions can thus be sum-
marized in three folds. (i) We propose a parameter free
and generic framework that can easily turn several random-
ized smoothing techniques into their data dependent vari-
ants. In particular, given a network f and an input z, we
propose to optimize the smoothing distribution parameters
for every z, e.g. 0}, so they maximize the certification ra-
dius. This choice of ¢ is then used to smooth f at x and
construct a smoothed classifier g. Moreover, as the data
dependent smooth classifier is not directly certifiable us-
ing [ ] MCMC approaches, we propose
a memory-enhanced data dependent smooth classifier for
certification. (ii) We demonstrate the effectiveness of our
memory-enhanced data dependent smoothing by showing
that we can improve the certified accuracy of several mod-
els, specifically models trained with Gaussian augmentation

>The paper mainly focuses on Gaussian smoothing, but the
idea holds for other parameterized distributions.

(COHEN) [ , ], adversaries on the smoothed
classifier (SMOOTHADV) [ s ], and radius
regularization (MACER) [ , ] without any
model retraining. We boost the certified accuracy of the best
baseline by 5.4% on CIFAR10 and by 2.8% on ImageNet
for /5 perturbations with less than 0.5 (=127/255) ball ra-
dius. (iii) We show that incorporating the proposed data
dependent smoothing in the training pipeline of COHEN,
SMOOTHADYV and MACER can further boost results to get
certified accuracies of 68.3% on CIFAR10 and 64.2% on
ImageNet at /5 perturbations less than 0.25.

2 RELATED WORK

Certified Defenses. Certified defenses aim to guarantee that
an adversary does not exist in a certain region around a
given input. Certified defenses can be divided into exact
[ , , , ,
] and relaxed certification [

s s s ]. Generally, exact
certification suffers from poor scalability with networks that
are at most 3 hidden layers deep [ , ]. On the
other hand, relaxed methods resolve this issue by aiming at
finding an upper bound to the worst adversarial loss over all
possible bounded perturbations around a given input [

s ]. However, the latter is too expensive for any
mixed certification-training routine.

s i i

Randomized Smoothing. The earliest work on randomized
smoothing [ s ] was from a differential
privacy perspective, where it was demonstrated that adding
Laplacian noise enjoys an ¢; certification radius in which
the average classifier prediction under this noise is constant.
This work was later followed by the tight ¢5 certificate ra-
dius for Gaussian smoothing [ s ]. Since
then, there has been a body of work on randomized smooth-
ing with empirical defenses [ , ] to certify
black box classifiers [ s ]. Other works de-
rived certification guarantees for ¢; bounded [ ,

], £ bounded [ , ], and ¢, bounded
[ s ] perturbations. Even more recently,
a novel framework that finds the optimal smoothing distri-
bution for a given £, norm [ , ] was proposed
showing state-of-art certification results on ¢; perturbations.
We deviate from the common literature by introducing the
notion of smoothing, particularly Gaussian smoothing for /o
perturbations, which varies depending on the input. In partic-
ular, since an input x that is far from the decision boundaries
should tolerate larger smoothing (and equivalently have a
larger certification radius) as compared to inputs closer to
these boundaries, we optimize for the amount of smoothing
per input (specifically o) that maximizes the certification
radius. This proposed process is denoted as data dependent
smoothing where we provide a procedure for certifying the
resultant smooth classifier.



3 DATA DEPENDENT SMOOTHING
3.1 PRELIMINARIES AND NOTATIONS

Let x € R? and the labels y € ¥ = {1,...,k} be the
input-label pairs (z,y) sampled from an unknown data
distribution. Unless explicitly mentioned, we consider a
classifier fy : R? — P()) parameterized by § where
P(Y) is a probability simplex over k labels. We say that
Jo is £}, certifiably accurate for an input z, if and only if,
argmax, f§(z) = argmax, ff(x +9) =y V9], <,
where f§ is the ¢ element of fp. That is to say, the classi-
fier correctly predicts the label of z and enjoys a constant
prediction for all perturbations ¢ that are in the £, ball of ra-
dius r from x. As such, the overall é; certification accuracy
is defined as the average certified accuracy over the data
distribution. Following prior art [ , s

1, we focus on ¢4 certification.

s ] s

3.2 OVERVIEW OF RANDOMIZED SMOOTHING

Randomized smoothing constructs a certifiable classifier gg
by smoothing a base classifier fy. For any o > 0, the smooth
classifier is defined as: gg(z) = Ecupnr(0,021) [fo(x + €)].
Let go predict label c4 for input x with some confidence,
Le. E[fg*(x +€)] =pa > pp = maxcxc, Ec[f§(x +€)],
then, gy is certifiably robust at  with certification radius:

R= (2 '(pa) — @ '(pB)) . (1

019

Here, g(x + 0) = g(z) V||d]|2 < R, where ® is the CDF of
the standard Gaussian.

3.3 ROBUSTNESS-ACCURACY TRADE-OFF

Note that Equation 1 holds regardless of the prediction c 4
made by the smooth classifier gy. This suggests that one
can perhaps improve the robustness of gy, i.e. increase cer-
tification radius R where gy is constant, by increasing the
hyper parameter o in Equation 1. However, to reason about
£5 certification accuracy, it is not enough to increase the
certification radius R, as this requires c4 to be the cor-
rect prediction for x by gg. This reveals the robustness-
accuracy trade-off as one cannot improve ¢4 certified accu-
racy by only increasing the certification radius R (robust-
ness) through the increase in o. This is because it comes
at the expense of requiring a classifier gg that correctly
classifies x with correct label y under large Gaussian pertur-
bations (accuracy). As such, the following inequality should
hold E[f, (z + €)] > pa > pp > maxcx, E[f(z + €)].

Algorithm 1: Data Dependent Certification

Function OptimizeSigma (fy, =, o, 0g, n) ¢
Initialize: 0¥ « oo, K

fork=0...K —1do

sample €1, ... ¢, ~ N(0,1)

(oh) = 5 iy folz + ogéi)

EA(G,’j) = max, % ya = argmax, ¢°;
) = maxezy, ¢¥°

R(o%) = % (d71(E4) — ' (Ep))

k+1 i k
o, <0y +aVrR(oy)

* K
(o — (o
return o,

3.4 DATA DEPENDENT SMOOTHING FOR
CERTIFICATION

The certification region R = {¢ : ||d||2 < R} at an input z
is fully characterized by the classifier fy and the standard
deviation of the Gaussian distribution o. Moreover, for a
given fy, the certification region R varies at different z,
when o is fixed, due to the nonlinear dependence of the
prediction gap @1 (pa(x;0)) — @~ (pp(z;0)) on z. This
hints that, for a given fy, different inputs = may enjoy a
different optimal ¢, that maximizes the certification region.
To see this, consider the three inputs x1, 2 and x3 all cor-
rectly classified by the binary classifier fy as C; in Figure 1.
Using a fixed o to smooth the predictions of fy, i.e. predict
with gy, reveals that inputs, depending on how close they
are from the decision boundaries, can enjoy different levels
of smoothing without affecting the prediction of gy. For
instance, as shown in Figure 1 for constant ¢, the input far
from the decision boundary x; could have still been clas-
sified correctly with similarly large prediction gap even if
fo were to be smoothed with a larger ¢. This indicates that
perhaps the certification radius at z; could have been en-
larged with a larger smoothing o. As for zo, we can observe
that while the prediction under this choice of o by gy is still
correct, the prediction gap @~ (pa(x;0))— @~ (pp(x;0))
drops, due to having more Gaussian samples fall in the Co
region. Thus, a different choice of o could have been used
to trade-off the drop in prediction gap and certification ra-
dius. Last, for the input 3 that is very close to the decision
boundary, the sub optimal choice of o (too large for x3)
could result in an incorrect prediction by gg. Despite the
observations that o plays a significant role in 5 certifica-
tion accuracy, certification methods generally (i) choose o
arbitrarily and (ii) set it to be constant for all z. Based on
this observation, for a given smooth classifier with a specific
0o, wWhere oy can be zero reducing the smooth classifier
to fy, we seek to construct another smooth classifier with
parameter ¢, for every input x such that: (i) the prediction
of both smooth classifiers (smoothing with oy and o7) is



identical for all x. (ii) The certification radius of the new
smooth classifier at every = is maximized. To construct
a classifier smoothed with o enjoying the two previous
properties, let c4 be the prediction under oy smoothing, i.e.
ca = argmax, Ecn(o,000 [f°(x + €)]. We maximize R
in Equation 1 over o for every x by solving:

o

* g _ 4
0, =argmax o ((I) 1 (]EWN(O,UQI) o4 (2 + 6)])
@)
— ¢! (i?ﬁf Een0,020)[f6 (x + e)]) )

Since ® 1 is a strictly increasing function, it is important
to note that solving Equation 2 for a fixed c4 can at worst
yield a smooth classifier of an identical radius to when the
classifier is smoothed with o both predicting c4 for z.

Solver. While our proposed Objective 2 has a similar
form to the MACER regularizer [ s ] used
during training, ours differs in that we optimize o for
every = and not the network parameters ¢, which are
fixed here. A natural solver for 2 is stochastic gradient
ascent with the expectation approximated with n Monte
Carlo samples. As such, the gradient of the objective
at the k" iteration will be approximated as follows:
VoG [271 (3°4(0%)) = @1 (maxese, 7°(0M)] |
where ¢(0%) = 137" | fe(z + ¢;) for €1,...,6, ~
N (0, (0%)21). However, this estimation of the gradient
suffers from high variance due to the dependence of the
expectation on the optimization variable o that parame-
terizes the smoothing distribution A/(0,0%1) [ ,
]. To alleviate this, we use the reparameterization trick
suggested by [ 1,
[ ] to compute a lower variance gradient estimate for
our Objective 2. In particular, with the change of variable
e = oé where € ~ N (0, I), Objective 2 is equivalent to:

* g - c ~
0 = argmax o (‘I’ Y (Eeonro,nLf5 (& + 0€)]) —

o

3
ot (ﬂ%}f Econo,n[fs(x + U@)]> )

Note that, unlike before, the expectation over the distribution
¢ ~ N (0, T) no longer depends on the optimization variable
o. This allows the gradient of 3 to enjoy a lower variance
compared to the gradient of 2 [ s s

, ]. Algorithm 1 summarizes the updates
for optimizing o for each x by solving 3 with K steps of
stochastic gradient ascent. It is worthwhile to mention that
the function Opt imizeSigma in Algorithm 1 is agnostic
of the choice of architecture fy and of the training procedure
that constructed fp.

Algorithm 2: Training with Data Dependent o,

Function TrainBatch (fo, {z:,v:}2.,, {02,121, o,
n):
fori=1,...,Bdo
L oy, = OptimizeSigma(fy,xi, @, 04,,1)
TrainFunction ({xi,yi}f;l, {J;,}il)
// any training routine e.g. MACER

3.5 MEMORY-BASED CERTIFICATION FOR
DATA DEPENDENT CLASSIFIERS

Unlike previous approaches where ¢ is constant for all in-
puts, the data dependent classifier gp with varying o per
input can not be directly certified by the classical Monte
Carlo algorithms proposed by [ ]. This is
since the data dependent classifier gy does not enjoy a con-
stant o within the given certification region, i.e. gg tailors
a new o, for every input x including within the certified
region of z. Informally, let R(c; ) be the radius of certi-
fication at ; granted by the data dependent classifier gg.
The data dependent classifier does not guarantee that there
can not exist xo within the region of certification of z,
Le. [|xy — x2ll2 < R(oy, ), where gg with o predicts x5
differently from x; breaking the soundness of certification.
To circumvent this problem, we propose a memory-based
procedure to certifying our proposed data dependent classi-
fier. Let {x;} Y, be a set of previously predicted inputs and
{C;}}, be their corresponding predictions with mutually
exclusive /5 certified regions R; for differently predicted in-
puts,i.e. R; N R; =0 Vi # j,C; #C;. Let xy11 be anew
input with a certified region R ;1 computed by the Monte
Carlo algorithms of [ ] for the data depen-
dent classifier gg with prediction C 1. If there exists an ¢
such that Ry11 NR; # 0, TN+1 € Ri, and Cy41 # G,
we adjust the prediction of the data dependent classifier
go to be C; and update R 41 to be the largest subset of
R n+1 that is a subset of R; (see middle example in Figure
2). On the other hand, if Ry11 NR; # 0, zny1 ¢ Ris
and that Cxy1 # C;, we update R 41 to be the largest
subset of R 41 not intersecting with R; (see right exam-
ple in Figure 2). We perform the previous operations for
all elements in the memory and add zx4+1,Cn+1, RN+1
to memory. The aforementioned procedure grants a sound
certification for the data dependent classifier preventing by
construction overlapping certified regions with different pre-
dictions.While the memory-based certification is essential
for a sound certification, empirically, we never found in any
of the later experiments a case where two inputs predicted
differently suffer from intersecting certified regions. That
is to say while our sound certificate works on the memory-
enhanced data dependent smooth classifier, we found that
the certified radius of the memory classifier for every input is
the radius granted by the Monte Carlo certificates of
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Figure 2: Memory-based certification of the data dependent classifier. Given a memory of an input z; with a certified
region R, and another input x5 with a certified region R. Three scenarios could arise where R, and R intersect. Left:
The certified regions intersect while both z; and x5 share the same prediction. In this case, x5 along with its certified region
are directly added to memory. Middle: z- lies inside R with a different prediction from z;. In this case, x5 is predicted
with the same prediction as x; and added to memory along with the largest subset of R that is within R;. Right: x lies
outside the R with a different prediction from x; In this case, x5 with its prediction are added to memory along with the

largest certified region in R, not intersecting with R ;.

[ ] for the data dependent classifier. Therefore and
throughout, we refer to the memory-enhanced data depen-
dent smooth classifier and data dependent smooth classifier
interchangeably. We elaborate more on this and provide an
algorithm in the Appendix.

3.6 TRAINING WITH DATA DEPENDENT
SMOOTHING

Models that enjoy a large ¢5 certification accuracy under
the randomized smoothing framework need to enjoy a large
certification radius R in Equation 1 for all  and be able
to correctly classify inputs corrupted with Gaussian noise,
i.e. go(x) = y. While there are several approaches to train
fo (or directly gy) so as to output correct predictions for
inputs corrupted with noise sampled from N(0, 021), all
existing works fix o for all inputs during training. We
are interested in complementing these approaches with
smoothing distributions that are data dependent. As such,
we can employ the training procedure of these approaches
but with ¢ computed by Opt imizeSigma. Algorithm 2
summarizes this proposed training pipeline. The function
TrainFunction proceeds by performing backpropaga-
tion using any training scheme, given the estimated o7, for
each z;. We note that whenever Algorithm 2 is used, we
initialize o, at each epoch with o, computed at the pre-
vious epoch. Since COHEN, SMOOTHADV and MACER
are among the most popular approaches that embed random-
ized smoothing certificates as part of the training routine,
TrainFunction refers here to any of these three train-
ing methods. Empirically, we show that we can boost all
three methods even further when models are trained with
Algorithm 2.

4 EXPERIMENTS

We conduct two sets of experiments to validate our key con-
tributions. (i) We show that we can boost certified accuracy
for several pre-trained models by using Algorithm 1 for data

dependent smoothing only during certification, i.e. without
employing any additional training. (ii) Once data dependent
smoothing is employed during training, we can improve
the certified accuracy even further. Since our framework is
agnostic to the training routine, we incorporate it into (i)
COHEN [ , ], (ii) SMOOTHADV [

R ] and (iii) MACER [ , ]. Through-
out, we use DS to refer to when data dependent smoothing
is used only in certification and DS? when it is used during
both training and certification.

Setup. We conduct experiments with ResNet-18 and ReNet-
50 [ , ] on CIFARI10 [ ,
] and ImageNet [ R ], respec-
tively. For CIFAR10 experiments, we train from scratch
for 200 epochs. For ImageNet, we initialize using the
network parameters provided by the authors. When o is
fixed and following prior art, e.g. COHEN, SMOOTHADYV,
and MACER, we set ¢ € {0.12,0.25,0.50} and o €
{0.25,0.50, 1.0} for CIFAR10 and ImageNet, respectively,
for training and certification. We set & = 10~* in Algo-
rithm 1| and the initial oy to the ¢ used in training the
respective model. Unless stated otherwise, we set n = 1
in Algorithm 1. Following COHEN and SMOOTHADV,
we compare models using the approximate certified accu-
racy curve (simply referred to as certified accuracy) fol-
lowed by the envelope curve over all o. We also report
the Average Certified Radius (ACR) proposed by MACER
St X 0y, RUo#) Hargmax, gg(x) =y},
where 1{.} is an indicator function. Following COHEN and
all randomized smoothing methods, we certify all results
using Ny = 100 Monte Carlo samples for prediction and
N = 100,000 estimation samples to estimate the radius
with a failure probability of 0.001 given a smoothing o.

4.1 COHEN + DS

We combine data dependent smoothing with COHEN. Fol-
lowing Gaussian augmentation, this method trains fy on
(z + €), where e ~ N(0,021), with the cross entropy loss.
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Figure 3: Certified accuracy comparison against Cohen per radius per 0. We compare Cohen against our data dependent
certification Cohen-DS and when data dependency is incorporated in both training and certification Cohen-DS? for several
0. The value of ¢ shown for our models in the legend refers to the optimization initialization o in Algorithm 1. We show
CIFAR10 and ImageNet results in first and second rows, respectively, where the last column is the envelope.

Table 1: Best certified accuracy per radius and ACR of Cohen, Cohen-DS and Cohen-DS?.

CIFAR10 Radivs |0 055 050 075 100 125 150 175 200 225 250 | ACR
Train  Certify

Cohen FS FS |[799 583 401 292 202 131 73 33 00 00 00 | 0591

Cohen-DS | FS DS | 772 645 478 383 276 165 80 32 12 07 05 | 0.784

Cohen-DS> | DS DS | 798 665 504 392 291 183 88 38 14 06 02 |0.764

ImageNet Radius | 00 055 050 075 100 150 20 25 30 350 40 | ACR
Train  Certify

Cohen FS FS | 666 582 49.0 424 374 278 194 144 120 86 0.0 | 1.098

Cohen-DS | FS DS | 678 614 536 456 420 304 234 188 146 102 2.0 | 1257

CohenDS2 | DS DS | 674 642 584 474 418 318 250 212 172 110 2.0 | 1319

DS for certification only. We first certify the trained mod-
els with the same fixed o used in training for all inputs,
dubbed COHEN. Then, we certify using the memory based
certification the same trained models with the proposed data
dependent o, produced by Algorithm 1, which we refer
to as COHEN-DS. Figure 3 plots the certified accuracy for
CIFAR10 and ImageNet in the first and second rows, re-
spectively. Even though the base classifier fy is identical for
COHEN and COHEN-DS, Figure 3 shows that COHEN-DS
is superior to COHEN in certified accuracy across almost
all radii and for all training o on both datasets. This is also
evident from the envelope plots in the last column of Figure
3. In Table 1, we report the best certified accuracy per radius
over all training o for COHEN (envelope figure) against our
best COHEN-DS, cross-validated over all training ¢ and the
number of iterations in Algorithm 1 K, accompanied with
the corresponding ACR score. For instance, we observe that
data dependent certification COHEN-DS can significantly
boost certified accuracy at radii 0.5 and 0.75 by 7.7% (from

40.1to0 47.8) and 9.1% (from 29.2% to 38.3%), respectively,
and by 0.193 ACR points on CIFAR10. Moreover, we boost
the certified accuracy on ImageNet by 4.6% and 3.2% at
0.5 and 0.75 radii, respectively, and by 0.159 ACR points.

DS for training and certification. We employ data depen-
dent smoothing in both training and certification for COHEN
models (denoted as COHEN-DS?) by running Algorithm
2. For CIFAR10, we train COHEN first with fixed o for 50
epochs, i.e. K = 0in Algorithm 1, and then we perform data
dependent smoothing with K = 1 for the remaining 150
epochs. For ImageNet experiments, we only finetune the pro-
vided models for 30 epochs using Algorithm 2 with K = 1.
Once training is complete, we certify all trained models with
Algorithm | using the memory based certification. In Figure
3, we observe that COHEN-DS? can further improve certi-
fied accuracy across all trained models on both CIFAR10
and ImageNet. This is also evident in the last column of
Figure 3 that shows the best certified accuracy per radius
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Figure 4: Certified accuracy comparison against SmoothAdv per radius per ¢. We compare SmoothAdv against
SmoothAdv-DS and SmoothAdv-DS?. We show CIFAR10 and ImageNet results in first and second rows, respectively.

Table 2: Best certified accuracy per radius and ACR of SmoothAdv, SmoothAdv-DS and SmoothAdv-DS?.

CIFAR10 Radius 00 025 050 075 100 125 150 175 200 225 250 | ACR
Train  Certify

SmoothAdy FS FS | 760 624 467 346 265 195 129 75 00 00 00 | 0.681

SmoothAdv-DS | FS DS | 757 664 521 388 306 222 150 85 42 18 0.6 | 0799

SmoothAdv-DS? | DS DS | 762 668 528 393 308 226 151 88 43 20 0.7 | 0812

ImageNet Radivs |00 055 050 075 100 150 20 25 30 350 40 | ACR
Train  Certify

SmoothAdv FS FS | 60.8 578 546 504 422 356 256 204 180 142 00 | 1.287

SmoothAdv-DS | FS DS | 620 604 574 532 470 392 292 238 196 152 62 | 1.445

SmoothAdv-DS? | DS DS | 622 60.6 588 542 482 430 30.6 254 21.6 186 42 | 1.514

(envelope) over all training o. We note that COHEN-DS?
improves the certification accuracy of COHEN-DS by 2.6%
and by 0.9% at radii 0.5 and 0.75 respectively on CIFAR10,
and by 4.8% and 1.8% at radii 0.5 and 0.75 respectively
on ImageNet. The improvements are consistently present
over a wide range of radii on both datasets. We do ob-
serve that the ACR score for COHEN-DS? on CIFAR10
marginally drops compared to COHEN-DS. We believe that
this is due to the fact that some inputs that are classified
correctly at the small radii have an overall larger certifica-
tion radius for COHEN-DS compared to COHEN-DS? on CI-
FAR10. Regardless, COHEN-DS? substantially outperforms
COHEN by 0.173 ACR points. As compared to COHEN-DS,
COHEN-DS? improves the ACR on ImageNet from 1.257
to 1.319.

4.2 SMOOTHADYV +DS

We combine our data dependent smoothing strategy with the
more effective SMOOTHADV, which trains the smoothed
classifier for every = on the adversarial example & that max-

imizes —log Ecunr(0,021) [f§ (2" + €)], where |2 — z|| <
(.For CIFAR10 experiments, we follow the training proce-
dure of SMOOTHADV, where the adversary  is computed
with 2 PGD (proximal gradient descent) steps with { = 0.25
and one augmented sample to estimate the expectation. For
ImageNet experiments, we use the best reported models, in
terms of certified accuracy, provided by the authors, which
correspond to ¢ = 0.5 for ¢ = 0.25 and ( = 1.0 for
o € {0.5,1.0}.

DS for certification only. Similar to COHEN, we first cer-
tify SMOOTHADV models trained with the same fixed o.
Then, we certify the proposed data dependent ¢ models
using the memory-based certification, which we refer to
as SMOOTHADV-DS. In Figure 4, we show the certified
accuracy for both CIFAR10 and ImageNet in the first and
second rows, respectively. The last column shows the en-
velopes per radius. Even though they both share the same
classifier fy, SMOOTHADV-DS significantly improves upon
SMOOTHADYV over all radii and all values of ¢ in training
for both CIFAR10 and ImageNet. In particular, for models
trained with o = 0.25, SMOOTHADV achieves a zero cer-



o
©

0.8 ——MACER-0.25
—MACER-DS-0.25

—MACER-DS?-0.25

—MACER-DS-0.12
— MACER-DS?-0.12

o
o

‘—MACER—OJZ

0.6

°
IS

o
[N

Certified accurcy
Certified accurcy

o

0.5

. 1
15 radius

0.5
15 radius

1 15

Certified accurcy

o
©

0.8 — MACER
— MACER-DS

— MACER-DS?

——MACER-0.50
—MACER-DS-0.50

— MACER-DS?-0.50

o
o

0.6

°
IS

o
N

Certified accurcy

o
o

0.5 1

1% radius

15

0 0.5 1 15

15 radius

2 2.5

Figure 5: Certified accuracy comparison against MACER per radius per o. We compare MACER against MACER-DS
and MACER-DS? for several o on CIFAR10 with the last column showing the envelope.

Table 3: Best certified accuracy per radius and ACR of MACER, MACER-DS and MACER-DS? on CIFAR10.

Radius

2.50 ‘

CIFARI10 . . 00 025 050 075 100 125 150 175 200 225 ACR
Train  Certify

MACER FS FS 78.8 593 436 347 266 194 130 750 00 0.0 0.0 | 0.702

MACER-DS FS DS 79.5 66.7 523 430 308 195 128 755 397 167 0.5 | 0.841

MACER-DS? | DS DS 824 683 527 435 317 206 138 792 365 139 04 | 0.807

tified accuracy for large certification radii (> 1.0), while
SMOOTHADV-DS achieves non-trivial certified accuracy in
these cases. Similar to the earlier setup, we report the best
certified accuracy along with the ACR scores in Table 2. We
improve over SMOOTHADV by large margins. For example,
the certified accuracy at 0.5 radius increases by 5.4% and
2.8% on CIFAR10 and Imagenet, respectively. The improve-
ment is consistent over all radii. The ACR also improves by
0.118 and 0.158 on CIFAR10 and ImageNet, respectively.

DS for training and certification. We fine tune the
SMOOTHADYV trained models (either the retrained CIFAR10
models or the ImageNet models provided by SMOOTHADYV)
using Algorithm 2, where ¢ is computed using Algo-
rithm 1. We report the per o certification accuracy compar-
ing SMOOTHADV-DS? (certified also using memory based
certification) to both SMOOTHADV-DS and SMOOTHADV.
SMOOTHADV-DS? further improves the certified accuracy
as compared to SMOOTHADV-DS with performance gains
more prominent on ImageNet. While the improvement of
SMOOTHADV-DS? over SMOOTHADV-DS is indeed small,
e.g. 0.7% at radius 0.5 on CIFAR10, we observe that the
performance gaps are much larger on ImageNet reaching
1.4% at 0.5 radius as shown in Table 2. We see a similar
trend in ACR with improvements of 0.013 and 0.069 on
CIFAR 10 and ImageNet, respectively. SMOOTHADV-DS?
boosts the certified accuracy of SMOOTHADV at radius 0.5
by 6.1% and 4.2% on CIFAR10 and ImageNet, respectively.

43 MACER +DS

We integrate data dependent smoothing within
MACER which trains gy by minimizing over the
parameters 6 the following objective —loggg(z) +

A% max (y — 2£,0) .1{argmax, g§(z) = y}. where R

Figure 6: Qualitative examples of estimated o, on differ-
ent inputs. From left to right of first row: clean image, fixed
o = 0.5 and estimated o, = 0.368 maximizing certifica-
tion radius. Similarly for second row but with o = 0.25 and
oy = 0.423. This demonstrates that o* that maximizes the
radius should vary per input z.

also depends on #. While this seems to be similar in spirit to
our approach, we in fact maximize the certification radius
over o with fixed parameters 6 for every z. We conduct
experiments on CIFAR10 following the training procedure
of MACER estimating the expectation with 64 samples,
A =12, and v = 8. We set n = 8 in Algorithm 1 with
ablations on n = 1 in the appendix.

DS for certification only. Similar to the earlier setup in
COHEN and SMOOTHADV, we certify models with fixed o
and then with data dependent ¢ using the memory based
certification, referred to as MACER-DS. In Figure 5, we ob-
serve that MACER-DS significantly outperforms MACER
particularly in the large radius region. This can also be seen
in the envelope figure reporting the best certified accuracy
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per radius over o. Similarly, Table 3 demonstrates the bene-
fits of data dependent smoothing, where it boosts certified
accuracy by 7.4% (from 59.3% to 66.7%) and 8.7% (43.6
to 52.3) at 0.25 and 0.5 radii, respectively. Moreover, we
improve ACR by 0.139 points.

DS for training and certification. We incorporate data
dependent smoothing as part of MACER training and
certification in a similar fashion to the earlier setup,
dubbed MACER-DS?. Figure 5 shows the improvement of
MACER-DS? over the certification only MACER-DS over
all trained models. Table 3 summarizes the best certified
accuracy per radius. Overall, we find that the performance
is comparable or slightly better than MACER-DS, which
is still significantly better than MACER by 8.67% at ra-
dius 0.5. We also observe that MACER-DS enjoys better
ACR than MACER-DS? with both being far better than the
MACER baseline.

44 DS FOR /; CERTIFICATES

At last, we extend our methodology to ¢; certification. We
leveraged the results of [ ] that derived the
tightest /1 certificate using randomized smoothing with uni-
form distribution U [— A, A]%. The certified radius in that case
has the form Ry = A(pa — pp). We replace our objective
in Equation (3) with:

i =arg max A (Eewu[)\’)\]d (fg*(xz+e)
(€]
— max Eerzi-ana(fg (2 + 6))) :

c#c

We solved our objective in Eq (3) in an identical fash-
ion to our Algorithm 1 with the same hyperparameters for
A € {0.25,0.5,1.0} in certification on both CIFAR10 and
ImageNet. Further, we combine our data-dependent smooth
classifier with the memory based algorithm proposed in Sec-
tion 3.5. It is worthwhile mentioning that similar to the /5
case, the memory based algorithm did not find any overlap
between the certified regions of any pair of instances. We
report the results in Table 4. We observe that, similar to our
extensive experiments on the ¢ certificate, our proposed

Table 4: Best certified accuracy per /; radii and ACR of
YANG and YANG-DS.

(7(CIFAR10) ‘ 00 025 05 075 1.0 15 20 ACR

YANG 92 83 75 171 46 0 0 0.775
YANG-DS 92 8 82 76 58 6 2 0.946

7(ImageNet) | 0.0 025 05 075 1.0 15 20 ACR

YANG 78 73 67 63 0 0 0 0.683
YANG-DS 79 76 70 65 46 O 0 0.729

memory-enhanced data-dependent smoothing yields consis-
tent improvement in the ¢; certified accuracy. We report an
improvement of 7% and 3% over the state of the art certified
accuracy at ¢; radius of 0.5 on CIFAR10 and ImageNet,
respectively. At last, we note similar improvement to the 1
ACR as reported in Table 4.

4.5 DISCUSSION AND ABLATION

Varying K. We pose the question: does attaining better
solutions to our proposed Objective 3 improve certified ac-
curacy? To answer this, we control the solution quality of
o by certifying trained models with a varying number of
stochastic gradient ascent iterations K in Algorithm 1. In
particular, we certify the trained models SMOOTHADV-DS?
and SMOOTHADV-DS on CIFAR10 and ImageNet, respec-
tively, with a varying K. We leave the rest of the exper-
iments for other models to the appendix. We observe in
Figure 7 that the certified accuracy per radius consistently
improves as K increases, particularly in the large radius
regime. This is expected, since Algorithm 1 produces better
optimal smoothing o per input x with larger K, which
in turn improves the certification radius leaving room for
improvements with more powerful optimizers.

Visualizing o). We show the variation of ¢ that maxi-
mizes the certification radius over different inputs x. Figure
6 shows two examples, where the first and fourth columns
contain the clean images. In the second column, a choice
of fixed ¢ = 0.5 is too large compared to our estimated
oy = 0.368 that maximizes the certification radius as per
Algorithm 1. As for the fifth column, we observe that a con-
stant 0 = 0.25 is far less than o, = 0.423. This indicates
that indeed the o, maximizing the certification radius varies
significantly over inputs.

S CONCLUSION

In this work, we presented a simple and generic framework
to equip randomized smoothing techniques with data de-
pendency. We demonstrated that combining data dependent
smoothing with 3 randomized smoothing techniques pro-
vided substantial improvement in their certified accuracy.
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A IMPLEMENTATION DETAILS

For reproducibility, we will release the full code upon acceptance. Nevertheless, we give the detailed implementation of
Algorithm | in PyTorch [ ] below.

import torch

> from torch.autograd import Variable
3 from torch.distributions.normal import Normal

29

def OptimzeSigma (model, batch, alpha, sig_0, K, n):
device=’cuda:0’
batch_size = batch.shape[0]

sig = Variable(sig_0, requires_grad=True) .view(batch_size, 1, 1, 1)
m = Normal (torch.zeros (batch_size) .to(device), torch.ones (batch_size).to(device))

#Reshaping for n > 1

new_shape = [batch_size x n]

new_shape.extend (batch_size)

new_patch = batch.repeat ((1,n, 1, 1)).view(new_shape)
sigma_repeated = sig.repeat((l1, n, 1, 1)).view(-1,1,1,1)

for _ in range (K) :
eps = torch.randn_like (new_batch) *sigma_repeated #Reparamitrization trick
out = model (new_batch + eps) .reshape (batch_size, n, 10).mean(l) #10 for CIFARI1O
vals, _ = torch.topk(out, 2)
vals.transpose_(0, 1)
gap = m.icdf (vals([0].clamp_(0.02, 0.98)) - m.icdf(vals[l].clamp_(0.02, 0.98))
radius = sig.reshape(-1)/2 * gap # The radius formula

grad = torch.autograd.grad(radius.sum(), sig)
sig.data += alphaxgrad[0] # Gradient Ascent step

return sig.reshape(-1)

For comparisons against [ ], we followed their official code in https://github.com/locuslab/
smoothing. We also followed the common practice in using their provided code for certifying all models in all
of our experiments. For comparisons against SmoothAdv [ , ], we also followed their official im-
plementation in https://github.com/Hadisalman/smoothing-adversarial and similarly for MACER
https://github.com/RuntianZ/macer.

B DATA DEPENDENT GREEDY SEARCH OVER ¢

We observe that the optimization problem (3) that we solve for every input z is one dimensional in ¢. In this section,
we show that heuristic grid search procedures are far inferior to solving Equation (3) with our solver in Algorithm 1.
In particular, we show that under the same sample complexity as our approach for data dependent certification a trivial
heuristic grid search as a baseline does not work. We conduct experiments where we only certify with data dependent
smoothing a pre-trained model SmoothAdv with training o € {0.12,0.25.0.50} on CIFAR10. We examine a single model
SmoothAdv-DS which is certified with K = 100 iterations and with n = 1 to approximate the expectation in Algorithm 1.
Observe that since n = 1, and including the forward and backward passes computation, our data dependent certification of
SmoothAdv-DS has a total of 200, since K = 100, evaluations for every given x before performing the certification with the
optimized ;. To that end, we compare against a crude grid search baseline over 67, and for a fair comparison, with a total
of 200 evaluations. We restrict the grid search to 6% € [0, 1] with a resolution of 7/200 so that the total number of evaluations
is always exactly 200 similar to our SmoothAdv-DS. That is to say, the grid heuristic search solves the following problem:

0;
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Figure 8: Certified accuracy per radius per ¢ comparison of SmoothAdv against greedy search heuristic data
dependent smoothing on CIFAR10. We observe that when the number of samples n in Equation 5 the better the
performance. Moreover, and despite that the total number of evaluations of the data dependent certification matches our
approach SmoothAdv-DS reported in Figure 4, the performance is still far inferior to even data dependent certification as
also evident from the last envelope figure.

We also explore with the number of samples to n € {1,2, 4,10} for the grid search pipeline. Note that this trades-off the
accuracy of the expectation approximation to the resolution of the solution &7.

We summarize our results in Figure 8. Note that in the first three figures, we report certified accuracies for when the model
is certified with the same o = {0, 12,0.25,0.50} used in training without data dependent smoothing, i.e. fixed o for all
inputs. We refer to these plots as SmoothAdv-0.12, SmoothAdv-0.25 and SmoothAdv-0.50. In addition, we refer to the
data dependent baseline grid search heuristic as SmoothAdv-GDS-n-1, SmoothAdv-GDS-n-2, SmoothAdv-GDS-n-4, and
SmoothAdv-GDS-n-10 where n refers to the number of samples approximating the expectation in Equation (5). We report
the envelops in the last figure.

At first we observe that the larger n used to approximate the expectation, the better the overall certification accuracy. This
is regardless of the o used to train the model. However, the performance is still far inferior to the baseline that is data
independent which is inferior to our approach. This is also evident from the envelope last figure. This indicates that while
data dependent smoothing is essential towards improving performance, a careful optimization is necessary for it to work.
We reiterate here that both the grid search heuristic and our approach use the same number of evaluations, i.e. 200, when
certifying the model; however, our approach reported in Figure 4 are far more superior.

C MEMORY-BASED CERTIFICATION FOR DATA DEPENDENT CLASSIFIERS

Algorithm 3: Memory-Based Certification

Input: input point z 41, certified region R 41, prediction C 41, and memory M
Result: Prediction for z 41 and certified region at v that does not intersect with any certified region in M.
for (xl,Cl,Rl) € Mdo

if CN+1 # Cz then

if TN4+1 € R; then

7§,N+1 = La}rgestInSubset(Ri, RN+1)s

Rn+1 + Ry+1s

Cny1 < C;

elseif Tntersect(Ry4+1,R;) then

Rly,1 = LargestOutSubset(R;, Ry41);

RN+1 — RIN+1;

end
add (zn41,Cn41, Rv41) to M;
return Cy 41, Ry+13

Let M = {(z;,Ci, R;)}, be set of the triplets: the input x;, the prediction of x; denoted by C; and the certification
region at x; denoted as R; which is characterized by the certification radius R; and the center x;. Moreover, we assume
that R, NR; = 0,Vi # j,C; # C;. That is to say, none of the certification regions of the inputs stored in the memory M
intersect for inputs with different predictions. This is the key property for a sound certification procedure. Otherwise, if
such a property does not hold, then this implies that the data dependent classifier produces different predictions within



the same certified region. In what follows, and to circumvent this nuisance in the data dependent classifier gy, we rely on
updating the memory while enforcing this property to hold. In particular, we certify the data dependent classifier using the
classical Monte Carlo approach by [ ] while guaranteeing that the certified regions does not intersect with
the certification region of any previously predicted inputs.

In what follows, we present Algorithm 3 that enforces the non-intersection property of certified regions M. Let Ry 41
be the certified region at xy41 of gg. (i) If zx41 € R; and argmax, g§(zn+1) # Ci, we find the largest R41 such
that the following two properties hold R N+1 C Ry+1 and R ~N+1 C R;. For when the certified regions R; are simple
{y-balls, finding the largest R N1 satisfying previous two properties is straightforward. We denote this with the function
LargestInSubset (second example in Figure 2). We then update Ry, with the refined R, and change C 41
to C;. (ii) Otherwise, if Ry 11 NR; # 0 where 211 ¢ R; and argmax, gg(xny1) # Ci, we find R’y such that

/N+1 C Rn+1 is the largest subset of R 41 non-intersecting with ;. We denote this function LargestOut Subset
(third example in Figure 2). We then update R 1 with the refined R’y ;. Moreover, computing LargestOut Subset
for when R; are /5-balls is straightforward. At last, note that Intersect is a function that returns whether two ¢5-balls
intersect. At last, we then add (zn41,Cn+1, Ry+1) to memory. We provide below a pytorch implementation of the
memory-based certification of the pseudo-algorithm 3.

While the memory-based certification is essential for a sound certification, empirically on CIFAR10 and ImageNet, we
never found in any of the experiments a case where two inputs predicted differently suffer from intersecting certified regions.
That is to say, the certified regions in the memory for every input is the certified regions granted by the Monte Carlo
certificates of [ ] for the data dependent classifier. We hypothesize that this is due to the following reasons:
(i) Image datasets have very high dimensionality, resulting in samples very far apart, compared with the certified radius that
randomized smoothing could provide. Thus, it is very unlikely to find two samples that have intersecting certified regions.
(ii) Even if the rare case where two image inputs are close to one another that their certified regions intersect, we found
that the data dependent classifier gy predicts these inputs similarly (the left example of Figure 2). This is since the data
dependent classifier is trained to output smooth prediction, i.e. prediction changes are small for small input changes, resulting
in a shared prediction. (iii) To maintain reasonable test accuracy on clean samples, the values of o, and correspondingly
optimized o used in smoothing are moderately low (o < 1.0). This results in limited smaller certified regions, £ balls of
radii ~ 407 which is much smaller than the distance between inputs in higher dimensional data (e.g. ImageNet).

It is worthwhile mentioning that while the memory-based certificate could work, in principle, independently without being
combined with the data dependent smooth classifier under any arbitrary choice of a certification radius for every input; this
results in a sub-optimal certification. This is since this may result in one of the following situations: (i) Assigning large radii
for every input will yield a classifier that is very robust, but inaccurate. This is since several new points to be certified later
will more likely fall in the certification region requiring either changing their prediction (inaccurate predictions) or reducing
their certification radius. Therefore, measuring the certified accuracy for such a classifier will be very poor since it counts
for both accuracy and robustness. (ii) Assigning, on the other hand, small certified radii for every input will result in a highly
accurate classifier but very low robustness. Hence, this also results in a very small certified accuracy at large radii. Therefore,
we combine the memory based certificate with our data-dependent smooth classifier that has a better robustness/accuracy
tradeoff.

For completeness, we provide the full implementation of the memory-based algorithm using PyTorch.

1 import torch

> class Memory_Based_Certification (object) :
def _ _init_ (self):

4 self.saved_radii = []

5 self.saved_images = []

6 self.saved_predictions = []

9 def _internal_adjustment (self, img, rad, pre):
10 diff = torch.norm(img.reshape(l, -1) - torch.stack(self.saved_images) .reshape (len (
self.saved_radii), -1), dim=1)

where_overlap = diff < (torch.tensor(self.saved_radii) + rad)
#Check whether this image is with overlap with any other instances
14 if where_overlap.any() :

preds_overlap = self.saved_predictions[where_overlap]



D

Here, we show similar results to the one in Figure 6. Similar to the earlier observations, while model parameters are fixed,

where_overlap_diff class = preds_overlap != pre

#Check whether this image is with overlap with instances with different
prediction
if where_overlap_diff_class.any():
#Get the radii, differences where the overlap
saved_radii_with_overlap = self.saved_radii[where_overlap]
dif_with_overlap = diff[where_overlap]

preds_overlap_with_diff class = preds_overlap[where_overlap_diff_ class]

rad_with_overlap_diff_class = saved_radii_with_overlap]|
where_overlap_diff_ class]
dif_with_overlap_diff class = dif_with_overlap|[where_overlap_diff class]

rad, rad_idx = torch.min(dif_with_overlap_diff_class -
rad_with_overlap_diff_class)

if rad.item() < O:
pre = preds_overlap_with_diff_ class[rad_idx]

rad = torch.abs (rad) .item()
return rad, pre

def adjust_radius(self, img, rad, pre):
#The img already exists in the saved dictionary
if img in self.saved_images:
idx = self.saved_images == img
return self.saved_radii[idx], self.saved_predictions[idx]

if self.saved_radii != []: #Saved dictionaries are not empty
rad, pre = self._internal_ adjustment (img, rad, pre)

self.saved_radii.append (rad)
self.saved_images.append (img)
self.saved_predictions.append (pre)
return rad, pre

ADDITIONAL VISUALIZATIONS

optimal smoothing parameters vary per sample.
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Figure 10: Visualizing the extreme o. We report the visual comparison between the constant o and the optimal attained
o for Cohen Models (first three rows) and SmoothAdyv (last three rows) both on ImageNet.
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Figure 11: Where are the good o;? We plot a histogram of the ¢ in orange highlighting ¢ at which the certified radius is
improved in green.

E WHERE ARE THE GOOD o;?

At last, one natural question that arises is that which o is yielding better certified radii? To that regard, we conduct the
following experiment for Cohen baseline at ¢ = 0.25. We plot the histogram of the obtained ¢ for CIFAR10 in orange. We
also plot a histogram of the o at which the certified radius is improved in green. We report the results in Figure 11. We
found that the certified robustness improvements happen at the full spectrum of o showing the efficacy of our proposed
data-dependent smoothing.

F RUNTIME

We measure the certification runtime on an NVIDIA Quadro RTX-6000 GPU for our proposed data dependent smoothed
classifier (time includes Algorithm 1 in addition to the memory based certification) compared to the certification of a
fixed o classifier. Certifying one CIFARIO test input with ResNet18 takes 1.6 and an average of 1.8 seconds for a fixed o
classifier and for the data dependent classifier (K = 900), respectively. Certifying an ImageNet test input on ResNet50
takes 109.5 and an average of 136 seconds for a fixed o classifier and our data dependent classifier (K = 400), respectively.
The runtime overhead added by using Algorithm | and memory based certification is negligible compared to the gains in
certified accuracy.

G LIMITATIONS, BROADER IMPACT AND COMPUTE POWERS USED.

Limitations. Similar to any certification framework, the main limitation of this kind of work is its running time to compute
the certified radius. The proposed memory-based certification is at the cost of both memory and computational complexity.
While the memory cost is of order O(N) the computational complexity is more involved. Let p be the probability that a new
point x 11 be in one of the certification regions R;, n is the complexity of computing a certification region at x 1, i.e.
R n+1, using the classical Monte Carlo Algorithms of [ ], then the expected computational complexity of
prediction or certification will be O(Np + (1 — p)(2N + n)). The factor 2N + n is due to performing N comparisons to
check that zy4; is not in any R;, then computing R x4 of complexity n, and at last a complexity of N for computing
Ry~ Informally, for larger N and in small dimensional input, p ~ 1 leading to a complexity of order N. When N is
smaller compared to the input dimension, we have p ~ 0 with an expected complexity of order 2N + n. Moreover, the
memory-based data dependent smooth classifier is order dependent. That is, the certified accuracy depends on the order at
which the data at test time is presented. However, this is not the case if there is no overlap between the certified regions of
differently predicted inputs (middle and right scenarios of Figure 2 do not occur). We found that is the case in all of our
experiments making our memory-enhanced data dependent smooth classifier order invariant. We elaborated on why we
believe that is the case in Appendix C. We plan in future extension to delve into more practical solution to this problem. We
postpone the design for more efficient algorithms that validate the soundness of data dependent certification to future work.



Broader Impact. While the performance of Deep Neural networks is dominating over several fields, the existence of
adversarial examples hinders their deployment in lots of applications. This raise the attention to build networks that are not
only accurate, but also robust to such perturbations. This work takes a step towards a remedy for this nuisance by improving
the certified robustness of deep neural networks.

Compute Powers. In our experiment on CIFAR10, we used either NVIDIA Quadro RTX-600 GPU or NVIDIA 1080TI

GPU. For ImageNet experiments, we used NVIDIA-V100 GPU. Note that one GPU was enough to run any of our
experiments.

H DETAILED ABLATIONS
H.1 COHEN VS COHEN-DS VS COHEN-DS?

In this section, we detail the certified accuracy per radius for all trained models per ¢ for Cohen and per ¢ and number of
iterations K for [ ], Cohen-DS and Cohen-DS? in Algorithm 1 on both CIFAR10 and ImageNet.

Table 5: Certified accuracy per radius on CIFAR10. We compare Cohen against Cohen-DS under varying ¢ and number
of iterations K in Algorithm 1.

‘ {5 (CIFAR10) ‘ 0.0 0.25 0.50 0.75 1.00 125 150 1.75 200 225 250

5 0=0.12 79.89  56.26 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
= 0=0.25 7445 5834 40.13 22.85 0.0 0.0 0.0 0.0 0.0 0.0 0.0
© o =0.50 63.72 5215 40.13 29.17 20.18 13.08 7.33 333 00 0.0 0.0
o =0.12 K=100 | 77.19 61.27 20.8 5.47 1.23 0.02 0.0 0.0 0.0 0.0 0.0

o =012 K=200 | 7498 60.67 19.75 4.05 0.94 022 001 0.0 0.0 0.0 0.0

o =012 K=300 | 73.56 60.08 19.63 4.37 1.12 036 008 0.0 0.0 0.0 0.0

o =0.12 K=400 | 72.11 59.38 19.58 4.27 1.39 058 0.13 0.0 0.0 0.0 0.0

o =012 K=500 | 70.78 58.77 195 4.77 1.51 068 0.14 0.0 0.0 0.0 0.0

o =012 K=600 | 70.17 5846 1951 4.5 1.63 0.85 0.18 003 0.0 0.0 0.0

0 =012 K=700 | 69.83 5825 1991 5.05 1.83 0.88 021 004 0.0 0.0 0.0

o =012 K=800 | 69.25 5797 19.75 5.04 1.99 095 0.17 003 0.0 0.0 0.0

o =012 K=900 | 68.27 57.51 1991 5.07 1.94 093 021 004 0.0 0.0 0.0

o =025 K=100 | 73.17 64.54 4748 2258  6.53 1.82 047 0.0 0.0 0.0 0.0

o =025 K=200 | 71.62 642 473 21,66 545 .15 034 0.13 006 001 0.0
wl? =0.25 K=300 | 70.23 6391 4744 21.75 5.38 1.37 043 021 0.13 0.04 0.02
A | o=025 K=400 | 6941 6342 4743 2223 5383 138 049 026 0.1 0.04 0.02
E o =025 K=500 | 68.88 63.53 47.56 22.19 5.8 1.54 053 026 0.1 0.06 0.03
Sle =0.25 K=600 | 68.09 6321 47.78 22.05 6.16 1.59 051 025 0.12 0.07 0.02
o =025 K=700 | 67.57 63.02 47.6 2225 597 1.63 057 029 0.11 0.04 0.02

o =025 K=800 | 67.36 6293 47.64 22.04 6.29 1.62 06 027 0.11 0.04 0.02

o =025 K=900 | 6722 6293 4745 2255 6.19 1.62 054 026 0.11 005 0.03

o =050 K=100 | 63.18 55.88 47.07 372 2656 1643 80 321 123 055 0.19

o =050 K=200 | 61.26 55.08 4725 37.86 2725 1649 749 256 1.07 053 023

o =050 K=300 | 59.52 5425 4735 3828 2729 1623 7.16 239 096 048 0.24

o =050 K=400 | 5829 53.67 47.19 38.05 2745 1639 741 244 093 045 0.24

o =050 K=500 | 5746 53.53 4738 3828 2747 1645 738 238 0.87 048 024

o =050 K=600 | 56.68 53.11 47.04 3821 2747 1634 721 237 103 055 032

o =050 K=700 | 55.83 5237 4688 38.12 2743 1637 721 23 101 057 037

o =050 K=800 | 5526 52.11 46.8 383 2726 1619 7.18 245 1.04 062 04

o0 =050 K=900 | 54.83 51.83 46.62 38.15 2755 165 737 252 121 0.69 05

H.2 SMOOTHADV VS SMOOTHADV-DS VS SMOOTHADV-DS?

In a similar spirit to the previous section, we report the certified accuracy for the SmoothAdv variants, namely, SmoothAdv
[ ], SmoothAdv-DS and SmoothAdv-DS? on CIFAR10 and ImageNet.



Table 6: Certified accuracy per radius on CIFAR10. We report Cohen-DS? under varying ¢ and number of iterations K
in Algorithm 1.

‘ {5 (CIFAR10) ‘ 0.0 0.25 0.50 0.75 1.00 125 150 175 200 225 250

o0=0.12 K=100 | 79.8 60.56 26.87 0.0 0.0 0.0 0.0 00 00 00 00
oc=012 K=100 | 79.8 60.56 26.87 0.0 0.0 0.0 0.0 00 00 00 00
0 =012 K=200 | 79.83 62.05 28.13 0.0 0.0 0.0 0.0 00 00 00 00
o =012 K=300 | 79.74 6281 2696 0.03 0.0 0.0 0.0 00 00 00 00
o =012 K=400 | 79.56 63.07 2547 6.66 0.0 0.0 0.0 00 00 00 00
0 =012 K=500 | 794 6324 2423 774 0.0 0.0 0.0 00 00 00 00
o =012 K=600 | 79.14 63.23 23.58 7.5 0.0 0.0 0.0 00 00 00 00
o =012 K=700 | 7895 6334 2296 7.12 0.86 0.0 0.0 00 00 00 00
0 =012 K=800 | 78.77 6334 2257 6.48 1.26 0.0 0.0 00 00 00 00
o =012 K=900 | 79.06 646 22.69 6.61 1.68 0.01 0.0 00 00 00 00
o =012 K=1000 | 79.02 64.54 2227 6.27 1.69 0.02 0.0 00 00 00 00
o =012 K=1100 | 78.81 64.41 219 5.89 1.58 022 0.0 00 00 00 00
o =012 K=1200 | 78.7 6437 21.88 545 1.42 0.27 0.0 00 00 00 00
o =0.12 K=1300 | 78.53 64.39 21.67 5.15 1.31 026 0.0 00 00 00 00
0 =0.12 K=1400 | 7839 6446 2155 4.96 1.13 029 001 00 00 00 00
o =012 K=1500 | 78.31 64.41 2156 4.73 1.05 0.3 003 00 00 00 00
o =025 K=100 | 7499 6147 4392 2454 793 0.0 0.0 00 00 00 00
o =025 K=200 | 75.13 63.21 4594 25775 9.35 0.0 0.0 00 00 00 00
o=025 K=300 | 75.0 64.03 4696 2596 10.05 0.0 0.0 00 00 00 00
o =025 K=400 | 75.04 6458 4759 25.63 9.93 192 0.0 00 00 00 00
o =025 K=500 | 7479 649 4785 2541 942 2.6 0.0 00 00 00 00
o=025 K=600 | 7477 65.15 4838 25.05 8.88 269 0.0 00 00 00 00
o =025 K=700 | 7451 6535 4847 2471 8.34 262 001 00 00 00 00
o =025 K=800 | 7446 6542 485 2472 798 243 052 00 00 00 00
o =025 K=900 | 7458 66.42 5023 2557 825 283 074 00 00 00 00
o =025 K=1000 | 7439 6647 50.17 2541 7.9 263 075 001 00 00 00
o =025 K=1100 | 742 6642 5031 25.13 7.65 241 072 014 00 00 00
o =025 K=1200 | 74.12 6637 5037 2492 17.36 231 065 018 00 00 00
o =025 K=1300 | 73.98 6641 5038 2475 7.14 225 058 019 00 00 00
o =025 K=1400 | 73.81 6639 5041 2479 6.85 22 051 015 0.03 00 00
o =025 K=1500 | 73.67 6633 5031 24.63 6.68 203 054 019 003 00 00
o0 =050 K=100 | 63.92 5349 426 31.83 22115 1412 748 351 00 00 0.0
o =050 K=200 | 64.14 5436 443 3352 2379 1514 793 36 109 00 00
o =050 K=300 | 6421 5495 4532 3504 2471 1581 8.16 3.65 136 00 0.0
o =050 K=400 | 6422 5556 4592 3586 2545 1628 835 379 141 00 0.0
o =050 K=500 | 64.14 5584 4635 3629 2588 1656 839 3.69 142 03 0.0
o =050 K=600 | 64.14 56.07 46.7 36.71 26.18 1676 848 3.61 141 045 0.0
o0 =050 K=700 | 64.04 562 4694 37.09 2654 1676 84 3.63 137 045 0.0
o =050 K=800 | 63.93 5632 4723 3733 2669 1691 835 346 128 05 0.09
o =050 K=900 | 64.26 57.26 4827 38.85 2841 1797 882 3.66 137 058 0.14
o =050 K=1000 | 64.06 57.26 4841 3896 2849 181 8.65 3.64 133 0.6 0.21
o =050 K=1100 | 63.72 57.21 4847 390 28.69 1826 857 355 136 059 02
o =050 K=1200 | 63.56 57.15 48.67 3896 2881 18.18 853 352 132 058 023
o =050 K=1300 | 63.29 57.01 48.81 39.07 2898 1831 844 344 13 0.6 0.21
o =050 K=1400 | 63.09 569 4888 39.11 29.07 1822 862 33 134 056 022
o =050 K=1500 | 62.94 56.87 489 3921 29.04 181 855 327 128 053 023

Cohen-DS?




Table 7: Certified accuracy per radius on ImageNet. We compare Cohen against Cohen-DS and Cohen-DS? under varying
o and number of iterations K in Algorithm 1.

| ¢ (mageNet) | 0.0 025 050 075 100 150 20 25 30 350 40

g 0=0.25 66.6 582 49.0 380 00 0.0 0.0 0.0 0.0 00 0.0
5 o =0.50 572 514 458 424 374 278 0.0 0.0 0.0 00 0.0
© c=1.0 43.6 406 378 354 326 258 194 144 120 86 0.0
o =025 K=100 | 67.8 61.0 536 428 188 0.0 0.0 0.0 0.0 00 0.0
o =025 K=200 | 670 614 536 43.0 180 00 0.0 0.0 0.0 00 0.0
o =025 K=300 | 66.8 612 534 422 186 00 0.0 0.0 0.0 00 0.0
o0 =025 K=400 | 66.2 614 532 422 180 0.0 0.0 0.0 0.0 00 0.0
v | 0 =050 K=100 | 584 540 482 452 40.6 304 1.8 0.0 0.0 00 0.0
Q;-: 0 =050 K=200 | 58.0 534 482 452 414 298 9.0 0.0 0.0 00 0.0
_?:; o =050 K=300 | 58.0 540 488 454 414 302 9.0 0.0 0.0 00 0.0
O | 0=050 K=400 | 57.8 53.8 488 456 420 304 82 0.0 0.0 00 0.0
oc=1.0 K=100 | 45.0 42.6 404 390 364 296 224 178 138 100 0.2
oc=10 K=200 | 452 43.0 418 394 368 296 230 186 142 102 0.6
oc=1.0 K=300 | 45.0 434 412 396 372 300 234 188 144 94 20
oc=1.0 K=400 | 448 432 414 396 372 304 232 188 146 98 1.8
o =025 K=100 | 67.2 642 584 454 178 00 0.0 0.0 0.0 00 0.0
o0 =025 K=200 | 66.8 642 582 456 18.0 00 0.0 0.0 0.0 00 0.0
o =025 K=300 | 66.6 642 580 452 184 00 0.0 0.0 0.0 00 0.0
o0 =025 K=400 | 674 642 582 450 18.0 0.0 0.0 0.0 0.0 00 0.0
% | 0=050 K=100 | 58.0 552 51.6 462 412 302 22 0.0 0.0 00 0.0
Qé o =050 K=200 | 57.6 552 51.8 470 418 304 8.0 0.0 0.0 00 0.0
21 0=050 K=300 | 57.6 550 518 468 41.8 304 8.0 0.0 0.0 00 0.0
S| 0 =050 K=400 | 574 554 516 474 41.8 306 82 0.0 0.0 00 0.0
oc=1.0 K=100 | 464 446 414 386 372 314 248 206 166 11.0 04
oc=10 K=200 | 46.6 444 420 392 376 312 250 208 17.0 108 04
oc=1.0 K=300 | 46.0 446 418 392 374 314 246 208 172 11.0 1.8
oc=10 K=400 | 46.8 450 426 394 376 31.8 248 212 168 11.0 2.0




Table 8: Certified accuracy per radius on CIFAR10. We compare SmoothAdv against SmoothAdv-DS and
SmoothAdv-DS? under varying ¢ and number of iterations K in Algorithm 1.

‘ 5 (CIFAR10) ‘ 0.0 0.25 0.50  0.75 1.00 1.25 1.50 175 200 225 250

3 0=0.12 7597 62.44 0.0 0.0 0.0 0.0 0.0 00 00 00 00
é 0=0.25 70.82 5955 46.71 33.66 0.0 0.0 0.0 00 00 00 00
g o =0.50 6096 526 435 3462 2653 1949 129 747 00 00 0.0

G| =012 K=100 | 7574 6358 40.88 0.0 0.0 0.0 0.0 00 00 00 00
o =012 K=200 | 75.7 6439 45.05 0.0 0.0 0.0 0.0 00 00 00 00

o =012 K=300 | 75.69 6497 46.13 0.55 0.0 0.0 0.0 00 00 00 00

0 =012 K=400 | 75.73 6543 4639 2249 0.0 0.0 0.0 00 00 00 00

o =012 K=500 | 75.74 65.75 46.57 25.06 0.03 0.0 0.0 00 00 00 00

o =012 K=600 | 75.72 66.04 46.64 25.16 024 0.0 0.0 00 00 00 00

0 =012 K=700 | 75.66 66.23 46.74 24.64 7.26 0.0 0.0 00 00 00 00

o =012 K=800 | 75.65 663 46.61 2397 1154 0.0 0.0 00 00 00 00

o0 =012 K=900 | 75.64 6644 4643 2348 11.75 0.03 0.0 00 00 00 00

0 =025 K=100 | 71.34 60.81 4838 3514 17.76 0.0 0.0 00 00 00 0.0

o =025 K=200 | 71.32 61.38 49.44 3624 20.71 0.01 0.0 00 00 00 00

8 o =025 K=300 | 713 62.01 5016 369 21.69 0.28 0.0 00 00 00 00
_é o =025 K=400 | 71.32 6245 50.76 3724 2233 8.37 0.01 00 00 00 00
f: o =025 K=500 | 71.23 62.82 5127 3746 2242 10.67 0.01 00 00 00 00
§ o =025 K=600 | 71.26 63.02 51.66 37.66 22.04 11.06 0.06 00 00 00 00
(g o =025 K=700 | 71.12 63.26 51.72 3761 21.82 11.0 0.52 00 00 00 00
o =025 K=800 | 71.07 634 5194 375 2143 10.6 4.26 00 00 00 00

o =025 K=900 | 71.04 63.54 521 3738 21.18 10.1 4.63 00 00 00 00

0 =050 K=100 | 61.16 53.06 4428 3542 2729 2018 136 7.82 0.02 00 0.0

o =050 K=200 | 61.22 5344 4496 36.11 280 2081 1398 825 285 00 0.0

o =050 K=300 | 61.24 53.74 4539 36.81 2872 2121 1423 829 329 00 00

0 =050 K=400 | 61.22 5395 45.65 3729 2922 2158 1453 842 378 0.05 0.0

o =050 K=500 | 61.21 54.15 46.03 378 2954 21.72 1473 843 399 1.02 0.0

o =050 K=600 | 61.2 543 4642 38.11 29.83 2194 1495 842 407 157 00

o0 =050 K=700 | 61.23 5447 46.58 3839 30.24 22.04 1495 85 412 177 0.03

o =050 K=800 | 61.19 5458 46.73 38.65 3039 2215 1486 849 409 183 043

o =050 K=900 | 61.25 54.65 4688 38.82 306 2219 1489 849 417 184 0.6

o0 =012 K=100 | 76.04 63.62 41.88 0.0 0.0 0.0 0.0 00 00 00 00

o =012 K=200 | 76.03 64.54 464  0.01 0.0 0.0 0.0 00 00 00 00

0 =012 K=300 | 76.0 6536 4736 0.82 0.0 0.0 0.0 00 00 00 00

0 =012 K=400 | 7599 65.85 4798 23.18 0.0 0.0 0.0 00 00 00 00

o =012 K=500 | 76.11 66.15 48.16 26.09 0.07 0.0 0.0 00 00 00 00

0 =012 K=600 | 76.14 66.39 48.13 26.08 047 0.0 0.0 00 00 00 00

o =012 K=700 | 76.15 66.52 48.1 2573 7.99 0.0 0.0 00 00 00 00

o =012 K=800 | 76.15 66.69 47.84 25.16 11.89 0.02 0.0 00 00 00 00

0 =012 K=900 | 76.05 66.77 479 2434 11.82 0.06 0.0 00 00 00 00

o =025 K=100 | 712 60.56 4836 3519 17.76 0.0 0.0 00 00 00 00

~ | =025 K=200 | 7127 61.55 4957 3645 2131 0.1 0.0 00 00 00 00
8 o =025 K=300 | 713 62.16 50.75 3741 22.66 048 0.0 00 00 00 00
_é o =025 K=400 | 7141 62.76 51.44 37.85 23.18 9.12 0.01 00 00 00 00
E o =025 K=500 | 71.37 630 5189 38.06 23.16 1137 0.04 00 00 00 00
%] 0=025 K=600 | 71.37 63.36 5225 3831 228 11.84 0.16 00 00 00 00

E o =025 K=700 | 71.35 6345 5243 3833 2258 11.61 0.73 00 00 00 00

“1 6 =025 K=800 | 7125 63.65 52.67 3826 2235 11.17 4.69 00 00 00 00
o0 =025 K=900 | 71.21 63.85 52.81 3821 2221 1075 492 0.03 00 00 00

o =050 K=100 | 61.08 530 4433 3559 2749 2009 1374 798 0.04 00 0.0

o =050 K=200 | 61.07 5341 4495 3633 2839 2086 1405 822 29 00 00

o =050 K=300 | 61.1 53.8 4561 37.13 289 215 1432 856 357 00 0.0

o =050 K=400 | 61.1 54.14 46.02 3777 293 2194 1466 8.63 3.89 0.06 0.0

o =050 K=500 | 61.15 5421 4652 38.15 29.79 2221 1491 866 423 105 0.0

o0 =050 K=600 | 612 5433 46.89 3859 30.08 2235 1501 874 428 156 0.01

o =050 K=700 | 61.18 5456 47.11 3893 304 2251 15.12 885 434 177 0.03

o =050 K=800 | 61.15 54.72 47.41 39.17 3059 2256 15.14 875 431 185 053

o0 =050 K=900 | 61.12 54.78 47.62 39.32 30.78 22.64 1514 873 426 194 0.71




Table 9: Certified accuracy per radius on ImageNet. We compare SmoothAdv against SmoothAdv-DS and
SmoothAdv-DS? under varying o and number of iterations K in Algorithm 1.

| 5 (ImageNet)y | 0.0 025 050 075 100 150 20 25 30 350 40

5 0=0.25 60.8 578 546 504 00 00 0.0 00 00 00 00
é o =0.50 546 52.6 488 446 422 356 0.0 00 00 00 00
g c=1.0 40.6 396 386 364 336 298 256 204 180 142 0.0
2 o =025 K=100 | 61.6 596 568 526 314 00 00 00 00 00 00
o =025 K=200 | 61.6 59.8 572 528 358 00 0.0 00 00 00 00

o =025 K=300 | 620 602 572 528 366 00 00 00 00 00 00

v | 0=025 K=400 | 61.8 604 574 532 368 00 00 00 00 00 00
E 0 =050 K=100 | 55.0 536 512 472 452 380 438 00 00 00 00
2 0 =050 K=200 | 550 538 516 484 464 392 166 00 00 00 00
% o =050 K=300 | 554 540 516 486 470 392 180 00 00 00 00
g 0 =050 K=400 | 552 540 51.6 488 470 390 186 00 00 00 0.0
v | =10 K=100 | 41.8 410 394 376 352 316 280 226 192 152 08
oc=1.0 K=200 | 424 418 402 384 366 324 288 234 190 146 12
oc=10 K=300 | 42.6 41.8 404 388 368 324 292 238 196 152 6.2
oc=1.0 K=400 | 42.8 422 408 388 370 332 290 238 196 148 6.2

o =025 K=100 | 622 604 588 540 270 00 00 00 00 00 00

0 =025 K=200 | 620 606 58.6 542 274 00 00 00 00 0.0 00

o =025 K=300 | 620 604 588 540 274 00 00 00 00 00 00

| 0=025 K=400 | 61.8 604 588 540 274 00 0.0 00 00 00 00
R| 0=050 K=100 | 558 542 526 504 482 430 7.8 00 00 00 00
i o =050 K=200 | 552 540 51.8 498 478 426 142 00 00 00 00
S| 0=050 K=300 | 55.6 540 520 498 478 426 150 00 00 00 0.0
8| 0 =050 K=400 | 55.6 544 522 502 482 430 150 00 00 00 00
&E; oc=1.0 K=100 | 440 43.0 412 406 384 346 306 254 216 186 12
oc=10 K=200 | 444 432 416 406 386 348 306 250 216 184 1.6
oc=1.0 K=300 | 442 43.0 418 412 386 346 306 252 214 178 42
oc=1.0 K=400 | 43.8 43.0 41.0 408 386 346 302 252 214 182 40




H.3 MACER VS MACER-DS VS MACER-DS? (N=1) VS MACER-DS? (N=8)

We report /5 certified accuracy per radius r for MACER [ , ] variants on CIFAR10. Note that as highlighted in
the main manuscript, for certification only, i.e. M ACER — DS, we set n = 8 for all experiments in Algorithm 1. Moreover,
in the main paper and for ease of computation we set n = 1 for when training is employed, i.e. —D.S?. In here we also
explore the variant where when data dependent smoothing is introduced during training we set n = 8 for ablations. We refer
to when n = 1 and n = 8 for when data dependent smoothing is used in training and certification as MACER — DS (n = 1)
and MACER — DS(n = 8), respectively.



Table 10: Certified accuracy per radius on CIFAR10. We compare MACER against MACER-DS and MACER-DS?(n =
1) under varying o and number of iterations K in Algorithm 1.

‘ 5 (CIFAR10) ‘ 0.0 0.25 0.50 0.75 1.00 1.25 1.50 175 200 225 250

% 0=0.12 78.75 58.51 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
% 0=0.25 72.51 59.25 43.64 2825 0.0 0.0 0.0 0.0 0.0 0.0 0.0
s o =0.50 61.23 5252 4344 3465 2657 1939 13.0 7.5 0.0 0.0 0.0
o =012 K=100 | 79.21 60.57 30.95 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=200 79.3 6098 30.18 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=300 | 79.39 6133 279 0.07 0.0 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=400 | 7945 6127 25.62 10.07 0.0 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=500 | 7948 614 2343 11.02 0.01 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=600 | 79.44 6155 2222 10.66 0.11 0.0 0.0 0.0 0.0 0.0 0.0

o =0.12 K=700 79.5 6139 21.79 9.94 3.82 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=800 | 7947 6125 21.83 933 5.38 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=900 | 79.48 6134 2159 8.89 6.02 0.1 0.0 0.0 0.0 0.0 0.0

o =025 K=100 | 7341 6359 4637 2796 12.76 0.0 0.0 0.0 0.0 0.0 0.0

o =025 K=200 | 73.72 65.1 4751 27.19 13.85 0.0 0.0 0.0 0.0 0.0 0.0

v | 0=025 K=300 739 6563 47.81 2642 13.19 0.0 0.0 0.0 0.0 0.0 0.0
2 o =025 K=400 | 73.96 66.03 48.12 25.14 122 4.17 0.0 0.0 0.0 0.0 0.0
m | 0=025 K=500 740 66.18 4797 2398 11.01 4.59 0.0 0.0 0.0 0.0 0.0
% o =025 K=600 | 74.04 6641 4823 234 9.74 4.23 0.0 0.0 0.0 0.0 0.0
= | 6 =025 K=700 | 7402 6647 48.18 22.86 8.65 3.78 0.0 0.0 0.0 0.0 0.0
o =025 K=800 | 74.07 66.68 48.12 2258 7.62 3.25 1.06 0.0 0.0 0.0 0.0

o =025 K=900 | 74.01 66.74 4824 2237 6.88 2.74 1.08 0.0 0.0 0.0 0.0

o =050 K=100 | 62.62 5599 47.65 3837 283 1954 1275 755 0.0 0.0 0.0

o =050 K=200 | 63.07 57.27 49.54 4025 2936 1944 1235 743 323 0.0 0.0

o =050 K=300 | 63.28 5791 5046 414 300 1941 1199 7.08 354 0.0 0.0

o =050 K=400 | 63.39 5825 51.18 4198 3022 19.11 11.69 69 397 0.0 0.0

o =050 K=500 63.5 5851 5151 424 3066 187 11.13 673 383 1.06 0.0

o =050 K=600 | 63.57 5872 51.83 42.62 3051 18.66 1085 6.44 3.7 161 0.0

o =050 K=700 | 63.65 589 5206 4279 3063 1825 1057 625 353 167 0.0

o =050 K=800 | 63.74 59.02 52.19 4296 3062 182 10.18 584 335 1.66 045

o =050 K=900 | 63.79 59.09 5228 43.03 30.75 1821 989 553 313 1.62 052

o =012 K=100 | 79.57 6125 34.66 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=200 | 79.58 6157 36.29 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=300 | 7942 6135 3621 0.06 0.0 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=400 | 7944 61.1 3532 1232 0.0 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=500 79.2  60.64 3422 13.65 0.0 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=600 | 79.09 60.23 33.75 13.25 0.0 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=700 | 7898 60.01 32.89 12.66 146 0.0 0.0 0.0 0.0 0.0 0.0

0 =0.12 K=800 | 78.85 59.65 32.65 12.07 2.24 0.0 0.0 0.0 0.0 0.0 0.0

o =012 K=900 | 78.78 59.52 323 11.4 2.25 0.0 0.0 0.0 0.0 0.0 0.0

o =0.12 K=1000 | 78.73 59.15 31.58 10.63  2.05 0.0 0.0 0.0 0.0 0.0 0.0

2| 0 =025 K=100 | 7145 59.44 4571 30.76 14.57 0.0 0.0 0.0 0.0 0.0 0.0
\'_:'/ o =025 K=200 | 71.81 60.13 46.5 31.3 16.2 0.0 0.0 0.0 0.0 0.0 0.0
| 0=025 K=300 | 71.81 60.13 465 31.3 16.2 0.0 0.0 0.0 0.0 0.0 0.0
Q| 0=025 K=400 | 7191 6048 4651 30.83 16.73 5.66 0.0 0.0 0.0 0.0 0.0
% o =025 K=500 | 71.84 60.56 463 3026 1643 7.07 0.0 0.0 0.0 0.0 0.0
i—é o =025 K=600 | 71.77 6038 4592 2984 16.11 7.14 0.0 0.0 0.0 0.0 0.0
S| 0=025 K=700 | 71.69 60.12 45.66 29.41 15.6 7.0 0.04 0.0 0.0 0.0 0.0
o =025 K=800 | 71.73 60.19 4541 2891 1507 6.68 2.15 0.0 0.0 0.0 0.0

o =025 K=900 | 71.68 60.11 45.14 2851 1454 6.23 2.34 0.0 0.0 0.0 0.0

o =025 K=1000 | 71.63 5998 4497 2821 14.08 5.9 2.12 0.0 0.0 0.0 0.0

o =050 K=100 | 60.96 53.69 4496 36.64 28.13 2046 1444 873 001 0.0 0.0

o =050 K=200 | 61.37 5435 46.07 3743 2855 2058 1426 8.65 3.6 0.0 0.0

o =050 K=300 | 61.52 5474 4653 379 2891 2062 14.12 842 39 0.0 0.0

o =050 K=400 | 6142 5481 46.83 38.02 2898 20.51 13.69 83 427 0.0 0.0

o =050 K=500 | 61.39 5474 47.03 382 2885 2025 1345 814 416 1.0 0.0

o =050 K=600 | 6144 548 4696 382 2883 1997 1323 794 41 153 0.0

o =050 K=700 | 61.35 5475 46.89 38.04 287 19.53 1295 7.64 398 1.7 0.0

o =050 K=800 | 61.24 54775 4694 38.1 2849 193 1259 746 39 169 04

o =050 K=900 | 61.25 5473 46.85 3794 2819 1887 1229 7.13 369 1.7 051

o =050 K=1000 | 61.21 54.72 46.84 37.87 2797 1874 12.08 6.82 343 166 0.71




Table 11: Certified accuracy per radius on CIFAR10. We report MACER-DS? (n = 8) under varying o and number of
iterations K in Algorithm 1.

‘ 5 (CIFAR10) ‘ 0.0 0.25 050  0.75 1.00 1.25 1.50 175 200 225 250

o =0.12 K=100 819 6252 29.38 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
o =012 K=200 | 82.16 63.09 29.72 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
o =012 K=300 82.2 63.4 2847 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
o0 =012 K=400 | 82.21 63.51 2629 6.84 0.0 0.0 0.0 0.0 0.0 0.0 0.0
o =012 K=500 | 82.34 63.76 24.13 7.62 0.0 0.0 0.0 0.0 0.0 0.0 0.0
0 =0.12 K=600 | 8234 63.66 22.6 7.05 0.0 0.0 0.0 0.0 0.0 0.0 0.0
o =012 K=700 | 82.32 63.84 21.61 6.48 0.6 0.0 0.0 0.0 0.0 0.0 0.0
o =012 K=800 | 8235 639 21.06 5.4 0.83 0.0 0.0 0.0 0.0 0.0 0.0
o0 =0.12 K=900 | 8237 639 20.79 4.67 0.82 0.0 0.0 0.0 0.0 0.0 0.0
o =0.12 K=1000 | 82.39 63.89 20.57 3.88 0.77 0.0 0.0 0.0 0.0 0.0 0.0
o =025 K=100 | 75.18 64.79 47.14 2931 1256 0.0 0.0 0.0 0.0 0.0 0.0
0 =025 K=200 | 7536 66.23 4855 2891 13.99 0.0 0.0 0.0 0.0 0.0 0.0
o =025 K=300 | 75.53 66.87 4924 2831 1426 0.01 0.0 0.0 0.0 0.0 0.0
o =025 K=400 | 7557 6736 49.53 2735 1394 3.86 0.0 0.0 0.0 0.0 0.0
o =025 K=500 | 75.65 67771 49.59 2624 1323 4.68 0.01 0.0 0.0 0.0 0.0
o =025 K=600 | 75.72 67.81 49.64 2546 1212 4.73 0.01 0.0 0.0 0.0 0.0
o =025 K=700 | 75.84 6793 49.85 2492 11.1 4.58 0.01  0.01 0.0 0.0 0.0
o =025 K=800 | 75.81 68.08 49.84 2479 10.18 4.33 1.05 0.01 0.0 0.0 0.0
o =025 K=900 | 75.87 68.16 49.84 2453 9.38 3.81 1.02 0.01 0.0 0.0 0.0
o =025 K=1000 | 75.87 6826 4994 2427 8.66 332 093 001 001 0.0 0.0
0 =050 K=100 | 61.79 5541 47.8 39.03 29.04 20.62 1383 792 00 0.0 0.0
o =050 K=200 | 62.11 56.53 4936 40.68 30.08 20.55 1338 7.84 3.07 0.0 0.0
o =050 K=300 | 62.31 5721 5054 416 3079 2046 13.03 756 344 0.0 0.0
o =050 K=400 | 62.49 57.68 51.12 42,08 31.12 20.21 1245 734 365 0.0 0.0
o =050 K=500 | 62.62 5798 51.61 4241 313 20.13 1209 694 365 074 0.0
o =050 K=600 | 62.71 5828 51.82 4285 3152 19.78 1158 654 356 128 0.0
o =050 K=700 | 62.84 5835 52.15 43.04 3142 196 11.12 633 329 137 0.0
o =050 K=800 | 6291 5845 5233 4329 3148 1947 1062 595 321 139 027
o =050 K=900 | 62.93 5854 5256 4344 3149 19.14 10.17 573 3.09 134 038
o =050 K=1000 | 63.0 58.66 52.67 4347 31.66 19.04 985 549 285 121 04

MACER-DS? (n=8)




