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A PROOFS OF SECTION(5|

Lemma 5.3 (re-stated). There exists a distribution Qf that solves (3) and is a mixture of at most No Gaussian components.
Moreover, problem (3)) is equivalent to a separable problem of the form

R max  §o Yier, f(@lni, 3i)
max {L(z, Qo) : Qo € B, (PF)} = st (ui, %) € RP x SL
c((ui,Ei),(@-JQI)) <egy Vi€l

An analogous result holds for problem (@) with the corresponding subscript y = 1.

Proof of Lemma([5.3] There exists a distribution Qfj that solves (3)) and is a mixture of at most Ny, Gaussian components.
Moreover, problem (3)) is equivalent to a separable problem of the form

max {L(z,Qp) : Qo € B, (@8)}

max  x= e [l 3i)
=9 st (p,%) e RP xSY

((piy %i), (Z4,0°1)) <o Vi € L.

We use Vi implies Vi € Zy, and ), is also taken over the same set. Given any z, the likelihood of = under any Gaussian
mixture Qg can be written using the corresponding measure vq as

L) = [ flals D(du, 5.

RP xS%
Recall that = = RP x Sga. Using the definition of the type-oo Wasserstein, we find

We(vo, ) < o
< 3\ € Ay, D) such that

esssup {c((1, 2), (W, %) : (0, 2,1/, ¥) €ExE} < ¢
A
< Vi 3\; € P(E) such that
ess sup {c((u,Z), (Zi, o)) : (1, X2) € E} < ep
A.

i

< Vi 3\; € P(E) such that
(1, %), (@i, 01)) <eo (1, %) € supp(Ai),
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where the second equivalence follows from that 7y = Nio > i 0(z,,021) and hence any A € A(vp, ) takes the form

NLO > i Ai ® §(z, 02 1) for some probability measures \; € P(Z), and the third equivalence follows from Lemma Hence,
problem (3) is equivalent to

max f]Rp xS f(m|/1“u E)Vo(dﬂ, dE)
s.t. vg € P(RP x SE)
We(vo,70) < eo

max 5o 30 fange  f(@lni, Bi)Xi(dpsi, dXs)
=3 st NeP®R xS ) Vi
c((niy i), (@5, 0%1)) S eo V(wi, Bi) € supp(y) Vi

It is easy now to employ a greedy argument to show that the optimal solution for A; should be a Dirac delta distribution
supported on one point in the space of R? x Sga. This leads to the conclusion regarding the maximization problem (3).

An similar argument can be applied for the minimization problem (@), the detailed proof is omitted. O

Lemma A.l. Forany A\ € P(2), Z € RP, 0, > 0 and any function ¢ : E X = — R such that the map (p,%) —
c((u, %), (Z,02%I)) is continuous, we have esssup, c((u1, ), (Z,021)) < ¢ if and only if ¢((1, 2), (T, 021)) < ¢ for any
(1, ) € supp(A).

Proof of LemmalA.1I} We first prove the “only if”” direction. Suppose that there exists (4/,X’) € supp(\) such that
c((W, 2, (Z,0%0)) > e.

By continuity of the map (u, ) — ¢((i, ), (%, 021)), there exists an open neighbourhood U C Z containing (x’, ¥') such
that
(%), @,0°1) > = V(%) € U,

By the definition of of support, A(U) > 0. Therefore,

Pr(c((1, ), (7,0°T)) < &) = 1 = Pr(cl(s, 5), (7,0°1)) > &) 1= AU) < 1,

which contradicts to that ess sup, ¢((i, ), (Z,021)) < e.

We next prove the “if”” direction. By the law of total probability and the fact that c((¢, ), (%, 021)) < e forany (u, %) €
supp(A),

Pr (e((, ¥), (3,0°D) < )
=Pr (c((1, %), (&, 0°1)) < e|(1, %) € supp(A)) A(supp(}))
+ Pr (e((1, %), (F,071)) < &[(n, ) & supp()) (1 = A(supp(A)))
=114 Pr (e((1, %), (F,0°1)) < €[(1, ) & supp(V)) -0 = 1,
which completes the proof. 0
Proposition(re-stated). Fix any index i € Ty. For any T; € RP, x € RP and ¢y € Ry, we have
max f(x|pi, Xi)

s.t. (w,X;) € RP x Sig
(i, %), (Ti, 0°1)) < €0,

exp(—a;) _
(2m)p/2

where «; is the optimal value of the two-dimensional optimization problem

, (llz = Zill2 — )
min logd + —
a€Ry, dp€[o,+00) &4 2d§
a?+(dp—0)?<ed

+ (p—1)logo.



Proof of Proposition Let a; be the optimal value of the negative log-likelihood minimization problem

min  §logdetX; + 3 (z — wi) "2 (2 — )
s.t. u; € RP, EleSﬁ

Q; = - 1
i — Zil|3 + Tr [2 + 021 — 2((0%1)254(0%1)2)?] < 3
Ei t O'2I.
It is easy to see that
1
max{f(x|ui, ) (i, 2i) € RP x 8L, e((ui, o), (T, 0°1)) < eo} = Wexp(_ai).
= ™

It remains to provide a simpler formulation to determine «;. To simplify the notation, we omit the index ¢ on all variables
and parameters. We reparameterize X = V diag(d*)V' " for a vector d € R%, where diag(d?) denotes a RP*? diagonal
matrix with its j-th diagonal entries equals to d?, and O(p) is the set of p-dimensional orthogonal matrices

O(p) ={VeR>*?. V'V =1,
The negative log-likelihood minimization problem is further equivalent to

min Y7, logd; + LV (z—p)" diag(d2)(V"(z — p))
s. t. deRAﬂéVEZ())(p), MGR;’ )

[ — 2[5 + Zj:l(dj —0)" <&

d> o,

where d > o implies the element-wise constraints d; > o for any j = 1,...,p. We introduce an auxiliary variable a € R
and rewrite the optimization problem in an equivalent way as

i log d; VT — d Vi(z—p).
aeR+7{‘{1€1£p . féﬁe% Vrégr(lp)zog + 5 (Vi (z = )" diag(d™*) (VT (@ = )

a +Z (dj—0)?<ed lu—2(5=a

Notice that the above optimization problem is invariant to the ordering of the entries of d. As a consequence, without any
loss of generality, we can assume that d, is the maximum value across all d;. By Lemma the above optimization
problem becomes

min min Zlo dj + — 2.
a€R+7d€R" d>o HERP et & 2d2H i3

a +Z (d; 70)2<sg lu—2l5=a
dp_max{d}

Using Lemma[B.2] we obtain the equivalent optimization problem

i log d; T —
aERJr,{inEl]lg d>o Zog +2d2(Hx zl2 a)
a +Z (d; —0’)2<E

dp_max{d}

Rewriting the above problem into a two-layer optimization problem

p—1
. 2
min logd, + T —Zls —a) + E logd; 7. (1
a€Ry, dy€R,, dp>c & 2dp(” dl ) d; ER+,d>o‘v’j Lop—1 4 &4
a®+(dp—0)°<e} S (o) <R 0P (dy—)? I

d;<dy ¥j=1,...,p—1

Notice that for any d,, that is feasible for the outer minimization problem, the inner minimization problem over d;,
Vj = 1,...,p — 1 admits a non-empty feasible set. Indeed, because d, > o, the valued; = o,j =1,...,p—1isa



feasible solution for the inner problem. We now focus on solving the inner minimization problem. As log( - ) is an increasing
function, for any s > 0, we find

dp>d; >av3 1p—1 Zlogd =(p—1)logo,
iz 1(d; —J)2<s
which holds because the optimization problem on the left hand side admits the optimal solution d = o forallj = 1,...,p—1.
This completes the proof. O

Proposition [5.5| (re-stated). Fix any index i € T,. For any T; € RP, x € RP and 1 € R, we have
) min f(-T|,Ui, Ei)
o) L st (D) € RO xS,
il ({155, (31.021)) < &1,

where o is the optimal value of the two-dimensional optimization problem

: (lz = Zill2 + a)? £2 — a2 — (dy — 0)?
—logd; — e 7 (p— 1)1 .
a€R+7I(£len[o'7+oo) { 08 a1 Qd% (p ) og| o+ b— 1

a’+p(dy—o)? sz

Proof of Proposition[5.3] Let c; be the optimal value of the log-likelihood minimization problem

min  —1 logdet %; — 3(z — 1) 'Sz — )

s.t. u; € RP, Zzegi .
i — @i|3 + Tr [2; + 021 — 2((021)%22-(021)%)5] <e?
Ei i O'QI.

It is easy to see that

. ~ 1
mm{f(ﬂma Ei) : (Mia Ei) € R? x ng C((:u% Zi)? (xi’ 021)) < 51} = W eXp(ai),
It remains to provide the computational routine to determine «;. To simplify the notation, we omit the index ¢ on all variables
and parameters. We reparameterize X = V diag(d?)V' " for a vector d € R”, where diag(d?) denotes a RP*? diagonal
matrix with its j-th diagonal entries equals to d2, and O(p) is the set of p-dimensional orthogonal matrices

O(p) ={VeR*?. V'V =1,
The log-likelihood minimization problem is further equivalent to

min — 3% _ logd; — (VT (w — )T diag(d~)(VT (z — )
s.t. deRY, VeO(p), peRp

=303+ 30, (d; — 0)? < &}

d> o,

where d > o implies the element-wise constraints d; > o forany j = 1, ..., p. We introduce an auxiliary variable a € R
and rewrite the optimization problem in an equivalent way as

i i 1 d—fVT T diag(d?)(V (z — ).
o, m, o, mn min Zog (z = )" diag(d*)(V T (z — n))

=112
A +5,(d;—0)?<e} IIn—gll3=a’

Notice that the above optimization problem is invariant to the ordering of the entries of d. As a consequence, without any loss
of generality, we can assume that d; is the minimum value across all d;. By Lemma | the above optimization problem
becomes
. 1 2
ey, B, min =D logd; — poplle— pllh
a +E (dj—o) <52 ln—2l5=a
dy :min{d}

2



Using Lemma[B.2] we obtain the equivalent optimization problem

p
1
min —E logd; — z— s+ a)2.
a€Ry, dER? | d>o = g aj 2d§(” 2 )

a4+, (d; o) ?<e?
dy=min{d}

Notice that the constraint ¢ < d; = min{d} implies that p(d; — )2 < > (dj — 0)2. As a consequence, any feasible value

for dy should satisfy a® + p(d; — 0)? < €. Separating the variable d into two groups d; and da, . . ., d,, leads to a two-layer
optimization problem

P
1
. ~ 2 .
min —logd; — —(|lx = Z||2 + a)* + min —E logd; ;. 2)
a€Ry, d1€ERY, d1>0 & 2d% (H H ) djeRy, dj>dy Vj=2,...,p — &%
a?+p(di—o)?<e? §:2(dj70)2§s?7a27(d170)2 J=

Consider momentarily the minimization problem

p

min — E logd;

djE€Ry  Vj=2,...p — 7
S, (dj—0)’<ei—a’~(di—0)® T

where the constraints d; > d; have been intentionally omitted. Proposition asserts that this optimization problem has

the optimal value
~(p—1)log | o+ \/E%_a2 —(h —0)*

p—1

2 2 _(Jd _o)2 X ) .
Elap#, which also by the outer constraint a? + p(d; — 0)? < €7 satisfies

d; > di Vj =2,...,p. Thus it is indeed the optimal solution to the inner minimization problem in (2). As a consequence,
problem () is equivalent to

at the optimal solution d} = o +

E%—GQ—(dl —0)2

p—1

1
i —logd; — —(|lz — & Z_(p-1)1
a€R+’dr1n€1]1£<1+,d1Za 08 &1 Qd%(Hm xH2+a) (p )Og U+\/

a’+p(di—0)*<e}

This completes the proof. O

B AUXILIARY RESULTS

The following preparatory results are necessary to prove Propositions[5.4]and [5.5]

Lemma B.1 (Eigenbasis solution). Let E € RP*? be a diagonal matrix satisfying E1, < --- < E,,. Then, for any w € RP,
we have

T T 2
VEV'w=F )
Vrélgé) w w pollwll2

Proof of Lemma[B.1] The claim holds trivially when w = 0. Consider now any w € RP\{0}. Since VEV " < E,,-I,,, we
find

T T T T 2
VEV < V(E,, -1,)V =F .
Vrggé) w w = Vrélgé) w V( pp p) w ppr||2

On the other hand, taking V* = [v], ..., v5] € O(p) with v = Hqu)‘lz , and using the orthogonality of the columns of V'*,
we have

w VFEV*w = E,p|wlf3.

This shows that V* is an optimal solution and completes the proof. O



Lemma B.2 (Quadratic optimization). For any x € RP, T € RP and a € R, the following assertions hold.

» Convex quadratic minimization:

. 2 o~ 2
min xr — = r—X — a
JERP: | u—7]|3=a || /L||2 (” ||2 ) ’

where the minimum is attained at ji* = —=ma + (1 — =50)2.

» Convex quadratic maximization:

2 ~ 2
max Tr — =(||lr —x|2 +a
o=l = (e =7+ o),
where the maximum is attained at p* = _7”:1;}2“2 x4+ (1+ 7”307“3“2 )T

The results in Lemma [B.2]are dispersed in the literature. An elementary proof is provided here for completeness.

Proof of Lemma[B.2] By the triangle inequality, for any p such that || — Z||2 = a, we have
lz = pll2 = [llz = 2| = llp =2l = [z — 2| —al,

where the lower bound can be attained by taking p = mgc +(1 ). Therefore,

_ a
lz—2ll2

2 = 2
in x— =(|lz—Z|2—a
B B2 =a? [ wllz = (Il P )

Similarly, by the triangle inequality we have

[z = pllz < flo =2 + [ = pll = |z = 2| + a,
and the upper bound can be attained by y = — =@ + (1+ mﬁ This completes the proof. O

Proposition B.3 (Logarithm maximization). For any s, > 0 and positive integer k, we have

k
max Z loge;
Jj=1

klog (ﬁ—&-a) _ ] " 3)
s. t. Z(O’ —e;)* < s.

j=1

Moreover, the optimal solution e* satisfies €} = \/g +oforanyj=1,... k.

Proof of Proposition[B.3] Let e* € R be an optimal solution to the maximization problem (3). Suppose there exist two
indices m and n such that e}, # e}. Consider ¢’ defined by

o ) alenten), ifje{mn,
J er, otherwise.

By the convexity of the function z +— (z — o)?,

* * 2
(e =0V + (e =) =2 (% 0] < (=0 (e - o)

which implies that ¢’ is a feasible solution to problem (3). Furthermore, since e}, # e, by the concavity of the function

x — log x, we have that
* *

loger, +loger < 2log <em;en> =loge!, +logel,



which violates the optimality of e*. Therefore, any optimal solution e* must have all entries identical. Using this, we get

from the constraint that

|e;a|§\/§ Vi=1,... .k

By continuity of the objective and constraint functions, we must have

|e;—a|:\/i Vi=1,...,k.

Since the objective function is increasing in €7, the optimal solution is given by

e;:U—i—\/i Vi=1,...,k.

The optimal value can then be obtained by direct computation. This completes the proof.

C FIRST-ORDER ALGORITHMS

C.1 OPTIMISTIC LIKELIHOOD PROBLEM
For the optimistic likelihood problem, Theorem [5.1|reduces the task to solving the 2-dimensional problem

(|z — Zi]l2 — a)?

min logd, + +(p—1)logo.

a€Ry, dy€[o,+00) 2d2
a?+(dp—0)?<el
By letting

dy=v2+0, and a=vy,

we can obtain the equivalent form
min  F(v),

v1,v22>0
2 2 < o2
v]+v;<egq

where the objective function is given by

(llz = Zill2 — v1)°

F(v) =log(vz + o) + 2(vs + 0)2

+(p—1)logo.

“

If we denote by V = {v € R2: v1,v2 > 0, vf + v% < 58} the feasible region of the above minimization problem, then the

projection Proj,,(v) can be computed in closed-form via

v, if v, v > 0,07 + v3 < &3,

0y, if vy, v9 > 0,02 + 03 > €3,

O,EQ)T, if v < 0,v9 > €9,
0,v2) ", ifv; <0,0 < vy < ey,
0)7, ifvy >ep,v9 <0,
v1,0)T, if0<w; <ep,vp <O,
), ifvg,ve < 0.

Projy(v) =

Algorithm ]is a projected gradient descent routine to solve problem (). The convergence guarantee for Algorithm|[I]follows

from Beck![[2017, Theorem 10.15].



Algorithm 1 Projected Gradient Descent Algorithm with Backtracking Line-Search

Algorithm parameters: Line search parameters 6 € (0,1), 5 > 0
Initialization: Set vV + 0
fort=0,1,...do

Find the smallest integer £ > 0 such that

1
< F(v'

< () = gz = Proiy (o' — 05T F(u1)

<

F (Projv(vt - QkﬂvF(Ut»)

Set s* = 0% 3 and set v'T! = Projy,(u! — st VEF(vt)).
end for

C.2 PESSIMISTIC LIKELIHOOD PROBLEM

For the pessimistic likelihood problem, Theorem [5.2]reduces the task to solving the 2-dimensional problem

€2 —a? — (dy — 0)?
p—1

1
i “logdi — —(|z — 2 _(p-1)1
a€R+,{£1€n[0',+00) e Qd%(Hx Zilla+a) ~ (= 1)log U+\/

a’+p(di—0)’<e}
Note that the gradient of the objective function is a non-Lipschitz function. Worse still, the gradient is even undefined on at
the feasible point (dq, a) = (o, e1). These properties induce numerical issues for the optimization algorithm. Therefore, we
solve the following perturbed problem instead:

; 1 ~ (+e?—a?—(dy —0)?
—logd; — —(||z — 2 _(p—-1)1 L 5
were, BB, oy | 108N T g (le = Alle +a)” = (= 1log "+\/ p—1 O
a®+p(dy —0)? <e?

for some small ¢ > 0. By|[Bonnans and Shapiro| [2013] Proposition 4.4], the optimal value of problem (3)) is continuous
in ¢ and the optimal solution set is upper semi-continuous in ( as a set-valued mapping, see Bonnans and Shapiro| [2013]
Section 4.1].

We now derive a projected gradient descent algorithm with backtracking line search for solving problem (3). First, by letting
dy =uz+o0, and a=./pus,
we can equivalently transform problem (3)) to the following one:
i F 6
S, P, ©
uf+ui<(e1/vp)?

where the objective function is given by

; : T
PYERY) — X —(p—1)1
2(ug +U)2(Hx Zill2 + v/pu1)” = (p — 1) log o+\/ =

F(u) = —log(ug + o) —

The upshot of problem (6) is that the feasible region is the intersection of the non-negative orthant with a circular disk
of radius ¢, /,/p centered at the origin. As we will see below, this enables easy computation of the projection and linear
optimization oracle. Indeed, denoting by U = {u € R? : uj,up > 0,uf + u3 < (e1/,/p)?} the feasible region of
problem (6), the projection Proj,,(u) can be computed in closed-form via

if ug,uz > 0,uf +u3 < (e1/y/p)?,

(51/f) ifug,us > 0,u? +u§ > (51/\/5)27

[lull2

0, =L )T, ifu; < 0,up >

0.5 &

Proj,(u) = { (0,u2)", ifu; <0,0<wuy < \5},
(%aO)Ta if ug > f,u2<0
(u1,0)7, if0<u < f’“2<0
(0,07, if uy, us < 0.



A projected gradient descent algorithm can now be employed to solve problem (6)).

D RECOVERY OF THE ADVERSARIAL DISTRIBUTION

It is often instructive to recover and analyze the optimal distribution that maximizes the posterior probability odds ratio, or
more directly, the likelihood ratio in (2). Equivalent, it suffices to characterize the distribution Qj that maximizes (3), and
the distribution QF that minimizes (d).

Lemma D.1 (Likelihood maximizer). For eachi € Iy, let (a], d;i) be the optimal solution of the following two-dimensional
optimization problem

: (I — iz — a)?
logd, + ———m——i—— —1)logo.
a€Ry, g:,lél[a,+oc) 08 dp + 2d3 +(p—1logo
a2+(dp—a)2§e§

Then, the maximizero Qf of problem (3) is a Gaussian mixture with Ny components, and for i € I, the i-th components

has mean . .
ji = (1 - ) i,
|z — Zill2 lz —Zill2

S =V diag(o,...,0,d5)2 (V)T

where V.* is any orthogonal matrix with the p-th column given by H;—iﬁ

and covariance matrix

Proof of Lemma The result follows directly by inspecting the proofs of Proposition Lemma|[B.T]and Lemma[B.2
O

Lemma D.2 (Likelihood minimizer). Foreachi € 1y, let (a},d5;) be the optimal solution of the following two-dimensional
optimization problem

; (lz — Z4l|2 + a)? g2 —a? — (dy — 0)?
—logd; —-— "7~ —(p—1)lo +
aG]RJr,I;ilGn[U,Jroo) &1 Qd% (p ) g0 o1
a2+p(d170')2§5§

Then, the minimizer QF of problem (@) is a Gaussian mixture with N1 components, and for i € 14, the i-th components has

mean N N
) S——— (1 + al) 7,
|z — Zill2 lz — Zill2

and covariance matrix

F = V;* diag d{i,aJr\/5%_6”*2_(dﬁ_g)z,...,wr\/gf_a’g_(dﬁ_o—)2 T,

p—1

where V.* is any orthogonal matrix with the 1st column given by ﬁ

Proof of Lemma[D.2] The result follows directly by inspecting the proofs of Proposition[5.5] Lemma [B.T]and Lemma [B.2]
O
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Figure 1: Visualization of the worst-case distributions on a toy dataset, color codes are similar to Figure 1} The dashed,
opaque dots and circles represent the isotropic Gaussian around each data sample. The solid dots and circles represent the
worst-case distributions corresponding to the boundary point z°. For blue (unfavorably predicted) samples, the worst-case
distribution is formed by perturbing the distribution towards z:* — which leads to maximizing the posterior probability of
unfavorable prediction. For green (favorably predicted) samples, the worst-case distribution is formed by perturbing the
distribution away from x® — which leads to minimizing the posterior probability of favorable prediction. These worst-case
distributions will maximize the posterior probability odds ratio.
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