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Our research work is on the construction of new differentially d-uniform families of vectorial
Boolean functions. Almost all of our families have explicit and compact univariate in a
polynomial representations with very few terms whose coefficients are either in Fy or are
in a quadratic or cubic extension of it. Therefore they can be efficiently implemented in
cryptographic applications. In addition, we have sub-families with high nonlinearity better
than most of the differentially d-uniform families recently discovered. That implies that
they offer very good resistance to differential cryptanalysis. Given a differentially J- uniform
vectorial Boolean function F, we give a generalization of a well known theorem of Edel and
Pott (based on the APN-switching method of Dillon) for APN functions to differential 4-
uniform version. We introduce a new switching method for d-uniform functions, so that from
a vectorial Boolean function F, and another univariate Boolean function f and a vector u,

we obtain all the switching neighbors of the form F +u - f (generalizing quadratic switching
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APN functions of Budaghyan, Carlet and Leander). Our method gives us necessary and
sufficient conditions so that these vectorial Boolean functions are differentially d-uniform.
As applications we obtain explicit families of the form stated.

We also discover a new theorem for a dependent variable version of Edel and Dillon
on APN function, which provides a different criterion. We algorithmically apply these new
theorems to discover new d-uniform and new APN functions. Also, another new theorem,
with (7, j)-parameter families of functions, generalizes theorems of Budaghyan and Carlet,
when we select 7 = 7. This way, we also obtain new cubic APN functions. Different parameters
generalize other known results and others yield new families with strong nonlinearity and
algebraic degrees. Our functions offer strong resistance to both first and second order Fourier

transform analysis (better than well known families, e.g. the Gold families).

The remarkable result that the function 2 + ¢r(z”) is an APN function discovered by
Budaghyan, Carlet, and Leander has not yet been generalized since 2008. Bracken, Byrne,
Markin, and McGuire computed the Walsh spectrum of such a quadratic function. We give

a generalization of that result.

We obtain new families of functions generalizing a result of Budaghyan, by replacing a
variable v by a polynomial u(v). We give a variation of the idea of switching neighbor of
Pott, and Pott-Budaghyan which yields further generalizations, leading to another new o-
uniform family of functions. We also give a second generalization of these results. Also, we
formulate a narrow-sense switching technique along an axis. This technique helps us discover

two elegant differentially d-uniform families for each even 6.

We include tables of the values of Walsh Spectrum and other cryptographic properties of
the Gold family over finite fields up to degree 15. These include values that have not been
computed by others. We thus show that there are cases where Gold families are weak with

respect to some cryptographic protocols such as nonlinearity and algebraic multiplicity.
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Several authors have shown results on quadratic functions of the type tr(z2" 1) +tr(z2+1)
(Fitgerald, Lahtonen, McGuire and Ward). We open different directions, and give a lower
bound for the nonlinearity of the family of functions f () = 22 (22" +a4+1)tr (z? 1) tr (22 +1).
We develop novel techniques to obtain such new families of functions. We apply our meth-
ods to study the Walsh spectrum and the nonlinearity profile of our families that are also

applicable to families of functions that contain Boolean terms of the form tr(bx2k“).

We give new differentially 4-uniform permutations in even degree field extension. Thus,
we make a significant contribution to an open problem of Bracken and Leander (only a few

results in this direction are known).
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CHAPTER 1

INTRODUCTION

Symmetric-key block ciphers are encryption systems in which both parties share the same
key or related keys. Some examples of symmetric-key block ciphers are Twofish, Serpent,
DES, 3DES, AES, DES-like, etc. Data Encryption Standard (DES) algorithm is a symmetric-
key cipher selected in 1977 by the National Bureau of Standards as an official Federal In-
formation Processing Standard for the USA and used worldwide until 2001 when it was
substituted by AES. For more information about DES and its properties (see Nyberg [30],
Matsui [29]).

Since that time, DES was considered insecure by several applications because of its small
key size, and, many attempts to increase the security have failed. DES has been extensively
analyzed to capture its weakness. Special attention has been focused on the nonlinear prop-
erties of the round function, the S-Boxes. As observed by Nyberg, security of the cipher can
be increased by replacing this round function by a function f with high nonlinear properties.
Function that provides resistance against differential cryptanalysis are called almost per-
fect nonlinear (APN) functions, or in more general terms, differentially J-uniform functions.
When § = 2, f is an APN function. See the precise definition of these functions in Section

1.1.

Since the emergence of the first examples of monomial APN functions (including the well
known Gold and Kasami-Welch functions), there exist now some infinite families of non-

monomial APN functions and in general differentially d-uniform functions.

The next two table list some known APN monomials and polynomials functions discovered

until now by many mathematicians (see Budaghyan et al. [5]).



(© 2020 Roberto Reyes Carranza

14/131

f(z) =29 Exponent d Constraints
Gold 2"+ 1 (r,n) =1
Kasami-Welch 27r —2r 1 (r,n) =1
Welch 2N 43 n=2r-+1
Niho 222 1 n=2r+1, r even
2 4 20r+1)/2 _ n=2r+1,rodd
Inverse 2%r — 1 n=2r+1
Dobbertin 21 93 1 9% L or ] n = br
TABLE 1. Monomial APN functions
f(x) Constraints
2L g2 12

n=3t(t,3)=(s,3t)=1,t >3
1t =st mod 3,r =3 — 1, ais primitive in Fon

S T_ 7t rtFs
1,2 +1—|—G2 1$2 +2

n=4t, (t,2) = (s,2t) = 1,t > 3
1 =st mod 4,r =4 — i, ais primitive in Fon

Zj:l Gjr

S m ms m m
(ILE2 +1 + CL2 1‘2 +2 + be +1+

n=2m, m odd ¢; € Fom, (s,m) =1, s odd
a, b are primitive in Fon

n—t T+s T s+1 n—t
ax? 2T @ 2T b

n =3t (s,3t) =1,(3,t) = 1,3|(t + s)
a es primitive en Fon, b € Fo

T n—t T+s s+1I n—t
a? 2T a4 b?

n =3t (s,3t) =1,(3,t) = 1,3|(t + s)
a es primitive en Fon, b € For

T n—t t+s
CL2 IL’2 +2 +

t t+s s
CCLQ +1 1.2 +2

s+1 n—t

n=3t,(s,3t) =1,(3,t) = 1,3|(t + s)
a es primitive en Fon, b, c € Fot, bc # 1

2242 4 ppatl e 425)

n = 2m, m odd, ¢ a power of (¢ — s)
but no a power of (¢ — 1)(2° +1),cb? + b # 0

23 + tri(2”)

x2’“+1 + tr%(x)ﬁﬂ

n=2m=4t,(n,k) =1

TABLE 2. Nonmonomial APN functions

Some examples of differentially 4-uniform functions are shown in the table [8].

In this thesis we highly contribute to the study of differentially d-uniform functions by

providing generalizations of previous methods, new methods, and new families of APN,

differentially 4-uniform, differentially 8-uniform functions that extend tables 2 and 3.

We also discover a new theorem for a dependent variable version of Edel and Dillon

on APN function, which provides a different criterion. We algorithmically apply these new
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f(z) Constraints

2?1 | n =2k, kodd, (n,i) =2
2224 [y = 9k, k odd, (n,i) = 2
r! n even
g2 2L n = 4k, k odd

TABLE 3. Known highly nonlinear differentially 4 uniform permutations

theorems to discover new d-uniform and new APN functions. Also, another new theorem,
with (7, j)-parameter families of functions, generalizes theorems of Budaghyan and Carlet,
when we select 7 = 7. This way, we also obtain new cubic APN functions. Different parameters
generalize other known results and others yield new families with strong nonlinearity and
algebraic degrees. Our functions offer strong resistance to both first and second order Fourier

transform analysis (better than well known families, e.g. the Gold families).

The remarkable result that the function 2 + ¢r(z”) is an APN function discovered by
Budaghyan, Carlet, and Leander has not yet been generalized since 2008. Bracken, Byrne,
Markin, and McGuire computed the Walsh spectrum of such a quadratic function. We give

a generalization of that result.

We obtain new families of functions generalizing a result of Budaghyan, by replacing a
variable v by a polynomial u(v). We give a variation of the idea of switching neighbor of
Pott, and Pott-Budaghyan which yields further generalizations, leading to another new o-
uniform family of functions. We also give a second generalization of these results. Also, we
formulate a narrow-sense switching technique along an axis. This technique helps us discover

two elegant differentially d-uniform families for each even 4.

We include tables of the values of Walsh Spectrum and other cryptographic properties of
the Gold family over finite fields up to degree 15. These include values that have not been
computed by others. We thus show that there are cases where Gold families are weak with

respect to some cryptographic protocols such as nonlinearity and algebraic multiplicity.
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Several authors have shown results on quadratic functions of the type tr(z2" 1) +tr(z2+1)
(Fitgerald, Lahtonen, McGuire and Ward). We open different directions, and give a lower
bound for the nonlinearity of the family of functions f () = 22 (22" +a4+1)tr (z? 1) tr (22 +1).
We develop novel techniques to obtain such new families of functions. We apply our meth-
ods to study the Walsh spectrum and the nonlinearity profile of our families that are also

applicable to families of functions that contain Boolean terms of the form tr(kaH).

We give new differentially 4-uniform permutations in even degree field extension. Thus,
we make a significant contribution to an open problem of Bracken and Leander (only a few

results in this direction are known).

An Overview of the Thesis: Our research work is on the construction of new differ-
entially J-uniform families of vectorial Boolean functions. Almost all of our families have
explicit and compact univariate in a polynomial representations with very few terms whose
coefficients are either in Fy or are in a quadratic or cubic extension. Therefore they can be
efficiently implemented in cryptographic applications. In addition, we have sub-families with
high nonlinearity better than most of the differentially J-uniform families recently discovered.
Therefore they offer very good resistance to differential cryptanalysis [30]. Given a differ-
entially J- uniform vectorial Boolean function F, we give a generalization of a well known
theorem of Edel and Pott |21] (based on the APN-switching method of Dillon) for APN func-
tions to differential d-uniform version. We introduce a new switching method for J-uniform
functions, so that from a vectorial Boolean function F, and another univariate Boolean func-
tion f and a vector u, we obtain all the switching neighbors of the form F +u-f in Theorem
2.1.1 (generalizing quadratic switching APN functions of Budaghyan, Carlet and Leander
|7]. Our method gives us necessary and sufficient conditions so that these vectorial Boolean
functions are differentially d-uniform. As applications we obtain explicit families of the form

stated.
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We also discover a new theorem for a dependent variable version of Edel and Dillon on APN
function, which provides a different criterion. We algorithmically apply these new theorems
to discover new d-uniform and new APN functions. Also, another new theorem, with (7, j)-
parameter families of functions, that generalizes theorems of Budaghyan and Carlet (Carlet
in [7], [4]), when we select j = i or ¢ # j (our Theorem 2.2.3). This way, we also obtain
new cubic APN functions. Different parameters generalize other known results and others
yield new families with strong nonlinearity and algebraic degrees. Our functions offer strong
resistance to both first and second order Fourier transform analysis (better than well known

families, e.g. the Gold families).

The remarkable result that the function z® + tr(z°) is an APN function discovered by
Budaghyan, Carlet and Leander [6] (see also [21]), has not yet been generalized since 2008.
Bracken, Byrne, Markin, and McGuire [1] computed the Walsh spectrum of such a quadratic

function. We give a generalization of that result.

We obtain new families of functions generalizing a result of Budaghyan, by replacing a
variable v by a polynomial u(v). We give a variation of the idea of switching neighbor of Pott,
and Pott-Budaghyan which yields further generalizations, leading to another new J-uniform
family of functions (Corollary 2.2.17). In definition 2.2.1 we give a slight variation of the
idea of switching neighbor, which allow us to make a second generalization of that, given
in Theorem 2.2.16. Also, using that definition 2.2.1 we discover two beautiful differentially

0-uniform families as stated in Theorem 2.2.24.

We include tables of the Walsh spectrum and other cryptographic properties of the Gold
family over finite fields up to degree 15. These computations demonstrate that some of the
not yet studied Gold functions, especially with A = 8 and 16 are unusually interesting. We
observe that some have of them have remarkable Walsh spectrum of the forms {273,220},
{2n* 2% 0}, {2"2°,0} and {2"2", 0}. We and (we invite others) to investigate such functions

with non-traditional Walsh spectrum.
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Roy |34| uses some results of Fitzgerald 22| on quadratic functions with two trace terms,
trm, (2(® + 22")) where K is an finite extension of Fy, to generalize some results of Lah-
tonen, McGuire and Ward [26] on Gold and KasamiWelch functions. Then Roy obtains

the Walsh spectrum of these functions under certain conditions introduced by Lahtonen et

al. [26].

We study the product case to obtain other families of d-uniform families. Some of our
compact families involve terms of the form tr(z2" t1)tr (22 *1). The techniques developed by
Roy and others are not helpful in our analysis. Among new technique we develop in our
thesis is a lower bound for the nonlinearity of the family of functions f(z) = 22"t + (22° +
x4 1)tr(z2 1) tr(z? +1) given in the Theorems 2.2.16, 4.1.1 and 4,1,4. The method discussed
here can also be applied to study the Walsh spectrum and the nonlinearity profile of other

families of functions that contain boolean terms of the form #r(bz2*+!) (Theorem 2.2.16).

The AES (advanced encryption standard) uses the inverse function, which is known to be
a differential 4- uniform function. Finding differential 4- uniform permutation functions with
high nonlinearity on even degree fields are a big challenge. In view of these reasons, in |2],

Bracken and Leander listed an open problem (it is still open, with few known results):

Open Problem Find more highly nonlinear permutations of even degree fields with differ-

ential uniformity of 4.

We give several families of 4-uniform functions for the case when n is even. Thus con-
tributing to a resolution of this open problem. Our 4-functions are of very compact form,
unlike those that have been discovered in literature for the even case. Our functions have
high nonlinearity. One can find a survey of prior results in Qu, Tan, Tan, and Li [33] of dif-
ferentially 4-uniform permutations families. Such families of functions are only a few, even
without the requirement of high nonlinearity (see also Carlet [10] and Zha [40]). To learn

about a class of sporadic binomials permutations with low differential uniformity (6 = 4,
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6) see [13]. Yu and Wang built differential 6 and 4- uniform permutations from the inverse
function [39].

It is known that if fis a permutation on Fan, then deg(f) < m — 1. If it attains the
equality, Zhengbang Zha [40] calls it with optimal algebraic degree. In Section 5.1 we give
new differentially 4- uniform permutations with optimal algebraic degree (these are given in
Theorem 5.1.1). Most of our theorems also cover the case when n is odd. We also obtain not
only APN and but also 4 up to 8-uniform functions that have strong nonlinearity and other

desirability cryptanalytic profiles suitable for applications (in Chapter 5).

Preliminaries:

Let F be any field, Flz| the polynomial ring with coefficients in F, p(z) an irreducible
polynomial in F[z], and (p(x)) the ideal of F[x] generated by p(x). Then the quotient ring
Flz]/(p(x)) is a field. In particular, if F = [, (for p a prime number), p(x) irreducible of
degree n in F,[z], then F[z]/(p(x)) is a finite field of order p", the field of polynomials
of degree less than n in F,la]. Finite fields were discovered by the French mathematician
Evariste Galois and then they are usually referred as Galois fields. A finite field of ¢ elements
is usually denoted as IF, or GF(¢) in honor to its discoverer. The number of elements in a
finite field must be of the form p", where p is a prime integer and n is a positive integer.

Finite fields are unique up to isomorphisms.

The order of an element « in F, is the smallest positive integer [ such that o' = 1. F,
always contains at least one element of order ¢ —1, called a primitive element. For a primitive

~2_ are all distinct, so

element «, the (¢ — 1) consecutive powers of o, a® = 1, a,a?, ..., a4
they are the (¢ — 1) nonzero elements of IF,. This exponential representation of the nonzero
elements of IF, provides a practical computation of the multiplication of two elements in [F,
by adding their exponents. For the case of the addition of two elements in I, exponential

representations must be reduced. A primitive element is a root of a primitive polynomial,

the irreducible polynomial p(z) in F,[z] that is its minimal polynomial. The exponential
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representations for the nonzero elements of I, are reduced modulo the primitive polynomial
to obtain polynomial representations of degree less than n, which are added using the usual

polynomial addition. As an example, let us consider the finite field of 8 elements Fg.

Example Let p(z) = 2% + x + 1 be the primitive polynomial. Let a be a root of p(z). This

implies that o® + a + 1 = 0, or equivalently, a® = o + 1.

Exponential Representation Polynomial Representation
1 = 1
o
a+1
a?+a
= ad+a’l=a’+a+1
ad+al+a=a’+1
0

S 2 0 Q0 0 D
ool e w =
I

o
\

Addition is performed using the polynomial representation. To compute a* + a8 in GF(8),
one begins by substituting the polynomial representations for the exponential representations

a* and of. The polynomial sum of o* + % may be reexpressed as a power of a.

at+af =@ +a)+(@®+1)=a+1=a
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1.1 Differential 6 Uniformity

Definition 1.1.1. f : Fyn — Fyn is almost perfect nonlinear (APN) if V a # 0, b € Fyn, the

equation
fl@+a) = f(x) =0,
has at most 2 solutions. Equivalently, for p = 2:

{f(z+a)— f(z): 2 €Fan}| >2"1 VaecFs.

The best known APN families of functions are the monomials:
Gold: z**', where (i,n) = 1, and

Kasami-Welch: =21 where (i,n) = 1, and n is odd.

Definition 1.1.2. f : Fon — Fon is differentially 6 — uniform if V. a # 0, b € Fan, we have

that:
{z € Fon - fx+a) - fz) = b} <,
Definition 1.1.3. F': F} — [} is linear if F' is a linearized polynomial over Fyn, that is,
F(r) =05y

where ¢; € Fon. Given any ¢ € Fon, F'+c is called affine. We often embed the linear functions

into the class of affine ones. If you need to refer to the case ¢ # 0, you will say strictly affine.
Definition 1.1.4. A polynomial f € Fou[x] is quadratic if Vk € F}., the function

Qx) = f(x + k) + f(x) + f (k)

is a linearized polynomial in x, or equivalently, if it is Fo- linear.
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Definition 1.1.5. Let G, Ay, Ay : Fon — Faon, and A, Ay are affine permutations, then:
G and A;0G0A; are called affine equivalent (AE).
G and A10G0Ay + A are called extended affine equivalent (EAE), for any affine A.
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1.2 Nonlinearity Approach via Reed-Muller Codes

Let v = (v, v, -+ ,vy) denote a vector which ranges over Fy', and f a vector of length 2™

obtained from a Boolean function f(vy,va, -+ ,v,,) over FO'.

Definition 1.2.1. (Reed-Muller Codes) ( [28], [14])

The 7" order binary Reed-Muller code R(r,m) of length n = 2™, for 0 < r < m, is the
set of all vectors f, where f(v1,va, -+ ,v,) is the corresponding Boolean function which is a
polynomial of degree at most r. The degree of a Boolean function f is called its algebraic

degree.

The first-order Reed-Muller code R(1,m) consists of all vectors ugl + > ., u;v;, u; € {0, 1},

corresponding to linear Boolean functions.

For any vector u = (uy,ug, -+ ,Uy) in F5*, f(u) will denote the value of f at u, or equally

the component of fin the place corresponding to u.

It will be convenient to have a name for the real vector obtained from a binary vector f
by replacing 1’s by —1’s and 0's by +1’s-call it F. Thus the component of F' in the place

corresponding to u is

Plu) = (-1,

Hadamard transforms and Cosets of R(1,m)

The Hadamard transform of a real vector F'is given by
F(u) =3 ey (=1)""F(v), u € Fy,

= Y erp (F) O, (1)

F'is a real vector of length 2™. Alternatively,
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F=FH

b

where H is the 2™ x 2™ symmetric Hadamard matrix given by

H = (HU,U>7 Hu,v = (_1)1“1, u,v € ]an

Consequently,

or

A

F(0) = g e (1) F ().

Observe from (1) that F'(u) is equal to the number of 0’s minus the number of 1’s in the

binary vector

I+ ZZ& U;V;
Thus
F(u) = 2™ — 2dist{f, 27", u;},
or
dist{f, S0 uw;}=1{2™ — F(u)}.
Also

dist{f, 1+ 30 wivi}= ${2" + F(w)}, u € Fy.

Now the weight distribution of that coset (of a code €) which contains f gives the distances

of fto the linear codewords of €. Therefore we have proved:

Theorem 1.2.1 ( [28]). The weight distribution of the coset of R(1,m) which contains f is

Hom+ F(u)}  for u e Fy.
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The weight distribution of the coset containing f is thus determined by the Hadamard

transform of F.

Definition 1.2.2. (Nonlinearity) The nonlinearity of a Boolean function f, is defined to
be NL(f) =d(f, RM(1,m)) (i.e. the distance of f from RM (1, m)). Therefore it is also the

weight of the coset f+ RM(1,m). And it also equal to the value attained in Theorem 1.2.1.

Corollary 1.2.2. The covering radius of the Reed-Muller code R(1,m), p(RM(1,m)) =

maxyNL(f), where f varies over all Boolean function of order < m.
Proposition 1.2.3. (Covering Radius Bound) p(R(r,n)) < 2"~ — 200/2)—,
Bent Functions

Definition 1.2.3. [28§|

A Boolean function f(vy, vy, -+ ,v,,) is called bent if the Hadamard transform coefficients

F(u) given by Equation (1) are all 2%, when m is even.

Theorem 1.2.4. A bent function f(vq, v, - ,vy,) is further away from any linear function
CL01 + Z;ﬂil a;v;

then any other Boolean function. More precisely, f(v1,va, -+ ,v,,) is bent iff the correspond-
ing vector fhas distance 2™~ 4 2% ! from every codeword of R(1,m). If fis not bent, fhas

distance less than 2”~! — 2% ~! from some codeword of R(1,m).
Theorem 1.2.5. If f(v1,vs,+ ,vp) is bent and m > 2, then deg f < im.

A continuation some families of bent functions.
Theorem 1.2.6.
h<u17"' y Um, U1, " )Un> - f(uh”' aum) + 9<U17"' 7Un>

is a bent function (of m + n arguments) iff fand g are bent functions.
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Corollary 1.2.7.

VU2 + U3Us + =+ * + U1y

is a bent function, for any even m > 2.
Theorem 1.2.8. For any function g(vy,--- ,v,,), the function

f(u17"' y Um, U1y - 7Um>zzzi1uivi+ g(vla"' 7Um)

is bent.

Vectorial Boolean Functions

Definition 1.2.4. Let n and m be two positive integers. The functions from F} to FJ' are
called (n, m)-functions, vectorial Boolean functions or S-Boxes. The term S-Box is the most
often used in cryptography, but is dedicated to the vectorial functions whose role is to provide

confusion into the system.

Definition 1.2.5. We shall call Walsh transform Wg of an (n, m)- function F as the function

which maps any ordered pair (u,v) € Fy x FJ* to erm(—l)”'p(z)@“‘”.

From now on in the rest of this chapter and the thesis, wherever suitable, as vector spaces,
we will identify the extension field Fon with its isomorphic vector space Fy over Fyo. When
n = m, then the Walsh transform of any (n, n)-vectorial Boolean function can be represented

in the special form as

Wi, ) = T gy, (-1)70F00),

where tr(z) = Z?:_Ol 2% is the trace function from Fan into Iy, and where F' is now represented
uniquely as function over the field Fon (see [11] ). The set Wp = {Wg(u,v) : u,v € Fan, v # 0}
is called the Walsh Spectrum of the function F (to read about Classical Walsh Spectrum
see [21]). The set {|Wg(u,v)| : u,v € Fan,v # 0} is called the extended Walsh spectrum of F,
and Walsh support of F the set of those (u,v) such that Wg(u,v) # 0.
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A generalization to (n, m)- functions of the notion of the nonlinearity of Boolean functions

have been studied by Nyberg [31], Chabaud and Vaudenay [12]:

Definition 1.2.6. Given a (n,m)-vectorial Boolean function F', for any non-zero v € F3',
the component function along v is defined to be the from F7} to [F5, as the function that maps
x to v.F(zx). The nonlinearity of this component function is the nonlinearity of this Boolean

function.

Definition 1.2.7. [11] The nonlinearity NL(F') of an (n,m)- function F is the minimum

nonlinearity of all the component functions = € F§ — v.F(x), v € FY', v # 0.

In other words, NL(F') equals the minimum Hamming distance between all the component
functions of F and all affine functions on n variables. This quantifies the level of resistance

of the S-box to the linear attack.

The nonlinearity and the maximal magnitude of its Walsh transform have the following

relation:

NL(F)=2""1— %mal‘ue]y‘g’ veFy

We(u, ).

The covering radius of the first-order Reed-Muller code of length 2" is upper bounded by

Therefore, from the upper bound on the p(RM(1,n)) (from Proposition 1.2.3 , we have the
upper bound, for any (n, m)-vectorial Boolean function F":

n

NL(F)<2m=1—25-1 ()

Therefore, n = m, the upper bound is obtained only when n is even (see [11]). That is, for
n even, the Boolean function gives the coset of highest weight; that is the weight of this coset
is equal to the covering radius. In the odd n case, there are some conjectures. For further

reference on the covering radius go to by Cohen, Karpovsky, and Schatz in [15], [14].
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Definition 1.2.8. A (n,m)- function is called bent if it achieves the covering radius bound

(2) with equality.

The notion of bent vectorial function is invariant under composition on the left and on
the right by affine automorphisms and by the addition of affine functions. Clearly, an (n, m)-
function is bent if and only if all the component functions v.F', v # 0 of F are bent (i.e.
each achieves the same bound). Hence, the algebraic degree of any bent (n,m)- function is

at most n/2.

Definition 1.2.9. The (n,n)- functions F which achieve the bound of Theorem 1 with
equality - that is, NL(F) = 2! — 2”2 (n odd)- are called almost bent (AB) or mazimum

nonlinear.

Since bent n-variable Boolean functions exist only if n is even, bent (n, m)- functions exist
only under this same hypothesis. According to the following Nyberg’s result, (n,n)- bent

functions do not exist:
Proposition 1.2.9. Bent (n, m)- functions exist only if n is even and m < n/2.

The almost bent (AB) functions are those (n,n)- functions whose Walsh Spectrum Wg
equals {0, i—2nT+l} as it is proven in [13] (indeed, the maximum of a sequence of nonnegative
integers equals the ratio of the sum of their squares over the sum of their values if and only
if these integers take at most one nonzero value). Note that this condition does not depend

on the choice of the inner product.

For n even, the maximum nonlinearity of function F'is not yet known, which is conjectured

to be 2771 — 23,
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Function d Conditions Nonlinearity Reference
Gold 2 4+ 1  ged(i,n)=1 21 —2" nodd  [30], [21]
2"=1 _ 23 n even
Kassami 2% — 21 41 ged(i,n) =1 271 —2"7 nodd [25], [26], [21]
2"=1 _ 23 n even
Welch 2 +3 n=2t+1 o=l _ 9"

TABLE 4. Nonlinearities of known APN monomials, 2%, over F%

There exists a bound on the algebraic degree of AB functions, similar to the bound for bent

functions:

Proposition 1.2.10. [11] Let F'be any (n,n)- function (n > 3). If F'is AB, then the algebraic

degree of F'is less than or equal to (n+ 1)/2.

Proposition 1.2.11. [11] Every AB function is APN.

1.3 Dillon Switching Construction

We introduce group ring (a free module) notation useful to describe the technique of
switching an APN function [21], [20], [19], i.e., obtain functions with low differential unifor-
mity by changing a component function of a known such function, that was first observed by
John Dillon. Let F be an arbitrary field (the elements of this ring are the scalars) and (G, +)
an abelian group (its elements are the basis). Let the set F[G], which consists of all elements
of the form deG ayg, where a, € F and each g of G is considered, together with the addition
in a component-wise fashion, multiplication and the scalar multiplication, which are defined

respectively as
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deG agg + deG beg = deG(ag +by)9,
deG (g9 - deG beg = dec(zhec anby—1)g, and

Q. deG a'gg = deG(aag)g,
(FIG],+, .,.) becomes an algebra, the so called group algebra.
Given a (n,n) function, F' : Fy — FZ consider the group algebra F[Fy x F3], where the
formal sums 3~ o ¢(v) (v, F(v)), ¢(v) € F, denote it’s elements. We focus on the case c(v) €

Fy C F. We associate a group algebra element corresponding to the graph of the function

F,Gp = ZUEFQ" 1(v, F(v)), which consists of all pairs (v, F'(v)), v € F3.

Let U a subgroup of GG, consider the following canonical group homomorphism:

vy G — %
g g+U.

¢y can be extended by linearity to a homomorphism from F[G] to F[%] :

eu : FIG] - Flg]
D= dec Qg9 pu(D) = deG ag(g+U)

pu(D) = > cqay(g +U) = Zg+Ue%(Zheg+U ap)(g + U), the last sum is in terms of the

cosets g+U, where we take the sum of all coefficients ay,, such that h+U = g+U. If D has only

coefficients (a,4) 1 or 0, so that D =) 1g corresponds toaset D = {g:a, =1} C G,

g€G, ag=1

then the coefficient of g + U in ¢y(D) is the following sum in F:

Y ae{01h)= Y 1=|Dn(g+U)|.

heg+U heg+U, ap=1
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In particular, if each coset of U meets D in at most one element, i.e. |(g +U)N D‘ € {0, 1},
Vg € G, then:

pu(D)= > |[(g+U)ND|(g+U)= > g+U

G
gtUeg g+Ues, }(g+U)mD|=1

and it has only coefficients 0 and 1. This is the case if U is a subgroup of (<) {0} x F5.

Definition 1.3.1. [21] Let U be a subgroup of Fj x F7. We say that the functions F' and
H : Fy — F% are switching neighbours with respect to U if oy (Gr) = ¢u(Gg). We say

that F' and H are switching neighbours in the narrow sense if U < {0} x F} and dim(U) = 1.

If F" and H are switching neighbors with respect to U, we may obtain H from F' by first
projecting G onto ¢y (Gr), and then lifting this element to G, which give us the images
of H.

U < {0} x F% has the advantage that the coefficients of ¢y (Gr) are 0 and 1 only, since
the cosets of {0} x F (and therefore also the cosets of U) meet G no more than once, at

(0, F(0)). Gr can be seen as our D above. In this case, py(Gr) corresponds to a mapping
Fy:Fy — ]f]—% with Fy(v) := F(v) + U’ and U' = {u : (0,u) € U}, where U’ is basically the

same as U.

Now we study the equation ¢y (Gr) = py(Gy) in more detail. First consider ¢y (Gr):

pu(Gr) =Y (@, F(x) +U) = > (Y W@ F@)+U)

n T n
o€l (z,F(x))+U € 2 ;FQ h€ (@ F(z)+U

as a formal sum in F[722%2"]. Then ¢y (Gr) = ¢u(Gr) as group ring elements if and only

if ou(Gr) = eu(Gr) = X pemy 0((z, F(2)) + U) = > cpp 0{(2, F(2) +u) : w € U'}. Then
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{(x,F(z)+u):ue U} ={(z,Hx)+u) :uelU}, Ve e Fy ie. {F(x)+u:uelU}=
{H(z)+u:uelU}, Ve elFy & H(z) € F(x) + U, Vo € F}.

Proposition 1.3.1. Let F', H : Fy — F} and let U < {0} x F}. Then

FU:HU IH(O,F(U)—H('U))GU,\V/UGFS

It U ={(0,0),(0,u)}, then Fyy = Hy iff there is a Boolean function f : F} — Fy such that
H) =F(v)+ f(v).u.

Proof: The first part of the proposition is given by definition, for the second part the function
f is defined via

The functions F(x) = z*® and H(x) = 23 + tr(z°) are switching neighbours in the narrow
sense: Take the 1-dimensional subspace U generated by (0,1) € F3 x Fy. Then oy (Gr) =

ou(Gy). We note that this does not prove that x3 + tr(z°) is an APN function.

The aforementioned proposition shows that one may obtain all switching neighbors of F'in
the narrow sense (with respect to a one-dimensional subspace) by adding a Boolean function
f times a vector u # 0. Let F' be an APN function, the following theorem of Edel and
Pott [21] gives a necessary and sufficient condition for f to produce another (not necessarily

equivalent) APN function by the application of the switching method:
Theorem 1.3.2. 21| Assume that F' : Fy — F3 is an APN function. Let u € F%, u # 0,
f :F3 — Fy be a Boolean function, and H(v) := F(v) + f(v).u. Then:

H is an APN function <=

For all z, y, a € F, [F(z)+ F(x+a)+ F(y) + Fly+a) =u (2)
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implies f(z) + f(z +a) + f(y) + f(y +a) =0

Proof:
We will prove the contrapositive of both statements, dividing each into separate cases:

Case 1: H is not APN = |3 z,y,a € F} such that [F(z)+ F(x+a)+ F(y)+ Fly+a) =u
and f(z) + f(z +a) + f(y) + [y +a) = L(# 0) ]]
Proof:

H is not APN, then 3 a # 0, b € F% such that the equation H(x + a) + H(z) = b has

exactly 4 solutions z,  + a, y, y + a. That is two values that satisfy equation (1):
Fz+a)+uf(zr+a)+ F(z)+uf(z)=>
Flx4+a)+ F(x) +u(f(x +a)+ f(x))=b (1)
and two values that satisfy equation (2):
Fly+a)+uf(y+a)+ Fy) +uf(y) =0
Fly+a)+ F(y) +u(f(y+a)+ fy) = b. (2)

Subcase 1.1: Suppose that f(x + a) + f(z) = 0. Given this case, Equation (1) is reducted

to:
Flx+a)+ F(x) =10 (3)
f(y +a) + f(y) can not be 0, because otherwise Equation (2) becomes:
F(y+a)+ F(y) =b. (4)

From (3) and (4) A,F(x) = b has 4 solutions z, x + a, y, y + a, which contradicts the fact
that F' is APN. Thus f(y+a)+ f(y) = 1.

In summary, if f(x+a)+ f(x) =0, then f(y+ a)+ f(y) = 1. On the other hand, using the
same procedure, f(z 4+ a)+ f(z) =1 then f(y+a)+ f(y) = 0.



(© 2020 Roberto Reyes Carranza
34/131

Without loss of generality, we consider the sub case f(z+a)+f(x) = 0and f(y+a)+f(y) = 1.

From Equation (1) we have:
F(z +a)+ F(z) +u(0) = b
F(z+a)+ F(z)=band f(z+a)+ f(z) = 0. (5)
From Equation (2) we have:
Fly+a)+ F(y)+ul)=0band f(y+a)+ f(y) =1 (6)
Adding equations (5) and (6), we have:
Flx+a)+ F(x)+ F(y+a)+ F(y) = v and
flx+a)+ f(z)+ fly+a)+ fly) =1

Subcase 1.2: If we assume f(z + a) + f(z) = 1 (this makes f(y +a) + f(y) = 0), then we

reach the same conclusion.

Case 2: [There exists 4 elements x, x + a, y, y + a in F}, where a # 0, such that [F(x) +
Flx+a)+ F(y)+ F(y+a) =uand f(z)+ f(x+a)+ f(y) + f(y +a) = 1]] = H is not
APN.

Proof:

Let F(z + a) + F(x) = b, for some b in F}. Substituting this into the equation F(x) +

F(x +a)+ F(y)+ F(y + a) = u, we have:
Fly+a)+ F(y) = b+ u.
Subcase 2.1: If f(z + a) + f(x) = 0 (recall this makes f(y + a) + f(y) = 1), then:
H(z)+ H(x +a)=F(z)+ Flx+a)+ (f(x+a)+ f(z))u = b and

H(y)+ Hy+a)=F(y)+ Fly+a)+ (fly+a)+ fy)u=b+u+ (1)u=0.
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Thus the equation A,H (z) = b has 4 solutions, z, z + a, y, y + a, and H as such cannot be
APN.

Subcase 2.2: If f(z + a) + f(x) = 1 (recall this makes f(y + a) + f(y) = 0), then:
H(z)+ H(x+a)=F(x)+ F(xr+a)+ (f(x +a) + f(x))u = b+ u and
H(y)+ H(y+a) =F(y) + Fly+a)+ (f(y +a) + f(y))u=">b+u.

Thus the equation A,H (x) = b+w has 4 solutions, x, x +a, y, y+a, and H cannot be APN.

Budaghyan and Carlet discovered the beautiful general example ( [6], [21], [20], [19]) that
the switching neighbour of #% in the narrow sense with respect to U = {(0,0), (0,1)}, given
by x® + tr(z?), is APN. They prove a theorem that is based on quadratic APN functions,
linear Boolean functions, and quadratic Boolean functions. As a consequence they prove that

23 + tr(z%). We directly prove it using Theorem 1.3.2 and using elementary means to shows

that z® + tr(z%) is APN.
Theorem 1.3.3. The function 2 + tr(z%) is APN over Fj.
Proof:

We will show the result using Theorem 1.3.2, where F/(x) = 2% is the APN function F on
2, the nonzero vector v = 1, and the Boolean function f(z) = tr(z°). Let any z,y,a € Fy
such that F'(z) + F(z+a) + F(y) + F(y + a) = u, that is z%a + a*x + y?a + a*y = 1. By the
hypothesis F(z) + F(z +a) + F(y) + F(y + a) = v and u # 0, then a can’t be zero. Then:

(z+y)'a=a*(z+y)+1

= (r+y) =alx+y) +

Q=

= (z+y) =’z +y)’+ 5
= (x+y)4:a2(a(:v+y)+§)+%

a

= (z+y)t=dz+y +tat+ts
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= (z4+yP=d(z+y)’+a®+%
= (z+yPf=d(z+y) +d+a*+ 4
So, multiplying by a (we get the conjugates a®, a®) and applying the trace:
tr((z +y)*a+ a®(z +y)) = tr(a® + a®) + tr(35) = tr(35)

The equation r?a+ a*r = 1 implies that a (or x) belong to a set of small cardinality. Since
F(z)+ F(z+a) =2*a+a*xr+ F(a) =1+a® F(x)+ F(x +a) = 1+ a?, could have 2 or no
solution (because F is APN). In the following, for the set of all a’s we will verify that tr(Z%)

is a constant. Dividing by a®, the equation (z + y)?a = a*(x + y) + 1 becomes:

then ¢r(25) = 0.
Then for those z,y,a such that F(z) + F(x + a) + F(y) + F(y + a) = u, we obtain:
f@)+ f@+a)+ fy) + [y +a) =tr((z +y)°a+ a(z +y)) = 0.

Remark Also by application of Theorem 1.3.2 we found that, for n even, the function

z3 + tr(z®) is APN over F3.
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CHAPTER 2

CONSTRUCTION OF NEW DIFFERENTIALLY /-UNIFORM FAMILIES

One of our main contributions in this chapter is Theorem 2.1.1. In this theorem, we give a
general framework for constructing new d- uniform functions from given ones. As applications
of our new Theorem 2.1.1, we derive other theorems. Theorem 1, given in [6] by Budaghyan
et al., establishes a general approach for constructing new quadratic APN functions from
known ones there are families of functions of this class that also are obtained from Theorem
2.1.1. The well known function of Budaghyan et al., B(z) = 23 +tr(z"), belongs to this class
of functions. We also show that our new Theorem 2.1.3 is a generalization of the previously

mentioned result. Theorem 2.1.1 implies Theorem 2.1.3.

We generalize a Theorem of Edel and Pott on obtaining new APN functions from existing
APN functions. Our generalization gives new /- uniform functions from existing J- uniform
functions. In particular our Theorem 2.1.1 implies Theorem 1.3.2 of Edel [21], |20], [19] (which

is one important result on APN functions and their resistance to differential cryptanalysis).

We also discover a new theorem (Theorem 2.1.2) that is an independent variable version
of the Edel- Dillon Theorem on APN function, but it provides different criteria. Next in this
research, we algorithmically apply these new theorems to discover new d-uniform and new

APN functions.

Moreover, we provide concrete examples of differentially d-uniform switching neighbors
where Theorems 2.1.1 and 2.1.3 apply but not the results of Theorem 1.3.2 [21] of Edel and

Pott nor the results of Theorem 1 of Budaghyan et al. [6].
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2.1 Differentially 6-Uniform Switching Neighbours in the Narrow Sense

Given a differentially J-uniform function F', our following theorem generalize Theorem
1.3.2 of Edel and Pott [21] which is given only for APN functions, to the differential uniform
case, giving a necessary, and sufficient condition for f to get all the differentially 6- uniform

switching neighbors of F', in the narrow sense, with respect to a one-dimensional subspace:
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Theorem 2.1.1. [Differentially uniform version|

Assume that F': F} — F7 is a differentially d-uniform function. Let v € F3, u # 0, f : F} —
[Fy be a Boolean function, A = {z € F}; f(z+a)+ f(z) =0}, B={z € Fy; f(z+a)+ f(z) =
1}, and H(v) := F(v) + f(v).u. Then:

H is a differentially o-uniform function <=
|[For all @ # 0, and ¢ + 2 values z; € A # () andr; € B # 0,
|[F'(2;) + F(2; + a) + F(2}) + F(2} +a) = u (2)
implies f(z;) + f(z; + a) + f(5) + f(« +a) =0 ]].
Proof:
We will prove the contrapositive of both statements, dividing each into separate cases:

Case 1: H is not differentially 5-uniform = [3 6 + 2 values v; € A # 0 anda; € B # ),
where a # 0, such that [F(x;) + F(z; + a) + F(2}) + F(2} + a) = v and f(x;) + f(2; +a) +
f@g) + f(@f+a) =11]].

Proof:

H is not differentially d-uniform, then 3 a # 0, b € FY such that the equation H(x +a) +
H(z) = b has at least d + 2 solutions. If we assume all solutions are in only one of the two
sets A or B. That is the solution set S is a subset of one, A or B. Then, for any = € S,
AH(x)=F(z+4a)+uf(r+a)+ Fx)+uf(z) = Flx+a)+ Fx) +u(f(z+a) + f(z)) =
F(x 4+ a)+ F(x) + u(e) = b, for some € € Fy. Then:

For any x € S, F(x 4+ a) + F(z) = b+ cu, where b+ cu is constant. (1)

From (1) we would have that the equation for the uniform differentiability of function F,
A F(z) = b+eu, has |S| > 0 + 2 solutions, which contradicts the fact that F'is differentially
d-uniform. Thus, SN A # () and SN B # 0.

Then, Vz; € SN A, Vo, € SN B:



(© 2020 Roberto Reyes Carranza
40/131

F(x;+a)+ F(x;) =b+u(0) and f(z; +a) + f(z;) =0, and (2)
F(2% +a) + F(zj) = b+u(l) and f(z} +a)+ f(z)) = 1. (3)

Adding the systems of equations (2) and (3), there are d + 2 values z; € A # () anda’; €
B # (), where a # 0, such that:

F(x; +a) + F(x;) + F(2); +a) + F(2}) = v and
flxita)+ fla) + f(@) +a) + f(a)) = 1.
Case 2: Conversely, [There exists § 42 elements z; in A # () and 2 in B # ), where a # 0,

such that [F(z;)+F(z+a)+F(2))+ F(2)+a) = wand f(x;)+f(zita)+ f(2))+ f (2 +a) = 1]]

= H is not differentially d-uniform.
Proof:

Let F(z;,+a)+ F(x;,) = b, for some (x;,,b) € A x F5. Substituting this into the equation

F(x;) + F(z; + a) + F(2}) + F(2) + a) = u, we have:
F(2 +a) + F(z}) = b+ u, V2 € B.
Thus, F'(x;) + F(zi+a)+ F(2}) + F(2 +a) = F(x;) + F(z;+a) +b+u = u, Vr; € A. Then:
F(x; +a)+ F(x;) = b, Va; € A.
Then:
H(z;) + H(v; + a) = F(z;) + F(x; + a) + (f(zi + a) + f(z;))u = b and
H(x}) + H(2; 4 a) = F(2}) + F(2; +a) + (f(z) + a) + f(z}))u = b.

Thus the equation A,H(x) = b has 0 + 2 solutions, z; € A, 7, € B, and H as such can not

be differentially -uniform.
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The following theorem can simplify the calculations to verify if a function of the form

F(v+ f(v).u) is APN, we give this without demonstration.

Theorem 2.1.2. Assume that F': F} — 7 is an APN function. Let u € F}, u # 0, and

f : Fy — Fy a Boolean function. Then F'(v + f(v).u) is an APN function if and only if
Va#0,z #yely,

F(z)+F(z+a)+F(y)+F(y+a+u) =0 = (f(x) =1V f(z+a) =1V f(y) =1V f(y+a) =0),

F(z)+F(z+a)+Fy+u)+F(y+a) =0 = (f(x) =1V f(z+a) =1V f(y) =0V f(y+a) =1),

F(z)+F(z+a)+F(y+u)+F(y+at+u) =0 = (f(z) =1V f(z+a) =1V f(y) =0V f(y+a) = 0),

F(z)+F(z+atu)+F(y+u)+F(y+a) =0 = (f(z) =1V f(z+a) =0V f(y) =0V f(y+a) = 1),

Fx)+ Flz+a+u)+Fy+u)+Flyta+u)=0 = (f(x)=1V fz+a)=0V f(y) =
0V fly+a)=0),

Fz+u)+Flz+a)+ Fly+u)+Fly+a+u)=0 = (f(z)=0V f(z+a)=1V f(y) =
0V fly+a)=0).

The famous result that the function B(x) = 2 + tr(2”) (equivalently x3 + a~1tr(a®z"), where
a # 0) is differentially 2-uniform, found by Budaghyan, Carlet, and Leander in [6], [21], B(z) has
not been generalized since 2008. In a different way, Irene Villa [37] (2019) has studied functions of
the form Li(23) 4+ La(2%), where Ly, Ly are linear functions. On the other hand, Bracken, Byrne,
Markin, and McGuire [1] computed the Walsh spectrum of such quadratic function. Next, we give

the new theorem (with a plain proof) which is a generalization of the B of Budaghyan et al.

Theorem 2.1.3. Let F(x) = 2° + utr(G(z)) be a differentially 5-uniform function over F%, where
G is any polynomial, § is 2 (or 4), and & # 0 and p € F5. Then, the following switching neighbours
of F' in the narrow sense are differentially 0-uniform over Fy:

a) I'1(z) = 23 + ptr(G(x)) + ptr(z?), where p, ji are cubic roots of the unit (u3 = i3 = 1).

b) Ty(x) = 2 + ptr(G(z)) + fitr(z?), where i3 = 1, and p = 0.
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c) D3(x) = 2 + ptr(G(z)) + jitr(2?), where tr(p) = tr(n) = 0.
Proof:

a) and b) We will prove the result by Theorem 2.1.1, where F(z) = 23 + utr(G(z)) is differentially
S-uniform on FY, the nonzero vector u = fi, and the Boolean function f(z) = tr(z°). Let a # 0, and
any 0 + 2 values z;, x; + a, xj, ; + a € F§ such that F(z;) + F(x; + a) + F(z;) + F(zj + a) = u,
that is, z7a + a*z; + z3a + a®x; = t, where t = i — ptr(G(z;) + G(wi + a) + G(z;) + G(x; + a)),

then:

(x; + a:j)2a = aQ(xi +a;) +t

= (z; + xj)Z =a(x; + in) + é
2
= (z; + :L'j)4 = aQ(wi + .’L‘j)z + (th

= (2 +2))" = (a(wi + 7)) + D) + &

a

= (v +2j)* = a®(x; + x;) + at + 2—22
= (2; +2;)% = a®(x; +x;)% + a®t* + Z—i
= (2 + ;)% = a"(z; + x;) + a¥t + a2 + L.
So, multiplying by a (we get the conjugates a®t and a3t?, subject to t* = t) and applying the trace:
tr((z; + x5)% + a®(x; + ;) = tr(aSt + a®t%) + tr(L5) = tr(L).
Dividing by a3, the equation (z; + zj)%a = a*(x; + x;) + t, and taking the trace:
0= tr((ZL5)2 + 28y = ().

a a

Then for those whose a # 0 and 0 + 2 values z;, x; + a, x;, x; + a such that F(x;) + F(x; + a) +

F(z;) + F(z; + a) = u, we obtain:
f(i) + f(zi+a) + f(z)) + f(zj +a) = tr((z; + zj)%a + a®(x; + 2;)) = 0.
The condition t* = ¢, where t = fi — utr(G(z;) + G(z; + a) + G(z;) + G(zj + a)), u # 0, ji # 0:

th=tiff p* =pand (A+p)*=0+u
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pt=p, p A0 =t =1

(i + ) = fi + p, then:

If i = p = p® =1 also.

Ifap#p= (p+p?=1,g>uw+ ap® + p® = 0. Then:
i # pand p=0.Or

If i # ppand pu # 0, then %(@2p + iy + p*) = 0, @?p+ ap? = 1. Then p® = 1.

The functions I'y and I'y are differentially J-uniform over Fy.

c¢) We will show the result by applying Theorem 2.1.1 for the case where f(x) = tr(x3). By taking
the trace on the equation (z; + z;)%a = a®(z; + x;) + t and the fact that tr(G(z;) + G(z; + a) +

G(zj) + G(zj + a)) is Boolean implies:

fl@) + f(2i+ a) + fz)) + f(z; + a) = tr((z; + z;)%a + a®(z; + ;) = 0 iff tr(fi) = 0 and
tr(p+p) =0

we found that the function I's is differentially J-uniform over F3.

Remark For G(z) = 0, u = i = 1, and 23 APN over F}, Theorem 2.1.3 implies that I';(z) =
23 + tr(2%) is APN. This can also be done by choosing fi = 1 in I's(z). Furthermore, the function
G could be chosen as non-quadratic. As another application of our Theorem 2.1.3, the following

results can be verified:

Corollary 2.1.4. ¢(x) = 23 + tr(z®) + tr(2?) is the only switching neighbor in the narrow sense,
of F(x) = 2® + tr(z®), of the form 23 + tr(2°) + 1L.tr(2*), where tr(2*) is nonlinear, such that ¢

preserves the same differential 2-uniformity of F over F3.

By application of Corollary 2.1.5 we get new differential 4, 6, and 8 uniform functions; see the

following tables of examples. We leave this as an exercise of this section the following result:

Corollary 2.1.5. Let F(x) = 2% + utr(G(z)) + jitr(H(x)) a differentially 6-uniform function over
F%, where G, H are any polynomials, § < 8, and pu, fi, i are cubic roots of the unity. Then the

following switching neighbour of F' in the narrow sense also is differentially J-uniform over Fy:
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[y (z) = 23 + ptr(G(z)) + ptr(H(x)) + ptr(2?).

Remark. Given G, H any polynomials over Fy, 6 <8, and p, fi, i cubic roots of the unity. Then:
a) A(z3 + ptr(G(x)) + atr(H(z)) + ptr(2”)) = 6 does not imply that A(z3 + ptr(G(x))) =6,
b) A(x3 + putr(G(x))) = & does not imply that A(x3 + utr(G(x)) + utr(H(z)) + jitr(z°)) = 6. But

c) A(x® + utr(G(z)) + ptr(H(x)) + atr(z?)) = § implies A(z3 + ptr(G(x)) + atr(H(z))) = 6.
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Examples The following tables show cases where Theorems 2.1.1 and 2.1.3 apply, but not the
results of Edel and Pott (Theorem 1.3.2 [21]), nor Theorem 1 of Budaghyan et al. [6]. For example,
the switching neighbous of F(x) = 23 + tr(az?) in the narrow sense, =3 + tr(az?) + w.tr(z?),
where f(z) = tr(2?), and u such that u3 = 1, Theorem 2.1.3. give us new differentially 6-uniform
functions, I'y, from another differentially o-uniform functions, for 6 = 2, 4. Where A(.) is the

uniform differentiability of the given function (for computer programs see Appendix I):

For [ A(F(2)) | AT (2) = 2° + tr(2°) + Lir(a”))

tr
2
2
4
4
4
4
4

]FQIO

TABLE 5. Switching neighbour of F(z) = 2% + tr(z)

For | A(2® + 1tr(z") | A2 + Ltr(27) + ftr(zth)) A(x3 + Lr(2") + atr(2™) + patr(29))
Foa 2 4,if =’ + « 4ifp=c’+a,p=p+1

Fos 4 only one cubic root of the unit only one cubic root of the unit

Fas 4 6, if i =’ + %+« 6,iff i=0c®+a’+a, i=jp+1

For 4 only one cubic root of the unit only one cubic root of the unit

Fos 4 8,ifi=a’" +ab +at+a?+ a8 ifi=a" +a’+at +P o, p=pa+1
Foo 4 only one cubic root of the unit only one cubic root of the unit

Fyu0 4 8,if i =0a® +a® +« Sifi=a®+a+a, p=p+1

TABLE 6. Corollary 2.1.5 applies, where G(z) = 27, H(z) = 2™ are cubic
functions, i* = i® = 1, and o a primitive element
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Fou | A(F(2)) [ AT (2) = 2® +

(23) + Ltr(2?))

tr
2
4
2
4
2
4
2

FQI()

TABLE 7. Switching neighbour of F(z) = 2% + tr(z?)

Fon | A(F(2)) A(2? + tr(az?) + u.tr(z?)) A(z? + tr(az?) + Lir(z%))
Fos 2 2. ifueli={a?4+a ®+a+1,1} 2
2,ifu=«

Fos 4 8,if u=a 4
4,ifu=1

Fas 4 4ifueli ={P+2+a, P+2+a+1, 1} 4
4, if u = «

For 4 8,ifu=a«a 4
4 ifu=1

Fys 4 4,ifu€1%:{oz7—|—oz6—|—oz4+oz2—l—oz, 4

a’+a+at+a?+a+1, 1}

8, ifu=a«a

Fao 4 8, ifu=a«a 4
4 ifu=1

F10 4 Lifueli={"++a,®+a+a+1,1} 4
8, ifu=a«

TABLE 8. Switching neighbours of F(z) = x* + tr(ax?), a a primitive element
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2.2 Construction of Differentially é-Uniform Families

Our new Theorem 2.2.3 in this section generalizes Theorem 2 in [7], [4], of Budaghyan, Carlet, and
Pott, for equal parameters (j = ¢). Our Theorem 2.2.3 considers the case for ¢ # j. Our Corollary
2.2.17 generalizes Theorem 2.2.3. And, our new Theorems 2.2.16 and 2.2.19 generalize Corollary
2.2.17.

In Section 2.1 we have dealt with the differentially 5-uniform functions, F'(v) := F(v) + f(v).u,
where f is a Boolean function, and u is a non-zero constant in F5. In this section we obtain families
of these functions F but for u being the affine function u = u(v) = v? + v+ 1, found in our
new Theorem 2.2.3 and its generalization, the Corollary 2.2.17. In the main theorem of Section 5.1,
Theorem 5.1.1, w is the function defined by u = v 222 2 ()2 4 2320
p2 @2 2 p 1, which for example, if ¢ = 3, it can be verified that u becomes
a cubic function. Moreover, in the main theorem of Section 5.1, Theorem 5.1.1, d°(u(v)) = i <
d°(F(v)) = i+ 1, but d°(X(v)) = n — 1. We obtain families of functions for u = u(v) being non
constant, up to its generalization to a polynomial version instead, given by corollaries 2.2.7 and
2.2.9, and Theorem 2.2.8. In general, we are looking for functions of the form F(v + f(v).u), see
Definition 2.2.1 on switching neighbous in the narrow sense along the x- axis. Definition 2.2.1 allows
us to make a second generalization of that to the polynomial version instead, both being as general
as possible (u(v) and f(v), so F'), described in Theorem 2.2.16 and Theorem 2.2.19, Corollary 2.2.17,
2.2.18, and Theorem 2.2.21. Finally, based on the idea established in Definition 2.2.1, we discover

two new and beautiful differentially §-uniform families, on Theorem 2.2.24.
A large part of our machinery follows from to the next new Lemma 2.2.1.

Lemma 2.2.1. [existence and uniqueness of solution] Let ¢ € Fan, i € N, n even. The equa-

tion x + tr(z* 1) = ¢ has a unique solution. This solution is given by z = ¢ + tr(c? T1).

Proof:

The term tr(in“) is Boolean, then there are two defined cases. In the equation for z, =z +

tr(:rQi“) = ¢, there are only two possible solutions, ¢ and c+ 1. If zq is a solution for that equation,
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then 2o+1 is not a solution because: zg+1+tr(zg+1)2 1 = x0+1+tr(x3i+1)+tr(m%i—|—x0)+tr(1) =
1+ (x0+ tr(xg”rl)) + (tr(x%i) +tr(xg)) +tr(l) =14+ ¢+ 0+ 0= c+ 1 # c. Thus, the solution for
this equation is unique.

If tr(c2 1) = 0, then = = c is the solution of the equation. But if tr(c? ™1) = 1, then z = ¢+ 1 is
the solution of the given equation: c+1+tr(c+1)2 ! = c4-1+tr(2 ) +tr(cX +¢)+tr(1) = c. But in

each case we can write as follows, z = ¢+0 = c+tr(02i+1), and the other case x = c+1 = c+tr(c2i+1).

Lemma 2.2.2. Let ¢ € Fan, i € N, n odd. Then the equation  + tr(z2+1) = ¢ has no solution, if

tr(c¥+1) =1, and has the two solutions ¢, ¢+ 1, if tr(c* 1) = 0.

Proof:

The term ¢r(z2 ™) is Boolean, then are defined two cases. In the equation for z, z+tr(z2 1) = ¢,
there are only two possible solutions, ¢ and ¢+ 1. We define p(z) = =+ tr(inH), then p(xg+1) =
2o+ 1+ tr(zo + D)2 = 20 + 1+ tr(a2 ) + tr(a2 + 20) + tr(1) = o + tr(z2 1) = @(0), which
means ¢(rg + 1) = xg + tr(m%iﬂ) = (xg). Then, xg is a solution for that equation, if and only if

zo + 1 is a solution.
If tr(c2' 1) = 0, then « = ¢, c+1 are the solutions of the equation. But if tr(c2 1) = 1, the equation

has no solutions.

Theorem 2.2.3. The family of functions f(z) = 22 1+ (2 42+1)tr(22 1), such that ged(j, n) =
1, n even, and i € N, is at least differentially 4-uniform over Fon (i.e. f could be differentially 2-
uniform over Fan).

Proof:

The function f can be written in the compact form f(z) = (z + tr(z%+1))2+1. We establish its

corresponding differential equation to be studied:

Dof(z) = (x + tr(@®+1) + tr(a¥ a + a2 z) + tr(a®+1) + )7+ — (z 4 tr(z¥+1)P+1 = p
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The term tr(ina+a2ix) +tr(a2i+1) +a is susceptible to being zero, then its corresponding equation

for b=0, Do f(z) =0, is satisfied for all elements of Fan, but it could be happen only for a = 1.

Case a # 1. Subcase tr(z% a + a2 z) = 0: The equation D, f(z) = b becomes:
(z + tr(z2 ) + tr(a2 ™) + )2 — (2 + tr(x2 )P+ = p

Because of ged(j, n) = 1, this equation has at most two solutions for the variable y = :1:—|—t7‘(3:2i+1),
which will be denoted by y = #1 and y = 21 + tr(a2+!) + a. The term tr(2% 1) is Boolean, then
there are defined two cases. In the equation for =, x + tr(xzi“) = y, there are only two possible
solutions, y and y + 1. Besides, the value of tr(y2i+1) divides in two disjoint cases. Afterward, we
try to solve the equations = + tr(azgiﬂ) =y, for each value of y.

The equation z + tr(z2 1)

= z1, by Lemma 2.2.1, has the solution z = 21 + tr(x%”rl).
The equation z + tr(z2 1) = 21 + tr(a®*1) + a, by Lemma 2.2.1, has the solution = z1 +
tr(a2+h) + a + tr(zy + tr(a2t1) 4+ a)?'+1,

Then there are at most two solutions.

Subcase tr(z2'a + a? z) = 1: The equation Dy f(z) = b becomes:
o+ tr(@¥ ) + (@) +a+ )P H — (2 + tr(2? )P H = b,
( (

Because of ged(j, n) = 1, this equation has at most two solutions for the variable y = z+tr(z2 1),

denoted by y = 25 and y = zo+tr(a? 1) +a+1. Afterward, we solve the equations z+tr(z2 1) =y,

for each value of y.

The equation x + tr(in‘H) = x9, by Lemma 2.2.1, has the solution z = z + tr(x%iﬂ).

The equation z + tr(22 ) = 9 + tr(a®* ™) + a + 1, by Lemma 2.2.1, has the solution z =
zy + tr(@® ) + a+ 1+ tr(ag + tr(a® ) + a+ )2+

Then there are at most two solutions.

Case a = 1. Let Dy f(z) = (z 4 tr(z2 1) + 1)¥+1 — (z + tr(2¥+1))2’+1 = b. This equation can be
treated as the equations that appear in the case for a # 1. So, the equation D; f(x) = b has at most

two solutions.

In conclusion, for n even, the equation D, f(z) = b has at most four solutions.
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Examples Theorem 2.2.3 set up a variety of examples with low differentiability, which can be

verified using the software SAGE 8.0 in a PC of 16 RAM memory:

The entire family of functions {z2 14 (22 +z+1)tr(z2' 1), 22" 1+ (22 +z+1)tr(@? ), 22" 1+
(:U21—|—:c+1)tr(:v23+1), :U23+1—|—(x23+x—|—1)tr(x21“), x23+1+(:v23+x+1)tr(x22“), x23“—|—(x23+

2+ 1)tr(z2°+1)} is an APN family over Faa.

The family of functions {@? ™ + (22 +z + 1)tr(z T1); for i € {2,4}, j € {1,5}} is differentially 4-
uniform over Fqe , whereas the family of functions {m2j+1+(x2j +x+1)tr(m2i+1); fori e {1,3,5}, j €

{1,5}} is APN over Fys.
Over Fys, the family of functions {22 1+ (#2' 4z + 1)tr(z2+1); for i € {2,3,5,6}} is differentially
4-uniform, whereas the family of functions {22 1+ (22" +z+1)tr(22+1); for i € {1,4,7}} is APN.

Over Fos, the family of functions {z2° 1 + (22° + z + 1)tr(22'+1); for i € {1,2,6,7}} is differentially
4-uniform, whereas the family of functions {z2" ! + (2%’ + 2 + 1)tr (22 +1); for i € {3,4,5}} is APN.

Remark These examples show cases of APN functions as in Theorem 2 in [7], [4]. Note that there
are also for 7 # j new APN functions, in each one of these finite fields. Our Theorem 2.2.3 generalizes
the theorem of Budaghyan et al., where j = i. We obtain new APN and diff. 4-uniform functions
not obtainable by the results of Budaghyan et al. By putting a condition on ¢ in relation to the field

degree, n, one subfamily of this form is given by our next result.

Corollary 2.2.4. The family of functions f(z) = 22*! + (2% + 2 + l)tr(xﬁﬂ), such that

gcd(j, n) =1, and n even, is APN over Fon.

Proof:

NS
NS

For any a,  in Fon, (%% a)?® = za??, i.e. #*° a and a*° z are conjugates. So for i = % in the
demonstration of Theorem 2.2.3, we have the identity, t'r(ina + ain) = 0 on Fan. Then for any

a # 0, and b in Fon, the equation D, f(z) = b has at most two solutions.

Conjecture 1. The family of functions f(z) = 221 + (2% + z +tr(1) + D)tr(z2 T + 2tr(1)) is at

least differentially 4-uniform over Fan, for n even, ged(j, n) =1, n > 4.
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Note that in the proof of Theorem 2.2.3 there is no a restriction to consider an APN function in
general instead of the Gold function F(z) = x2j+1, and we make it more precise in the following

theorem.

Theorem 2.2.5. The family of functions f(z) = F(z+tr(z* 1)) is at least differentially 4-uniform,
where F'is an APN function, over Fan, where n is even.

Theorem 2.2.6. [differentially uniform version| The family of functions f(z) = F(z—+tr(22 1))
is differentially ~v-uniform, where § <~ < 24, F is differentially §-uniform, and n even, over Fon.
Proof:

Use F differentially 6-uniform instead of F Gold type in the proof of Theorem 2.2.3.

Corollary 2.2.7. The functions f(z) = 274241 4 (22742 4 2741 4 027 4 241 4 02 4 gy
1)tr(z2i+1) are at least differentially 8-uniform over Fy4;, where i, j € N.

Proof:

Applying Theorem 2.2.6 for the differentially 4-uniform function F(z) = g2 Y+ (permutation
iff j is odd) over Fy4; [2].

Examples

The family of functions {27 + (2% + 25 + 2% + 23 + 22 + = + D)tr(22*1); for i € {1,2,3}} are

differentially 4-uniform over Foa.

The family of functions {22!+ (220 + 27 + 216 4 25 +-2* + 2+ Dtr(x2+1); fori € {1,2,3,5,6,7}} are
differentially 8-uniform over Fos, except for one!, f(z) = 22!+ (220 42"+ 20425 42t + 2+ 1)tr(217)

are differentially 4-uniform over Fos.
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Theorem 2.2.8. The family of functions f(z) = F(:L'—|—t?”(l’2%+1)) is differentially d-uniform, where

F are differentially d-uniform, over Fan, where n is even.

Proof:

N3
NS

For any a, z in Fan, (2% a)?® = xa®®. So for i = 5 in the demonstration of Theorem 2.2.6,
which is the generalization of Theorem 2.2.3 for F' differentially é-uniform instead of the Gold
family, 22’ +1, the next identity is satisfied, tr(:UQia + azim) = 0 on Fan. Then for any a # 0, and b

in Fan, the equation D, f(z) = b attains at most J solutions.

Corollary 2.2.9. The functions f(z) = 2742+ 4 (22742 4 2741 4 027 4 P41 4 02 4 gy

1)tr(:c22j+1) is differentially 4-uniform over Fqs;, where j € N.

Proof:

We apply Theorem 2.2.8 for the differentially 4-uniform function F(z) = 22”+2+1 (permutation

iff j is odd) over Fa4; [2].

Remark In the aforementioned examples the only member of that family over Fys, which is a
differentially 4-uniform, is the function f(x) = 2% + (2% + 217 + 216 + 2% + 2% + 2 + V)tr(217),

found by our Corollary 2.2.9.

Conjecture 2. The family of functions f(x) = F(:E—|—tr(x2i+3)) are differentially y-uniform, where

0 <~ <44, F is differentially §-uniform, over Fon, where n is even.



(© 2020 Roberto Reyes Carranza
53/131

Lemma 2.2.10. Let ¢ € Fon, j > 1, each i € N, n even. The equation = + tr(m2i+1 + x2j+1) =c

has only one solution, z = ¢+ tr(c? T+ 4+ ¢2+1).

Proof:

Solution Uniqueness: Let o(z) := z+ tr(z% 714 22 1), The term tr(z2 1+ 22’ 1) is Boolean,
then the equation for x, ¢(x) = ¢, has only two possible solutions, ¢ and ¢+ 1. If z¢ is a solution for
that equation, then g+ 1 is not a solution: ¢(xg+1) = 2o+ 1+ tr(argurl +1+ x%jH +1)=x0+
757‘(:681.+1 + x%hrl) +1 = p(zo)+1 # p(zo9) = ¢, because of the identity tr(z+ 1)2k+1 = tr(ka‘H +1)

on Fyn, Vk € N. Then the solution for this equation is unique.

Form of the Solution: From our experience with Lemma 2.2.1, we are motivated to consider the
following form of the solution, = c+ tr(c2 14+ 2 1) If tr(c2 14 2 +1) = 0, then p(c+tr(c* 1+
) = p(c) = ¢+ tr(F T + ) = ¢4+ 0 = ¢. On the other hand, if tr(c2+! 4+ 2'+1) =1,
then p(c+tr( ! + ) =p(c+1) = p(c) +1=c+tr(@ T+ @) +1=c+1+1=c¢, as
in a previous calculation, where (g + 1) = ¢(20) + 1. So in both cases z = ¢ + tr(c2 ! + 2'+1)

is the solution for the given equation, ¢(x) = c.

Theorem 2.2.11. [for Addition] The family of functions f(z) = F(z 4 tr(z2 1) + tr(22? 1) +
. -—|—tr(3:2¢j+1)) are differentially y-uniform, where § <~ < 2§, j > 1, each iy € N, F'is differentially
o-uniform, over Fon, where n is even.

Proof:

WLOG, we give the demonstration for two terms. Given a # 0, b, both in Fan, considering the

corresponding differential equation for f to be studied:

Dof(z) = F(x +tr(@® ) + tr(@? ™) + tr(z¥a + a¥ & + 2% a + a¥ z) + tr(a® ! + ¥ +1) + a) —
F(z + tr(a® ) + tr(a? 1)) = b.

Case a # 1. Subcase tr(z2a + a2z + 22 a + a* z) = 0: The equation D, f(x) = b becomes:

F(z + tr(z2 ) + tr(@? ) + tr(a® ! + o) + a) — F(z + tr(22 ™) + tr(z? 1)) = b
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Because of F' is differentially d-uniform over Fon, this equation has at most ¢ solutions for the
variable y = z+ tr(z2 1+ 22’ 1), which will be denoted by y = 1 and y = y;+tr(a® 1 +a?’ 1) +aq,
for 1 <t < g. In the following, we solve the equations x + tr(;ch“rl + :UQj‘H) =y, for each value of
Y.

The equation x + tr(x2i+1 + x2j+1) = 1, by Lemma 2.2.10, has the unique solution z = y; +
757‘(;%2”r1 + ytyﬂ), for1 <t < g

The equation z + tr(z2 ! + 22’ 1) =y, + tr(a® ! + a¥ ™) + a, by Lemma 2.2.10, has the unique
solution = = g, +tr(a? ™ +a¥ 1) +a+ tr((y +tr(@®  +a? ) +a)2 4 (y 4+ tr(a® ¥ T +
Q)2 H) = gy +1r(@® T 0¥ Fat tr((y+ @) T+ (g + o)) =g b a+ eyl Ty +

W2 + v )a+ (a¥ + a®)y), because of tr(a?+! + a?*1) is Boolean and tr(1) =0, for 1 <t < %.

Then there are at most J solutions.
Subcase tr(mzia +a?r+2¥a+ a2jm) = 1: The equation D, f(x) = b becomes:
F(z + tr(z? 1) + tr(@? ) + tr(a® ! + oY) + a4+ 1) — F(z 4 tr(z? ) + tr(@? 1)) = b

Because of F' is differentially 5-uniform over Fan, this equation has at most 0 solutions for the
variable y = x + tr(z2 ! 4 22’+1), which will be denoted by y = z and y = 2 +tr(a? T +a? 1) +
a+1, forl <t< %. In the following, we solve the equations = + tr(z2 ! + 22 1) = y, for each

value of y.

The equation x + tr(inH + a:2j+1) = 2z, by Lemma 2.2.10, has the unique solution z = 2z; +
157“(2:1521‘*'l + thj"'l), for 1<t < 3.

The equation = + tr(z2+! 4+ 22+1) = 2, + tr(a® ™ + a?*!) + a + 1, by Lemma 2.2.10, has the
unique solution z = z; + tr(a? ™ + a? ) + a4+ 14 tr((z + tr(@® ! +a? ) +a+ D¥H + (2 +
tr(a !+ a? ) 4 a4+ D)P ) = 2+ tr(@® T + 0 +a+ 1+ tr((ze 4+ a) 2+ (2 +0)P ) =
z+a+1+ tr(zf“rl + zt2j+1 + (22 4 22)a+ (a2 + a?)z), because of tr(a? ! 4 a2 1) is Boolean

and tr(1) =0, for 1 <t < &.

Then there are at most § solutions.
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Case a = 1. Dy f(x) = F(x + tr(z®+! + 22 +1) 4 1) — F(z 4 tr(a® 1 + 2% 11)) = b, this equation
can be treated as the equations that appear in the case for a # 1. So the equation D7 f(x) = b has

at most d solutions.

In conclusion, for n even, for any a # 0, b, both in Fan, the equation D, f(z) = b attains a total of

at most 26 solutions in Fon.

Remark For iy, ig, - ,ij, such that, tr(z*'a + a®'2) = -+ = tr(m2ija + aQijx) = 0 on Fon,
the functions in Theorem 2.2.11, f(z) = F(x + tr(z2" ™) + tr(2?? ) + ... + tr(x2ij+1)), become

differentially d-uniform.

Then Theorem 2.2.3 becomes a particular case of the following corollary.

Corollary 2.2.12. The family of functions ¢(z) = 22 1 + (22" + z + Dtr(x? 1 + 222+ ... 4

22" +1), such that ged(k, n) = 1, and n even, are at least differentially 4-uniform over Fan.

Examples The entire family of functions {z2 ! + (z2° + z + 1)tr(z2" 1 4+ 22%+1); for any k €

{1,3}, 41 and iy € {1,2,3}} are APN over Foa.

Over Fys, the family of functions {z2 *1 + (22" + & + D)tr(z2+ + 22 +1): for 1 <i < j < 5} are
differentially 4-uniform, except for {22 t* + (22 + z + Dtr(z2 1 + 22°+1), 221 4 (22 + 2 +
Ditr(@ T4 22710, 224 4 (22 4o+ Dtr(@® T 422, 227 4 (22 4o+ Dir(a2 ! + 22711}

which is APN.
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Lemma 2.2.13. Let ¢ € Fon, i, j € N, n even. The equation z + tr(z2 ™)tr(z? ™) = ¢ has only

one solution, x = ¢+ tr(czi-f-l)tr(CQj_'_l)‘

Proof:

Solution Uniqueness: Let o(z) := z + tr(z® ™)tr(z?’+1). The term tr(z2 t1)tr(z? 1) is
Boolean, then the equation for x, p(x) = ¢, has only two possible solutions, ¢ and ¢ + 1. If xg
is a solution for that equation, then zy + 1 is not a solution: ¢(zg + 1) = xo + 1 + 157*(:1:(2)”rl +
1)tr(x(2)j+1 + 1)=x9 + tr(azgiﬂ)tr(:cgjﬂ) +1 = @(xg) +1 # p(x9) = ¢, because of the identity
tr(z 4+ 1)2" = tr(x2 1 + 1) on Fyn, Vk € N, and tr(1) = 0. Then the solution for this equation is

unique.

Form of the Solution: From our experience with Lemma 2.2.1, we are motivated to consider
the following form of the solution, z = ¢ + tr(cgiﬂ)tr(cgj“). If tr(02i+1)tr(c2j+1) = 0, then
o(c + tr( @ r(@ ) =p(c) = ¢+ tr(™)tr(c? ) = ¢+ 0 = ¢. On the other hand, if
(e () = 1, then p(c+tr(c2 T tr (P TY) = p(e+1) = p(c)+1 = c+tr(c T )tr(? )+
1=c+1+4+1=¢ as in a previous calculation, where p(xg + 1) = ¢(z9) + 1. So in both cases

z=c + tr(c@tr(c? 1) is the solution for the given equation, ¢(z) = c.

Theorem 2.2.14. [for Product] The family of functions f(z) = F(z + tr(@2 ) tr (22’ 11)) is
differentially ~v-uniform, where § <~y < 26, j > 1, each i € N, F is differentially §-uniform, over

Fon, where n is even.
Proof:

Given a # 0, b, both in Fan, we consider the corresponding differential equation for f to be

studied:

Dof(z) = F(z + tr(z¥ ™ )tr(@? ) + tr(@2 ™) tr(x¥ a + a¥ 2 + o ) + tr(a? a + o z +
o tr(z + a)? 1+ a) — Fa + tr(a® THtr(@?+1)) = b.
The function tr(z2 1) tr(z? a+ a¥ z + a? 1) + tr(22 a + o z + a® T1)tr(z + a)?’ 1 is Boolean, so,

for a = 1, it is possible that the term tr(z2 1) tr(2? a+a? 2+ a? ) +tr(22 a+a® v+ a2 TV tr(z +
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a)2j+1 + a becomes zero, with which the equation for b = 0, D; f(z) = 0, is reduced to the equation,
F(a +tr(z?tr (@ +1) — F(a + tr(z> thr(@?+1) = 0.
Case a # 1. Subcase tr(z2 1) tr(2¥ a + a¥ z + a? 1) + tr(22 a + a¥ & + a® T)tr(z + a)? ! = 0:

The equation D, f(z) = b becomes:
F(z + tr(@® tr(@? ) + a) — Fla + tr(@® )tr(a?+1)) = b.

Because of F' is differentially d-uniform over Fon, this equation has at most d solutions for the
variable y = 2 + tr(z2 1) tr(2?'+1), which will be denoted by y =y and y = 3 +a, for 1 <t < S
In the following, we solve the equations x + tr(x2i+1)tr(xzj+1) =y, for each value of y.

The equation z + tr(z2 ™)tr(#? ™) = y;, by Lemma 2.2.13, has the unique solution z = y; +
tr(yfiﬂ)tr(ytyﬂ), forl1 <t< %
The equation z + tr(z2 1)tr(z?’ 1) = y, + a, by Lemma 2.2.13, has the unique solution z =

Yy +a+ tr(y + a)? Tr(y + a)? T for 1 <t < 3

Then, there are at most § solutions.

Subcase tr(z2 T)tr(2? a + a¥ z + a¥ ) + tr(2? a+ a2 z + a2 T)tr(x + a)? ! = 1: The equation

D, f(x) = b becomes:
F(z +tr(@® ) er@? ) +a + 1) — F(z + tr(@®tr(z? 1) = b.

Because of F' is differentially d-uniform over Fan, this equation has at most 0 solutions for the
variable y = z + tr(z2 t1)tr(2?’+1), which will be denoted by y = 2z and y = 2z + a + 1, for

1 <t < 4. In the following, we solve the equations = + tr(z2 1) tr(2? 1) = y, for each value of y.

The equation z + tr(x?‘*‘l)tr(xgj“) = 2z, by Lemma 2.2.13, has the unique solution z = z; +
tr(ztziﬂ)tr(zfjﬂ), for 1 <t <.

The equation = + tr(m21+1)tr(az2j+1) = 2z +a + 1, by Lemma 2.2.13, has the unique solution
t=z+a+1+ tr(z+a+ D)2 r(z +a+ D)=z +a+ 1+ tr(z + a)? Tir(z + a)? 1,

because of tr(1) =0, for 1 <t < g.

Then, there are at most § solutions.
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Case a = 1. Dy f(z) = F(x + tr(z¥Otr(z¥ 1) + 1) — F(z + tr(¥)tr(z¥' +1)) = b, taking into
account that ¢r(1) = 0. Such equation can be treated as the equations that appear in the case for

a # 1. So the equation D f(z) = b has at most ¢ solutions.

In conclusion, for n even, for any a # 0, b, both in Fan, the equation D, f(x) = b attains a total

of at most 29 solutions in Fon.

Lemma 2.2.15. Let ¢ € Fan, i1, 49, -+ ,i; € N, n even, and P € Fa[x;), 74y, - -+ , 7] a polynomial.

Then the equation

z + Pltr(a ), ,tr(inj“)) =c,
has only one solution,

z=c+Plr(@ ), tr(27 ).
Proof:

Solution Uniqueness: Let () := 2+ P(z), where P(z) := P(tr(z2 1), - .- ,tr(:chj“)). The
term P(x) is Boolean, then the equation for x, p(x) = ¢, has only two possible solutions, ¢ and c+1.
If z¢ is a solution for that equation, then zo + 1 is not a solution: p(z¢g+1) = zo+ 1+ P(zo+1)=
xo+ P(zo) +1 = ¢(x0) + 1 # p(z0) = ¢, because of the identity P(z + 1) = P(x) on Fin, in the
next paragraph. Then, the solution for this equation is unique.

Identity P(z+1) = P(x) on Fon: P(a+1) = Pltr(z2 H141), - tr(x27T141)) = P(tr(22"+1Y), - --
tr(injH)) = P(z), on Fan, because of tr(z +1)2+! = tr(22*+1 +-1) on Fyn, Vk € N, and tr(1) = 0.

Form of the Solution: From our experience with Lemma 2.2.1, we are motivated to consider the
following form of the solution, x = c+ P(c). If P(c) = 0, then p(c+P(c)) = p(c) = c+P(c) = c+0 =
c¢. On the other hand, if P(c) = 1, then p(c+P(c)) = p(c+1) = p(c)+1 = c+P(c)+1 = c+1+1 =¢,
as in a previous calculation, where p(zg + 1) = @(x¢) + 1. So in both cases © = ¢ + P(c) is the

solution for the given equation, ¢(x) = c.

Then, we obtained the next theorem which can be considered as a major result in the discipline.
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Theorem 2.2.16. [for Polynomial| The functions family f(z) = F(z+P(tr(22" 1), - ,tr(injH)))
is differentially v-uniform, where § <~ <26, j > 1, every i € N, F is differentially §-uniform, n

even, over Fon, and P € Falw;,, 74y, , ;] is a polynomial.
Proof:

Given a # 0, b, both in Fan, we consider the corresponding differential equation for f:
D.f(z)=F(zx+ P(z)+ P(x+a) — P(x) +a) — F(z + P(z)) = b,
where P(z) := P(tr(z2" 1), .. ,t’r’(m2ij+1)), the same notation as in Lemma 2.2.15.

P(z+a)— P(z) is a Boolean function, so, for a = 1, it is possible that the term P(x+a)— P(z)+a
becomes zero, with which the equation for b = 0 is reduced to the following equation, D; f(z) =

F(z+ P(z)) — F(xr+ P(z)) =0, on Fon N {x € Fon; P(x+ 1)+ 1= P(x)}.
Case a # 1. Subcase P(x + a) — P(z) = 0: The equation D, f(z) = b becomes:
Fxz+ P(z)+a)— F(x+ P(x)) =b.

Because of F' is differentially d-uniform over Fon, this equation has at most ¢ solutions for the
variable y = z + P(x), which will be denoted by y = 3 and y = ys + a, for 1 < ¢ < %. In the

following we solve the equations = + P(z) = y, for each value of y.

The equation z+ P(x) = y;, by Lemma 2.2.15, has the unique solution z = y;+P(y;), for 1 < ¢ < g.
The equation = + P(z) = y; + a, by Lemma 2.2.15, has the unique solution = = y; + a + P(y; + a),

for 1 <t<3$.

Then there are at most d solutions.

Subcase P(x + a) — P(z) = 1: The equation D, f(z) = b becomes:
Fz+Px)+a+1)— F(z+ P(z)) =0b.

Because of F'is differentially 5-uniform over Fan, this equation has at most 0 solutions for the
variable y = x + P(x), which will be denoted by y = z; and y = zs +a+ 1, for 1 <t < g. In the

following, we solve the equations x + P(x) = y, for each value of y.
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The equation x4+ P(z) = z;, by Lemma 2.2.15, has the unique solution x = z;+P(z;), for 1 <t < g.
The equation z + P(x) = z; + a + 1, by Lemma 2.2.15, has the unique solution z = z; + a +
1+P(zx+a+1) =2z +a+ 1+ P(z+ a), because of the identity, P(x + 1) = P(z), on Fan, for

0
1<t< 8.

Then there are at most § solutions.

Casea=1.D;f(z) = F(x+P(x)+1)—F(z+ P(x)) = b, because of the identity, P(z+1) = P(z),
on Fon, this equation can be treated as the equations that appear in the case for a # 1. So the

equation Dj f(x) = b has at most d solutions.

In conclusion, for n even, for any a # 0, b, both in Fan, the equation D, f(z) = b attains a total of

at most 26 solutions in Fon.

Corollary 2.2.17. The family of functions f(z) = 22 T+ (22" +2+1)P(tr(x2 1), - -- ,tr(:inj“)),
such that ged(k, n) = 1, n even, and P € Falx;,, x4y, - -, 2;,] is a polynomial, is at least differentially

4-uniform over Fon.

Examples of functions in Corollary 2.2.17 and its nonlinearity calculated by using SAGE:

The entire family of functions {22 T + (22" 4+ 2 + 1)tr(22+1)tr(22?+1); for any k € {1,3}, i; and

io € {1,2,3}} are APN over Fau.

Over Fos, the family {z2'+! 4+ (22 + z + 1)tr(1:2%+1)tr(x2j+1); for k € {1,5}, 1 < j <5} U
{22 4 (22" + 2 + Dtr(@® T)tr(22+1); for k € {1,5}} is APN, while the family of functions
{22 4+ (@ 4 2+ Dr(@ e (@ H); for k € {1,5), i € {2,4}, j € {1,2,3,4,5} — {8}} is
differentially 4-uniform.

Over Fys, the family {z2" 1 4 (22" +a:—|—1)tr(ng+1)t7“(:132j+1)t1"(332l+1); for k€ {1,5}, 1 <j,1<5}
is APN, while the family of functions {2 1+ (22" +a+1)tr(22 1) tr(x? 1)tr(22 +1); for k € {1,5},

and three numbers ¢ < j <l € {1,2,3,4,5} — {g}} are differentially 4-uniform.

Corollary 2.2.18. The functions f(z) = 222 1 4 (2725 4 g 2241 4 2% | 2541 4 2% 4 gy
1)P(tr (a2, - .. ,tr(x2ij+1)) are at least differentially 8-uniform over Four, where k € N, and

P € Fa[zi), iy, -+ , 4] is a polynomial.
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We focus now to obtain analogous results for fields of odd degree n, Fon. Therefore, we can involve

the Welch family.

Theorem 2.2.19. The family f(z) = F(z + P(tr(z2" T + ), - -- ,tr(m2ij+1 +x))) is differentially
~v-uniform, where § < v <24, j > 1, every i, € N, F'is differentially é-uniform, n odd, over Fon,

and P € Folx;,, x4, -+ ,4,] is a polynomial.

Theorem 2.2.20. For the case n odd, we can write the corresponding versions of Lemma 2.2.15

and Corollary 2.2.17. by adding the term tr(z) to each term for the form tr(z2 1), resulting in

tr(a? 1 + ).

n—1 n—1 n—1
Theorem 2.2.21. [for Welch] The family functions f(z) = 22 * 3 + (22 7 2 4 227 1 4
n—1

27 43422 x4+ )Pt 4 ), ,tr(azQin + x)) is at least differentially 4-uniform,
where j > 1, every i € N, n odd, over Fon, and P € Fa[w;,, 24y, - -+ , 2] is a polynomial.
Proof:
Applying Theorem 2.2.19 for the Welch function, F'(z) = a:217r1+3, over Fon.
Based on Theorem 2.2.3 the next definition has played a fundamental role in the form of the

differentially §-uniform families to be created. Also, the form of families from Theorem 2.2.24

conforms to the following definition.
Definition 2.2.1. Two switching neighbours F' and H : F§ — FJ are in the narrow sense along

of the x- axis with respect to the subgroup U, if U < F§ x {0} and dim(U) = 1.

Lemma 2.2.22. Let ¢ € Fon, {i,j, k,1} € NU{0}. Then the equation z + tr(2% *2’+1) = ¢ has the

solution set

{0, zo + tr(:vgiwj + x%iH + :1:(2)'”“1 + o + 1); where z¢ + tr(:v%i“j“) = c}.
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Lemma 2.2.23. Let ¢ € Fan, {7, 7, k,l} C NU{0}. Then the equation

T+ tr(m2i+2j+1 + x2k+2l+1)tr(:c2i+2j + a:)tr(x2i+1 + a:)tr(x2j+1 + x)tr(w2k+2l + a:)tr(ach+1 +

o)tz z) = ¢,
has the only one solution x, namely,
¢+ tr(E TP 22D b (2 i ()t () tr (2T o)t (BT o)t (K T ).

The first member of the aforementioned equation above defines a nonlinear invertible function ¢ :

1

Fon — Fon, which has inverse ¢~ with the same formula as ¢, i.e. pop = Identityr,, .

Proof:

Solution Uniqueness: We define the Boolean term B(z) = tr(a2 t2 1 4 22" #2141 ) (3242 |
o)tr(@? 4 2)tr (22 4 2)tr (222 4 2)tr (22 + 2)tr(22 ! 4 2). Then, the equation for =, z +
B(x) = ¢, has only two possible solutions, ¢ and ¢+ 1. If x¢ is a solution for that equation, then z¢+1
is not a solution: p(rg+1) = 2o+ 1+B(zg+1) = zo+1+ B(xo) +tr(zd +2 —|—:L‘21+1—|—332]+1—|—a:(2)k+2l+

22 4 a2 ) e (22 )t (22 o)t (@2 o)t (@2 T wo)tr (22 T o )tr (a2 + ),
because of the last term is cero, we have that, ¢(xo+1) = 2o+ B(xo) +1 = ¢(x0) + 1 # p(z0) = c.
Then, the solution for this equation is unique.
In the previous paragraph we have used the identity: tr(z{ 2420y 332 1y x2j+1 + 362 +2! + :L‘%kH +

2202+ zo)tr(@2 T + zo)tr(@X T 4 mo)tr(ad T 4 mo)tr(ad T + mo)tr(ad T + zo) =
(tr(a2 20427 + o) + tr(z 2+1+$0)+”( 27 +1+$0)+tr( 2k ol + 20) + tr(a? 2k 1 4 2o) + tr(x 2+1+
wo))tr(a2+? 4 wo)tr(@2 Y+ zo)tr (a2 L+ xo)tr(ad 4 wo)tr(a2 L + wo)tr(22 1 + x0), which

is zero if some of the Boolean factors is zero, and also gives zero if all of them are equals to one.

Form of the Solution: From our experience with Lemma 2.2.1, we are motivated to consider the
following form of the solution, z = ¢+ B(c). If B(c) = 0, then p(c+B(c)) = ¢(c) = c+B(c) = c+0 =
¢. On the other hand, if B(c) = 1, then p(c+B(c)) = ¢(c+1) = p(c)+1 = c+B(c)+1 = c+1+1 =¢,
as in the calculation of ¢(z¢+1). So in both cases © = ¢ + B(c) is the solution for the given equation,

o(z) =c.
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The following theorem shows us a particular technique to obtain differentially uniform functions

that contains the trace of quadratic terms of the form tr(z% ') and tr(2% +2'+1).
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eorem 2.2.24. The following two families of functions are differentially ~v-uniform
Th 2.2.24. The following famili f fi i di tiall ]
fi(z) = Pa + tr(@ 2+ 4 22 250 (2242 ) (o2 4 )t (2% )t (222 )t (22 )t (2% 41)),
if n is even.
fo(x) = F(z + tr(a® T2+ 4 22294 D) (242 4 ) (21 + 2)tr (22 +) + 2)tr(22 2 +
az)tr(ka‘H + x)tr(:ch‘H + 1)),
where § <~ <20, {i,j,k, 1} C NU{0}, and F is differentially 5-uniform, over Fan.
Proof: for fo

Given a # 0, b, both in Fan, we establish the corresponding differential equation for fa to be

studied:
D,fo(z) = F(x + B(x) + A(a,x) + a) — F(z + B(z)) = b,

where A(a,z) := B(x + a) — B(z), and B(z) = tr(z2 2+ 4+ x2k+21+1)t7‘(:ﬂ2i+2j + 2)tr(z? ! 4

)tr(@? T 4 2)tr(22 2 + 2)tr(2? T + 2)tr(22 1 + ), the same notation as in Lemma 2.2.23.

A(a,x) is a Boolean function, then for a = 1, it could happen that the Boolean term A(1,z)+ 1 is
zero, with which the corresponding equation D fa(z) = F(z + B(x)) — F(z + B(x)) = 0 would be
satisfied for all the elements of Fon N {x € Fan; A(1,2) + 1 = 0}.

Case a # 1. Subcase A(a,x) = 0: The equation D, fa(z) = b becomes:
F(z+ B(x) +a) — F(z+ B(z)) = b.

Because F' is differentially §-uniform over Fon, this equation has at most § solutions for the
variable y = = 4+ B(x), which will be denoted by y = y; and y = y; +a, for 1 < i < g. In the

following, we solve the equations x + B(z) = y, for each value of y.

The equation x+ B(x) = y;, by Lemma 2.2.23, has the unique solution z = y;+ B(y;), for 1 <i < g.
The equation = + B(x) = y; + a, by Lemma 2.2.23, has the unique solution = y; + a + B(y; + a),
for1 <i< g

Then there are at most § solutions.
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Subcase A(a,x) = 1: The equation D, fa(x) = b becomes:
Fx+ B(z)+a+1)— F(x+ B(x)) =b.

Because F' is differentially 6-uniform over Fon, this equation has at most § solutions for the
variable y = x + B(z), which will be denoted by y = z; and y = z; +a + 1, for 1 <i < g. In the
following, we solve the equations x + B(z) = y, for each value of y.

The equation x+ B(z) = z;, by Lemma 2.2.23, has the unique solution z = z;+ B(z;), for 1 <i < g.

The equation * + B(x) = z; + a + 1, by Lemma 2.2.23, has the unique solution x = z; + a + 1 +
<

B(zi+a+1)=2z+a+ 1+ B(z + a), because of the identity A(1,2) =0 on Fon, for 1 <74 %

Then there are at most ¢ solutions.
Case a = 1. Dy fo(z) = F(x + B(z) + 1) — F(z 4+ B(x)) = b, where A(1,2) = 0 on Fan, is the

identity used in the proof of Lemma 2.2.23. This equation can be treated as the equations that

appear in the case for a # 1. So the equation Dj fo(x) = b has at most ¢ solutions.
In conclusion, for any a # 0, b, both in Fon, the equation D, fo(x) = b attains a total of at most 2

solutions in Fon.

Corollary 2.2.25. The family of functions

o(x) = 22" 4+ (22" + 2 + Dtr(@? 21 4 2202 0 102242 4 )er (22 4 2)tr (0¥ T+

x)tr(x2k+2l + x)tr(aszH + :C)tr(x2l+1 + 1)),
such that ged(m, n) = 1, and {i,7,k,1} C NU{0}, is at least differentially 4-uniform over Fon.

Corollary 2.2.26. The functions f(z) = z2" #2714 (27727 L2714 27 4 g27 41 4 027 4 gy
1)tr(w2i+2j+1+:L‘2k+21+1)tr(x2i+2j—|—x)tr(x2i“+33)tr(a:2j+1—|—x)tr(x2k+21+x)tr(x2k+1—|—x)tr(332l“+

x)), are at least differentially 8-uniform over Foum, where {i, j, k,I,m — 1} C NU{0}.

Proof:

Applying Theorem 2.2.24 for the differentially 4-uniform function F(z) = 22" 2"+ (permuta-

tion iff m is odd) over Foum [2].
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n—1 n—1 n—1 n—1
Corollary 2.2.27. The family of functions f(z) = 2% 7 ™3+ (22 * #2422 % *1 4227 423 4
22 4z + Dtr (a2 T2 4 202 0 (022 4 e (22 4 )t (22 T @)t (22 )t (22 +
CC)t’r‘(le—i_l + x)) are at least differentially 4-uniform over Fon, where j > 1, every i, € N, and n is

odd.

Proof:

n—1
Applying Theorem 2.2.24 for the Welch function, F(z) = 22 > 3, over Fon.

2.3 Generalization

There is a wide variety of counterexamples such that f and g are Boolean functions, F(x) and
F(z+f(x)) are differentially 0-uniform, but F(x+ f(x)g(z)) is differentially §+2-uniform, over Fon.
The importance of the following conjecture lies in the detection of differentially 6-uniform functions
close to the differentially d-uniform function, F'(x), which we call the center of the sphere. It seems
like a Sandwich Theorem, about the identification of differentially d-uniform functions between

F(z) and F(x + f(z)). We formulate the following conjecture.

Conjecture 3 [Sphere Differentially Uniform Theorem]| Let f and g Boolean functions such
that f(z+a) = f(z)+ f(a), foralla # 0, f(1) =0, g(x+1) = g(x), g(1) = 0; F(x), F(z+ f(z)) and
F(x+g(x)) are differentially 6-uniform, over Fon. Then, F(x+ f(z)g(x)) is differentially §-uniform,
over Fon.

In particular, the following ones are candidates to be f and g:

For n even: f(z) = tr(xQ%‘H), 151"(:1:‘2%+1 +x), tr(x).

For n even: g(z) = tr(z*1).

For any n: g(z) = tr(z2 1 + z), tr(z? 2+ 4 x2k+21+1)tr(x2i+2j + 2)tr(a® T 4 )@ T+ 1)

tr($2k+2l + ) tr(kaH + x)tr(mle + ).

Exercise We let the following theorems as exercises (from the previous results you can demonstrate

that theorems).
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Theorem 2.3.1. Let u € F5, u # 0, f a Boolean function, and F a differentially 6-uniform function

over F5. Then, the function F(z + u.f(x)) is at least differentially 43-uniform.

Corollary 2.3.2. Let {u; € FJ; u; # 0} an additive subgroup of F}, f; are Boolean functions, and
F a differentially 6-uniform function over F4. Then, the function F(x + ui.fi(z) + - - - + ug. fr(z))

is at least differentially 4*5-uniform.

Corollary 2.3.3. Let {u; € Fy; u; # 0} an additive subgroup of F%, f; are Boolean functions, and
F a differentially §-uniform function over F§. Then, the function F'(z) + ui.fi(x) + - - - + ug. fr(z)

is at least differentially 2%5-uniform.
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CHAPTER 3

A NEW TECHNIQUE TO DETERMINE THE ALGEBRAIC DEGREE VIA
REED-MULLER CODES

All the results about the algebraic degree in this chapter are new. We give news techniques to
compute the algebraic degree of families of functions in multivariate polynomial representation by

analysis of the corresponding Reed-Muller codes.

3.1 Bent and Almost Bent Functions in the 3rd order Reed-Muller Codes

The frameworks of the binary Reed-Muller codes R(r,n) and the Euclidean geometry EG(n,2)
give us another way of thinking about families of functions over Fan, in particular those that come

from Theorem 2.2.3.
Let f : Fon — Fon, where f(z) = 22+ + (2% + 2 + 1)tr(22 ).
We can represent f(x) as an n-variable function:

f :EG(n,2) = EG(n,2), where the n—coordinate functions of f are in R(r,n) for some r to be

determined.

EG(n,2) consists of 2" points that can be labeled by the n—tuples of elements in Fan.

The function f can be seen as tuples of codewords of the 3" order binary Reed-Muller code R(3,n)",
as follows: Let z = zz;é rpax = (To,21, -+, Tn—1) a vectorial Boolean variable in Fon, where

{ap, -+ ,an—1} is a basis of the Fao- vector space Fan. Then,

fl@) = f(hzg awon) =

(CrZg mked ) (Sns aeon) + (1+ 52 wred + apop)tr(C e or0d SIp—g Thow)

n—1 27 n—1 n—1 i+t ot n—1 27 i+t ot
D0 TRTIOG 00+ D40 Do s TRty o + 30 g dpapzi(ay + oop)ag o

. 2] o 21+t 2t n—1 2z+t 2t n—1
Making o oq = Zp 0 Ak,lpQp, Qp O = szo ke, LpCps (04 0 ap)ag  af = szo Qr.t,k,l,pCp,
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where 4, j are fixed values. Then, the explicit representation of f(x) in terms of the considered basis
is:
n—1 n—1 n—1 n—1
f@) = 32020 Ookico TeTiip + D p 1= ThT1At klp + Dorp 1m0 TrTkTilrt k,lp) Op,

where it can be seen that the coefficients are up to degree 3.

The vectorial representation of f (Zz;é xpay) in the F4 has the following form:
fz) =

n—1 n—1 n—1 n—1
(D ka=0 ThTLkL0 + D p k=0 ThTIAL K10 T D g k=0 TrThTIArt k105" s Dk =0 TETIAk n—11

n—1 n—1
Dt kd=0 TRTIAt kln—1 F D0y k1—0 TrTkT1qr gk ln—1)-

From now on we will consider n > 3. From the expansion of f (Zz;é xpag), we extract a term of

maximum degree (whose monomial term is x,zxx;). For example, the sum of all 3! summands that

contain xgrixo:

n—1 n—1
2i4¢ 204t 2¢
ToT1T2 g ao +Oéo) +042 + xzox271 E ao +Oéo) taf +
t=0 t=0
n—1 ) n—1
J 2 2
T1T0T2 E (a + a1)af Mo 2 + 217220 E o2 +a1) +ta3 +
t=0 t=0
n—1 n—1
204t 2t 27 204t ot
ToToL g a2 + )y o + zoximg g (05 + az)oy tag
t=0 t=0

= CC():ElIQ((Oé%j + ag)tr(a%iag + agiozl)—i—

(a%j + al)tT(Oé%iOéQ + a%iao)—i-

(0 + ag)tr(o? o1 + oF ap)), (2)
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where the existence of the monomial term xgx122 depends on its coefficient be not zero, which is:

Corz = (a%j + Oto)t?“(()é%i()ég + a%ial) + (a%j + Oll)t’F(Oé%iOéQ + a%iao) + (a%j + a2)tr(agia1 + a%iao).

Note that the products (a%j + aﬁtr(a%ial + a?iak) are all nonzero since their factors are nonzero

as it will be proved next.

Lemma 3.1.1. For n > 4, there exist basis vectors V = {ay, a1, ae} such that 1 ¢ Span(V), and
(0 + ap)tr(a? ag + o2 a1) + (a2 + an)tr(a? ag + 02 ag) + (a2 + az)tr(a2 a1 + o ag) # 0.
Proof:

By studying the Kernel(p), where p(z) = 2% + x, it can be found that |Kernel(¢)| < 2. Then
Kernel(p) = {0,1}. Thus, 1 ¢ Span(V) implies ¢(Span(V) —{0}) € Kernel(y).

Just consider the term 22’ +2""+2" when j ¢ {r,i +r}. All terms in the expansion of f cannot

exceed degree 3. Applying in Equation (2), the fact that f(z) = 22! + (22 + 2 + 1)tr(22' 1) has
algebraic degree 3, it is sufficient to have that the coefficient Cy1o = (a%j + ao)tr(a%iag + a%ial) +

(@ + an)tr(a? as + o ag) + (0 + ag)tr(a2 a1 + a? ag) is not zero.

Theorem 3.1.2. For n > 4, there exist basis vectors V = {ag, a1, az} such that 1 ¢ Span(V), and
tr(a%ial + a%iao) =1.

Proof:

The demonstration comes immediately from Lemma 3.1.1.
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3.2 Odd order binary Reed-Muller codes

Generalizing the result corresponoding to the 3rd order Reed-Muller codes, using the functions
in Corollary 2.2.17, f(z) = 221 + (22" + 2 + 1)P(tr(22 1), - - ,tr(azgij“'l)), we can show that to
codewords of binary Reed-Muller code of order (2N + 1), R(2N + 1,n)", where N is the algebraic
degree of P(xiy,xiy, -+ ,xi;), i.e. the degree of the term with the maximum number of different

241y L ,tr(inj“)). Without loss of generality we will consider the

factors appearing in P(tr(x
subfamily of the form f(z) = 22" ™1 + (22" + z + Dtr(x2* 1) -+ tr(x2™*1). To compute the order

of the code, we will concentrate on the terms of maximum degree of f(37=, L zag):
Terms of maximum degree of f (Z;:& xjay) are,
(520 @jad +zjay)tr(X) g wjadt 2570 wjay) -+ tr(50g xjad ™ 35 wja)
(520 wi(ed +a)) (g Ehidowsmad™ o)+ (Tisg Xjidowimad™ af)
(32520 305" + ag)) (=0 mamn o, ol ) o (S awmo Tinmix 05 o)

n—1 ok n—1 ) 21+t oty 2INtEN  otN
(ZJ =0 xj(a +a3))( t1 gl g =0 L1 %l Ljn Ty &, L Yy Yy )

2k

n—1 2t1t+t1 9ty 2UNTIN _otN )
(ajN+1+aJN+1)

1,010t NN G N 41 =0 Ti1 Tl TNy Ty TN Xy I JN In

n—1 4 . . WV (2N ok .
Zjlvllv“‘vjNleyjN+1:0 Tjy Tl - Ty iy Ty tr(a a5, o) tr(ajN alN)(ajN+1 + Qjni),s

where k, i1,--- ,iy are fixed coefficient indices.

We consider the following expansion in the basis {ag, -+, @n-1}:

k -1
tT’( 3211a11) T t?"( iij alN)(CV?NH + ajN+1) = ZZ:O Ajy,ly, dN N IN 1,0 Pp-

Replacing that last expansion:

Terms of maximum degree of f(Z;L;& rjaj) =
n—1

' Z ' Tl " TinTINT N1 Qgrla, gn N g0
D,J1501, NN, NE1=0

Which contains the non zero terms xj zy, -+ xjy 2, )y, of degree 2N + 1.
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Because the bases {ag, -+ ,an—1} are an linearly independent set, it only remains to demon-

strate that at least some coefficient a;, g, . In.jn+1,p 18 not zero. If all the coefficients are zero

o 7jN7
{5000 in i dnssop Z;é = {0}, then the function f is of a smaller degree, for example, 2N and the

code of the even order 2N.

Consider N such that n > 2N + 1. From the expansion of (37— zxay) we extract a term of

maximum degree, as for example:

The sum of all (2N + 1)! summands whose variable part is @, 1, - @jy, iy, Ljiniy,

= Tj1 Tiy " Ty Ting Tiow 1), by its coefficient leollo"'jNolNoj(NH)o

211 2N 2k:
) ) Z ' ' ' t?”(ozsl a82) e 7571(6“821\17101521\’)(0582N+1 +
(81, s2n41) isa permutation of (ji1g,l1,+, ANy INg T (N +1))

a82N+1 ) (3)

This implies that there exists a function of high nonlinearity in R(2N + 1,n) which is represented
by subfamily of functions f(z) = 22t + (22" + z+ 1)tr(@2* 1) - - tr(z¥V +1) . Using our result we

give explicit examples of functions of high nonlinearity via computational means (see Appendix).

Whether the degree of the field is even or odd depends whether the coefficient {a;, 1, ... jix.in.jnr1.p g;&

1S Zero or non-zero.

Algebraic Degree [11], [7] Let Fan be the n-dimensional vector space over the field Fa. Any
function F' from Fon to itself can be uniquely represented as a polynomial on n variables with

coefficients in Fon, whose degree with respect to each coordinate is at most one:

Fzy, - 2p) = ZungL c(u)(H?:l x;h)? c(u) € Fy.

This representation is called the algebraic normal form (ANF) of F and its degree d°F is called
the algebraic degree of F. The algebraic degree of F), therefore equals the maximal algebraic degree
of the coordinate functions of F. It also equals the maximal algebraic degree of the component
functions of F. It is a right and left affine invariant (that is, its value does not change when we

compose F, on the right or the left, by an affine automorphism).
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The field Fon can be identified with F3 as a vector space over Fo. Then, viewed as a function
from this field to itself, F' has a unique representation as a univariate polynomial over Fan of degree

at most 2" — 1. Let:
n_1
F(x) = Zi:o cGx', ¢ € Fon.

For every binary vector € [F, we can also denote by x the element z = ZZ;& rrag of Fan, where
{ap, -+ ,an—1} is a basis of the Fa-vector space Fan. Let us write the binary expansion of every

integer i € [0,2" — 1], i = 3" 14,2%, is € {0,1}. Then we have:

n__ _ n—1_. os
F(a) = S5 ei(R2g wro) =m0 b2
2n—1 -1 -1 s\i
Flx) =3 alliZg(CrZo xnad ),
since the mapping z — 22 is Fo— linear over Fon and 3, € Fo. Expanding these last products,
simplifying and decomposing again over the basis (aq,- -, ay) gives the ANF of F.

In the case that F is given as a univariate polynomial over Fan, d°(F) = max{ws(i); i is the exponent

of a term in F}, where wa(i) = Y777 is.

By definition, the algebraic degree of the family in Theorem 2.2.3 must be less than or equal to

2N 41 < n, where N is the number of trace factors.

Theorem 3.2.1. The functions f in the family in Corollary 2.2.17 are not affine equivalent to any

power functions nor other members of the family.
Proof:

d(tr(f)) = do(ankH) =2 ¢ {0,1,d°(f)} (see [7]). Also, among them are Estended Affine-
inequivalent, for each additional factor the new one function is Eztended Affine-inequivalent with

the previous ones.

In the functions in the Corollary 2.2.17, f(z) = 22 1+ (22" + 24+ 1)P(tr(z2 1), - - ,tr(inj“'l)),
the algebraic degree of P(xi,,xi,, -+ ,x;;) is the degree of the term with the maximum number

of different factors appearing in fP(tr(inlJrl), e ,tr(xw“‘l)). Without loss of generality we will
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consider the subfamily of the form f(z) = 221 4 (22" + 2+ 1)tr(z2* 1) - - tr(22™+1). To compute

the order of the code, we will concentrate in the terms of maximum degree into f(Z?;& Tjog):

We will calculate its algebraic degree from its representation as a function in a single variable, as

explained in a previous paragraph in this section [7].

To find the algebraic degree for the family in Theorem 2.2.3, f(z) = #2 1 + (22" + 2 + 1)tr(22 1),
we see that this family contains terms of the following forms:

A) 22 = 12412 then wy(1.2F +1.20) = 2.

B) g2 22D = L2212 by 50 (1,28 4 1.2P 4 1.204P) = 3, for p such that k ¢ {p,i+p}.
C) 22" +2 (21 = L2127 L2 han 0 (1.20 + 1.2 4 1.204P) = 3, for p > 0.

D) 22+ = g2 H127 [then wy(1.27 4 1.2147) = 2.

Then d°(z2 14 (22" ++1)tr(#* 1)) = max{ws(i); i is the exponent of a term in the representation

of f as a univariate polynomial} = 3.

To find the algebraic degree for the subfamily in Corollary 2.2.17, f(z) = 22" 4 (9(:21C +x+
Dtr (22" 1) (@M, where 1 < iy < iy < --- < iy < n— 1 are ordered, it is found that in
this family its terms with the highest degrees are in the following forms:

A) ka 4261+P1L 4 2P1 }... 4 2INTPN 42PN 2k 1 201+P1 4 2P1 4. 42N TPN 42PN ) mod(27—1)
Y

then wo((1.2F + 1.20+P1 4 1.2P1 ... 4 1.2INFPN 4 1.2PN) mod (2" — 1));

B) x20+2i1 +P1 4 9P1 4... 1 2INTPN 42PN 204201+P1 4-2P1 ... 4 2INFPN £ 2PN ) mod(2™—1)

_ 4 ,

then wo((1.20 + 1.20FP1 4 1.2P1 ... 4 1.2INFPN 4 1.2PN) mod(2" — 1));

C) x2i1+p1 +2P1 ... $2INTPN 42PN 201+P1 4 2P1 ... 4 2INTPN +2PN ) mod(2™—1)

= x( s
then wo((1.207FP1 4 1.2P1 4 ... 4 1.2INTPN 4 1.9PN) mod (2™ — 1)),

where 0 < p; < n — 1. Note that the mod operation is a Ring Homomorphism, so it can be applied

in any term or factor involved, especially to the sums of terms of the form 207t
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Problem Given the parameters k and 4;, where 1 < iy <19 < --- <iy <n—1, find the N values

pt € {0,1,--- n— 1} such that the next cardinal attain its maximum value:
Card{2%,---,2'N NorN + 1; for all p; = 0} < Card{2¥, 2i+pP1 21 ... 2iNtPN 9PN}
Card{2°0, 201 2p1 ... 2iN+PN 2PN} < 2N 41 <n. Then N < 251,

From 1 <14 <ig <--- <iy <n—1, we have that N <n — 1. So in the binary decompositions
of N, we have Ny,_1} = Ny,_9y = -+ = Ny1450g,n} = 0. Furthermore binary decompositions of N
and N + 1 differ only by one term. Remember that every integer i € [0,2" — 1] has a unique binary

decomposition i = 371,25, i, € {0,1}.

The point is to solve the problem for the subfamilies, placing particular conditions on the set of

exponents 1 <141 <19 <--- <iny <n—1. And also study the best-case scenario.

A Good Solution

We consider finite sequences of integer numbers (i¢)¥.;, (p;)I; such that:
1<i;<igp1 <in<n-—1

0<p<n-1

From the condition iy < n — 1, then N < n — 1. From the condition 2N + 1 < n, then N < "T_l

Then N < 251,

In this particular case, we search on the subset of (p;)¥.; and (i; + p;)~_; such that:

IN

n—1
t 2

b

pr < "T_l, for all ¢.

Then 2Pt mod(2"™ — 1) = 2Pt for all t.

it +pr < n—1, then 2Pt mod(2" — 1) = 2%+Pt_for all ¢,
Then Card{?pt mod(?” _ 1), 2it+pt mod(2” _ 1); t = 17 e N} — Card{QPt’ 2it+pt; t = 1, cee N}

m+ 1= max, {i;} <25, and
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m+2 m+2
TABLE 9. Sequences (i), , (pt), 2 , where m is even.
1t 1 3 ) eom—1 m+1
Dt - 5 g-1 -2 - 1 0
B =maxs {ps} < "T_l
Then m+1 < "T_l, ie.m < %‘3 Let m = "T_g, where m is even (then n has the form n = 4r 4 3,

for some r € N).
Then Card{2P, 20+P; t =1,--- | N} = 2(2) = m + 2 = 253 4 2 = nfl,
Then we obtain the new subfamilies with the maximum possible algebraic degree:

flz) =2t + (@ + 2+ Dtr@'H) - (@@ H)

=221 4 (x2k +x+ 1)tr(m21+1)t7’(w23+1)tr(mZSH) e tr(me_1+1)tr(x2m+1“)
n—>5

n—>5 n—1
= g2+l 4 (:czk +z+ 1)tr(x21+1)t7“($23+1)tr(m25+1) cotr(x? P (22 7 Y

where d°(f) = L.
In general: for m even, such that m < ”T*?’, the subfamily is:
F@) = 2?1 4 (@ z + Dtr(@ Ot (@) (@) (@ (227
where d°(f) = m + 2 or m + 3.
CASE n=4r + 1:
We consider finite sequences of integer numbers (i¢)¥, (p:)i.; such that:
1<iy <ippq <in<n-—1
0<p<n-—-1
subject to:

{ie, pi} < 252, for all t.
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m+2 m+2
TABLE 10. Sequences (i¢),.% , (pt),2 , where m is even.
T 2 4 6 e m m+ 2
Dt 5 g-1 -2 - 1 0
Gt p: D42 T3 Z44 - m+l mAt2
m+ 2 = max, {i;} < 25, and
2 =maz; {p:} < 25
Then m+2 < "T_l, ie.m < %‘5 Let m = ”7_5, where m is even (then n has the form n = 4r 45 =
47 4+ 1, for some 7 € N).
Then Card{2rt, 24Pt ¢t =1, N} =2("t2) =m+2="2 42 ="1 op 21 4 1 = 2H que
to the possible presence of the additional term 2* for the case Card{2F, 2Pt 2i+Pt. ¢t =1, ... N},

or the presence of the additional term 2° for the case Card{2°, 2Pt  20+Pt; ¢ =1 ... N}
Then we obtain the new subfamilies of high algebraic degree:

f(z) = 22 ($2k + x4 Dtr(22' 1) - .. tr(x2V 1)
= x2k+1 + (CU2k + T + 1)tr($22+1)tr(x24+1)tr(x26+1) . tT([L‘2m+1)t7’({1}2m+2+1)

n—>5 n—1
=221 4 (xzk +x+ 1)tr(:v22+1)tr(x24+1)tr(m26+1) cotr(x? T (2?2 7 T,

where d°(f) € {251, 2}

In general: for m even, such that m < "7_5, the subfamily is:

fl@) =2 4 @ 4o+ Dtr@@ )@ e (@) (@ e (227,

where d°(f) € {m + 2, m + 3}.
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The algebraic degree of f ensures that the sum given in equation (3), C is not-

Jiglig - INgINg I (N+1)g

Zero:

Theorem 3.2.2. Let n > 4, the function f(z) = 22y (ka oz + Dtr(a2 ) o tr(22V ) has

algebraic degree 2N + 1 if and only if the following items are met:

1. There exist basis vectors V = {«;}; such that 1 ¢ Span(V). In particular, this basis could be

V C{a, a?,--- ,a" 1}, where « is a primitive element.
2. There exist some non-zero term of maximum degree of variable part (let’s say) @, @1, -+ @y, Tiy, Tjns1yy
That is, there is a vector v= (J14, 14, » JNos lNo,j(N+1)0) such that the following sum is non-zero:

2i1 27‘N 2k
. . ] ) ) t?"(O&Sl 0632) e tT(OéSQN,lOdSZN)(OZSQNle + a32N+1) 7&
(81,7, san+1) isa permutation of (14,01, TNy NG F (N +1),)

Proof:

Due to the form of f, its algebraic degree cannot exceed 2N + 1. By studying the Kernel(y),
where ¢(z) = 22" + x, it we can show that |Kernel(¢)| < 2. Then Kernel(p) = {0,1}. Thus,
1 ¢ Span(V) implies ¢(Span(V) — {0}) € Kernel(y).

Apply in equation (3), the fact that the families of functions been considered in this section,
flz) = 22 4+ (22 + 2 + Dtr(@¥* 1) -+ tr(x2 ¥ +1), has algebraic degree 2N + 1, it is sufficient

to have the coefficient Cj, nonzero.

lig+ NG INg I (N+1)
Corollary 3.2.3. Let n > 4, the function f(x) = 22" 4 (:L'Qk + a4 Dtr(@ ) tr(22V 1) has
algebraic degree 2N + 1 if and only if the following items are meet:

1. There exist basis vectors V = {«;}; such that 1 ¢ Span(V). In particular, this basis could be

V C{a, a?,--- ,a" 1}, where a is a primitive element.
2. There exist a vector v= (14,119, , INo» lNoyj(N+1)0) satisfying the following Boolean identity:
> tr(agil Qgy) - tr(a§21]vv71a321\,) =1.

(51,7, s2n) isapermutation of v*= (j14,l1¢, 7Ny >INg)

Proof:

The demonstration follows immediately from Theorem 3.2.2.
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Corollary 3.2.4. Let n > 4. Then there exist basis vectors V = {«;}; such that 1 ¢ Span(V), and

a vector v* = (Ji,, 010, "+ 5 JNy» N, ) satisfying the following Boolean identity:

201 2iN _
Z tr(a81 0452) e tr(a52N71a52N) =1
(81,7, s2n) isapermutation of v*= (14,014, 3Ny »INg)

Proof:
Apply Corollary 3.2.3 to the functions (of algebraic degree 2N + 1) constructed in this section,

Le. f(x) = 2 ($2k +x+ l)tr(a:?lﬂ) e tr(xZiNH).

Remark In a vectorial Boolean function F' on F3, its n— coordinate functions are codewords in
some binary Reed-Muller code R(r,n). The algebraic degree of F, d°(F), which is the maximum

algebraic degree of its coordinate functions, is the order r of R(r,n).
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CHAPTER 4

A NEW TECHNIQUE TO BOUND THE NONLINEARITY

In this chapter, we establish a lower bound on the nonlinearity of the family of functions f(z) =
22" 4 (22 4 2+ Dtr(221)tr(2?’+1) given in Theorem 2.2.16. The techniques developed in the
literature are not very helpful for functions we consider (i.e. ones that contain products of the form

tr(w2k+1)tr(m2j+1)). Here we introduce new techniques. All theorems in this chapter are new.

As a historical background Roy [34] uses some results of Fitzgerald [22] on quadratic functions
with two trace terms, trg g, (z(z* —l—be)) where K is a finite extension of Fg, in order to generalize
some results of Lahtonen, McGuire and Ward [26] on Gold and Kasami- Welch functions. Then,
Roy gets the Walsh spectrum of the sum tr(22"+1) + tr(beH) under certain conditions introduced

in Lahtonen et al. [26].

4.1 Bounds for the Nonlinearity

The nonlinearity of a function F' can be expressed in terms of the maximum modulus of the
Walsh Transform, NL(F) = 2" 1 - %maxue]yg, velp+|Wr(u,v)|. Equal exponents in the terms of
the Walsh Transform defines the objective function to be maximized, in order to calculate the bound.

The method discussed here is new and can also be applied to study the Walsh spectrum and the

nonlinearity profile of other families of functions that contain Boolean terms of the form tr(b:ka“).
1st-Order Nonlinearity (Nonlinearity)

Simplification of the Walsh Spectrum family in Theorem 2.2.16, f = F o 1, where
W(z) =2 + P(x), Plz) = Ptr@@®+Y), - tr(z27+1)). Then:

Wp(a,8) = o, cp,, (-)TOFE@ Ha) 52 (1) OFW ey )
x on on

= Xyem (F)TOIO e POD = (—1)tr(6Fy) +ay) +tr(aP(y)
on ’

yGFQH
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where, by Lemma 2.2.15, ¢ = ¢! is a permutation on Fan, such that n is even. P is a Boolean

function, if a # 0 such that ¢r(a) = 0, then tr(a P(y)) = 0 on Fan. Then,
We(a,b) =, cx,, (—1)CF@+an) +tr@PW) = Wi (a,b).
Then, the Walsh spectrum was verified for all elements (b # 0, a), such that ¢r(a) = 0:

W (b, a) = Wg(b, a).

The objective of this section is to obtain a lower bound of the nonlinearity for the class of functions
flz) = 22 4+ (22 + 2+ Dtr(x2 ) tr(2¥ 1) which satisfies Corollary 2.2.17. The Walsh coefficient
is unknown for tr(a) = 1. Without loss of generality, we can assume the number of zeros is larger
than or equal the number of ones in the exponents in the Walsh sum. Then, WLOG, looking for a
way or the best way to maximize the number of zeros in the range of the function exponent in the

Walsh sum for f (using b+ 1 instead b) after the simplification of its Walsh coefficient:

tr(ba?" 1) + tr(a2 1) 4 tr(az) + tr(z2 T)er (2 ).
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Theorem 4.1.1. Let n = 2m, m odd and ged(n, k) = 2. The nonlinearity of the family f(x) =
22" 4 (22 4 2+ Dtr(x2 T )tr(2? 1) which satisfies Corollary 2.2.17 is bounded by:

o=l _ 2% > NL(z2" 1 + (22" + 2 + Dtr(@® T )tr(z? 1)) > |R|,

n+2

where k is such that 22°+! has the classic Walsh Spectrum W ook =1{272, 22, 0} (see Appendix
I1), and R = {x € Fon; 1 4 tr(ba?" 1) = tr(22+1) = tr(axz)}, for some a, b 0 in Fan.
Proof:

Without loss of generality, we can assume the number of zeros is larger than or equal the number of
ones in the exponents in the Walsh sum for f. Then, WLOG, maximize the number of zeros (Z) in the
range of the function ¢r((b+1) f(z)+az). Due to the simplification of the Walsh coefficient of f (based
on the application of the permutation in Lemma 2.2.15, ¢ = ¢!, ¢(z) = x + tr(22 V) tr(x? 1)),
equivalently, we maximize the number of zeros of the function tr(bek‘H) + tr(az2k+1) + tr(ax) +

tr(kaH)tr(:z:sz).

Objetive function: { max  |[{z € Fon; tr(bz?" 1) + tr(z2 1) + tr(az) + tr(z2 T )tr(z2 1) = 0},

b#1,a,j}

First, we will study the case for b # 1, which will be reduced to the case for b = 1.
Let us consider the sets:
P = {x € Fon; tr(lka‘H) = tr(ax), tr(asz‘H) =tr(ax)}
Q = {x € Fon; tr(ba® 1) = 1 + tr(ax), tr(z2+1) = 1 + tr(ax)}
R = {x € Fon; tr(bz® 1) = 1 + tr(az), tr(z2+1) = tr(az)}
S = {z € Fon; tr(ba®+1) = tr(az), tr(22 1) = 1 + tr(ax)}.
They define a partition of Fon, denoted by P, with respect to the linear function tr(az).
By the conditions on n and k, the monomial 22" ! becomes a permutation [23], [3], [40]. The

function (b + 1)2" ! is a permutation too . Then (b+ 1)z2+! is onto. Then for b # 1, the term

tr((b+ 1)x2k+1) has 27! values equal to zero and 2"~ ! values equal to one. Then:

PUQ C {z € Fyn; tr((b+ 1)22 1) = 0}, then |P| +|Q| < 2" 1.
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RUS C {x € Fon; tr((b+ 1)a2"+1) = 1}, then |R| + | S| < 271,
And from |P| 4+ |Q| + |R|+ |S| = |[PUQURU S| = |Fan| = 2", we have the identity:
[Pl +1Q =2""", |R|+|S]=2""".

In order to maximize the number of zeros, we can assume that |P| = maz{|P|, |Q|, |R|, |S|}. We

denote by Z = the number of zeros, O = the number of ones.

CASE For k such that #2°+! has Walsh Spectrum W oy C {2%27 2%, 0} :

Z—0 = [Wn(a,b)

Z + 0 = 2"
For any b # 0, a € Fan,
21 4 25 if Wk, (a,b) =25
[P+ 18] = {a € Fans tr(ba® 1) = tr(az)} = { 271 4 251, if Woe(ad) =28 (1

271 i f Woaeiy(a,b) = 0.

Remark For any ¢ # 0, a # 0, the set {z € Fon; tr(chkH) = 0}, where 22+ is a permutation,
not necessarily defines a vector subspace of FY, as the set {z € Fan; tr(ax) = 0}. But tr(cxzk“)
can be the same as tr(az) in |P| +|S| € {271 423, 271 + 2271 271} points.

Then, for some pair (a,b) € Fan x F5,, the maximum number of values equals to zero is |P|+|S| =
|IPUS| = |{z € Fan; tr(ba? 1) = tr(az)}| = 2"~! + 25 Later we will only consider b with this

requirement. From P, |Q|+|R| = 21 =22 From |P|+|Q| = 2"', |P| = |R|+2%. From |P| < 2"~
|R| <271 23,

Also, from |P| = 271 2% — |5, |S| > 25 From |P| = max{|P|, |Q], Rl |SI}, |P| +|@Q| = 2",
and |R| +]5] = 2", we obtain |Q| = min{|P|, |Q)], |R], |S]}.

From now, the parameter j will be used in the maximization process. Moreover, this process depend

uniquely on j (independent of b and a).
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z € Fon: | tr(bx? ) + tr(2® ) + [ tr(az) + | tr(@® ) x [ tr(=¥ 1)
Forz € P: 0+ tr(azx) + tr(az) x tr(z¥+1)
For z € Q : 0+ tr(az) + | (14 tr(ax)) x | tr(z?+1)
Forz € R: 1+ tr(azx) + tr(az) x tr(z¥*1)
For z € §: 1+ tr(az) + | (14 tr(ax)) x | tr(z¥+1)

TABLE 11. tr(bf(z) + az) on partition P

The objective function is simplified such that it only depends on the choice of parameter j:

Objetive function: max |{z € Fan; tr(ba2 1) + tr(a® ™) + tr(az) + tr(@® )tr(z? 1) = 0}.
tr(x2! +1)

SUBCASE For j such that 22’ ™ has Walsh coefficient W isi(a,b) € {27, 0}:

2 € Fon [ tr(ba® ) +tr(@®*Y) + [ tr(ax) + | tr(@¥ ) x [ tr(z¥+)
Forx € P: 0+ tr(ax) + tr(ar) x tr(ax)
=0
Forz € ) : 0+ ‘ tr(ctm() +>‘ (I +tr(ax)) x ‘ tr(ax)
Forz € R: L+ ‘ tr(ax)1+ ‘ tr(azx) X ‘ tr(ax)
Forz € S : 1+ ‘ tr(azx) + ‘ (1 +tr(ax)) x ‘ tr(ax)
=1+ tr(ax)

TABLE 12. tr(bf(z) + az) on partition P

From:

1,ifreR
tr(bf(z) + azx) = (2)
1+tr(azx), if z €8

S will be most convenient to get zero values, therefore it will be assumed that |S| > |R|. Then, the

following monotonic sequence on the partition P is guaranteed:

[Pl > [S] = [R| = |Q|.
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That sequence is a key part of solving the optimization problem. Also:

|R|+2% = |P| > |S| > |R|, so [R| +25 > |S| > |R|.

From now, on the parameter a will be used in the maximization process. Moreover, this process

depend uniquely on a (the three parameters are independent each other {b, a, j}).

The objective function is simplified such that it only depends on the choice of parameter a:

Objective function: H%ax) {z € Fan; tr(bek“) + tr(kaH) +tr(azx) + tr(kaH)tr(ijH) =0}
tr(ax

— max [{z € QU S; tr(ba?" 1) + tr(z2' ) + tr(az) + tr(z2 1)tr(2? 1) = 0}

tr(ax)

SUBCASE Regarding the parameter a:

The function tr(az) has up to 2"~ ! zeros, and 2"~ ! ones. In the worst case, Vz € Q, tr(az) = 0,

and Vo € S, tr(ax) = 1. Then

T € Fan: | tr(ba® )+ tr(a® ) + [tr(ax) + | tr(@® ) x [tr(a? )

For z € P : 0+ tr(az) + | tr(ax) x tr(ax)
| =0

For z € Q : 0+ | 00+ [A+0)x [ 0

Forr € R: 1+ ‘tr(ax)+‘ tr(ax) x ‘ tr(az)
' —1

Forz €S : Lt IR EN

=1+1=0

TABLE 13. tr(bf(z) + ax) on partition P

s {x € Fon; tr(ba?+1) + tr(z? 1) + tr(az) + tr(z? T)tr(z¥ 1) = 0} = 2" — |R)
17a7j

> 9" — (271 —2%2) > 271 4 22 Then, the new maximum absolute value of Walsh coefficient is:

n+2

(z?lba;%) ‘Wx2k+1+(:v2k+x+1)tr(z2k+1)tr(r2j+l)(a7 lz2=

Then, the new nonlinearity will be upper bounded by:
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v € By [tr(ba® ) + (@) 1 r(ax) + [ @) x [ @)
Forx e P: 0
Forz € ) : 0
Forx e R: 1
Forx € §: 0

TABLE 14. tr(bf(x) + ax) on partition P

n

NL@ 4 (22 + 2 + Dtr(@? )tr(2? 1)) < 2n-1 - 23,
On the other hand, if we compute the value of |R|, the new maximum absolute possible value of
Walsh coefficient is attained by:

((%E;ZB) ‘Wx2k+1+(12k+:L‘+1)tr(:r;2k+1)tr(a:2j+1)(a’7 b)| =2" —2[R|.

Then, the new nonlinearity will be lower bounded by:

NL(z? ! + (22 + 2 + Dtr(@? )tr(@¥ 1)) > |R|.

Using these last two inequalities the new nonlinearity is bounded by:
o=l _ 25 > NL(22" T + (22" + 2 + Dtr(2? ™)tr(2¥ 1)) > |R|

Where |R| = |{z € Fon; tr(ba® ™) = 1+ tr(z® 1) = 1 + tr(az)}|. Moreover, to reduce the

computational cost, we can be used the more efficient form:

IR| = |{z € Fan; 1+ tr(ba? 1) = tr(x2+1) = tr(az)}).

SUBCASE For j such that 22’1 has Walsh the coefficient W i (a,b) € {2"T+2, 272 }:

Then Z = 271 + 25, We will use these values on P U S. Then, tr(z* 1) # tr(az), so tr(z¥ 1) =

1+tr(az) on QUR, |QU R| = 2" — 23, Then,

The objective function is already determined on the sets P and Q.
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T €y [ tr(ba? ) £ (@) ¢ [ tr(az) + | @@ ) x| tr(@@ )
For z € P: 0+ tr(azx) + tr(az) x tr(ax)
=0

For z € Q : 0+ Hﬂwwi\(r+wmw)x\u+¢mmm
For z € R - 1+ ‘ tr(ax) + ‘ tr(ax) x ‘ (1+tr(az))

=1+ tr(ax)
Forz € S 1+ | tr(ax) + | (1+tr(ax)) x| tr(az)

= 1+tr(ax)

TABLE 15. tr(bf(x) + ax) on partition P

The objective function is simplified such that it only depends on the choice of parameter a:

Objective function: n%ax) {z € Fon; tr(ba? 1) + tr(22 1) + tr(az) + tr(z?" TH)tr(2? 1) = 0}
tr(ax

— max |{z € RUS; tr(ba®" 1) + tr(a®" 1) + tr(az) + tr(z2 T )tr(@? 1) = 0}].

tr(ax)

SUBCASE Regarding the parameter a:

The function tr(az) has up to 27! zeros, and 2”71 ones. |[RU S| = 2”1, then in the worst case,

Vz € RUS, tr(ax) = 1. Then

x €Fyn | tr(ba®+) +tr(a®+1) + | tr(az) + | tr(zF1) x tr(z? )
For x € P : 0+ tr(ax) + tr(ax) x tr(ax)
=0
For z € Q : 0+ ‘ tr(ax) + ‘ (1 +tr(ax)) x ‘ (1+tr(ax))
=1
Forx € R : 1+ ‘ L+ ‘ 1 x ‘ (1+1)
=1+1=0
Forz € S : L+ [T+ [ Grpx [ 1
—1+1-0

TABLE 16. tr(bf(z) + az) on partition P
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£ € By | (b ) e (@) 1 [tr(ax) + | (@) x [ (@)
Forx e P: 0
Forz € ) : 1
Forx e R: 0
Forx € §: 0

TABLE 17. tr(bf(x) + ax) on partition P
Then  max {z € Fon; tr(ba?+Y) + tr(a?" ) + tr(az) + tr(a? ) tr(z¥ 1) = 0} = 2" — |Q|
70”.]
If we compute the value of |@|, the new maximum absolute possible value of Walsh coefficient is

attained by:

a,b)| = 2" —2|Q|.

max) ’W$2k+l+($2k +x+1)tr(x2k+1)tr(z2j+1) (

(a, b#0

Then, the new nonlinearity will be lower bounded by:

NL@? 1 4 (22 + 2 4 Dtr(22)tr (22 +1) > Q).

But, from |Q| = min{|P|, |Q|, |R|, |S|}, this last inequality is implied by the before case. In con-

clusion, for k such that 22°+1 has Walsh Spectrum W _or,; = {2"T+2, 25, 0}, we have:

271 23 > NL(@? ! + (22" 4+ 2+ Dtr(@® t)er(z?+1)) > |R],

where |R| = [{z € Fan; 1+ tr(ba? 1) = tr(2®" ) = tr(az)}|.

On the Distribution of Zeros in the Affine Family

For a proof of our following result and its version in higher dimensions we refer to Section 5.1

Theorem 4.1.2. Let a; # ay two non-zero elements in Fon, and S,, = {z € Fon; tr(a1x) = 0}
and Sy, = {z € Fan; tr(agz) = 0} its corresponding Fy - vector subspaces of Fan. The sets H,, =
{x € Fon; tr(aix) = 1} and Hy, = {x € Fan; tr(agx) = 1} its hyperplanes, respectively. Then the

intersections Sg; N Say, Sa; N Hayy Hey NS, and Hy, N Hy, form a partition of Fan, such that:
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1S4, N Say| = [{x € Fon; tr(arz) = tr(agzw) = 0} = 272,
|Sa, N Hyy| = [{x € Fon; tr(a1z) = 0, tr(agz) = 1}| = 272,
|Hay N Say| = {x € Fon; tr(ayz) = 1, tr(agz) = 0} = 272,

|Hoy N Hy,| = {z € Fon; tr(a1z) = tr(agz) = 1} = on—2,

Corollary 4.1.3. The number of zeros in the quadratic function tr(aiz)tr(azz) (a1 # ag in F3,) is:
|0 = {z € Fan; tr(a1z)tr(asz) = 0} = |(Say N Say) U (Say N Hay) U (Hay N Say)| = (3)27.
Remark The following result is useful for knowledge and for a good intuition about the distribution

of zeros and ones in the family of linear Boolean functions: |H,,| = 27!, but |{z € H,,; tr(asw) =

0}| # 2" L. Exactly, [{z € Hq,; tr(asz) = 0} = (3)2".

Due to potential of application of this Corollary 4.1.3, we call it Theorem on the distribution of

zeros of the quadratic.

nl(f.) Ub Lb olG1)dGa) nl(f_r) d(f_zj nl(f_r;l) d(f_rgl) nl(f_l}jlj d(f_lgsr) nl(f_rgsﬂj nl(R_11) d(R_11)
n=4 4 o 4 2 4 3 4 - - - - 4 3
n=6 24 8 24 2 24 3 24 - - - - 24 3
n=8 112 48 112 2 112 3 96 5 - 7 - 104 5
n=10 480 224 480 2 480 3 448 5 480 7 - 456 5
n=12 1984 180 1984 2 1984 3 1888 5 1912 7 - 1936 5
n=14 8064 3068 8064 2 8064 3 7808 5 - 7 - = —
n= 16 32512 16128 32512 2 32512 3 = 5 - 7 - - =

FIGURE 1. n = field degree. NL(f) = Nonlinearity of a given function f. Ub=
upper bound and Lb= lower bound of NL(fy;i), given in Theorems 4.1.1- 4.1.4.
Gold Gj(z) = 22" +1. The function of Budaghyan et al. fy(z) = 22 ™1 + (22" + 2 +
Dir(z2 ). frr(@) = 224 + @2 + 2 + Dtr(2? ) tr(2? 1) family in Theorems
4.1.1- 4.14. frjur(z) = 22 (22 4 Dtr (22 ) tr (22 ) tr (2211, frjuok(z) =
22 4 (22 + 2+ Dtr(@ ) tr (22 )t (22 )t (22 ). Rip(x) = 22 4 (2 +
z + Dtr(@2 ) (1 + tr((z + 28)2 1)) is a variation inspired by families in Corollary
2.2.17. Budaghyan function is EA-inequivalent but CCZ-equivalent to Gold. d(f) =
Algebraic degree of f.
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Remark A weakness of Gold family is that it has 2nd-order nonlinearity equal to 0: nla(Gy) = 0.
Fortunately, for n odd the families given in Corollary 2.2.17 do not necessariy have 2nd-order
nonlinearity equal to 0, see Section 4.3. For n = 7, nla(fijr) > 9, where k =1, j = 2. For n = 11,

nla(f) > 119, where f is a function in Corollary 2.2.17.
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Theorem 4.1.4. Let n = 2m, the family f(z) = 22! + (22" + 2 + 1)tr(22 ) tr(2?’+1) belongs

to the class of functions given in Corollary 2.2.17, where the Walsh coefficients of 72" +1 satisfy the
classic requirement of the Gold family: W k., (a1,1) = 273" (see Appendix II), for any a; € Fan.

Then, the nonlinearity of f has the following lower bound:

NL(2 ! 4 (22 + 2+ Dtr(2? Ttr(a? 1)) > 22 — 25

Proof:
CASE b = 1. First, we consider the case for n even, later the case for n odd.

Let’s n = 2m. Without loss of generality, we maximize the number of zeros (Z) in the range of
the function tr(z2+1) + tr(az) + tr(z2 +1)tr (22 +1).

n+2

SUBCASE For {k, j} such that W_,x,(a1,1) =W i, (a1,1) =2"2":

v e By [0 Fir(am) 1] G@ ) x [
Forx e P: 0+ tr(air) x tr(w2j+1)
For x € Q : 1+ (1 +tr(ayz)) x | tr(x®' 1)

TABLE 18. tr(1f(x) + ax) on partition P U Q = Fan

n+2

The Walsh coefficient W x4 (a1,1) =272, defines the following sets, by solving the linear system:

7 — O = Wx2k+1 (a17 1) — Zw€F2n(_1)t7‘(1_x2k+1)+t1”(a1 x)

P = {z € Fyn; tr(a2" 1) = tr(aya)}, with |P| = 271 4 25
Q = {x € Fon; tr(z® ™) =1 + tr(ayx)}, with |Q| = 2"~ — 23,

They define the partition P U Q = Fan, corresponding to the linear function ¢r(a;x).
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Now, we pay particular attention to a solution to our optimization problem:

Objective function: max |{z € Fon; tr(z2 ) + tr(a1z) + tr(z2 tH)tr(2? 1) = 0}].

{a1,5}

Also, since W ,;,,(a1,1) = 23" then we will ensure at least the |P| = maz{|P|, |Q|} = 2"~ +22

of 2771 4+27=2 ero values, if the corollary on the quadratic function tr(aix)tr(asx) has been applied.

v €Fon i [tr(a® ) +tr(arz) + | tr(a® ) x tr(z?+1)
For z € P : 0+ tr(ayz) x tr(azz)
tr(ayz)tr(asx)
Forz € @ : 1+ ‘ (1+tr(az)) x ‘ (1 +tr(agz))
tr(a1x) + tr(agx) + tr(ayz)tr(asx)

TABLE 19. tr(1f(x) + ax) on partition P U Q = Fan

It is not convenient for the purpose of getting more zeros, that the quadratic resultant function

over the set @, tr(ajx) +

tr(agz) + tr(ajx)tr(azz), such that @ ¢ O. Because x ¢ O, it implies

tr(aix)+tr(agz) +tr(aiz)tr(aszr) = 14+ 1+1 = 1. Then, we prefer as much as possible for elements

in @ that © € O, which is described in the next table:

z € Fan tr(a? ) 4+ tr(az) + | tr(@® ) x [ tr(z? )
Forx € P tr(a1w)tr(asw)
=0
Forz € QnNO: tr(a1w) + tr(agx) + tr(aiz)tr(asz)
= tr(az) + tr(agz)
For x € QN O°: tT(alw) + tT(GZ-T) + tT(GLT)t?"(&Qaj)
S

TABLE 20. tr(1f(x) + ax) on partition P U Q = Fan
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Remark In the probabilistic terms, for z € Q@ N O, the resultant function, tr(a;z) + tr(azzx) is such

that tr(ajx) =0V tr(agz) =0, i.e.

0+0=0,
tr(aix) +tr(agr) = 041 =1, (3)
1+0=1.

Itis Pr(1) = 2, Pr(0) = 1. But worst case, to get even more zero values, we suppose that Pr(0) = 1,

ie. tr(aix) +tr(asx) =0 on QN O.

Now, Vz € P, tr(ajz)tr(asx) = 0, then P C O. Taking in account that PUQ = Fan is a partition,
then PU(QNO) =0, |PU@QNO)|=(3)2", |QNO| = (3)2" —|P| =2""2-23, QN0O°= O and
QMO =1QI—|QnoO|=2""" —25 — (22 —23) =22,

Then, {max} {x € Fon; tr(a® ™) + tr(arz) + tr(z? t)tr(2? 1) = 0} = 2" — |Q N 0.
ai,J

The new maximum absolute possible value of Walsh coefficient for b = 1, is attained by:
max ‘Wx2k+1+(x2k+z+1)tr(zgk+1)tr(x2j+l)(al, 1) =271

al € an

Then, the new “nonlinearity” (with the restriction, b = 1) will be lower bounded by:
NL(@* 1+ (2% + o + Dtr(? +H)tr(2?+1)) > 271 - 272,
SUBCASE For {k, j} such that W ., (a1,1) = 23", and W, (a1,1) = 0

Because W k., (a1,1) = ZHTH, we will use the same first table and partition P U Q = Fan given
in the earlier sub-case. Next, the factor tr(x2j+1) takes the main role in the maximization problem,
but now with the difference that W ,;,(a1,1) = 0.

Objective function: {max} [{z € Faon; tr(z®" 1) + tr(az) + tr(z? 1)tr(2?'+1) = 0.
ai, j
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g €Fopn: [tr@® ) +tr(mz) + | tr(@®t) x [ tr(@¥ )
For x € P: 0+ tT(CL1$> % tT,(xQJ_H)
Forz € @ L+ (1 +tr(apz)) x | tr(z? 1)

TABLE 21. tr(1f(z) + ax) on partition PUQ = Fan

From W ;. (a1,1) =0, tr(z? 1) agrees with linear (and affine) functions ¢r(agz) in 2*~! points.
In order to satisfy the objective function (maximize the zero values in ¢r(1f(x) + ax)), there are

the following four choices:

| 1, if v € Hy NH
If tr(z?' 1) = tr(agx), for x in P, then n(x) = tr(aiz)tr(asz) = “ “
0, if ¥ ¢ Hay N Hg,
If tr(z? 1) = tr(aga), for z in Q, then
1, if x € Hy, N H,
k(x) = 1+ tr(agz) + tr(ai1x)tr(ase) = d “ “
L+ t’I“(CLQJU), 'Lf T ¢ Hal N Ha2

The best choice is considering tr(z2' 1) = tr(agz), for  in P N (Ha, N Hy,)®. And taking into

account that |P| = 271 + 2% and (H,, N Hg,)® = (2)2", it can happen for all the 2"~! points,

where tr(z2’ 1) agrees with tr(azz). Then, we elaborate the next table:

T € Fyn : tr(z?+0) + tr(ax) + | tr(z® ) x tr(z? 1)
2"l ¢'sin P =P — (H,, N H,,): 0+ tr(aix) x tr(asx)
tr(a;x)tr(asx)
2% 2/sin P = P (Hy, N Hy,): 0+ tr(ayz) X (14 tr(aqgz))
tr(ayzx) + tr(aiz)tr(asx)
1+ | (1 +tr(arw)) x | (1+ tr(axz))

For x € @ :

tr(a1x) + tr(agx) + tr(aiz)tr(asx)

TABLE 22. tr(1f(z) + ax) on partition P U Q) = Fan, where f in Corollary 2.2.17

There are three types of functions on the partition:

n(z) = tr(arz)tr(asz), ((z) = tr(aix) +tr(arz)tr(asz), {(z) = tr(ai1z) + tr(agz) +tr(aix)tr(asx).
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For example, for the function &: If © € H,, N Hg,, then () = 1+ 1+ 1 = 1. Then, we prefer

that x is not in H,, N H,,, to increase the chances of obtaining zero values, &(x) = 0.

To sum up all possible values:

1, if x € Hyy N Hy,
0, if x ¢ Hy NHg,

0, if © € Hy, N Hg,
tr(alx), Zf x ¢ Ha1 mHaz

1, if x € Hyy N Hg,

tr(aix) + tr(agz), if © ¢ Hq N Hg,.

To get the best number of zeros, it is convenient to apply Theorem 4.1.2, |H,, N H,,| = 2772,

z € Py tr(@ ) + tr(ayz) + [ tr(2¥H) x [tr(@® )
21 2'sin P = P — (H, N Hy,): ”?)
¢(x)

22 2'sin P = PN (Hy N Hy,):

0
()
tr(a;x) + tr(agz)
()
1

I

22 2'sin Q =Q — (Hyy N Hy,):

I

22 2% 2'sin Q = QN (Hy N Hy,):

TABLE 23. tr(1f(z) + ax) on partition P U Q = Fan

In the worst case, to get even more zero values, we assume that {(z) = tr(ai1x) + tr(agz) = 0 on

the QN O.

Then max |{z € Fon; tr(z2 ) + tr(ayx) + tr(@? T)tr (a2 1) = 0} =2"—|Q N (Hy N Hy,)l-

{a1,5}

The new maximum absolute possible value of Walsh coefficient for b = 1, is attained by:



(© 2020 Roberto Reyes Carranza
96/131

max |W ap,1)] =21 + (2)22.

a1 € Fyn P (02 (a2 (2 +1)

Then, the new “nonlinearity” (with the restriction, b = 1) will be lower bounded by:
NL(@¥* !+ (22 + 2 + Dtr(@?  )tr(@? 1)) > 272 — 25

Summarizing the two sub cases for b =1, and Wk, (a1,1) = 9%,

, =2 if W (a1, 1) =275
NL ! 4 (22 + 2+ Dtr(@® THtr(@? ) > f Wz (an,1) (7)

272 — 23 if Wi (a1, 1) =0.

Note that the case W _,;,,(a1,1) = 0 is always present.

CASE For b # 1 from b = 1:

In order to satisfy the objective function we will consider the subcase for b = 1, which is
n+2
the one with the maximum number of zero values corresponding to Wx2k+1(a1, 1) = 2" and

W sii1(a1,1) = 0. From that, we address the case for b # 1:

Wf(a’b): Z (_1)t7‘(bf($)+aa:): Z (_1)t7‘((b+1)12k+1)+tr(w2k+1)+t7‘(a1x)+tr(332k+1)tr(a;2j+1)
x € Fon z€Fon

_ > (_1)tr((b+1)12k+1)+0 n 5 (_l)tr((bJrl)ka'H)Jrl‘
¢ QN(HayNHay) x€QN(HayNHay)

T permutation, that is |T| = 2"~!, where

Taking in account the following facts: tr((b+ 1) x

T = {x € Fyn; tr((b+1) 22" 1) = 0}, [Far — (QN(Ha, NHyy )| = 27714272423 |QN(H,, NHy, )| =

=2 _ 923, Then, in order to get the maximum number of zeros, the worst case occurs with the

following choice:

Wi(a,b) < > (—=1)°*° + > (=D + 2. (=Dt
¢ QN(HayNHay)NT ¢ QN(Hay NHay )UT r€QN(HoyNHay) =T

Wy(a,b) <271 4 (2772 —23) — (272 4-2%) = 271 — (2)25.

Where: |[Fon — (Q N (Hoy N Hy,) NT)| = 2771, |[Fon — (Q N (Hy, N Hy,) UT)| = 272 4 27,

n

QN (Hyy NHy,) — T|=2""2-22 .
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Then, the new “nonlinearity” (with the restriction, b # 1) will be lower bounded by:
NL(@? 4 (22 + 2 4 D)tr(22 )tr (22 +1)) > 2772 4 25
In summary, for WkaH(al, 1) = QTLTH, the nonlinearity is under bounded by:

. 272 2% ifb=1
NL2 4 (22 + 2+ Dtr(@® Ttr(a? ) > i (8)
22 123 ifb#1

Then, in the worst case:

n

NL(@? ™ 4 (22 + 2 4 D)tr(22 )tr (22 +1)) > 2772 — 25,

Remark This method can also be applied to study the Walsh spectrum and the nonlinearity profile
of other families of functions that contain the Boolean terms tr(bx2k+1). Moreover, because the
bounds depend on the Walsh spectrum of functions, the new family of functions with the same

Walsh spectrum could have the same bounds according to their formula.

4.2 Simplification of the Walsh Spectrum of the Family in Theorem 2.2.24, fo = F o ¢,

where ¢(z) = = + B(x). Then:

Wi, (a,b) =3, .. (—1)frCF@) +az) = P (=1)trOF@) +ap™ ()
2n 2n

=Y, cF (=1)trCF@) +aly+By) = S eF (—1)tr (b F(y) +ay) +tr(aBw))
on on

Y

1

where ¢ = ¢~ " is a permutation. B is a Boolean function, considering a, such that tr(a) = 0, then

tr(a B(y)) = 0 on Fan. There are a lot of candidates, exactly |{a # 0 € Fan; tr(a) = 0}| =271 — 1.

Then, W¢,(a,b) =5 (—1)tr@F@) +ay) +ir(@BW) = Wi (a,b), for a # 0, with tr(a) = 0. Then,

yEFon

the Walsh spectrum was verified for all elements (b # 0, a), such that tr(a) = 0:

Wi, (b, a) = Wg(b, a).
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Using the previous technique in order to increase the chances of achieving a high nonlinearity for the

family, from the nonlinearity of one of the two functions that have participated in its composition.
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4.3 Bounds for the 2nd-Order Non-linearity

2nd-Order Nonlinearity

The same concept d(f,R(1,n)) works in general for R(r,n), Vr > 2.

nla(f) = ming e x2,n) du (f, h) = ming c g (f +h).

Applying the concepts from Reed-Muller Codes Section 1.2 to f + g, where deg(g) = 2, we get a

formula for the 2nd- order nonlinearity based on the Walsh Transform with the extra quadratic
term :

duf{f, g te+ X0 wvit =du{f+ g e+ > wv} =320 £ 3 (—=1)wotU+9@)}

vEFon
nla(f) = 3{2" —max, ey gerem| D (-1t
UGFQTL
where ¢ could be 0 or 1, and Q(v) = g +¢ + >, u;v; means an arbitrary quadratic function in
the vector v = (vy,v2, -+ ,v,) € F3.

n tr(bf(z)) +tr(
W p((ai)izo,0) =1 22 (=1)

Mol

aix21+1) +tr(ax)
i=1

3
tr(bf (z)) +tr( Y a;z® +1h)
=1 = (1 S
z €Fon x € Fon
Objective function: max {x € Fan; tr(bf(z)) + tr(>] a;x® 1) =0}
b;ﬁO, (ai)i,ai E]an} ;

)

0

Considering a family of Corollary 2.2.17, f = F 01, where )(z) = 2+P(z), P(z) = tr(z? T )tr(2¥ 1),
bl .
Q(z) = az + g(z) = 3 a;a® !
i=0

WQf((ai)i,b) — Z (_1)t7"(bF(1/1(:C))+ax+g(:E))

IEFQ’R

S (=1)irCFE) +avTi () +9( )

yngn

S (O QU PO) = 3

tr(b F(y)) +tr(
(-1
yEFQn

Ng[SH

ai(y+P(y))2' 1)
=0
yG]FQn

We begin the maximization process with the exponent in the exponential sum W £((a;);, b):
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iin—H)_

Mw\:

e(z) = tr(mekH) + tr(b (xzk +x+ 1)tr(:v2k+1)tr($2j+1)) + tr(

=0

bl

Taking into account that in general the sum tr( > a;z% 1) contains the term tr(b 2> +1). Then, the
=0

objective function is simplified to:

tr(a;z®+1) = 0}/

Mw\:

{2 € Fou; tr(b (22 + 2 + Vtr(2® )22 +1)) +

max
{b£0, (a;)i,a; EFon} i=0

For b = 1 for n even, tr(b(z®" + z + 1)tr(z2"1)tr(2?’+1)) = 0 on Fyn. Then, the maximization
problem is reduced to the knowledge of the weight distribution of R(2,n) (quadratics more general

than a Gold function):

n

max {z € Fan; Z tr(a;z? 1) = 0} = 2"— minimum weight in R(2,n)
{b=1, (ai)i,a; €EFan} i=0
where, min {z € Fan; Z tr(a;x? le) = 1}| = minimum weight in R(2,n) = min{2", 2" 1+
{b (@), a; E]FQ'IZ i—0
2n7 2n 1 + 22 on— 1 + 25—1 on— 1} -1 _ 2n72

Also, we are looking for non-trivial solutions, so just considering the cases where the element 0 is

not in the weight distribution of R(2,n).

On the other hand, for b # 1 there may be fewer number of ones. Then, there is an upper bound:

no(f) = d(f,R@ ) = min  [{o € Fan; tr(b (6 + 2 + Dtr(@? e 1)) +
{b#0, (a;)i, a; €Fon}
3 .
tr(ax¥ 1) = 1} < min H{x € Fon; Y tr(a;z® 1) =1} =271 — 2n—2
0 {b 1 (al)“al ngn i=0

N

o
|

nla(22 1 + (22" + 2 + Dtr(22 )tr(2¥ 1)) < 201 — 92,

Theorem 4.3.1. [14]

All the weights in R(r,n) are multiples of ol

Proposition [Carlet [11], recursive lower bounds on the r— nonlinearity]:

nl(f) > 271 — 1 \/2%-2 S nly_1(Dof).

a€Fon
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Corollary 4.3.2. [Corollary 2, Carlet [9]]:
Assuming some K, k, € NU {0}, with Ya € 3., nl,_1(D,f) > 2"t — K2F.

Then:

nly(f) =271 — 1 \/(2n — 1) K2k+T + 27,

It is approximately:

nl,(f) > 27— VK2"

Example For n =6 = 2(3), § = 3 even, by application of Corollary 4.3.2:
The subfamily f(z) = 22t + (22 + 2 + )tr(z? T)tr(2?' 1), where i, j € {1, 2, 3}.
nly(Daf) =0, Va # 0. 0 = 32 — K2*, then K =1, k = 5. Then nia(f) > 32 — 25 = 0.

On the other hand, by J. Schatz [35], 18 = p(RM(2,6)) > nla(f). Then 18 > nia(f) > 0.

n

Example For n = 8 = 2(4), § = 4 not even, by application of Corollary 4.3.2 for lower bound:
The sub family f(z) = 22! + (2% + z + Dtr(@? T)tr(2?’ 1Y), where i, j € {1, 2, 3, 4}.
nly(Dyf) =0, constant Va # 0. 0 > 287! — K2% then K =1, k=7.

Then nly(f) > 2871 — /(28 — 1)28 + 28, niy(f) > 0.

Example For n = 7, by application of Corollary 4.3.2 for lower bound:
The sub family f(z) = 22+ + (2% + 2 + Dtr(a® )tr(2?’+1), where i = 1, j = 2.
nly(D1f) = 24, and nly(D,f) = 16, constant, Va ¢ {0, 1}.

r=2, min nl_1(Daf) =16 =2""1— K2* then K =3, k =4.

a€Fi,

Then nl,(f) > 2771 — 3 /(27 — 1)(3)25 + 27 > 8.5. Then niy(f) > 9.
Example For n = 9, by application of Corollary 4.3.2 for lower bound:
The sub family f(z) = 22+ + (2% 4 2 4+ Dtr(a® )tr(2?+1), where i = 1, j = 3.

nly(Daf) = {112, 64, 0}, Va # 0.
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r=2, mIiFn nly_1(Daf) =0 =271 — K2F then K =1, k = 8.
acF}

Then ni,(f) > 2971 — 1 /(29 1)29 + 29 = 0. Then nly(f) > 0.

Example For n = 11, by application of Corollary 4.3.2 for lower bound:

nli (D1 f) = 480, and nly (D, f) € {256, 224, calculating}, Ya # 0.

r=2, min nly_1(Dof) = 224 = 2111 — K2k then K =52, k = 5.
acF}

an

Then nl,(f) > 21171 — £ /(211 — 1)(52)26 + 211 = 118.8. Then niy(f) > 119.
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CHAPTER 5

NEW SIMPLE DIFFERENTIALLY é- UNIFORM BOOLEAN FACTORS BASED
FAMILIES

5.1 New Differentially {4, 6, 8}-Uniform Permutations with Optimal Algebraic Degree

In the whole discussion of this theory, we identify the vector space 5 with the field Fon.

The AES (advanced encryption standard) uses the inverse function, which is a differential 4-
uniform function. Finding differential 4- uniform permutation functions with high nonlinearity on
even degree fields is a big challenge. In view of these reasons, in |2|, Bracken and Leander listed an

open problem:

Problem To find more highly nonlinear permutations of even degree fields with differential unifor-

mity of 4.

It is known that if fis an permutation on Fan, then deg(f) < n—1. If it attains the equality Zha [40]
calls it optimal algebraic degree (oad). To read about a class of sporadic binomials permutations with
low differential uniformity (6 = 4, 6) see the work of Charpin and Kyureghyan (2017) in [13]. Yu
and Wang built differential 6 and 4- uniform permutations from the inverse function [39]. Then
Qu et al. [33] gives us a survey of differentially 4-uniform permutations families, even without the

requirement of high nonlinearity see the Carlet [10], and also Zha [40].

We construct new families of 4-uniform functions in this Chapter. All our functions have much
simpler forms than the ones given by the authors mentioned above. It is important to underline
that the functions given by a group of authors are defined implicitly, or are given as a piecewise

function. While our functions are given through an explicit formula in polynomial representation.
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Theorem 5.1.1. [Differentially {4, 6, 8}-Uniform Permutations]|
There is a linearly independent set of Ty, (a;)?—}', whith tr(a;) = --- = tr(a,—1) = 0, such that:
1) If n odd and ged(n, k) = 1, then, the family of functions:

flx) = 22" 4 (:L‘Qk + x4+ Ditr(arx) -« - tr(ap—1x),
is differentially 4-uniform permutation on Fon, nl(f) > nl(22"T1)—2 = 201 2" —2, and optimal
algebraic degree d°(f) =n — 1.
2) If n=2m, where m is odd and gcd(n, k') = 2, then, the family of functions:

9(x) = x2k/+1 + (a:zk/ +a+ Dtr(arx), -, tr(adegx),
is differentially ~-uniform permutation on Fon, where v € {4, 6, 8}, d°(G) = deg € {n —2,n — 1}.
Moreover:
If deg = n — 1 (optimal algebraic degree), then ni(G) > nl(xzklﬂ) —2.
If deg = n — 2 (almost optimal algebraic degree), then nl(G) > nl(xzk/ﬂ) —4.
3) If n odd and ged(n,i) = 1, then, the Kasami based family of functions:
K(z) = 2221 4 (22772 4 g2 - (D241 4 2% =22 4 23241 4 203027 4Ly g2
2 4z + Dir(arz), -, tr(an_12),

is differentially 4-uniform permutation on Fon, nl(X) > nl(F) —2 = 271 — 2" — 2, F(x) =
22" =241 and optimal algebraic degree d°(K) =n — 1.
Proof:

We will first demonstrate more general results. Then we will obtain our results as consequences as

particular cases. Following the sequence of propositions in this section.
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Lemma 5.1.2. There exists a linearly independent set of F, (ai)?z_ll, such that tr(a;) = --- =
tr(an—1) = 0.
Proof:
Let B = {1, a, a?,--- ,a" '} be a basis over Fon with a a primitive element of the field. If we

select B such that it contains elements whose trace is 1 then we can consider the maximal subsets
of B: {a, -+, a} and {act! .- a}, such that tr(a®) = 1, for i < p, and tr(a®) = 0, for

p < i, for some p.

Thus the set of n — 1 vectors {a® + a2, -, a® + af?, a+i, ... o} are linearly independent

(because of definition of linear independence) and have trace 0.
Lemma 5.1.3. There exist a basis in Fy, (a;)!"_,, where its basis vectors have trace 1.
Proof:

Half of the elements in the vector space F5 have trace equal to 1. Any vector v of trace 1 can
be spanned by a linear combination of basis vectors because taking the trace of v is the same as
taking the trace of the basis vectors. As such, there must exist at least one vector a®* € B such

that tr(a®) = 1.

Consider the maximal subsets of B: {a®,--- ,a} and {a+!, ---  a®}, such that tr(a®) =1,
for i <p, and tr(a®) = 0, for p < i, for some p. Then the set of n vectors {a®!, a®2,---  a, a® +

afrtl ... + af} s also a basis in F where its elements have trace 1.

Lemma 5.1.4. Let ¢ € Fon, iy, i9,--- ,i; € N, P € Fa[z;,, ziy, - - - ,xin] a polynomial with coeffi-

cients in Fo, and tr(a1) = --- = tr(a;) = 0. Then, the equation
xz+ P(tr(arz), -, tr(ajz), tr(x2i1+1 +xtr(l)),--- ,tr(a:Qi““l +xtr(l))) =c¢,
has only one solution,
z = c+P(tr(arc),- -, tr(ac), tr(c 1 4 ctr(1)), -, tr(H + ctr(1))).

Proof:
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Uniqueness: Let p(z) := 2+ P(z), where P(z) := P(tr(a1z),- - - ,tr(a;x), tr(@® P tr(1)), -
tr(z2"+! 4+ ztr(1))). The equation for z, p(z) = ¢, implies © = ¢ + P(z), where the algebraic ex-
pression P(z) is Boolean, i.e. P(z) € {0,1},Vz € Fon. Then, the equation ¢(x) = ¢, has only two
possible solutions, ¢ and ¢ + 1. If xg is a solution for that equation, then xg + 1 is not a solution:
olro+1)=x0+ 14+ P(zo+ 1)= 20+ P(xo) + 1= p(z0) + 1 # p(x0) = ¢, because of the identity
P(z +1) = P(x) on Fan, in the next paragraph. Then the solution for this equation is unique.
Identity P(z + 1) = P(z) on Fon: P(x + 1) = P(tr(a1x),- - ,tr(ajz), tr(z2 L+ 1+ atr(1) +
tr(1)), - tr(@2 Pl qmtr (1) +tr(1)) = Pltr(arz), - - tr(ajz), tr(@? Ptz tr(1)), - tr(a? T4
xtr(l))) = P(z), on Fan, because of tr(a;) = --- = tr(a;) = 0, and tr(zx + 1)2’”'1 = tr(ka‘H +1)
on Fyn, Vk € N.

Form of the Solution: Along the lines of the proof of Lemma 2.2.1, we consider the following
form of the solution, x = ¢+ P(c). If P(c) =0, then p(c+ P(c)) = ¢(c) =c+ P(c) =c+0=c. On
the other hand, if P(c) =1, then p(c+ P(c)) = p(c+1)=p(c)+1=c+Plc)+1=c+1+1=c¢
as in a previous calculations, where p(zo + 1) = ¢(xg) + 1. Therefore in both cases x = ¢ + P(c)

is the solution for the given equation, ¢(x) = c.

Theorem 5.1.5. [Differentially y-Uniform Polynomial| Let tr(a;) = --- = tr(a;) = 0 over
Fon, I a differentially 6-uniform function, and P € Fa[zy,, iy, -+, 7i;,,] a polynomial with coeffi-

cients in Fy. Then, the family of functions:
f(z) = F(x + P(tr(aiz),- - ,tr(a;x), tr(z2 1+ ztr(1)), - tr(22 T 4 2 tr (1))
is differentially ~v-uniform, where § <~ <24, j+1> 1, and each i, € N.

Proof:

Given a # 0, b, both in Fan, considering the corresponding differential equation for f to be

studied:
D,f(x)=F(x+ P(z)+ P(x+a) — P(x)+a) — F(x+ P(z)) = b,

where P(x) := P(tr(a1z),--- ,tr(a;z), tr(22 T 4 ztr(1)), -, tr(22 T + 2 tr(1))), the same no-

tation as in the previous Lemma.
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Since P(x + a) — P(x) is a Boolean function, for a = 1, it is possible that the term P(xz +
a) — P(z) + a becomes zero, then the equation for b = 0 is reduced to the following equation,

Dif(z) =F(z+ P(z)) — F(xr+ P(z)) =0, on Fon N {x € Fon; P(x + 1)+ 1= P(x)}.
Case a # 1. Subcase P(x + a) — P(z) = 0: The equation D, f(z) = b becomes:
F(x+ P(z)+a)— F(z+ P(z)) =0

Because F' is differentially §-uniform over Fon, this equation has at most § solutions for the
variable y = z 4+ P(«), which will be denoted by y = 3 and y = ys + a, for 1 < ¢ < %. In the

following steps we solve the equations in x, x + P(x) = y, for each value of y.

The equation z+ P(z) = vy, by Lemma 5.1.2, has the unique solution x = y;+ P(y;), for 1 <t < %.
The equation x + P(z) = y; + a, by Lemma 5.1.2, has the unique solution z = y; + a + P(y; + a),

for 1 <t<3.

Then, there are at most ¢ solutions.
Subcase P(x + a) — P(z) = 1: The equation D, f(z) = b becomes:
Flz+P(z)+a+1)—F(zr+ P(x)) =0

Because of F' is differentially d-uniform over Fan, this equation has at most 0 solutions for the
variable y = x + P(x), which will be denoted by y = z; and y = 2z +a+ 1, for 1 <t < g. In the

following we will try to solve the equations in z, x + P(x) =y, for each value of y.

The equation z+ P(z) = z;, by Lemma 5.1.2, has the unique solution x = z;+ P(z;), for 1 <t < %.
The equation x + P(z) = z; +a + 1, by Lemma 5.1.2, has the unique solution z = z; + a + 1 +

P(zi+a+1) = zz+a+1+ P(z+a), because of the identity, P(z+1) = P(z), on Fan, for 1 <t < %.
Then, there are at most d solutions.
Casea=1.D;f(z) = F(x+P(x)+1)—F(z+ P(x)) = b, because of the identity, P(z+1) = P(z),

on Fan, this equation can be treated as the equations that appear in the case for a # 1. So the

equation Dj f(x) = b has at most 0 solutions.
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In conclusion, for any a # 0, b, both in Fan, the equation D, f(z) = b attains a total of at most 2§

solutions in Fon.

Remark Apply this Theorem to the differentially {2, 4}-uniform permutations F' (Gold and Kasami
subfamilies), refer to Gold in [23], Janwa and Wilson in [24], Nyberg in [30], and others in [33], [40], [11].

For any a € Fon, let S, = {x € Fan; tr(ax) = 0} its corresponding Fa- vector subspace of Fan, and

the set H, = {x € Fon; tr(ax) = 1} its hyperplane, respectively. For a # 0, dim S, = n — 1.
Lemma 5.1.6. Let a1 # ao two nonzero elements in Fon. Then:

1S4, N Say| = [{x € Fon; tr(arz) = tr(agz) = 0} = 22,

Proof:

S is a 1-1 transformation: S :TF%, — £, 1(F%) where £,_1(F5) represents the set of all linear

a S
subspaces of dimension n — 1 of the linear space [F7.

Let a; # ag. If we have S,, = S,,, then:

Vo € Fon, tr(a1x) =0 <= tr(azz) =0
Vo € Fon, tr(a1x) # 0 <= tr(asz) #0

Vo € Fon, tr((a1 + ag)x) = tr(a1x) + tr(agz) = 0.

Thus for a1 +ag # 0 we have |Sq, +4,] = 2™. This contradicts that the cardinality of proper subspaces
S, (for each a € F3,) is |S,| = 2771, Thus Sy, # Sa,-

If a1 # az € Fj. we know that dim(S,,) = dim(Sa,) = n — 1. Let B = (;)7= be a basis for S,,,
and z,, € Fan such that B U {z,} is a basis for Fan. Furthermore, let B’ = (2/)?_! be a basis for

Say, and z), € Fan such that B’ U {z],} is a basis for Fon.
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Now lets consider Sy, # Sy, dim(Sq,) = dim(Ss,), and dim(S,,) + 1 = dim(Fan), then there
exist a unique vector (say x,—1) in B that we cannot obtain from a linear combination of vectors

in B’, and vice versa.

We know that k(€ N) linearly independent vectors can generate (via linear combinations) sets of
exactly k linearly independent vectors (since the space generated by their span is the same up to
isomorphism). Since B’ does not generate x,_1 it must then generate the n — 1 linearly independent

vectors in B U {x,} — {zn—1}. As a consequence, B’ generate the n — 2 vectors in B, 1, .., Tp_2,

ie. BN Sy, = {1, -+, xp—2}. Thus the subspace Sg, NSy, is such that Span({z1,- -, xn—2}) C
Say N Say-
n—2 n—1
Let © # 0 € Sg, N Say, then Y iz + cp12p—1 = v = Y ). Since Va;(1 < i < n—2) €
i=1 i=1
n—1
Span(B’), then ¢p_12,—1 = Y, c/z; € Span(B'). Since x,—1 ¢ Span(B’), then ¢,—1 = 0. Thus,
i=1
r=c1x1+ -+ cp2Tpn_o+0xp_1 =121+ - + Cp_2Tp_2, i.e. x € Span({x1,--- , Tp_2}).

This means that S,, N Sy, is an Fy - vector subspace of Sy, (and S,,) of one dimension less,

dim(Sg, N Say) =n — 2 and Sy, N Sy, | = 2772
Remark To prove the Lemma 5.1.6 we can also apply the theorem for the dimension of a sum of
subspaces of a finite dimensional vector space.

Lemma 5.1.7. Let a1 # a2 two nonzero elements in Fan. Then the intersections Sg, NSq,, Say NHa,,

H, NS,,, and H,, N H,, form a partition of Fan, such that:
1S4, N Sa,| = [{x € Fon; tr(arz) = tr(aszr) = 0} = 272,

|Sa, N Hyy| = [{x € Fan; tr(a1z) = 0, tr(agx) = 1} = 272,
|Hyy N Sa,| = {2 € Fon; tr(ayz) = 1, tr(agz) = 0} = 272,
|Hyy N Hy,| = |{x € Fon; tr(ayz) = tr(agz) = 1} = 2772,

Proof:
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The previous Lemma states that, Sg, NSy, is an Fy - vector subspace of Sy, such that, dim(Ss, N
S4,) =n —2and |Sq, N Sa,| = 2772, From |S,,| = 2", and that {S,, N S,,, Sa, N Hy,} defines a
partition for Sg,, then |S,, N Hy,| = 272,

Let a = a1 + az. Then |S,| = |[{z € Fan; tr(az) = 0} = [{z € Fan; tr(a1x) = tr(asx)}| = 271,
is the number of points where the two linear functions, tr(a;x) and tr(agx), agree, that is [Sq, N
Say| + |Hay N Hy,|. Then |Hy, N Hy,| = 272, On the other hand, |H,| = |[{z € Fon; tr(az) = 1}| =
{z € Fan; tr(a1x) # tr(agz)} = 2771 is the number of points where the two linear functions are

different, that is |Sa, N Hay| + [Hay N Say|. Then |Hy, N Sy,| = 2772

Lemma 5.1.8. Let {a; € Fan;i = 1,2,3} be a Fa- linearly independent set of Fy, such that
|Sa; N Sa,| = {x € Fan; tr(aw) = tr(ajz) = 0} = 2"2, for all i # j. Then, the intersections
Say NSay N Saz, Sa; N Saj NHg,, Sa; N Ha; N Hg,, and Hqy N Hg, N He, form a partition of Fon, such
that:

1S4, N Say N Sas| = |[{x € Fon; tr(arz) = tr(agz) = tr(agr) = 0} = 2773,

|Sa; N Sa; N He, | = {z € Fon; tr(a;x) = tr(ajz) =0, tr(agz) = 1} = 2773,

|Sa; N Ha, N Heo, | = {x € Fon; tr(a;x) = 0, tr(ajz) = tr(agz) = 1} = 2"73,

|Hyy N Hyy N Hyy| = {2 € Fon; tr(a1x) = tr(agz) = tr(agz) = 1}| = 2773, for all 4, j, k different
from each other.

Proof: We denote by #; ; = {2 € Fan; tr(aiz) = i, tr(agx) = j, tr(azz) = k}, and t; 5 = |t k],
for any (4, j, k) € F3. From {a;}3_; linearly independent, a1 + az + a3z # 0, |Sa;tag+as = {T €
Fon; tr(a1x) + tr(azx) = tr(azz)}| = 2"~ 1. The set {f00,0, t0,1,1, t1,0.1, t1,1,0} defines a partition of
Sar+as+ass then to00 +to,1,1 + 1,01 +11,1,0 = [Say+astas| = 2771

Also, the set {507071, 5071,0, 1?170,0, 51,171} defines a partition of Hgy 1ayta; = {z € Fon; tr(aiz) +
t?“(azl‘) = t?"(agl‘) + 1}, then to,0,1 +t0,1,0 + 11,00 +t1,11 = ‘Ha1+a2+a3| =2" — |Sa1+a2+a3‘ =2n—1

From the hypothesis [S,, N Sy,| = 2”72, as in the demonstration of the previous Lemma, we have

a common cardinality: [Sa, N He,| = [Ha, N Sa;| = |Ha, N Hg,| = 2772, for all i # j in {1, 2, 3}



(© 2020 Roberto Reyes Carranza
111/131

Then, taking into account the partitions, we have the following system of 14 linear equations in the

8 variables, t; j r:

0,00 + 0,01 = |Say N Say| =272, to00 + t1,00 = [Say N Sas| = 2772,

t0,00 + t0,1,0 = [Sa, N Sas| =272, to1,1 + t0,1,0 = [Say N Hay| = 2772,

toa1 + tia1 = [Hay N Hyg| = 2772, to11 + to01 = |Say N Hay| = 2772,

t100 + 1,00 = [Hay N Say| = 2772, t101 + to,01 = |Say N Hay| = 2772,

t1,010 + t1,110 = [Hay N Hay| =272, t110 + t1,11 = |Hay N Hyy| = 2772,

t1,1,0 + to,1,0 = [Hay N Saz| =2"72, t110 + 1100 = [Hay N Say| = 2772,

t0,0,0 +t0,1,1 + 1,01 +1,1,0 = |Say+astas| = 2" to,0,1 +to,1,0 + 1,00 + 111,10 = [Hayragtas| = 2771
Say NSay M Say is an Fa - vector subspace of Sy; NSy, for any ¢ # j, of one less or same dimension,
e |Sa, NSay NSe,| = 27=2 (or 2"3). Then, from the first three equations, t0,0,1 = t1,0,0 = to,1,0 =0
or 2”73, respectively. Substituting in the equation (14): 111 = 2n=1 or 2773 respectively. Now,
substituting ¢1,1,1 = 271 in the equation (5):

to11 = on=2 _ on-1 (contradiction with to1,1 € NU {O}) Then t111 = 273 and to1,1 = n=2 _

273 = 2n=3_ Also, from the equation (14), 3to01 + on=3 = gn=l je. to,0,1 = t1,00 = to,1,0 = on—3,
Doing back substitution. From the first equation, o0 = 2"~3. From equations (7), (12):

t1,01 = |Hay N Say| — ti00 = on—3, t1,1,0 = [Hay N Say| — t100 = 2n=3_ All the equations are

satisfied. In summary t; ; r = on—3,

Theorem 5.1.9. [On the Distribution of Zeros in Affine Functions] Let (a;)}"" a linearly
independent set of F3, the sets Sy, = Kernel(tr(a;z)) = {x € Fan; tr(a;z) = 0} its corresponding Fo
- vector subspaces of Faon, and H,, = {x € Fan; tr(a;x) = 1} its hyperplanes. Then, the intersections

of the form Sq, N---N Sy, , Ha, N Sa,, M- NSa, - He, NH, -+, and

aig

N Sa;, NN Y4

ip—1"

H, Nn---NH, form a partition of Fan. Also, |U,, N---N U, | = on—(n=1) — 91 where
21 tn—1 21

ainfl

Ug;, M-~ NUg, _ denotes any partition element.
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Proof: It is sufficient to demonstrate that ’Uail N---N Uaik’ = 2% for all U, . Uaik, for all

e
1 <k <n—1.In particular it follows the theorem. Proceeding by induction:

We use the Lemmas 5.1.7 and 5.1.8 for some beginning values for n:

For n = 2: Uy, | = 2n—1 =2l

For n = 3: [U,, | = on—1 = 22, Ua;, NUa,, | = on—2 — 9l
For n = 4: |Uy, | = 2" =23 |Uy, NUq,, | = 2772 = 2% Uy, NUa,, NU,,, | =2"% =21,
The induction hypothesis: Supposing true up to K = n — 2, ie. let {a;, - ,a;, ,} a linearly

independent set, such that [Ug, M-+ NUg, | = onk foralll <k <n-—2.

Induction Step: To demonstrate for K +1=n—1, [Ug, N---NU, | = on=(n=1) = 21 for all

Uy NN U,

1t

To define by Elil,--~,lik = {z € For; tr(ai) = liy, -+, tr(ayx) = b}, and &y, g, =

(liy, - ,1i,) € F5 where 1 < k < n — 1. Systems of equations:
Those that add to zero: By the induction hypothesis {a;}7—] are linearly independent, aj + - - - +
an-17# 0. Then 2" 1 =[S, 1.ha,, = {x € Fon; tr((ar1+- - -+an_1)x) = tr(ar1z)+- - +tr(a,_17) =

in—1 + Z tlil’”.’linfll

(Liy v+ li, ,)EFS " hasevenl’s

i+ 4l =0} =t 0

Those that add to one: Also, 2" 1 = 2" — Sy, +va 1| = |Haytota,_, = {2 € Fon; tr((a; +--- +

n )z) =l + -+ 1y =1} = 3 b
iy lip_q )EFEHI hasodd1’s

g abig gt

To define by t; N =t el iy where l;,,- -+, ;, are the fixed values, [ N/

iga1 o lin_1 i Vigy oo bi U107 s bin—y
are the free values. Then we have the identity > L =1, .. . The
igy10 b1 G197y by,
(lik-~-1’"'’lin71)€]173717]c
induction hypothesis yields the following systems of equations:
From n — 1 factors (Uai]-)7 n — 2 fixed values, and 1 free value:
to, +t, | =|Us N-NU, |=2""0"2 =22

From n — 1, n — 3 fixed values, and 2 free values:

ny ny y ny _ 9n—(n—3) _ 93

toin720infl + toin721in71 + tlin720infl + tlin721in71 - 2 - 2 !
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From n — 1, n — 4 fixed values, and 3 free values:
toin—30in—20in—1 + Z tlinf?:linf?linfl +
(liyy_5+liy_o>li, 1) €F3 hasoneentryl
Iy Iy _9n—(n—4) _ o4
Z tlin—Slin—Qlin—l + tlinfﬁllinf? 12‘77,71 - 2 - 2 ’
(liyy_5slip_o»li,,_1) €F3 hastwoentry1’s
From n — 1, n — (u+ 1) fixed values, and p free values:
toin_u‘.. 0i, 4 + Z tlinf,/" L, . + Z tlin—y,”.lin—l +
il )€ asoneentryl il )€ astwoentryl’s
ln# lip_4 ]th lnu lip_4 ﬂ“gh 4
S 3 t, o+ Elin 1= on—(n—(p+1)) — gu+1
n— n— — —
(lin—u'”linfl) €F haspu—1lentryl’s . :
From n — 1, 1 fixed value, and n — 2 free values:
t0i2-~~0in71 + Z tliQ"'lin—l + Z tliz"'lin—l oot
(lig=li,,_1) € Fg_2 has oneentry 1 (lig=li,_4) € ]Fg_2 hastwoentryl’s
n ¥ — 9on—1
Z tli2"'lin,1 + t1i2... L, , = 2 .

(lig=li,_1) € F2~2 hasn—3entry1's
The intersection (Sq,, N~ N Sq, )N Sa, . is a Fa - vector subspace of Sy, M-+ NSy, , then,

it has one less or the same dimension that of the space Sq,, M-+ NS, . Then:

n—2 n—1 n—2
S | N Sa,. | =22 =22 ifdim( () Sa, ) = dim( () Sa, )
j=1 "’ j=1 "’ j=1 7
to’bl 0ip_y = ‘ ﬂ Sa2j| - n—2 n—1 n—2 (9)
j=1 27 N Sa,, | =2, ifdim( ) Sa,;) =dim( ) Sa,) — 1
j=1 j=1 j=1

Case If to, .0 = 2!: Substituting in the last system of equations:

in—1

From n — 1, n — 2 fixed values, in particular to be 0, and 1 free value:

t_()ini1 + {11.”71 = 22, E()in71 = t0i1"'0in71’ then 2?11.7%1 =22 9ol =9l

From n — 1, n — 3 fixed values, in particular to be 0, and 2 free values:
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toin720in71 :toil'“oinﬂ’ toin721 =n

in—1 in—1" Z.'n,720in71 in—1"

then: #;.

‘n—2

From n — 1, n — u — 1 fixed values, in particular to be 0, and p free values, for 1 < pu < n — 2 (from

the inductive hypothesis):

m

n 1
> (Dt e, =20
=0 m n
J (Ui liy )

has j entries 1's)

We obtain the constant sequence: Elin =t 1 =...= fliQ...l =2l

-1 ip—2+tin—1 in—1

Case If 1o, .0 = 22: Again substituting in the system of equations:

in—1

From n — 1, n — 2 fixed values, in particular to be 0, and 1 free value:

Z?oin71 + fl,-n71 = 22, t_()”h1 = t0i1"'0in71’ then 7?1%71 =22 922 = 0, for t_lin71 arbitrary.

From n — 1, n — 3 fixed values, in particular to be 0, and 2 free values:

ny Iy ny Iy _ 93
toin—20in—1 + toin—Qlin—l + tlin—ZOin—l + 2(:]‘7;n—2]"‘.n—1 - 2 ’
to,, ,0.,_, =loy-0; ,» to, 1, =t 0, =t =0, substituting the last identity
then: ¢, 1,  =23-22=22 fort;, ,, _ arbitrary
' n—2"tn—1 ) n—2"tn—1 )

From n — 1, n — 4 fixed values, in particular to be 0, and 3 free values:

2 2\ L F _ o4
2+ 3(0) + 3(2 ) + tlin,31in,2 li,_1 — 2%,
then: ¢, .1, 1, =0,forty, 1, 1,  arbitrary.
We obtain the alternating sequence:
: 0, if (li,_,, - li,_,) contains an odd number of 1’s (10)
((lin72,~-~linjl) 4, if (li,_,»" -+ li,_,) contains an even number of 1’s,

has u free values)

Vi<pu<n-—2.
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Substituting in the equation:
-1
2" = Hayttan | = > o s =
(lil FAR lin—l)E]F;71 hasodd1’s
Z tlin,1 + Z tlin731in—21in71 +- +
(liy = liy,_y) €EF3 " hasoneentry 1 Ly, li, ) €EFS ! hasthreeentry1's
Z t1i3... 1;, , Or Z t1i2.., L, +
(UTREN 7 EFg_l hasn—3entryl’s (Lig s liy 1) € Fg_l hasn—2entryl’s
: __on—1
possibly ¢ 1, .1,  =2""".
(alln—1 places
are 1’s)
Le.:
0+--- +0+possibly t 1, .1, | = 2n—1,
(alln—1 places
arel’s)
Then term t1; .1, | needs to be present and can’t be 0; it is 1, .1, | = P
From the inductive hypothesis we have:
- = 9n—(n—2) — 92
7flz.1...lz.7k2 = |Uai1 N N Uain_2| 2 2
In particular:
_ _ 92
tlil"'lin,2 | ai, n---N Hain,2| = 2°.
By definition:
tlil'" Lip _90ip + tlil"' Lig_olin_y = tlil'" Lin o
Then substituting the last equations:
-1 _ _ 92 2
2m = tliln'linfl =2°— tlil'" Li, 50i, 4 < 2 s where tlil.nlin720in71 > O, Vn > 4,

For n < 3 the theorem is true, from the previous lemmas, Lemma 5.1.7 and 5.1.8.

Then to, ..o, | = 22 is not true. Then, oy -0, | = 2!, then for this case we have the corresponding

—1 n—1

constant sequence:

1 =.o=1, ..

infu g1

((liy 5+ 1s,,_1 ) has pentry 1's)

L = =1 .
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Equivalently:
80,y 04 Loy = L0i0i gla ol = = 00 e el = = oy e, = 21
forall 1 <4p,---, -1 <n—1places, 1 < pu<n—2.

It remains to see what happens in the case of n — 1 ones, ¢y, ...1, . By back substitution, this
is by substituting the last equation (which has n — 2 ones and 1 zero) of the constant sequence,

b 1iy1s, | = 2! for all 1 <iy,--+,i,1 < n— 1 places (then also b1, 1 =21), into the

in720in71
equation:
tlil"' Lip_90ip_y + tlil"' Lig_olin_y = tlil"' Lin_s
_ 92 _ 9l _ ol
by ety 1, = 25— 27 =20
Then, with the last equation tlilmlinfl = 21, and t0i1“'0in71 = 21, the constant sequence is com-
pleted:
toilmoinfl - t0i1"'0in721in71 - toilmoin731inf2 Li, oy =777 toilmoinfufllin—umlinfl -
_ _ ol
t()l.1 Lig 1y, | = tlil'" Li, , = 2 ,
forall 1 <ip,-+-,ip—1 <n—1places, 1 < pu<n—2.
Which means that U, N---NUs, | =ty 1, = 2V % by - by, (Liy, -+, 1;,_,) contains any
number of ones, from 0 up to n — 1. Then |Uy, N-+-NU,, | =2 for all Uy, -+, U,,_,.

Corollary 5.1.10. Let (ai)?z_ll a linearly independent set of Fy, and ¢ a function on Fan, define the
sets Hy, := {x € Fan; tr(asp(z)) = 1}. Then

|fiai1 N---nN I?ain, = | [{vo, v1}]|, where Hy, N---N H,, , = {vo, v1}.

|

In particular, if ¢ is a permutation, then ’ﬁail N---N ﬁain, =2n

|
Corollary 5.1.11. Let (ai)?z_ll a linearly independent set, and be 0 ¢ (h;)!_; a sequence of different

elements, on Fan. Defining agj) := a;h;, where each h; # 1, then

{z € Fon; tr(arz), - tr(ap—1x) + tr(agl)x) e tr(ag_)lw) + tr(agl)x) e tr(a(l) x) =1}

n—1
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C(Halﬂ‘--ﬂHan 1)U U(H(z)ﬁ'”ﬂH(z) ), and
ay Ap—1

|(Hay N+ M Hq, )U - UH oy NN H o ) <2(141).
1 n—1

Also, one can use the affine transformation az(j) = a; + hj.

Moreover, it H,, N---NHy, -, HopN---N Haa) are disjoints, then the following equality is
n—1

a;

achieved:

{z € Fan; tr(a1z) - - - tr(ap—1x) + tr(agl)x) e tr(a(l) x) + t'r(agl)x) e tr(a

n—1

= (Hay N+~ N Hop ) U U(Ho N+ N Hyo )] = 20+1).

n—1
Example Let (ai);‘:_ll a linearly independent set on Fon, define alt = a;hy, where hy # 0,1,

i

moreover (Hy, N---NHy )N (hiHg, N---NH,, ) =10. Then
{x € Fon; tr(aix) - - - tr(ap—1z) + tr(agl)az) e tr(a(l)l:x) =1}

= (Hg N---NH,, ,)U (Hagl) m---mHa<1_>l)| =4.

Theorem 5.1.6 implies that |H,, N---N H,, | = 2!, i.e. only two pre images will change, from z to

x + 1, that means: H,, N---N H,, |, = {0, 1}, for some z; € Fi,.

The given families in the hypothesis of the main theorem (Theorem 5.1.1) belong to the more
general family f(z) = F(z + tr(aix)---tr(as,—1x)). For f we will make a approximation of its

nonlinearity through the nonlinearity for F' (which is known):

Wf(a, b) — (_1)tr(bF(a:o+1)+aaco) + (_1)tr(bF(a:1+1)+aac1) 4+ Z (_1)tr(bF(ac)+a:c)
2 €Fon —{x0, 71}
— (_1)tr(bF(:co+1)+axo) . (_1)tr(bF(aco)+axo) + (_1)tr(bF(1‘1+1)+ax1) . (_1)tr(bF($1)+ax1) +

Z (_1)tr(bF(:1:)+az)

ZE]FQ’n
_ (_Dtr(b F(zo+1)+azo) _ (_1)tr(bF(x0) +awxp) + (_l)tr(bF(;r1+1) +axy) _ (_1)tr(bF(ml) +axy) +WF((Z, b)

Then:

Wf(a, b) _ WF(G, b) — (_l)tr(bF(zo+1)+azo) _ (_l)t'r(bF(zO)+azo) + (_1)tr(bF(zl+1)+azl) _ (_1)tr(bF(zl)+azl)
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Wy(a,b) — Wg(a,b) =r € {0, 2, +4}.

Then we have the following bounds for the nonlinearity of f:

I(f)y=2"1-1 Wy(a,b)| =271 =1 W (a,b) +7l.
nl(f) 2 ey W1 (D)l 2 e 8y, Wrla,b) 47l

(F) -l —gn-1_1
ni(F) = 5 2(Irf + aewg}%}éwg*

W (a,b)|) = ni(F) + 2l

Wr(a,b)]) <nl(f) <

277t — L(—|r[+ max
a€F%, beFn*

nl(f) —nl(F) = 5 € {0, £1, £2}.

In particular: nl(f) > nl(F) — 2. Apply this inequality to the functions F' (subfamilies of Gold
and Kasami), whose nonlinearities are shown on in Table 1 in Section 1.2, we can apply the result of

Kaisa Nyberg [30]. The Walsh spectrum of Gold subfamilies can be found in the paper of Edel [21].

Examples Gold and Kasami based permutations. From Theorem Differentially §-Uniform poly-

nomial, §(z) = 22" + (22" + z + Dtr(arz),-- tr(ajz) and K(z) = 2L (22
g2 @241 2% ()20 p2M (327D 2M-(3)2' L 2Ly g2 +a+1)tr(a1z),- - ,tr(a;x), where
tr(a1) = --- = tr(a;) = 0. Cryptographic properties: A(f) = its differential ¢ uniformity. ni(f) =

its nonlinearity, depending on which family they are, they satisfy the inequalities: ni(f) > nl(F)—2
(or nl(f) > nl(F) — 4), where nl(F) is the high nonlinearity of the Gold or Kasami. d°(f) = its

algebraic degree. For the computer programs see Appendix I.
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| 7@ A 10 1Tl [0
Gold z° 4 yes 24 2
= 2(3) 2° + (2 + x + Dtr(x)tr(az) 6 ves 22 5
3 odd tr(a®z)tr(a*z)tr(az)
° + (2% + x + Dtr(x)tr(ax) 6 yes 20 5
tr(a*z)tr(atz)
Kasami z? 4 yes 24 3
o+ (2 + a7 + 2% 4 2 2t + o+ 6 yes 22 5
Dtr(x)tr(az)tr(a®z)tr(a*x)tr(a®z)
P+ (2 + 2% + 2%+ 2+ 2t + 8 yes 20 5
Dtr(z)tr(az)tr(a®z)tr(a*z) 4 <8< 2(4)
Kasami 23 2 yes 56 3
B+ (P ¥+t e+ 1) 4 yes 54 6
tr(az)tr(a®z)tr(a®z)tr(a*z)tr(a®z)tr(alz)
P+ (P + 2+ +at +r+ 1) 4 yes 52 6
tr(az)tr(a®z)tr(a®z)tr(atz)tr(az)
Gold 2 2 yes 56 2
7 + (2® + x + D)tr(ax)tr(a®z) 4 yes 54 6
tr(adx)tr(a*z)tr(a®x)tr(abx)
29 + (2% + x + 1)tr(ax) 4 yes 52 6
tr(a®z)tr(a®z)tr(a*z)tr(az)
Gold x° 2 yes 56 2
2° + (' + z + Dtr(az)tr(a’x) 4 yes 54 6
tr(a®z)tr(a*z)tr(a®z)tr(alz)
° + (2" + x4+ 1D)tr(ax) 4 yes 52 6
tr(a®z)tr(a®z)tr(a*z)tr(adz)
Gold 7 2 yes 56 2
23+ (22 + z + D)tr(az)tr(a’z) 4 yes 54 6
tr(a®z)tr(atz)tr(a®z)tr(alz)
3+ (2% + x + 1)tr(ax) 4 yes 52 6
tr(a®x)tr(a®z)tr(a*z)tr(a’x)

TABLE 24. Gold and Kasami based permutations with optimal algebraic degree
(oad). Where a = « is a primitive element such that the trace of each power
of a appearing in f is zero, and see Appendix II for the properties of Gold

functions.
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T 7@ A [T A [
10 Gold z'7 4 yes | 480 2
=2(5) | 2 + (2 + = + Dtr(x)tr(ax)tr(a®z)tr(a’r) 6 ves | 478 9
5o0dd | tr(a*z)tr((a®+ a")z)tr(aSz)tr(az)tr(a’x)
o'+ (2" + z + Dtr(2)tr (az)tr(a®z)tr(a®x) 6 yes | 476 9
tr(atz)tr(az)tr(alz)tr(a’x)
Gold x° 4 yes | 480 2
2° + (' + z + Dtr(x)tr(ax)tr(a®z)tr(a’x) 6 yes | 478 9
tr(a*z)tr((a® + a")z)tr(a®z)tr(a®z)tr(a®z)
2° + (2% + x + Dtr(x)tr(ax)tr(a®z)tr(a’) 8 yes | 476 9
tr(a*z)tr(a®z)tr(alz)tr(a’r)
12 Gold =7 16 yes | 1920 | 2
27+ (2% + z + D)tr(x)tr(az)tr(a®r) 18 yes | 1918 | 11
tr(adx)tr(a*z)tr((a® + a")z)tr(aSx)tr(a®z) where
tr((a® + a®)x)tr((a® + a')z)tr(a'x) 16 < 18 < 2(16)
o+ (21 + . + Dtr(2)tr(az)tr(a®x) 18 yes | 1916 | 11
tr(adz)tr(a*z)tr((a® 4+ a")x)tr(aSz)tr(a®r)
tr((a® + a®)x)tr(a'tz)

TABLE 25. Gold and Kasami based permutations with optimal algebraic degree
(oad). Where a = « is a primitive element such that the trace of each power
of a appearing in f is zero, and see Appendix II for the properties of Gold
functions.

Remark The Galois field Fa1o0 is often used in Cryptography research, see 27|, [16], [17], [18]. Xu and
Qu in their Theorem 3.2 in [38](2020) have obtained a differentialy 4-uniform permutation family
piecewise defined on the field Fqi0, whose nonlinearities run from 462 up to 476. Our permutation
with the lowest nonlinearity has nonlinearity 476, surpassing them. Furthermore, our permutations
reach an optimal algebraic degree, and theirs do not. Other set of authors Peng, Tan, and Wang
in [32](2016), Tang D., Carlet, and Tang X. in [36](2015), Qu, Tan Y., Tan C., and Li in [33](2013)
have obtained differentialy 4-uniform permutation families on the field Fy10, whose nonlinearities

run from 442 up to 454.
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Furthermore, on the field Faiz our function Rix(x) = 22+ + (22" + 2 + D)tr(@® +1) (1 + tr((z +
28)2' 1)) (which is inspired by families from our Corollary 2.2.17) has a better nonlinearity nl(R;) =
1936 than the nonlinearities of the functions givens by groups of authors, whose nonlinearities run
from 1888 up to 1928, in [32|. The Preferred functions discovered by Qu, Tan Y., Tan C., and Li,
PF(z) = 2@ where 2 < t < 5 —1 (n even), defined in Lemma 4.1(2) shown in Table IV in [33],
have a nonlinearity that is between 1884 and 1900. While their functions given by range of Theorem

5.6 shown in Table III, in [33], G(x) = 271+ tr?(xx—jl), have nonlinearity equal to 1928.

Remark We can sacrifice a little in the size of the function. Taking the function an almost permu-

tation, but obtaining a better differentiability uniform (low) A(f).

From results in this section it can be proved our following good corollary.

Corollary 5.1.12. [On the Distribution of Zeros in Affine Functions] Let (a;)}"}" a linearly
independent set of 3, the sets S,, = Kernel(tr(a;z)) = {x € Fan; tr(a;z) = 0} its corresponding
[Fy - vector subspaces of Fon, H,, = {z € Fan; tr(a;xz) = 1} its hyperplanes, and 1 < r < n — 1.
Then, the intersections of the form Sy, N---NS,,., Hgy NSay N+ -NSq,., Hoyy NHayNSazN---NSy, -+,

and Hy, N -+ N H,, form a partition of Fan. Also, |Uy, N---NU,,.| = 2"", where Uy, N -+~ N U,,

denotes any partition element.

5.2 Simple Differentially J-Uniform Families

Based on Section 2.2 and 4.1, and the techniques used in the proof of the main theorem presented
in Section 5.1, allows us to write the following new differentially d-uniform functions with a simple

polynomial formula:

Theorem 5.2.1. [Cubic Boolean Based I| Let ged(k, n) = 1, and tr(a;1) = tr(az) = tr(ag) = 0.

The family of functions:
f(z) = 22 4 (.IQk + x4+ 1+ tr(1))tr(a1z)tr(agz)tr(asx)

are at least differentially 4- uniform over Fon.
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Remark The exponent 2841 is the simplest such that the cubics tr(a;z)tr(agz)tr(azx) “survive”, i.e.
such that the functions f(z) = 22" !+ (22" + z+1)tr(aiz)tr (agx)tr(asz) have strong cryptographic
properties, such as differential §- uniformity, nonlinearity and algebraic degree.

The 2nd-Order Nonlinearity of f(x) = 2?4 (ka + z + D)tr(arx)tr(agz)tr(asz):

tr(bf(x)) + tr(Q(z)) = tr(ba®+1) + tr(b(2>" + 2 + Vtr(arz)tr(azz)tr(asz)) + tr(Q(x))

= tr(Bx)tr(aix)tr(agx)tr(asz)+ tr(b)tr(aiz)tr(asz)tr(asz) + tr(Q(x)), where B = b + b%’“, Q(z)

is any quadratic function.

For b =1 = tr(1), for n odd, then tr(bf(z))+tr(Q(x)) = tr(aix)tr(asx)tr(asz) +tr(Q(x)). Subject

to (a;)icr,. be a linearly independent set of vectors in [y, we have:

nly(z2 1 + (22" + 2 + Dtr(arz)tr(agz)tr(azz)) < |Hay N Hay N Hyy| = 2772 — 2773,

Theorem 5.2.2. [Cubic Boolean Based II] Let gcd(k, n) = 1, and tr(a;) = 0. The family of
functions:
f(z) = 22+ 4 (aczk + 2+ Dtr(arz)tr(@? T + ztr(1))

are at least differentially 4- uniform over Fon.

Remark The 2nd- Order Walsh exponents of f(z) = 22! + (#2° + 2 + 1)tr(ayx)tr(z? ! + 2):
tr(bf () + tr(Q(z)) = tr(ba® 1) + tr(b(z + z + Dtr(az)tr(@® T + 2 tr(1))) + tr(Q(z))

= tr(Bx)tr(aiz)tr(z? T + z tr(1))+ trb)tr(arz)tr(z? L + 2 tr(1)) + tr(Q(z)), where B = b+ bzik,

Q(z) is any quadratic function.

For b = 1 = tr(1), for n odd, then tr(bf(z)) + tr(Q(z)) = tr(aiz)tr(z?*! + z) + tr(Q(x)) =
tr(ayz)tr(@? 1) + tr(ayz)tr(1z) + tr(Q(x)), where tr(a;) = 0 and tr(1) # 0.

Theorem 5.2.3. Let F' be a Gold differentially 0-uniform function over Faon, and P € Fao[x;,, x4y, - -+, x4, ]

n—1

a polynomial with coefficients in [Fo. Then there exist a linearly independent set of 7, (ai)ieFQn,

and tr(a;) = --- =tr(ap—1) = 0, such that the family of functions:

f(x) = F(z+ P(tr(a1z), - ,tr(ap—17)))
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are differentially y-uniform, where 6 < v < 24, d°(f) =n — 1, and nl(f) > nl(F) — 2.

Theorem 5.2.4. Let F be a Gold differentially 0-uniform function over Faon, and P € Fao[x;,, x4y, -+, x4, ]

a polynomial with coefficients in Fy. Then there is a linearly independent set of F3, (ai)?&in, and

tr(a;) = -+ =tr(ap—2) = 0, such that the family of functions:
f(z) = F(z + P(tr(a1z),- - ,tr(anp—2x)))
is differentially y-uniform, where 6 < v < 24, d°(f) =n — 1, and nl(f) > ni(F) — 4.

The following theorem was proved in Section 5.1.

Theorem 5.2.5. [Differentially y-Uniform Polynomial] Let tr(a;) = --- = tr(a;) = 0 over
Fon, I a differentially d-uniform function, and P € Fa[zy,, iy, - -, i,,,] a polynomial with coeffi-

cients in Fy. Then the family of functions:
f(z) = F(x + P(tr(a1x), - - -, tr(a;x), tr(@z2 M 4 ztr(1)), - tr(22 T 4 2 tr (1))

is differentially y-uniform, where 6 <~ <26, j+1> 1, and every i € N.
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Appendix 1

This Computational Library (CL) collects a programming experience using symbolic software, in
particular SAGE. This CL contains the implementation of the new Theorems, Algorithms in this

research work. Also it can be applied to several purposes in Technology and Defense.

# SWITCHING NEIGHBOURS OF F(X) IN THE NARROW SENSE:
from sage.crypto.sbox import SBox

n=4; K.<a> = GF(27n); pm= a™4+a+l; F2p= Set(K); # cubics roots of the unit: a2 + a, a2 + a+ 1

#n=5; K.<a> GF(2”n); pm= a”5+a~2+1; F2p= Set(K);

#n=6; K.<a> GF(2"n); pm= a”6+a+l1; F2p= Set(K); # cubics roots of the unit: a*3 + a*2 + a, a”3 + a*"2 +a + 1

#n=7; K.<a> GF(27n); pm= a*7+a+1l; F2p= Set(K); # cubics roots of the unit:

#n=8; K.<a> GF(2"n); pm= a’8+a’4+a”3+a”2+1; F2p= Set(K); # cubics roots of the unit: a7 + a"6 + a"4 + a*2 + a, a*7 + a6
#n=9; K.<a> GF(27n); pm= a”9+a”~4+1; F2p= Set(K); # cubics roots of the unit:

#n=10; K.<a> = GF(2"n); pm= a”(18)+a"3+1; F2p= Set(K); # cubics roots of the unit: a”5 + a3 + a, a"5 + a"3 +a + 1

#U =[ x"3+ (x*(3)).trace() for x in F2p];

#U =[ x"3+ (x*(3)).trace()+ (x~(9)).trace() for x in F2p];

#U =[ x"3+ (a*x~(9)).trace() for x in F2p];

#U =[ x"3+ (a*x~(9)).trace()+ a*(x"(9)).trace() for x in F2p];

#U =[ x"3+ (a*x~(9)).trace()+ (x~(3)).trace() for x in F2p];

#U =[ x~3+ (x~(5)).trace() for x in F2p];

#U =[ x"3+ (x*(5)).trace()+ (x~(9)).trace() for x in F2p];

U =[ x*3+ (a*x"9).trace()+ (a"2 + a+ 1)*(x"9).trace() for x in F2p];

S_Box = [p.integer_representation() for p in U]; S = SBox(S_Box); UNIF=S.differential_uniformity();
print 'The differential uniformity of the neighbour x#3+ trace(a*x"9)+ (a*2 + a+ 1)*trace(x*9) is =', UNIF;

4 >

The differential uniformity of the neighbour x73+ trace(a*x"8)+ (a”2 + a+ 1)*trace(x”9) is = 2

FIGURE 2. Switching Neighbors in the Narrow Sense: T';(z) = 23 + utr(G(x)) +
ptr(z"), where G(x) is any function, and r = 9, 3 (see Tables in section 2.1).

FHAH#HFHHH GOLD POLYNOMIAL BASED- 1 ORDER NONLINEARITY:

from sage.crypto.sbox import SBox

n=10; K.<a> = GF(2~n); k=4; B=a”@ ; C=a ; D=a”2; E=a”4; F=a”3; G=a”6; H=a"8; R=a”9; J=a’5+a”7; pm= a”1@+a”3+1; F2p= Set(K);
# And {a, a2, a”3} is an linearly independent in F_2"n, for any n>= 3.

# And {a, a2, a”4} is an linearly independent in F_2%n, for any n>= 4, and if tr(a)=6 then also tr(a)=tr(a”2)=tr(a”4)=6.

U =[(x + (B*x).trace()*(C*x).trace()*(D*x).trace()*(E*x).trace()*(F*x).trace()*(G*x).trace()

*(H*x) .trace()*(R*x).trace()*(3*x).trace())~(27k+1l) for x in F2p];
S_Box = [p.integer_representation() for p in U]; S = SBox(S_Box); NL=S.nonlinearity(); DG=S.max_degree();
UNIF=S.differential_uniformity();

print 'Function f(x) = x*17+ (xM16+x+1)tr(x)tr(ax)tr(a”2x)tr(a*3x)tr(a*4x)tr((ars5+a*7)x)tr(a”6x)tr(a*8x)tr(a®ox)"', ',",
print 'Its nonlinearity = ', NL, » 'Its algebraic degree = ', DG, 'Its differential unifermity = ', UNIF, ',",
= ', len(Set(U)), '.';

2
print 'Its cardinality of the range

Function f(x) = x"17+ (x"le+x+L)tr(x)tr(ax)tr(a”2x)tr(a”3x)tr(a™4x)tr((a"5+a”7)x)tr(a”6ex)tr(a”8x)tr(a”9x) , Its nonlinearity
= 478 , Its algebraic degree = 9 , Its differential uniformity = 6 , Its cardinality of the range = 1024 .

FIGURE 3. Gold and Kasami based permutations with optimal algebraic degree.
Where a = « is a primitive element, also the trace of each power of a appearing in
f is zero (see Tables in section 5.1).
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Appendix 11

The following tables include the Walsh Spectrum and other cryptographic properties of the Gold
family (to read about Classical Walsh Spectrum see |21]). Unusual values that are not mentioned in
the papers, and that these values represent a weakness of the Gold family, as for example A = 8
and 16, Wlash Spectrum of the forms {2"73,2% 0}, {274 23 0}, {211%3,0} and {2HT+5,0} are
highlighted in bold letter. A complete information about it, up to the finite field of degree 15, is a

matter of interest for authors in this research area:
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Examples Let us n an even number. Monomials x2d+1, A = its differential § uniformity. These
permit us to see the variety of cases that can occur. The programs given in Appendix I can be
adapted to obtain the following table.

neven | 22t [ A | permutation Walsh coeff. |W ,a,,(a,b)| (W _siii| form
n=2| x3 | 2 | not perm [(0, 3), (4, 1)]; [(2, 4)] {27 23,0}
o4 | T | 4| notperm [(0, 15), (16, 1)[; [(4, 16)] {2m,2%,0}
22 | 2 | not perm (0, 12), (8, 4)]; [(4, 16)] {272,220}
n=6| z° | 8 | not perm [(0, 63), (64, 1)[; (8, 64)] {27,220}
=2(3)| 2° | 4 |permutation [(0, 48), (16, 16)] cte. {22, 0}
3odd | x* | 2 | not perm [(0, 48),(16, 16)]; [(8, 64)] {25 22,0}
L—g | @7 [16] not perm [(0, 255), (256, 1)]; [(16, 256)] {27,270}
2 | 2 | not perm [0, 192), (32, 64)]; [(16, 256)] {25,250}
z° | 4 | not perm [(0, 240), (64, 16)]; [(16, 256)] {27223 0}
a3 not perm [(0, 192), (32, 64)]; [(16, 256)] {272,220}
n=10| 2% | 32| not perm [(0, 1023), (1024, 1)], [(32, 1024)] {27,220}
=2(5)| 2'7 | 4 | permutation [(0, 768), (64, 256)] cte. {272°,0}
5o0dd | a° not perm [(0, 768), (64, 256)]; [(32, 1024)] {272,220}
2 permutation (0, 768), (64, 256)] cte. {2%5°,0}
2 | 2 | not perm [(0, 768), (64, 256)]; [(32, 1024)] {272,220}
o — 19| @ [64] not perm [(0, 4095), (4096, 1)], [(64, 4096)] {27,250}
23 | 2 | notperm | [(0,3072), (128, 1024)], [(64, 4096)] | {2°%,2%,0}
2™ 116 | permutation [(0, 3840), (256, 256)] cte. {277%,0}
27 | 8 | mnot perm [(0, 4032), (512, 64)], [(64, 4096)] | {2"~%,2%,0}
5 | 4 | not perm [(0, 3840), (256, 256)], [(64, 4096)] | {2 % 27,0}
3 | 2 | not perm (0, 3072), (128, 1024)], |(64, 4096)| | {22 ,2%,0}
n=14] 2™ | — | not perm | [(0, 16383), (16384, 1)], [(128, 16384)] | {2",2%,0}
=2(7)| 2% | 4 | permutation [(0, 12288), (256, 4096)] cte. {ZHTH,O}
Todd | = | 2 | not perm |[[(0, 12288), (256, 4096)], [(128, 16384)] | {2"=,2%,0}
17 | 4 | permutation [(0, 12288), (256, 4096)] cte. {2"7°,0}
29 | 2 | not perm |[(0, 12288), (256, 4096)], [(128, 16384)] | {27, 2%,0}
25 | 4 | permutation (0, 12288), (256, 4096)] cte. {2%5°,0}
23 | 2 | not perm | [(0, 12288), (256, 4096)], [(128, 16384)] | {272, 2%,0}

TABLE 26. A variety of extended Walsh Spectrum |W a,, |
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Examples Let us n an odd number. Monomials x2d+1, A = its differential § uniformity. These
permit us to see the variety of cases that can occur. For computer programs see the Appendix I.

2941

nodd |x A | permutation | Walsh coeff. [W a1 (a,b)] | |W sa41| form
n=3 | x° |2 | permutation [(0, 4), (4, 4)] cte. {2" .0}
o _s | 2 | 2|permutation (0, 16), (8, 16)] cte. {22 ,0}
23 | 2 | permutation (0, 16), (8, 16)] cte. {2%,0}
n=71] 2° |2 |permutation [(0, 64), (16, 64)] cte. (22,0}
25 | 2 | permutation (0, 64), (16, 64)] cte. {2"7,0}
23 | 2 | permutation [(0, 64), (16, 64)] cte. {2°%,0}
Lo | @7 | 2|permutation | (0, 256), (32, 256)] cte. (27,0}
2 | 8 | permutation [(0, 448), (64, 64)] cte. {2"2°,0}
25 | 2 | permutation |  [(0, 256), (32, 256)] cte. {2"3,0}
2% | 2 | permutation | [(0, 256), (32, 256)] cte. {2°7,0}
n=11| 2* | 2 | permutation | [(0, 1024), (64, 1024)] cte. (2" ,0}
27 | 2 | permutation | [(0, 1024), (64, 1024)] cte. {2"7,0}
2% | 2 | permutation | [(0, 1024), (64, 1024)| cte. {2730}
25 | 2 | permutation | [(0, 1024), (64, 1024)] cte. {2°7,0}
2® | 2 | permutation | [(0, 1024), (64, 1024)] cte. (27,0}
13| ™ | 2| permutation | [(0, 4096), (128, 4096)] cte. {22 ,0}
o3 | 2 | permutation | [(0, 4096), (128, 4096)] cte. {22 ,0}
2'7 | 2 | permutation | [(0, 4096), (128, 4096)] cte. {2"2,0}
% | 2 | permutation | [(0, 4096), (128, 4096)] cte. {2"2,0}
x° | 2 | permutation | [(0, 4096), (128, 4096)]| cte. {2"3,0}
23 | — | permutation | [(0, 4096), (128, 4096)] cte. {2"2,0}
n=15] ' | - | permutation | [(0, 16384), (256, 16384)] cte. | {2°%,0}
2% | — | permutation | [(0, 28672), (512, 4096)] cte. | {22 ,0}
23 | — | permutation | [(0, 31744), (1024, 1024)] cte. | {275 ,0}
2'7 | — | permutation | [(0, 16384), (256, 16384)] cte. | {272 ,0}
% | — | permutation | (0, 28672), (512, 4096)] cte. {272 0}
25 | — | permutation | [(0, 16384), (256, 16384)] cte. | {2°%,0}
23 | — | permutation | [(0, 16384), (256, 16384)] cte. | {2°%,0}

TABLE 27. A variety of extended Walsh Spectrum |W ,a.,|
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Appendix III

List of the primitive polynomials p(z) used in this research work:

[Fon p(x)
Fye 2 +x+1
Fys 2441
Foa 2+ r+1
Fos 242 +1
Fae 25+ 1 +1,

%+ 2+ 23 + 2 + 1 [SAGE]
For 2 +r+1
Fos B4t 2?1
Foo 0+ 2t +1
Fy10 o0 4+ 23 4 1,

o0+ 2% +2° + 23 + 22 + 2 + 1 [SAGE]
Fon e+ 2?41
For i A Y A
2+ 27+ 2%+ 2% + 2® + 2+ 1 [SAGE]

Fyus Bt a2t 41
Foua AR R R

e+ 2" + 2% + 2° + 1 [SAGE]
Fyus B+ +1,

2+ 2° + 2t + 2% + 1 [SAGE]

TABLE 28. p(x) is a primitive polynomial over Fon.

# Given a positive integer n, the following program returns the primitive polynomial (pr) used by
# SAGE to construct the finite field of 2”n elements:

from sage.crypto.sbox import SBox

n=5; K.<x> = GF(2”n); pr= K.polynomial(); print 'primitive polynomial= ', pr;

primitive polynomial= x"5 + x*2 + 1

FIGURE 4. Given a positive integer n, the following program returns the primitive
polynomial used by SAGE to construct the finite field of degree n.
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