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Abstract: To avoid degradation of navigation performance in the navigation warfare environment,
the multi-radio integrated navigation system can be used, in which all available radio navigation
systems are integrated to back up Global Navigation Satellite System (GNSS) when the GNSS is
not available. Before real-time multi-radio integrated navigation systems are deployed, time and
cost can be saved when the modeling and simulation (M&S) software is used in the performance
evaluation. When the multi-radio integrated navigation system M&S is comprised of independent
function modules, it is easy to modify and/or to replace the function modules. In this paper, the
M&S software design method was proposed for multi-radio integrated navigation systems as a GNSS
backup under the navigation warfare. The M&S software in the proposed design method consists of a
message broker and function modules. All the messages were transferred through the message broker
in order to be exchanged between the function modules. The function modules in the M&S software
were independently operated due to the message broker. A message broker-based M&S software
was designed for a multi-radio integrated navigation system. In order to show the feasibility of the
proposed design method, the M&S software was implemented for Global Positioning System (GPS),
Korean Navigation Satellite System (KNSS), enhanced Long range navigation (eLoran), Loran-C, and
Distance Measuring Equipment/Very high-frequency Omnidirectional Radio range (DME/VOR).
The usefulness of the proposed design method was shown by checking the accuracy and availability
of the GPS only navigation and the multi-radio integrated navigation system under the attack of
jamming to GPS.

Keywords: GNSS backup; alternative navigation; multi-radio integrated navigation system;
M&S software; message broker; navigation warfare; jamming

1. Introduction

The simulation is defined as the imitative representation of the functioning of one system or
process by means of the function of another and the modeling is defined as producing a representation
or simulation [1]. Navigation warfare is defined as protecting the use of PNT (position, navigation
and timing) information by friendly forces against the hostile attack with the electronic warfare
method [2]. Since the received Global Navigation Satellite System (GNSS) signal strength is very weak
and the signal structure of GNSS for civil use is open to the public, GNSS can be easily attacked by
jamming, meaconing, and spoofing under the navigation warfare [3,4]. In order to overcome this
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weak point of the GNSS, other radio navigation systems can be integrated with the GNSS [3,5,6].
The FAA (Federal Aviation Administration) in the U.S. has announced a plan to use ground-based
radio navigation systems when the GPS (Global Positioning System) is attacked by jamming and/or
spoofing [6,7]. An alternative navigation system with enhanced Long-range navigation (eLoran) and
the GNSS for marine navigation was proposed by the GLA (General Lighthouse Authority) in the
U.K. [8]. Research on the multi-radio integrated navigation system has been conducted in Korea [9–13].
A regional satellite navigation system and ground-based radio navigation systems are additionally
used with GPS in order to have a continuous navigation solution [9,10,14]. The regional satellite
navigation system with seven satellites, called the KNSS (Korean Navigation Satellite System), will be
deployed by the Korean government. Ground-based radio navigation systems include DME (Distance
Measuring Equipment), Loran-C (Long-range navigation), e-Loran, and VOR (Very high-frequency
Omnidirectional Radio range). Even though the KNSS and ground-based radio navigation systems
are used with GPS, navigation performance can be unsatisfactory. In this case, fixed and/or moving
pseudo-satellites (pseudolites) will be additionally integrated.

Before real-time radio navigation systems are deployed, lots of tests and performance evaluations
should be carried out. The M&S (modeling and simulation) software can be used for performance
evaluation in order to save cost and time [9,15]. When the software is not complicated, it may be
efficient to design the software in one module. However, when the software is sophisticated, it is more
efficient to design a modularized software. By modularizing, it is easy to modify and/or to replace the
software [16–20].

In this paper, a message broker-based M&S software design method was proposed. The whole
M&S software was divided into function modules in the proposed design method. All the messages
were transferred through the message broker in order to be exchanged between the function
modules. Due to the message broker, each function module could be independently operated.
A message broker-based multi-radio integrated navigation M&S software was designed using the
proposed method. The M&S software was comprised of a GUI module, a navigation environment
generation module, a navigation algorithm module, a coverage analysis module, and an M&S message
broker. In order to show the feasibility of the proposed design method, the M&S software was
implemented for GPS, KNSS, eLoran, Loran-C, and DME/VOR. The M&S software was programmed
in Visual C++ under a Windows 10 operating system. The performance of the multi-radio integrated
navigation system was evaluated under the navigation warfare environment through the M&S software.
The results of the multi-radio integrated navigation system were compared with those of GPS only
navigation when the GPS was attacked by a jammer. This is an extension of the authors’ conference
paper [21]. The effect of the jammer power to GPS measurements was modeled and included in
the navigation environment generation module of the implemented M&S software. The navigation
warfare scenario editor was added in the graphical user interface (GUI) for the M&S parameter setting.

In Section 2, the scheme of the M&S software is described for the performance evaluation of
the multi-radio integrated navigation system. A message broker-based software design method is
proposed. A message broker-based multi-radio integrated navigation M&S software was designed
using the proposed method. In Section 3, the M&S software is implemented. In Section 4, the
performance of the navigation systems in the M&S software is evaluated. Finally concluding remarks
and further studies are presented in Section 5.

2. M&S Software Design for Multi-Radio Integrated Navigation System

2.1. Multi-Radio Integrated Navigation System M&S Software

Multi-radio integrated navigation systems consist of signal sources, receivers, and integrated
navigation algorithm [3,5]. The signal sources include navigation satellites and ground-based radio
navigation stations. The receivers process the signals from the signal source to generate measurements
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and navigation outputs. The integrated navigation algorithm gives the output of the system from
measurements and navigation outputs.

Measurements are generated by the receivers from received signals. The signals in some frequency
bands can be blocked by obstacles in the signal path. Errors in the measurements are caused by the
signal source, signal distortion in the channel, and the receiver [3,5]. The position, velocity, and
clock of the signal source contain uncertainties and the signal distortion depends on the channel
characteristics. Receiver errors are caused by the antenna and the RF (radio frequency) front-end [3,5].
When the receiver is under attack of a jammer, no measurements or measurements with a large error
are available [4].

For a given navigation performance and distribution of the signal sources, coverage analysis can
be performed to check the area at which the performance is satisfied. Signal sources can be additionally
placed to have better coverage analysis results. Optimal placement of the additional navigation signal
sources can be determined to maximize the results [22,23]. This optimal placement of the signal sources
is called gap filling [14,23].

The multi-radio integrated navigation system M&S software should provide various navigation
environments and operation scenarios. Measurements for various navigation environments and
operation scenarios should be generated to test a multi-radio integrated navigation algorithm.
The display for navigation results and internal variables of the M&S software should be provided to
developers and operators. If the tested navigation results are not satisfied, new signal sources can be
placed through the coverage analysis. Figure 1 is the schematic diagram of the multi-radio integrated
navigation M&S software.
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Figure 1. Schematic diagram of the multi-radio integrated navigation system modeling and simulation
(M&S) software.

2.2. Message Broker-Based Software Design Method

As shown in Figure 2, the message broker-based software consisted of the message broker and
the function modules. All the messages were transferred through the message broker in order to
be exchanged between the function modules. A complex function with a large size could be easily
divided into several modules and the function modules could be connected through the message
broker. The message broker had all I/Fs (interfaces) of the function modules. The function module
had only one I/F to exchange data with the other function modules. Due to the message broker, each
function module did not need to contain all the I/Fs.
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Figure 2. Diagram of message broker-based software.

2.2.1. Message Broker

As shown in Figure 3, the message broker consisted of a destination finder, a destination selector,
and the I/Fs. The message broker received a message from a function module and interpreted the
message. Then the message broker transmitted the message to the destination function module through
a corresponding I/F. The source ID, the destination ID, and the data were contained in the message,
as shown in Table 1.
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Table 1. Message structure.

Field No. Field Name Description

1 Message header Beginning of the message
2 Source ID Transmitting function module ID
3 Destination ID Receiving function module ID
4 Message ID Type of the data
5 Status Operational status of transmitting module
6 Data length Number of bytes of data
7 Data Binary data
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2.2.2. Function Module

As shown in Figure 4, the function module consisted of an I/F, an encoder, a decoder, and a
procedure. The binary data in the received messages were converted into internal variables of the
procedure by the decoder. The internal variables were converted into the binary data by the encoder.
The procedure was the program code of the function module of the M&S software. Due to the encoder
and decoder, each function module did not need to share variables of the procedure with the other
function modules. If the operators and/or developers updated the encoder and decoder, developed
programs in other platforms could be reused or easily ported in the function module [18,20,24,25].
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2.3. Design of a Message Broker-Based M&S Software for the Multi-Radio Integrated Navigation System

Figure 5 shows the message broker-based M&S software for the multi-radio integrated navigation
system. The software consisted of a navigation environment generation module, a navigation
algorithm module, a coverage analysis module, and a GUI module. A function module of the message
broker-based M&S software design method corresponded to each part of the multi-radio integrated
navigation system M&S software (Figure 1).
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Figure 6 represents the operation of the M&S software for the multi-radio integrated navigation
system in the state diagram. The state transition of the state diagram is given in Table 2. Table 3
shows conditions for state transition and flags of state transition. When the M&S program started, the
program was in the initialization mode. If the function module parameters were available, the program
went to standby mode. Then it went to the coverage analysis mode, the measurement generation and
the navigation mode, or the navigation only mode, according to the condition.
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Table 2. State transition.

Current
Next

Initialization Stand-By Coverage
Analysis

Measurement Generation
and Navigation

Navigation
Only

Initialization — 1 N/A 1 N/A N/A
Stand-by 2 — 3 4 5

Coverage analysis N/A 6 — N/A N/A
Measurement generation

and navigation N/A 6 N/A — N/A

Navigation only N/A 6 N/A N/A —
1 Not allowed.

Table 3. Condition for state transition.

Condition No. Description

1 Function module parameters are available
2 ‘Initialization Mode’ command is received
3 ‘Coverage analysis Mode’ command is received

4 Function module parameters are available and ‘Measurement
generation and navigation Mode’ command is received

5 Function module parameters and measurements are available and
‘Navigation only Mode’ command is received

6 Operation is completed, or ‘Stop’ command is received

2.3.1. Navigation Environment Generation Module

In the navigation environment generation module, the reference trajectory and errors were generated,
and signal source visibility was determined. The reference trajectory represented the motion of the
vehicle. The position of the vehicle and the navigation signal source determined the visibility of the
signal sources. If the signal sources were visible to the vehicle, true measurements were generated and
measurement errors were added. If the jammer attacked, the measurements included the effect as an
error. Figure 7 shows the navigation environment generation module block diagram.
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In Figure 7, the measurement error σjam of GNSS caused by a setting of parameters jamming
attack is modeled as Equation (1).

σjam =



( c
1.023

)√ 0.2
2(C/N0)

[
1 + 2

T(C/N0)

]
, 1 ≥ πRc

B f e( c
1.023

)√ 0.2
2(C/N0)

(
1

B f eTc
+

B f eTc
π−1

(
1 − 1

B f eTc

)2
)[

1 + 2
T(C/N0)

]
, Rc

B f e
< 1 < πRc

B f e( c
1.023

)√ 0.2
2(C/N0)

(
1

B f eTc

) [
1 + 1

T(C/N0)

]
, 1 ≤ Rc

B f e

(1)

where B f e and Tc denote the double-sided front-end bandwidth and the code chip rate of GPS receiver,
respectively. c denotes the speed of light and T is the integration time. Carrier power to noise density
ratio C/N0 is given in Equation (2).

C/N0 = −10 log10

(
10−

(C/N0)e f f ,dB
10 − 1

2.22Rc
10

(J/S)dB−4.5
10

)
(2)

where (C/N0)e f f ,dB is the effective carrier-to-noise power ratio. The jamming-to-signal power ratio
(J/S)dB is given in Equation (3).

(J/S)dB = 10 log10(Jt,W) + (Gt)dB +
(
Gj
)

dB − 20 log10

(
4π

λj
r

)
dB

− (Sr)dB (3)

where Jt,W, Gt, and Gj denote jammer transmitted power, jammer transmitter antenna gain, and
receiver antenna gain toward the jammer, respectively. λj, r, and (Sr)dB are the wavelength of the
jamming, the distance from the receiver to the jammer, and the signal power at the receiver antenna
input, respectively.

2.3.2. Coverage Analysis Module

Figure 8 shows the coverage analysis module block diagram. The gap was calculated from the
signal source specification, target region, signal source location, and measurement error characteristics
in the coverage analysis module. The location for the additional signal source was determined from
signal source specification, target region, signal source location, measurement error characteristics,
gap, and conditions for gap filling algorithm.
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2.3.3. Navigation Algorithm Module

Figure 9 shows the navigation algorithm module block diagram. An integrated navigation
algorithm was constructed from radio navigation algorithms. The navigation results could be obtained
from the least squares method, the weighted least squares method, and the Kalman filtering method.
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2.3.4. GUI Module

The GUI module had displays for the parameter setting. The motion of the vehicle, the signal
source information, navigation algorithms, navigation warfare information, and error characteristics
could be changed through the setting of parameters. The GUI module displayed the reference trajectory,
signal source locations, measurements, navigation results, and coverage analysis results [10].

3. Implementation of the M&S Software

The feasibility of the proposed design method is shown through implementation of the message
broker-based multi-radio integrated navigation system M&S software for GPS, KNSS, eLoran, Loran-C
and DME/VOR [9,10,26–28]. MFC library and sockets were used in the implementation [29,30].

The M&S message broker and function modules were implemented in the tasks. All the tasks
included threads and queues, as shown in Table 4. The M&S message broker could be represented in
the task, as shown in Figure 10. The function modules could be similarly represented.
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Table 4. Task, thread, and queue in the implementation.

Task Name
Thread

Queue
Number Name

M&S message broker 6 Destination finder, destination selector, 4 I/Fs 9
Navigation environment

generation 10 Encoder, decoder, I/F, reference trajectory generation, 6
raw measurement generations 16

Coverage analysis 5 Encoder, decoder, I/F,
coverage analysis, gap filling 6

Navigation algorithm 10 Encoder, decoder, I/F, 6 navigation algorithms,
integrated navigation algorithm 14

GUI 23 Encoder, decoder, I/F, 20 threads for display and
parameter setting 42
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Figure 10. M&S message broker task.

Figure 11 shows the GUI for navigation warfare scenario parameters setting. Initial values and
motion types were set. If the load button was clicked, the receiver independent exchange format
(RINEX) files of the GPS and the files of the location data of the ground-based navigation system
stations were loaded. If the navigation warfare scenario was edited, the location, operating time and
power of jammer could be set as in Figure 11.Electronics 2019, 8, 188 10 of 16 
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The GUI for measurements, signal sources, navigation results, and navigation warfare situation is
shown in Figure 12. The measurements of the navigation systems are shown in the left upper window.
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The sky plots of the GPS and KNSS satellites are shown in the left middle window. The navigation
result of the GPS is shown in the left lower window. The horizontal path of the vehicle, the locations of
the ground-based navigation system stations, and the jamming area are shown in the right window.
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4. Performance Evaluation of the Navigation Algorithm through the M&S Software

The performance evaluation was performed for the GPS only navigation system and a multi-radio
integrated navigation system under the navigation warfare environment through the proposed M&S
software. The measurement errors of the navigation systems in the performance evaluation were
assumed to be white noise Gaussian and their standard deviations are listed in Table 5.

Table 5. Measurement error of navigation system.

Navigation System Measurement Error (1 σ)

GPS 3 m
KNSS 10 m

eLoran 10 m
Loran-C 100 m

DME 340 m
VOR 1.5◦

The reference trajectory of the vehicle is shown in Figure 13. The jammer was located in the left of
the trajectory, 38.096521 degrees of latitude, 126.576012 degrees of longitude and 300 m of altitude,
as shown in Figure 13. The jammer was set to start its operation at 1600 s and end at 3500 s via the
navigation warfare scenario parameter setting window, shown in Figure 11. It could be seen that the
navigation warfare occurred during the operation of the vehicle. The location and start point of the
jammer are shown in Figure 13. For the multi-radio integrated navigation system, the weighted least
squares method was used. The weights were determined from the measurement error statistics listed
in Table 5. It was assumed that the jammer influenced only the GPS signals. When the J/S (jammer to
signal power ratio) was larger than 40 dB, the measurement was not available, since the signals could
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not be tracked in this environment. When the J/S was less than 40 dB, the measurement error caused
by the jammer was added to the measurement.
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The performance evaluation was performed for 0, 10, 30, 50, and 100 W of jammer power in the
navigation warfare environment. For 0, 10, 30, 50, and 100 W of jammer power, the number of satellites
in view are shown in the upper graph of Figure 14. The distance from the vehicle to the jammer is
shown in the lower graph of Figure 14. It could be seen that the number of satellites in view decreased
from 1600 s when the jammer started its operation. At the time around 2750 s, when the distance
from the vehicle to the jammer was the shortest, the number of the satellites in view was the least.
It could be observed from these test results that the GPS measurement error due to the jammer to the
navigation warfare scenario was well modeled.
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The position errors of GPS only navigation and the multi-radio integrated navigation system
are shown in Figures 15–18 for the cases of 0 and 50 W of jammer power. In the case of the GPS



Electronics 2019, 8, 188 12 of 16

only navigation, it was regarded that the normal navigation outputs could be obtained only when
PDOP (position dilution of precision) was less than 10. The position errors are shown in Figures 15
and 16 when there was no jammer. The performance of the multi-radio integrated navigation system in
Figure 16 was similar to that of the GPS only navigation when the GPS was available. This can be easily
expected since the measurements of GPS are more accurate than those of other navigation systems, as
in Table 5. The position errors for the case of 50 W of jammer power are shown in Figures 17 and 18.
It can be seen from Figure 17 that the position error increased from the time when the jammer started,
and the navigation outputs were not obtained from the time when the number of satellites in view
was less than four (Figure 14). It can also be seen that the navigation results could be obtained from
the time of 3470 s when the number of satellites in view became more than four. It can be seen from
Figure 18 that the multi-radio integrated navigation system could provide the continuous navigation
output due to the use of the KNSS navigation system and the ground-based radio navigation systems.
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For the variations of jammer power, results of GPS only navigation and the multi-radio navigation
system are listed in Table 6. The availability in Table 6 means the percentage value of the time interval
in which the navigation outputs could be obtained to the whole mission time interval. It could be
observed from the results of the GPS only navigation in Table 6 that the position errors increased as
the jammer power increased from 0 to 50 W and decreased at 100 W. This decrease was caused by
the fact that the navigation error was not included in the calculation when the number of satellites in
view was less than four or the PDOP was greater than 10. It could also be observed in Table 6 that
the availability of the GPS only navigation decreased as the jammer power increased. On the other
hand, it could be seen that the multi-radio integrated navigation provided 100% of the availability,
even though the power of the jammer increased. It can also be observed from the results of the
multi-radio integrated navigation system in Table 6 that the position errors increased as the jammer
power increased. This was due to the fact that the time interval, at which the GPS measurements
were not available, increased as the power of the jammer increased. It could be seen from the test
results that the performance evaluation of the multi-radio integrated navigation algorithm under the
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navigation warfare environment could be effectively carried out through the proposed M&S S/W
(software) design method.

Table 6. Comparison of position error and availability result.

Jammer
Power

GPS Only Navigation 1 Multi-Radio Integrated Navigation

Horizontal
Error

(m, 95%)

Vertical
Error

(m, 95%)

Availability
(%)

Horizontal
Error

(m, 95%)

Vertical
Error

(m, 95%)

Availability
(%)

0 W 2.760 4.183 100.000 2.532 4.007 100.000

10 W 4.382 7.627 99.972 3.639 5.864 100.000

30 W 6.906 10.629 74.506 8.055 8.836 100.000

50 W 7.190 9.664 58.357 9.679 10.124 100.000

100 W 2.810 3.909 45.144 11.404 11.324 100.000
1 Calculated when the PDOP is less than 10.

5. Concluding Remarks and Further Studies

An M&S software design method was proposed for multi-radio integrated navigation systems as
a GNSS backup under navigation warfare. The M&S software in the proposed design method consisted
of a message broker and function modules. A message broker-based M&S software was designed for
a multi-radio integrated navigation system. In order to show the feasibility of the proposed design
method, the M&S software was implemented for GPS, KNSS, eLoran, Loran-C, and DME/VOR and the
performance evaluation was carried out. The results showed that the multi-radio integrated navigation
system provides navigation results continuously, even when the GPS only navigation system cannot
provide navigation results, due to the jamming under a navigation warfare environment.

In further studies, additional ground stations and fixed/moving pseudolites will be included,
which are newly assigned by the coverage analysis module in the M&S software. Performance
evaluations of the M&S software based on integrity and continuity will be performed.
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