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Abstract With the miniaturization of communication devices, t emarty > for hours is low
power and low cost communications. Therefore, a communication s is designed which
allows the device to exchange data using the environment e only signal source. This
design avoids the expensive process of generating radlo waps. Environmental backscatter
communication is more energy efficient than existing mmunication. This approach

utilizes existing environmental Wi-Fi signals to eliminatd(the demand for wires and batteries,

Keywords Video - Message sifaring - Smiart vehicles

1 Introduction

The hour’s negds a ave energy and protect the environment. This should be considered in
the demgn urication systems. Since the size of the devices used in communications is
the pyovision of power to these devices is an important issue. Large wires are not
ies are bulky and increase maintenance costs. But, if we use battery free
nicguons, all of these shortcomings can be addressed. Battery free communication is
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achieved by energy harvesting. Radio frequency energy harvesting involves capturing free
flow of radio frequency energy of interest and converting the energy into a DC voltage.
Ambient RF energy is provided by the use of antennas by matching the inputs of network RF-
DC converters. The energy converter converts the captured radio frequency energy to a DC
voltage. The module can be used as an AC DC converter, not only for AC signals but also for
DC voltage levels. The output voltage obtained from the energy conversion module can be
used to power the electronic device [1]. The generation of radio frequency signals will only
bring more electromagnetic waves to the environment, and increase environmental pollution.
As a result, we communicate using existing environmental signals. The energy obtained, from
environmental radio signals makes wireless sensor networks not only environmentallygfri
but also self - sustaining [5]. As a result, energy harvesting can also be used in conj
with our environment reverse scattering communication system. The available ré(§o fre
signals near mobile towers, TV towers or Wi - Fi routers provide the opp ity mmu-
nicate with these signals and gain environmental RF energy [4].

Vehicular Ad Hoc network (VANET) is an infrastructure network’
municate using Bluetooth, Wi-Fi, or WiMax. The application of yi
safe, comfortable and secure [14].

tworks com-
hoc networks is

ssenger comfort and traffic
staurant location information,

1) comfortable applications: this type of application impro
efficiency. Examples of this include weather info
Internet access, or music downloads.

2) security applications: this type of applica ' sed to improve the safety of drivers and

[CQmatjon [12].

passengers by sending security relatedain
In vehicular ad hoc networks, w; Vi en an application, namely access control, to
demonstrate the concept of envir | baCkscatter communications [2]. Now we talk about

access control as a system tifat allows”or refuses to enter the commercial, industrial, or
governmental structure [3]. TIg\requirement of security in access control affects the operation
of network [10]. In co i data is kept secret in the network. Encryption techniques
are used to provide ty. Data confidentiality is the most important issue in network
security. Data ¢ means that data exchange between the sender and receiver is
secure, and n rson can access it (neither reading nor writing). Confidentiality can be
achieved by(u eneryption: symmetric key or asymmetric key. Therefore, the data exchange
betwee inteljigent vehicle and the access control system must be guaranteed.

For sion and reception, we use the method known as backscatter [7]. In backscatter
nicguon, equipment is reflected by the modulation of incident RF signal environment
ra n by producing electromagnetic wave communication. In this way, messages are sent
to the'receiver. The receiver can extract the message and decode it. This is possible because the
modulation signal frequency is lower than the ambient Wi-Fi signal.

2 Related works

Liu et al. (5) explained the basic concept of reverse communication using TV signals and its
applications in smart cards and grocery stores. The Associated Press samples and others [11]
introduced the wireless identification and sensing platform. It is a programmable, battery free
sensing and computing platform designed to explore the combination of radio frequency
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identification (RFID) applications with sensor enhanced operations. It uses the power sent
from the remote (UHF) RFID reader.

S., Yousefi, et al. [14] describe the challenges of vehicular Ad Hoc networks. The authors
also outline the application of security and comfort in VANET. S., Hattori, etc. [3] present a
dynamic change based content input control mode, such as user, physical, and virtual resources
for some embedded device output. The model is based on smart cards, making it possible to
access smart cards in a secure space. This is a secure application that allows the vehicle to grant
access to the security space based on the vehicle number.

T., Beng, Lim, et al. [5] studied the feasibility of radio frequency energy harvesting in

surrounding radio frequency signals. The authors show that the radio wav:
tower are very stable in time, but the intensity depends on the distance of t
M., Arrawatia, et al. [1] designed an energy harvesting system to
handset signal tower in the 900 MHz band. Test results show tha
obtained from the cell towers and the 0.87v voltage distance 10.1m'

Y., Liu, et al. [6] present a design scheme for digital de
this design, the associated operations are introduced into
frequency of the received data and decode them. The co
which can be used in the environment scattering c
interference.

The article [12] describes the design of Valv pilot system that is so reliable that it can
take over driving in all aspects of autonago g. Car sharing road and traffic conditions
to achieve autonomous driving. Co nichtion between autonomous vehicles is a potential
application of environmental ba cormmunication.

Yin Puzhang et al. [15)presentja design of a synchronous frequency hopping
communication system. TI sysfem has been validated by SIMULINK. It can be
concluded that Simulinky

broalicast tower.

nergy of the
oltage has been
ined at distance 50 m.
1 for RFID applications. In
modulator to estimate the
nique adopts FMO encoding,
unication system to solve the

design

A.S.K, Patha mentioned security threats in wireless sensor networks. Wireless
sensor netwo ensure overall security. However, cost effectiveness and energy
efficiency echanism have brought significant research challenges.

Cor ower communication has been completed at the television frequency, i.e.,

539 D and ambient backscatter communications. However, it is illegal to use a
i ‘ uency band for communications in India, even if the power delivered by the

operating at 2.4GHz (Wi-Fi frequency), which is in the ISM frequency band. The VANET
vehicles are currently produced with roadside devices via Wi-Fi or Bluetooth signals. But we
propose the use of backscatter environments to pay attention to environmental protection
protocols. The application of communication security in VANET must be secure. However,
existing backscatter systems do not use encryption. Therefore, we propose to use RSA and
other encryption algorithms to protect the environment from backscatter communications. The
existing energy harvesting from the ambient energy shows that the energy obtained is
sufficient for low-power devices such as microcontrollers and small sensors. Therefore, the
environment backscatter communication system can be driven by energy collection, thus
enabling the system to maintain itself.
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3 System overview
3.1 Introduction

The system consists of transmitting module and receiving module. The microcontroller is
common to all modules and performs logical operations. The transmitter and receiver placed in
a vehicle placed in appropriate roadside units (RSU) on the basis of the application. For
communications, we use frequency in unauthorized frequency bands, such as Wi-Fi. A dipole
antenna is used for sending and receiving signals on a wireless channel.

3.1.1 Emission

The transmitter module is composed of a microcontroller, a reflective radigrfrequ switch
and a dipole communication antenna. The message is transmitted from nsor) The sensor

output is used as the microcontroller input. The microcontroller is d with some
threshold sensors. The sensor continuously senses that if th ue exceeds the
threshold, then the message transmission is needed [6]. Mess ding on the applica-

tion) are first encrypted to ensure secure communication.

The transmitter includes a RF switch for modulating the 1 ance of the communication
antenna and changing the amount of signal energy refle e antenna. The control input
signal of the switch is a zero sequence. When the input’is zero, the reflected signal is
negligible. When the switch input signal is two’ branches of the antenna are short
circuited, resulting in large scattering sign: e backscattering between the switching
(reflected) and non scattering (absorbi is’communicated to the bit receiver. Thus, in
general, the Wi-Fi signal (2.45, GH nsmitting antenna is modulated according to
the signal signal, and the reflected{anidgon reflecting antenna states are generated by turning
off and switching the RF swi

The environment Wi-Fi al Has been modulated by the Internet data. Information
from the user of the enWgson backscatter system modulates the modulated environ-
2u0'to the low data rate of the backscatter system (i.e., 1 kbps),
yetween the user data and the Wi-Fi data in the environment of

le gitenna at the receiving end receives a backscattered signal from the transmit-
te receiver comprises an average circuit, a threshold calculation circuit and a
comparator. The envelope detector and the RC circuit are used to smooth / average the
natural variation of the ambient Wi-Fi signal. The circuit eliminates the high frequency
environment Wi-Fi components to receive the required low speed user messages. The
output of the average circuit produces two signal levels, corresponding to “0” and “1”
bits. To be specific, we have two different signal voltages, VO and V1, V1 >VO0, VO and
V1, corresponding to zero and one bit. To distinguish them, the receiver will calculate
the average level of the two signal, that is, the threshold (VO+ V1) / 2. When the
received signal is larger than the threshold, the received signal V1 is not; otherwise,
the received signal V0. The output of the comparator is provided to the microcontroller.
The microcontroller then decodes and decrypts the signal. Show original message.
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3.2 FMO coding

Since the backscatter transmitter operates between reflected and non reflecting states, it
generates a switch keying. However, backscattered signals can constructively or disrupt the
interference with the surrounding Wi-Fi signals. Accordingly, an increase or decrease in a
received power level may occur at a receiver position according to a “1” bit. To solve this
problem, FMO encoding [7] is adopted. Each point of the FMO0 encoding conversion is two
symbol coded information using symbol conversions rather than power levels. The transition
of FMO to the symbol of the beginning of each age represents a “0” transition, and there,is no
such intermediate point at 1. Therefore, bits are encoded at power level conversion r: h:
actual power levels [11].

3.2.1 Security RSA algorithm

RSA is an encryption algorithm for encrypting and decrypting messa, A algorithms
are Rivest, Shamir, and Adleman. It is an asymmetric key algori etry means that
there are two different keys. This is also called public key ¢ here is a public key,

own only by the intended
g integer factors is difficult
asts the product of two large

which everyone knows is used to encrypt data. Private ke
receiver and used to decrypt data. It is based on the fact that
(factoring problems). The user of RSA creates and the
primes, and another value as their public key.

3.2.2 Four. Application of vehicular ad hoc k

This proposed environment backscattér 1s the best for communication between smart
vehicles, because current communjchtiGiy occur using Bluetooth or Wi-Fi signals, which is power

Our application is to
application, we allow or

a car is to ent 1lding, and then take the following actions. Only know the number of
access contfo temi. So the only way to do that is to enter a message containing the car
numbe; he er wants to pass the car number to the gate of the building, he touches the

touch's : Jhe sensor is connected to the microcontroller. It’s programmed so that whenever
ch §Znsor is pressed, it must send the car number, saying, “TN 23, AV 2471.”. This
in on is modulated via radio frequency switches, modulated via ambient Wi-Fi signals,

and tfansmitted to the building gate receiver system via the antenna. At the gate, the receiving
circuit demodulates the sending message and obtains the license plate number. If the car
number is allowed to enter the building, then the automatic goalkeeper is opened and the car
will be allowed to enter..

4 Simulation results

The concept of the whole communication system has been implemented in the Simulink
version r2015b. Simulink as a software tool, since it is a graphical programming environment,
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you can use the model and Simulation of a multi domain system [15]. This topic mainly uses
the radio frequency toolbox to carry on the simulation to the communication system.

The whole block diagram is shown in Fig. 1, which includes the environmental radio
frequency signal, the transmitter section and the receiver section.

When the touch sensor output is “1”, the environment RF signal is used as the transmitter
input. The surrounding radio frequency signals are encrypted with information signals using
the RSA algorithm using FMO encoding to avoid interference in the environment of coded
modulation. The modulation signal is a signal that is scattered from the transmitter block to the
receiver portion. Before the signal is received, it declines in the environment. Then, the
received signal is demodulated by means of signal averaging, peak detector, threshold circuit
and comparator, and decrypted by RSA algorithm.

4.1 Transmitter g V:

i e block. The
or, wxich generates the
ignal and sent to the
when the sensor output is
or the constant “0” is sent.
ntal radio frequency signal, that
essage, the user message and the

The output of the touch sensor and the environment RF signal are
encrypted and encoded message bits are supplied to the signal ge
desired message signal that will be modulated with the ambien
destination. There is a switch with the threshold set to “1” 1@ {
“1”, our message is passed to the RF switch as a control sig
Another input of the radio frequency switch is the envi
is, the Wi-Fi signal. When the control signal is a user

1t

environment RF signal are modulated, and t of the transmitter portion, that is, the
transmitted signal. When the control signal is n essage, i.e., the constant zero, no signal
is transmitted.

It describes the signal produced by/the itter. The first signal is the real and imaginary

part of the surrounding RF signal 4t equency of 2.4GHz. The next signal is the output of
the touch sensor. This value ig’l when touching. Followed by encryption and coding of user
information, that is, the num i
signal modulated by the age.

Signal after fading
and nterference

Received message Demodulated message

Rician
Fading

Receved message  Demodulated signal output

Mutipath Rican | Product
Fading Channel

ToWorkspace

AWGN  Rete Trangtont Rate Transtion 2
Channel

Transmitter

Receiver

Digital Touch Sensor

Ambent WiFi —

Sensor

Intererer

Fig. 1 Full system in Simulink
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4.1.1 Receive

The backscattered receive signal acts as a receiver portion input. For demodulation, the
received signal has an RF diode-diodel (forward voltage 0.18v), and then there is a signal
overlay circuit. In the signal averaging circuit, we use a resistor (R1 =10 K Ohm) and a
capacitor (C1 =50nf). This gives the envelope of the received signal.

Then there is a peak detection circuit in which the limited gain Op, Amp, and diode2
(forward voltage 1 V) are used. This will detect the peak value of the envelope signal at a given
rate. In the threshold circuit, there are two resistors (R2, R3=60 K ohms) and capagitors
(C2 =5, ultrafiltration, C3 =100 nF). Then, the demodulated output signal is obtaé
comparing the average signal with the threshold. This is a comparator, in the receiver
Then again, the output of the conversion rate, which helps to give a specific o bit tgte, so
you can also decrypt (i.e. RSA decryption), and get the desired output (i.e4Input age).

It describes the received signal. The first signal is the additive Gau ite ngise and the
interference of the received signal with the Rician Fading. The sig 0 1s the output
signal of envelope detection. The next signal is the demodu, . The output is
displayed in FMO decryption using the RSA algorithm to d messages. The raw
user message, TN 23, AV 2471, has been authenticated.

As shown in Table 1, Flickr circles detection based on eature combination cannot
achieve the best accuracies. But its time consumption competitive, thus we in our
implementation use this scheme. Besides, we believe that our method does not rely on the
image coding too much. As shown in Table 4, Comb5, and our schemes all achieve

satisfactory detection accuracies. i

5 Conclusion and futurew ﬂ&

In general, wireless communi(ytions/use devices that use batteries or electromagnetic sources
to communicate, which ires 1requent battery replacement and pollution of the atmosphere

[16,17,20-22,29-3 ssage sharing system is highly relevant to information security
izing energy consumption and protecting the environment, the

communicati etween the two devices in the VANET is not implemented with the
use of an efe agnetic energy source [8, 9, 13, 18, 23-27, 32]. This can be achieved by
using t ounyding RF signals for communication purposes. Radio frequency signals are
not ne ~This enables inexpensive and low maintenance communications. Thus, in this

, segdre backscatter communications are simulated and validated using Simulink. This
a shown to be applicable to access control of vehicles entering safe buildings. The RSA
algovithm provides communication security. The use of FMO coding is reduced due to
interference errors, has also been justified. In future this communication system will be
implemented in hardware.

Table 1 BER scores using differ-

ent feature combinations Architecture 0.6517 0.7332
Window seat 0.7559 0.8441
Movement 0.4893 0.5448
Orange and blue 0.4557 0.5943
Jump project 0.5231 0.6049
Time per image 21.43 ms 49.04 ms

@ Springer



Multimed Tools Appl

6 Future scope

The system is designed for short message transmission in VANET. In the future, this can even
be extended to text files and images [19, 28]. To this end, the data rate of the system must be
increased. However, this will yield a tradeoff between the distance the signal is transmitted and
its data rate. Power dissipation can be alleviated by using a low power dedicated integrated
circuit (ASIC). This is a field of study. As the system does not involve any user interference,
there is great room for development in the future of automated vehicles.
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