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Research Problem1

Background

üEvaluate the security of this minterm protection based camouflaging 
strategy to enhance its resistance against reverse engineering.

IC camouflaging 
proposed as a 
defense against 
the reverse 
engineering 

SAT-based attack 
breaks  almost 
all the existing 
camouflaging 
techniques 

CamoPerturb proposed 
a new camouflaging 
strategy that can 
resist SAT-based 

attack

Purpose



Kernel Contributions2

1.  Demonstrate the mechanism of influence relation between gate 
functionality and minterm perturbation in a circuit.

2. Propose a novel attack algorithm to 
reverse engineer the CamoPerturb 
circuit.

3. Evaluate the security of minterm 
protection based IC camouflaging 
strategy and give some suggestions 
for improvement.



Conclusion3

Results

Future work
Ø Synthesizing the perturbed circuit and camouflaged circuit to defend 

against removing attack. 
Ø Enhance the security of the remaining minterm perturbed block.

üThe proposed attack method is able to restore the camouflaged 
circuits with very little time consumption. 

üThis minterm protection based camouflaging strategy still has some 
security vulnerabilities and should be improved.


