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Problems & ldeas

Problems: the interplay between the cyber world and physical world in the cyber-
physical space proposes specific security requirements that are not captured by
traditional access control frameworks.

— The interplay between these two worlds proposes four types of security threats,
including cyber threats, physical threats, cyber-enabled physical threats , and
physical-enabled cyber threats. Hence, the physical security, the cyber security,
and the interaction security should be all concerned in the access control model
for the cyber-physical space

— The bad results caused by failure in providing secure policy enforcement may
directly affect the controlled physical world.

Ideas: we propose an effective access control framework for the cyber-physical
space.

— A unified access control model TAAC is proposed. It integrates the physical
access control, the cyber access control, and the interaction access control.

— A more rigorous policy enforcement method is needed to mitigate insider
attacks.



Main Contributions

Table 2: Role-permission assignment relation

Num PA Risk
M (visitor, enter, staf fof fice, § Livisitor, mainarea) » (S Liemplovee, staf fof fice)

W& Limanager, staf fof fice))) 20
P2 (visitor, enter, mainarea, § L{visitor, sta f fof fice)) =10
P (visiror, login, cloudler, § L{visitor, mainarea) » AL{cloudler, severroont)) 30
Pa (visitar, copv, file3, 8§ Livisitor, mainarea) A 8§ Alvisitor, cloudler)

AALCFeS, cloudler) A AL{cloudlet, serverroom)) 20
Ps (visitor, delete, file3, 8 Livisitor, mainarea) » AL file3, visitor[ phone])) -10
Pe (visitor, logout, cloudler, § Livisitor, mainarea) » AL{cloudlet, severroom) A5 A(visitor, cloudler)) =20
77 (emplovee, enter, staf fof fice, 5 Liemplovee, mainarea)) 10
s (emplovee, login, server, 8§ Llemplovee, staf fof fice) A AL(server, serverroom)) 20
Pa (emplovee, copy, Filel, 5 Liemplovee, staf fof fice) s AL(filel, server)

MAL(server, serverroom) A 8§ Alemployee, server)) 20
Pio templovee. delere, filel, 5 Liemplovee, sta f fof fice) A AL filel, server) AAL(server, serverroom)) 20
P (emplovee, logout, server, 8 L{iemployvee, staf fof fice) nAL(server, serverroon)) =10
M2 (emplovee, enter, mainarea, § Liemplovee., staf fof fice)) =10
Mz (manager, enter, sa feroom, 5 Limanager, staf fof fice)) 20
Pla (manager, open, safe, 5 Limanager, saferoom) s AL(safe, saferoom)) 10
P1s (manager, enter, staf fof fice, § Limanager, saferoom)) -10

m Minimwem risk Misirnim number permission

4000

3500
3000

2500 | | | | | L
= 2000
=
1500 | ! | | | ! L
L]
Q
1 20 in 40 S0

Mumber of riles

Fig. 5: Comparison of risk exposure for minimum risk
method and mumimum number nermission method.

Table 2 shows that the physical access control, cyber
access control, and the interaction access control are
unified in the TAAC model.

Figure 5 shows that for preventing insider attacks in
the policy enforcement phase, the proposed method in
this study is Dbetter than providing the role that
minimizes the number of extra permissions.



