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	Double-blind peer review submissions: write DBPR and your manuscript number here instead of author names.: Atul Butte
	initial: 
	revised: 
	final: 
	na: 
	y: 
	Provide a description of all commercial and custom code used to collect the data in this study, specifying the version used OR state that no software was used.: UCSF corpusTo create the UCSF corpus of clinical notes, 4,500 notes were randomly selected from over 70 million notes of all types (e.g. radiology readings, admission notes, progress reports, etc) from all departments at UCSF by assigning a hash identity to each note ID, randomly permuting the order of the hashed ID, then randomly selecting 4,500 hashed note IDs. Words were then manually annotated for PHI-categories by one of our three trained annotators. The annotators used Multi-document Annotation Environment (MAE)17 . The MAE tool was configured with PHI elements following the HIPAA Safe Harbor guidelines with a few additional categories to identify provider information (Supplemental Table S1).  Forty percent of the 4,500 notes were annotated twice, with a second annotator reviewing and correcting the mark-up of the first annotator and token-level percent-agreement between annotators was calculated. When in doubt, annotators chose the more conservative option, for example marking an unclear name as belonging to a patient (which would be PHI) instead of a physician.  We generated a distribution of the randomly sampled notes and found more than one hundred note categories, note types, departments of origin, and provider specialties. We randomly assigned 2,500 notes as a development corpus for the algorithm work described below (see Supplemental Table 2 for a distribution of the departments represented) and 2,000 notes as a test corpus to evaluate algorithm performance (Supplemental Table 3).The UCSF Committee on Human Research approved our study protocol [study # 16-20784].I2b2 corpusThe i2b2 2014 de-identification challenge test corpus consists of 514 notes and was downloaded on July 18, 201710,11. However, annotations of words as either safe or PHI within this corpus do not exactly follow the HIPAA guidelines for Safe Harbor, specifically with regards to locations and dates18. We therefore changed the annotations for words from the following categories: years in isolation, seasons (e.g. winter, spring), days of the week, single letters with no adjacent content, country names and ages under 90, moving these all from PHI to being considered safe. The i2b2 2014 corpus replaced real PHI with surrogates. In a few instances, the surrogate values are for patient identification numbers were unrealistic, being four digits or less. These were removed. 
	Provide a description of all commercial and custom code used to analyse the data in this study, specifying the version used OR state that no software was used.: The Philter package is written in machine-portable Python. The package can be installed via PIP, the Python package installer, and the source code along with detailed design descriptions as well as installation and use instructions can be obtained through the public repository open-sourced, under an MIT License (https://github.com/BCHSI/philter-ucsf). Ferrandez et al 9, performed a head-to-head comparison of multiple de-identification systems on multiple corpora, which revealed that the PhysioNet de-identification tool 11, had the best out-of-the-box performance. To identify PHI, the PhysioNet algorithm uses a combination of regular expressions and three types of lookup dictionaries (known names of patients and hospital staff, generic names of people and locations, and common words along with UMLS terms considered by their team unlikely to be PHI). We thus selected the PhysioNet de-identification tool as the strongest comparator that met our criteria of having available open-source software that could be deployed entirely behind a firewall (with no internet access needed) and downloaded the source code from the PhysioNet 14 website (https://www.PhysioNet .org/physiotools/deid/) on February 12, 2017.The National Library of Medicine’s Scrubber tool, first published in 2013 19 takes the approach of maximizing recall and valuing real-world generalization over public challenge competition results. It has been continually revised and improved since its initial creation and investigators have even launched a trial20 with updates as recent as 2018. The tool makes use of other public tools, including Apache’s cTAKES 21 and UIMA projects22, to compare the likelihood of words being PHI based on their relative frequency of appearance in public documents such as medical journals and LOINC codes to private physician notes under the reasonable assumption that words that appear in public documents are unlikely to be PHI. We selected the NLM Scrubber tool as our second comparator and downloaded the most recent version (v.18.0928) from the NLM website (https://scrubber.nlm.nih.gov/files/). Unfortunately, NLM Scrubber software does not maintain the original character alignment of scrubbed notes and comes with no method to automatically evaluate its performance against annotated notes. We had to design an evaluation script for this software and have made the script available to the community on our GitHub repository. 
	Describe how sample size was determined, detailing any statistical methods used to predetermine sample size OR if no sample-size calculation was performed, describe how sample sizes were chosen and provide a rationale for why these sample sizes are sufficient.: The i2b2 data that support the findings of this study are available from i2b2 but restrictions apply to the availability of these data, which require signed safe usage and use only for research. Data from UCSF are not available at this time as they have not been legally certified as being de-identified, however this process is underway and the data may be available by the time of publication by contacting the authors. Requester’s identity as researchers will need to be confirmed, safe usage guarantees will need to be signed, and other restrictions on use will likely apply. 
	general: 
	behavioural: 
	If no data were excluded from the analyses, state so OR if data were excluded, provide the exact number of exclusions and the rationale behind them, indicating whether exclusion criteria were pre-established.: 
	Describe the measures taken to verify the reproducibility of the experimental findings. If all attempts at replication were successful, confirm this OR if there are any findings that were not replicated or cannot be reproduced, note this and describe why.: 
	Describe how samples/organisms/participants were allocated into experimental groups. If allocation was not random, describe how covariates were controlled OR if this is not relevant to your study, explain why.: 
	Describe whether the investigators were blinded to group allocation during data collection and/or analysis. If blinding was not possible, describe why OR explain why blinding was not relevant to your study.: 
	Describe any restrictions on the availability of unique materials OR confirm that all unique materials used are readily available from the authors or from standard commercial sources (and specify these sources).: 
	Describe all antibodies used in the study; as applicable, provide supplier name, catalog number, clone name, and lot number.: 
	Describe the validation of each primary antibody for the species and application, noting any validation statements on the manufacturer’s website, relevant citations, antibody profiles in online databases, or data provided in the manuscript.: 
	State the source of each cell line used.: 
	Describe the authentication procedures for each cell line used OR declare that none of the cell lines used were authenticated.: 
	Confirm that all cell lines tested negative for mycoplasma contamination OR describe the results of the testing for mycoplasma contamination OR declare that the cell lines were not tested for mycoplasma contamination.: 
	Name any commonly misidentified cell lines used in the study and provide a rationale for their use.: 
	For laboratory animals, report species, strain, sex and age OR for animals observed in or captured from the field, report species, sex and age where possible.: 
	Describe the covariate-relevant population characteristics of the human research participants (e.g. age, gender, genotypic information, past and current diagnosis and treatment categories).: 
	deposition: 0
	graphfiles: 0
	For "Initial submission" or "Revised version" documents, provide reviewer access links.  For your "Final submission" document, provide a link to the deposited data.: 
	Provide a list of all files available in the database submission.: 
	Provide a link to an anonymized genome browser session for "Initial submission" and "Revised version" documents only, to enable peer review.  Write "no longer applicable" for "Final submission" documents.: 
	Describe the experimental replicates, specifying number, type and replicate agreement.: 
	Describe the antibodies used for the ChIP-seq experiments; as applicable, provide supplier name, catalog number, clone name, and lot number.: 
	Specify the command line program and parameters used for read mapping and peak calling, including the ChIP, control and index files used.: 
	Describe the methods used to ensure data quality in full detail, including how many peaks are at FDR 5% and above 5-fold enrichment.: 
	Describe the software used to collect and analyze the flow cytometry data. For custom code that has been deposited into a community repository, provide accession details.: 
	axislabels: 0
	axisscales: 0
	plots: 0
	numberpercentage: 0
	Describe the sample preparation, detailing the biological source of the cells and any tissue processing steps used.: 
	Identify the instrument used for data collection, specifying make and model number.: 
	Describe the abundance of the relevant cell populations within post-sort fractions, providing details on the purity of the samples and how it was determined.: 
	Describe the gating strategy used for all relevant experiments, specifying the preliminary FSC/SSC gates of the starting cell population, indicating where boundaries between "positive" and "negative" staining cell populations are defined.: 
	gatingcheck: 0
	Indicate task or resting state; event-related or block design.: 
	Specify the number of blocks, trials or experimental units per session and/or subject, and specify the length of each trial or block (if trials are blocked) and interval between trials.: 
	State number and/or type of variables recorded (e.g. correct button press, response time) and what statistics were used to establish that the subjects were performing the task as expected (e.g. mean, range, and/or standard deviation across subjects).: 
	Specify: functional, structural, diffusion, perfusion.: 
	Specify in Tesla: 
	Specify the pulse sequence type (gradient echo, spin echo, etc.), imaging type (EPI, spiral, etc.), field of view, matrix size, slice thickness, orientation and TE/TR/flip angle.: 
	State whether a whole brain scan was used OR define the area of acquisition, describing how the region was determined.: 
	Specify # of directions, b-values, whether single shell or multi-shell, and if cardiac gating was used.: 
	Provide detail on software version and revision number and on specific parameters (model/functions, brain extraction, segmentation, smoothing kernel size, etc.).: 
	If data were normalized/standardized, describe the approach(es): specify linear or non-linear and define image types used for transformation OR indicate that data were not normalized and explain rationale for lack of normalization.: 
	Describe the template used for normalization/transformation, specifying subject space or group standardized space (e.g. original Talairach, MNI305, ICBM152) OR indicate that the data were not normalized.: 
	Describe your procedure(s) for artifact and structured noise removal, specifying motion parameters, tissue signals and physiological signals (heart rate, respiration).: 
	Define your software and/or method and criteria for volume censoring, and state the extent of such censoring.: 
	Specify type (mass univariate, multivariate, RSA, predictive, etc.) and describe essential details of the model at the first and second levels (e.g. fixed, random or mixed effects; drift or auto-correlation).: 
	Define precise effect in terms of the task or stimulus conditions instead of psychological concepts and indicate whether ANOVA or factorial designs were used.: 
	whole: 
	ROI: 
	both: 
	Describe how anatomical locations were determined (e.g. specify whether automated labeling algorithms or probabilistic atlases were used).: 
	Specify voxel-wise or cluster-wise and report all relevant parameters for cluster-wise methods.: 
	Describe the type of correction and how it is obtained for multiple comparisons (e.g. FWE, FDR, permutation or Monte Carlo).: 
	Report the measures of dependence used and the model details (e.g. Pearson correlation, partial correlation, mutual information).: 
	Report the dependent variable and connectivity measure, specifying weighted graph or binarized graph, subject- or group-level, and the global and/or node summaries used (e.g. clustering coefficient, efficiency, etc.).: 
	Specify independent variables, features extraction and dimension reduction, model, training and evaluation metrics.: 
	Briefly describe the study type including whether data are quantitative, qualitative, or mixed-methods (e.g. qualitative cross-sectional, quantitative experimental, mixed-methods case study). : 
	State the research sample (e.g. Harvard university undergraduates, villagers in rural India) and provide relevant demographic information (e.g. age, sex) and indicate whether the sample is representative. Provide a rationale for the study sample chosen. For studies involving existing datasets, please describe the dataset and source.: 
	Describe the sampling procedure (e.g. random, snowball, stratified, convenience). Describe the statistical methods that were used to predetermine sample size OR if no sample-size calculation was performed, describe how sample sizes were chosen and provide a rationale for why these sample sizes are sufficient. For qualitative data, please indicate whether data saturation was considered, and what criteria were used to decide that no further sampling was needed.: 
	Provide details about the data collection procedure, including the instruments or devices used to record the data (e.g. pen and paper, computer, eye tracker, video or audio equipment) whether anyone was present besides the participant(s) and the researcher, and whether the researcher was blind to experimental condition and/or the study hypothesis during data collection.: 
	Indicate the start and stop dates of data collection. If there is a gap between collection periods, state the dates for each sample cohort.: 
	State how many participants dropped out/declined participation and the reason(s) given OR provide response rate OR state that no participants dropped out/declined participation.: 
	If participants were not allocated into experimental groups, state so OR describe how participants were allocated to groups, and if allocation was not random, describe how covariates were controlled.: 



