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Licenses and Notices

Copyright Licenses:

Trusted Computing Group (TCG) grants to the user of the source code in this specification (the
“Source Code”) a worldwide, irrevocable, nonexclusive, royalty free, copyright license to
reproduce, create derivative works, distribute, display and perform the Source Code and
derivative works thereof, and to grant others the rights granted herein.

The TCG grants to the user of the other parts of the specification (other than the Source Code)
the rights to reproduce, distribute, display, and perform the specification solely for the purpose of
developing products based on such documents.

Source Code Distribution Conditions:

Redistributions of Source Code must retain the above copyright licenses, this list of conditions
and the following disclaimers.

Redistributions in binary form must reproduce the above copyright licenses, this list of conditions
and the following disclaimers in the documentation and/or other materials provided with the
distribution.

Disclaimers:

THE COPYRIGHT LICENSES SET FORTH ABOVE DO NOT REPRESENT ANY FORM OF
LICENSE OR WAIVER, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, WITH
RESPECT TO PATENT RIGHTS HELD BY TCG MEMBERS (OR OTHER THIRD PARTIES)
THAT MAY BE NECESSARY TO IMPLEMENT THIS SPECIFICATION OR OTHERWISE.
Contact TCG Administration (admin@trustedcomputinggroup.org) for information on specification
licensing rights available through TCG membership agreements.

THIS SPECIFICATION IS PROVIDED "AS IS" WITH NO EXPRESS OR IMPLIED WARRANTIES
WHATSOEVER, INCLUDING ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE, ACCURACY, COMPLETENESS, OR NONINFRINGEMENT OF
INTELLECTUAL PROPERTY RIGHTS, OR ANY WARRANTY OTHERWISE ARISING OUT OF
ANY PROPOSAL, SPECIFICATION OR SAMPLE.

Without limitation, TCG and its members and licensors disclaim all liability, including liability for
infringement of any proprietary rights, relating to use of information in this specification and to the
implementation of this specification, and TCG disclaims all liability for cost of procurement of
substitute goods or services, lost profits, loss of use, loss of data or any incidental, consequential,
direct, indirect, or special damages, whether under contract, tort, warranty or otherwise, arising in
any way out of use or reliance upon this specification or any information herein.

Any marks and brands contained herein are the property of their respective owners.
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Trusted Platform Module Library
Part 4. Supporting Routines

1 Scope

This part contains C code that describes the algorithms and methods used by the command code in TPM
2.0 Part 3. The code in this document augments TPM 2.0 Part 2 and TPM 2.0 Part 3 to provide a
complete description of a TPM, including the supporting framework for the code that performs the
command actions.

Any TPM 2.0 Part 4 code may be replaced by code that provides similar results when interfacing to the
action code in TPM 2.0 Part 3. The behavior of code in this document that is not included in an annex is
normative, as observed at the interfaces with TPM 2.0 Part 3 code. Code in an annex is provided for
completeness, that is, to allow a full implementation of the specification from the provided code.

The code in parts 3 and 4 is written to define the behavior of a compliant TPM. In some cases (e.g.,
firmware update), it is not possible to provide a compliant implementation. In those cases, any
implementation provided by the vendor that meets the general description of the function provided in TPM
2.0 Part 3 would be compliant.

The code in parts 3 and 4 is not written to meet any particular level of conformance nor does this
specification require that a TPM meet any particular level of conformance.

2 Terms and definitions

For the purposes of this document, the terms and definitions given in TPM 2.0 Part 1 apply.

3 Symbols and abbreviated terms

For the purposes of this document, the symbols and abbreviated terms given in TPM 2.0 Part 1 apply.

4 Automation

TPM 2.0 Part 2 and 3 are constructed so that they can be processed by an automated parser. For
example, TPM 2.0 Part 2 can be processed to generate header file contents such as structures, typedefs,
and enums. TPM 2.0 Part 3 can be processed to generate command and response marshaling and
unmarshaling code.

The automated processor is not provided to the TCG. It was used to generate the Microsoft Visual Studio
TPM simulator files. These files are not specification reference code, but rather design examples.

The automation produces TPM_Types.h, a header representing TPM 2.0 Part 2. It also produces, for
each major clause of Part 4, a header of the form _fp.h with the function prototypes.

EXAMPLE The header file for SessionProcess.c is SessionProcess_fp.h.

4.1 Configuration Parser

The tables in the TPM 2.0 Part 2 Annexes are constructed so that they can be processed by a program.
The program that processes these tables in the TPM 2.0 Part 2 Annexes is called "The TPM 2.0 Part 2
Configuration Parser."

The tables in the TPM 2.0 Part 2 Annexes determine the configuration of a TPM implementation. These
tables may be modified by an implementer to describe the algorithms and commands to be executed in
by a specific implementation as well as to set implementation limits such as the number of PCR, sizes of
buffers, etc.
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The TPM 2.0 Part 2 Configuration Parser produces a set of structures and definitions that are used by the
TPM 2.0 Part 2 Structure Parser.

4.2 Structure Parser

4.2.1 Introduction

The program that processes the tables in TPM 2.0 Part 2 (other than the table in the annexes) is called
"The TPM 2.0 Part 2 Structure Parser."

NOTE A Perl script was used to parse the tables in TPM 2.0 Part 2 to produce the header files and unmarshaling code
in for the reference implementation.

The TPM 2.0 Part 2 Structure Parser takes as input the files produced by the TPM 2.0 Part 2
Configuration Parser and the same TPM 2.0 Part 2 specification that was used as input to the TPM 2.0
Part 2 Configuration Parser. The TPM 2.0 Part 2 Structure Parser will generate all of the C structure
constant definitions that are required by the TPM interface. Additionally, the parser will generate
unmarshaling code for all structures passed to the TPM, and marshaling code for structures passed from
the TPM.

The unmarshaling code produced by the parser uses the prototypes defined below. The unmarshaling
code will perform validations of the data to ensure that it is compliant with the limitations on the data
imposed by the structure definition and use the response code provided in the table if not.

EXAMPLE: The definition for a TPMI_RH_PROVISION indicates that the primitive data type is a TPM_HANDLE and the
only allowed values are TPM_RH_OWNER and TPM_RH_PLATFORM. The definition also indicates that the
TPM shall indicate TPM_RC_HANDLE if the input value is not none of these values. The unmarshaling code
will validate that the input value has one of those allowed values and return TPM_RC_HANDLE if not.

The sections below describe the function prototypes for the marshaling and unmarshaling code that is
automatically generated by the TPM 2.0 Part 2 Structure Parser. These prototypes are described here as
the unmarshaling and marshaling of various types occurs in places other than when the command is
being parsed or the response is being built. The prototypes and the description of the interface are
intended to aid in the comprehension of the code that uses these auto-generated routines.

4.2.2 Unmarshaling Code Prototype

4.2.2.1 Simple Types and Structures

The general form for the unmarshaling code for a simple type or a structure is:

TPM_RC TYPE_Unmarshal (TYPE *target, BYTE **buffer, INT32 *size);

Where:
TYPE name of the data type or structure
*target location in the TPM memory into which the data from **buffer is placed
**puffer location in input buffer containing the most significant octet (MSO) of
*target
*size number of octets remaining in **buffer

When the data is successfully unmarshaled, the called routine will return TPM_RC_SUCCESS.
Otherwise, it will return a Format-One response code (see TPM 2.0 Part 2).

If the data is successfully unmarshaled, *buffer is advanced point to the first octet of the next parameter
in the input buffer and size is reduced by the number of octets removed from the buffer.
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When the data type is a simple type, the parser will generate code that will unmarshal the underlying type
and then perform checks on the type as indicated by the type definition.

When the data type is a structure, the parser will generate code that unmarshals each of the structure
elements in turn and performs any additional parameter checks as indicated by the data type.

4.2.2.2 Union Types

When a union is defined, an extra parameter is defined for the unmarshaling code. This parameter is the
selector for the type. The unmarshaling code for the union will unmarshal the type indicated by the
selector.

The function prototype for a union has the form:

TPM_RC TYPE_Unmarshal (TYPE *target, BYTE **buffer, INT32 *size, UINT32 selector);

where:
TYPE name of the union type or structure
*target location in the TPM memory into which the data from **buffer is placed
**puffer location in input buffer containing the most significant octet (MSO) of
*target
*size number of octets remaining in **buffer
selector union selector that determines what will be unmarshaled into *target

4.2.2.3 Null Types
In some cases, the structure definition allows an optional “null” value. The “null” value allows the use of
the same C type for the entity even though it does not always have the same members.

For example, the TPMI_ALG_HASH data type is used in many places. In some cases, TPM_ALG_NULL
is permitted and in some cases it is not. If two different data types had to be defined, the interfaces and
code would become more complex because of the number of cast operations that would be necessary.
Rather than encumber the code, the “null” value is defined and the unmarshaling code is given a flag to
indicate if this instance of the type accepts the “null” parameter or not. When the data type has a “null”
value, the function prototype is

TPM_RC TYPE_Unmarshal (TYPE *target, BYTE **buffer, INT32 *size, BOOL flag);

The parser detects when the type allows a “null” value and will always include flag in any call to
unmarshal that type. flag TRUE indicates that null is accepted.

4.2.2.4 Arrays

Any data type may be included in an array. The function prototype use to unmarshal an array for a TYPE is

TPM_RC TYPE_Array_Unmarshal (TYPE *target, BYTE **buffer, INT32 *size,INT32 count);

The generated code for an array uses a count-limited loop within which it calls the unmarshaling code for
TYPE.
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4.2.3 Marshaling Code Function Prototypes

4.2.3.1 Simple Types and Structures

The general form for the marshaling code for a simple type or a structure is:

UINT16 TYPE_Marshal (TYPE *source, BYTE **buffer, INT32 *size);

Where:
TYPE name of the data type or structure
*source location in the TPM memory containing the value that is to be marshaled
in to the designated buffer
**puffer location in the output buffer where the first octet of the TYPE is to be
placed
*size number of octets remaining in **buffer.

If buFfer is a NULL pointer, then no data is marshaled, but the routine will compute and return the size
of the memory required to marshal the indicated type. *size is not changed.

If buffer is not a NULL pointer, data is marshaled, *buffer is advanced to point to the first octet of the

next location in the output buffer, and the called routine will return the number of octets marshaled into
**puffer. This occurs even if size is a NULL pointer. If size is a not NULL pointer *size is reduced

by the number of octets placed in the buffer.

When the data type is a simple type, the parser will generate code that will marshal the underlying type.
The presumption is that the TPM internal structures are consistent and correct so the marshaling code
does not validate that the data placed in the buffer has a permissible value. The presumption is also that
the size is sufficient for the source being marshaled.

When the data type is a structure, the parser will generate code that marshals each of the structure
elements in turn.

4.2.3.2 Union Types

An extra parameter is defined for the marshaling function of a union. This parameter is the selector for the
type. The marshaling code for the union will marshal the type indicated by the selector.

The function prototype for a union has the form:

UINT16 TYPE_Marshal (TYPE *source, BYTE **buffer, INT32 *size, UINT32 selector);

The parameters have a similar meaning as those in 4.2.2.2 but the data movement is from source to
buffer.

4.2.3.3 Arrays

Any type may be included in an array. The function prototype use to unmarshal an array is:

UINT16 TYPE_Array_Marshal (TYPE *source, BYTE **buffer, INT32 *size, INT32 count);

The generated code for an array uses a count-limited loop within which it calls the marshaling code for
TYPE.
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4.3 Part 3 Parsing

The Command / Response tables in Part 3 of this specification are processed by scripts to produce the
command-specific data structures used by functions in this TPM 2.0 Part 4. They are:

e CommandAttributeData.h -- This file contains the command attributes reported by
TPM2_GetCapability.

e CommandAttributes.h — This file contains the definition of command attributes that are
extracted by the parsing code. The file mainly exists to ensure that the parsing code and the
function code are using the same attributes.

e CommandDispatchData.h — This file contains the data definitions for the table driven version of
the command dispatcher.

Part 3 parsing also produces special function prototype files as described in Error! Reference source
not found..

4.4  Function Prototypes

For functions that have entry definitions not defined by Part 3 tables. a script is used to extracts function
prototypes from the code. For each .c file that is not in Part 3, a file with the same name is created with a
suffix of _fp.h. For example, the function prototypes for Create.c will be placed in a file called Create_fp.h.
The fp.h is added because some files have two types of associated headers: the one containing the
function prototypes for the file and another containing definitions that are specific to that file.

In some cases, a function will be replaced by a macro. The macro is defined in the .c file and extracted by
the function prototype processor. A special comment tag (“//%") is used to indicate that the line is to be
included in the function prototype file. If the “//%” tag occurs at the start of the line, it is deleted. If it occurs
later in the line, it is preserved. Removing the “//%/ at the start of the line allows the macro to be placed in
the .c file with the tag as a prefix, and then show up in the _fp.h file as the actual macro. This allows the
code that includes that function prototype code to use the appropriate macro.

For files that that contain the command actions, a special _fp.h file is created from the tables in Part 3.
These files contain:

¢ the definition of the input and output structure of the function;
¢ definition of command-specific return code modifiers (parameter identifiers); and
e the function prototype for the command action function.

Create_fp.h (shown below) is prototypical of the command _fp.h files.
#ifdef TPM_CC_Create // Command must be defined

#ifndef _Create_H
#define _Create_H

Input structure definition

typedef struct {

TPMI_DH_OBJECT parentHandle;
TPM2B_SENSITIVE_CREATE inSensitive;
TPM2B_PUBLIC inPublic;
TPM2B_DATA outsidelnfo;
TPML_PCR_SELECTION creationPCR;

} Create_In;

Output structure definition

typedef struct {

TPM2B_PRIVATE outPrivate;
TPM2B_PUBLIC outPublic;
Family “2.0" TCG Published Page 5
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TPM2B_CREATION_DATA creationData;
TPM2B_DIGEST creationHash;
TPMT_TK_CREATION creationTicket;

} Create_Out;

Response code modifiers

#define RC_Create_parentHandle (TPM_RC_H + TPM_RC_1)
#define RC_Create_inSensitive (TPM_RC_P + TPM_RC_1)
#define RC_Create_inPublic (TPM_RC_P + TPM_RC_2)
#define RC_Create_outsidelnfo (TPM_RC_P + TPM_RC_3)
#define RC_Create_creationPCR (TPM_RC_P + TPM_RC_4)

Function prototype

TPM_RC

TPM2_Create(
Create_In *in,
Create_Out *out

)
#endif // Create H
#endif // TPM_CC Create

4.5 Portability

Where reasonable, the code is written to be portable. There are a few known cases where the code is not
portable. Specifically, the handling of bit fields will not always be portable. The bit fields are marshaled
and unmarshaled as a simple element of the underlying type. For example, a TPMA_SESSION is defined
as a bit field in an octet (BYTE). When sent on the interface a TPMA_SESSION will occupy one octet.
When unmarshaled, it is unmarshaled as a UINT8. The ramifications of this are that a TPMA_SESSION
will occupy the 0t octet of the structure in which it is placed regardless of the size of the structure.

Many compilers will pad a bit field to some "natural” size for the processor, often 4 octets, meaning that
sizeof(TPMA_SESSION) would return 4 rather than 1 (the canonical size of a TPMA_SESSION).

For a little endian machine, padding of bit fields should have little consequence since the 0" octet always
contains the O™ bit of the structure no matter how large the structure. However, for a big endian machine,
the O bit will be in the highest numbered octet. When unmarshaling a TPMA_SESSION, the current
unmarshaling code will place the input octet at the 0" octet of the TPMA_SESSION. Since the 0t octet is
most significant octet, this has the effect of shifting all the session attribute bits left by 24 places.

As a consequence, someone implementing on a big endian machine should do one of two things:

a) allocate all structures as packed to a byte boundary (this may not be possible if the processor does
not handle unaligned accesses); or

b) modify the code that manipulates bit fields that are not defined as being the alignment size of the
system.

For many RISC processors, option #2 would be the only choice. This is may not be a terribly daunting
task since only two attribute structures are not 32-bits (TPMA_SESSION and TPMA_LOCALITY).
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5 Header Files

5.1 Introduction

Trusted Platform Module Library

The files in this section are used to define values that are used in multiple parts of the specification and
are not confined to a single module.

5.2 BaseTypes.h

#ifndef BASETYPES_H
#define _BASETYPES_H

NULL definition

#ifndef NULL
#define NULL
#endi

typedef uint8_t
typedef uint8_t
typedef int8_t
typedef int
typedef uintl6_t
typedef iIntlé t
typedef uint32_t
typedef Int32_t
typedef uint64_t
typedef iInt64 t
#endif
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UINTS;
BYTE;
INT8;
BOOL;
UINT16;
INT16;
UINT32;
INT32;
UINT64;
INT64;
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5.3 Bits_fp.h

#ifndef _BITS_FP_H_
#define _BITS_FP_H_
5.3.1 TestBit()

Trusted Platform Module Library

This function is used to check the setting of a bit in an array of bits.

Return Value Meaning

TRUE bit is set

FALSE bit is not set

#ifndef INLINE_FUNCTIONS

BOOL

TestBit(
unsigned int bitNum, // IN: number of the bit in "bArray”
BYTE *bArray, // IN: array containing the bits
unsigned int byteslnArray // IN: size in bytes of "bArray”
):

#else

INLINE BOOL

TestBit(
unsigned int bitNum, // IN: number of the bit in "bArray”
BYTE *bArray, // IN: array containing the bits
unsigned int byteslnArray // IN: size in bytes of "bArray”
))

{

pAssert(bytesinArray > (bitNum >> 3));

return((bArray[bitNum >> 3] & (1 << (bitNum & 7))) = 0);

}
#endif // INLINE_FUNCTIONS

5.3.2  SetBit()

This function will set the indicated bit in bArray.

#ifndef INLINE_FUNCTIONS
void

SetBit(
unsigned int bitNum, //
BYTE *bArray, //
unsigned int byteslnArray //
)

#else

INLINE void

SetBit(
unsigned int bitNum, /7/
BYTE *bArray, //
unsigned int byteslnArray //
)

{

pAssert(bytesinArray > (bitNum >> 3));
bArray[bitNum >> 3] |=

}
#endif // INLINE_FUNCTIONS
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Level 00 Revision 01.38

IN:
IN:
IN:

IN:
IN:
IN:

number of the bit in "bArray
array containing the bits
size in bytes of "bArray”

number of the bit in "bArray
array containing the bits
size iIn bytes of "bArray”

(1 << (bitNum & 7));
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5.3.3 ClearBit()

This function will clear the indicated bit in bArray.

#ifndef INLINE_FUNCTIONS
void

ClearBit(
unsigned int bitNum, /7/
BYTE *bArray, //
unsigned int byteslnArray //
)

#else

INLINE void

ClearBit(
unsigned int bitNum, /7/
BYTE *bArray, //
unsigned int byteslnArray //
)

{

pAssert(bytesinArray > (bitNum >> 3));

IN:
IN:
IN:

IN:
IN:
: size in bytes of "bArray”

Trusted Platform Module Library

number of the bit in "bArray”.
array containing the bits
size in bytes of "bArray”

number of the bit in "bArray”.
array containing the bits

bArray[bitNum >> 3] &= ~(1 << (bitNum & 7));

}
#endif // INLINE_FUNCTIONS
#endif // _BITS_FP_H_

Family “2.0"
Level 00 Revision 01.38
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5.4 Bool.h
#ifndef _BOOL_H
#define _BOOL_H

#if defined(TRUE)
#undef TRUE
#endi

#i1f defined FALSE
#undef FALSE
#endi

typedef int BOOL;

#define FALSE  ((BOOL)O)
#define TRUE ((BOOL)1)
#endif

Family “2.0"

Level 00 Revision 01.38

TCG Published
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5.5 Capabilities.h

This file contains defines for the number of capability values that will fit into the largest data buffer.

These defines are used in various function in the "support” and the "subsystem" code groups. A module
that supports a type that is returned by a capability will have a function that returns the capabilities of the

type.

EXAMPLE PCR.c contains PCRCapGetHandles() and PCRCapGetProperties().

#ifndef _CAPABILITIES_H

#define _CAPABILITIES_H

#define MAX_CAP_DATA (MAX_CAP_BUFFER-sizeof(TPM_CAP)-sizeoT(UINT32))
#define MAX_CAP_ALGS (MAX_CAP_DATA/sizeof(TPMS_ALG_PROPERTY))
#define MAX_CAP_HANDLES (MAX_CAP_DATA/sizeof(TPM_HANDLE))

#define MAX_CAP_CC (MAX_CAP_DATA/sizeof(TPM_CC))

#define MAX_TPM_PROPERTIES  (MAX_CAP_DATA/sizeof(TPMS_TAGGED_PROPERTY))
#define MAX_PCR_PROPERTIES (MAX_CAP_DATA/sizeof(TPMS_TAGGED_PCR_SELECT))
#define MAX_ECC_CURVES (MAX_CAP_DATA/sizeof(TPM_ECC_CURVE))

#define MAX_TAGGED_POLICIES (MAX_CAP_DATA/sizeof(TPMS_TAGGED_POLICY))
#endi

Family “2.0" TCG Published Page 11
Level 00 Revision 01.38 Copyright © TCG 2006-2016 September 29, 2016
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5.6

CommandAttributeData.h

Trusted Platform Module Library

This file should only be included by CommandCodeAttibutes.c

#ifdef _COMMAND_CODE_ATTRIBUTES
#include ""CommandAttributes.h"
#if defined COMPRESSED_LISTS

# define
#else

# define
#endi

PAD_LIST 0

PAD_LIST 1

This is the command code attribute array for GetCapability(). Both this array and s_commandAttributes
provides command code attributes, but tuned for different purpose

const TPMA_CC

#if (PAD_LIST |1
{O0x011f,

#endi

#if (PAD_LIST ||
{0x0120,

#endi

#iT (PAD_LIST ||
{0x0121,

#endi

#if (PAD_LIST ||
{0x0122,

#endi

#iT (PAD_LIST)
{0x0123,

#endi

#if (PAD_LIST ||
{0x0124,

#endi

#iT (PAD_LIST ||
{0x0125,

#endi

#if (PAD_LIST ||
{0x0126,

#endi

#iT (PAD_LIST ||
{0x0127,

#endi

#iT (PAD_LIST ||
{0x0128,

#endi T

#if (PAD_LIST ||
{0x0129,

#endi

#iT (PAD_LIST ||
{0x012a,

#endif

#if (PAD_LIST ||
{0x012b,

#endi

#iT (PAD_LIST ||
{0x012c,

#endi

#if (PAD_LIST ||
{0x012d,

#endi

#if (PAD_LIST ||
{0x012e,

#endi

Family “2.0"

Level 00 Revision 01.38

ccAttr [] = {

E_NV_UndefineSpaceSpeciaI)

s
o, 1, o, 0, 2, 0, 0, O},

CC_Hier
o, 1, 1, 0, 1, O,
CC_NV_U
0, 1, 0, 0, 2, O,

o0, 0, 0, 0, 0, O,

CC_ChangeEPS)
0,1, 1, 0, 1, O,

CC_ChangePPS)
0, 1,1, 0, 1, O,

CC_Clear)
0,1, 1, 0, 1, O,

CC_ClearControl)
o0, 1, 0, 0, 1, O,

CC_ClockSet)
o0, 1, 0, 0, 1, O,

archyControl)

0,

V_UndefineSpace)

0,

0,

0,

0,

0},

0},

0},

0%},

0},

0},

0},

0},

0},

CC_HierarchyChangeAuth)
0,1, 0,0,1, 0,0, O},

CC_NV_DefineSpace)

0, 1, 0, 0, 1, 0, 0, O},

CC_PCR_Allocate)

o, 1, o, 0, 1, 0, O, O},

CC_PCR_SetAuthPolicy)

o, 1, o, 0, 1, 0, 0, O},

CC_PP_Commands)

o, 1, o, 0, 1, 0, 0, O},

CC_SetPrimaryPolicy)
0, 1, 0, 0, 1, 0, 0, O},

TCG Published
Copyright © TCG 2006-2016

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

TPM_CC_NV_UndefineSpaceSpecial

TPM_CC_EvictControl

TPM_CC_HierarchyControl

TPM_CC_NV_UndefineSpace

No command

TPM_CC_ChangeEPS

TPM_CC_ChangePPS

TPM_CC _Clear

TPM_CC _ClearControl

TPM_CC_ClockSet

TPM_CC_HierarchyChangeAuth

TPM_CC_NV_DefineSpace

TPM_CC_PCR_Allocate

TPM_CC_PCR_SetAuthPolicy

TPM_CC_PP_Commands

TPM_CC_SetPrimaryPolicy
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#iT (PAD_LIST ||
{0x012F,

#endi

#it (PAD_LIST ||
{0x0130,

#endi

#if (PAD_LIST ||
{0x0131,

#endi

#iT (PAD_LIST ||
{0x0132,

#endi

#if (PAD_LIST ||
{0x0133,

#endi T

#if (PAD_LIST ||
{0x0134,

#endi

#iT (PAD_LIST ||
{0x0135,

#endi

#if (PAD_LIST ||
{0x0136,

#endi

#iT (PAD_LIST ||
{0x0137,

#endi T

#if (PAD_LIST ||
{0x0138,

#endi

#iT (PAD_LIST ||
{0x0139,

#endi T

#if (PAD_LIST ||
{0x013a,

#endi

#iT (PAD_LIST ||
{0x013b,

#endi

#iT (PAD_LIST ||
{0x013c,

#endi

#if (PAD_LIST ||
{0x013d,

#endi

#if (PAD_LIST ||
{0x013e,

#endi

#iT (PAD_LIST ||
{0x013f,

#endi

#if (PAD_LIST ||
{0x0140,

#endi

#iT (PAD_LIST ||
{0x0141,

#endi

#if (PAD_LIST ||
{0x0142,

#endi

#iT (PAD_LIST ||
{0x0143,

#endi

#if (PAD_LIST ||
{0x0144,

#endi

Family “2.0"

Level 00 Revision 01.38

CC_FieldUpgradeStart)

o, o, 0o, 0, 2, 0, O, O},

CC_ClockRateAdjust)
o, o, 0, 0, 1, 0, 0, O},

CC_CreatePrimary)

o0, 0, 0, 0, 1, 1, 0, O},

CC_NV_GlobalWritelLock)
o0, 0, 0, 0, 1, 0, 0, O3},

CC_GetCommandAuditDigest)

o, 1, 0, 0, 2, 0, 0, O},

CC_NV_Increment)
0,1, 0, 0, 2, O,

CC_NV_SetBits)
0, 1, 0, 0, 2, 0,

CC_NV_Extend)
0,1, 0,0, 2,0,

CC_NV_Write)
0, 1, 0, 0, 2, O,

CC_NV_WriteLock)
0,1, 0,0, 2,0,

CC_DictionaryAttackLockReset)

0,

0,

0},

0},

0},

0},

0},

0, 1, 0, 0, 1, 0, 0, O},

//

//

//

//

//

//

//

//

//

//

CC_DictionaryAttackParameters)
o, 1, o, 0, 1, 0, O, O3,

CC_NV_ChangeAuth)

0, 1,0, 0, 1, O,

CC_PCR_Event)
0,1, 0, 0, 1, O,

CC_PCR_Reset)
0, 1,0, 0,1, 0,

CC_SequenceComplete)

o0, 0, 0, 1, 1, O,

0,

0,

0,

0,

CC_SetAlgorithmSet)
0,1,0, 0,1, 0, 0, 0},

CC_SetCommandCodeAuditStatus)

0},

0},

03},

0},

o, 1, o, 0, 1, 0, 0, O},

CC_FieldUpgradeData)

0,1, 0, 0, 0, 0, 0, 0},

CC_IncrementalSelfTest)
o, 1, o, o, 0, 0, O, O},

CC_SelfTest)

0,1, 0, 0, 0, 0, 0, 03},

CC_Startup)

o, 1, o, 0o, 0, 0, O, O},

TCG Published
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//

//

//

//

//

//

//

//

//

//

//

Trusted Platform Module Library

TPM_CC_FieldUpgradeStart

TPM_CC_ClockRateAdjust

TPM_CC _CreatePrimary

TPM_CC_NV_GlobalWriteLock

TPM_CC_GetCommandAuditDigest

TPM_CC_NV_Increment

TPM_CC_NV_SetBits

TPM_CC_NV_Extend

TPM_CC_NV_Write

TPM_CC_NV_WritelLock

TPM_CC_DictionaryAttackLockReset

TPM_CC_DictionaryAttackParameters

TPM_CC_NV_ChangeAuth

TPM_CC_PCR_Event

TPM_CC_PCR_Reset

TPM_CC_SequenceComplete

TPM_CC_SetAlgorithmSet

TPM_CC_SetCommandCodeAuditStatus

TPM_CC_FieldUpgradeData

TPM_CC_IncrementalSelfTest

TPM_CC_SelfTest

TPM_CC_Startup
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142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
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159
160
161
162
163
164
165
166
167
168
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170
171
172
173
174
175
176
177
178
179
180
181
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184
185
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#iT (PAD_LIST ||
{0x0145,

#endi

#it (PAD_LIST ||
{0x0146,

#endi

#if (PAD_LIST ||
{0x0147,

#endi

#iT (PAD_LIST ||
{0x0148,

#endi

#if (PAD_LIST ||
{0x0149,

#endi T

#if (PAD_LIST ||
{0x014a,

#endi

#iT (PAD_LIST ||
{0x014b,

#endi

#if (PAD_LIST ||
{0x014c,

#endi

#iT (PAD_LIST ||
{0x014d,

#endi T

#if (PAD_LIST ||
{0x014e,

#endi

#iT (PAD_LIST ||
{0x014f,

#endi T

#if (PAD_LIST ||
{0x0150,

#endi

#iT (PAD_LIST ||
{0x0151,

#endi

#iT (PAD_LIST ||
{0x0152,

#endi

#if (PAD_LIST ||
{0x0153,

#endi

#if (PAD_LIST ||
{0x0154,

#endi

#iT (PAD_LIST ||
{0x0155,

#endi

#if (PAD_LIST ||
{0x0156,

#endi

#iT (PAD_LIST ||
{0x0157,

#endi

#if (PAD_LIST ||
{0x0158,

#endi

#iT (PAD_LIST ||
{0x0159,

#endi

#if (PAD_LIST)
{0x015a,

#endi

Family “2.0"

Level 00 Revision 01.38

CC_Shutdown)

o, 1, o, 0, 0, 0, O, O},

CC_StirRandom)

o, 1, o, 0, 0, O, 0, O},

CC_ActivateCredential)
o, o, 0, 0, 2, 0, O, 0O},

CC_Certify)
0, 0, 0, 0, 2, 0O,

CC_PolicyNV)
0, 0, 0,0,3,0,

0,

0,

CC_CertifyCreation)

o0, 0, 0, 0, 2, O,

CC_Duplicate)
0, 0, 0, 0, 2, 0,

CC_GetTime)
0, 0, 0, 0, 2, 0,

CC_GetSessionAuditDigest)

0,

0,

0,

0},

0%},

0},

0},

0},

o0, o, 0, 0, 3, 0, 0, 0%},

CC_NV_Read)
o, 0, 0, 0, 2, O,

CC_NV_ReadLock)
0, 0, 0, 0, 2, O,

0,

0,

CC_ObjectChangeAuth)

o0, 0, 0, 0, 2, O,

CC_PolicySecret)
o, 0, 0, 0, 2, O,

CC_Rewrap)
o, 0, 0, 0, 2, O,

CC_Create)
o0, 0, 0, 0, 1, O,

CC_ECDH_zGen)
o, 0, 0, 0, 1, O,

CC_HMAC)
0, 0, 0, 0, 1, O,

CC_Import)
o, 0, 0, 0, 1, O,

CC_Load)
0, 0, 0, 0, 1, 1,

CC_Quote)
o, 0, 0, 0, 1, O,

CC_RSA_Decrypt)
0, 0, 0, 0, 1, O,

o, o, o, 0, 0, O,

0,

0,

0,

TCG Published
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0},

0},

0},

0},

0},

0},

0},

0%},

0},

0},

0},

0},

0},

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

Trusted Platform Module Library

TPM_CC_Shutdown

TPM_CC_StirRandom

TPM_CC_ActivateCredential

TPM_CC_Certify

TPM_CC_PolicyNV

TPM_CC_CertifyCreation

TPM_CC_Duplicate

TPM_CC_GetTime

TPM_CC_GetSessionAuditDigest

TPM_CC_NV_Read

TPM_CC_NV_ReadLock

TPM_CC_ObjectChangeAuth

TPM_CC_PolicySecret

TPM_CC_Rewrap

TPM_CC_Create

TPM_CC_ECDH_ZGen

TPM_CC_HMAC

TPM_CC_Import

TPM_CC_Load

TPM_CC_Quote

TPM_CC_RSA_Decrypt

No command
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210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
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#iT (PAD_LIST ||
{0x015b,

#endi

#it (PAD_LIST ||
{0x015c,

#endi

#if (PAD_LIST ||
{0x015d,

#endi

#iT (PAD_LIST ||
{0x015e,

#endi

#if (PAD_LIST)
{O0x015F,

#endi T

#if (PAD_LIST ||
{0x0160,

#endi

#iT (PAD_LIST ||
{0x0161,

#endi

#if (PAD_LIST ||
{0x0162,

#endi

#iT (PAD_LIST ||
{0x0163,

#endi T

#if (PAD_LIST ||
{0x0164,

#endi

#iT (PAD_LIST ||
{0x0165,

#endi T

#if (PAD_LIST)
{0x0166,

#endi

#iT (PAD_LIST ||
{0x0167,

#endi

#iT (PAD_LIST ||
{0x0168,

#endi

#if (PAD_LIST ||
{0x0169,

#endi

#if (PAD_LIST ||
{0x016a,

#endi

#iT (PAD_LIST ||
{0x016b,

#endi

#if (PAD_LIST ||
{0x016¢c,

#endi

#iT (PAD_LIST ||
{0x016d,

#endi

#if (PAD_LIST ||
{0x016e,

#endi

#iT (PAD_LIST ||
{O0x016f,

#endi

#if (PAD_LIST ||
{0x0170,

#endi

Family “2.0"

Level 00 Revision 01.38

CC_HMAC_Start)
o, 0, 0, 0, 1, 1, O, O},

CC_SequenceUpdate)
o, o, 0, 0, 1, 0, O, O3,

CC_Sign)
o, 0, o, 0, 1, 0, 0, O},

CC_Unseal)
o, o, 0, 0, 1, 0, 0, O},
o, o, o, 0, 0, 0, 0, O},

CC_PolicySigned)
o, 0, 0, 0, 2, 0, 0, O},

CC_ContextLoad)
o0, 0, 0, 0, 0, 1, 0, O3},

CC_ContextSave)
o, 0, 0, 0, 1, 0, O, O},

CC_ECDH_KeyGen)
o0, o, 0, 0, 1, 0, 0, O},

CC_EncryptDecrypt)
o, 0, 0, 0, 1, 0, O, O},

CC_FlushContext)
o0, o, 0, 0, 0, 0, O, O3,
o, o, o, o, 0, 0, O, O3,

CC_LoadExternal)
o, 0, 0, 0, 0, 1, O, O},

CC_MakeCredential)
o, o, o, 0, 1, 0, O, O},

CC_NV_ReadPublic)
o, o, 0, 0, 1, 0, 0, O},

CC_PolicyAuthorize)
o, o, o0, 0, 1, 0, O, 0},

CC_PolicyAuthvalue)
o0, o, 0, 0, 1, 0, 0, O},

CC_PolicyCommandCode)
o, 0, 0, 0, 1, O, O, O},

CC_PolicyCounterTimer)
o, o, 0, 0, 1, 0, 0, O},

CC_PolicyCpHash)
o, o, o, 0, 1, o0, O, 0},

CC_PolicylLocality)
o0, o, 0, 0, 1, 0, 0, O},

CC_PolicyNameHash)
o, o, 0, 0, 1, 0, O, O},

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

Trusted Platform Module Library

TPM_CC_HMAC_Start

TPM_CC_SequenceUpdate

TPM_CC_Sign

TPM_CC_Unseal

No command

TPM_CC_PolicySigned

TPM_CC_ContextLoad

TPM_CC_ContextSave

TPM_CC_ECDH_KeyGen

TPM_CC_EncryptDecrypt

TPM_CC_FlushContext

No command

TPM_CC_LoadExternal

TPM_CC_MakeCredential

TPM_CC_NV_ReadPublic

TPM_CC_PolicyAuthorize

TPM_CC_PolicyAuthValue

TPM_CC_PolicyCommandCode

TPM_CC_PolicyCounterTimer

TPM_CC_PolicyCpHash

TPM_CC_PolicylLocality

TPM_CC_PolicyNameHash
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#iT (PAD_LIST ||
{0x0171,

#endi

#it (PAD_LIST ||
{0x0172,

#endi

#if (PAD_LIST ||
{0x0173,

#endi

#iT (PAD_LIST ||
{0x0174,

#endi

#if (PAD_LIST)
{0x0175,

#endi T

#if (PAD_LIST ||
{0x0176,

#endi

#iT (PAD_LIST ||
{0x0177,

#endi

#if (PAD_LIST ||
{0x0178,

#endi

#iT (PAD_LIST ||
{0x0179,

#endi T

#if (PAD_LIST ||
{0x017a,

#endi

#iT (PAD_LIST ||
{0x017b,

#endi T

#if (PAD_LIST ||
{0x017c,

#endi

#iT (PAD_LIST ||
{0x017d,

#endi

#iT (PAD_LIST ||
{0x017e,

#endi

#if (PAD_LIST ||
{O0x017F,

#endi

#if (PAD_LIST ||
{0x0180,

#endi

#iT (PAD_LIST ||
{0x0181,

#endi

#if (PAD_LIST ||
{0x0182,

#endi

#iT (PAD_LIST ||
{0x0183,

#endi

#if (PAD_LIST ||
{0x0184,

#endi

#iT (PAD_LIST ||
{0x0185,

#endi

#if (PAD_LIST ||
{0x0186,

#endi

Family “2.0"

Level 00 Revision 01.38

CC_PolicyOR)
o, o, 0, 0, 1, 0, O, 0O},

CC_PolicyTicket)
o, o, 0, 0, 1, 0, O, O3,

CC_ReadPublic)
o, o, o, 0, 1, 0, O, 0},

CC_RSA_Encrypt)
o, o, o, 0, 1, 0, O, O},
o, o, o, 0, 0, 0, 0, O},

CC_StartAuthSession)
o, o0, 0, 0, 2, 1, 0, O},

CC_VerifySignature)
o0, o, 0, 0, 1, 0, 0, O},

CC_ECC_Parameters)
o, o, 0, 0, 0, 0, O, O},

CC_FirmwareRead)
o, o, 0o, 0, 0, 0, 0, O},

CC_GetCapability)
o, o, 0, 0, 0, 0, O, O},

CC_GetRandom)
o0, o, 0, 0, 0, 0, O, O3,

CC_GetTestResult)
o, o, o, 0, 0, 0, 0, O},

CC_Hash)
o, o, o, 0, 0, 0, O, 0O},

CC_PCR_Read)
o, 0, 0, 0, 0, O, 0, O},

CC_PolicyPCR)
o, o, 0o, 0, 1, 0, O, O3,

CC_PolicyRestart)
o, o, o0, 0, 1, 0, O, 0},

CC_ReadClock)
o, o, o, 0, 0, 0, 0, O},

CC_PCR_Extend)
o, 1, o, 0, 1, 0, 0, O},

CC_PCR_SetAuthvalue)
o0, 0, 0, 0, 1, 0, 0, O3},

CC_NV_Certify)
0, 0,0, 0, 3, 0, 0, O},

CC_EventSequenceComplete)

o, 1, 0, 1, 2, 0, 0, 0},

CC_HashSequenceStart)
o, o, 0, 0, 0, 1, 0, O},

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

//

Trusted Platform Module Library

TPM_CC_PolicyOR

TPM_CC_PolicyTicket

TPM_CC_ReadPublic

TPM_CC_RSA_Encrypt

No command

TPM_CC_StartAuthSession

TPM_CC_VerifySignature

TPM_CC_ECC_Parameters

TPM_CC_FirmwareRead

TPM_CC_GetCapability

TPM_CC_GetRandom

TPM_CC_GetTestResult

TPM_CC_Hash

TPM_CC_PCR_Read

TPM_CC_PolicyPCR

TPM_CC_PolicyRestart

TPM_CC_ReadClock

TPM_CC_PCR_Extend

TPM_CC_PCR_SetAuthValue

TPM_CC_NV_Certify

TPM_CC_EventSequenceComplete

TPM_CC_HashSequenceStart
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#iT (PAD_LIST ||
{0x0187,

#endi

#it (PAD_LIST ||
{0x0188,

#endi

#if (PAD_LIST ||
{0x0189,

#endi

#iT (PAD_LIST ||
{0x018a,

#endi

#if (PAD_LIST ||
{0x018b,

#endi T

#if (PAD_LIST ||
{0x018c,

#endi

#iT (PAD_LIST ||
{0x018d,

#endi

#if (PAD_LIST ||
{0x018e,

#endi

#iT (PAD_LIST ||
{0x018f,

#endi T

#if (PAD_LIST ||
{0x0190,

#endi

#iT (PAD_LIST ||
{0x0191,

#endi T

#if (PAD_LIST ||
{0x0192,

#endi

#iT (PAD_LIST ||
{0x0193,

#endi

#iT (PAD_LIST ||
{0x0000,

{0}

#endi

}:

This is the command code attribute structure.

const COMMAND_ATTRIBUTES
#if (PAD_LIST || CC_NV_UndefineSpaceSpecial)
(COMMAND_ATTRIBUTES) (CC_NV_UndefineSpaceSpecial *

CC_PolicyPhysicalPresence)

o, o, 0, 0, 1, 0, 0, O},

CC_PolicyDuplicationSelect)

o, o, 0, 0, 1, 0, 0, O},

CC_PolicyGetDigest)
o, 0, 0, 0, 1, O, O,

CC_TestParms)

0, 0, 0, 0, 0, O, O,

CC_Commit)

0, 0,0, 0, 1, 0, O,

CC_PolicyPassword)
o, 0, 0, 0, 1, O, O,

CC_ZGen_2Phase)

0, 0, 0, 0, 1, 0, O,

CC_EC_Ephemeral)

o, 0, 0, 0, 0, O, O,

CC_PolicyNvWritten)
0, 0,0,0,1,0,0,

CC_PolicyTemplate)
o0, 0, 0, 0, 1, 0, O,

CC_CreatelLoaded)

0, 0, 0, 0,1,1, 0,

CC_PolicyAuthorizeNV)

0},

0},

0%},

0},

0},

0},

0},

0},

0},

o0, o, 0, 0, 3, 0, 0, 0%,

CC_EncryptDecrypt2)

o, o, 0o, 0, 1, 0, 0, O},

CC_Vendor_TCG_Test)

o, o, 0, 0, 0, O, 1, O},

//

//

//

//

//

//

//

//

//

//

//

//

Trusted Platform Module Library

TPM_CC_PolicyPhysicalPresence

TPM_CC_PolicyDuplicationSelect

TPM_CC_PolicyGetDigest

TPM_CC_TestParms

TPM_CC_Commit

TPM_CC_PolicyPassword

TPM_CC_ZGen_2Phase

TPM_CC_EC_Ephemeral

TPM_CC_PolicyNvWritten

TPM_CC_PolicyTemplate

TPM_CC _CreatelLoaded

TPM_CC_PolicyAuthorizeNV

TPM_CC_EncryptDecrypt2

TPM_CC _Vendor_TCG_Test

s_commandAttributes [] = {

// 0x011f

(1S_TMPLEMENTED+HANDLE_1_ADMIN+HANDLE_2_ USER+PP_COMMAND)),

#endi
#iT (PAD_LIST ||

(COMMAND_ATTRIBUTES) (CC_EvictControl

CC_EvictControl)

* // 0x0120

(1S_IMPLEMENTED+HANDLE_1_USER+PP_COMMAND)),

#endi

#if (PAD_LIST || CC_HierarchyControl)

(COMMAND_ATTRIBUTES) (CC_HierarchyControl
(1S_IMPLEMENTED+HANDLE_1_USER+PP_COMMAND)),

#endi

#if (PAD_LIST || CC_NV_UndefineSpace)

(COMMAND_ATTRIBUTES) (CC_NV_UndefineSpace
(1S_IMPLEMENTED+HANDLE_1_USER+PP_COMMAND)),

#endi
#iT (PAD_LIST)
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383 (COMMAND_ATTRIBUTES) (0), // 0x0123
384 #endif

385 #if (PAD_LIST |] CC_ChangeEPS)

386 (COMMAND_ATTRIBUTES) (CC_ChangeEPS * // 0x0124
387 (IS_IMPLEMENTED+HANDLE_1_USER+PP_COMMAND)),

388 #endif

389 #if (PAD_LIST |] CC_ChangePPS)

390 (COMMAND_ATTRIBUTES) (CC_ChangePPS * // 0x0125
391 (1S_IMPLEMENTED+HANDLE_1_USER+PP_COMMAND)),

392 #endif

393 #if (PAD_LIST |] CC_Clear)

394 (COMMAND_ATTRIBUTES) (CC_Clear * // 0x0126
395 (IS_IMPLEMENTED+HANDLE_1_USER+PP_COMMAND)),

396 #endif

397 #if (PAD_LIST || CC_ClearControl)

398 (COMMAND_ATTRIBUTES) (CC_ClearControl * // 0x0127
399 (IS_IMPLEMENTED+HANDLE_1_USER+PP_COMMAND)),

400 #endif

401 #if (PAD_LIST || CC_ClockSet)

402 (COMMAND_ATTRIBUTES) (CC_ClockSet * // 0x0128
403 (IS_IMPLEMENTED+HANDLE_1_USER+PP_COMMAND)),

404 #endif

405 #iTf (PAD_LIST || CC_HierarchyChangeAuth)

406 (COMMAND_ATTRIBUTES) (CC_HierarchyChangeAuth * // 0x0129
407 (IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+PP_COMMAND)),

408 #endif

409 #iT (PAD_LIST || CC_NV_DefineSpace)

410 (COMMAND_ATTRIBUTES) (CC_NV_DefineSpace * // 0x012a
411 (IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+PP_COMMAND)),

412 #endif

413 #i1f (PAD_LIST || CC_PCR_Allocate)

414 (COMMAND_ATTRIBUTES) (CC_PCR_Allocate * // 0x012b
415 (IS_IMPLEMENTED+HANDLE_1_USER+PP_COMMAND)),

416 #endif

417 #1T (PAD_LIST || CC_PCR_SetAuthPolicy)

418 (COMMAND_ATTRIBUTES) (CC_PCR_SetAuthPolicy * // 0x012c
419 (IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+PP_COMMAND)),

420 #endif

421 #iT (PAD_LIST || CC_PP_Commands)

422 (COMMAND_ATTRIBUTES) (CC_PP_Commands * // 0x012d
423 (IS_IMPLEMENTED+HANDLE_1_USER+PP_REQUIRED)),

424 #endif

425 #if (PAD_LIST || CC_SetPrimaryPolicy)

426 (COMMAND_ATTRIBUTES) (CC_SetPrimaryPolicy * // 0x012e
427 (1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+PP_COMMAND)),

428 #endif

429 #if (PAD_LIST || CC_FieldUpgradeStart)

430 (COMMAND_ATTRIBUTES) (CC_FieldUpgradeStart * // 0x012f
431 (1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ADMIN+PP_COMMAND)),

432 #endif

433 #i1T (PAD_LIST || CC_ClockRateAdjust)

434 (COMMAND_ATTRIBUTES) (CC_ClockRateAdjust * // 0x0130
435 (IS_IMPLEMENTED+HANDLE_1_USER+PP_COMMAND)),

436 #endif

437 #if (PAD_LIST || CC_CreatePrimary)

438 (COMMAND_ATTRIBUTES) (CC_CreatePrimary * // 0x0131
439 (1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+PP_COMMAND+ENCRYPT_2+R_HANDLE)),
440 #endif

441 #if (PAD_LIST || CC_NV_GlobalWritelLock)

442 (COMMAND_ATTRIBUTES) (CC_NV_GlobalWritelLock * // 0x0132
443 (IS_IMPLEMENTED+HANDLE_1_USER+PP_COMMAND)),

444 #endif

445 #if (PAD_LIST || CC_GetCommandAuditDigest)

446 (COMMAND_ATTRIBUTES) (CC_GetCommandAuditDigest * // 0x0133
447 (IS_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+HANDLE_2_USER+ENCRYPT_2)),
448 #endif
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#iT (PAD_LIST || CC_NV_Increment)
(COMMAND_ATTRIBUTES) (CC_NV_Increment * //
(1S_IMPLEMENTED+HANDLE_1_USER)),

#endi
#if (PAD_LIST ]| CC_NV_SetBits)
(COMMAND_ATTRIBUTES) (CC_NV_SetBits * [/
(1S_IMPLEMENTED+HANDLE_1_USER)),
#endi
#if (PAD_LIST || CC_NV_Extend)
(COMMAND_ATTRIBUTES) (CC_NV_Extend * [/
(I1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER)),
#endi
#if (PAD_LIST |] CC_NV_Write)
(COMMAND_ATTRIBUTES) (CC_NV_Write * //
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER)),
#endi
#iT (PAD_LIST || CC_NV_WriteLock)
(COMMAND_ATTRIBUTES) (CC_NV_WritelLock * //
(IS_IMPLEMENTED+HANDLE_1_USER)),
#endi

#if (PAD_LIST || CC_DictionaryAttackLockReset)
(COMMAND_ATTRIBUTES) (CC_DictionaryAttackLockReset * //
(1S_IMPLEMENTED+HANDLE_1 USER)),
#endif
#iT (PAD_LIST || CC_DictionaryAttackParameters)
(COMMAND_ATTRIBUTES) (CC_DictionaryAttackParameters * //
(IS_IMPLEMENTED+HANDLE_1_USER)),

#endif
#iT (PAD_LIST |] CC_NV_ChangeAuth)
(COMMAND_ATTRIBUTES) (CC_NV_ChangeAuth * //
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ADMIN)),
#endif
#iT (PAD_LIST || CC_PCR_Event)
(COMMAND_ATTRIBUTES) (CC_PCR_Event * //
(I1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER)),
#endif
#iT (PAD_LIST || CC_PCR_Reset)
(COMMAND_ATTRIBUTES) (CC_PCR_Reset * //
(I1S_IMPLEMENTED+HANDLE_1_USER)),
#endif
#if (PAD_LIST || CC_SequenceComplete)
(COMMAND_ATTRIBUTES) (CC_SequenceComplete * [/
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ USER+ENCRYPT_2)),
#endif
#if (PAD_LIST |] CC_SetAlgorithmSet)
(COMMAND_ATTRIBUTES) (CC_SetAlgorithmSet * //
(1S_IMPLEMENTED+HANDLE_1 USER)),
#endif

#if (PAD_LIST || CC_SetCommandCodeAuditStatus)
(COMMAND_ATTRIBUTES) (CC_SetCommandCodeAuditStatus * //
(IS_IMPLEMENTED+HANDLE_1_USER+PP_COMMAND)),
#endif
#if (PAD_LIST || CC_FieldUpgradeData)
(COMMAND_ATTRIBUTES) (CC_FieldUpgradeData * [/
(I1S_IMPLEMENTED+DECRYPT_2)),
#endif
#i1f (PAD_LIST || CC_IncrementalSelfTest)
(COMMAND_ATTRIBUTES) (CC_IncrementalSelfTest * //
(IS_IMPLEMENTED)),
#endif
#if (PAD_LIST || CC_SelfTest)
(COMMAND_ATTRIBUTES) (CC_SelfTest * //
(IS_IMPLEMENTED)),
#endif
#i1f (PAD_LIST || CC_Startup)
(COMMAND_ATTRIBUTES) (CC_Startup * //
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(1S_IMPLEMENTED+NO_SESSIONS)),

#endif
#iT (PAD_LIST || CC_Shutdown)
(COMMAND_ATTRIBUTES) (CC_Shutdown * // 0x0145
(I1S_IMPLEMENTED)),
#endif
#iT (PAD_LIST || CC_StirRandom)
(COMMAND_ATTRIBUTES) (CC_StirRandom * // 0x0146
(1S_IMPLEMENTED+DECRYPT_2)),
#endif
#if (PAD_LIST |]] CC_ActivateCredential)
(COMMAND_ATTRIBUTES) (CC_ActivateCredential * // 0x0147
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ADMIN+HANDLE_2_ USER+ENCRYPT_2)),
#endif
#iT (PAD_LIST || CC_Certify)
(COMMAND_ATTRIBUTES) (CC_Certify * // 0x0148
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ ADMIN+HANDLE_2_ USER+ENCRYPT_2)),
#endif
#iT (PAD_LIST |] CC_PolicyNV)
(COMMAND_ATTRIBUTES) (CC_PolicyNV * // 0x0149
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+ALLOW_TRIAL)),
#endif
#if (PAD_LIST |] CC_CertifyCreation)
(COMMAND_ATTRIBUTES) (CC_CertifyCreation * // 0x01l4a
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+ENCRYPT_2)),
#endif
#iT (PAD_LIST || CC_Duplicate)
(COMMAND_ATTRIBUTES) (CC_Duplicate * // 0x014b
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_DUP+ENCRYPT_2)),
#endif
#iT (PAD_LIST || CC_GetTime)
(COMMAND_ATTRIBUTES) (CC_GetTime * // 0x01l4c
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+HANDLE_2_ USER+ENCRYPT_2)),
#endif
#iT (PAD_LIST || CC_GetSessionAuditDigest)
(COMMAND_ATTRIBUTES) (CC_GetSessionAuditDigest * // 0x014d
(I1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+HANDLE_2_ USER+ENCRYPT_2)),
#endif
#iT (PAD_LIST || CC_NV_Read)
(COMMAND_ATTRIBUTES) (CC_NV_Read * // 0x01l4e
(1S_IMPLEMENTED+HANDLE_1_USER+ENCRYPT_2)),
#endif
#iT (PAD_LIST |] CC_NV_ReadlLock)
(COMMAND_ATTRIBUTES) (CC_NV_ReadLock * // 0x014f
(1S_IMPLEMENTED+HANDLE_1 USER)),
#endif
#if (PAD_LIST || CC_ObjectChangeAuth)
(COMMAND_ATTRIBUTES) (CC_ObjectChangeAuth * // 0x0150
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ADMIN+ENCRYPT_2)),
#endif
#if (PAD_LIST || CC_PolicySecret)
(COMMAND_ATTRIBUTES) (CC_PolicySecret * // 0x0151
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ USER+ALLOW_TRIAL+ENCRYPT_2)),
#endif
#if (PAD_LIST || CC_Rewrap)
(COMMAND_ATTRIBUTES) (CC_Rewrap * // 0x0152
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ USER+ENCRYPT_2)),
#endif
#iT (PAD_LIST |] CC_Create)
(COMMAND_ATTRIBUTES) (CC_Create * // 0x0153
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ USER+ENCRYPT_2)),
#endif
#iT (PAD_LIST || CC_ECDH_ZGen)
(COMMAND_ATTRIBUTES) (CC_ECDH_ZGen * // 0x0154
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+ENCRYPT_2)),
#endif
Family “2.0" TCG Published
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#if (PAD_LIST || CC_HMAC)
(COMMAND_ATTRIBUTES) (CC_HMAC

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_

#endif
#1T (PAD_LIST || CC_Import)
(COMMAND_ATTRIBUTES) (CC_Import

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_

#endi
#if (PAD_LIST || CC_Load)
(COMMAND_ATTRIBUTES) (CC_Load

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_

#endif
#if (PAD_LIST || CC_Quote)
(COMMAND_ATTRIBUTES) (CC_Quote

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_

#endi
#iT (PAD_LIST || CC_RSA_Decrypt)
(COMMAND_ATTRIBUTES) (CC_RSA_Decrypt

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_

#endi

#iT (PAD_LIST)
(COMMAND_ATTRIBUTES) (0),

#endi

#if (PAD_LIST || CC_HMAC_Start)
(COMMAND_ATTRIBUTES) (CC_HMAC_Start

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_

#endit
#1T (PAD_LIST || CC_SequenceUpdate)
(COMMAND_ATTRIBUTES) (CC_SequenceUpdate

(1S_IMPLEMENTED+DECRYPT 2+HANDLE_1_

#endi
#if (PAD_LIST || CC_Sign)
(COMMAND_ATTRIBUTES) (CC_Sign

(1S_IMPLEMENTED+DECRYPT 2+HANDLE_1_

#endif
#if (PAD_LIST || CC_Unseal)
(COMMAND_ATTRIBUTES) (CC_Unseal

Trusted Platform Module Library

* //
USER+ENCRYPT_2)),

0x0155

* //
USER+ENCRYPT_2)),

0x0156

* // 0x0157
USER+ENCRYPT_2+R_HANDLE)),

* // 0x0158
USER+ENCRYPT_2)),

* //
USER+ENCRYPT_2)),

0x0159

// 0x015a

* //
USER+R_HANDLE)),

0x015b

(1S_IMPLEMENTED+HANDLE_1_USER+ENCRYPT 2)),

#endif

#iT (PAD_LIST)
(COMMAND_ATTRIBUTES) (0),

#endif

#if (PAD_LIST || CC_PolicySigned)
(COMMAND_ATTRIBUTES) (CC_PolicySigned

* // 0x015c

USER)),
* // 0x015d

USER)),
* // 0x015e
// 0x015F
* // 0x0160

(1S_IMPLEMENTED+DECRYPT_2+ALLOW_TRIAL+ENCRYPT_2)),

#endif
#if (PAD_LIST || CC_ContextLoad)
(COMMAND_ATTRIBUTES) (CC_ContextLoad

0x0161

(I1S_IMPLEMENTED+NO_SESSIONS+R_HANDLE)),

#endif
#if (PAD_LIST |] CC_ContextSave)
(COMMAND_ATTRIBUTES) (CC_ContextSave
(IS_IMPLEMENTED+NO_SESSIONS)),
#endif
#if (PAD_LIST || CC_ECDH_KeyGen)
(COMMAND_ATTRIBUTES) (CC_ECDH_KeyGen
(1S_IMPLEMENTED+ENCRYPT_2)),
#endif
#if (PAD_LIST || CC_EncryptDecrypt)
(COMMAND_ATTRIBUTES) (CC_EncryptDecrypt

0x0162

0x0163

0x0164

(1S_IMPLEMENTED+HANDLE_1_USER+ENCRYPT_2)),

#endif
#if (PAD_LIST || CC_FlushContext)
(COMMAND_ATTRIBUTES) (CC_FlushContext
(IS_IMPLEMENTED+NO_SESSIONS)),
#endif
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#if (PAD_LIST)

(COMMAND_ATTRIBUTES) (0),

#endi

#if (PAD_LIST || CC_LoadExternal)
(COMMAND_ATTRIBUTES) (CC_LoadExternal
(1S_IMPLEMENTED+DECRYPT_2+ENCRYPT_2+R_HANDLE)),

#endi

#if (PAD_LIST || CC_MakeCredential)
(COMMAND_ATTRIBUTES) (CC_MakeCredential
(IS_IMPLEMENTED+DECRYPT_2+ENCRYPT_2)),

#endi

#if (PAD_LIST || CC_NV_ReadPublic)
(COMMAND_ATTRIBUTES) (CC_NV_ReadPublic
(1S_TMPLEMENTED+ENCRYPT_2)),

#endi T

#if (PAD_LIST || CC_PolicyAuthorize)
(COMMAND_ATTRIBUTES) (CC_PolicyAuthorize
(1S_IMPLEMENTED+DECRYPT_2+ALLOW_TRIAL)),

#endi

#iT (PAD_LIST || CC_PolicyAuthvalue)
(COMMAND_ATTRIBUTES) (CC_PolicyAuthvalue
(1S_IMPLEMENTED+ALLOW_TRIAL)),

#endi

#if (PAD_LIST |] CC_PolicyCommandCode)
(COMMAND_ATTRIBUTES) (CC_PolicyCommandCode
(1S_IMPLEMENTED+ALLOW_TRIAL)),

#endi T

#iT (PAD_LIST || CC_PolicyCounterTimer)
(COMMAND_ATTRIBUTES) (CC_PolicyCounterTimer
(I1S_IMPLEMENTED+DECRYPT_2+ALLOW_TRIAL)),

#endi

#iT (PAD_LIST || CC_PolicyCpHash)
(COMMAND_ATTRIBUTES) (CC_PolicyCpHash
(1S_IMPLEMENTED+DECRYPT_2+ALLOW_TRIAL)),

#endif

#if (PAD_LIST || CC_PolicylLocality)
(COMMAND_ATTRIBUTES) (CC_PolicyLocality
(I1S_IMPLEMENTED+ALLOW_TRIAL)),

#endi

#iT (PAD_LIST || CC_PolicyNameHash)
(COMMAND_ATTRIBUTES) (CC_PolicyNameHash
(1S_IMPLEMENTED+DECRYPT_2+ALLOW_TRIAL)),

#endi
#if (PAD_LIST |] CC_PolicyOR)

(COMMAND_ATTRIBUTES) (CC_PolicyOR
(1S_IMPLEMENTED+ALLOW_TRIAL)),

#endi

#if (PAD_LIST || CC_PolicyTicket)
(COMMAND_ATTRIBUTES) (CC_PolicyTicket
(1S_IMPLEMENTED+DECRYPT_2+ALLOW_TRIAL)),

#endi

#iT (PAD_LIST || CC_ReadPublic)
(COMMAND_ATTRIBUTES) (CC_ReadPublic
(1S_IMPLEMENTED+ENCRYPT_2)),

#endi T

#if (PAD_LIST || CC_RSA_Encrypt)
(COMMAND_ATTRIBUTES) (CC_RSA_Encrypt
(1S_IMPLEMENTED+DECRYPT_2+ENCRYPT_2)),

#endi T
#if (PAD_LIST)

(COMMAND_ATTRIBUTES) (0),

#endi

#if (PAD_LIST || CC_StartAuthSession)
(COMMAND_ATTRIBUTES) (CC_StartAuthSession
(1S_IMPLEMENTED+DECRYPT_2+ENCRYPT_2+R_HANDLE)),

#endi
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#iT (PAD_LIST || CC_VerifySignature)
(COMMAND_ATTRIBUTES) (CC_VerifySignature
(1S_IMPLEMENTED+DECRYPT_2)),
#endif
#if (PAD_LIST || CC_ECC_Parameters)
(COMMAND_ATTRIBUTES) (CC_ECC_Parameters
(1S_IMPLEMENTED)),
#endif
#iT (PAD_LIST || CC_FirmwareRead)
(COMMAND_ATTRIBUTES) (CC_FirmwareRead
(1S_IMPLEMENTED+ENCRYPT_2)),
#endif
#if (PAD_LIST || CC_GetCapability)
(COMMAND_ATTRIBUTES) (CC_GetCapability
(1S_IMPLEMENTED)),
#endif
#if (PAD_LIST || CC_GetRandom)
(COMMAND_ATTRIBUTES) (CC_GetRandom
(IS_IMPLEMENTED+ENCRYPT_2)),
#endif
#if (PAD_LIST || CC_GetTestResult)
(COMMAND_ATTRIBUTES) (CC_GetTestResult
(I1S_IMPLEMENTED+ENCRYPT_2)),
#endif
#iT (PAD_LIST || CC_Hash)
(COMMAND_ATTRIBUTES) (CC_Hash
(1S_IMPLEMENTED+DECRYPT_2+ENCRYPT_2)),
#endif
#iT (PAD_LIST || CC_PCR_Read)
(COMMAND_ATTRIBUTES) (CC_PCR_Read
(1S_IMPLEMENTED)),
#endif
#iT (PAD_LIST || CC_PolicyPCR)
(COMMAND_ATTRIBUTES) (CC_PolicyPCR
(I1S_IMPLEMENTED+DECRYPT_2+ALLOW_TRIAL)),
#endif
#iT (PAD_LIST || CC_PolicyRestart)
(COMMAND_ATTRIBUTES) (CC_PolicyRestart
(I1S_IMPLEMENTED+ALLOW_TRIAL)),
#endif
#if (PAD_LIST |] CC_ReadClock)
(COMMAND_ATTRIBUTES) (CC_ReadClock
(1S_IMPLEMENTED)),
#endif
#iT (PAD_LIST |] CC_PCR_Extend)
(COMMAND_ATTRIBUTES) (CC_PCR_Extend
(1S_IMPLEMENTED+HANDLE_1 USER)),
#endif
#iT (PAD_LIST || CC_PCR_SetAuthValue)
(COMMAND_ATTRIBUTES) (CC_PCR_SetAuthvalue
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER)),
#endif
#iT (PAD_LIST |] CC_NV_Certify)
(COMMAND_ATTRIBUTES) (CC_NV_Certify

Trusted Platform Module Library

*

//

//

//

//

//

//

//

//

//

//

//

//

//

//

0x0177

0x0178

0x0179

0x017a

0x017b

0x017c

0x017d

0x017e

0x017F

0x0180

0x0181

0x0182

0x0183

0x0184

(1S_IMPLEMENTED+DECRYPT _2+HANDLE_1_USER+HANDLE_2_USER+ENCRYPT 2)),

#endif
#if (PAD_LIST || CC_EventSequenceComplete)
(COMMAND_ATTRIBUTES) (CC_EventSequenceComplete

*

//

0x0185

(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+HANDLE_2_USER)),

#endif
#if (PAD_LIST || CC_HashSequenceStart)
(COMMAND_ATTRIBUTES) (CC_HashSequenceStart
(IS_IMPLEMENTED+DECRYPT_2+R_HANDLE)),
#endif
#iT (PAD_LIST || CC_PolicyPhysicalPresence)
(COMMAND_ATTRIBUTES) (CC_PolicyPhysicalPresence
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(1S_IMPLEMENTED+ALLOW_TRIAL)),
#endif
#if (PAD_LIST |] CC_PolicyDuplicationSelect)

(COMMAND_ATTRIBUTES) (CC_PolicyDuplicationSelect * // 0x0188
(I1S_IMPLEMENTED+DECRYPT_2+ALLOW_TRIAL)),
#endif
#if (PAD_LIST |] CC_PolicyGetDigest)
(COMMAND_ATTRIBUTES) (CC_PolicyGetDigest * // 0x0189
(1S_IMPLEMENTED+ALLOW_TRIAL+ENCRYPT_2)),
#endif
#if (PAD_LIST |] CC_TestParms)
(COMMAND_ATTRIBUTES) (CC_TestParms * // 0x018a
(IS_IMPLEMENTED)),
#endif
#iT (PAD_LIST |] CC_Commit)
(COMMAND_ATTRIBUTES) (CC_Commit * // 0x018b
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ USER+ENCRYPT_2)),
#endif
#if (PAD_LIST || CC_PolicyPassword)
(COMMAND_ATTRIBUTES) (CC_PolicyPassword * // 0x018c
(IS_IMPLEMENTED+ALLOW_TRIAL)),
#endif
#iT (PAD_LIST || CC_ZGen_2Phase)
(COMMAND_ATTRIBUTES) (CC_ZGen_2Phase * // 0x018d
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+ENCRYPT_2)),
#endif
#iT (PAD_LIST || CC_EC_Ephemeral)
(COMMAND_ATTRIBUTES) (CC_EC_Ephemeral * // 0x018e
(1S_IMPLEMENTED+ENCRYPT_2)),
#endif
#iT (PAD_LIST || CC_PolicyNvWritten)
(COMMAND_ATTRIBUTES) (CC_PolicyNvWritten * // 0x018f
(I1S_IMPLEMENTED+ALLOW_TRIAL)),
#endif
#iT (PAD_LIST || CC_PolicyTemplate)
(COMMAND_ATTRIBUTES) (CC_PolicyTemplate * // 0x0190
(1S_IMPLEMENTED+DECRYPT_2+ALLOW_TRIAL)),
#endif
#iT (PAD_LIST || CC_CreatelLoaded)
(COMMAND_ATTRIBUTES) (CC_CreatelLoaded * // 0x0191
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_USER+PP_COMMAND+ENCRYPT_2+R_HANDLE)),
#endif
#if (PAD_LIST || CC_PolicyAuthorizeNV)
(COMMAND_ATTRIBUTES) (CC_PolicyAuthorizeNV * // 0x0192
(IS_IMPLEMENTED+HANDLE_1_USER+ALLOW_TRIAL)),
#endif
#if (PAD_LIST |] CC_EncryptDecrypt2)
(COMMAND_ATTRIBUTES) (CC_EncryptDecrypt2 * // 0x0193
(1S_IMPLEMENTED+DECRYPT_2+HANDLE_1_ USER+ENCRYPT_2)),
#endif
#if (PAD_LIST |] CC_Vendor_TCG_Test)
(COMMAND_ATTRIBUTES) (CC_Vendor_TCG_Test * // 0x0000
(1S_IMPLEMENTED+DECRYPT_2+ENCRYPT_2)),
#endif
0
}:

#endif // _COMMAND_CODE_ATTRIBUTES
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5.7 CommandAttributes.h

Trusted Platform Module Library

The attributes defined in this file are produced by the parser that creates the structure definitions from
Part 3. The attributes are defined in that parser and should track the attributes being tested in
CommandCodeAttributes.c. Generally, when an attribute is added to this list, new code will be needed in
CommandCodeAttributes.c to test it.

#ifndef
#define
typedef
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

UINT16

ENCRYPT_2
ENCRYPT_4
DECRYPT_2
DECRYPT 4
HANDLE_1_USER
HANDLE_1_ADMIN
HANDLE_1_DUP
HANDLE_2_USER
PP_COMMAND
IS_IMPLEMENTED
NO_SESSIONS
NV_COMMAND
#define PP_REQUIRED
#define R_HANDLE
#define ALLOW_TRIAL

NOT_IMPLEMENTED

COMMAND_ATTRIBUTES_H
COMMAND_ATTRIBUTES_H

COMMAND_ATTRIBUTES;
(COMMAND_ATTRIBUTES) (0)
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1
(COMMAND_ATTRIBUTES) (1

#endif // COMMAND_ATTRIBUTES_H

Family “2.0"
Level 00 Revision 01.38

<<
<<
<<
<<
<<
<<
<<
<<
<<
<<
<<
<<
<<
<<
<<

TCG Published

Copyright © TCG 2006-2016

Page 25
September 29, 2016



Part 4: Supporting Routines

5.8 CommandDispatchData.h
This file should only be included by CommandCodeAttibutes.c
#ifdef _COMMAND_TABLE_DISPATCH_

Define the stop value

#define END_OF_LIST OxFF
#define ADD_FLAG 0x80

Trusted Platform Module Library

The UnmarshalArray() contains the dispatch functions for the unmarshaling code. The defines in this
array are used to make it easier to cross reference the unmarshaling values in the types array of each

command

const UNMARSHAL_t UnmarshalArray[] = {
#define TPMI_DH_CONTEXT_H_UNMARSHAL 0
(UNMARSHAL_t)TPMI_DH_CONTEXT_Unmarshal,

#define TPMI_RH_CLEAR_H_UNMARSHAL (TPMI_DH_CONTEXT_H_UNMARSHAL + 1)

(UNMARSHAL_t)TPMI_RH_CLEAR_Unmarshal ,

#define TPMI_RH_HIERARCHY_AUTH_H_UNMARSHAL (TPMI_RH_CLEAR_H_UNMARSHAL + 1)

(UNMARSHAL_t)TPMI_RH_HIERARCHY_AUTH_Unmarshal,

#define TPMI_RH_LOCKOUT H_UNMARSHAL (TPMI_RH_HIERARCHY_AUTH_H_UNMARSHAL + 1)

(UNMARSHAL_t)TPMI_RH_LOCKOUT _Unmarshal ,

#define TPMI_RH_NV_AUTH_H_UNMARSHAL (TPMI_RH_LOCKOUT _H_UNMARSHAL + 1)

(UNMARSHAL_t)TPMI_RH_NV_AUTH_Unmarshal ,

#define TPMI_RH_NV_INDEX_H_UNMARSHAL (TPMI_RH_NV_AUTH_H_UNMARSHAL + 1)

(UNMARSHAL_t)TPMI_RH_NV_INDEX_Unmarshal,

#define TPMI_RH_PLATFORM_H_UNMARSHAL (TPMI_RH_NV_INDEX_H_UNMARSHAL + 1)

(UNMARSHAL_t)TPMI_RH_PLATFORM_Unmarshal

#define TPMI_RH_PROVISION_H_UNMARSHAL  (TPMI_RH_PLATFORM_H_UNMARSHAL + 1)

(UNMARSHAL_t)TPMI_RH_PROVISION_Unmarshal ,

#define TPMI_SH_HMAC_H_UNMARSHAL (TPMI_RH_PROVISION_H_UNMARSHAL + 1)

(UNMARSHAL_t)TPMI_SH_HMAC_Unmarshal ,
#define TPMI_SH_POLICY_H_UNMARSHAL (TPMI_SH_HMAC_H_UNMARSHAL + 1)
(UNMARSHAL_t)TPMI_SH_POLICY_Unmarshal,

// HANDLE FIRST_FLAG _TYPE is the first handle that needs a flag when called.

#define HANDLE_FIRST_FLAG_TYPE (TPMI_SH_POLICY_H_UNMARSHAL +

#define TPMI_DH_ENTITY_H_UNMARSHAL (TPMI_SH_POLICY_H_UNMARSHAL +
(UNMARSHAL_t)TPMI_DH_ENTITY_Unmarshal,

#define TPMI_DH_OBJECT H_UNMARSHAL (TPMI_DH_ENTITY_H_UNMARSHAL +
(UNMARSHAL_t)TPMI_DH_OBJECT Unmarshal,

#define TPMI_DH_PARENT H_UNMARSHAL (TPMI_DH_OBJECT H_UNMARSHAL +

(UNMARSHAL_t)TPMI_DH_PARENT Unmarshal,

#define TPMI_DH_PCR_H_UNMARSHAL (TPMI_DH_PARENT_H_UNMARSHAL +
(UNMARSHAL_t)TPMI_DH_PCR_Unmarshal ,

#define TPMI_RH_ENDORSEMENT H_UNMARSHAL (TPMI_DH_PCR_H_UNMARSHAL + 1)
(UNMARSHAL_t)TPMI_RH_ENDORSEMENT_Unmarshal ,

9
D

D
D
D

#define TPMI_RH_HIERARCHY_H_UNMARSHAL (TPMI_RH_ENDORSEMENT_H_UNMARSHAL

(UNMARSHAL_t)TPMI_RH_HIERARCHY_Unmarshal,

// PARAMETER_FIRST _TYPE marks the end of the handle list.

#define PARAMETER_FIRST_TYPE

#define UINT32_P_UNMARSHAL
(UNMARSHAL_t)UINT32_Unmarshal,

#define TPM2B_DIGEST_P_UNMARSHAL (UINT32_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPM2B_DIGEST_Unmarshal,

#define TPM2B_DATA P_UNMARSHAL (TPM2B_DIGEST_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPM2B_DATA_Unmarshal,

#define TPM2B_ECC_PARAMETER_P_UNMARSHAL (TPM2B_DATA_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPM2B_ECC_PARAMETER_Unmarshal,

(TPMI_RH_HIERARCHY H_UNMARSHAL +
(TPMI_RH_HIERARCHY_H_UNMARSHAL +

#define TPM2B_ECC_POINT_P_UNMARSHAL (TPM2B_ECC_PARAMETER_P_UNMARSHAL

(UNMARSHAL_t)TPM2B_ECC_POINT_Unmarshal,

#define TPM2B_ENCRYPTED_SECRET_P_UNMARSHAL (TPM2B_ECC_POINT_P_UNMARSHAL
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52 (UNMARSHAL_t)TPM2B_ENCRYPTED_SECRET Unmarshal,
53  #define TPM2B_EVENT_P_UNMARSHAL (TPM2B_ENCRYPTED_SECRET_P_UNMARSHAL + 1)
54 (UNMARSHAL_t) TPM2B_EVENT_Unmarshal ,
55  #define TPM2B_I1D_OBJECT P_UNMARSHAL (TPM2B_EVENT_P_UNMARSHAL + 1)
56 (UNMARSHAL_t)TPM2B_ID_OBJECT Unmarshal,
57  #define TPM2B_I1V_P_UNMARSHAL (TPM2B_I1D_OBJECT_P_UNMARSHAL + 1)
58 (UNMARSHAL_t)TPM2B_1V_Unmarshal,
59  #define TPM2B_MAX_BUFFER_P_UNMARSHAL (TPM2B_IV_P_UNMARSHAL + 1)
60 (UNMARSHAL_t) TPM2B_MAX_BUFFER_Unmarshal,
61  #define TPM2B_MAX_NV_BUFFER_P_UNMARSHAL (TPM2B_MAX_BUFFER_P_UNMARSHAL + 1)
62 (UNMARSHAL_t)TPM2B_MAX_NV_BUFFER_Unmarshal,
63  #define TPM2B_NAME_P_UNMARSHAL (TPM2B_MAX_NV_BUFFER_P_UNMARSHAL + 1)
64 (UNMARSHAL_t)TPM2B_NAME_Unmarshal ,
65  #define TPM2B_NV_PUBLIC_P_UNMARSHAL (TPM2B_NAME_P_UNMARSHAL + 1)
66 (UNMARSHAL_t)TPM2B_NV_PUBLIC_Unmarshal,
67  #define TPM2B_PRIVATE_P_UNMARSHAL (TPM2B_NV_PUBLIC_P_UNMARSHAL + 1)
68 (UNMARSHAL_t)TPM2B_PRIVATE_Unmarshal,
69  #define TPM2B_PUBLIC_KEY_RSA P_UNMARSHAL (TPM2B_PRIVATE_P_UNMARSHAL + 1)
70 (UNMARSHAL_t)TPM2B_PUBLIC_KEY_RSA_Unmarshal,
71 #define TPM2B_SENSITIVE_P_UNMARSHAL (TPM2B_PUBLIC_KEY_RSA P_UNMARSHAL + 1)
72 (UNMARSHAL_t)TPM2B_SENSITIVE_Unmarshal,
73 #define TPM2B_SENSITIVE_CREATE_P_UNMARSHAL (TPM2B_SENSITIVE_P_UNMARSHAL + 1)
74 (UNMARSHAL_t)TPM2B_SENSITIVE_CREATE_Unmarshal,
75  #define TPM2B_SENSITIVE_DATA P_UNMARSHAL (TPM2B_SENSITIVE_CREATE_P_UNMARSHAL + 1)
76 (UNMARSHAL_t)TPM2B_SENSITIVE_DATA_Unmarshal,
77  #define TPM2B_TEMPLATE_P_UNMARSHAL (TPM2B_SENSITIVE_DATA_P_UNMARSHAL + 1)
78 (UNMARSHAL_t)TPM2B_TEMPLATE_Unmarshal,
79  #define UINT8_P_UNMARSHAL (TPM2B_TEMPLATE_P_UNMARSHAL + 1)
80 (UNMARSHAL_t)UINT8_Unmarshal,
81  #define TPMI_DH_CONTEXT_P_UNMARSHAL (UINT8_P_UNMARSHAL + 1)
82 (UNMARSHAL_t)TPMI_DH_CONTEXT_Unmarshal,
83  #define TPMI_DH_PERSISTENT_P_UNMARSHAL (TPMI_DH_CONTEXT_P_UNMARSHAL + 1)
84 (UNMARSHAL_t)TPMI_DH_PERSISTENT Unmarshal ,
85  #define TPMI_ECC_CURVE_P_UNMARSHAL (TPMI_DH_PERSISTENT_P_UNMARSHAL + 1)
86 (UNMARSHAL_t)TPMI_ECC_CURVE_Unmarshal ,
87  #define TPMI_YES_NO_P_UNMARSHAL (TPMI_ECC_CURVE_P_UNMARSHAL + 1)
88 (UNMARSHAL_t)TPMI_YES_NO_Unmarshal ,
89  #define TPML_ALG_P_UNMARSHAL (TPMI_YES_NO_P_UNMARSHAL + 1)
90 (UNMARSHAL_t)TPML_ALG_Unmarshal,
91  #define TPML_CC_P_UNMARSHAL (TPML_ALG_P_UNMARSHAL + 1)
92 (UNMARSHAL_t)TPML_CC_Unmarshal,
93  #define TPML_DIGEST_P_UNMARSHAL (TPML_CC_P_UNMARSHAL + 1)
94 (UNMARSHAL_t)TPML_DIGEST_Unmarshal,
95  #define TPML_DIGEST VALUES P_UNMARSHAL (TPML_DIGEST_P_UNMARSHAL + 1)
96 (UNMARSHAL_t)TPML_DIGEST_VALUES_Unmarshal,
97  #define TPML_PCR_SELECTION_P_UNMARSHAL (TPML_DIGEST_VALUES P_UNMARSHAL + 1)
98 (UNMARSHAL_t)TPML_PCR_SELECTION_Unmarshal,
99  #define TPMS_CONTEXT_P_UNMARSHAL (TPML_PCR_SELECTION_P_UNMARSHAL + 1)
100 (UNMARSHAL_t)TPMS_CONTEXT_Unmarshal,
101  #define TPMT_PUBLIC_PARMS_P_UNMARSHAL  (TPMS_CONTEXT_P_UNMARSHAL + 1)
102 (UNMARSHAL_t)TPMT_PUBLIC_PARMS_Unmarshal,
103  #define TPMT_TK_AUTH_P_UNMARSHAL (TPMT_PUBLIC_PARMS_P_UNMARSHAL + 1)
104 (UNMARSHAL_t)TPMT_TK_AUTH_Unmarshal ,
105  #define TPMT_TK_CREATION_P_UNMARSHAL (TPMT_TK_AUTH_P_UNMARSHAL + 1)
106 (UNMARSHAL_t)TPMT_TK_CREATION_Unmarshal,
107  #define TPMT_TK_HASHCHECK P_UNMARSHAL  (TPMT_TK_CREATION_P_UNMARSHAL + 1)
108 (UNMARSHAL_t)TPMT_TK_HASHCHECK_Unmarshal,
109  #define TPMT_TK_VERIFIED_P_UNMARSHAL (TPMT_TK_HASHCHECK_P_UNMARSHAL + 1)
110 (UNMARSHAL_t)TPMT_TK_VERIFIED_Unmarshal,
111 #define TPM_CAP_P_UNMARSHAL (TPMT_TK_VERIFIED_P_UNMARSHAL + 1)
112 (UNMARSHAL_t)TPM_CAP_Unmarshal,
113  #define TPM_CLOCK_ADJUST_P_UNMARSHAL (TPM_CAP_P_UNMARSHAL + 1)
114 (UNMARSHAL_t)TPM_CLOCK_ADJUST_Unmarshal,
115  #define TPM_EO_P_UNMARSHAL (TPM_CLOCK_ADJUST_P_UNMARSHAL + 1)
116 (UNMARSHAL_t)TPM_EO_Unmarshal ,
117  #define TPM_SE_P_UNMARSHAL (TPM_EO_P_UNMARSHAL + 1)
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(UNMARSHAL_t)TPM_SE_Unmarshal,

#define TPM_SU_P_UNMARSHAL (TPM_SE_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPM_SU_Unmarshal,

#define UINT16_P_UNMARSHAL (TPM_SU_P_UNMARSHAL + 1)
(UNMARSHAL_t)UINT16_Unmarshal,

#define UINT64_P_UNMARSHAL (UINT16_P_UNMARSHAL + 1)
(UNMARSHAL_t)UINT64_Unmarshal,

//PARAMETER_FIRST_FLAG_TYPE is the first parameter to need a flag.

#define PARAMETER_FIRST FLAG_TYPE (UINT64_P_UNMARSHAL + 1)

#define TPM2B_PUBLIC_P_UNMARSHAL (UINT64_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPM2B_PUBLIC_Unmarshal,

#define TPMI_ALG_HASH_P_UNMARSHAL (TPM2B_PUBLIC_P_UNMARSHAL + 1)

(UNMARSHAL_t)TPMI_ALG_HASH_Unmarshal ,

#define TPMI_ALG_SYM_MODE_P_UNMARSHAL _ (TPMI_ALG_HASH_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPMI_ALG_SYM_MODE_Unmarshal ,

#define TPMI_DH_PCR_P_UNMARSHAL (TPMI_ALG_SYM_MODE_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPMI_DH_PCR_Unmarshal ,

#define TPMI_ECC_KEY_EXCHANGE_P_UNMARSHAL (TPMI_DH_PCR_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPMI_ECC_KEY_EXCHANGE_Unmarshal,

#define TPMI_RH_ENABLES_P_UNMARSHAL (TPMI_ECC_KEY_EXCHANGE_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPMI_RH_ENABLES_Unmarshal,

#define TPMI_RH_HIERARCHY P_UNMARSHAL  (TPMI_RH_ENABLES_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPMI_RH_HIERARCHY_Unmarshal ,

#define TPMT_RSA_DECRYPT P_UNMARSHAL  (TPMI_RH_HIERARCHY P_UNMARSHAL + 1)
(UNMARSHAL_t)TPMT_RSA_DECRYPT Unmarshal,

#define TPMT_SIGNATURE_P_UNMARSHAL (TPMT_RSA_DECRYPT_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPMT_SIGNATURE_Unmarshal,

#define TPMT_SIG_SCHEME_P_UNMARSHAL (TPMT_SIGNATURE_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPMT_SIG_SCHEME_Unmarshal ,

#define TPMT_SYM_DEF_P_UNMARSHAL (TPMT_SIG_SCHEME_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPMT_SYM_DEF_Unmarshal ,

#define TPMT_SYM_DEF_OBJECT P_UNMARSHAL (TPMT_SYM DEF_P_UNMARSHAL + 1)
(UNMARSHAL_t)TPMT_SYM_DEF_OBJECT_Unmarshal

#define PARAMETER LAST TYPE (TPMT_SYM_DEF_OBJECT_P_UNMARSHAL)

}:

The MarshalArray() contains the dispatch functions for the marshaling code. The defines in this array are
used to make it easier to cross reference the marshaling values in the types array of each command

const MARSHAL_t MarshalArray[] = {

#define UINT32_H_MARSHAL 0
(MARSHAL_t)UINT32_ Marshal,

#define RESPONSE PARAMETER_FIRST TYPE (UINT32_H_MARSHAL + 1)

#define TPM2B_ATTEST P_MARSHAL (UINT32_H_MARSHAL + 1)
(MARSHAL_t)TPM2B_ATTEST Marshal,

#define TPM2B_CREATION_DATA_P_MARSHAL  (TPM2B_ATTEST_P_MARSHAL + 1)
(MARSHAL_t)TPM2B_CREATION_DATA Marshal,

#define TPM2B_DATA P_MARSHAL (TPM2B_CREATION_DATA_P_MARSHAL + 1)
(MARSHAL_t)TPM2B_DATA Marshal,

#define TPM2B_DIGEST P_MARSHAL (TPM2B_DATA_P_MARSHAL + 1)
(MARSHAL_t)TPM2B_DIGEST_Marshal,

#define TPM2B_ECC_POINT_ P MARSHAL (TPM2B_DIGEST_P_MARSHAL + 1)
(MARSHAL_t)TPM2B_ECC_POINT Marshal,

#define TPM2B_ENCRYPTED_SECRET_P_MARSHAL (TPM2B_ECC_POINT_P_MARSHAL + 1)
(MARSHAL_t)TPM2B_ENCRYPTED_SECRET Marshal,

#define TPM2B_ID OBJECT P_MARSHAL (TPM2B_ENCRYPTED_SECRET_P_MARSHAL + 1)
(MARSHAL_t)TPM2B_ID_OBJECT Marshal,

#define TPM2B_IV_P_MARSHAL (TPM2B_1D_OBJECT_P_MARSHAL + 1)
(MARSHAL_t)TPM2B_IV_Marshal,

#define TPM2B_MAX_BUFFER_P_MARSHAL (TPM2B_IV_P_MARSHAL + 1)
(MARSHAL_t)TPM2B_MAX_BUFFER_Marshal,

#define TPM2B_MAX_NV_BUFFER_P_MARSHAL  (TPM2B_MAX_BUFFER_P_MARSHAL + 1)
(MARSHAL_t)TPM2B_MAX_NV_BUFFER_Marshal,

#define TPM2B_NAME_P_MARSHAL (TPM2B_MAX_NV_BUFFER_P_MARSHAL + 1)
(MARSHAL_t)TPM2B_NAME_Marshal ,
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179  #define TPM2B_NV_PUBLIC_P_MARSHAL (TPM2B_NAME_P_MARSHAL + 1)

180 (MARSHAL_t)TPM2B_NV_PUBLIC_Marshal,

181  #define TPM2B_PRIVATE_P_MARSHAL (TPM2B_NV_PUBLIC_P_MARSHAL + 1)

182 (MARSHAL_t)TPM2B_PRIVATE_Marshal,

183  #define TPM2B_PUBLIC_P_MARSHAL (TPM2B_PRIVATE_P_MARSHAL + 1)

184 (MARSHAL_t)TPM2B_PUBLIC_Marshal,

185  #define TPM2B_PUBLIC_KEY_RSA P_MARSHAL (TPM2B_PUBLIC_P_MARSHAL + 1)

186 (MARSHAL_t)TPM2B_PUBLIC_KEY_RSA Marshal,

187  #define TPM2B_SENSITIVE_DATA P_MARSHAL (TPM2B_PUBLIC_KEY_RSA P_MARSHAL + 1)
188 (MARSHAL_t)TPM2B_SENSITIVE_DATA Marshal,

189  #define UINT8_P_MARSHAL (TPM2B_SENSITIVE_DATA_P_MARSHAL + 1)
190 (MARSHAL_t)UINT8_Marshal,

191  #define TPML_ALG_P_MARSHAL (UINT8_P_MARSHAL + 1)

192 (MARSHAL_t)TPML_ALG_Marshal,

193  #define TPML_DIGEST P_MARSHAL (TPML_ALG_P_MARSHAL + 1)

194 (MARSHAL_t)TPML_DIGEST_Marshal,

195  #define TPML_DIGEST VALUES_P_MARSHAL (TPML_DIGEST_P_MARSHAL + 1)

196 (MARSHAL_t)TPML_DIGEST_VALUES_ Marshal,

197  #define TPML_PCR_SELECTION_P_MARSHAL (TPML_DIGEST_VALUES_P_MARSHAL + 1)
198 (MARSHAL_t)TPML_PCR_SELECTION_ Marshal,

199  #define TPMS_ALGORITHM_DETAIL_ECC_P_MARSHAL (TPML_PCR_SELECTION_P_MARSHAL + 1)
200 (MARSHAL_t)TPMS_ALGORITHM_DETAIL_ECC_Marshal,

201  #define TPMS_CAPABILITY_DATA P_MARSHAL (TPMS_ALGORITHM_DETAIL_ECC_P_MARSHAL + 1)
202 (MARSHAL_t)TPMS_CAPABILITY_DATA Marshal,

203  #define TPMS_CONTEXT_P_MARSHAL (TPMS_CAPABILITY_DATA_P_MARSHAL + 1)
204 (MARSHAL_t)TPMS_CONTEXT_Marshal,

205  #define TPMS_TIME_INFO_P_MARSHAL (TPMS_CONTEXT_P_MARSHAL + 1)

206 (MARSHAL_t)TPMS_TIME_INFO_Marshal,

207  #define TPMT_HA_P_MARSHAL (TPMS_TIME_INFO_P_MARSHAL + 1)

208 (MARSHAL_t)TPMT_HA Marshal,

209  #define TPMT_SIGNATURE_P_MARSHAL (TPMT_HA_P_MARSHAL + 1)

210 (MARSHAL_t)TPMT_SIGNATURE_Marshal,

211  #define TPMT_TK_AUTH_P_MARSHAL (TPMT_SIGNATURE_P_MARSHAL + 1)

212 (MARSHAL_t)TPMT_TK_AUTH_Marshal,

213  #define TPMT_TK_CREATION_P_MARSHAL (TPMT_TK_AUTH_P_MARSHAL + 1)

214 (MARSHAL_t)TPMT_TK_CREATION_Marshal,

215  #define TPMT_TK_HASHCHECK_P_MARSHAL (TPMT_TK_CREATION_P_MARSHAL + 1)

216 (MARSHAL_t)TPMT_TK_HASHCHECK_Marshal,

217  #define TPMT_TK_VERIFIED_P_MARSHAL (TPMT_TK_HASHCHECK_P_MARSHAL + 1)
218 (MARSHAL_t)TPMT_TK_VERIFIED Marshal,

219  #define UINT32_P_MARSHAL (TPMT_TK_VERIFIED_P_MARSHAL + 1)

220 (MARSHAL_t)UINT32_Marshal,

221  #define UINT16_P_MARSHAL (UINT32_P_MARSHAL + 1)

222 (MARSHAL_t)UINT16_Marshal

223 #define RESPONSE PARAMETER_LAST TYPE (UINT16_P_MARSHAL)

224 };

225 #if CC_Startup == YES
226 #include "Startup_fp.h"
227 typedef TPM_RC (Startup_Entry)(

228 Startup_In *in

229 );

230 typedef const struct {

231 Startup_Entry *entry;

232 UINT16 inSize;

233 UINT16 outSize;

234 UINT16 offsetOfTypes;
235 BYTE types[3];

236 } Startup_COMMAND_DESCRIPTOR_t;
237 Startup_COMMAND_DESCRIPTOR_t _StartupData = {

238 /* entry */ &TPM2_Startup,
239 /* inSize */ (UINT16) (sizeof(Startup_In)),
240 /* outSize */ 0,
241 /* offsetOfTypes */  offsetof(Startup_COMMAND_DESCRIPTOR_t, types),
242 /* offsets */ // No parameter offsets
243 /* types */ {TPM_SU_P_UNMARSHAL,
244 END_OF_LIST,
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END_OF_LIST}

};
#define _StartupDataAddress (&_StartupData)
#else
#define _StartupDataAddress 0O
#endif
#iT CC_Shutdown == YES
#include "Shutdown_fp.h"
typedef TPM_RC (Shutdown_Entry)(

Shutdown_In *in
);

typedef const struct {
Shutdown_Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[3];

} Shutdown_COMMAND_DESCRIPTOR_t;
Shutdown_COMMAND_DESCRIPTOR_t _ShutdownData = {

/* entry */ &TPM2_Shutdown,

/* inSize */ (UINT16) (sizeof(Shutdown_1In)),

/* outSize */ o,

/* offsetOfTypes */ offsetof(Shutdown_COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPM_SU_P_UNMARSHAL,

END_OF_LIST,
END_OF_LIST}
};
#define _ShutdownDataAddress (& ShutdownData)
#else
#define _ShutdownDataAddress O
#endif
#if CC_SelfTest == YES
#include "SelfTest_fp.h"
typedef TPM_RC (SelfTest_Entry)(
SelfTest_In *in
)

typedef const struct {
SelfTest_Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[3];

} SelfTest_COMMAND_DESCRIPTOR t;
SelfTest_COMMAND DESCRIPTOR_t _SelfTestData = {

/* entry */ &TPM2_SelfTest,
/* inSize */ (UINT16) (sizeof(SelfTest_In)),
/* outSize */ 0

/* offsetOfTypes */ offsetof(SelfTest_COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets
/* types */ {TPMI_YES_NO_P_UNMARSHAL,

END_OF_LIST,

END_OF_LIST}

}:

#define _SelfTestDataAddress (& SelfTestData)

#else

#define _SelfTestDataAddress 0O

#endif

#iT CC_IncrementalSelfTest == YES

#include "IncrementalSelfTest_fp.h"

typedef TPM_RC (IncrementalSelfTest Entry)(
IncrementalSelfTest_In *in,
IncrementalSelfTest Out *out

):
typedef const struct {
IncrementalSelfTest _Entry *entry;
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UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[4];

} IncrementalSelfTest_COMMAND_DESCRIPTOR_t;
IncrementalSelfTest_COMMAND_DESCRIPTOR_t _IncrementalSelfTestData = {

/> entry */ &TPM2_IncrementalSelfTest,

/* inSize */ (UINT16) (sizeof(IncrementalSelfTest_In)),

/* outSize */ (UINT16) (sizeof(IncrementalSelfTest_Out)),

/* offsetOfTypes */ offsetof(IncrementalSelfTest_COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPML_ALG_P_UNMARSHAL,

END_OF_LIST,
TPML_ALG_P_MARSHAL,
END_OF_LIST}
}:
#define _IncrementalSelfTestDataAddress (& IncrementalSelfTestData)
#else
#define _IncrementalSelfTestDataAddress 0O
#endif
#iT CC_GetTestResult == YES
#include "GetTestResult_fp.h"
typedef TPM_RC (GetTestResult_Entry)(
GetTestResult_Out *out
)
typedef const struct {
GetTestResult_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} GetTestResult _COMMAND_DESCRIPTOR_t;
GetTestResult_COMMAND_DESCRIPTOR_t _GetTestResultData = {

/* entry */ &TPM2_GetTestResult,

/* inSize */ 0,

/* outSize */ (UINT16) (sizeof(GetTestResult_Out)),

/* offsetOfTypes */  offsetof(GetTestResult_COMMAND_ DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(GetTestResult _Out, testResult))},
/* types */ {END_OF_LIST,

TPM2B_MAX_BUFFER_P_MARSHAL,
UINT32_P_MARSHAL,
END_OF_LIST}
};
#define _GetTestResultDataAddress (&_GetTestResultData)
#else
#define _GetTestResultDataAddress 0
#endif
#i1T CC_StartAuthSession == YES
#include 'StartAuthSession_fp.h"
typedef TPM_RC (StartAuthSession_Entry)(
StartAuthSession_In *in,
StartAuthSession_Out *out
)
typedef const struct {
StartAuthSession_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[7];
BYTE types[11];

} StartAuthSession_COMMAND_DESCRIPTOR_t;
StartAuthSession_COMMAND_DESCRIPTOR_t _StartAuthSessionData = {

/* entry */ &TPM2_StartAuthSession,

/* inSize */ (UINT16) (sizeof(StartAuthSession_lIn)),

/* outSize */ (UINT16) (sizeof(StartAuthSession_0Out)),
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/* offsetOfTypes */  offsetof(StartAuthSession_COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(StartAuthSession_In, bind)),
(UINT16) (offsetof(StartAuthSession_In, nonceCaller)),
(UINT16) (offsetof(StartAuthSession_In, encryptedSalt)),
(UINT16) (offsetof(StartAuthSession_In, sessionType)),
(UINT16) (offsetof(StartAuthSession_In, symmetric)),
(UINT16) (offsetof(StartAuthSession_In, authHash)),
(UINT16) (offsetof(StartAuthSession_Out, nonceTPM))},

/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL + ADD_FLAG,
TPMI_DH_ENTITY_H_UNMARSHAL + ADD_FLAG,
TPM2B_DIGEST_P_UNMARSHAL ,
TPM2B_ENCRYPTED_SECRET_P_UNMARSHAL ,
TPM_SE_P_UNMARSHAL,
TPMT_SYM_DEF_P_UNMARSHAL + ADD_FLAG,
TPMI_ALG_HASH_P_UNMARSHAL,
END_OF_LIST,
UINT32_H_MARSHAL,
TPM2B_DIGEST_P_MARSHAL,
END_OF_LIST}

}:

#define _StartAuthSessionDataAddress (&_StartAuthSessionData)

#else

#define _StartAuthSessionDataAddress 0O

#endif

#iT CC_PolicyRestart == YES

#include "PolicyRestart_fp.h"

typedef TPM_RC (PolicyRestart Entry)(

PolicyRestart_In *in
)
typedef const struct {
PolicyRestart_Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[3];

} PolicyRestart_COMMAND_DESCRIPTOR_t;
PolicyRestart_COMMAND_DESCRIPTOR_t _PolicyRestartData = {

/* entry */ &TPM2_PolicyRestart,

/* inSize */ (UINT16) (sizeof(PolicyRestart_In)),

/* outSize */ o,

/* offsetOfTypes */  offsetof(PolicyRestart_COMMAND_ DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPMI_SH_POLICY_H_UNMARSHAL,

END_OF_LIST,
END_OF_LIST}
};
#define _PolicyRestartDataAddress (&_PolicyRestartData)
#else
#define _PolicyRestartDataAddress O
#endif
#iFf CC_Create == YES
#include '"Create_fp.h"
typedef TPM_RC (Create_Entry)(
Create_In *in,
Create_Out *out
)
typedef const struct {
Create_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[8];
BYTE types[12];

} Create_COMMAND_DESCRIPTOR_t;
Create_COMMAND_DESCRIPTOR_t _CreateData = {
/* entry */ &TPM2_Create,
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/*
/*
/*
/*

/*

}:

inSize */
outSize */
offsetOfTypes */
offsets */

types */

(UINT16) (sizeof(Create_In)),

(UINT16) (sizeof(Create_Out)),

offsetof(Create_COMMAND_DESCRIPTOR_t, types),

{(UINT16) (offsetof(Create_In, inSensitive)),
(UINT16) (offsetof(Create_In, inPublic)),
(UINT16) (offsetof(Create_In, outsidelnfo)),
(UINT16) (offsetof(Create_In, creationPCR)),
(UINT16) (offsetof(Create_Out, outPublic)),
(UINT16) (offsetof(Create_Out, creationData)),
(UINT16) (offsetof(Create_Out, creationHash)),
(UINT16) (offsetof(Create_Out, creationTicket))},

{TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_SENSITIVE_CREATE_P_UNMARSHAL ,
TPM2B_PUBLIC_P_UNMARSHAL,
TPM2B_DATA_P_UNMARSHAL,
TPML_PCR_SELECTION_P_UNMARSHAL,
END_OF_LIST,

TPM2B_PRIVATE_P_MARSHAL,
TPM2B_PUBLIC_P_MARSHAL,
TPM2B_CREATION_DATA_P_MARSHAL,
TPM2B_DIGEST_P_MARSHAL,
TPMT_TK_CREATION_P_MARSHAL,
END_OF_LIST}

#define _CreateDataAddress (&_CreateData)
#else
#define _CreateDataAddress 0
#endif

#if CC_Load == YES

#include "Load_fp.h"

typedef TPM_RC (Load_Entry)(

):

Load_In *in,
Load_Out *out

typedef const struct {
Load_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[7];

} Load_COMMAND_DESCRIPTOR_t;
Load_COMMAND_DESCRIPTOR_t _LoadData = {

/*
/*
/*

entry */
inSize */
outSize */

&TPM2_Load,
(UINT16) (sizeof(Load_In)),
(UINT16) (sizeof(Load_Out)),

/* offsetOfTypes */ offsetof(Load_COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(Load_In, inPrivate)),
(UINT16) (offsetof(Load_In, inPublic)),
(UINT16) (offsetof(Load_Out, name))},

/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_PRIVATE_P_UNMARSHAL,
TPM2B_PUBLIC_P_UNMARSHAL,

END_OF LIST,
UINT32_H_MARSHAL,
TPM2B_NAME_P_MARSHAL,
END_OF_LIST}

}:

#define _lLoadDataAddress (& LoadData)

#else

#define _LoadDataAddress 0O

#endif

#iT CC_LoadExternal
#include "LoadExternal_fp.h"

typedef TPM_RC (LoadExternal_Entry)(
LoadExternal _In *in,
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LoadExternal_Out *out

):

typedef const struct {
LoadExternal_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[7];

} LoadExternal_COMMAND_DESCRIPTOR_t;
LoadExternal_COMMAND_DESCRIPTOR_t _LoadExternalData = {

/* entry */ &TPM2_LoadExternal,

/* inSize */ (UINT16) (sizeof(LoadExternal_In)),

/* outSize */ (UINT16) (sizeof(LoadExternal_Out)),

/* offsetOfTypes */ offsetof(LoadExternal _COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(LoadExternal_In, inPublic)),

(UINT16) (offsetof(LoadExternal_In, hierarchy)),
(UINT16) (offsetof(LoadExternal_Out, name))},
/* types */ {TPM2B_SENSITIVE_P_UNMARSHAL,
TPM2B_PUBLIC_P_UNMARSHAL + ADD_FLAG,
TPMI_RH_HIERARCHY_P_UNMARSHAL + ADD_FLAG,
END_OF_LIST,
UINT32_H_MARSHAL,
TPM2B_NAME_P_MARSHAL ,
END_OF_LIST}
}:
#define _lLoadExternalDataAddress (&_LoadExternalData)
#else
#define _LoadExternalDataAddress O
#endif
#if CC_ReadPublic == YES
#include "ReadPublic_fp.h"
typedef TPM_RC (ReadPublic_Entry)(
ReadPublic_In *in,
ReadPublic_Out *out
):
typedef const struct {
ReadPublic_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[6];

} ReadPublic_COMMAND_DESCRIPTOR_t;
ReadPublic_COMMAND_DESCRIPTOR_t _ReadPublicData = {

/* entry */ &TPM2_ReadPublic,
/* inSize */ (UINT16) (sizeof(ReadPublic_In)),
/* outSize */ (UINT16) (sizeof(ReadPublic_Out)),
/* offsetOfTypes */ offsetof(ReadPublic_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(ReadPublic_Out, name)),
(UINT16) (offsetof(ReadPublic_Out, qualifiedName))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,

END_OF_LIST,
TPM2B_PUBLIC_P_MARSHAL,
TPM2B_NAME_P_MARSHAL,
TPM2B_NAME_P_MARSHAL,
END_OF_LIST}

}:

#define _ReadPublicDataAddress (& _ReadPublicData)

#else

#define _ReadPublicDataAddress 0O

#endif

#iT CC_ActivateCredential == YES

#include "ActivateCredential_fp.h"

typedef TPM_RC (ActivateCredential_Entry)(

ActivateCredential_In *in,
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ActivateCredential_Out *out

):

typedef const struct {
ActivateCredential_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[7];

} ActivateCredential _COMMAND_DESCRIPTOR_t;
ActivateCredential _COMMAND_DESCRIPTOR_t _ActivateCredentialData = {

/* entry */ &TPM2_ActivateCredential,

/* inSize */ (UINT16) (sizeof(ActivateCredential_In)),

/* outSize */ (UINT16) (sizeof(ActivateCredential_Out)),

/* offsetOfTypes */ offsetof(ActivateCredential_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(ActivateCredential_In, keyHandle)),

(UINT16) (offsetof(ActivateCredential_In, credentialBlob)),
(UINT16) (offsetof(ActivateCredential_In, secret))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,
TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_ID_OBJECT_P_UNMARSHAL,
TPM2B_ENCRYPTED_SECRET_P_UNMARSHAL ,
END_OF_LIST,
TPM2B_DIGEST_P_MARSHAL,
END_OF_LIST}
}:
#define _ActivateCredentialDataAddress (& ActivateCredentialData)
#else
#define _ActivateCredentialDataAddress 0O
#endif
#if CC_MakeCredential == YES
#include "MakeCredential_fp.h"
typedef TPM_RC (MakeCredential _Entry)(
MakeCredential _In *in,
MakeCredential_Out *out
):
typedef const struct {
MakeCredential_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[7];

} MakeCredential _COMMAND_DESCRIPTOR_t;
MakeCredential _COMMAND_DESCRIPTOR_t _MakeCredentialData = {

/* entry */ &TPM2_MakeCredential,

/* inSize */ (UINT16) (sizeof(MakeCredential_In)),

/* outSize */ (UINT16) (sizeof(MakeCredential_Out)),

/* offsetOfTypes */ offsetof(MakeCredential_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(MakeCredential_In, credential)),

(UINT16) (offsetof(MakeCredential_In, objectName)),
(UINT16) (offsetof(MakeCredential_Out, secret))},

/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL ,
TPM2B_NAME_P_UNMARSHAL ,
END_OF_LIST,
TPM2B_ID_OBJECT_P_MARSHAL,
TPM2B_ENCRYPTED_SECRET_P_MARSHAL,
END_OF_LIST}

}:

#define _MakeCredentialDataAddress (& _MakeCredentialData)

#else

#define _MakeCredentialDataAddress 0O

#endif

#if CC_Unseal == YES

#include "Unseal_fp.h"
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typedef TPM_RC (Unseal_Entry)(
Unseal_In *in,
Unseal_Out *out

):

typedef const struct {
Unseal_Entry *entry;
UINT16 inSize;
UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[4];

} Unseal_COMMAND_DESCRIPTOR_t;
Unseal_COMMAND_DESCRIPTOR_t _UnsealData = {

/* entry */ &TPM2_Unseal,

/* inSize */ (UINT16) (sizeof(Unseal_In)),

/* outSize */ (UINT16) (sizeof(Unseal_Out)),

/* offsetOfTypes */ offsetof(Unseal _COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,

END_OF_LIST,
TPM2B_SENSITIVE_DATA P_MARSHAL,
END_OF_LIST}
}:
#define _UnsealDataAddress (&_UnsealData)
#else
#define _UnsealDataAddress 0O
#endif
#iT CC_ObjectChangeAuth == YES
#include "ObjectChangeAuth_fp.h"
typedef TPM_RC (ObjectChangeAuth_Entry)(
ObjectChangeAuth_In *in,
ObjectChangeAuth_Out *out
)
typedef const struct {
ObjectChangeAuth_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[6];

} ObjectChangeAuth_COMMAND_DESCRIPTOR_t;
ObjectChangeAuth_COMMAND_DESCRIPTOR_t _ObjectChangeAuthData = {

/* entry */ &TPM2_ObjectChangeAuth,
/* inSize */ (UINT16) (sizeof(ObjectChangeAuth_1In)),
/* outSize */ (UINT16) (sizeof(ObjectChangeAuth_Out)),

/* offsetOfTypes */  offsetof(ObjectChangeAuth_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(ObjectChangeAuth_In, parentHandle)),
(UINT16) (offsetof(ObjectChangeAuth_In, newAuth))},

/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,
TPMI_DH_OBJECT _H_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL,
END_OF LIST,
TPM2B_PRIVATE_P_MARSHAL,
END_OF LIST}

}:

#define _ObjectChangeAuthDataAddress (&_ObjectChangeAuthData)

#else

#define _ObjectChangeAuthDataAddress 0O

#endif

#i1T CC_CreateLoaded == YES

#include ''CreatelLoaded_fp.h"

typedef TPM_RC (CreatelLoaded_Entry)(
CreatelLoaded_In *in,
CreatelLoaded_ Out *out

):

typedef const struct {
CreatelLoaded_Entry *entry;
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UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[5];
BYTE types[9];

} CreateLoaded_COMMAND_DESCRIPTOR_t;
CreatelLoaded_COMMAND_DESCRIPTOR_t _CreatelLoadedData = {

/* entry */ &TPM2_CreatelLoaded,

/* inSize */ (UINT16) (sizeof(CreateLoaded_In)),

/* outSize */ (UINT16) (sizeof(CreateLoaded_Out)),

/* offsetOfTypes */ offsetof(CreateLoaded_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(CreateLoaded_In, inSensitive)),

(UINT16) (offsetof(CreateLoaded_In, inPublic)),
(UINT16) (offsetof(CreateLoaded_Out, outPrivate)),
(UINT16) (offsetof(CreateLoaded_Out, outPublic)),
(UINT16) (offsetof(CreatelLoaded_Out, name))},
/* types */ {TPMI_DH_PARENT_H_UNMARSHAL + ADD_FLAG,
TPM2B_SENSITIVE_CREATE_P_UNMARSHAL,
TPM2B_TEMPLATE_P_UNMARSHAL,
END_OF_LIST,
UINT32_H_MARSHAL,
TPM2B_PRIVATE_P_MARSHAL,
TPM2B_PUBLIC_P_MARSHAL,
TPM2B_NAME_P_MARSHAL,
END_OF_LIST}
}:
#define _CreatelLoadedDataAddress (&_CreatelLoadedData)
#else
#define _CreatelLoadedDataAddress O
#endif
#if CC_Duplicate == YES
#include "Duplicate_fp.h"
typedef TPM_RC (Duplicate_Entry)(
Duplicate_In *in,
Duplicate_Out *out
):
typedef const struct {
Duplicate_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[5];
BYTE types[9];

} Duplicate_COMMAND_DESCRIPTOR_t;
Duplicate_COMMAND_DESCRIPTOR_t _DuplicateData = {

/* entry */ &TPM2_Duplicate,

/* inSize */ (UINT16) (sizeof(Duplicate_In)),

/* outSize */ (UINT16) (sizeof(Duplicate_Out)),

/* offsetOfTypes */  offsetof(Duplicate_COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(Duplicate_In, newParentHandle)),

(UINT16) (offsetof(Duplicate_In, encryptionKeyln)),

(UINT16) (offsetof(Duplicate_In, symmetricAlg)),

(UINT16) (offsetof(Duplicate_Out, duplicate)),

(UINT16) (offsetof(Duplicate_Out, outSymSeed))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,

TPMI_DH_OBJECT_H_UNMARSHAL + ADD_FLAG,

TPM2B_DATA_P_UNMARSHAL ,

TPMT_SYM_DEF_OBJECT_P_UNMARSHAL + ADD_FLAG,

END_OF_LIST,

TPM2B_DATA_P_MARSHAL,

TPM2B_PRIVATE_P_MARSHAL,

TPM2B_ENCRYPTED_SECRET_P_MARSHAL,

END_OF_LIST}

}:

#define _DuplicateDataAddress (& DuplicateData)
#else
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#define _DuplicateDataAddress 0

#endif

#if CC_Rewrap == YES

#include "Rewrap_fp.-h"

typedef TPM_RC (Rewrap_Entry)(
Rewrap_In *in,
Rewrap_Out *out

):

typedef const struct {
Rewrap_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[5];
BYTE types[9];

} Rewrap_COMMAND_DESCRIPTOR_t;
Rewrap_COMMAND_DESCRIPTOR_t _RewrapData = {

/* entry */ &TPM2_Rewrap,

/* inSize */ (UINT16) (sizeof(Rewrap_1In)),

/* outSize */ (UINT16) (sizeof(Rewrap_Out)),

/* offsetOfTypes */  offsetof(Rewrap_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(Rewrap_In, newParent)),

(UINT16) (offsetof(Rewrap_In, inDuplicate)),
(UINT16) (offsetof(Rewrap_In, name)),
(UINT16) (offsetof(Rewrap_In, inSymSeed)),
(UINT16) (offsetof(Rewrap_Out, outSymSeed))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL + ADD_FLAG,
TPMI_DH_OBJECT_H_UNMARSHAL + ADD_FLAG,
TPM2B_PRIVATE_P_UNMARSHAL,
TPM2B_NAME_P_UNMARSHAL,
TPM2B_ENCRYPTED_SECRET_P_UNMARSHAL,
END_OF_LIST,
TPM2B_PRIVATE_P_MARSHAL,
TPM2B_ENCRYPTED_SECRET_P_MARSHAL,
END_OF_LIST}
}:
#define _RewrapDataAddress (&_RewrapData)
#else
#define _RewrapDataAddress 0
#endif
#if CC_Import == YES
#include "Import_fp.h"
typedef TPM_RC (Import_Entry)(
Import_In *in,
Import_Out *out
)
typedef const struct {
Import_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[5];
BYTE types[9];

} Import_COMMAND_DESCRIPTOR_t;
Import_COMMAND_DESCRIPTOR_t _ ImportData = {

/* entry */ &TPM2_Import,

/* inSize */ (UINT16) (sizeof(Import_In)),

/* outSize */ (UINT16) (sizeof(Import_Out)),

/* offsetOfTypes */  offsetof(Import_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(Import_In, encryptionKey)),

(UINT16) (offsetof(Import_In, objectPublic)),
(UINT16) (offsetof(Import_In, duplicate)),
(UINT16) (offsetof(Import_In, inSymSeed)),
(UINT16) (offsetof(Import_In, symmetricAlg))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_DATA_P_UNMARSHAL,
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}:

#define _ImportDataAdd
#else

#define _ImportDataAdd
#endif

#if CC_RSA_Encrypt ==

TPM2B_PUBLIC_P_UNMARSHAL,
TPM2B_PRIVATE_P_UNMARSHAL,
TPM2B_ENCRYPTED_SECRET_P_UNMARSHAL,
TPMT_SYM_DEF_OBJECT_P_UNMARSHAL + ADD_FLAG,
END_OF_LIST,

TPM2B_PRIVATE_P_MARSHAL,

END_OF LIST}

ress (&_ImportData)
ress 0O

YES

#include "RSA_Encrypt_fp.h"

typedef TPM_RC (RSA_E
RSA_Encrypt_In *in
RSA_Encrypt_Out *o
)
typedef const struct {
RSA_Encrypt_Entry
UINT16
UINT16
UINT16
UINT16
BYTE

ncrypt_Entry) (

ut

*entry;

inSize;

outSize;
offsetOfTypes;
paramOffsets[3];

types[7];

} RSA_Encrypt_COMMAND_DESCRIPTOR_t;

RSA_Encrypt_COMMAND_DE
/* entry */

/* inSize */

/* outSize */

/* offsetOfTypes */

/* offsets */

/* types */

};

#define _RSA_EncryptDa
#else

#define _RSA_EncryptDa
#endif

#i1T CC_RSA Decrypt ==

SCRIPTOR_t _RSA EncryptData = {
&TPM2_RSA_Encrypt,

(UINT16) (sizeof(RSA_Encrypt_In)),

(UINT16) (sizeof(RSA_Encrypt_Out)),
offsetof(RSA_Encrypt COMMAND DESCRIPTOR_t, types),
{(UINT16) (offsetof(RSA_Encrypt_In, message)),
(UINT16) (offsetof(RSA_Encrypt_In, inScheme)),
(UINT16) (offsetof(RSA_Encrypt_In, label))},
{TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_PUBLIC_KEY_RSA_P_UNMARSHAL,
TPMT_RSA_DECRYPT_P_UNMARSHAL + ADD_FLAG,
TPM2B_DATA_P_UNMARSHAL,

END_OF_LIST,

TPM2B_PUBLIC_KEY_RSA_P_MARSHAL,

END_OF_LIST}

taAddress (& _RSA_EncryptData)
taAddress 0O

YES

#include "RSA Decrypt_fp.h"

typedef TPM_RC (RSA_D
RSA_Decrypt_In *in
RSA_Decrypt_Out *o
)
typedef const struct {
RSA_Decrypt_Entry
UINT16
UINT16
UINT16
UINT16
BYTE

ecrypt_Entry)(

ut

*entry;

inSize;

outSize;
offsetOfTypes;
paramOffsets[3];

types[7];

} RSA_Decrypt_COMMAND_DESCRIPTOR_t;

RSA_Decrypt_COMMAND_DE
/* entry */

/* inSize */

/* outSize */

/* offsetOfTypes */

/* offsets */

Family “2.0"

SCRIPTOR_t _RSA DecryptbData = {

&TPM2_RSA_Decrypt,

(UINT16) (sizeof(RSA_Decrypt_In)),

(UINT16) (sizeof(RSA_Decrypt_Out)),
offsetof(RSA_Decrypt_COMMAND_DESCRIPTOR_t, types),
{(UINT16) (offsetof(RSA_Decrypt_In, cipherText)),
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(UINT16) (offsetof(RSA_Decrypt_In, inScheme)),
(UINT16) (offsetof(RSA_Decrypt_In, label))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_PUBLIC_KEY_RSA_P_UNMARSHAL,
TPMT_RSA_DECRYPT_P_UNMARSHAL + ADD_FLAG,
TPM2B_DATA_P_UNMARSHAL,
END_OF LIST,
TPM2B_PUBLIC_KEY_RSA_P_MARSHAL,
END_OF LIST}
}:
#define _RSA DecryptDataAddress (& RSA_DecryptData)
#else
#define _RSA DecryptDataAddress 0O
#endif
#iTf CC_ECDH_KeyGen == YES
#include "ECDH_KeyGen_fp.h"
typedef TPM_RC (ECDH_KeyGen_Entry)(
ECDH_KeyGen_In *in,
ECDH_KeyGen_Out *out
)
typedef const struct {
ECDH_KeyGen_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[5];

} ECDH_KeyGen_COMMAND_DESCRIPTOR_t;
ECDH_KeyGen_COMMAND_DESCRIPTOR_t _ECDH_KeyGenData = {

/* entry */ &TPM2_ECDH_KeyGen,

/* inSize */ (UINT16) (sizeof(ECDH_KeyGen_1In)),

/* outSize */ (UINT16) (sizeof(ECDH_KeyGen_0Out)),

/* offsetOfTypes */  offsetof(ECDH_KeyGen_ COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(ECDH_KeyGen_Out, pubPoint))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,

END_OF_LIST,
TPM2B_ECC_POINT_P_MARSHAL,
TPM2B_ECC_POINT_P_MARSHAL,
END_OF_LIST}
};
#define _ECDH_KeyGenDataAddress (& _ECDH_KeyGenData)
#else
#define _ECDH_KeyGenDataAddress 0O
#endif
#iT CC_ECDH_ZGen == YES
#include "ECDH_ZGen_fp.h"
typedef TPM_RC (ECDH_ZGen_Entry)(
ECDH_ZGen_In *in,
ECDH_ZGen_Out *out
)
typedef const struct {
ECDH_ZGen_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[5];

} ECDH_ZGen_COMMAND_DESCRIPTOR_t;
ECDH_ZGen_COMMAND_DESCRIPTOR_t _ECDH_ZGenData = {

/* entry */ &TPM2_ECDH_ZGen,

/* inSize */ (UINT16) (sizeof(ECDH_ZGen_1In)),

/* outSize */ (UINT16) (sizeof(ECDH_ZGen_Out)),

/* offsetOfTypes */ offsetof(ECDH_ZGen_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(ECDH_ZGen_In, inPoint))},

/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,

TPM2B_ECC_POINT_P_UNMARSHAL,
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}:

END_OF_LIST,
TPM2B_ECC_POINT_P_MARSHAL,
END_OF_LIST}

#define _ECDH_ZGenDataAddress (&_ECDH_ZGenData)
#else
#define _ECDH_ZGenDataAddress O
#endif

#if CC_ECC_Parameters
#include "ECC_Parameters_fp.h"

typedef TPM_RC (ECC_Parameters_Entry)(

):

typedef const struct {

ECC_Parameters_1In

== YES

*in,

ECC_Parameters_Out *out

ECC_Parameters_Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[4];

} ECC_Parameters_COMMAND_DESCRIPTOR_t;
ECC_Parameters_COMMAND_DESCRIPTOR_t _ECC_ParametersData = {

/* entry */ &TPM2_ECC_Parameters,

/* inSize */ (UINT16) (sizeof(ECC_Parameters_In)),

/* outSize */ (UINT16) (sizeof(ECC_Parameters_Out)),

/* offsetOfTypes */ offsetof(ECC_Parameters_COMMAND_DESCRIPTOR_t, types),

/* offsets */ // No parameter offsets

/* types */ {TPMI1_ECC_CURVE_P_UNMARSHAL,
END_OF_LIST,
TPMS_ALGORITHM_DETAIL_ECC_P_MARSHAL,
END_OF_LIST}

}:

#define _ECC_ParametersDataAddress (& _ECC_ParametersData)

#else

#define _ECC_ParametersDataAddress 0

#endif

#if CC_ZGen_2Phase ==
#include '"ZGen_2Phase_fp.h"

typedef TPM_RC (ZGen_2Phase_Entry)(
ZGen_2Phase_In *in,
ZGen_2Phase_Out *out

):

typedef const struct {

ZGen_2Phase_Entry
UINT16

UINT16

UINT16

UINT16

BYTE

YES

*entry;

inSize;

outSize;
offsetOfTypes;
paramOffsets[5];

types[9];

} ZGen_2Phase COMMAND_DESCRIPTOR_t;
ZGen_2Phase_COMMAND_DESCRIPTOR_t _ZGen_2PhaseData = {

/*
/*
/*
/*
/*

/*

entry */
inSize */
outSize */
offsetOfTypes */
offsets */

types */

Family “2.0"

Level 00 Revision 01.38

&TPM2_ZGen_2Phase,
(UINT16) (sizeof(ZGen_2Phase_1In)),
(UINT16) (sizeof(ZGen_2Phase_0Out)),

offsetof(ZGen_2Phase_COMMAND_DESCRIPTOR_t, types),

{(UINT16) (offsetof(ZGen_2Phase_In, inQsB)),
(UINT16) (offsetof(ZGen_2Phase_In, inQeB)),
(UINT16) (offsetof(ZGen_2Phase_In, inScheme)),
(UINT16) (offsetof(ZGen_2Phase_In, counter)),
(UINT16) (offsetof(ZGen_2Phase_Out, outz2))},

{TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_ECC_POINT_P_UNMARSHAL,
TPM2B_ECC_POINT_P_UNMARSHAL,
TPMI_ECC_KEY_EXCHANGE_P_UNMARSHAL ,
UINT16_P_UNMARSHAL,

END_OF_LIST,
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TPM2B_ECC_POINT_P_MARSHAL,
TPM2B_ECC_POINT_P_MARSHAL,
END_OF_LIST}
}:
#define _ZGen_2PhaseDataAddress (& _ZGen_2PhaseData)
#else
#define _ZGen_2PhaseDataAddress 0
#endif
#iT CC_EncryptDecrypt == YES
#include "EncryptDecrypt_fp.h"
typedef TPM_RC (EncryptDecrypt_Entry)(
EncryptDecrypt_In *in,
EncryptDecrypt_Out *out
)
typedef const struct {
EncryptDecrypt_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[5];
BYTE types[9];

} EncryptDecrypt_COMMAND_DESCRIPTOR_t;
EncryptDecrypt_COMMAND_DESCRIPTOR_t _EncryptDecryptData = {

/* entry */ &TPM2_EncryptDecrypt,

/* inSize */ (UINT16) (sizeof(EncryptDecrypt_In)),

/> outSize */ (UINT16) (sizeof(EncryptDecrypt_Out)),

/* offsetOfTypes */  offsetof(EncryptDecrypt COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(EncryptDecrypt_In, decrypt)),

(UINT16) (offsetof(EncryptDecrypt_In, mode)),

(UINT16) (offsetof(EncryptDecrypt_In, ivin)),

(UINT16) (offsetof(EncryptDecrypt _In, inData)),

(UINT16) (offsetof(EncryptDecrypt_Out, ivOut))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,

TPMI_YES_NO_P_UNMARSHAL,

TPMI_ALG_SYM_MODE_P_UNMARSHAL + ADD_FLAG,

TPM2B_I1V_P_UNMARSHAL,

TPM2B_MAX_BUFFER_P_UNMARSHAL ,

END_OF_LIST,

TPM2B_MAX_BUFFER_P_MARSHAL,

TPM2B_IV_P_MARSHAL,

END_OF_LIST}

#define _EncryptDecryptDataAddress (&_EncryptDecryptData)

#else

#define _EncryptDecryptDataAddress 0O

#endif

#i1T CC_EncryptDecrypt2 == YES

#include "EncryptDecrypt2_fp.h"

typedef TPM_RC (EncryptDecrypt2_Entry)(
EncryptDecrypt2_In *in,
EncryptDecrypt2_Out *out

)

typedef const struct {
EncryptDecrypt2_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[5];
BYTE types[9];

} EncryptDecrypt2_COMMAND_DESCRIPTOR_t;
EncryptDecrypt2_COMMAND_DESCRIPTOR_t _EncryptDecrypt2Data = {

/* entry */ &TPM2_EncryptDecrypt2,

/* inSize */ (UINT16) (sizeof(EncryptDecrypt2_In)),

/* outSize */ (UINT16) (sizeof(EncryptDecrypt2_Out)),

/* offsetOfTypes */ offsetof(EncryptDecrypt2_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(EncryptDecrypt2_In, inData)),
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(UINT16) (offsetof(EncryptDecrypt2_In, decrypt)),
(UINT16) (offsetof(EncryptDecrypt2_In, mode)),
(UINT16) (offsetof(EncryptDecrypt2_In, ivin)),
(UINT16) (offsetof(EncryptDecrypt2_Out, ivOut))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_MAX_BUFFER_P_UNMARSHAL ,
TPMI_YES_NO_P_UNMARSHAL ,
TPMI_ALG_SYM_MODE_P_UNMARSHAL + ADD_FLAG,
TPM2B_1V_P_UNMARSHAL,
END_OF_LIST,
TPM2B_MAX_BUFFER_P_MARSHAL ,
TPM2B_I1V_P_MARSHAL,
END_OF_LIST}
}:
#define _EncryptDecrypt2DataAddress (& _EncryptDecrypt2Data)
#else
#define _EncryptDecrypt2DataAddress 0O
#endif
#if CC_Hash == YES
#include "Hash_fp.h"
typedef TPM_RC (Hash_Entry)(
Hash_In *in,
Hash_Out *out
):
typedef const struct {
Hash_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[7];

} Hash_COMMAND_DESCRIPTOR_t;
Hash_COMMAND_DESCRIPTOR_t _HashData = {

/* entry */ &TPM2_Hash,

/* inSize */ (UINT16) (sizeof(Hash_In)),

/* outSize */ (UINT16) (sizeof(Hash_Out)),

/* offsetOfTypes */  offsetof(Hash_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(Hash_In, hashAlg)),

(UINT16) (offsetof(Hash_In, hierarchy)),
(UINT16) (offsetof(Hash_Out, validation))},
/* types */ {TPM2B_MAX_BUFFER_P_UNMARSHAL,
TPMI_ALG_HASH_P_UNMARSHAL,
TPMI_RH_HIERARCHY_P_UNMARSHAL + ADD_FLAG,
END_OF_LIST,
TPM2B_DIGEST_P_MARSHAL,
TPMT_TK_HASHCHECK_P_MARSHAL,
END_OF_LIST}
};
#define _HashDataAddress (& HashData)
#else
#define HashDataAddress 0O
#endif
#iT CC_HMAC == YES
#include "HMAC_fp.h"
typedef TPM_RC (HMAC_Entry)(
HMAC_In *in,
HMAC_ Out *out
)
typedef const struct {
HMAC_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[6];

3 HMAC_COMMAND_DESCRIPTOR_t;
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1169  HMAC_COMMAND_DESCRIPTOR_t _HMACData = {

1170 /* entry */ &TPM2_HMAC,

1171 /* inSize */ (UINT16) (sizeof(HMAC_In)),

1172 /* outSize */ (UINT16) (sizeof(HMAC_Out)),

1173 /* offsetOfTypes */  offsetof(HMAC_COMMAND_DESCRIPTOR_t, types),
1174 /* offsets */ {(UINT16) (offsetof(HMAC_In, buffer)),
1175 (UINT16) (offsetof(HMAC_In, hashAlg))},
1176 /* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,

1177 TPM2B_MAX_BUFFER_P_UNMARSHAL,

1178 TPMI_ALG_HASH_P_UNMARSHAL + ADD_FLAG,
1179 END_OF LIST,

1180 TPM2B_DIGEST_P_MARSHAL,

1181 END_OF_LIST}

1182 };

1183 #define _HMACDataAddress (& HMACData)
1184 #else

1185 #define HMACDataAddress O

1186 #endif

1187 #iT CC_GetRandom == YES

1188 #include '"GetRandom_fp.h"

1189 typedef TPM_RC (GetRandom_Entry) (

1190 GetRandom_In *in,

1191 GetRandom_Out *out

1192 D)

1193 typedef const struct {

1194 GetRandom_Entry *entry;

1195 UINT16 inSize;

1196 UINT16 outSize;

1197 UINT16 offsetOfTypes;
1198 BYTE types[4];

1199 } GetRandom COMMAND_DESCRIPTOR_t;
1200 GetRandom_COMMAND_DESCRIPTOR_t _GetRandomData = {

1201 /* entry */ &TPM2_GetRandom,

1202 /* inSize */ (UINT16) (sizeof(GetRandom_In)),

1203 /* outSize */ (UINT16) (sizeof(GetRandom_Out)),

1204 /* offsetOfTypes */  offsetof(GetRandom_COMMAND_DESCRIPTOR_t, types),
1205 /* offsets */ // No parameter offsets

1206 /* types */ {UINT16_P_UNMARSHAL,

1207 END_OF_LIST,

1208 TPM2B_DIGEST_P_MARSHAL,

1209 END_OF_LIST}

1210 };

1211 #define _GetRandomDataAddress (&_GetRandomData)
1212 #else

1213 #define _GetRandomDataAddress 0

1214 #endif

1215 #iFf CC_StirRandom == YES

1216 #include 'StirRandom_fp.h"

1217 typedef TPM_RC (StirRandom_Entry)(

1218 StirRandom_In *in

1219 );

1220 typedef const struct {

1221 StirRandom_Entry *entry;

1222 UINT16 inSize;

1223 UINT16 outSize;

1224 UINT16 offsetOfTypes;
1225 BYTE types[3];

1226 } StirRandom_COMMAND_DESCRIPTOR_t;
1227 StirRandom_COMMAND_DESCRIPTOR_t _StirRandomData = {

1228 /* entry */ &TPM2_StirRandom,
1229 /* inSize */ (UINT16) (sizeof(StirRandom_In)),
1230 /* outSize */ 0,
1231 /* offsetOfTypes */ offsetof(StirRandom_COMMAND_DESCRIPTOR_t, types),
1232 /* offsets */ // No parameter offsets
1233 /* types */ {TPM2B_SENSITIVE_DATA_P_UNMARSHAL,
1234 END_OF_LIST,
Family “2.0" TCG Published Page 44

Level 00 Revision 01.38 Copyright © TCG 2006-2016 September 29, 2016



1235
1236
1237
1238
1239
1240
1241
1242
1243
1244
1245
1246
1247
1248
1249
1250
1251
1252
1253
1254
1255
1256
1257
1258
1259
1260
1261
1262
1263
1264
1265
1266
1267
1268
1269
1270
1271
1272
1273
1274
1275
1276
1277
1278
1279
1280
1281
1282
1283
1284
1285
1286
1287
1288
1289
1290
1291
1292
1293
1294
1295
1296
1297
1298
1299
1300

Part 4: Supporting Routines Trusted Platform Module Library

END_OF_LIST}

};

#define _StirRandomDataAddress (&_StirRandomData)

#else

#define _StirRandomDataAddress 0

#endif

#if CC_HMAC_Start == YES

#include "HMAC_Start_fp.h"

typedef TPM_RC (HMAC_Start_Entry)(
HMAC_Start _In *in,
HMAC_Start_Out *out

)

typedef const struct {
HMAC_Start_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[6];

} HMAC_Start_COMMAND_DESCRIPTOR_t;
HMAC_Start_COMMAND_DESCRIPTOR_t _HMAC_StartData = {

/* entry */ &TPM2_HMAC_Start,

/* inSize */ (UINT16) (sizeof(HMAC_Start_1In)),

/> outSize */ (UINT16) (sizeof(HMAC_Start_Out)),

/* offsetOfTypes */  offsetof(HVMAC_Start_ COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(HMAC_Start_In, auth)),
(UINT16) (offsetof(HMAC_Start_In, hashAlg))},

/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,

TPM2B_DIGEST_P_UNMARSHAL,
TPMI_ALG_HASH_P_UNMARSHAL + ADD_FLAG,
END_OF_LIST,
UINT32_H_MARSHAL,
END_OF_LIST}
}:
#define _HMAC_StartDataAddress (& HMAC_StartData)
#else
#define _HMAC_StartDataAddress 0
#endif
#if CC_HashSequenceStart == YES
#include '""HashSequenceStart_fp.h"
typedef TPM_RC (HashSequenceStart_Entry)(
HashSequenceStart_In *in,
HashSequenceStart_Out *out
)
typedef const struct {
HashSequenceStart_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[5];

} HashSequenceStart_COMMAND_DESCRIPTOR_t;
HashSequenceStart_COMMAND_DESCRIPTOR_t _HashSequenceStartData = {

/* entry */ &TPM2_HashSequenceStart,

/* inSize */ (UINT16) (sizeof(HashSequenceStart_In)),

/* outSize */ (UINT16) (sizeof(HashSequenceStart_Out)),

/* offsetOfTypes */  offsetof(HashSequenceStart_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(HashSequenceStart_In, hashAlg))},

/* types */ {TPM2B_DIGEST_P_UNMARSHAL,

TPMI_ALG_HASH_P_UNMARSHAL + ADD_FLAG,
END_OF LIST,
UINT32_H_MARSHAL,
END_OF_LIST}
}:
#define _HashSequenceStartDataAddress (& HashSequenceStartData)
#else
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#define _HashSequenceStartDataAddress 0

#endif

#if CC_SequenceUpdate == YES

#include "SequenceUpdate_fp._h"

typedef TPM_RC (SequenceUpdate_ Entry)(
SequenceUpdate_In *in

)

typedef const struct {
SequenceUpdate_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} SequenceUpdate_COMMAND_DESCRIPTOR_t;
SequenceUpdate_COMMAND_DESCRIPTOR_t _SequenceUpdateData = {

/* entry */ &TPM2_SequenceUpdate,

/* inSize */ (UINT16) (sizeof(SequenceUpdate_In)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(SequenceUpdate_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(SequenceUpdate_In, buffer))},

/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,

TPM2B_MAX_BUFFER_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}
}:
#define _SequenceUpdateDataAddress (&_SequenceUpdateData)
#else
#define _SequenceUpdateDataAddress O
#endif
#if CC_SequenceComplete == YES
#include "SequenceComplete_fp.h"
typedef TPM_RC (SequenceComplete_Entry)(
SequenceComplete_In *in,
SequenceComplete_Out *out

):

typedef const struct {
SequenceComplete_Entry *entry;
UINT16 inSize;
UINT16 outSize;
UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[7];

} SequenceComplete_COMMAND_DESCRIPTOR_t;
SequenceComplete_COMMAND_DESCRIPTOR_t _SequenceCompleteData = {

/* entry */ &TPM2_SequenceComplete,

/* inSize */ (UINT16) (sizeof(SequenceComplete_1In)),

/* outSize */ (UINT16) (sizeof(SequenceComplete_Out)),

/* offsetOfTypes */  offsetof(SequenceComplete_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(SequenceComplete_In, buffer)),

(UINT16) (offsetof(SequenceComplete_In, hierarchy)),
(UINT16) (offsetof(SequenceComplete_Out, validation))},

/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_MAX_BUFFER_P_UNMARSHAL ,
TPMI_RH_HIERARCHY_P_UNMARSHAL + ADD_FLAG,
END_OF_LIST,
TPM2B_DIGEST_P_MARSHAL,
TPMT_TK_HASHCHECK_P_MARSHAL ,
END_OF_LIST}

}:

#define _SequenceCompleteDataAddress (&_SequenceCompleteData)

#else

#define _SequenceCompleteDataAddress 0O

#endif

#iT CC_EventSequenceComplete == YES

#include "EventSequenceComplete_fp.h"
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typedef TPM_RC (EventSequenceComplete Entry)(
EventSequenceComplete_In *in,
EventSequenceComplete_Out *out

):

typedef const struct {
EventSequenceComplete_Entry *entry;
UINT16 inSize;
UINT16 outSize;
UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[6];

} EventSequenceComplete_COMMAND_DESCRIPTOR_t;
EventSequenceComplete_COMMAND_DESCRIPTOR_t _EventSequenceCompleteData = {

/* entry */ &TPM2_EventSequenceComplete,

/* inSize */ (UINT16) (sizeof(EventSequenceComplete_In)),

/> outSize */ (UINT16) (sizeof(EventSequenceComplete_Out)),

/* offsetOfTypes */  offsetof(EventSequenceComplete COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(EventSequenceComplete_In, sequenceHandle)),
(UINT16) (offsetof(EventSequenceComplete_In, buffer))},

/* types */ {TPMI_DH_PCR_H_UNMARSHAL + ADD_FLAG,

TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_MAX_BUFFER_P_UNMARSHAL ,
END_OF_LIST,
TPML_DIGEST_VALUES_P_MARSHAL,
END_OF_LIST}
}:
#define _EventSequenceCompleteDataAddress (&_EventSequenceCompleteData)
#else
#define _EventSequenceCompleteDataAddress 0
#endif
#if CC_Certify == YES
#include "Certify_fp.h"
typedef TPM_RC (Certify_Entry)(
Certify_In *in,
Certify_Out *out
):
typedef const struct {
Certify_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[4];
BYTE types[8];

} Certify COMMAND_DESCRIPTOR_t;
Certify COMMAND DESCRIPTOR_t CertifyData = {

/* entry */ &TPM2_Certify,

/* inSize */ (UINT16) (sizeof(Certify_In)),

/* outSize */ (UINT16) (sizeof(Certify_Out)),

/* offsetOfTypes */  offsetof(Certify_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(Certify_In, signHandle)),

(UINT16) (offsetof(Certify_In, qualifyingData)),
(UINT16) (offsetof(Certify_In, inScheme)),
(UINT16) (offsetof(Certify_Out, signature))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,
TPMI_DH_OBJECT_H_UNMARSHAL + ADD_FLAG,
TPM2B_DATA_P_UNMARSHAL,
TPMT_SIG_SCHEME_P_UNMARSHAL + ADD_FLAG,
END_OF_LIST,
TPM2B_ATTEST_P_MARSHAL,
TPMT_SIGNATURE_P_MARSHAL ,
END_OF_LIST}

}:

#define _CertifyDataAddress (& _CertifyData)

#else

#define _CertifyDataAddress 0O

#endif
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#if CC_CertifyCreation == YES

#include "CertifyCreation_fp._h"

typedef TPM_RC (CertifyCreation_Entry)(
CertifyCreation_In *in,
CertifyCreation_Out *out

):

typedef const struct {
CertifyCreation_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[6];
BYTE types[10];

} CertifyCreation_COMMAND_DESCRIPTOR_t;
CertifyCreation_COMMAND_DESCRIPTOR_t _CertifyCreationData = {

/* entry */ &TPM2_CertifyCreation,

/* inSize */ (UINT16) (sizeof(CertifyCreation_In)),

/> outSize */ (UINT16) (sizeof(CertifyCreation_Out)),

/* offsetOfTypes */  offsetof(CertifyCreation_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(CertifyCreation_In, objectHandle)),

(UINT16) (offsetof(CertifyCreation_In, qualifyingData)),
(UINT16) (offsetof(CertifyCreation_In, creationHash)),
(UINT16) (offsetof(CertifyCreation_In, inScheme)),
(UINT16) (offsetof(CertifyCreation_In, creationTicket)),
(UINT16) (offsetof(CertifyCreation_Out, signature))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL + ADD_FLAG,
TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_DATA_P_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL,
TPMT_SIG_SCHEME_P_UNMARSHAL + ADD_FLAG,
TPMT_TK_CREATION_P_UNMARSHAL ,
END_OF_LIST,
TPM2B_ATTEST_P_MARSHAL,
TPMT_SIGNATURE_P_MARSHAL,
END_OF_LIST}
}:
#define _CertifyCreationDataAddress (& CertifyCreationData)
#else
#define _CertifyCreationDataAddress 0
#endif
#if CC_Quote == YES
#include "Quote_fp.h"
typedef TPM_RC (Quote_Entry)(
Quote_In *in,
Quote Out *out
)
typedef const struct {
Quote_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[4];
BYTE types[8];

} Quote_COMMAND_DESCRIPTOR_t;
Quote_COMMAND_DESCRIPTOR_t _QuoteData = {

/* entry */ &TPM2_Quote,

/* inSize */ (UINT16) (sizeof(Quote_1In)),

/* outSize */ (UINT16) (sizeof(Quote_Out)),

/* offsetOfTypes */ offsetof(Quote_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(Quote_In, qualifyingData)),

(UINT16) (offsetof(Quote_In, inScheme)),
(UINT16) (offsetof(Quote_In, PCRselect)),
(UINT16) (offsetof(Quote_Out, signature))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL + ADD_FLAG,
TPM2B_DATA_P_UNMARSHAL,
TPMT_SIG_SCHEME_P_UNMARSHAL + ADD_FLAG,
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TPML_PCR_SELECTION_P_UNMARSHAL,
END_OF_LIST,
TPM2B_ATTEST_P_MARSHAL,
TPMT_SIGNATURE_P_MARSHAL,
END_OF_LIST}
}:
#define _QuoteDataAddress (&_QuoteData)
#else
#define _QuoteDataAddress 0O
#endif
#iT CC_GetSessionAuditDigest == YES
#include "GetSessionAuditDigest fp.h"
typedef TPM_RC (GetSessionAuditDigest _Entry)(
GetSessionAuditDigest_In *in,
GetSessionAuditDigest Out *out
)
typedef const struct {
GetSessionAuditDigest_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[5];
BYTE types[9];

} GetSessionAuditDigest_COMMAND_DESCRIPTOR_t;
GetSessionAuditDigest COMMAND_DESCRIPTOR_t _GetSessionAuditDigestData = {

/* entry */ &TPM2_GetSessionAuditDigest,

/* inSize */ (UINT16) (sizeof(GetSessionAuditDigest_In)),

/> outSize */ (UINT16) (sizeof(GetSessionAuditDigest_Out)),

/* offsetOfTypes */  offsetof(GetSessionAuditDigest COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(GetSessionAuditDigest_In, signHandle)),

(UINT16) (offsetof(GetSessionAuditDigest In, sessionHandle)),
(UINT16) (offsetof(GetSessionAuditDigest_In, qualifyingData)),
(UINT16) (offsetof(GetSessionAuditDigest_In, inScheme)),
(UINT16) (offsetof(GetSessionAuditDigest Out, signature))},
/* types */ {TPMI_RH_ENDORSEMENT_H_UNMARSHAL,
TPMI_DH_OBJECT_H_UNMARSHAL + ADD_FLAG,
TPMI_SH_HMAC_H_UNMARSHAL,
TPM2B_DATA_P_UNMARSHAL,
TPMT_SIG_SCHEME_P_UNMARSHAL + ADD_FLAG,
END_OF_LIST,
TPM2B_ATTEST_P_MARSHAL,
TPMT_SIGNATURE_P_MARSHAL,
END_OF_LIST}
};
#define _GetSessionAuditDigestDataAddress (& _GetSessionAuditDigestData)
#else
#define _GetSessionAuditDigestDataAddress 0O
#endif
#i1T CC_GetCommandAuditDigest == YES
#include '""GetCommandAuditDigest fp.h"
typedef TPM_RC (GetCommandAuditDigest Entry)(
GetCommandAuditDigest_In *in,
GetCommandAuditDigest Out *out
)
typedef const struct {
GetCommandAuditDigest_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[4];
BYTE types[8];

} GetCommandAuditDigest_COMMAND_DESCRIPTOR_t;
GetCommandAuditDigest COMMAND_DESCRIPTOR_t _GetCommandAuditDigestData = {

/* entry */ &TPM2_GetCommandAuditDigest,

/* inSize */ (UINT16) (sizeof(GetCommandAuditDigest_In)),

/* outSize */ (UINT16) (sizeof(GetCommandAuditDigest_Out)),
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/* offsetOfTypes */  offsetof(GetCommandAuditDigest COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(GetCommandAuditDigest_In, signHandle)),
(UINT16) (offsetof(GetCommandAuditDigest_In, qualifyingData)),
(UINT16) (offsetof(GetCommandAuditDigest_In, inScheme)),
(UINT16) (offsetof(GetCommandAuditDigest Out, signature))},
/* types */ {TPMI_RH_ENDORSEMENT_H_UNMARSHAL,
TPMI_DH_OBJECT_H_UNMARSHAL + ADD_FLAG,
TPM2B_DATA_P_UNMARSHAL,
TPMT_SIG_SCHEME_P_UNMARSHAL + ADD_FLAG,
END_OF_LIST,
TPM2B_ATTEST_P_MARSHAL,
TPMT_SIGNATURE_P_MARSHAL ,
END_OF_LIST}
}:
#define _GetCommandAuditDigestDataAddress (& _GetCommandAuditDigestData)
#else
#define _GetCommandAuditDigestDataAddress 0O
#endif

#if CC_GetTime == YES
#include "GetTime_fp.h"
typedef TPM_RC (GetTime_Entry)(

):

GetTime_In *in,

GetTime_Out *out

typedef const struct {

GetTime_Entry
UINT16

UINT16

UINT16

UINT16

BYTE

*entry;

inSize;

outSize;
offsetOfTypes;
paramOffsets[4];
types[8];

} GetTime_COMMAND_DESCRIPTOR_t;
GetTime_COMMAND_DESCRIPTOR_t _GetTimeData = {

/* entry */ &TPM2_GetTime,

/* inSize */ (UINT16) (sizeof(GetTime_In)),

/* outSize */ (UINT16) (sizeof(GetTime_Out)),

/* offsetOfTypes */  offsetof(GetTime_COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(GetTime_In, signHandle)),
(UINT16) (offsetof(GetTime_In, qualifyingData)),
(UINT16) (offsetof(GetTime_In, inScheme)),
(UINT16) (offsetof(GetTime_Out, signature))},

/* types */ {TPMI_RH_ENDORSEMENT_H_UNMARSHAL,
TPMI_DH_OBJECT_H_UNMARSHAL + ADD_FLAG,
TPM2B_DATA_P_UNMARSHAL ,
TPMT_SIG_SCHEME_P_UNMARSHAL + ADD_FLAG,
END_OF_LIST,
TPM2B_ATTEST_P_MARSHAL,
TPMT_SIGNATURE_P_MARSHAL ,
END_OF_LIST}

};

#define _GetTimeDataAddress (& _GetTimeData)

#else

#define _GetTimeDataAddress 0O

#endif

#iF CC_Commit == YES

#include "Commit_fp.h"
typedef TPM_RC (Commit_Entry)(

):

Commit_In *in,
Commit_Out *out

typedef const struct {

Commit_Entry
UINT16
UINT16
UINT16
UINT16
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BYTE types[10];
} Commit_COMMAND_DESCRIPTOR_t;
Commit_COMMAND_DESCRIPTOR_t _CommitData = {

/* entry */ &TPM2_Commit,

/* inSize */ (UINT16) (sizeof(Commit_In)),

/* outSize */ (UINT16) (sizeof(Commit_Out)),

/* offsetOfTypes */ offsetof(Commit_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(Commit_In, P1)),

(UINT16) (offsetof(Commit_In, s2)),
(UINT16) (offsetof(Commit_In, y2)),
(UINT16) (offsetof(Commit_Out, L)),
(UINT16) (offsetof(Commit_Out, E)),
(UINT16) (offsetof(Commit_Out, counter))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_ECC_POINT_P_UNMARSHAL,
TPM2B_SENSITIVE_DATA_P_UNMARSHAL,
TPM2B_ECC_PARAMETER_P_UNMARSHAL ,
END_OF_LIST,
TPM2B_ECC_POINT_P_MARSHAL,
TPM2B_ECC_POINT_P_MARSHAL,
TPM2B_ECC_POINT_P_MARSHAL,
UINT16_P_MARSHAL,
END_OF_LIST}
}:
#define _CommitDataAddress (&_CommitData)
#else
#define _CommitDataAddress 0
#endif
#iT CC_EC_Ephemeral == YES
#include "EC_Ephemeral_fp.h"
typedef TPM_RC (EC_Ephemeral_Entry)(
EC_Ephemeral_In *in,
EC_Ephemeral_Out *out
):
typedef const struct {
EC_Ephemeral_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[5];

} EC_Ephemeral _COMMAND_DESCRIPTOR_t;
EC_Ephemeral _COMMAND_DESCRIPTOR_t _EC EphemeralData = {

/* entry */ &TPM2_EC_Ephemeral,

/* inSize */ (UINT16) (sizeof(EC_Ephemeral_In)),

/* outSize */ (UINT16) (sizeof(EC_Ephemeral_Out)),

/* offsetOfTypes */ offsetof(EC_Ephemeral _COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(EC_Ephemeral_Out, counter))},
/* types */ {TPMI_ECC_CURVE_P_UNMARSHAL,

END_OF LIST,
TPM2B_ECC_POINT_P_MARSHAL,
UINT16_P_MARSHAL,
END_OF_LIST}
}:
#define _EC_EphemeralDataAddress (& _EC_EphemeralData)
#else
#define _EC_EphemeralDataAddress 0O
#endif
#i1f CC_VerifySignature == YES
#include "VerifySignature_fp.h"
typedef TPM_RC (VerifySignature_Entry)(
VerifySignature_In *in,
VerifySignature_Out *out
):
typedef const struct {
VerifySignature_Entry *entry;
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UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[6];

} VerifySignature_COMMAND_DESCRIPTOR_t;
VerifySignature_COMMAND_DESCRIPTOR_t _VerifySignatureData = {

/* entry */ &TPM2_VerifySignature,

/* inSize */ (UINT16) (sizeof(VerifySignature_In)),

/* outSize */ (UINT16) (sizeof(VerifySignature_Out)),

/* offsetOfTypes */ offsetof(VerifySignature_COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(VerifySignature_In, digest)),
(UINT16) (offsetof(VerifySignature_ln, signature))},

/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,

TPM2B_DIGEST_P_UNMARSHAL,
TPMT_SIGNATURE_P_UNMARSHAL,
END_OF_LIST,
TPMT_TK_VERIFIED_P_MARSHAL,
END_OF_LIST}
}:
#define _VerifySignatureDataAddress (& VerifySignatureData)
#else
#define _VerifySignatureDataAddress O
#endif
#if CC_Sign == YES
#include "'Sign_fp.h"
typedef TPM_RC (Sign_Entry)(
Sign_In *in,
Sign_Out *out
)
typedef const struct {
Sign_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[7];

} Sign_COMMAND_DESCRIPTOR_t;
Sign_COMMAND_DESCRIPTOR_t _SignData = {

/* entry */ &TPM2_Sign,

/* inSize */ (UINT16) (sizeof(Sign_In)),

/* outSize */ (UINT16) (sizeof(Sign_Out)),

/* offsetOfTypes */  offsetof(Sign_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(Sign_In, digest)),

(UINT16) (offsetof(Sign_In, inScheme)),
(UINT16) (offsetof(Sign_In, validation))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL,
TPMT_SIG_SCHEME_P_UNMARSHAL + ADD_FLAG,
TPMT_TK_HASHCHECK_P_UNMARSHAL ,
END_OF_LIST,
TPMT_SIGNATURE_P_MARSHAL ,
END_OF_LIST}
}:
#define _SignDataAddress (& _SignData)
#else
#define _SignDataAddress O
#endif
#i1T CC_SetCommandCodeAuditStatus == YES
#include 'SetCommandCodeAuditStatus_fp.h"
typedef TPM_RC (SetCommandCodeAuditStatus Entry)(
SetCommandCodeAuditStatus_In *in
):
typedef const struct {
SetCommandCodeAuditStatus_Entry *entry;
UINT16 inSize;
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UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[6];

} SetCommandCodeAuditStatus_COMMAND_DESCRIPTOR_t;

Trusted Platform Module Library

SetCommandCodeAuditStatus_COMMAND_DESCRIPTOR_t _SetCommandCodeAuditStatusData = {

/* entry */ &TPM2_SetCommandCodeAuditStatus,

/* inSize */ (UINT16) (sizeof(SetCommandCodeAuditStatus_In)),

/* outSize */

/* offsetOfTypes */ offsetof(SetCommandCodeAuditStatus_COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(SetCommandCodeAuditStatus_In, auditAlg)),
(UINT16) (offsetof(SetCommandCodeAuditStatus_In, setList)),
(UINT16) (offsetof(SetCommandCodeAuditStatus_In, clearList))},

/* types */ {TPMI_RH_PROVISION_H_UNMARSHAL,

TPMI_ALG_HASH_P_UNMARSHAL + ADD_FLAG,

TPML_CC_P_UNMARSHAL,
TPML_CC_P_UNMARSHAL,
END_OF LIST,
END_OF LIST}

}:

#define _SetCommandCodeAuditStatusDataAddress (&_SetCommandCodeAuditStatusData)

#else

#define _SetCommandCodeAuditStatusDataAddress 0

#endif

#iT CC_PCR_Extend == YES

#include "PCR_Extend_fp.h"

typedef TPM_RC (PCR_Extend_Entry)(
PCR_Extend_In *in

)

typedef const struct {
PCR_Extend_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} PCR_Extend_COMMAND_DESCRIPTOR_t;
PCR_Extend_COMMAND_DESCRIPTOR_t PCR_ExtendData = {

/* entry */ &TPM2_PCR_Extend,
/* inSize */ (UINT16) (sizeof(PCR_Extend_In)),
/* outSize */ 0

/* offsetOfTypes */

o%fsetof(PCR_Extend_COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(PCR_Extend_In, digests))},
/* types */ {TPMI_DH_PCR_H_UNMARSHAL + ADD_FLAG,
TPML_DIGEST_VALUES_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}
}:

#define _PCR_ExtendDataAddress (&_PCR_ExtendData)

#else

#define PCR_ExtendDataAddress O

#endif

#i1f CC_PCR_Event == YES

#include "PCR_Event_fp.h"

typedef TPM_RC (PCR_Event_Entry)(
PCR_Event_In *in,
PCR_Event_Out *out

)

typedef const struct {
PCR_Event_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[5];

3 PCR_Event_COMMAND_DESCRIPTOR_t;
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PCR_Event_COMMAND_DESCRIPTOR_t _PCR_EventData = {

/* entry */ &TPM2_PCR_Event,

/* inSize */ (UINT16) (sizeof(PCR_Event_1In)),

/* outSize */ (UINT16) (sizeof(PCR_Event_Out)),

/* offsetOfTypes */  offsetof(PCR_Event_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(PCR_Event_In, eventData))},
/* types */ {TPMI_DH_PCR_H_UNMARSHAL + ADD_FLAG,

TPM2B_EVENT_P_UNMARSHAL,
END_OF_LIST,
TPML_DIGEST_VALUES_P_MARSHAL,
END_OF_LIST}
}:
#define _PCR_EventDataAddress (&_PCR_EventData)
#else
#define _PCR_EventDataAddress 0
#endif
#iT CC_PCR_Read == YES
#include "PCR_Read_fp.h"
typedef TPM_RC (PCR_Read_Entry)(
PCR_Read_In *in,
PCR_Read_Out *out
):
typedef const struct {
PCR_Read_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[6];

} PCR_Read_COMMAND_DESCRIPTOR_t;
PCR_Read_COMMAND_DESCRIPTOR_t _PCR_ReadData = {

/* entry */ &TPM2_PCR_Read,

/* inSize */ (UINT16) (sizeof(PCR_Read_1In)),

/* outSize */ (UINT16) (sizeof(PCR_Read_0Out)),

/* offsetOfTypes */  offsetof(PCR_Read COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(PCR_Read_Out, pcrSelectionOut)),
(UINT16) (offsetof(PCR_Read_Out, pcrValues))},

/* types */ {TPML_PCR_SELECTION_P_UNMARSHAL,

END_OF_LIST,
UINT32_P_MARSHAL,
TPML_PCR_SELECTION_P_MARSHAL,
TPML_DIGEST_P_MARSHAL,
END_OF_LIST}
};
#define _PCR_ReadDataAddress (& PCR_ReadData)
#else
#define PCR_ReadDataAddress O
#endif
#iF CC_PCR_Allocate == YES
#include "PCR_Allocate_fp.h"
typedef TPM_RC (PCR_Allocate_Entry)(
PCR_Allocate_In *in,
PCR_Allocate Out *out
)
typedef const struct {
PCR_Allocate_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[4];
BYTE types[8];

} PCR_Allocate COMMAND_DESCRIPTOR _t;
PCR_Allocate_COMMAND_DESCRIPTOR_t _PCR_AllocateData = {

/* entry */ &TPM2_PCR_Allocate,

/* inSize */ (UINT16) (sizeof(PCR_Allocate_In)),
/* outSize */ (UINT16) (sizeof(PCR_Allocate_Out)),
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/* offsetOfTypes */  offsetof(PCR_Allocate COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(PCR_Allocate_In, pcrAllocation)),
(UINT16) (offsetof(PCR_Allocate_Out, maxPCR)),
(UINT16) (offsetof(PCR_Allocate_Out, sizeNeeded)),
(UINT16) (offsetof(PCR_Allocate_Out, sizeAvailable))},

/* types */ {TPMI_RH_PLATFORM_H_UNMARSHAL,
TPML_PCR_SELECTION_P_UNMARSHAL,
END_OF_LIST,
UINT8_P_MARSHAL,
UINT32_P_MARSHAL,
UINT32_P_MARSHAL,
UINT32_P_MARSHAL,
END_OF_LIST}

}:

#define _PCR_AllocateDataAddress (& _PCR_AllocateData)

#else

#define _PCR_AllocateDataAddress 0O

#endif

#i1T CC_PCR_SetAuthPolicy == YES

#include "PCR_SetAuthPolicy_ fp.h"

typedef TPM_RC (PCR_SetAuthPolicy_ Entry)(

PCR_SetAuthPolicy_In *in
):

typedef const struct {
PCR_SetAuthPolicy Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[6];

} PCR_SetAuthPolicy_ COMMAND_DESCRIPTOR_t;
PCR_SetAuthPolicy COMMAND_DESCRIPTOR_t _PCR_SetAuthPolicyData = {

/* entry */ &TPM2_PCR_SetAuthPolicy,
/* inSize */ (UINT16) (sizeof(PCR_SetAuthPolicy_In)),
/* outSize */ 0

/* offsetOfTypes */  offsetof(PCR_SetAuthPolicy_ COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(PCR_SetAuthPolicy_In, authPolicy)),
(UINT16) (offsetof(PCR_SetAuthPolicy_In, hashAlQg)),
(UINT16) (offsetof(PCR_SetAuthPolicy_In, pcrNum))},

/* types */ {TPMI_RH_PLATFORM_H_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL,
TPMI_ALG_HASH_P_UNMARSHAL + ADD_FLAG,
TPMI_DH_PCR_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}

};

#define _PCR_SetAuthPolicyDataAddress (& PCR_SetAuthPolicyData)

#else

#define _PCR_SetAuthPolicyDataAddress O

#endif

#i1T CC_PCR_SetAuthValue == YES

#include '"PCR_SetAuthValue_fp.h"

typedef TPM_RC (PCR_SetAuthValue_Entry)(

PCR_SetAuthValue_In *in
):

typedef const struct {
PCR_SetAuthValue_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} PCR_SetAuthValue COMMAND_DESCRIPTOR_t;
PCR_SetAuthValue COMMAND_DESCRIPTOR_t _PCR_SetAuthValueData = {

/* entry */ &TPM2_PCR_SetAuthVvalue,
/* inSize */ (UINT16) (sizeof(PCR_SetAuthvalue_lIn)),
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/* outSize */ o,

/* offsetOfTypes */  offsetof(PCR_SetAuthValue_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(PCR_SetAuthValue_In, auth))},

/* types */ {TPMI_DH_PCR_H_UNMARSHAL,

TPM2B_DIGEST_P_UNMARSHAL,
END_OF_LIST,
END_OF LIST}

};

#define _PCR_SetAuthValueDataAddress (&_PCR_SetAuthValueData)

#else

#define _PCR_SetAuthValueDataAddress O

#endif

#if CC_PCR_Reset == YES

#include "PCR_Reset_fp.h"

typedef TPM_RC (PCR_Reset_Entry)(

PCR_Reset_In *in
)

typedef const struct {
PCR_Reset_Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[3];

} PCR_Reset_COMMAND_DESCRIPTOR_t;
PCR_Reset_COMMAND_DESCRIPTOR_t _PCR_ResetData = {

/* entry */ &TPM2_PCR_Reset,

/* inSize */ (UINT16) (sizeof(PCR_Reset_In)),

/* outSize */ o,

/* offsetOfTypes */  offsetof(PCR_Reset COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPMI_DH_PCR_H_UNMARSHAL,

END_OF_LIST,
END_OF_LIST}
}:
#define _PCR_ResetDataAddress (& _PCR_ResetData)
#else
#define _PCR_ResetDataAddress 0
#endif
#if CC_PolicySigned == YES
#include ""PolicySigned_fp.h"
typedef TPM_RC (PolicySigned_Entry)(
PolicySigned_In *in,
PolicySigned_Out *out
)
typedef const struct {
PolicySigned_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[7];
BYTE types[11];

} PolicySigned_COMMAND_DESCRIPTOR_t;
PolicySigned_COMMAND_DESCRIPTOR_t _PolicySignedData = {

/* entry */ &TPM2_PolicySigned,

/* inSize */ (UINT16) (sizeof(PolicySigned_In)),

/* outSize */ (UINT16) (sizeof(PolicySigned_Out)),

/* offsetOfTypes */  offsetof(PolicySigned COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(PolicySigned_In, policySession)),

(UINT16) (offsetof(PolicySigned_In, nonceTPM)),
(UINT16) (offsetof(PolicySigned_In, cpHashA)),
(UINT16) (offsetof(PolicySigned_In, policyRef)),
(UINT16) (offsetof(PolicySigned_In, expiration)),
(UINT16) (offsetof(PolicySigned_In, auth)),
(UINT16) (offsetof(PolicySigned_Out, policyTicket))},
/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL,
TPMI_SH_POLICY_H_UNMARSHAL,
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TPM2B_DIGEST_P_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL,
UINT32_P_UNMARSHAL,
TPMT_SIGNATURE_P_UNMARSHAL,
END_OF_LIST,
TPM2B_DIGEST_P_MARSHAL,
TPMT_TK_AUTH_P_MARSHAL,
END_OF LIST}
}:
#define _PolicySignedDataAddress (& _PolicySignedData)
#else
#define _PolicySignedDataAddress 0O
#endif
#if CC_PolicySecret == YES
#include ""PolicySecret_fp.h"
typedef TPM_RC (PolicySecret_Entry)(
PolicySecret_In *in,
PolicySecret_Out *out
)
typedef const struct {
PolicySecret_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[6];
BYTE types[10];

} PolicySecret_COMMAND_DESCRIPTOR_t;
PolicySecret_COMMAND_DESCRIPTOR_t _PolicySecretData = {

/* entry */ &TPM2_PolicySecret,

/* inSize */ (UINT16) (sizeof(PolicySecret_In)),

/* outSize */ (UINT16) (sizeof(PolicySecret_Out)),

/* offsetOfTypes */  offsetof(PolicySecret COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(PolicySecret_In, policySession)),

(UINT16) (offsetof(PolicySecret_In, nonceTPM)),
(UINT16) (offsetof(PolicySecret_In, cpHashA)),
(UINT16) (offsetof(PolicySecret_In, policyRef)),
(UINT16) (offsetof(PolicySecret_In, expiration)),

(UINT16) (offsetof(PolicySecret_Out, policyTicket))},

/* types */ {TPMI_DH_ENTITY_H_UNMARSHAL,
TPMI_SH_POLICY_H_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL ,
UINT32_P_UNMARSHAL,
END_OF_LIST,
TPM2B_DIGEST_P_MARSHAL,
TPMT_TK_AUTH_P_MARSHAL ,
END_OF_LIST}

};

#define _PolicySecretDataAddress (& _PolicySecretData)

#else

#define _PolicySecretDataAddress 0O

#endif

#if CC_PolicyTicket == YES

#include "PolicyTicket_fp.h"

typedef TPM_RC (PolicyTicket_Entry)(

PolicyTicket_In *in

)

typedef const struct {
PolicyTicket _Entry *entry;

UINT16 inSize;
UINT16 outSize;
UINT16 offsetOfTypes;
UINT16 paramOffsets[5];
BYTE types[8];
Family “2.0" TCG Published

Page 57

Level 00 Revision 01.38 Copyright © TCG 2006-2016 September 29, 2016



2093
2094
2095
2096
2097
2098
2099
2100
2101
2102
2103
2104
2105
2106
2107
2108
2109
2110
2111
2112
2113
2114
2115
2116
2117
2118
2119
2120
2121
2122
2123
2124
2125
2126
2127
2128
2129
2130
2131
2132
2133
2134
2135
2136
2137
2138
2139
2140
2141
2142
2143
2144
2145
2146
2147
2148
2149
2150
2151
2152
2153
2154
2155
2156
2157
2158

Part 4: Supporting Routines Trusted Platform Module Library

} PolicyTicket COMMAND_DESCRIPTOR_t;
PolicyTicket COMMAND_DESCRIPTOR_t _PolicyTicketData = {

/* entry */ &TPM2_PolicyTicket,

/* inSize */ (UINT16) (sizeof(PolicyTicket_In)),

/* outSize */ 0,

/* offsetOfTypes */  offsetof(PolicyTicket COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(PolicyTicket_In, timeout)),

(UINT16) (offsetof(PolicyTicket_In, cpHashA)),
(UINT16) (offsetof(PolicyTicket_In, policyRef)),
(UINT16) (offsetof(PolicyTicket_In, authName)),
(UINT16) (offsetof(PolicyTicket_In, ticket))},

/* types */ {TPMI_SH_POLICY_H_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL,
TPM2B_NAME_P_UNMARSHAL,
TPMT_TK_AUTH_P_UNMARSHAL ,
END_OF_LIST,
END_OF_LIST}

}:

#define _PolicyTicketDataAddress (& PolicyTicketData)

#else

#define _PolicyTicketDataAddress 0O

#endif

#if CC_PolicyOR == YES

#include "PolicyOR_fp.h"

typedef TPM_RC (PolicyOR_Entry)(

PolicyOR_In *in
):

typedef const struct {
PolicyOR_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} PolicyOR_COMMAND_DESCRIPTOR_t;
PolicyOR_COMMAND DESCRIPTOR t _PolicyORData = {

/* entry */ &TPM2_PolicyOR,

/* inSize */ (UINT16) (sizeof(PolicyOR_1In)),

/* outSize */ 0,

/* offsetOfTypes */  offsetof(PolicyOR_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(PolicyOR_In, pHashList))},
/* types */ {TPMI_SH_POLICY_H_UNMARSHAL,

TPML_DIGEST_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}

}:

#define _PolicyORDataAddress (& PolicyORData)

#else

#define _PolicyORDataAddress O

#endif

#if CC_PolicyPCR == YES

#include "PolicyPCR_fp.h"

typedef TPM_RC (PolicyPCR_Entry)(
PolicyPCR_In *in

)

typedef const struct {
PolicyPCR_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[5];

3 PolicyPCR_COMMAND_DESCRIPTOR_t;
PolicyPCR_COMMAND_DESCRIPTOR_t _PolicyPCRData = {
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/* entry */ &TPM2_PolicyPCR,

/* inSize */ (UINT16) (sizeof(PolicyPCR_In)),

/* outSize */ o,

/* offsetOfTypes */  offsetof(PolicyPCR_COMMAND DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(PolicyPCR_In, pcrDigest)),
(UINT16) (offsetof(PolicyPCR_In, pcrs))},

/* types */ {TPMI_SH_POLICY_H_UNMARSHAL,

TPM2B_DIGEST_P_UNMARSHAL,
TPML_PCR_SELECTION_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}

}:

#define _PolicyPCRDataAddress (&_PolicyPCRData)

#else

#define _PolicyPCRDataAddress 0O

#endif

#if CC_PolicyLocality == YES

#include "PolicyLocality_fp.h"

typedef TPM_RC (PolicyLocality Entry)(

PolicyLocality_In *in
):

typedef const struct {
PolicyLocality_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} PolicyLocality COMMAND_DESCRIPTOR_t;
PolicyLocality_COMMAND_DESCRIPTOR_t _PolicyLocalityData = {

/> entry */ &TPM2_PolicylLocality,
/* inSize */ (UINT16) (sizeof(PolicyLocality_In)),
/* outSize */ 0

/* offsetOfTypes */  offsetof(PolicyLocality COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(PolicyLocality_In, locality))},
/* types */ {TPMI_SH_POLICY_H_UNMARSHAL,
UINT8_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}
};
#define _PolicyLocalityDataAddress (&_PolicyLocalityData)
#else
#define _PolicylLocalityDataAddress O
#endif
#if CC_PolicyNV == YES
#include "PolicyNV_fp.h"
typedef TPM_RC (PolicyNV_Entry)(
PolicyNV_In *in
):

typedef const struct {
PolicyNV_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[5];
BYTE types[8];

3 PolicyNV_COMMAND_DESCRIPTOR_t;
PolicyNV_COMMAND_ DESCRIPTOR_t _PolicyNVData = {

/* entry */ &TPM2_PolicyNV,

/* inSize */ (UINT16) (sizeof(PolicyNV_1In)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(PolicyNV_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(PolicyNV_In, nvindex)),

(UINT16) (offsetof(PolicyNV_In, policySession)),
(UINT16) (offsetof(PolicyNV_In, operandB)),
(UINT16) (offsetof(PolicyNV_In, offset)),
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2225 (UINT16) (offsetof(PolicyNV_In, operation))},
2226  /* types */ {TPMI_RH_NV_AUTH_H_UNMARSHAL,

2227 TPMI_RH_NV_INDEX_H_UNMARSHAL,

2228 TPMI_SH POLICY_H UNMARSHAL,

2229 TPM2B_DIGEST_P_UNMARSHAL ,

2230 UINT16_P_UNMARSHAL,

2231 TPM_EO_P_UNMARSHAL,

2232 END OF LIST,

2233 END_OF LIST}

2234 3}

2235 #define _PolicyNVDataAddress (& _PolicyNVData)
2236 #else

2237 #define _PolicyNVDataAddress O

2238 #endif

2239 #i1T CC_PolicyCounterTimer == YES

2240 #include "PolicyCounterTimer_fp.h"

2241 typedef TPM_RC (PolicyCounterTimer_Entry)(

2242 PolicyCounterTimer_In *in

2243 );

2244 typedef const struct {

2245 PolicyCounterTimer_Entry *entry;

2246 UINT16 inSize;

2247 UINT16 outSize;

2248 UINT16 offsetOfTypes;
2249 UINT16 paramOffsets[3];
2250 BYTE types[6];

2251 } PolicyCounterTimer_COMMAND_DESCRIPTOR_t;
2252 PolicyCounterTimer_COMMAND_DESCRIPTOR_t _PolicyCounterTimerData = {

2253 /> entry */ &TPM2_PolicyCounterTimer,

2254 /* inSize */ (UINT16) (sizeof(PolicyCounterTimer_In)),

2255 /* outSize */ o,

2256 /* offsetOfTypes */  offsetof(PolicyCounterTimer_COMMAND_DESCRIPTOR_t, types),
2257 /* offsets */ {(UINT16) (offsetof(PolicyCounterTimer_In, operandB)),
2258 (UINT16) (offsetof(PolicyCounterTimer_In, offset)),
2259 (UINT16) (offsetof(PolicyCounterTimer_In, operation))},
2260 /* types */ {TPMI_SH_POLICY_H_UNMARSHAL,

2261 TPM2B_DIGEST_P_UNMARSHAL,

2262 UINT16_P_UNMARSHAL,

2263 TPM_EO_P_UNMARSHAL,

2264 END_OF_LIST,

2265 END_OF_LIST}

2266

2267 #define _PolicyCounterTimerDataAddress (&_PolicyCounterTimerData)
2268 #else

2269 #define _PolicyCounterTimerDataAddress O

2270 #endif

2271 #i1f CC_PolicyCommandCode == YES

2272 #include "PolicyCommandCode_fp.h"

2273 typedef TPM_RC (PolicyCommandCode_Entry)(

2274 PolicyCommandCode_In *in

2275 );

2276 typedef const struct {

2277 PolicyCommandCode_Entry *entry;

2278 UINT16 inSize;

2279 UINT16 outSize;

2280 UINT16 offsetOfTypes;
2281 UINT16 paramOffsets[1];
2282 BYTE types[4];

2283 } PolicyCommandCode_COMMAND_DESCRIPTOR_t;
2284 PolicyCommandCode_COMMAND_DESCRIPTOR_t _PolicyCommandCodeData = {

2285 /* entry */ &TPM2_PolicyCommandCode,
2286 /* inSize */ (UINT16) (sizeof(PolicyCommandCode_1In)),
2287 /* outSize */ 0,
2288 /* offsetOfTypes */  offsetof(PolicyCommandCode_COMMAND_DESCRIPTOR_t, types),
2289 /* offsets */ {(UINT16) (offsetof(PolicyCommandCode_In, code))},
2290 /* types */ {TPMI_SH_POLICY_H_UNMARSHAL,
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UINT32_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}

}:

#define _PolicyCommandCodeDataAddress (&_PolicyCommandCodeData)

#else

#define _PolicyCommandCodeDataAddress O

#endif

#if CC_PolicyPhysicalPresence == YES

#include "PolicyPhysicalPresence_fp.h"

typedef TPM_RC (PolicyPhysicalPresence_Entry)(

PolicyPhysicalPresence_In *in

)

typedef const struct {
PolicyPhysicalPresence_Entry *entry;
UINT16 inSize;
UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[3];

} PolicyPhysicalPresence_COMMAND_DESCRIPTOR_t;
PolicyPhysicalPresence_COMMAND_DESCRIPTOR_t _PolicyPhysicalPresenceData = {

/* entry */ &TPM2_PolicyPhysicalPresence,

/* inSize */ (UINT16) (sizeof(PolicyPhysicalPresence_lIn)),

/* outSize */ 0,

/* offsetOfTypes */  offsetof(PolicyPhysicalPresence_COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPMI_SH_POLICY_H_UNMARSHAL,

END_OF_LIST,
END_OF_LIST}
};
#define _PolicyPhysicalPresenceDataAddress (& PolicyPhysicalPresenceData)
#else
#define _PolicyPhysicalPresenceDataAddress 0O
#endif
#if CC_PolicyCpHash == YES
#include ""PolicyCpHash_fp.h"
typedef TPM_RC (PolicyCpHash_Entry)(
PolicyCpHash_In *in
)

typedef const struct {
PolicyCpHash_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} PolicyCpHash_COMMAND_DESCRIPTOR_t;
PolicyCpHash_COMMAND_DESCRIPTOR_t _PolicyCpHashData = {

/* entry */ &TPM2_PolicyCpHash,

/* inSize */ (UINT16) (sizeof(PolicyCpHash_In)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(PolicyCpHash_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(PolicyCpHash_In, cpHashA))},

/* types */ {TPMI_SH_POLICY_H_UNMARSHAL,

TPM2B_DIGEST_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}
}:
#define _PolicyCpHashDataAddress (& PolicyCpHashData)
#else
#define _PolicyCpHashDataAddress O
#endif
#if CC_PolicyNameHash == YES
#include "PolicyNameHash_fp.h"
typedef TPM_RC (PolicyNameHash_Entry)(
PolicyNameHash_In *in
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)
typedef const struct {
PolicyNameHash_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} PolicyNameHash_COMMAND_DESCRIPTOR_t;
PolicyNameHash_COMMAND_DESCRIPTOR_t _PolicyNameHashData = {

/* entry */ &TPM2_PolicyNameHash,

/* inSize */ (UINT16) (sizeof(PolicyNameHash_In)),

/* outSize */ o,

/* offsetOfTypes */ offsetof(PolicyNameHash_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(PolicyNameHash_In, nameHash))},

/* types */ {TPMI_SH_POLICY_H_UNMARSHAL,

TPM2B_DIGEST_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}
}:
#define _PolicyNameHashDataAddress (&_PolicyNameHashData)
#else
#define _PolicyNameHashDataAddress O
#endif
#iT CC_PolicyDuplicationSelect == YES
#include "PolicyDuplicationSelect_fp.h"
typedef TPM_RC (PolicyDuplicationSelect_Entry)(
PolicyDuplicationSelect_In *in
):
typedef const struct {
PolicyDuplicationSelect_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[6];

} PolicyDuplicationSelect COMMAND_DESCRIPTOR_t;
PolicyDuplicationSelect COMMAND_DESCRIPTOR_t _PolicyDuplicationSelectData = {

/* entry */ &TPM2_PolicyDuplicationSelect,

/* inSize */ (UINT16) (sizeof(PolicyDuplicationSelect_In)),

/* outSize */ 0,

/* offsetOfTypes */  offsetof(PolicyDuplicationSelect COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(PolicyDuplicationSelect_In, objectName)),

(UINT16) (offsetof(PolicyDuplicationSelect_In, newParentName)),
(UINT16) (offsetof(PolicyDuplicationSelect_In, includeObject))},
/* types */ {TPMI_SH_POLICY_H_UNMARSHAL,
TPM2B_NAME_P_UNMARSHAL ,
TPM2B_NAME_P_UNMARSHAL ,
TPMI_YES_NO_P_UNMARSHAL,
END_OF LIST,
END_OF_LIST}
}:
#define _PolicyDuplicationSelectDataAddress (& _PolicyDuplicationSelectData)
#else
#define _PolicyDuplicationSelectDataAddress 0O
#endif
#i1f CC_PolicyAuthorize == YES
#include "PolicyAuthorize_fp.h"
typedef TPM_RC (PolicyAuthorize_Entry)(
PolicyAuthorize_In *in
):
typedef const struct {
PolicyAuthorize_Entry *entry;

UINT16 inSize;
UINT16 outSize;
UINT16 offsetOfTypes;
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paramOffsets[4];
types[7];

} PolicyAuthorize COMMAND_DESCRIPTOR_t;
PolicyAuthorize COMMAND_DESCRIPTOR_t _PolicyAuthorizeData =
/* entry */ &TPM2_PolicyAuthorize,
/* inSize */ (UINT16) (sizeof(PolicyAuthorize_In)),
/* outSize */ 0
/* offsetOfTypes */
/* offsets */ {(UINT16) (offsetof(PolicyAuthorize_In,
(UINT16) (offsetof(PolicyAuthorize_In,
(UINT16) (offsetof(PolicyAuthorize_In,
(UINT16) (offsetof(PolicyAuthorize_In,
{TPMI_SH_POLICY_H_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL,
TPM2B_DIGEST_P_UNMARSHAL,
TPM2B_NAME_P_UNMARSHAL,
TPMT_TK_VERIFIED_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}

/* types */

}:

#define _PolicyAuthorizeDataAddress (& PolicyAuthorizeData)

#else

#define _PolicyAuthorizeDataAddress 0O

#endif

#iT CC_PolicyAuthValue == YES

#include "PolicyAuthValue_fp.h"

typedef TPM_RC (PolicyAuthValue_Entry)(
PolicyAuthValue_In *in

):

typedef const struct {

PolicyAuthValue Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[3];

} PolicyAuthValue COMMAND_DESCRIPTOR_t;
PolicyAuthValue_COMMAND_DESCRIPTOR_t _PolicyAuthvValueData =
/* entry */ &TPM2_PolicyAuthVvalue,

/* inSize */ (UINT16) (sizeof(PolicyAuthvalue_In)),
/* outSize */ 0

/* offsetOfTypes */

/* offsets */ // No parameter offsets

/* types */ {TPMI_SH_POLICY_H_UNMARSHAL,
END_OF LIST,
END_OF LIST}

}:

#define _PolicyAuthValueDataAddress (& _PolicyAuthValueData)
#else
#define _PolicyAuthValueDataAddress 0O
#endif
#i1f CC_PolicyPassword == YES
#include "PolicyPassword_fp.h"
typedef TPM_RC (PolicyPassword_Entry)(
PolicyPassword_In *in
):
typedef const struct {

PolicyPassword_Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[3];

} PolicyPassword_COMMAND_DESCRIPTOR_t;
PolicyPassword_COMMAND_DESCRIPTOR_t _PolicyPasswordData = {
/* entry */ &TPM2_PolicyPassword,

/* inSize */ (UINT16) (sizeof(PolicyPassword_In)),
/* outSize */ 0,
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/* offsetOfTypes */  offsetof(PolicyPassword_COMMAND DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets
/* types */ {TPMI_SH_POLICY_H_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}
}:
#define _PolicyPasswordDataAddress (&_PolicyPasswordData)
#else
#define _PolicyPasswordDataAddress O
#endif
#if CC_PolicyGetDigest == YES
#include ""PolicyGetDigest_fp.h"
typedef TPM_RC (PolicyGetDigest _Entry)(
PolicyGetDigest_In *in,
PolicyGetDigest_Out *out
)
typedef const struct {
PolicyGetDigest_Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[4];

} PolicyGetDigest COMMAND_DESCRIPTOR_t;
PolicyGetDigest_COMMAND_DESCRIPTOR_t _PolicyGetDigestData = {

/* entry */ &TPM2_PolicyGetDigest,

/* inSize */ (UINT16) (sizeof(PolicyGetDigest_In)),

/* outSize */ (UINT16) (sizeof(PolicyGetDigest_Out)),

/* offsetOfTypes */ offsetof(PolicyGetDigest_COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPMI_SH_POLICY_H_UNMARSHAL,

END_OF_LIST,
TPM2B_DIGEST_P_MARSHAL,
END_OF_LIST}
}:
#define _PolicyGetDigestDataAddress (& PolicyGetDigestData)
#else
#define _PolicyGetDigestDataAddress 0
#endif
#if CC_PolicyNvWritten == YES
#include ""PolicyNvWritten_fp.h"
typedef TPM_RC (PolicyNvWritten_Entry)(
PolicyNvWritten_In *in
)
typedef const struct {
PolicyNvWritten_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} PolicyNvWritten_COMMAND_DESCRIPTOR_t;
PolicyNvWritten_COMMAND_DESCRIPTOR_t _PolicyNvWrittenData = {

/* entry */ &TPM2_PolicyNvWritten,

/* inSize */ (UINT16) (sizeof(PolicyNvWritten_In)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(PolicyNvWritten_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(PolicyNviWritten_In, writtenSet))},
/* types */ {TPMI_SH_POLICY_H_UNMARSHAL,

TPMI_YES_NO_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}
}:
#define _PolicyNvWrittenDataAddress (& PolicyNvWrittenData)
#else
#define _PolicyNvWrittenDataAddress 0O
#endif
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2555 #if CC_PolicyTemplate == YES
2556 #include "PolicyTemplate fp._h"
2557 typedef TPM_RC (PolicyTemplate Entry)(

2558 PolicyTemplate_In *in

2559 );

2560 typedef const struct {

2561 PolicyTemplate_Entry *entry;

2562 UINT16 inSize;

2563 UINT16 outSize;

2564 UINT16 offsetOfTypes;
2565 UINT16 paramOffsets[1];
2566 BYTE types[4];

2567  } PolicyTemplate COMMAND DESCRIPTOR_t;
2568  PolicyTemplate COMMAND_DESCRIPTOR_t PolicyTemplateData = {

2569 /* entry */ &TPM2_PolicyTemplate,

2570 /* inSize */ (UINT16) (sizeof(PolicyTemplate_In)),

2571 /* outSize */ 0,

2572 /* offsetOfTypes */ offsetof(PolicyTemplate_COMMAND_DESCRIPTOR_t, types),
2573 /* offsets */ {(UINT16) (offsetof(PolicyTemplate_In, templateHash))},
2574 /* types */ {TPMI_SH_POLICY_H_UNMARSHAL,

2575 TPM2B_DIGEST_P_UNMARSHAL,

2576 END_OF_LIST,

2577 END_OF_LIST}

2578 3}

2579 #define _PolicyTemplateDataAddress (&_PolicyTemplateData)
2580 #else

2581 #define _PolicyTemplateDataAddress O

2582 #endif

2583 #if CC_PolicyAuthorizeNV == YES

2584 #include "PolicyAuthorizeNV_fp.h"

2585 typedef TPM_RC (PolicyAuthorizeNV_Entry)(

2586 PolicyAuthorizeNV_In *in

2587 ):;

2588 typedef const struct {

2589 PolicyAuthorizeNV_Entry *entry;

2590 UINT16 inSize;

2591 UINT16 outSize;

2592 UINT16 offsetOfTypes;
2593 UINT16 paramOffsets[2];
2594 BYTE types[5];

2595  } PolicyAuthorizeNV_COMMAND_DESCRIPTOR_t;
2596 PolicyAuthorizeNV_COMMAND_DESCRIPTOR_t _PolicyAuthorizeNVData = {

2597 /* entry */ &TPM2_PolicyAuthorizeNV,

2598 /* inSize */ (UINT16) (sizeof(PolicyAuthorizeNV_In)),

2599 /* outSize */ 0,

2600 /* offsetOfTypes */  offsetof(PolicyAuthorizeNV_COMMAND_DESCRIPTOR_t, types),
2601 /* offsets */ {(UINT16) (offsetof(PolicyAuthorizeNV_In, nvindex)),

2602 (UINT16) (offsetof(PolicyAuthorizeNV_In, policySession))},
2603 /* types */ {TPMI_RH_NV_AUTH_H_UNMARSHAL,

2604 TPMI_RH_NV_INDEX_H_UNMARSHAL,

2605 TPMI_SH_POLICY_H_UNMARSHAL,

2606 END_OF LIST,

2607 END_OF_LIST}

2608 }:

2609 #define _PolicyAuthorizeNVDataAddress (& _PolicyAuthorizeNVData)
2610 #else

2611 #define _PolicyAuthorizeNVDataAddress O

2612 #endif

2613 #if CC_CreatePrimary == YES

2614 #include '"CreatePrimary_fp.h"

2615 typedef TPM_RC (CreatePrimary_Entry)(

2616 CreatePrimary_In *in,
2617 CreatePrimary_Out *out
2618 );
2619 typedef const struct {
2620 CreatePrimary_Entry *entry;
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UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[9];
BYTE types[13];

} CreatePrimary_COMMAND_DESCRIPTOR_t;
CreatePrimary_COMMAND_DESCRIPTOR_t _CreatePrimaryData = {

/* entry */ &TPM2_CreatePrimary,

/* inSize */ (UINT16) (sizeof(CreatePrimary_In)),

/* outSize */ (UINT16) (sizeof(CreatePrimary_Out)),

/* offsetOfTypes */ offsetof(CreatePrimary_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(CreatePrimary_In, inSensitive)),

(UINT16) (offsetof(CreatePrimary_In, inPublic)),
(UINT16) (offsetof(CreatePrimary_In, outsidelnfo)),
(UINT16) (offsetof(CreatePrimary_In, creationPCR)),
(UINT16) (offsetof(CreatePrimary_Out, outPublic)),
(UINT16) (offsetof(CreatePrimary_Out, creationData)),
(UINT16) (offsetof(CreatePrimary_Out, creationHash)),
(UINT16) (offsetof(CreatePrimary_Out, creationTicket)),
(UINT16) (offsetof(CreatePrimary_Out, name))},

/* types */ {TPMI_RH_HIERARCHY_H_UNMARSHAL + ADD_FLAG,
TPM2B_SENSITIVE_CREATE_P_UNMARSHAL,
TPM2B_PUBLIC_P_UNMARSHAL,

TPM2B_DATA_P_UNMARSHAL,
TPML_PCR_SELECTION_P_UNMARSHAL,
END_OF_LIST,

UINT32_H_MARSHAL,
TPM2B_PUBLIC_P_MARSHAL,
TPM2B_CREATION_DATA_P_MARSHAL,
TPM2B_DIGEST_P_MARSHAL,
TPMT_TK_CREATION_P_MARSHAL,
TPM2B_NAME_P_MARSHAL,
END_OF_LIST}

}:

#define _CreatePrimaryDataAddress (& _CreatePrimaryData)

#else

#define _CreatePrimaryDataAddress 0

#endif

#if CC_HierarchyControl == YES

#include "HierarchyControl_fp.h"

typedef TPM_RC (HierarchyControl_Entry)(

HierarchyControl _In *in

):

typedef const struct {
HierarchyControl_Entry *entry;
UINT16 inSize;
UINT16 outSize;
UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[5];

} HierarchyControl_COMMAND_DESCRIPTOR_t;
HierarchyControl COMMAND_DESCRIPTOR_t _HierarchyControlData = {

/* entry */ &TPM2_HierarchyControl,

/* inSize */ (UINT16) (sizeof(HierarchyControl_1In)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(HierarchyControl COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(HierarchyControl_In, enable)),
(UINT16) (offsetof(HierarchyControl _In, state))},

/* types */ {TPMI_RH_HIERARCHY_H_UNMARSHAL,

TPMI_RH_ENABLES_P_UNMARSHAL,
TPMI_YES_NO_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}
}:
#define _HierarchyControlDataAddress (& _HierarchyControlData)
#else

Family “2.0" TCG Published

Page 66

Level 00 Revision 01.38 Copyright © TCG 2006-2016 September 29, 2016



2687
2688
2689
2690
2691
2692
2693
2694
2695
2696
2697
2698
2699
2700
2701
2702
2703
2704
2705
2706
2707
2708
2709
2710
2711
2712
2713
2714
2715
2716
2717
2718
2719
2720
2721
2722
2723
2724
2725
2726
2727
2728
2729
2730
2731
2732
2733
2734
2735
2736
2737
2738
2739
2740
2741
2742
2743
2744
2745
2746
2747
2748
2749
2750
2751
2752

Part 4: Supporting Routines Trusted Platform Module Library

#define _HierarchyControlDataAddress 0O

#endif

#if CC_SetPrimaryPolicy == YES

#include "SetPrimaryPolicy_ fp.h"

typedef TPM_RC (SetPrimaryPolicy_Entry)(
SetPrimaryPolicy_In *in

)

typedef const struct {
SetPrimaryPolicy_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[5];

} SetPrimaryPolicy COMMAND_DESCRIPTOR_t;
SetPrimaryPolicy_COMMAND_DESCRIPTOR_t _SetPrimaryPolicyData = {

/* entry */ &TPM2_SetPrimaryPolicy,

/* inSize */ (UINT16) (sizeof(SetPrimaryPolicy_lIn)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(SetPrimaryPolicy COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(SetPrimaryPolicy_ In, authPolicy)),
(UINT16) (offsetof(SetPrimaryPolicy_In, hashAlg))},

/* types */ {TPMI_RH_HIERARCHY_AUTH_H_UNMARSHAL ,

TPM2B_DIGEST_P_UNMARSHAL,
TPMI_ALG_HASH_P_UNMARSHAL + ADD_FLAG,
END_OF_LIST,
END_OF_LIST}

};

#define _SetPrimaryPolicyDataAddress (&_SetPrimaryPolicyData)

#else

#define _SetPrimaryPolicyDataAddress 0

#endif

#if CC_ChangePPS == YES

#include 'ChangePPS_fp.h"

typedef TPM_RC (ChangePPS_Entry)(

ChangePPS_In *in
)

typedef const struct {
ChangePPS_Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[3];

} ChangePPS_COMMAND_DESCRIPTOR_t;
ChangePPS_COMMAND_DESCRIPTOR_t _ChangePPSData = {

/* entry */ &TPM2_ChangePPS,
/* inSize */ (UINT16) (sizeof(ChangePPS_1In)),
/* outSize */ 0

/* offsetOfTypes */  offsetof(ChangePPS_COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets
/* types */ {TPMI_RH_PLATFORM_H_UNMARSHAL,

END_OF_LIST,

END_OF_LIST}

}:

#define _ChangePPSDataAddress (& _ChangePPSData)

#else

#define _ChangePPSDataAddress 0O

#endif

#i1f CC_ChangeEPS == YES

#include "ChangeEPS_fp.h"

typedef TPM_RC (ChangeEPS_Entry)(
ChangeEPS_In *in

):

typedef const struct {

ChangeEPS_Entry *entry;
UINT16 inSize;
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UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[3];

} ChangeEPS_COMMAND_DESCRIPTOR_t;
ChangeEPS_COMMAND_DESCRIPTOR_t _ChangeEPSData = {

/* entry */ &TPM2_ChangeEPS,

/* inSize */ (UINT16) (sizeof(ChangeEPS_1In)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(ChangeEPS_COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPMI_RH_PLATFORM_H_UNMARSHAL ,

END_OF_LIST,
END_OF_LIST}
}:
#define _ChangeEPSDataAddress (& _ChangeEPSData)
#else
#define _ChangeEPSDataAddress 0O
#endif
#iFf CC_Clear == YES
#include "Clear_fp.h"
typedef TPM_RC (Clear_Entry)(
Clear_In *in
)

typedef const struct {
Clear_Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[3];

} Clear_COMMAND_DESCRIPTOR_t;
Clear_COMMAND_DESCRIPTOR_t _ClearData = {

/* entry */ &TPM2_Clear,

/* inSize */ (UINT16) (sizeof(Clear_lIn)),

/* outSize */ 0,

/* offsetOfTypes */  offsetof(Clear_COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPMI_RH_CLEAR_H_UNMARSHAL,

END_OF_LIST,
END_OF_LIST}
};
#define _ClearDataAddress (&_ClearData)
#else
#define _ClearDataAddress 0
#endif
#iFf CC_ClearControl == YES
#include '""ClearControl_fp.h"
typedef TPM_RC (ClearControl_Entry)(
ClearControl_In *in
):

typedef const struct {
ClearControl_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} ClearControl_COMMAND_DESCRIPTOR_t;
ClearControl_COMMAND_DESCRIPTOR_t _ClearControlData = {

/* entry */ &TPM2_ClearControl,

/* inSize */ (UINT16) (sizeof(ClearControl_In)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(ClearControl _COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(ClearControl_In, disable))},

/* types */ {TPMI_RH_CLEAR_H_UNMARSHAL,

TPMI_YES_NO_P_UNMARSHAL,
END_OF LIST,
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};

#define _ClearControlD
#else

#define _ClearControlD
#endif

END_OF LIST}
ataAddress (&_ClearControlData)

ataAddress 0

#i1T CC_HierarchyChangeAuth == YES

#include "HierarchyCha
typedef TPM_RC (Hiera
HierarchyChangeAut
)
typedef const struct {
HierarchyChangeAut
UINT16
UINT16
UINT16
UINT16
BYTE

ngeAuth_fp_h"
rchyChangeAuth_Entry)(
h_In *in

h_Entry *entry;
inSize;
outSize;
offsetOfTypes;
paramOffsets[1];

types[4];

} HierarchyChangeAuth_COMMAND_DESCRIPTOR_t;

HierarchyChangeAuth_CO
/* entry */

/* inSize */

/* outSize */

/* offsetOfTypes */

/* offsets */

/* types */

}:
#define _HierarchyChan
#else
#define _HierarchyChan
#endif
#if CC_DictionaryAttac
#include "DictionaryAt
typedef TPM_RC (Dicti
DictionaryAttackLo
)
typedef const struct {
DictionaryAttackLo
UINT16
UINT16
UINT16
BYTE
} DictionaryAttackLock

DictionaryAttackLockReset COMMAND_DESCRIPTOR_t _DictionaryAttackLockResetData

/* entry */

/* inSize */

/* outSize */

/* offsetOfTypes */
/* offsets */

/* types */

}:

#define _DictionaryAttackLockResetDataAddress (& _DictionaryAttackLockResetData)

#else

#define _DictionaryAtt

#endif

#if CC_DictionaryAttac

#include "DictionaryAt

typedef TPM_RC (Dicti
DictionaryAttackPa

)

typedef const struct {

Family “2.0"

MMAND_DESCRIPTOR_t _HierarchyChangeAuthData = {
&TPM2_HierarchyChangeAuth,

(UINT16) (sizeof(HierarchyChangeAuth_In)),

0]

Trusted Platform Module Library

o%fsetof(HierarchyChangeAuth_COMMAND_DESCRIPTOR_t, types),

{(UINT16) (offsetof(HierarchyChangeAuth_In, newAuth))},
{TPMI_RH_HIERARCHY_AUTH_H_UNMARSHAL ,
TPM2B_DIGEST_P_UNMARSHAL ,

END_OF_LIST,

END_OF_LIST}

geAuthDataAddress (&_HierarchyChangeAuthData)
geAuthDataAddress 0
kLockReset == YES

tackLockReset_fp.h"
onaryAttackLockReset_Entry)(

ckReset_In *in

ckReset_Entry *entry;
inSize;
outSize;
offsetOfTypes;
types[3];

Reset_COMMAND_DESCRIPTOR_t;

&TPM2_DictionaryAttackLockReset,
(UINT16) (sizeof(DictionaryAttackLockReset_In)),
0]

{

offsetof(DictionaryAttackLockReset COMMAND_DESCRIPTOR_t, types),

// No parameter offsets
{TPMI_RH_LOCKOUT_H_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}

ackLockResetDataAddress 0

kParameters == YES
tackParameters_fp.h"
onaryAttackParameters_Entry)(
rameters_In *in
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DictionaryAttackParameters_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[6];

} DictionaryAttackParameters_COMMAND_DESCRIPTOR_t;
DictionaryAttackParameters_COMMAND_DESCRIPTOR_t _DictionaryAttackParametersData = {

/* entry */ &TPM2_DictionaryAttackParameters,

/* inSize */ (UINT16) (sizeof(DictionaryAttackParameters_In)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(DictionaryAttackParameters_COMMAND_DESCRIPTOR_t,
types),

/* offsets */ {(UINT16) (offsetof(DictionaryAttackParameters_In, newMaxTries)),

(UINT16) (offsetof(DictionaryAttackParameters_In,
newRecoveryTime)),
(UINT16) (offsetof(DictionaryAttackParameters_In,

lockoutRecovery))},

/* types */ {TPMI_RH_LOCKOUT_H_UNMARSHAL,
UINT32_P_UNMARSHAL,
UINT32_P_UNMARSHAL,
UINT32_P_UNMARSHAL,
END_OF LIST,
END_OF_LIST}

};

#define _DictionaryAttackParametersDataAddress (& _DictionaryAttackParametersData)
#else
#define _DictionaryAttackParametersDataAddress 0O
#endit
#iT CC_PP_Commands == YES
#include "PP_Commands_fp.h"
typedef TPM_RC (PP_Commands_Entry)(
PP_Commands_In *in
)
typedef const struct {
PP_Commands_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[5];

} PP_Commands_COMMAND_DESCRIPTOR_t;
PP_Commands_COMMAND_DESCRIPTOR_t _PP_CommandsData = {

/* entry */ &TPM2_PP_Commands,

/* inSize */ (UINT16) (sizeof(PP_Commands_In)),

/* outSize */ o,

/* offsetOfTypes */ offsetof(PP_Commands_COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(PP_Commands_In, setList)),
(UINT16) (offsetof(PP_Commands_In, clearList))},

/* types */ {TPMI_RH_PLATFORM_H_UNMARSHAL ,

TPML_CC_P_UNMARSHAL,
TPML_CC_P_UNMARSHAL,
END_OF_LIST,
END_OF LIST}
}:
#define _PP_CommandsDataAddress (& _PP_CommandsData)
#else
#define _PP_CommandsDataAddress 0O
#endif
#if CC_SetAlgorithmSet == YES
#include "SetAlgorithmSet_fp.h"
typedef TPM_RC (SetAlgorithmSet_Entry)(
SetAlgorithmSet_In *in
):
typedef const struct {
SetAlgorithmSet_Entry *entry;
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2948 UINT16 inSize;

2949 UINT16 outSize;

2950 UINT16 offsetOfTypes;
2951 UINT16 paramOffsets[1];
2952 BYTE types[4];

2953 } SetAlgorithmSet_COMMAND_DESCRIPTOR_t;
2954 SetAlgorithmSet_COMMAND_DESCRIPTOR_t _SetAlgorithmSetData = {

2955 /* entry */ &TPM2_SetAlgorithmSet,

2956 /* inSize */ (UINT16) (sizeof(SetAlgorithmSet_In)),

2957 /* outSize */ 0,

2958 /* offsetOfTypes */ offsetof(SetAlgorithmSet_COMMAND_DESCRIPTOR_t, types),
2959 /* offsets */ {(UINT16) (offsetof(SetAlgorithmSet_In, algorithmSet))},
2960 /* types */ {TPMI_RH_PLATFORM_H_UNMARSHAL,

2961 UINT32_P_UNMARSHAL,

2962 END_OF_LIST,

2963 END_OF_LIST}

2964 };

2965 #define _SetAlgorithmSetDataAddress (& _SetAlgorithmSetData)
2966 #else

2967 #define _SetAlgorithmSetDataAddress 0O

2968 #endif

2969 #if CC_FieldUpgradeStart == YES

2970 #include "FieldUpgradeStart_fp.h"

2971 typedef TPM_RC (FieldUpgradeStart_Entry)(

2972 FieldUpgradeStart_In *in

2973 D)

2974 typedef const struct {

2975 FieldUpgradeStart_Entry *entry;

2976 UINT16 inSize;

2977 UINT16 outSize;

2978 UINT16 offsetOfTypes;
2979 UINT16 paramOffsets[3];
2980 BYTE types[6];

2981 } FieldUpgradeStart_COMMAND_DESCRIPTOR_t;
2982 FieldUpgradeStart_COMMAND_DESCRIPTOR_t _FieldUpgradeStartData = {

2983 /* entry */ &TPM2_FieldUpgradeStart,

2984 /* inSize */ (UINT16) (sizeof(FieldUpgradeStart_In)),

2985 /* outSize */ 0,

2986 /* offsetOfTypes */  offsetof(FieldUpgradeStart_COMMAND_DESCRIPTOR_t, types),
2987 /* offsets */ {(UINT16) (offsetof(FieldUpgradeStart_In, keyHandle)),
2988 (UINT16) (offsetof(FieldUpgradeStart_In, fuDigest)),
2989 (UINT16) (offsetof(FieldUpgradeStart_In, manifestSignature))},
2990 /* types */ {TPMI_RH_PLATFORM_H_UNMARSHAL,

2991 TPMI_DH_OBJECT_H_UNMARSHAL,

2992 TPM2B_DIGEST_P_UNMARSHAL,

2993 TPMT_SIGNATURE_P_UNMARSHAL,

2994 END_OF_LIST,

2995 END_OF_LIST}

2996 };

2997 #define _FieldUpgradeStartDataAddress (& _FieldUpgradeStartData)
2998 #else

2999 #define _FieldUpgradeStartDataAddress 0

3000 #endif

3001 #if CC_FieldUpgradeData == YES

3002 #include "FieldUpgradeData_fp.h"

3003 typedef TPM_RC (FieldUpgradeData_Entry)(

3004 FieldUpgradeData_In *in,
3005 FieldUpgradeData_Out *out
3006 );
3007 typedef const struct {
3008 FieldUpgradeData_Entry *entry;
3009 UINT16 inSize;
3010 UINT16 outSize;
3011 UINT16 offsetOfTypes;
3012 UINT16 paramOffsets[1];
3013 BYTE types[5];
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} FieldUpgradeData_ COMMAND_DESCRIPTOR_t;
FieldUpgradeData_COMMAND_DESCRIPTOR_t _FieldUpgradeDataData = {

/* entry */ &TPM2_FieldUpgradeData,

/* inSize */ (UINT16) (sizeof(FieldUpgradeData_1In)),

/* outSize */ (UINT16) (sizeof(FieldUpgradeData_Out)),

/* offsetOfTypes */  offsetof(FieldUpgradeData_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(FieldUpgradeData Out, firstDigest))},
/* types */ {TPM2B_MAX_BUFFER_P_UNMARSHAL ,

END_OF LIST,
TPMT_HA_P_MARSHAL,
TPMT_HA_P_MARSHAL,
END_OF_LIST}
}:
#define _FieldUpgradeDataDataAddress (&_FieldUpgradeDataData)
#else
#define _FieldUpgradeDataDataAddress 0O
#endif
#iT CC_FirmwareRead == YES
#include "FirmwareRead_fp.h"
typedef TPM_RC (FirmwareRead_Entry)(
FirmwareRead In *in,
FirmwareRead_Out *out

):

typedef const struct {
FirmwareRead_Entry *entry;
UINT16 inSize;
UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[4];

} FirmwareRead_COMMAND_DESCRIPTOR_t;
FirmwareRead COMMAND_DESCRIPTOR_t _FirmwareReadData = {

/* entry */ &TPM2_FirmwareRead,

/* inSize */ (UINT16) (sizeof(FirmwareRead_In)),

/* outSize */ (UINT16) (sizeof(FirmwareRead_Out)),

/* offsetOfTypes */  offsetof(FirmwareRead COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {UINT32_P_UNMARSHAL,

END_OF_LIST,
TPM2B_MAX_BUFFER_P_MARSHAL,
END_OF_LIST}
};
#define _FirmwareReadDataAddress (& _FirmwareReadData)
#else
#define _FirmwareReadDataAddress O
#endif
#if CC_ContextSave == YES
#include "ContextSave_fp.h"
typedef TPM_RC (ContextSave Entry)(
ContextSave_In *in,
ContextSave_Out *out

):

typedef const struct {
ContextSave_Entry *entry;
UINT16 inSize;
UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[4];

} ContextSave_ COMMAND_DESCRIPTOR_t;
ContextSave COMMAND_DESCRIPTOR_t _ContextSaveData = {

/* entry */ &TPM2_ContextSave,

/* inSize */ (UINT16) (sizeof(ContextSave_In)),

/* outSize */ (UINT16) (sizeof(ContextSave_Out)),

/* offsetOfTypes */ offsetof(ContextSave_COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPMI_DH_CONTEXT_H_UNMARSHAL,

END_OF LIST,
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TPMS_CONTEXT_P_MARSHAL ,
END_OF LIST}

#define _ContextSaveDataAddress (& _ContextSaveData)

#else

#define _ContextSaveDataAddress 0O

#endif

#iT CC_ContextLoad == YES

#include "ContextLoad fp.h"

typedef TPM_RC (ContextLoad_Entry)(
ContextLoad_In *in,
ContextLoad Out *out

)

typedef const struct {
ContextLoad_Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[4];

} ContextlLoad_COMMAND_DESCRIPTOR_t;
ContextLoad_COMMAND_DESCRIPTOR_t _ContextLoadData = {

/* entry */ &TPM2_ContextLoad,

/* inSize */ (UINT16) (sizeof(ContextLoad_In)),

/> outSize */ (UINT16) (sizeof(ContextLoad_Out)),

/* offsetOfTypes */  offsetof(ContextLoad_COMMAND_ DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPMS_CONTEXT_P_UNMARSHAL,

END_OF_LIST,
UINT32_H_MARSHAL,
END_OF_LIST}

};

#define _ContextlLoadDataAddress (& _ContextLoadData)

#else

#define _ContextLoadDataAddress 0O

#endif

#if CC_FlushContext == YES

#include "FlushContext_fp.h"

typedef TPM_RC (FlushContext Entry)(

FlushContext_In *in
)

typedef const struct {
FlushContext_Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[3];

} FlushContext_COMMAND_DESCRIPTOR_t;
FlushContext_COMMAND_DESCRIPTOR_t _FlushContextData = {

/* entry */ &TPM2_FlushContext,

/* inSize */ (UINT16) (sizeof(FlushContext_In)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(FlushContext_COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPMI_DH_CONTEXT_P_UNMARSHAL,

END_OF_LIST,
END_OF_LIST}
}:
#define _FlushContextDataAddress (&_FlushContextData)
#else
#define _FlushContextDataAddress 0O
#endif
#iT CC_EvictControl == YES
#include "EvictControl_fp.h"
typedef TPM_RC (EvictControl_Entry)(
EvictControl _In *in
)
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typedef const struct {
EvictControl_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[5];

} EvictControl_COMMAND_DESCRIPTOR_t;
EvictControl_COMMAND_DESCRIPTOR_t _EvictControlData = {

/* entry */ &TPM2_EvictControl,
/* inSize */ (UINT16) (sizeof(EvictControl_lIn)),
/* outSize */ 0

Trusted Platform Module Library

/* offsetOfTypes */ o%fsetof(EvictControI_COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(EvictControl_In,
(UINT16) (offsetof(EvictControl_In,

/* types */ {TPMI_RH_PROVISION_H_UNMARSHAL,
TPMI_DH_OBJECT_H_UNMARSHAL,
TPMI_DH_PERSISTENT_P_UNMARSHAL,
END_OF_LIST,

END_OF_LIST}

}:

#define _EvictControlDataAddress (& _EvictControlData)

#else

#define _EvictControlDataAddress 0O

#endit

#iT CC_ReadClock == YES

#include "ReadClock_fp.h"

typedef TPM_RC (ReadClock_Entry)(

ReadClock_Out *out

)

typedef const struct {
ReadClock_Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[3];

} ReadClock_COMMAND_DESCRIPTOR_t;
ReadClock_COMMAND_DESCRIPTOR_t _ReadClockData = {

objectHandle)),
persistentHandle))},

/* entry */ &TPM2_ReadClock,

/* inSize */ o,

/* outSize */ (UINT16) (sizeof(ReadClock_Out)),

/* offsetOfTypes */  offsetof(ReadClock _COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {END_OF_LIST,

TPMS_TIME_INFO_P_MARSHAL,
END_OF_LIST}

};

#define _ReadClockDataAddress (&_ReadClockData)

#else

#define _ReadClockDataAddress 0O

#endif

#if CC_ClockSet == YES

#include "ClockSet_fp.h"

typedef TPM_RC (ClockSet_Entry)(

ClockSet _In *in
)

typedef const struct {
ClockSet_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} ClockSet_COMMAND_DESCRIPTOR_t;
ClockSet_COMMAND_DESCRIPTOR_t _ClockSetData = {
/> entry */ &TPM2_ClockSet,
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/* inSize */ (UINT16) (sizeof(ClockSet_In)),

/* outSize */ 0,

/* offsetOfTypes */  offsetof(ClockSet _COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(ClockSet_In, newTime))},

/* types */ {TPMI_RH_PROVISION_H_UNMARSHAL,

UINT64_P_UNMARSHAL ,
END_OF_LIST,
END_OF_LIST}

};

#define _ClockSetDataAddress (& ClockSetData)

#else

#define _ClockSetDataAddress 0O

#endif

#iT CC_ClockRateAdjust == YES

#include ""ClockRateAdjust_fp.h"

typedef TPM_RC (ClockRateAdjust_Entry)(
ClockRateAdjust_In *in

)

typedef const struct {
ClockRateAdjust_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} ClockRateAdjust_COMMAND_DESCRIPTOR_t;
ClockRateAdjust COMMAND_DESCRIPTOR_t _ClockRateAdjustData = {

/* entry */ &TPM2_ClockRateAdjust,

/* inSize */ (UINT16) (sizeof(ClockRateAdjust_In)),

/* outSize */ o,

/* offsetOfTypes */  offsetof(ClockRateAdjust COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(ClockRateAdjust_In, rateAdjust))},
/* types */ {TPMI_RH_PROVISION_H_UNMARSHAL,

TPM_CLOCK_ADJUST_P_UNMARSHAL ,
END_OF_LIST,
END_OF_LIST}
};
#define _ClockRateAdjustDataAddress (& _ClockRateAdjustData)
#else
#define _ClockRateAdjustDataAddress 0O
#endif
#if CC_GetCapability == YES
#include "GetCapability fp._h"
typedef TPM_RC (GetCapability Entry)(
GetCapability In *in,
GetCapability Out *out
):
typedef const struct {
GetCapability Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[7];

} GetCapability_COMMAND_DESCRIPTOR_t;
GetCapability COMMAND_DESCRIPTOR_t _GetCapabilityData = {

/* entry */ &TPM2_GetCapability,

/* inSize */ (UINT16) (sizeof(GetCapability_In)),

/* outSize */ (UINT16) (sizeof(GetCapability_Out)),

/* offsetOfTypes */ offsetof(GetCapability COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(GetCapability_ In, property)),

(UINT16) (offsetof(GetCapability_In, propertyCount)),

(UINT16) (offsetof(GetCapability Out, capabilityData))},
/* types */ {TPM_CAP_P_UNMARSHAL,

UINT32_P_UNMARSHAL,

UINT32_P_UNMARSHAL,
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END_OF_LIST,
UINT8_P_MARSHAL,
TPMS_CAPABILITY_DATA_P_MARSHAL,
END_OF_LIST}

}:

#define _GetCapabilityDataAddress (&_GetCapabilityData)

#else

#define _GetCapabilityDataAddress O

#endif

#iFf CC_TestParms == YES

#include "TestParms_fp.h"

typedef TPM_RC (TestParms_Entry)(

TestParms_In *in

)

typedef const struct {
TestParms_Entry *entry;
UINT16 inSize;
UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[3];

} TestParms_COMMAND_DESCRIPTOR_t;
TestParms_COMMAND_DESCRIPTOR_t _TestParmsData = {

/* entry */ &TPM2_TestParms,

/* inSize */ (UINT16) (sizeof(TestParms_In)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(TestParms_COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPMT_PUBLIC_PARMS_P_UNMARSHAL,

END_OF_LIST,
END_OF_LIST}

};

#define _TestParmsDataAddress (&_TestParmsData)

#else

#define _TestParmsDataAddress O

#endif

#if CC_NV_DefineSpace == YES

#include "NV_DefineSpace_fp.h"

typedef TPM_RC (NV_DefineSpace_Entry)(

NV_DefineSpace_In *in
)

typedef const struct {
NV_DefineSpace_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[5];

} NV_DefineSpace_COMMAND_DESCRIPTOR_t;
NV_DefineSpace_COMMAND_DESCRIPTOR_t _NV_DefineSpaceData = {

/* entry */ &TPM2_NV_DefineSpace,

/* inSize */ (UINT16) (sizeof(NV_DefineSpace_lIn)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(NV_DefineSpace_COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(NV_DefineSpace_In, auth)),
(UINT16) (offsetof(NV_DefineSpace_In, publicinfo))},

/* types */ {TPMI_RH_PROVISION_H_UNMARSHAL,

TPM2B_DIGEST_P_UNMARSHAL,
TPM2B_NV_PUBLIC_P_UNMARSHAL,
END_OF LIST,
END_OF_LIST}

};

#define _NV_DefineSpaceDataAddress (&_NV_DefineSpaceData)

#else

#define _NV_DefineSpaceDataAddress O

#endif

#iT CC_NV_UndefineSpace == YES
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#include '"NV_UndefineSpace_fp.h"

typedef TPM_RC (NV_UndefineSpace_Entry)(
NV_UndefineSpace_In *in

):

typedef const struct {
NV_UndefineSpace_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} NV_UndefineSpace_COMMAND_DESCRIPTOR_t;
NV_UndefineSpace_COMMAND_DESCRIPTOR_t _NV_UndefineSpaceData = {

/* entry */ &TPM2_NV_UndefineSpace,

/* inSize */ (UINT16) (sizeof(NV_UndefineSpace_1In)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(NV_UndefineSpace COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(NV_UndefineSpace_In, nvindex))},

/* types */ {TPMI_RH_PROVISION_H_UNMARSHAL,

TPMI_RH_NV_INDEX_H_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}
}:
#define _NV_UndefineSpaceDataAddress (&_NV_UndefineSpaceData)
#else
#define _NV_UndefineSpaceDataAddress O
#endit
#iT CC_NV_UndefineSpaceSpecial == YES
#include "NV_UndefineSpaceSpecial_fp.h"
typedef TPM_RC (NV_UndefineSpaceSpecial_Entry)(
NV_UndefineSpaceSpecial_In *in
):

typedef const struct {
NV_UndefineSpaceSpecial_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} NV_UndefineSpaceSpecial_COMMAND_DESCRIPTOR_t;
NV_UndefineSpaceSpecial_COMMAND_DESCRIPTOR_t _NV_UndefineSpaceSpecialData = {

/* entry */ &TPM2_NV_UndefineSpaceSpecial,

/* inSize */ (UINT16) (sizeof(NV_UndefineSpaceSpecial_1In)),

/* outSize */ o,

/* offsetOfTypes */  offsetof(NV_UndefineSpaceSpecial_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(NV_UndefineSpaceSpecial_In, platform))},

/* types */ {TPMI_RH_NV_INDEX_H_UNMARSHAL,

TPMI_RH_PLATFORM_H_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}
}:
#define _NV_UndefineSpaceSpecialDataAddress (& _NV_UndefineSpaceSpecialData)
#else
#define _NV_UndefineSpaceSpecialDataAddress 0O
#endif
#if CC_NV_ReadPublic == YES
#include "NV_ReadPublic_fp.h"
typedef TPM_RC (NV_ReadPublic_Entry)(
NV_ReadPublic_In *in,
NV_ReadPublic_Out *out
):
typedef const struct {
NV_ReadPublic_Entry *entry;

UINT16 inSize;
UINT16 outSize;
UINT16 offsetOfTypes;
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UINT16 paramOffsets[1];
BYTE types[5];
} NV_ReadPublic_COMMAND_DESCRIPTOR_t;

NV_ReadPublic_COMMAND_DESCRIPTOR_t _NV_ReadPublicData =
/* entry */ &TPM2_NV_ReadPublic,

/* inSize */ (UINT16) (sizeof(NV_ReadPublic_1In))
/* outSize */ (UINT16) (sizeof(NV_ReadPublic_Out)
/* offsetOfTypes */ offsetof(NV_ReadPublic_COMMAND_DES
/* offsets */ {(UINT16) (offsetof(NV_ReadPublic_O
/* types */ {TPMI_RH_NV_INDEX_H_UNMARSHAL,

END_OF_LIST,
TPM2B_NV_PUBLIC_P_MARSHAL,
TPM2B_NAME_P_MARSHAL,
END_OF_LIST}
}:
#define _NV_ReadPublicDataAddress (&_NV_ReadPublicData)
#else
#define _NV_ReadPublicDataAddress 0O
#endif
#if CC_NV_Write == YES
#include "NV_Write_fp.h"
typedef TPM_RC (NV_Write_Entry)(
NV_Write_In *in
):
typedef const struct {
NV_Write_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[6];

} NV_Write COMMAND_DESCRIPTOR_t;
NV_Write_COMMAND_DESCRIPTOR_t NV WriteData = {

/* entry */ &TPM2_NV_Write,
/* inSize */ (UINT16) (sizeof(NV_Write_In)),
/* outSize */ 0

/* offsetOfTypes */  offsetof(NV_Write_COMMAND DESCRIPT

Trusted Platform Module Library

{

).
CRIPTOR_t, types),
ut, nvName))},

OR_t, types),

/* offsets */ {(UINT16) (offsetof(NV_Write_In, nvindex)),
(UINT16) (offsetof(NV_Write_In, data)),
(UINT16) (offsetof(NV_Write_In, offset))},

/* types */ {TPMI_RH_NV_AUTH_H_UNMARSHAL,
TPMI_RH_NV_INDEX_H_UNMARSHAL,
TPM2B_MAX_NV_BUFFER_P_UNMARSHAL,
UINT16_P_UNMARSHAL,
END_OF_LIST,

END_OF_LIST}

}:

#define _NV_WriteDataAddress (& _NV_WriteData)

#else

#define _NV_WriteDataAddress O

#endif

#iT CC_NV_Increment == YES

#include "NV_Increment_fp.h"

typedef TPM_RC (NV_Increment_Entry)(

NV_Increment_In *in

)

typedef const struct {
NV_Increment_Entry *entry;
UINT16 inSize;
UINT16 outSize;
UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

3} NV_Increment_COMMAND_DESCRIPTOR_t;
NV_Increment_COMMAND_DESCRIPTOR_t _NV_IncrementData = {
/* entry */ &TPM2_NV_Increment,
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/* inSize */ (UINT16) (sizeof(NV_Increment_In)),

/* outSize */ 0,

/* offsetOfTypes */  offsetof(NV_Increment_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(NV_Increment_In, nvindex))},

/* types */ {TPMI_RH_NV_AUTH_H_UNMARSHAL,

TPMI_RH_NV_INDEX_H_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}

};

#define _NV_IncrementDataAddress (& _NV_IncrementData)

#else

#define _NV_IncrementDataAddress 0O

#endif

#iT CC_NV_Extend == YES

#include "NV_Extend_fp.h"

typedef TPM_RC (NV_Extend_Entry)(

NV_Extend_In *in
)

typedef const struct {
NV_Extend_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[5];

} NV_Extend_COMMAND_DESCRIPTOR_t;
NV_Extend_COMMAND_DESCRIPTOR_t _NV_ExtendData = {

/* entry */ &TPM2_NV_Extend,

/* inSize */ (UINT16) (sizeof(NV_Extend_1In)),

/* outSize */ o,

/* offsetOfTypes */  offsetof(NV_Extend COMMAND DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(NV_Extend_In, nvindex)),
(UINT16) (offsetof(NV_Extend_In, data))},

/* types */ {TPMI_RH_NV_AUTH_H_UNMARSHAL,

TPMI_RH_NV_INDEX_H_UNMARSHAL,
TPM2B_MAX_NV_BUFFER_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}

};

#define _NV_ExtendDataAddress (& _NV_ExtendData)

#else

#define _NV_ExtendDataAddress 0O

#endif

#if CC_NV_SetBits == YES

#include "NV_SetBits_fp._.h"

typedef TPM_RC (NV_SetBits_Entry)(

NV_SetBits In *in

typedef const struct {
NV_SetBits_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[2];
BYTE types[5];

3 NV_SetBits_COMMAND_ DESCRIPTOR_t;
NV_SetBits_COMMAND_ DESCRIPTOR_t NV_SetBitsData = {

/* entry */ &TPM2_NV_SetBits,

/* inSize */ (UINT16) (sizeof(NV_SetBits_In)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(NV_SetBits_ COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(NV_SetBits_In, nvindex)),
(UINT16) (offsetof(NV_SetBits_In, bits))},

/* types */ {TPMI_RH_NV_AUTH_H_UNMARSHAL,

TPMI_RH_NV_INDEX_H_UNMARSHAL,
UINT64_P_UNMARSHAL ,
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3542 END_OF_LIST,
3543 END_OF_LIST}
3544

};
3545 #define _NV_SetBitsDataAddress (& _NV_SetBitsData)
3546 #else
3547 #define _NV_SetBitsDataAddress 0O
3548 #endif
3549 #iT CC_NV_WriteLock == YES
3550 #include "NV_WriteLock_fp.h"
3551 typedef TPM_RC (NV_WriteLock_Entry)(

3552 NV_WriteLock_In *in

3553 );

3554 typedef const struct {

3555 NV_WriteLock_Entry *entry;

3556 UINT16 inSize;

3557 UINT16 outSize;

3558 UINT16 offsetOfTypes;
3559 UINT16 paramOffsets[1];
3560 BYTE types[4];

3561 } NV_WriteLock COMMAND_DESCRIPTOR t;
3562  NV_WriteLock COMMAND_DESCRIPTOR_t NV_WritelLockData = {

3563 /* entry */ &TPM2_NV_WritelLock,

3564 /* inSize */ (UINT16) (sizeof(NV_WriteLock_1In)),

3565 /* outSize */ o,

3566 /* offsetOfTypes */  offsetof(NV_WriteLock COMMAND_DESCRIPTOR_t, types),
3567 /* offsets */ {(UINT16) (offsetof(NV_WriteLock_In, nvindex))},
3568 /* types */ {TPMI_RH_NV_AUTH_H_UNMARSHAL,

3569 TPMI_RH_NV_INDEX_H_UNMARSHAL,

3570 END_OF_LIST,

3571 END_OF_LIST}

3572 };

3573 #define _NV_WriteLockDataAddress (& _NV_WriteLockData)
3574 #else

3575 #define _NV_WritelLockDataAddress 0O

3576 #endif

3577 #if CC_NV_GlobalWriteLock == YES

3578 #include "NV_GlobalWriteLock fp.h"

3579 typedef TPM_RC (NV_GlobalWritelLock Entry)(

3580 NV_GlobalWriteLock In *in

3581 );

3582 typedef const struct {

3583 NV_GlobalWriteLock Entry *entry;

3584 UINT16 inSize;

3585 UINT16 outSize;

3586 UINT16 offsetOfTypes;
3587 BYTE types[3];

3588 } NV_GlobalWriteLock COMMAND_DESCRIPTOR_t;
3589 NV_GlobalWriteLock COMMAND_DESCRIPTOR_t _NV_GlobalWriteLockData = {

3590 /* entry */ &TPM2_NV_GlobalWritelLock,

3591 /* inSize */ (UINT16) (sizeof(NV_GlobalWriteLock_In)),

3592 /* outSize */ 0,

3593 /* offsetOfTypes */ offsetof(NV_GlobalWriteLock_COMMAND_DESCRIPTOR_t, types),
3594 /* offsets */ // No parameter offsets

3595  /* types */ {TPMI_RH_PROVISION_H_UNMARSHAL,

3596 END_OF_LIST,

3597 END_OF_LIST}

3598 };

3599 #define _NV_GlobalWriteLockDataAddress (& _NV_GlobalWritelLockData)
3600 #else

3601 #define _NV_GlobalWriteLockDataAddress O

3602 #endif

3603 #if CC_NV_Read == YES

3604 #include "NV_Read_fp.h"

3605 typedef TPM_RC (NV_Read_Entry)(

3606 NV_Read_In *in,
3607 NV_Read_Out *out
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)
typedef const struct {
NV_Read_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[3];
BYTE types[7];

3 NV_Read COMMAND_DESCRIPTOR_t;
NV_Read COMMAND_DESCRIPTOR_t _NV_ReadData = {

/* entry */ &TPM2_NV_Read,
/* inSize */ (UINT16) (sizeof(NV_Read_1In)),
/* outSize */ (UINT16) (sizeof(NV_Read_Out)),

/* offsetOfTypes */ offsetof(NV_Read_COMMAND_DESCRIPTOR_t, types),

/* offsets */ {(UINT16) (offsetof(NV_Read_In, nvindex)),
(UINT16) (offsetof(NV_Read_In, size)),
(UINT16) (offsetof(NV_Read_In, offset))},

/* types */ {TPMI_RH_NV_AUTH_H_UNMARSHAL,
TPMI_RH_NV_INDEX_H_UNMARSHAL,
UINT16_P_UNMARSHAL,
UINT16_P_UNMARSHAL,
END_OF_LIST,
TPM2B_MAX_NV_BUFFER_P_MARSHAL,
END_OF_LIST}

}:

#define _NV_ReadDataAddress (&_NV_ReadData)

#else

#define _NV_ReadDataAddress O

#endit

#iT CC_NV_ReadLock == YES

#include "NV_ReadLock fp.h"

typedef TPM_RC (NV_ReadLock_Entry)(

NV_ReadLock _In *in
):

typedef const struct {
NV_ReadLock_Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} NV_ReadLock_COMMAND_DESCRIPTOR_t;
NV_ReadLock COMMAND_DESCRIPTOR_t _NV_ReadLockData = {

Trusted Platform Module Library

/* entry */ &TPM2_NV_ReadlLock,

/* inSize */ (UINT16) (sizeof(NV_ReadLock_1In)),

/* outSize */ o,

/* offsetOfTypes */ offsetof(NV_ReadLock_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(NV_ReadLock_In, nvindex))},

/* types */ {TPMI_RH_NV_AUTH_H_UNMARSHAL,

TPMI_RH_NV_INDEX_H_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}
}:
#define _NV_ReadlLockDataAddress (& _NV_ReadlLockData)
#else
#define _NV_ReadlLockDataAddress 0O
#endif
#iT CC_NV_ChangeAuth == YES
#include "NV_ChangeAuth_fp.h"
typedef TPM_RC (NV_ChangeAuth_Entry)(
NV_ChangeAuth_In *in
):

typedef const struct {
NV_ChangeAuth_Entry *entry;

UINT16 inSize;
UINT16 outSize;
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UINT16 offsetOfTypes;
UINT16 paramOffsets[1];
BYTE types[4];

} NV_ChangeAuth_COMMAND_DESCRIPTOR_t;
NV_ChangeAuth_COMMAND_DESCRIPTOR_t _NV_ChangeAuthData = {

/* entry */ &TPM2_NV_ChangeAuth,

/* inSize */ (UINT16) (sizeof(NV_ChangeAuth_In)),

/* outSize */ 0,

/* offsetOfTypes */ offsetof(NV_ChangeAuth_COMMAND_DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(NV_ChangeAuth_In, newAuth))},

/* types */ {TPMI_RH_NV_INDEX_H_UNMARSHAL,

TPM2B_DIGEST_P_UNMARSHAL,
END_OF_LIST,
END_OF_LIST}
};
#define _NV_ChangeAuthDataAddress (&_NV_ChangeAuthData)
#else
#define _NV_ChangeAuthDataAddress 0O
#endif
#if CC_NV_Certify == YES
#include "NV_Certify_fp.h"
typedef TPM_RC (NV_Certify_ Entry)(
NV_Certify_In *in,
NV_Certify_Out *out
)
typedef const struct {
NV_Certify_ Entry *entry;

UINT16 inSize;

UINT16 outSize;

UINT16 offsetOfTypes;
UINT16 paramOffsets[7];
BYTE types[11];

} NV_Certify COMMAND_DESCRIPTOR_t;
NV_Certify COMMAND DESCRIPTOR_t NV _CertifyData = {

/* entry */ &TPM2_NV_Certify,

/* inSize */ (UINT16) (sizeof(NV_Certify_In)),

/* outSize */ (UINT16) (sizeof(NV_Certify_Out)),

/* offsetOfTypes */  offsetof(NV_Certify COMMAND DESCRIPTOR_t, types),
/* offsets */ {(UINT16) (offsetof(NV_Certify_In, authHandle)),

(UINT16) (offsetof(NV_Certify_In, nvindex)),
(UINT16) (offsetof(NV_Certify_In, qualifyingData)),
(UINT16) (offsetof(NV_Certify_In, inScheme)),
(UINT16) (offsetof(NV_Certify_In, size)),
(UINT16) (offsetof(NV_Certify_In, offset)),
(UINT16) (offsetof(NV_Certify Out, signature))},

/* types */ {TPMI_DH_OBJECT_H_UNMARSHAL + ADD_FLAG,
TPMI_RH_NV_AUTH_H_UNMARSHAL,
TPMI_RH_NV_INDEX_H_UNMARSHAL,
TPM2B_DATA_P_UNMARSHAL,
TPMT_SIG_SCHEME_P_UNMARSHAL + ADD_FLAG,
UINT16_P_ UNMARSHAL,
UINT16_P_UNMARSHAL,
END_OF_LIST,
TPM2B_ATTEST_P_MARSHAL,
TPMT_SIGNATURE_P_MARSHAL,
END_OF_LIST}

}:

#define _NV_CertifyDataAddress (& _NV_CertifyData)

#else

#define _NV_CertifyDataAddress 0O

#endif

#if CC_Vendor_TCG_Test == YES

#include "Vendor_TCG_Test_fp.h"

typedef TPM_RC (Vendor_TCG_Test_Entry)(

Vendor_TCG_Test_In *in,
Vendor_TCG_Test_Out *out
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)
typedef const struct {
Vendor_TCG_Test_Entry *entry;

UINT16 inSize;

UINT16 outSize;
UINT16 offsetOfTypes;
BYTE types[4];

} Vendor_TCG_Test_COMMAND_DESCRIPTOR_t;
Vendor_TCG_Test_COMMAND_DESCRIPTOR_t _Vendor_TCG_TestData = {

/* entry */ &TPM2_Vendor_ TCG Test,

/* inSize */ (UINT16) (sizeof(Vendor_TCG_Test_In)),

/* outSize */ (UINT16) (sizeof(Vendor_TCG_Test_Out)),

/* offsetOfTypes */ offsetof(Vendor_TCG_Test_COMMAND_DESCRIPTOR_t, types),
/* offsets */ // No parameter offsets

/* types */ {TPM2B_DATA_P_UNMARSHAL,

END_OF_LIST,
TPM2B_DATA_P_MARSHAL,
END_OF_LIST}
}:
#define _Vendor_TCG_TestDataAddress (& _Vendor_TCG_TestData)
#else
#define _Vendor_TCG_TestDataAddress 0O
#endif
COMMAND_DESCRIPTOR_t *s_CommandDataArray[] = {
#iT (PAD_LIST || CC_NV_UndefineSpaceSpecial)
(COMMAND_DESCRIPTOR_t *)_NV_UndefineSpaceSpecialDataAddress,
#endit
#iT (PAD_LIST || CC_EvictControl)
(COMMAND_DESCRIPTOR_t *)_ EvictControlDataAddress,
#endif
#iT (PAD_LIST || CC_HierarchyControl)
(COMMAND_DESCRIPTOR_t *)_HierarchyControlDataAddress,
#endif
#iT (PAD_LIST || CC_NV_UndefineSpace)
(COMMAND_DESCRIPTOR_t *)_NV_UndefineSpaceDataAddress,
#endif
#iT (PAD_LIST)
(COMMAND_DESCRIPTOR_t *)O,
#endif
#iT (PAD_LIST || CC_ChangeEPS)
(COMMAND_DESCRIPTOR_t *)_ChangeEPSDataAddress,
#endif
#if (PAD_LIST |] CC_ChangePPS)
(COMMAND_DESCRIPTOR_t *)_ChangePPSDataAddress,
#endif
#if (PAD_LIST |] CC_Clear)
(COMMAND_DESCRIPTOR_t *)_ClearDataAddress,
#endif
#if (PAD_LIST || CC_ClearControl)
(COMMAND_DESCRIPTOR_t *)_ClearControlDataAddress,
#endif
#if (PAD_LIST || CC_ClockSet)
(COMMAND_DESCRIPTOR_t *)_ClockSetDataAddress,
#endif
#if (PAD_LIST || CC_HierarchyChangeAuth)
(COMMAND_DESCRIPTOR_t *)_HierarchyChangeAuthDataAddress,
#endif
#iT (PAD_LIST || CC_NV_DefineSpace)
(COMMAND_DESCRIPTOR_t *)_NV_DefineSpaceDataAddress,
#endif
#iT (PAD_LIST || CC_PCR_Allocate)
(COMMAND_DESCRIPTOR_t *)_PCR_AllocateDataAddress,
#endif
#if (PAD_LIST || CC_PCR_SetAuthPolicy)
(COMMAND_DESCRIPTOR_t *)_PCR_SetAuthPolicyDataAddress,
#endif
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#iT (PAD_LIST || CC_PP_Commands)
(COMMAND_DESCRIPTOR_t *)_PP_CommandsDataAddress,
#endif
#if (PAD_LIST || CC_SetPrimaryPolicy)
(COMMAND_DESCRIPTOR_t *)_SetPrimaryPolicyDataAddress,
#endif
#if (PAD_LIST |] CC_FieldUpgradeStart)
(COMMAND_DESCRIPTOR_t *)_FieldUpgradeStartDataAddress,
#endif
#if (PAD_LIST |] CC_ClockRateAdjust)
(COMMAND_DESCRIPTOR_t *)_ClockRateAdjustDataAddress,
#endif
#if (PAD_LIST || CC_CreatePrimary)
(COMMAND_DESCRIPTOR_t *)_CreatePrimaryDataAddress,
#endif
#if (PAD_LIST || CC_NV_GlobalWriteLock)
(COMMAND_DESCRIPTOR_t *)_NV_GlobalWriteLockDataAddress,
#endif
#if (PAD_LIST || CC_GetCommandAuditDigest)
(COMMAND_DESCRIPTOR_t *)_GetCommandAuditDigestDataAddress,
#endif
#if (PAD_LIST |] CC_NV_Increment)
(COMMAND_DESCRIPTOR_t *)_NV_IncrementDataAddress,
#endif
#iT (PAD_LIST |] CC_NV_SetBits)
(COMMAND_DESCRIPTOR_t *)_NV_SetBitsDataAddress,
#endit
#if (PAD_LIST || CC_NV_Extend)
(COMMAND_DESCRIPTOR_t *)_NV_ExtendDataAddress,
#endif
#iT (PAD_LIST |] CC_NV_Write)
(COMMAND_DESCRIPTOR_t *)_NV_WriteDataAddress,
#endif
#if (PAD_LIST || CC_NV_WriteLock)
(COMMAND_DESCRIPTOR_t *)_NV_WriteLockDataAddress,
#endif
#iT (PAD_LIST || CC_DictionaryAttackLockReset)
(COMMAND_DESCRIPTOR_t *)_DictionaryAttackLockResetDataAddress,
#endif
#iT (PAD_LIST || CC_DictionaryAttackParameters)
(COMMAND_DESCRIPTOR_t *)_DictionaryAttackParametersDataAddress,
#endif
#iT (PAD_LIST |] CC_NV_ChangeAuth)
(COMMAND_DESCRIPTOR_t *)_NV_ChangeAuthDataAddress,
#endif
#iT (PAD_LIST || CC_PCR_Event)
(COMMAND_DESCRIPTOR_t *)_PCR_EventDataAddress,
#endif
#iT (PAD_LIST |] CC_PCR_Reset)
(COMMAND_DESCRIPTOR_t *)_PCR_ResetDataAddress,
#endif
#if (PAD_LIST || CC_SequenceComplete)
(COMMAND_DESCRIPTOR_t *)_SequenceCompleteDataAddress,
#endif
#if (PAD_LIST |] CC_SetAlgorithmSet)
(COMMAND_DESCRIPTOR_t *)_SetAlgorithmSetDataAddress,
#endif
#iT (PAD_LIST || CC_SetCommandCodeAuditStatus)
(COMMAND_DESCRIPTOR_t *)_SetCommandCodeAuditStatusDataAddress,
#endif
#if (PAD_LIST || CC_FieldUpgradeData)
(COMMAND_DESCRIPTOR_t *)_FieldUpgradeDataDataAddress,
#endif
#iT (PAD_LIST || CC_IncrementalSelfTest)
(COMMAND_DESCRIPTOR_t *)_IncrementalSelfTestDataAddress,
#endif
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#iT (PAD_LIST || CC_SelfTest)

(COMMAND_DESCRIPTOR_t *)_SelfTestDataAddress,
#endif
#iT (PAD_LIST || CC_Startup)

(COMMAND_DESCRIPTOR_t *)_StartupDataAddress,
#endif
#if (PAD_LIST || CC_Shutdown)

(COMMAND_DESCRIPTOR_t *)_ShutdownDataAddress,
#endif
#if (PAD_LIST || CC_StirRandom)

(COMMAND_DESCRIPTOR_t *)_StirRandomDataAddress,
#endif
#if (PAD_LIST || CC_ActivateCredential)

(COMMAND_DESCRIPTOR_t *)_ActivateCredentialDataAddress,
#endif
#if (PAD_LIST || CC_Certify)

(COMMAND_DESCRIPTOR_t *)_CertifyDataAddress,
#endif
#iT (PAD_LIST |] CC_PolicyNV)

(COMMAND_DESCRIPTOR_t *)_PolicyNVDataAddress,
#endif
#if (PAD_LIST |] CC_CertifyCreation)

(COMMAND_DESCRIPTOR_t *)_CertifyCreationDataAddress,
#endif
#iT (PAD_LIST || CC_Duplicate)

(COMMAND_DESCRIPTOR_t *)_DuplicateDataAddress,
#endit
#if (PAD_LIST || CC_GetTime)

(COMMAND_DESCRIPTOR_t *)_GetTimeDataAddress,
#endif
#iT (PAD_LIST || CC_GetSessionAuditDigest)

(COMMAND_DESCRIPTOR_t *)_GetSessionAuditDigestDataAddress,
#endif
#if (PAD_LIST |] CC_NV_Read)

(COMMAND_DESCRIPTOR_t *)_NV_ReadDataAddress,
#endif
#iT (PAD_LIST || CC_NV_ReadLock)

(COMMAND_DESCRIPTOR_t *)_NV_ReadlLockDataAddress,
#endif
#iT (PAD_LIST || CC_ObjectChangeAuth)

(COMMAND_DESCRIPTOR_t *)_ObjectChangeAuthDataAddress,
#endif
#if (PAD_LIST || CC_PolicySecret)

(COMMAND_DESCRIPTOR_t *)_PolicySecretDataAddress,
#endif
#if (PAD_LIST || CC_Rewrap)

(COMMAND_DESCRIPTOR_t *)_RewrapDataAddress,
#endif
#iT (PAD_LIST |] CC_Create)

(COMMAND_DESCRIPTOR_t *)_CreateDataAddress,
#endif
#if (PAD_LIST || CC_ECDH_ZzGen)

(COMMAND_DESCRIPTOR_t *)_ECDH_ZGenDataAddress,
#endif
#iT (PAD_LIST || CC_HMAC)

(COMMAND_DESCRIPTOR_t *)_HMACDataAddress,
#endif
#iT (PAD_LIST || CC_Import)

(COMMAND_DESCRIPTOR_t *)_ ImportDataAddress,
#endif
#iT (PAD_LIST || CC_Load)

(COMMAND_DESCRIPTOR_t *)_lLoadDataAddress,
#endif
#if (PAD_LIST |] CC_Quote)

(COMMAND_DESCRIPTOR_t *)_QuoteDataAddress,
#endif
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#iT (PAD_LIST || CC_RSA_Decrypt)
(COMMAND_DESCRIPTOR_t *)_RSA DecryptDataAddress,
#endif
#if (PAD_LIST)
(COMMAND_DESCRIPTOR_t *)O,
#endif
#if (PAD_LIST || CC_HMAC_Start)
(COMMAND_DESCRIPTOR_t *)_ HMAC_StartDataAddress,
#endif
#if (PAD_LIST |] CC_SequenceUpdate)
(COMMAND_DESCRIPTOR_t *)_SequenceUpdateDataAddress,
#endif
#if (PAD_LIST |] CC_Sign)
(COMMAND_DESCRIPTOR_t *)_SignDataAddress,
#endif
#iT (PAD_LIST || CC_Unseal)
(COMMAND_DESCRIPTOR_t *)_UnsealDataAddress,
#endif
#iT (PAD_LIST)
(COMMAND_DESCRIPTOR_t *)O,
#endif
#iT (PAD_LIST || CC_PolicySigned)
(COMMAND_DESCRIPTOR_t *)_PolicySignedDataAddress,
#endif
#iT (PAD_LIST || CC_ContextLoad)
(COMMAND_DESCRIPTOR_t *)_ContextLoadDataAddress,
#endit
#if (PAD_LIST |] CC_ContextSave)
(COMMAND_DESCRIPTOR_t *)_ContextSaveDataAddress,
#endif
#i1Tf (PAD_LIST || CC_ECDH_KeyGen)
(COMMAND_DESCRIPTOR_t *)_ECDH_KeyGenDataAddress,
#endif
#iT (PAD_LIST || CC_EncryptDecrypt)
(COMMAND_DESCRIPTOR_t *)_EncryptDecryptDataAddress,
#endif
#iT (PAD_LIST || CC_FlushContext)
(COMMAND_DESCRIPTOR_t *)_FlushContextDataAddress,
#endif
#iT (PAD_LIST)
(COMMAND_DESCRIPTOR_t *)O,
#endif
#if (PAD_LIST || CC_LoadExternal)
(COMMAND_DESCRIPTOR_t *)_LoadExternalDataAddress,
#endif
#if (PAD_LIST |] CC_MakeCredential)
(COMMAND_DESCRIPTOR_t *)_MakeCredentialDataAddress,
#endif
#if (PAD_LIST || CC_NV_ReadPublic)
(COMMAND_DESCRIPTOR_t *)_NV_ReadPublicDataAddress,
#endif
#if (PAD_LIST || CC_PolicyAuthorize)
(COMMAND_DESCRIPTOR_t *)_PolicyAuthorizeDataAddress,
#endif
#if (PAD_LIST |] CC_PolicyAuthvValue)
(COMMAND_DESCRIPTOR_t *)_PolicyAuthValueDataAddress,
#endif
#if (PAD_LIST |] CC_PolicyCommandCode)
(COMMAND_DESCRIPTOR_t *)_PolicyCommandCodeDataAddress,
#endif
#if (PAD_LIST || CC_PolicyCounterTimer)
(COMMAND_DESCRIPTOR_t *)_PolicyCounterTimerDataAddress,
#endif
#iT (PAD_LIST || CC_PolicyCpHash)
(COMMAND_DESCRIPTOR_t *)_PolicyCpHashDataAddress,
#endif
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#iT (PAD_LIST || CC_PolicyLocality)

(COMMAND_DESCRIPTOR_t *)_PolicyLocalityDataAddress,
#endif
#if (PAD_LIST |] CC_PolicyNameHash)

(COMMAND_DESCRIPTOR_t *)_PolicyNameHashDataAddress,
#endif
#if (PAD_LIST || CC_PolicyOR)

(COMMAND_DESCRIPTOR_t *)_PolicyORDataAddress,
#endif
#if (PAD_LIST || CC_PolicyTicket)

(COMMAND_DESCRIPTOR_t *)_PolicyTicketDataAddress,
#endif
#iT (PAD_LIST || CC_ReadPublic)

(COMMAND_DESCRIPTOR_t *)_ReadPublicDataAddress,
#endif
#if (PAD_LIST || CC_RSA_Encrypt)

(COMMAND_DESCRIPTOR_t *)_RSA_EncryptDataAddress,
#endif
#iT (PAD_LIST)

(COMMAND_DESCRIPTOR_t *)O,
#endif
#if (PAD_LIST || CC_StartAuthSession)

(COMMAND_DESCRIPTOR_t *)_StartAuthSessionDataAddress,
#endif
#iT (PAD_LIST || CC_VerifySignature)

(COMMAND_DESCRIPTOR_t *)_VerifySignatureDataAddress,
#endit
#if (PAD_LIST || CC_ECC_Parameters)

(COMMAND_DESCRIPTOR_t *) ECC_ParametersDataAddress,
#endif
#iT (PAD_LIST || CC_FirmwareRead)

(COMMAND_DESCRIPTOR_t *)_FirmwareReadDataAddress,
#endif
#if (PAD_LIST || CC_GetCapability)

(COMMAND_DESCRIPTOR_t *)_GetCapabilityDataAddress,
#endif
#iT (PAD_LIST || CC_GetRandom)

(COMMAND_DESCRIPTOR_t *)_GetRandomDataAddress,
#endif
#iT (PAD_LIST || CC_GetTestResult)

(COMMAND_DESCRIPTOR_t *)_GetTestResultDataAddress,
#endif
#if (PAD_LIST || CC_Hash)

(COMMAND_DESCRIPTOR_t *)_HashDataAddress,
#endif
#iT (PAD_LIST || CC_PCR_Read)

(COMMAND_DESCRIPTOR_t *)_PCR_ReadDataAddress,
#endif
#iT (PAD_LIST |] CC_PolicyPCR)

(COMMAND_DESCRIPTOR_t *)_PolicyPCRDataAddress,
#endif
#if (PAD_LIST || CC_PolicyRestart)

(COMMAND_DESCRIPTOR_t *)_PolicyRestartDataAddress,
#endif
#iT (PAD_LIST |] CC_ReadClock)

(COMMAND_DESCRIPTOR_t *)_ReadClockDataAddress,
#endif
#if (PAD_LIST || CC_PCR_Extend)

(COMMAND_DESCRIPTOR_t *)_PCR_ExtendDataAddress,
#endif
#iT (PAD_LIST || CC_PCR_SetAuthValue)

(COMMAND_DESCRIPTOR_t *)_PCR_SetAuthValueDataAddress,
#endif
#if (PAD_LIST || CC_NV_Certify)

(COMMAND_DESCRIPTOR_t *)_NV_CertifyDataAddress,
#endif
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#iT (PAD_LIST || CC_EventSequenceComplete)
(COMMAND_DESCRIPTOR_t *)_EventSequenceCompleteDataAddress,
#endif
#if (PAD_LIST |] CC_HashSequenceStart)
(COMMAND_DESCRIPTOR_t *)_HashSequenceStartDataAddress,
#endif
#if (PAD_LIST || CC_PolicyPhysicalPresence)
(COMMAND_DESCRIPTOR_t *)_PolicyPhysicalPresenceDataAddress,
#endif
#if (PAD_LIST || CC_PolicyDuplicationSelect)
(COMMAND_DESCRIPTOR_t *)_PolicyDuplicationSelectDataAddress,
#endif
#if (PAD_LIST |] CC_PolicyGetDigest)
(COMMAND_DESCRIPTOR_t *)_PolicyGetDigestDataAddress,
#endif
#if (PAD_LIST |] CC_TestParms)
(COMMAND_DESCRIPTOR_t *)_TestParmsDataAddress,
#endif
#iT (PAD_LIST |] CC_Commit)
(COMMAND_DESCRIPTOR_t *)_CommitDataAddress,
#endif
#if (PAD_LIST || CC_PolicyPassword)
(COMMAND_DESCRIPTOR_t *)_PolicyPasswordDataAddress,
#endif
#iT (PAD_LIST || CC_ZGen_2Phase)
(COMMAND_DESCRIPTOR_t *)_ZGen_2PhaseDataAddress,
#endit
#if (PAD_LIST || CC_EC_Ephemeral)
(COMMAND_DESCRIPTOR_t *)_EC_EphemeralDataAddress,
#endif
#iT (PAD_LIST || CC_PolicyNvWritten)
(COMMAND_DESCRIPTOR_t *)_PolicyNvWrittenDataAddress,
#endif
#iT (PAD_LIST || CC_PolicyTemplate)
(COMMAND_DESCRIPTOR_t *)_PolicyTemplateDataAddress,
#endif
#iT (PAD_LIST || CC_CreatelLoaded)
(COMMAND_DESCRIPTOR_t *)_CreatelLoadedDataAddress,
#endif
#iT (PAD_LIST || CC_PolicyAuthorizeNV)
(COMMAND_DESCRIPTOR_t *)_PolicyAuthorizeNVDataAddress,
#endif
#if (PAD_LIST |] CC_EncryptDecrypt2)
(COMMAND_DESCRIPTOR_t *)_EncryptDecrypt2DataAddress,
#endif
#if (PAD_LIST |] CC_Vendor_TCG_Test)
(COMMAND_DESCRIPTOR_t *)_Vendor_TCG_TestDataAddress,
#endif
0

}:
#endif // _COMMAND TABLE_ DISPATCH_
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5.9 Commands.h

#ifndef _COMMANDS_H
#define _COMMANDS_H

Start-up

#ifdef TPM_CC_Startup
#include "Startup_fp.h"

#endif

#ifdef TPM_CC_Shutdown
#include "Shutdown_fp.h"

#endif

Testing

#ifdef TPM_CC_SelfTest
#include "SelfTest_fp.h"
#endif
#ifdef TPM_CC_IncrementalSelfTest
#include "IncrementalSelfTest_fp._h"
#endif
#ifdef TPM_CC GetTestResult
#include "GetTestResult_fp.h"
#endif

Session Commands

#ifdef TPM_CC_StartAuthSession
#include "StartAuthSession_fp.h"

#endif

#ifdef TPM_CC_PolicyRestart
#include "PolicyRestart_fp.h"

#endif

Object Commands

#ifdef TPM_CC_Create
#include "Create_fp._.h"
#endif
#ifdef TPM_CC_ Load
#include '"Load_fp.h"
#endif
#ifdef TPM_CC_LoadExternal
#include "LoadExternal_fp.h"
#endif
#ifdef TPM_CC_ReadPublic
#include "ReadPublic_fp.h"
#endif
#ifdef TPM_CC_ActivateCredential
#include "ActivateCredential_fp.h"
#endif
#ifdef TPM_CC_MakeCredential
#include "MakeCredential_fp.h"
#endif
#ifdef TPM_CC Unseal
#include "Unseal_fp.h"
#endif
#ifdef TPM_CC_ObjectChangeAuth
#include "ObjectChangeAuth_fp.h"
#endif
#ifdef TPM_CC_Createloaded
#include "CreatelLoaded_fp.h"
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#endi

Duplication Commands

#ifdef TPM_CC_Duplicate
#include "Duplicate_fp.h"

#endif

#ifdef TPM_CC_Rewrap
#include "Rewrap_fp.-h"

#endif

#ifdef TPM_CC_Import
#include "Import_fp.h"

#endif

Asymmetric Primitives

#ifdef TPM_CC_RSA Encrypt
#include "RSA_Encrypt_fp.h"

#endif

#ifdef TPM_CC_RSA Decrypt
#include "RSA_Decrypt_fp.h"

#endif

#ifdef TPM_CC_ECDH_KeyGen
#include "ECDH_KeyGen_fp.h"

#endif

#ifdef TPM_CC_ECDH_ZGen
#include "ECDH_ZzGen_fp.h"

#endif

#ifdef TPM_CC_ECC_Parameters
#include "ECC_Parameters_fp.h"

#endif

#ifdef TPM_CC_ZGen_2Phase
#include "ZGen_2Phase_fp.h"

#endif

Symmetric Primitives

#ifdef TPM_CC_EncryptDecrypt
#include "EncryptDecrypt_fp.h"
#endif
#ifdef TPM_CC_EncryptDecrypt2
#include "EncryptDecrypt2_fp_h"
#endif
#ifdef TPM_CC_Hash
#include "Hash_fp.h"
#endif
#ifdef TPM_CC_HMAC
#include "HMAC_fp.h"
#endif

Random Number Generator

#ifdef TPM_CC_GetRandom
#include "GetRandom_fp.h"

#endif

#ifdef TPM_CC_StirRandom
#include '"StirRandom_fp.h"

#endif

Hash/HMAC/Event Sequences

#ifdef TPM_CC_HMAC_Start
#include "HMAC_Start_fp.h"
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#endif
#ifdef TPM_CC_HashSequenceStart
#include ""HashSequenceStart_fp.h"
#endif
#ifdef TPM_CC_SequenceUpdate
#include '"SequenceUpdate_fp.h"
#endif
#ifdef TPM_CC_SequenceComplete
#include 'SequenceComplete_fp.h"
#endif
#ifdef TPM_CC_EventSequenceComplete
#include "EventSequenceComplete_fp.h"
#endif

Attestation Commands

#ifdef TPM_CC_Certify
#include "Certify_fp.h"
#endif
#ifdef TPM_CC_CertifyCreation
#include '"CertifyCreation_fp.h"
#endif
#ifdef TPM_CC_Quote
#include "Quote_fp.h"
#endif
#ifdef TPM_CC_GetSessionAuditDigest
#include '"GetSessionAuditDigest _fp.h"
#endif
#ifdef TPM_CC_GetCommandAuditDigest
#include "GetCommandAuditDigest fp.h"
#endif
#ifdef TPM_CC GetTime
#include "GetTime_fp.h"
#endif

Ephemeral EC Keys

#ifdef TPM_CC_Commit
#include ""Commit_fp._.h"
#endif
#ifdef TPM_CC_EC_Ephemeral
#include "EC_Ephemeral_fp.h"
#endif

Signing and Signature Verification

#ifdef TPM_CC_VerifySignature
#include "VerifySignature_fp_h"
#endif
#ifdef TPM_CC_Sign
#include "Sign_fp.h"
#endif

Command Audit
#ifdef TPM_CC_SetCommandCodeAuditStatus

#include '"SetCommandCodeAuditStatus_fp.h"
#endif

Integrity Collection (PCR)

#ifdef TPM_CC_PCR_Extend
#include "PCR_Extend_fp.h"
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#endif
#ifdef TPM_CC_PCR_Event
#include "PCR_Event_fp.h"
#endif
#ifdef TPM_CC_PCR_Read
#include "PCR_Read_fp.h"
#endif
#ifdef TPM_CC_PCR_Allocate
#include "PCR_Allocate_fp.h"
#endif
#ifdef TPM_CC_PCR_SetAuthPolicy
#include "PCR_SetAuthPolicy fp.h"
#endif
#ifdef TPM_CC_PCR_SetAuthValue
#include "PCR_SetAuthValue_fp.h"
#endif
#ifdef TPM_CC_PCR_Reset
#include "PCR_Reset_fp.h"
#endif

Enhanced Authorization (EA) Commands

#ifdef TPM_CC_PolicySigned
#include "PolicySigned_fp.h"
#endif
#ifdef TPM_CC_PolicySecret
#include ""PolicySecret_fp.h"
#endif
#ifdef TPM_CC_PolicyTicket
#include "PolicyTicket_fp.h"
#endif
#ifdef TPM_CC_PolicyOR
#include "PolicyOR_fp.h"
#endif
#ifdef TPM_CC_PolicyPCR
#include ""PolicyPCR_fp.h"
#endif
#ifdef TPM_CC_PolicyLocality
#include "PolicyLocality_fp.h"
#endif
#ifdef TPM_CC_PolicyNV
#include "PolicyNV_fp.h"
#endif
#ifdef TPM_CC_PolicyCounterTimer
#include "PolicyCounterTimer_fp.h"
#endif
#ifdef TPM_CC_PolicyCommandCode
#include "PolicyCommandCode_fp.h"
#endif
#ifdef TPM_CC_PolicyPhysicalPresence
#include "PolicyPhysicalPresence_fp.h"
#endif
#ifdef TPM_CC_PolicyCpHash
#include "PolicyCpHash_fp.h"
#endif
#ifdef TPM_CC_PolicyNameHash
#include ""PolicyNameHash_fp.h"
#endif
#ifdef TPM_CC_PolicyDuplicationSelect
#include "PolicyDuplicationSelect_fp.h"
#endif
#ifdef TPM_CC_PolicyAuthorize
#include "PolicyAuthorize_fp.h"
#endif
#ifdef TPM_CC_PolicyAuthValue
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#include ""PolicyAuthValue_fp.h"

#endif

#ifdef TPM_CC_PolicyPassword
#include "PolicyPassword_fp._h"

#endif

#ifdef TPM_CC_PolicyGetDigest
#include ""PolicyGetDigest_fp.h"

#endif

#ifdef TPM_CC_PolicyNvWritten
#include ""PolicyNvWritten_fp._h"

#endif

#ifdef TPM_CC_PolicyTemplate
#include "PolicyTemplate_fp.h"

#endif

#ifdef TPM_CC_PolicyAuthorizeNV
#include "PolicyAuthorizeNV_fp.h"

#endif

Hierarchy Commands

#ifdef TPM_CC_CreatePrimary
#include "CreatePrimary_fp.h"
#endif
#ifdef TPM_CC_HierarchyControl
#include "HierarchyControl_fp.h"
#endif
#ifdef TPM_CC_SetPrimaryPolicy
#include "SetPrimaryPolicy_fp.h"
#endif
#ifdef TPM_CC_ChangePPS
#include "ChangePPS_fp.h"
#endif
#ifdef TPM_CC_ChangeEPS
#include '"ChangeEPS_fp.h"
#endif
#ifdef TPM_CC Clear
#include "Clear_fp.h"
#endif
#ifdef TPM_CC_ClearControl
#include ""ClearControl_fp.h"
#endif
#ifdef TPM_CC_HierarchyChangeAuth
#include "HierarchyChangeAuth_fp._h"
#endif

Dictionary Attack Functions

#ifdef TPM_CC_DictionaryAttackLockReset
#include "DictionaryAttackLockReset fp.h"

#endif

#ifdef TPM_CC_DictionaryAttackParameters
#include "DictionaryAttackParameters_fp.h"

#endif

Miscellaneous Management Functions

#ifdef TPM_CC_PP_Commands
#include "PP_Commands_fp.h"
#endif
#ifdef TPM_CC_SetAlgorithmSet
#include "SetAlgorithmSet_fp.h"
#endif

Field Upgrade
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#ifdef TPM_CC_FieldUpgradeStart
#include "FieldUpgradeStart_fp.h"
#endif
#ifdef TPM_CC_FieldUpgradeData
#include "FieldUpgradeData_fp.h"
#endif
#ifdef TPM_CC_FirmwareRead
#include "FirmwareRead_fp.h"
#endif

Context Management

#ifdef TPM_CC_ContextSave
#include "ContextSave_fp.h"

#endif

#ifdef TPM_CC_ContextLoad
#include "ContextLoad fp.h"

#endif

#ifdef TPM_CC_FlushContext
#include "FlushContext_fp.h"

#endif

#ifdef TPM_CC_EvictControl
#include "EvictControl_fp.h"

#endif

Clocks and Timers

#ifdef TPM_CC_ReadClock
#include ""ReadClock_fp.h"
#endif
#ifdef TPM_CC_ClockSet
#include "ClockSet_fp.h"
#endif
#ifdef TPM_CC_ClockRateAdjust
#include ""ClockRateAdjust_fp.h"
#endif

Capability Commands

#ifdef TPM_CC_GetCapability
#include "GetCapability fp.h"
#endif
#ifdef TPM_CC_TestParms
#include "TestParms_fp.h"
#endif

Non-volatile Storage

#ifdef TPM_CC_NV_DefineSpace
#include "NV_DefineSpace_fp.h"
#endif
#ifdef TPM_CC_NV_UndefineSpace
#include "NV_UndefineSpace_fp.h"
#endif
#ifdef TPM_CC_NV_UndefineSpaceSpecial
#include "NV_UndefineSpaceSpecial_fp.h"
#endif
#ifdef TPM_CC_NV_ReadPublic
#include "NV_ReadPublic_fp.h"
#endif
#ifdef TPM_CC_NV_Write
#include "NV_Write_fp.h"
#endif
#ifdef TPM_CC_NV_Increment
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#include "NV_Increment_fp.h"

#endif

#ifdef TPM_CC_NV_Extend
#include "NV_Extend_fp.h"

#endif

#ifdef TPM_CC_NV_SetBits
#include "NV_SetBits_fp.h"

#endif

#ifdef TPM_CC_NV_WriteLock

#include "NV_WriteLock fp.h"

#endi

#ifdef TPM_CC_NV_GlobalWriteLock
#include "NV_GlobalWriteLock_fp.h"

#endif

#ifdef TPM_CC_NV_Read
#include "NV_Read_fp.h"

#endif

#ifdef TPM_CC_NV_ReadLock

#include "NV_ReadLock_fp.h

#endif

#ifdef TPM_CC_NV_ChangeAuth
#include "NV_ChangeAuth_fp

#endif

#ifdef TPM_CC_NV_Certify
#include "NV_Certify_fp.h"

#endif

Vendor Specific

#ifdef TPM_CC_Vendor_TCG_Test

i} hn

#include ""Vendor_TCG_Test_fp.h"

#endi
#endi
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5.10 CompilerDependencies.h

This file contains the build switches. This contains switches for multiple versions of the crypto-library so
some may not apply to your environment.

#ifndef _COMPILER_DEPENDENCIES H_
#define _COMPILER_DEPENDENCIES_H_
#ifdef GCC

# undef _MSC VER

# undef WIN32

#endi

If in-line functions are not being used, define INLINE as null. If INLINE_FUNCTIONS is defined, then
need to define INLINE for each compiler.

#ifndef INLINE_FUNCTIONS
# define INLINE
#endi

#ifdef _MSC_VER

These definitions are for the Microsoft compiler Endian conversion for aligned structures

#  define REVERSE_ENDIAN_16(_Number) _byteswap_ ushort(_Number)
#  define REVERSE_ENDIAN_32(_Number) _byteswap_ulong(_Number)
#  define REVERSE_ENDIAN_64(_Number) _byteswap uint64(_Number)

Handling of INLINE macro

# ifdef INLINE_FUNCTIONS
# define INLINE static __inline
# endif

Avoid compiler warning for in line of stdio (or not)

//7#define _NO_CRT_STDIO_INLINE

This macro is used to handle LIB_EXPORT of function and variable names in lieu of a .def file. Visual
Studio requires that functions be explicitly exported and imported.

#  define LIB_EXPORT __ declspec(dllexport) // VS compatible version
# define LIB_IMPORT __ declspec(dllimport)

This is defined to indicate a function that does not return. Microsoft compilers do not support the
_Noretrun() function parameter.

#  define NORETURN _ declspec(noreturn)
# if _MSC_VER >= 1400 // SAL processing when needed
# include <sal.h>
# endif

# ifdef _WIN64

# define _INTPTR 2
# else

# define _INTPTR 1

# endif

#define NOT_REFERENCED(x) )

Lower the compiler error warning for system include files. They tend not to be that clean and there is no
reason to sort through all the spurious errors that they generate when the normal error level is set to /Wall

#  define _REDUCE_WARNING_LEVEL_(n) \
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__pragma(warning(push, n))

Restore the compiler warning level

#  define _NORMAL_WARNING_LEVEL_
__pragma(warning(pop))

# include <stdint.h>

#endif

#ifndef _MSC_VER

define WINAPI

define __ _pragama(x)

ifdef INLINE_FUNCTIONS
define INLINE static inline
endif
iT defined(_GNUC_ )
define NORETURN
include <stdint.h>
else
define NORETURN
endif
define LIB_EXPORT
define LIB_IMPORT
define REDUCE_WARNING_LEVEL
define _NORMAL_WARNING_LEVEL_
define NOT_REFERENCED(X) (x = x)
#endi
#ifdef _POSIX
typedef int SOCKET;
#endi
#tendif // COMPILER DEPENDENCIES H_

HHFEHFHFHFHFHEHFEFFEHE TR
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define REVERSE_ENDIAN_16(_Number) _ builtin_bswap16(_Number)
define REVERSE_ENDIAN_32(_Number) _ builtin_bswap32(_Number)
define REVERSE_ENDIAN_64(_Number) _ builtin_bswap64(_Number)

__attribute__((noreturn))
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5.11 Global.h

#if 1defined _TPM_H_
#error "Should not be called"
#endi

5.11.1 Description

This file contains internal global type definitions and data declarations that are need between
subsystems. The instantiation of global data is in Global.c. The initialization of global data is in the
subsystem that is the primary owner of the data.

The first part of this file has the typedefs for structures and other defines used in many portions of the
code. After the typedef section, is a section that defines global values that are only present in RAM. The
next three sections define the structures for the NV data areas: persistent, orderly, and state save.
Additional sections define the data that is used in specific modules. That data is private to the module but
is collected here to simplify the management of the instance data. All the data is instanced in Global.c.

5.11.2 Includes

#ifndef GLOBAL_H

#define GLOBAL_H

//#define SELF_TEST

_REDUCE_WARNING_LEVEL_(2)

#include <string.h>

//#include <setjmp.h>

#include <stddef.h>

_NORMAL_WARNING_LEVEL_

#ifdef SIMULATION

#undef CONTEXT_SLOT

# define CONTEXT_SLOT UINT8

#endif

#include "Capabilities_h"

#include "TpmTypes.h"

#include "CommandAttributes._h"

#include "CryptTest_h"

#include "BnValues.h"

#include "CryptHash._.h"

#include "CryptRand.h"

#include "CryptEcc.h"

#include "CryptRsa.h"

#include "CryptTest_h"

#include "TpmError.h"

#include "NV.h"

//** Defines and Types

//*** Crypto Self-Test Values

extern ALGORITHM_VECTOR g_implementedAlgorithms;
extern ALGORITHM_VECTOR g_toTest;

//*** Size Types

// These types are used to differentiate the two different size values used.
//

// NUMBYTES is used when a size is a number of bytes (usually a TPM2B)
typedef UINT16 NUMBYTES;

//*** Other Types

// An AUTH_VALUE is a BYTE array containing a digest (TPMU_HA)
typedef BYTE AUTH_VALUE[sizeof(TPMU_HA)];

A TIME_INFO is a BYTE array that can contain a TPMS_TIME_INFO

typedef BYTE  TIME_INFO[sizeof(TPMS_TIME_INFO)];
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A NAME is a BYTE array that can contain a TPMU_NAME

typedef BYTE  NAME[sizeof(TPMU_NAME)];

A CLOCK_NONCE is used to tag the time value in the authorization session and in the ticket computation
so that the ticket expires when there is a time discontinuity. When the clock stops during normal
operation, the nonce is 64-bit value kept in RAM but it is a 32-bit counter when the clock only stops during
power events.

#ifdef CLOCK_STOPS

typedef UINT64 CLOCK_NONCE;
#else

typedef UINT32 CLOCK_NONCE;
#endi

5.11.3 Loaded Object Structures

5.11.3.1 Description

The structures in this section define the object layout as it exists in TPM memory.

Two types of objects are defined: an ordinary object such as a key, and a sequence object that may be a
hash, HMAC, or event.

5.11.3.2 OBJECT_ATTRIBUTES

An OBJECT_ATTRIBUTES structure contains the variable attributes of an object. These properties are
not part of the public properties but are used by the TPM in managing the object. An
OBJECT_ATTRIBUTES is used in the definition of the OBJECT data type.

typedef struct

unsigned publicOnly : 1; //0) SET if only the public portion of
// an object is loaded

unsigned epsHierarchy : 1; //1) SET if the object belongs to EPS
//  Hierarchy

unsigned ppsHierarchy : 1; //2) SET if the object belongs to PPS
//  Hierarchy

unsigned spsHierarchy : 1; //3) SET T the object belongs to SPS
//  Hierarchy

unsigned evict : 1; //4) SET if the object is a platform or

// owner evict object. Platform-

// evict object belongs to PPS

//  hierarchy, owner-evict object

// belongs to SPS or EPS hierarchy.
// This bit is also used to mark a
// completed sequence object so it
// will be flush when the

// SequenceComplete command succeeds.

unsigned primary : 1; //5) SET for a primary object
unsigned temporary : 1; //6) SET for a temporary object
unsigned stClear : 1; //7) SET for an stClear object
unsigned hmacSeq : 1; //8) SET for an HMAC sequence object
unsigned hashSeq : 1; //9) SET for a hash sequence object
unsigned eventSeq : 1; //10) SET for an event sequence object
unsigned ticketSafe : 1; //11) SET if a ticket is safe to create
// for hash sequence object
unsigned firstBlock : 1; //12) SET if the first block of hash
// data has been received. It
// works with ticketSafe bit
unsigned isParent : 1; //13) SET if the key has the proper
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// attributes to be a parent key

unsigned privateExp : 1; //14) SET when the private exponent
// of an RSA key has been validated.
unsigned occupied : 1; //15) SET when the slot is occupied.
unsigned derivation : 1; //16) SET when the key is a derivation
// parent
unsigned external : 1; //17) SET when the object is loaded with

// TPM2_LoadExternal();
} OBJECT_ATTRIBUTES;

5.11.3.3 OBJECT Structure

An OBJECT structure holds the object public, sensitive, and meta-data associated. This structure is
implementation dependent. For this implementation, the structure is not optimized for space but rather for
clarity of the reference implementation. Other implementations may choose to overlap portions of the
structure that are not used simultaneously. These changes would necessitate changes to the source code
but those changes would be compatible with the reference implementation.

typedef struct OBJECT

{
// The attributes field is required to be first followed by the publicArea.
// This allows the overlay of the object structure and a sequence structure
OBJECT_ATTRIBUTES attributes; // object attributes
TPMT_PUBLIC publicArea; // public area of an object
TPMT_SENSITIVE sensitive; // sensitive area of an object
#ifdef TPM_ALG_RSA
privateExponent_t privateExponent; // Additional field for the private
#endif
TPM2B_NAME qualifiedName; // object qualified name
TPM1_DH_OBJECT evictHandle; // if the object is an evict object,
// the original handle is kept here.
// The “working® handle will be the
// handle of an object slot.
TPM2B_NAME name; // Name of the object name. Kept here
// to avoid repeatedly computing it.
} OBJECT;

5.11.3.4 HASH_OBJECT Structure

This structure holds a hash sequence object or an event sequence object.

The first four components of this structure are manually set to be the same as the first four components of
the object structure. This prevents the object from being inadvertently misused as sequence objects
occupy the same memory as a regular object. A debug check is present to make sure that the offsets are
what they are supposed to be.

NOTE: In a future version, this will probably be renamed as SEQUENCE_OBJECT

typedef struct HASH_OBJECT

OBJECT_ATTRIBUTES attributes; // The attributes of the HASH object
TPMI_ALG_PUBLIC type; // algorithm
TPMI_ALG_HASH nameAlg; // name algorithm
TPMA_OBJECT objectAttributes; // object attributes
// The data below is unique to a sequence object
TPM2B_AUTH auth; // authorization for use of sequence
union
{
HASH_STATE hashState[HASH_COUNT];
HMAC_STATE hmacState;
} state;
} HASH_OBJECT;
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typedef BYTE HASH_OBJECT BUFFER[sizeof(HASH_OBJECT)]:

5.11.3.5 ANY_OBJECT

This is the union for holding either a sequence object or a regular object. for ContextSave() and

ContextLoad()

typedef union ANY_OBJECT

OBJECT

HASH_OBJECT
} ANY_OBJECT;
typedef BYTE

entity;
hash;

5.11.4 AUTH_DUP Types

These values are used in the authorization processing.

typedef UINT32
#define AUTH_NONE
#define AUTH_USER
#define AUTH_ADMIN
#define AUTH_DUP

AUTH_ROLE;

((AUTH_ROLE) (0))
((AUTH_ROLE) (1))
((AUTH_ROLE) (2))
((AUTH_ROLE) (3))

5.11.5 Active Session Context

5.11.5.1 Description

ANY_OBJECT_BUFFER[sizeof(ANY_OBJECT)];

The structures in this section define the internal structure of a session context.

5.11.5.2

SESSION_ATTRIBUTES

The attributes in the SESSION_ATTRIBUTES structure track the various properties of the session. It
maintains most of the tracking state information for the policy session. It is used within the SESSION

structure.

typedef struct SESSION_ATTRIBUTES

TCG Published

unsigned isPolicy :@ 1;

unsigned isAudit : 1;

unsigned isBound : 1;

unsigned isCpHashDefined : 1;

unsigned isAuthValueNeeded : 1;

unsigned isPasswordNeeded : 1;

unsigned isPPRequired : 1;

unsigned isTrialPolicy : 1;
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SET
for

if the session may only be used
policy

SET if the session is used for audit
SET if the session is bound to with an
entity. This attribute will be CLEAR

if either isPolicy or isAudit is SET.
SET if the cpHash has been defined

This attribute is not SET unless
"isPolicy” is SET.

SET if the authValue is required for
computing the session HMAC. This
attribute is not SET unless “isPolicy”
is SET.

SET if a password authValue is required
for authorization This attribute is not
SET unless "isPolicy” is SET.

SET if physical presence is required to
be asserted when the authorization is
checked. This attribute is not SET
unless "isPolicy” is SET.

SET if the policy session is created

Page 101
September 29, 2016



154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180

181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210

Part 4: Supporting Routines

unsigned isDaBound : 1;
unsigned isLockoutBound : 1;
unsigned includeAuth : 1;
unsigned checkNwWritten : 1;
unsigned nvWrittenState : 1;
unsigned isTemplateSet : 1;

} SESSION_ATTRIBUTES;

5.11.5.3 SESSION Structure

T
9
u
S
I
T
a
b

Trusted Platform Module Library

or trial of the policy”s policyHash
eneration. This attribute is not SET
nless "isPolicy” is SET.

ET if the bind entity had noDA CLEAR.
f this is SET, then an authorization
aillure using this session will count
gainst lockout even if the object
eing authorized is exempt from DA.

//10) SET if the session is bound to

//

lockoutAuth.

//11) This attribute is SET when the

authValue of an object is to be
included in the computation of the
HVAC key for the command and response
computations. (was "requestWasBound®)
SET if the TPMA_NV_WRITTEN attribute
needs to be checked when the policy is
used for authorization for NV access.
IT this is SET for any other type, the
policy will fail.

SET if TPMA_NV_WRITTEN is required to
be SET. Used when "checkNvWritten® is
SET

SET if the templateHash needs to be
checked for Create, CreatePrimary, or
CreatelLoaded.

The SESSION structure contains all the context of a session except for the associated contextID.

NOTE:

typedef struct SESSION

{
SESSION_ATTRIBUTES attributes;
UINT32 pcrCounter;
UINT64 startTime;
UINT64 timeout;
CLOCK_NONCE epoch;
TPM_CC commandCode;
TPM_ALG_ID authHashAlg;
TPMA_LOCALITY commandLocality;
TPMT_SYM_DEF symmetric;
TPM2B_AUTH sessionKey;
TPM2B_NONCE nonceTPM;
union
TPM2B_NAME boundEntity;
TPM2B_DIGEST cpHash;
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The contextID of a session is only relevant when the session context is stored off the TPM.

session attributes

PCR counter value when PCR
included (policy session)
If no PCR is included, this
value is 0.

The value in g_time when the session
was started (policy session)

The timeout relative to g_time

There is no timeout if this value

is O.

The g_clockEpoch value when the
session was started. 1T g_clockEpoch
does not match this value when the
timeout iIs used, then

then the command will fail.

command code (policy session)
session hash algorithm

command locality (policy session)
session symmetric algorithm (if any)
session secret value used for

this session

last TPM-generated nonce for
generating HMAC and encryption keys

is

value used to track the entity to
which the session is bound
the required cpHash value for the
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// command being authorized

TPM2B_DIGEST nameHash; // the required nameHash
TPM2B_DIGEST templateHash; // the required template for creation
} ul;
union
TPM2B_DIGEST auditDigest; // audit session digest
TPM2B_DIGEST policyDigest; // policyHash
} u2; // audit log and policyHash may
// share space to save memory
} SESSION;
#define EXPIRES_ON_RESET INT32_MIN
#define TIMEOUT_ON_RESET UINT64_MAX
#define EXPIRES_ON_RESTART (INT32_MIN + 1)
#define TIMEOUT_ON_RESTART (UINT64_MAX - 1)
typedef BYTE SESSION_BUF[sizeof(SESSION)];
5.11.6 PCR

5.11.6.1 PCR_SAVE Structure

The PCR_SAVE structure type contains the PCR data that are saved across power cycles. Only the static
PCR are required to be saved across power cycles. The DRTM and resettable PCR are not saved. The
number of static and resettable PCR is determined by the platform-specific specification to which the TPM
is built.

typedef struct PCR_SAVE

{
#ifdef TPM_ALG_SHA1l

BYTE shal[NUM_STATIC_PCR][SHA1_DIGEST_SIZE];
#endif
#ifdef TPM_ALG_SHA256

BYTE sha256 [NUM_STATIC_PCR][SHA256_DIGEST_SIZE];
#endif
#ifdef TPM_ALG_SHA384

BYTE sha384[NUM_STATIC_PCR][SHA384 DIGEST_SIZE];
#endif
#ifdef TPM_ALG_SHA512

BYTE sha512[NUM_STATIC_PCR][SHA512_DIGEST_SIZE];
#endif
#ifdef TPM_ALG_SM3_256

BYTE sm3_256[NUM_STATIC_PCR][SM3_256_DIGEST_SIZE];
#endif

// This counter increments whenever the PCR are updated.

// NOTE: A platform-specific specification may designate

// certain PCR changes as not causing this counter
// to increment.
UINT32 pcrCounter;

} PCR_SAVE;

5.11.6.2 PCR_POLICY

#if defined NUM_POLICY_PCR_GROUP && NUM_POLICY_PCR_GROUP > 0

This structure holds the PCR policies, one for each group of PCR controlled by policy.

typedef struct PCR_POLICY

TPMI_ALG_HASH hashAlIg[NUM_POLICY_PCR_GROUP];
TPM2B_DIGEST a;
TPM2B_DIGEST policy[NUM_POLICY_PCR_GROUP];
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} PCR_POLICY;
#endi

5.11.6.3 PCR_AUTHVALUE

This structure holds the PCR policies, one for each group of PCR controlled by policy.
typedef struct PCR_AUTH_VALUE

TPM2B_DIGEST auth[NUM_AUTHVALUE_PCR_GROUP];
3} PCR_AUTHVALUE;

5.11.7 Startup

This enumeration is the possible startup types. The type is determined by the combination of
TPM2_ShutDown() and TPM2_Startup().

typedef enum
SU_RESET,
SU_RESTART,

SU_RESUME
} STARTUP_TYPE;

5.11.8 NV

5.11.8.1 NV_INDEX

The NV_INDEX structure defines the internal format for an NV index. The indexData size varies
according to the type of the index. In this implementation, all of the index is manipulated as a unit.

typedef struct NV_INDEX

TPMS_NV_PUBLIC publicArea;
TPM2B_AUTH authValue;
} NV_INDEX;

5.11.8.2 NV_REF

An NV_REF is an opaque value returned by the NV subsystem. It is used to reference and NV Index in a
relatively efficient way. Rather than having to continually search for an Index, its reference value may be
used. In this implementation, an NV_REF is a byte pointer that points to the copy of the NV memory that
is kept in RAM.

typedef UINT32 NV_REF;
typedef BYTE *NV_RAM_REF;

5.11.8.3 NV_PIN

This structure deals with the possible endianess differences between the canonical form of the
TPMS_NV_PIN_COUNTER_PARAMETERS structure and the internal value. The structures allow the
data in a PIN index to be read as an 8-octet value using NvReadUINT64Data(). That function will byte
swap all the values on a little endian system. This will put the bytes with the 4-octet values in the correct
order but will swap the pinLimit and pinCount values. When written, the PIN index is simply handled as a
normal index with the octets in canonical order.
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#1T BIG_ENDIAN_TPM == YES
typedef struct

UINT32 pinCount;
UINT32 pinLimit;
} PIN_DATA;
#else

typedef struct

UINT32 pinLimit;
UINT32 pinCount;
} PIN_DATA;
#endi
typedef union
UINT64 intval;
PIN_DATA pin;
3} NV_PIN;

5.11.9 COMMIT_INDEX_MASK

This is the define for the mask value that is used when manipulating the bits in the commit bit array. The
commit counter is a 64-bit value and the low order bits are used to index the commitArray. This mask
value is applied to the commit counter to extract the bit number in the array.

#ifdef TPM_ALG_ECC
#define COMMIT_INDEX _MASK ((UINT16)((sizeof(gr.commitArray)*8)-1))
#endif

5.11.10 RAM Global Values

5.11.10.1 Description

The values in this section are only extant in RAM. They are defined here and instanced in Global.c.

5.11.10.2 g_rcindex

This array is used to contain the array of values that are added to a return code when it is a parameter-,
handle-, or session-related error. This is an implementation choice and the same result can be achieved
by using a macro.

extern const UINT16 g_rclndex[15];

5.11.10.3 g_exclusiveAuditSession

This location holds the session handle for the current exclusive audit session. If there is no exclusive
audit session, the location is set to TPM_RH_UNASSIGNED.

extern TPM_HANDLE g_exclusiveAuditSession;

5.11.10.4 g_time

This is the value in which we keep the current command time. This is initialized at the start of each
command. The time is in mS.

extern UINT64 g_time;
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5.11.10.5 g_timeEpoch

This value contains the current clock Epoch. It changes when there is a clock discontinuity. It may be
necessary to place this in NV should the timer be able to run across a power down of the TPM but not in
all cases (e.g. dead battery). If the nonce is placed in NV, it should go in gp because it should be
changing slowly.

#ifdef CLOCK_STOPS

extern CLOCK_NONCE g_timeEpoch;
#else

#define g_timeEpoch gp-timeEpoch
#endif

5.11.10.6 g_timeNewEpochNeeded

This flag is SET at startup if a new timer nonce is needed. This flag will cause a new g_timeEpoch to be
generated if it is needed by any of the ticket functions.

extern BOOL g_timeNewEpochNeeded;

5.11.10.7 g_phEnable

This is the platform hierarchy control and determines if the platform hierarchy is available. This value is
SET on each TPM2_Startup(). The default value is SET.

extern BOOL g_phEnable;

5.11.10.8 g_pcrReConfig

This value is SET if a TPM2_PCR_Allocate() command successfully executed since the last
TPM2_Startup(). If so, then the next shutdown is required to be Shutdown(CLEAR).

extern BOOL g_pcrReConfig;

5.11.10.9 g _DRTMHandle

This location indicates the sequence object handle that holds the DRTM sequence data. When not used,
it is set to TPM_RH_UNASSIGNED. A sequence DRTM sequence is started on either _TPM_Init() or
_TPM_Hash_Start().

extern TPMI_DH_OBJECT g_DRTMHandle;

5.11.10.10 g_DrtmPreStartup

This value indicates that an H-CRTM occurred after _TPM_Init() but before TPM2_Startup(). The define
for PRE_STARTUP_FLAG is used to add the g_DrtmPreStartup value to gp_orderlyState at shutdown.
This hack is to avoid adding another NV variable.

extern BOOL g_DrtmPreStartup;

5.11.10.11 g_StartupLocality3

This value indicates that a TPM2_Startup() occurred at locality 3. Otherwise, it at locality 0. The define for
STARTUP_LOCALITY_3 is to indicate that the startup was not at locality 0. This hack is to avoid adding
another NV variable.
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extern BOOL g_StartupLocality3;

5.11.10.12 TPM_SU_NONE

Part 2 defines the two shutdown/startup types that may be used in TPM2_Shutdown() and
TPM2_Starup(). This additional define is used by the TPM to indicate that no shutdown was received.

NOTE: This is a reserved value.
#define SU_NONE_VALUE (OXFFFF)
#define TPM_SU_NONE (TPM_SU) (SU_NONE_VALUE)

5.11.10.13 TPM_SU_DA_USED

As with TPM_SU_NONE, this value is added to allow indication that the shutdown was not orderly and
that a DA=protected object was reference during the previous cycle.

#define SU_DA USED_VALUE  (SU_NONE_VALUE - 1)
#define TPM_SU_DA_USED (TPM_SU) (SU_DA_USED_VALUE)

5.11.10.14 Startup Flags

These flags are included in gp.orderlyState. These are hacks and are being used to avoid having to
change the layout of gp. The PRE_STARTUP_FLAG indicates that a _TPM_Hash_Start()/_Data()/_End()
sequence was received after _TPM_Init() but before TPM2_StartUp(). STARTUP_LOCALITY_3 indicates
that the last TPM2_Startup() was received at locality 3. These flags are only relevant if after a
TPM2_Shutdown(STATE).

#define PRE_STARTUP_FLAG  0x8000
#define STARTUP_LOCALITY_3  0x4000
#ifdef USE_DA_USED

5.11.10.15 g_daUsed

This location indicates if a DA-protected value is accessed during a boot cycle. If none has, then there is
no need to increment failedTries on the next non-orderly startup. This bit is merged with gp.orderlyState
when that gp.orderly is set to SU_NONE_VALUE

extern BOOL g_daUsed;
#endif

5.11.10.16 g_updateNV

This flag indicates if NV should be updated at the end of a command. This flag is set to UT_NONE at the
beginning of each command in ExecuteCommand(). This flag is checked in ExecuteCommand() after the
detailed actions of a command complete. If the command execution was successful and this flag is not
UT_NONE, any pending NV writes will be committed to NV. UT_ORDERLY causes any RAM data to be
written to the orderly space for staging the write to NV.

typedef BYTE UPDATE_TYPE;

#define UT_NONE (UPDATE_TYPE)O

#define UT_NV (UPDATE_TYPE)1

#define UT_ORDERLY (UPDATE_TYPE)(UT_NV + 2)

extern UPDATE_TYPE g_updateNV;
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5.11.10.17 g_powerWasLost

This flag is used to indicate if the power was lost. It is SET in _TPM__Init(). This flag is cleared by
TPM2_Startup() after all power-lost activities are completed.

NOTE: When power is applied, this value can come up as anything. However, _plat__WasPowerLost() will provide the
proper indication in that case. So, when power is actually lost, we get the correct answer. When power was not
lost, but the power-lost processing has not been completed before the next _TPM_Init(), then the TPM still does
the correct thing.

extern BOOL g_powerWasLost;

5.11.10.18 g_clearOrderly

This flag indicates if the execution of a command should cause the orderly state to be cleared. This flag
is set to FALSE at the beginning of each command in ExecuteCommand() and is checked in
ExecuteCommand() after the detailed actions of a command complete but before the check of
g_updateNV. If this flag is TRUE, and the orderly state is not SU_NONE_VALUE, then the orderly state in
NV memory will be changed to SU_NONE_VALUE or SU_DA USED_VALUE.

extern BOOL g_clearOrderly;

5.11.10.19 g_prevOrderlyState

This location indicates how the TPM was shut down before the most recent TPM2_Startup(). This value,
along with the startup type, determines if the TPM should do a TPM Reset, TPM Restart, or TPM
Resume.

extern TPM_SU g_prevOrderlyState;

5.11.10.20 g_nvOk

This value indicates if the NV integrity check was successful or not. If not and the failure was severe, then
the TPM would have been put into failure mode after it had been re-manufactured. If the NV failure was in
the area where the state-save data is kept, then this variable will have a value of FALSE indicating that a
TPM2_Startup(CLEAR) is required.

extern BOOL g_nvok;

NV availability is sampled as the start of each command and stored here so that its value remains
consistent during the command execution

extern TPM_RC g_NvStatus;

5.11.10.21 g_platformUnique

This location contains the unique value(s) used to identify the TPM. It is loaded on every
_TPM2_Startup() The first value is used to seed the RNG. The second value is used as a vendor
authValue. The value used by the RNG would be the value derived from the chip unique value (such as
fused) with a dependency on the authorities of the code in the TPM boot path. The second would be
derived from the chip unique value with a dependency on the details of the code in the boot path. That is,
the first value depends on the various signers of the code and the second depends on what was signed.
The TPM vendor should not be able to know the first value but they are expected to know the second.

extern TPM2B_AUTH g_platformUniqueAuthorities; // Reserved for RNG
extern TPM2B_AUTH g_platformUniqueDetails; // referenced by VENDOR_PERMANENT
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5.11.11 Persistent Global Values

5.11.11.1 Description

The values in this section are global values that are persistent across power events. The lifetime of the
values determines the structure in which the value is placed.

5.11.11.2 PERSISTENT_DATA

This structure holds the persistent values that only change as a consequence of a specific Protected
Capability and are not affected by TPM power events (TPM2_Startup() or TPM2_Shutdown().

typedef struct

//
// Hierarchy
//
// The values in this section are related to the hierarchies.
BOOL disableClear; // TRUE if TPM2_Clear() using
// lockoutAuth is disabled
// Hierarchy authPolicies
TPMI_ALG_HASH ownerAlg;
TPMI_ALG_HASH endorsementAlg;
TPMI_ALG_HASH lockoutAlg;
TPM2B_DIGEST ownerPolicy;
TPM2B_DIGEST endorsementPolicy;
TPM2B_DIGEST lockoutPolicy;
// Hierarchy authValues
TPM2B_AUTH ownerAuth;
TPM2B_AUTH endorsementAuth;
TPM2B_AUTH lockoutAuth;
// Primary Seeds
TPM2B_SEED EPSeed;
TPM2B_SEED SPSeed;
TPM2B_SEED PPSeed;
// Note there is a nullSeed in the state_reset memory.
// Hierarchy proofs
TPM2B_AUTH phProof;
TPM2B_AUTH shProof;
TPM2B_AUTH ehProof;
// Note there is a nullProof in the state_reset memory.
//
// Reset Events
//

// A count that increments at each TPM reset and never get reset during the life
// time of TPM. The value of this counter is initialized to 1 during TPM
// manufacture process. It is used to invalidate all saved contexts after a TPM
// Reset.

UINT64 totalResetCount;
// This counter increments on each TPM Reset. The counter is reset by
// TPM2_Clear()-

UINT32 resetCount;

// PCR

// This structure hold the policies for those PCR that have an update policy.
// This implementation only supports a single group of PCR controlled by
// policy. If more are required, then this structure would be changed to
// an array.
#i1T defined NUM_POLICY_PCR_GROUP && NUM_POLICY_PCR_GROUP > 0O
PCR_POLICY pcrPolicies;
#endif
// This structure indicates the allocation of PCR. The structure contains a
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// list of PCR allocations for each implemented algorithm. If no PCR are
// allocated for an algorithm, a list entry still exists but the bit map
// will contain no SET bits.

TPML_PCR_SELECTION pcrAllocated;

// Physical Presence

// The PP_LIST type contains a bit map of the commands that require physical

// to be asserted when the authorization is evaluated. Physical presence will be
// checked if the corresponding bit in the array is SET and if the authorization
// handle is TPM_RH_PLATFORM.

//
// These bits may be changed with TPM2_PP_Commands() -
BYTE ppList[(COMMAND_COUNT + 7) 7/ 8];
//
// Dictionary attack values
//
// These values are used for dictionary attack tracking and control.
UINT32 failedTries; // the current count of unexpired
// authorization failures
UINT32 maxTries; // number of unexpired authorization
// failures before the TPM is in
// lockout
UINT32 recoveryTime; // time between authorization failures
// before failedTries is decremented
UINT32 lockoutRecovery; // time that must expire between
// authorization failures associated
// with lockoutAuth
BOOL lockOutAuthEnabled; // TRUE if use of lockoutAuth is
// allowed
//
// Orderly State
//
// The orderly state for current cycle
TPM_SU orderlyState;
//*****************************************************************************
// Command audit values.
//*****************************************************************************
BYTE auditCommands[((COMMAND_COUNT + 1) + 7) / 8];
TPMI_ALG_HASH auditHashAlg;
UINT64 auditCounter;
//
// Algorithm selection
//
//

// The "algorithmSet"” value indicates the collection of algorithms that are
// currently in used on the TPM. The interpretation of value is vendor dependent.

UINT32 algorithmSet;
//*****************************************************************************
// Firmware version

// The firmwareVl and firmwareV2 values are instanced in TimeStamp.c. This is
// a scheme used in development to allow determination of the linker build time
// of the TPM. An actual implementation would implement these values in a way that
// is consistent with vendor needs. The values are maintained in RAM for simplified
// access with a master version in NV. These values are modified in a
// vendor-specific way.
// g_TfirmwareVl contains the more significant 32-bits of the vendor version number.
// In the reference implementation, if this value is printed as a hex
// value, it will have the format of YYYYMMDD

UINT32 firmwareVil;
// g_TfirmwareVl contains the less significant 32-bits of the vendor version number.
// In the reference implementation, If this value is printed as a hex
// value, it will have the format of 00 HH MM SS

UINT32 firmwareVv2;

//
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// Timer Epoch
//*****************************************************************************
// timeEpoch contains a nonce that has a vendor=specific size (should not be
// less than 8 bytes. This nonce changes when the clock epoch changes. The clock
// epoch changes when there is a discontinuity in the timing of the TPM.
#ifndef CLOCK_STOPS

CLOCK_NONCE timeEpoch;
#endif
} PERSISTENT_DATA;
extern PERSISTENT_DATA gp;

5.11.11.3 ORDERLY_DATA

The data in this structure is saved to NV on each TPM2_Shutdown().

typedef struct orderly_data

//*****************************************************************************

// Clock has two parts. One is the state save part and one is the NV part. The
// state save version is updated on each command. When the clock rolls over, the
// NV version is updated. When the TPM starts up, if the TPM was shutdown in and
// orderly way, then the sClock value is used to initialize the clock. If the
// TPM shutdown was not orderly, then the persistent value is used and the safe
// attribute is clear.

UINT64 clock; // The orderly version of clock
TPMI_YES_NO clockSafe; // Indicates if the clock value is
// safe.

// In many implementations, the quality of the entropy available is not that
// high. To compensate, the current value of the drbgState can be saved and
// restored on each power cycle. This prevents the internal state from reverting
// to the initial state on each power cycle and starting with a limited amount
// of entropy. By keeping the old state and adding entropy, the entropy will
// accumulate.
DRBG_STATE drbgState;
} ORDERLY_DATA;
# define drbgDefault go.drbgState
extern ORDERLY_DATA go;

5.11.11.4 STATE_CLEAR_DATA

This structure contains the data that is saved on Shutdown(STATE). and restored on Startup(STATE).
The values are set to their default settings on any Startup(Clear). In other words the data is only
persistent across TPM Resume.

If the comments associated with a parameter indicate a default reset value, the value is applied on each
Startup(CLEAR).

typedef struct state_clear_data

{

//

// Hierarchy Control

//
BOOL shEnable; // default reset is SET
BOOL ehEnable; // default reset is SET
BOOL phEnableNV; // default reset is SET
TPMI_ALG_HASH platformAlg; // default reset is TPM_ALG_NULL
TPM2B_DIGEST platformPolicy; // default reset is an Empty Buffer
TPM2B_AUTH platformAuth; // default reset is an Empty Buffer

//

// PCR

//
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// The set of PCR to be saved on Shutdown(STATE)
PCR_SAVE pcrSave; // default reset is 0...0
// This structure hold the authorization values for those PCR that have an
// update authorization.
// This implementation only supports a single group of PCR controlled by
// authorization. If more are required, then this structure would be changed to
// an array.
PCR_AUTHVALUE pcrAuthValues;
} STATE_CLEAR_DATA;
extern STATE_CLEAR_DATA dc;

5.11.11.5 State Reset Data

This structure contains data is that is saved on Shutdown(STATE) and restored on the subsequent
Startup(ANY). That is, the data is preserved across TPM Resume and TPM Restart.

If a default value is specified in the comments this value is applied on TPM Reset.

typedef struct state_reset_data

//*****************************************************************************

// Hierarchy Control
//*****************************************************************************
TPM2B_AUTH nullProof; // The proof value associated with

// the TPM_RH_NULL hierarchy. The

// default reset value is from the RNG.
TPM2B_SEED nul lSeed; // The seed value for the TPM_RN_NULL

// hierarchy. The default reset value

// is from the RNG.

// Context

// The "clearCount® counter is incremented each time the TPM successfully executes
// a TPM Resume. The counter is included in each saved context that has "stClear”
// SET (including descendants of keys that have "stClear® SET). This prevents these
// objects from being loaded after a TPM Resume.
// 1T “clearCount® is at its maximum value when the TPM receives a Shutdown(STATE),
// the TPM will return TPM_RC_RANGE and the TPM will only accept Shutdown(CLEAR).
UINT32 clearCount; // The default reset value is O.
UINT64 objectContextlID; // This is the context ID for a saved
// object context. The default reset
// value is O.
#ifndef NDEBUG
#undef CONTEXT_SLOT

#define CONTEXT_SLOT BYTE
#endif
CONTEXT_SLOT contextArray[MAX_ACTIVE_SESSIONS]; // This array contains

// contains the values used to track

// the version numbers of saved

// contexts (see

// Session.c in for details). The

// default reset value is {0}.
CONTEXT_COUNTER contextCounter; // This is the value from which the

// "contextlID" is derived. The

// default reset value is {0}.

// Command Audit

// When an audited command completes, ExecuteCommand() checks the return

// value. If it is TPM_RC_SUCCESS, and the command is an audited command, the
// TPM will extend the cpHash and rpHash for the command to this value. If this
// digest was the Zero Digest before the cpHash was extended, the audit counter
// is incremented.

TPM2B_DIGEST commandAuditDigest; // This value is set to an Empty Digest
// by TPM2_GetCommandAuditDigest() or a
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// TPM Reset.

//
// Boot counter
//

UINT32 restartCount; // This counter counts TPM Restarts.
// The default reset value is O.

/7/ PCR

// This counter increments whenever the PCR are updated. This counter is preserved
// across TPM Resume even though the PCR are not preserved. This is because

// sessions remain active across TPM Restart and the count value in the session
// is compared to this counter so this counter must have values that are unique
// as long as the sessions are active.

// NOTE: A platform-specific specification may designate that certain PCR changes

// do not increment this counter to increment.
UINT32 pcrCounter; // The default reset value is O.
#ifdef TPM_ALG_ECC
//
// ECDAA
//
UINT64 commitCounter; // This counter increments each time

// TPM2_Commit() returns
// TPM_RC SUCCESS. The default reset
// value is O.
TPM2B_NONCE commitNonce; // This random value is used to compute
// the commit values. The default reset
// value is from the RNG.
// This implementation relies on the number of bits in g_commitArray being a
// power of 2 (8, 16, 32, 64, etc.) and no greater than 64K.
BYTE commitArray[16]; // The default reset value is {0}.
#endif //TPM_ALG_ECC
} STATE_RESET_DATA;
extern STATE_RESET_DATA gr;

5.11.12 NV Layout

The NV data organization is

a) aPERSISTENT_DATA structure
b) a STATE_RESET_DATA structure
c) a STATE_CLEAR_DATA structure
d) an ORDERLY_DATA structure

e) the user defined NV index space

#define NV_PERSISTENT DATA (O)
#define NV_STATE_RESET DATA (NV_PERSISTENT DATA + sizeof(PERSISTENT DATA))
#define NV_STATE_CLEAR DATA (NV_STATE_RESET DATA + sizeof(STATE_RESET DATA))

#define NV_ORDERLY_DATA (NV_STATE_CLEAR_DATA + sizeof(STATE_CLEAR_DATA))
#define NV_INDEX_RAM_DATA  (NV_ORDERLY_DATA + sizeof(ORDERLY_DATA))
#define NV_USER_DYNAMIC (NV_INDEX_RAM_DATA + sizeof(s_indexOrderlyRam))
#define NV_USER_DYNAMIC_END NV_MEMORY_SIZE

5.11.13 Global Macro Definitions

The NV_READ_PERSISTENT and NV_WRITE_PERSISTENT macros are used to access members of
the PERSISTENT_DATA structure in NV.

#define NV_READ_PERSISTENT(to, from) \
NvRead(&to, offsetof(PERSISTENT_DATA, from), sizeof(to))
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#define NV_WRITE_PERSISTENT(to, from) \
NvWrite(offsetof(PERSISTENT_DATA, to), sizeof(gp-to), &From)
#define CLEAR_PERSISTENT(item) \
NvClearPersistent(offsetof(PERSISTENT_DATA, item), sizeof(gp-item))
#define NV_SYNC_PERSISTENT(item) NV_WRITE_PERSISTENT(item, gp.item)

At the start of command processing, the index of the command is determined. This index value is used to
access the various data tables that contain per-command information. There are multiple options for how
the per-command tables can be implemented. This is resolved in GetClosestCommandIindex().

typedef UINT16 COMMAND__INDEX;
#define UNIMPLEMENTED_COMMAND_INDEX ((COMMAND_INDEX) (~0))
typedef struct _COMMAND_FLAGS_

unsigned trialPolicy : 1; //1) 1T SET, one of the handles references a
//  trial policy and authorization may be
// skipped. This is only allowed for a policy
//  command.
} COMMAND_FLAGS;

This structure is used to avoid having to manage a large number of parameters being passed through
various levels of the command input processing.

typedef struct _COMMAND_

TPM_ST tag; // the parsed command tag
TPM_CC code; // the parsed command code
COMMAND__ INDEX index; // the computed command index
UINT32 handleNum; // the number of entity handles in the
// handle area of the command
TPM_HANDLE handles[MAX_HANDLE_NUM]; // the parsed handle values
UINT32 sessionNum; // the number of sessions found
INT32 parameterSize; // starts out with the parsed command size

// and is reduced and values are
// unmarshaled. Just before calling the
// command actions, this should be zero.
// After the command actions, this number
// should grow as values are marshaled
// in to the response buffer.
INT32 authSize; // this is initialized with the parsed size
// of authorizationSize field and should
// be zero when the authorizations are

// parsed.
BYTE *parameterBuffer; // input to ExecuteCommand
BYTE *responseBuffer; // input to ExecuteCommand
#iT ALG_SHA1l
TPM2B_SHA1_DIGEST  shalCpHash;
TPM2B_SHA1 DIGEST  shalRpHash;
#endit
#iT ALG_SHA256
TPM2B_SHA256_DIGEST sha256CpHash;
TPM2B_SHA256_DIGEST sha256RpHash;
#endif
#i1T ALG_SHA384
TPM2B_SHA384_DIGEST sha384CpHash;
TPM2B_SHA384_DIGEST sha384RpHash;
#endif
#iT ALG_SHA512
TPM2B_SHA512_DIGEST sha512CpHash;
TPM2B_SHA512 DIGEST sha512RpHash;
#endif
#if ALG_SM3_256
TPM2B_SM3_256_DIGEST sm3_256CpHash;
TPM2B_SM3_256 DIGEST sm3_256RpHash;
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#endi
} COMMAND;

Global sting constants for consistency in KDF function calls.

extern const TPM2B *PRIMARY_OBJECT_CREATION;
extern const TPM2B *SECRET_KEY;
extern const TPM2B *SESSION_KEY;
extern const TPM2B *STORAGE_KEY;
extern const TPM2B *INTEGRITY_KEY;
extern const TPM2B *CONTEXT_KEY;
extern const TPM2B *CFB_KEY;

extern const TPM2B *XOR_KEY;

extern const TPM2B *DUPLICATE_STRING;
extern const TPM2B *0OBFUSCATE_STRING;
extern const TPM2B *IDENTITY_STRING;
extern const TPM2B *COMMIT_STRING;
#ifdef SELF_TEST

extern const TPM2B *OAEP_TEST_STRING;

#endif // SELF_TEST

From Manufacture.c

extern BOOL g_manufactured;

This value indicates if a TPM2_Startup() commands has been receive since the power on event. This
flag is maintained in power simulation module because this is the only place that may reliably set this flag
to FALSE.

extern BOOL g_initialized;

5.11.14 Private data
#iT defined SESSION_PROCESS C || defined GLOBAL_C || defined MANUFACTURE_C

From SessionProcess.c

The following arrays are used to save command sessions information so that the command
handle/session buffer does not have to be preserved for the duration of the command. These arrays are
indexed by the session index in accordance with the order of sessions in the session area of the
command.

Array of the authorization session handles
extern TPM_HANDLE s_sessionHandles[MAX_SESSION_NUM];

Array of authorization session attributes

extern TPMA_SESSION s_attributes[MAX_SESSION_NUM];

Array of handles authorized by the corresponding authorization sessions; and if none, then
TPM_RH_UNASSIGNED value is used

extern TPM_HANDLE s_associatedHandles[MAX_SESSION_NUM];

Array of nonces provided by the caller for the corresponding sessions

extern TPM2B_NONCE s_nonceCal ler[MAX_SESSION_NUM];
Array of authorization values (HMAC's or passwords) for the corresponding sessions

Family “2.0" TCG Published Page 115
Level 00 Revision 01.38 Copyright © TCG 2006-2016 September 29, 2016



675

676

677

678

679

680

681
682
683

684
685
686

687

688
689
690

691

692

Part 4: Supporting Routines Trusted Platform Module Library

extern TPM2B_AUTH s_inputAuthValues[MAX_SESSION_NUM];

Array of pointers to the SESSION structures for the sessions in a command

extern SESSION *s_usedSessions[MAX_SESSION_NUM] ;

Special value to indicate an undefined session index

#define UNDEFINED_ INDEX (OXFFFF)

Index of the session used for encryption of a response parameter

extern UINT32 S_encryptSessionlndex;

Index of the session used for decryption of a command parameter

extern UINT32 s_decryptSessionlndex;

Index of a session used for audit

extern UINT32 s_auditSessionlndex;

The cpHash for command audit

#ifdef TPM_CC_GetCommandAuditDigest
extern TPM2B_DIGEST s_cpHashForCommandAudit;
#endif

Number of authorization sessions present in the command

extern UINT32 s_sessionNum; Flag indicating if NV update is pending for
the lockOutAuthEnabled or failedTries DA parameter

extern BOOL s_DAPendingOnNV;
#endif // SESSION_PROCESS C
#if defined DA_C |] defined GLOBAL_C || defined MANUFACTURE_C

From DA.c

This variable holds the accumulated time since the last time that failedTries was decremented. This value
is in millisecond.

extern UINT64 s_selfHealTimer;

This variable holds the accumulated time that the lockoutAuth has been blocked.
extern UINT64 s_lockoutTimer;

#endif // DA C
#if defined NV_C || defined GLOBAL_C

From NV.c

This marks the end of the NV area. This is a run-time variable as it might not be compile-time constant.

extern NV_REF s_evictNvEnd;

This space is used to hold the index data for an orderly Index. It also contains the attributes for the index.

extern BYTE s_indexOrderlyRam[RAM_INDEX_SPACE]; // The orderly NV Index data
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This value contains the current max counter value. It is written to the end of allocatable NV space each
time an index is deleted or added. This value is initialized on Startup. The indices are searched and the
maximum of all the current counter indices and this value is the initial value for this.

extern UINT64 s_maxCounter;

This is space used for the NV Index cache. As with a persistent object, the contents of a referenced index
are copied into the cache so that the NV Index memory scanning and data copying can be reduced. Only
code that operates on NV Index data should use this cache directly. When that action code runs,
s_lastNvindex will contain the index header information. It will have been loaded when the handles were
verified.

NOTE: An NV index handle can appear in many commands that do not operate on the NV data (e.g.
TPM2_StartAuthSession()). However, only one NV Index at a time is ever directly referenced by any command.
If that changes, then the NV Index caching needs to be changed to accommodate that. Currently, the code will
verify that only one NV Index is referenced by the handles of the command.

extern NV_INDEX s_cachedNvindex;
extern NV_REF s_cachedNvRef;
extern BYTE *s_cachedNvRamRef;

Initial NV Index/evict object iterator value
#define NV_REF_INIT (NV_REF)OXFFFFFFFF

#endif
#if defined OBJECT_C || defined GLOBAL_C

From Object.c
This type is the container for an object.
extern OBJECT S_objects[MAX_LOADED_ OBJECTS];

#endif // OBJECT_C
#if defined PCR_C || defined GLOBAL_C

From PCR.c

typedef struct

{
#ifdef TPM_ALG_SHA1

// SHA1 PCR
BYTE shalPcr[SHA1_DIGEST_SIZE];
#endi

#ifdef TPM_ALG_SHA256

// SHA256 PCR

BYTE sha256Pcr[SHA256_DIGEST_SIZE];
#endi
#ifdef TPM_ALG_SHA384

// SHA384 PCR

BYTE sha384Pcr[SHA384_DIGEST_SIZE];
#endi T
#ifdef TPM_ALG_SHA512

// SHA512 PCR

BYTE sha512Pcr[SHA512_DIGEST_SIZE];
#endi
#ifdef TPM_ALG_SM3_256

// SHA256 PCR

BYTE sm3_256Pcr[SM3_256_DIGEST_SIZE];

#endi
} PCR;
typedef struct
unsigned int stateSave : 1; // 1T the PCR value should be
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// saved in state save

unsigned int resetLocality - 5; // The locality that the PCR
// can be reset
unsigned int extendLocality : 5; // The locality that the PCR

// can be extend
} PCR_Attributes;
extern PCR s_pcrs[IMPLEMENTATION_PCR];
#endif // PCR C
#if defined SESSION_C || defined GLOBAL_C

From Session.c

Container for HMAC or policy session tracking information

typedef struct

BOOL occupied;

SESSION session; // session structure
} SESSION_SLOT;
extern SESSION_SLOT s_sessions[MAX_LOADED_SESSIONS] ;

The index in conextArray that has the value of the oldest saved session context. When no context is
saved, this will have a value that is greater than or equal to MAX_ACTIVE_SESSIONS.

extern UINT32 s_oldestSavedSession;

The number of available session slot openings. When this is 1, a session can't be created or loaded if the
GAP is maxed out. The exception is that the oldest saved session context can always be loaded
(assuming that there is a space in memory to put it)

extern int s_TfreeSessionSlots;
#endif // SESSION_C
#iT defined 10_BUFFER_C || defined GLOBAL_C

The s_actionOutputBuffer should not be modifiable by the host system until the TPM has returned a
response code. The s_actionOutputBuffer should not be accessible until response parameter encryption,
if any, is complete.

extern UINT32 s_actionlnputBuffer[1024]; // action input buffer
extern UINT32 s_actionOutputBuffer[1024]; // action output buffer
#endif // MEMORY_LIB_C

From TPMFail.c

This value holds the address of the string containing the name of the function in which the failure
occurred. This address value isn't useful for anything other than helping the vendor to know in which file
the failure occurred.

extern BOOL g_inFailureMode; // Indicates that the TPM is in failure mode
#ifdef SIMULATION

extern BOOL g_TorceFailureMode; // Tlag to force failure mode during test
#endif

typedef void(FailFunction)(const char *function, int line, int code);
#if defined TPM_FAIL_C || defined GLOBAL_C |] 1
extern UINT32 s_failFunction;

extern UINT32 s_TaillLine; // the line in the file at which
// the error was signaled

extern UINT32 s_TailCode; // the error code used

extern FailFunction *LibFailCallback;

#endif // TPM_FAIL_C
From CommandCodeAttributes.c
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763 extern const TPMA_CC s_ccAttr[];
764 extern const COMMAND_ATTRIBUTES s_commandAttributes[];

765 #endif // GLOBAL_H
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5.12 GpMacros.h

5.12.1 Introduction

This file is a collection of miscellaneous macros.

#ifndef GP_MACROS_H
#define GP_MACROS_H
#ifndef NULL

#define NULL O

#endif

#include "swap.h"
#include "VendorString.h"
#ifdef SELF_TEST

5.12.2 For Self-test

These macros are used in CryptUtil() to invoke the incremental self test.

#  define TEST(alg) IT(TEST_BIT(alg, g_toTest)) CryptTestAlgorithm(alg, NULL)

Use of TPM_ALG_NULL is reserved for RSAEP/RSADP testing. If someone is wanting to test a hash with
that value, don't do it.

#  define TEST_HASH(alg)
iT(TEST_BIT(alg, g_toTest)
&& (alg '= ALG_NULL_VALUE))
CryptTestAlgorithm(alg, NULL)

777

#else

# define TEST(alg)

# define TEST_HASH(alg)
#endif // SELF_TEST

5.12.3 For Failures

#if defined _POSIX_

#  define FUNCTION_NAME 0

#else

#  define FUNCTION_NAME _ FUNCTION___

#endif

#ifdef NO_FAIL_TRACE

# define FAIL(errorCode) (TpmFail(errorCode))

#else

#  define FAIL(errorCode) (TpmFail(FUNCTION_NAME, _ LINE__ , errorCode))
#endif

If implementation is using longjmp, then the call to TpmFail() does not return and the compiler will
complain about unreachable code that comes after. To allow for not having longjmp, TpmFail() will return
and the subsequent code will be executed. This macro accounts for the difference.

#ifndef NO_LONGJIMP
#  define FAIL_RETURN(returnCode)

# define TPM_FAIL_RETURN NORETURN void

#else

#  define FAIL_RETURN(returnCode) return (returnCode)

# define TPM_FAIL_RETURN void

#endif
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This macro tests that a condition is TRUE and puts the TPM into failure mode if it is not. If longjmp is
being used, then the FAIL(FATAL_ERROR_) macro makes a call from which there is no return.
Otherwise, it returns and the function will exit with the appropriate return code.

#define REQUIRE(condition, errorCode, returnCode)
if(11(condition))

FAIL(FATAL_ERROR_errorCode);
FAIL_RETURN(returnCode);

}

}
#define PARAMETER_CHECK(condition, returnCode)
REQUIRE((condition), PARAMETER, returnCode)
#if defined(EMPTY_ASSERT)
# define pAssert(a) ((void)0)
#else

s S L7

The additional parameter following FAIL(FATAL_ERROR ) is so that the expression within parenthesis
has an Ivalue. FAIL has no value so the expression is not complete.

# define pAssert(a) (11(a) ? 1 : (FAIL(FATAL_ERROR_PARAMETER), 0))
#endi

5.12.4 Derived from Vendor-specific values

Values derived from vendor specific settings in Implementation.h

#define PCR_SELECT_MIN ((PLATFORM_PCR+7)/8)

#define PCR_SELECT MAX ((IMPLEMENTATION_PCR+7)/8)
#define MAX_ORDERLY_COUNT ((1 << ORDERLY_BITS) - 1)

#define PRIVATE_VENDOR_SPECIFIC_BYTES \

((MAX_RSA_KEY_BYTES/2) * (3 + CRT_FORMAT_RSA * 2))

5.12.5 Compile-time Checks

In some cases, the relationship between two values may be dependent on things that change based on
various selections like the chosen crypto libraries. It is possible that these selections will result in
incompatible settings. These are often detectable by the compiler but it isn't always possible to do the
check in the preprocessor code. For example, when the check requires use of sizeof then the
preprocessor can't do the comparison. For these cases, we include a special macro that, depending on
the compiler will generate a warning to indicate if the check always passes or always fails because it
involves fixed constants. To run these checks, define COMPILER_CHECKS in TpmBuildSwitches.h

#ifdef COMPILER_CHECKS

# define cAssert pAssert
#else

#  define cAssert(value)
#endif

This is used commonly in the Crypt code as a way to keep listings from getting too long. This is not to
save paper but to allow one to see more useful stuff on the screen at any given time.

#define ERROR_RETURN(returnCode) \
\

retvVal = returnCode; \

goto Exit; \

}
#ifndef MAX
# define MAX(a, b) ((a) > (b) ? (&) : (b))
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#endif

#ifndef MIN

# define MINCa, b) ((@) < (b) ? (@) : (b))
#endi

#ifndef 1s0dd

# define 1s0dd(a) (((d) & 1) 1=0)
#endif

#ifndef BITS _TO BYTES

# define BITS_TO_BYTES(bits) (((bits) + 7) >> 3)
#endi

These are defined for use when the size of the vector being checked is known at compile time.

#define TEST_BIT(bit, vector) TestBit((bit), (BYTE *)&(vector), sizeof(vector))
#define SET_BIT(bit, vector) SetBit((bit), (BYTE *)&(vector), sizeof(vector))
#define CLEAR_BIT(bit, vector) ClearBit((bit), (BYTE *)&(vector), sizeof(vector))

The following definitions are used if they have not already been defined. The defaults for these settings
are compatible with ISO/IEC 9899:2011 (E)

#ifndef LIB_EXPORT

#  define LIB_EXPORT

#  define LIB_IMPORT

#endif

#ifndef NORETURN

# define NORETURN _Noreturn

#endif

#ifndef NOT_REFERENCED

#  define NOT_REFERENCED(x = x) ((void) (X))
#endif

Need an unambiguous definition for DEBUG. Don't change this

#i1T ldefined NDEBUG && !defined DEBUG

# define DEBUG YES

#endif

#define STD_RESPONSE_HEADER (sizeof(TPM_ST) + sizeof(UINT32) + sizeof(TPM_RC))
#ifndef CONTEXT_HASH_ALGORITHM

# if defined ALG_SHA512 && ALG_SHA512 == YES
# define CONTEXT_HASH_ALGORITHM SHA512
# elif defined ALG_SHA384 && ALG _SHA384 == YES
# define CONTEXT_HASH_ALGORITHM SHA384
# elif defined ALG_SHA256 && ALG_SHA256 == YES
# define CONTEXT_HASH_ALGORITHM SHA256
# elif defined ALG_SM3 256 && ALG_SM3 256 == YES
# define CONTEXT_HASH_ALGORITHM SM3_256
# elif defined ALG_SHAl && ALG SHA1l == YES

# define CONTEXT_HASH_ALGORITHM SHA1

# endif

#endi

#define JOIN(X,y) x##y
#define CONCAT(X,y) JOIN(X, Yy)

If CONTEXT_INTEGRITY_HASH_ALG is defined, then the vendor is using the old style table

#ifndef CONTEXT_INTEGRITY_HASH_ALG

#define CONTEXT_INTEGRITY_HASH_ALG CONCAT(TPM_ALG_, CONTEXT_HASH_ALGORITHM)
#define CONTEXT_INTEGRITY_HASH_SIZE CONCAT(CONTEXT_HASH_ALGORITHM, _DIGEST_SIZE)
#endi

#define PROOF_SIZE CONTEXT_INTEGRITY_HASH_SIZE

If CONTEXT_ENCRYP_ALG is defined, then the vendor is using the old style table
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#ifndef CONTEXT_ENCRYPT_ALG

#define CONTEXT_ENCRYPT_ALG CONCAT(TPM_ALG_, CONTEXT_ENCRYPT_ALGORITHM)
#define CONTEXT_ENCRYPT_KEY_BITS \
CONCAT (CONCAT(MAX_, CONTEXT_ENCRYPT_ALGORITHM), _KEY_BITS)
#define CONTEXT_ENCRYPT_KEY_BYTES ((CONTEXT_ENCRYPT_KEY_BITS+7)/8)
#endi

#ifndef MAX_ECC_KEY_BYTES
#define MAX_ECC_KEY_BYTES 0
#endi

Handle case when no ecc is defined

#ifndef MAX_ECC_KEY_BYTES

#  define MAX_ECC_KEY_BYTES MAX_DIGEST_SIZE

#endif

#define LABEL_MAX_BUFFER  MIN(MAX_ECC_KEY_BYTES, MAX_DIGEST_SIZE)

#1T LABEL_MAX_BUFFER < 32

#error "The size allowed for the label is not large enough for interoperability."
#endif

#endif // GP_MACROS_H
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5.13 InternalRoutines.h
#ifndef INTERNAL_ROUTINES_H
#define INTERNAL_ROUTINES_H

#if 1defined _LIB_SUPPORT_H_ && 'defined _TPM_H_
#error "Should not be called"
#endi

DRTM functions

#include "_TPM_Hash_Start_fp._h"
#include "_TPM_Hash_Data_ fp.h"
#include "_TPM_Hash_End_fp.h"

Internal subsystem functions

#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include

"Object_fp.h"
"Context_spt_fp.h"
"Object_spt_fp.h"
"Entity_fp.h"
""Session_fp.h"
"Hierarchy_fp.h"
"NvReserved_fp.h"
"NvDynamic_fp.h"
"NV_spt_fp.h"
"PCR_fp.h"
"DA_fp.h"
“"TpmFail_fp.h"
""SessionProcess_fp.h"

Internal support functions

#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include

"CommandCodeAttributes_fp.h"
"Marshal_fp.h"
"Time_fp.h"
"Locality_fp.h"
"PP_fp.h"
"CommandAudit_fp.h"
"Manufacture_fp.h"
"Handle_fp.h"
"Power_fp.h"
"Response_fp.h"
""CommandDispatcher_fp.h"

Miscellaneous

#include
#include
#include
#include
#include
#include

"Bits_fp._h"
"AlgorithmCap_fp.h"
"PropertyCap_fp.h"
"loBuffers_fp.h"
"Memory_fp.h"
""ResponseCodeProcessing_fp.h"

Internal crypto functions

#include
#include
#include
#include
#include
#include
#include

"BnConvert_fp.h"
"BnMath_fp._h"
"BnMemory_fp.h"
"Ticket_fp.h"
"CryptUtil_fp.h"
"CryptHash_fp.h"
"CryptSym_fp.h"
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#include "CryptDes_fp.h"
#include "CryptPrime_fp._.h"
#include "CryptRand_fp.h"
#include "CryptSelfTest_fp.h"
#include ""MathOnByteBuffers_fp
#include "CryptSym_fp.h"
#include "AlgorithmTests_fp.h"
#ifdef TPM_ALG_RSA

#include "CryptRsa_fp.h"

#include "CryptPrimeSieve_fp.h

#endif

#ifdef TPM_ALG_ECC

#include "CryptEccMain_fp.h"
#include "CryptEccSignature_fp

-h"

: hu

#include "CryptEccKeyExchange_fp.h"

#endi

Support library

#include "SupportLibraryFunctionPrototypes_ fp._h"

Linkage to platform functions

#include "Platform_fp.h"
#endif
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5.14 LibSupport.h

This header file is used to select the library code that gets included in the TPM built

#ifndef _LIB_SUPPORT H_
#define _LIB_SUPPORT H_

OSSL has a full suite but yields an executable that is much larger than it needs to be.

#define OSSL 1

LTC has symmetric support, RSA support, and inadequate ECC support

#define LTC 2

MSBN only provides math support so should not be used as the hash or symmetric library

#define MSBN 3

SYMCRYPT only provides symmetric cryptography so would need to be combined with another library
that has math support

#define SYMCRYPT 4

#iT RADIX_BITS == 32

#  define RADIX_BYTES 4

#eliT RADIX_BITS == 64

#  define RADIX_BYTES 8

#else

#error "RADIX_BITS must either be 32 or 64."
#endif

Include the options for hashing If all the optional headers were always part of the distribution then it would
not be necessary to do the conditional testing before the include. )-;

#i1T HASH_LIB == OSSL

# include "ossl/TpmToOsslHash.h"
#elif HASH_LIB == LTC

# include "ltc/TpmToLtcHash_h"

#elif HASH_LIB == SYMCRYPT

#include "symcrypt/TpmToSymcryptHash_h"
#else

# error "No hash library selected"
#endif

Set the linkage for the selected symmetric library

#if SYM_LIB == 0OSSL

# include "ossl/TpmToOsslSym.h"
#elif SYM_LIB == LTC

# include "ltc/TpmToLtcSym.h"

#elif SYM_LIB == SYMCRYPT

#include "'symcrypt/TpmToSymcryptSym.h"
#else

# error "No symmetric library selected"
#endif

#undef MIN

#undef MIN

Select a big number Library. This uses a define rather than an include so that the header will not be
included until the required values have been defined.
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#i1T MATH_LIB == OSSL

# define MATHLIB_H ™"ossl/TpmToOsslIMath._h"

#elif MATH_LIB == LTC

# define MATHLIB_H ™"ltc/TpmToLtcMath.h"

#elif MATH_LIB == MSBN

#define MATHLIB_H "msbn/TpmToMsBnMath.h"

#else

# error "No math library selected"”

#endi
#endif // _LIB_SUPPORT H
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5.15 NV.h
#ifndef _NV_H_
#define _NV_H

5.15.1 Index Type Definitions

Trusted Platform Module Library

These definitions allow the same code to be used pre and post 1.21. The main action is to redefine the
index type values from the bit values. Use TPM_NT_ORDINARY to indicate if the TPM_NT type is

defined

#ifdef TPM_NT_ORDINARY

# define NV_ATTRIBUTES_TO_TYPE(attributes) (attributes.TPM_NT)

#else

#  define NV_ATTRIBUTES_TO_TYPE(attributes)
( attributes.TPMA_NV_COUNTER
+ (attributes.TPMA_NV_BITS << 1)
+ (attributes.TPMA_NV_EXTEND << 2)
)

#endi

5.15.2 Attribute Macros

e

These macros are used to isolate the differences in the way that the index type changed in version 1.21

of the specification

#ifdef TPM_NT_ORDINARY

# define IsNvOrdinarylndex(attributes) (attributes.TPM_NT == TPM_NT_ORDINARY)

#else

# define IsNvOrdinarylndex(attributes)
((attributes.TPMA_NV_COUNTER == CLEAR)
&& (attributes.TPMA_NV_BITS == CLEAR)
&& (attributes.TPMA_NV_EXTEND == CLEAR)

# define TPM_NT_ORDINARY
#endi
#ifdef TPM_NT_COUNTER

©

# define IsNvCounterlndex(attributes) (attributes.TPM_NT == TPM_NT_COUNTER)

#else

#  define IsNvCounterlindex(attributes) (attributes.TPMA_NV_COUNTER == SET)

# define TPM_NT_COUNTER
#endi
#ifdef TPM_NT_BITS

@

# define IsNvBitslndex(attributes) (attributes.TPM_NT == TPM_NT_BITS)

#else

# define IsNvBitslndex(attributes) (attributes.TPMA_NV_BITS == SET)

# define TPM_NT_BITS (2)
#endi
#ifdef TPM_NT_EXTEND

# define IsNvExtendIndex(attributes) (attributes.TPM_NT == TPM_NT_EXTEND)

#else

# define IsNvExtendIndex(attributes) (attributes.TPMA NV_EXTEND == SET)

# define TPM_NT_EXTEND
#endi T
#ifdef TPM_NT_PIN_PASS

C))

# define IsNvPinPasslindex(attributes) (attributes.TPM_NT == TPM_NT_PIN_PASS)

#endi
#ifdef TPM_NT_PIN_FAIL

# define IsNvPinFaillndex(attributes) (attributes.TPM_NT == TPM_NT_PIN_FAIL)

#endif

typedef struct {
UINT32 size;
TPM_HANDLE handle;
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3 NV_ENTRY_HEADER;

#define NV_EVICT_OBJECT SIZE \
(sizeof(UINT32) + sizeof(TPM_HANDLE) + sizeof(OBJECT))
#define NV_INDEX_COUNTER_SIZE \

(sizeof(UINT32) + sizeof(NV_INDEX) + sizeof(UINT64))
#define NV_RAM_INDEX_COUNTER_SIZE \
(sizeof(NV_RAM_HEADER) + sizeof(UINT64))
typedef struct {

UINT32 size;
TPM_HANDLE handle;
TPMA_NV attributes;

3} NV_RAM_HEADER;

Defines the end-of-list marker for NV. The list terminator is a UINT32 of zero, followed by the current
value of s_maxCounter which is a 64-bit value. The structure is defined as an array of 3 UINT32 values
so that there is no padding between the UINT32 list end marker and the UIT64m() maxCounter value.

typedef UINT32 NV_LIST_TERMINATOR[3];

The following defines are for accessing orderly RAM values. This is the initialize for the RAM reference
iterator.

#define NV_RAM_REF_INIT 0

This is the starting address of the RAM space used for orderly data

#define RAM_ORDERLY_START \
(&s_indexOrderlyRam[0])

This is the offset within NV that is used to save the orderly data on an orderly shutdown.

#define NV_ORDERLY_START \
(NV_INDEX_RAM_DATA)

This is the end of the orderly RAM space. It is actually the first byte after the last byte of orderly RAM data

#define RAM_ORDERLY_END \
(RAM_ORDERLY_START + sizeof(s_indexOrderlyRam))

This is the end of the orderly space in NV memory. As with RAM_ORDERLY_END, it is actually the offset
of the first byte after the end of the NV orderly data.

#define NV_ORDERLY_END \
(NV_ORDERLY_START + sizeof(s_indexOrderlyRam))

Macro to check that an orderly RAM address is with range.

#define ORDERLY_RAM_ADDRESS OK(start, offset) \
((start >= RAM_ORDERLY_START) && ((start + offset - 1) < RAM_ORDERLY_END))
#define RETURN_IF_NV_IS_NOT_AVAILABLE

iT(g_NvStatus = TPM_RC_SUCCESS)
return g_NvStatus;

s

}

Routinely have to clear the orderly flag and fail if the NV is not available so that it can be cleared.

#define RETURN_IF_ORDERLY \
\
iT(NvClearOrderly() !'= TPM_RC_SUCCESS) \
return g_NvStatus; \
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T

#define NV_IS_AVAILABLE (g_NvStatus == TPM_RC_SUCCESS)
#define 1S_ORDERLY(value) (value < SU_DA _USED_VALUE)
#define NV_IS ORDERLY (1S_ORDERLY(gp-orderlyState))

Trusted Platform Module Library

Macro to set the NV UPDATE_TYPE. This deals with the fact that the update is possibly a combination of

UT_NV and UT_ORDERLY.

#define SET_NV_UPDATE(type) g_updateNV |= (type)
#endift // NV H
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5.16 PRNG_TestVectors.h

#ifndef _MSBN_DRBG_TEST_VECTORS_H

#define _MSBN_DRBG_TEST_VECTORS_H

//#if DRBG_ALGORITHM == TPM_ALG_AES && DRBG_KEY BITS == 256
#if DRBG_KEY_ SIZE BITS == 256

NIST test vector [AES-256 no df] [PredictionResistance() = False] [EntropylnputLen() = 384] [NonceLen()
= 128] [PersonalizationStringLen() = 0] [AdditionallnputLen() = 0] COUNT = 0 Entropylnput() = 0d15aa80
b16c3al0 906cfedb 795daeOb 5b81041c 5c5bfach 373d4440 d9120f7e 3d6cfo09 86¢f52d8 5d3e947d
8c061f91 Nonce = 06caefSf b538e08e 1f3b0452 03f8f4b2 PersonalizationString() = Additionallnput() =
INTERMEDIATE Key = be5df629 34cc1230 166a6773 345bbd6b 4c8869cf 8aeclc3b 1laa98bca 37cacf6l
INTERMEDIATE V = 3182ddle 7638ec70 014e93bd 813e524c INTERMEDIATE ReturnedBits() =
28e0ebb8 21016650 8c8f65f2 207bd0a3 EntropylnputReseed() = 6ee793a3 3955d72a d12fd80a
8a3fcf95 ed3b4dac 5795fe25 cf869f7c 27573bbc 56flacae 13a65042 b340093c 464a7a22
AdditionallnputReseed() = Additionallnput() = ReturnedBits() = 9465182 d54510b9 4612485 71ca06c9

Entropy is the size of a the state. The state is the size of the key plus the IV. The IV is a block. Key = 256,
block = 128, state = 384

#define DRBG_TEST_INITIATE_ENTROPY \
0x0d, 0x15, Oxaa, 0x80, Oxbl, Ox6c, Ox3a, 0x10,
0x90, 0Ox6c, Oxfe, Oxdb, 0x79, 0x5d, Oxae, OxOb,
Ox5b, 0x81, 0x04, Oxlc, Ox5c, Ox5b, Oxfa, Oxcb,
0x37, 0x3d, 0x44, 0x40, 0xd9, 0x12, OxOf, Ox7e,
0x3d, 0Ox6c, Oxf9, 0x09, 0x86, Oxcf, 0x52, 0xds,
0x5d, Ox3e, 0x94, 0Ox7d, O0x8c, 0x06, Ox1f, 0x91
#define DRBG_TEST RESEED_ENTROPY \
Ox6e, 0Oxe7, 0x93, 0xa3, 0x39, 0x55, Oxd7, Ox2a,
Oxd1l, Ox2Ff, Oxd8, 0Ox0Oa, Ox8a, O0x3f, Oxcf, 0x95,
Oxed, O0x3b, 0x4d, Oxac, 0x57, 0x95, Oxfe, 0x25,
Oxcf, 0x86, 0Ox9f, Ox7c, O0x27, 0x57, O0x3b, Oxbc,
0x56, Oxfl, Oxac, Oxae, 0x13, Oxa6, O0x50, 0x42,
0xb3, 0x40, 0x09, 0x3c, 0x46, Ox4a, Ox7a, 0x22
#define DRBG_TEST GENERATED_INTERM \
0x28, 0xe0, Oxeb, 0xb8, 0x21, 0x01, 0x66, 0x50,
0x8c, 0x8fF, O0x65, Oxf2, 0x20, Ox7b, O0xdO, Oxa3
#define DRBG_TEST_GENERATED \
0x94, 0x6Ff, 0x51, 0x82, 0xd5, 0x45, 0x10, Oxb9, \
0x46, 0x12, 0x48, Oxf5, 0x71, Oxca, 0x06, 0xc9
//#elif DRBG_ALGORITHM == TPM_ALG_AES && DRBG_KEY BITS == 128
#eliT DRBG_KEY_SIZE_BITS == 128

I

A

7

[AES-128 no df] [PredictionResistance() = False] [EntropylnputLen() = 256] [NonceLen() = 64]

[PersonalizationStringLen() = 0] [AdditionallnputLen() = 0] COUNT = 0 Entropylnput() =
8fc11lbdb5aabb7e093b61428e0907303ch459f3b600dad870955f22da80a44f8 Nonce =
belf73885ddd15aa PersonalizationString() = Additionallnput() = INTERMEDIATE Key =

b134ecc836df6dbd624900af118dd7e6 INTERMEDIATE V = 01bb09e86dabd75c9f26dbf6f9531368
INTERMEDIATE ReturnedBits() = dc3cfébf5bd341135f2c6811a1071c87 EntropylnputReseed()
0Ocd53cd5eccd5al0d7ea266111259b05574fc6ddd8bed8bd72378cf82fldba2a AdditionallnputReseed()
Additionallnput() = ReturnedBits() = b61850decfd7106d44769a8e6e8clad4

#define DRBG_TEST_INITIATE_ENTROPY \
0Ox8F, Oxcl, Oxlb, Oxdb, Ox5a, Oxab, Oxb7, 0OxeO,
0x93, Oxb6, 0x14, 0x28, Oxe0, 0x90, O0x73, 0x03,
Oxcb, 0x45, 0x9f, 0x3b, 0x60, 0x0d, Oxad, 0x87,
0x09, 0Ox55, Oxf2, 0x2d, Oxa8, OxOa, 0x44, Oxf8
#define DRBG_TEST_RESEED_ENTROPY \
0x0c, 0xd5, 0x3c, 0xd5, Oxec, Oxcd, Ox5a, 0x10,
Oxd7, Oxea, 0x26, 0x61, Ox11l, 0x25, Ox9b, 0x05,
0x57, 0x4f, 0Oxc6, Oxdd, Oxd8, Oxbe, 0xd8, Oxbhd,

777

7’77
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0x72, 0x37, 0Ox8c, 0xf8, Ox2f
#define DRBG_TEST_GENERATED_INTERM \

Oxdc, 0x3c, Oxf6, Oxbf, Ox5b

Ox5f, Ox2c, 0x68, 0Ox1l1l, Oxal
#define DRBG_TEST_GENERATED \

Oxb6, 0x18, 0x50, Oxde, Oxcf

0x44, 0x76, Ox9a, 0x8e, Ox6e

, Oxl1ld, Oxba, 0x2a

, Oxd3, 0x41, 0x13, \
, 0Ox07, Oxlc, Ox87

, Oxd7, 0x10, Ox6d, \
, 0x8c, Oxla, 0Oxd4

#endif
#endif // _MSBN_DRBG_TEST_VECTORS_H
Family “2.0" TCG Published
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5.17 SelfTest.h

#ifndef _SELF_TEST_H_
#define “SELF_TEST H_

5.17.1 Introduction

Trusted Platform Module Library

This file contains the structure definitions for the self-test. It also contains macros for use when the self-

test is implemented.

5.17.2 Defines

Was typing this a lot

#define SELF_TEST FAILURE  FAIL(FATAL_ERROR_SELF_TEST)

Use the definition of key sizes to set algorithm values for key size. Need to do this to avoid a lot of #ifdefs

in the code. Also, define the index for each of the algorithms.

#1T ALG_AES && defined AES_KEY_SIZE_BITS_128

# define AES_128 YES

# define AES_128 INDEX 0

#else

# define AES_128 NO

#endi

#if ALG_AES && defined AES KEY_SIZE_BITS_192
# define AES 192 YES

# define AES_192 INDEX  (AES_128)

#else

# define AES_192 NO

#endi T

#if ALG_AES && defined AES_KEY_SIZE_BITS 256
# define AES 256 YES

# define AES_256_INDEX (AES_128 + AES_192)
#else

# define AES 256 NO

#endi

#if ALG_SM4 && defined SM4_KEY_SIZE BITS_128
# define SM4 128 YES

# define SM4_128 INDEX (AES_128 + AES_192 + AES_256)
#else

# define SM4 128 NO

#endi

#define NUM_SYMS (AES_128 + AES_192 + AES 256 + SM4_128)

typedef UINT32 SYM_INDEX;

These two defines deal with the fact that the TPM_ALG_ID table does not delimit the symmetric mode

values with a TPM_SYM_MODE_FIRST and TPM_SYM_MODE_LAST

#define TPM_SYM_MODE_FIRST ALG_CTR_VALUE
#define TPM_SYM_MODE_LAST ALG_ECB_VALUE

#define NUM_SYM_MODES  (TPM_SYM_MODE_LAST - TPM_SYM_MODE_FIRST + 1)

Define a type to hold a bit vector for the modes.

#i1T NUM_SYM_MODES <= 0O

#error 'No symmetric modes implemented”
#elif NUM_SYM_MODES <= 8

typedef BYTE SYM_MODES;

#elift NUM_SYM_MODES <= 16
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typedef UINT16 SYM_MODES;

#elif NUM_SYM_MODES <= 32
typedef UINT32 SYM_MODES;

#else

#error "Too many symmetric modes"
#endif

typedef struct {

const TPM_ALG_ID alg;

const UINT16 keyBits;

const BYTE *key;

const UINT32 ivSize;

const UINT32 datalnOutSize;
const BYTE *dataln;

const BYTE

} SYMMETRIC_TEST VECTOR;
#ifdef TPM_ALG_RSA

extern const RSA_KEY

#endi

Trusted Platform Module Library

// the algorithm

// bits in the key

// The test key

// block size of the algorithm
// size to encrypt/decrypt
// data to encrypt

*dataOut[NUM_SYM_MODES];// data to decrypt

Cc_rsaTestKey; // This is a constant structure

#define SYM_TEST_VALUE_REF(value, alg, keyBits, mode) \
SI1ZED_REFERENCE (value##_##alg#ikeyBits##_##mode)

typedef struct {

TPM_ALG_ID alg;
UINT16 keySizeBits;
} SYM_ALG;

#define SET_ALG(ALG, v) MemorySetBit((v), ALG, sizeof(v) * 8)

#1T ALG_SHA512

TCG Published

# define DEFAULT_TEST_HASH

# define DEFAULT_TEST_DIGEST_SIZE

# define DEFAULT_TEST HASH_BLOCK_SIZE
#elif ALG_SHA384

# define DEFAULT_TEST_HASH

# define DEFAULT_TEST_DIGEST_SIZE

# define DEFAULT_TEST_ HASH_BLOCK_SIZE
#elif ALG_SHA256

# define DEFAULT_TEST_HASH

# define DEFAULT_TEST_DIGEST_SIZE

# define DEFAULT_TEST_ HASH_BLOCK_SIZE
#eliT ALG_SHA1

# define DEFAULT_TEST_HASH

# define DEFAULT_TEST DIGEST_SIZE

# define DEFAULT_TEST_HASH_BLOCK_SIZE
#endif

#endif // SELF TEST H_
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5.18 SupportLibraryFunctionPrototypes_fp.h

5.18.1 Introduction

This file contains the function prototypes for the functions that need to be present in the selected match
library. For each function listed, there should be a small stub function. That stub provides the interface
between the TPM code and the support library. In most cases, the stub function will only need to do a
format conversion between the TPM big number and the support library big number. The TPM big
number format was chosen to make this relatively simple and fast.

#ifndef SUPPORT_LIBRARY_FUNCTION_PROTOTYPES_H

#define SUPPORT_LIBRARY_FUNCTION_PROTOTYPES_H
LIB_EXPORT int SupportLiblnit(void);

MathLibraryCompatibililtyCheck() This function is only used during development to make sure that the
library that is being referenced is using the same size of data structures as the TPM.

void
MathLibraryCompatibilityCheck(
void

):

5.18.2 BnModMult()

Does multiply and divide returning the remainder of the divide.

LI1B_EXPORT BOOL
BnModMult(bigNum result, bigConst opl, bigConst op2, bigConst modulus);

5.18.3 BnMult()

Multiplies two numbers

LIB_EXPORT BOOL BnMult(bigNum result, bigConst multiplicand, bigConst multiplier);

5.18.4 BnDiv()

This function divides two bigNum values. The function always returns TRUE.

LIB_EXPORT BOOL BnDiv(bigNum quotient, bigNum remainder,
bigConst dividend, bigConst divisor);

5.18.5 BnMod()

#define BnMod(a, b) BnDiv(NULL, (@), (a), (b))
#ifdef TPM_ALG_RSA

5.18.6 BnGcd()

Get the greatest common divisor of two numbers

LIB_EXPORT BOOL BnGcd(bigNum gcd, bigConst numberl, bigConst number2);
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5.18.7 BnModExp()

Do modular exponentiation using bigNum values.

LIB_EXPORT BOOL BnModExp(bigNum result, bigConst number,
bigConst exponent, bigConst modulus);

5.18.8 BnModlnverse()

Modular multiplicative inverse
LIB_EXPORT BOOL BnModInverse(bigNum result, bigConst number,
bigConst modulus);

#endif // TPM_ALG_RSA
#ifdef TPM_ALG_ECC

5.18.9 BnEccModMult()

This function does a point multiply of the form R = [d]S

Return Value Meaning

FALSE failure in operation; treat as result being point at infinity

LIB_EXPORT BOOL BnEccModMult(bigPoint R, pointConst S, bigConst d, bigCurve E);

5.18.10 BnEccModMult2()

This function does a point multiply of the form R = [d]S + [u]Q

Return Value Meaning

FALSE failure in operation; treat as result being point at infinity

LIB_EXPORT BOOL BnEccModMult2(bigPoint R, pointConst S, bigConst d,
pointConst Q, bigConst u, bigCurve E);

5.18.11 BnEccAdd()

This function does a pointadd R=S + Q

Return Value Meaning

FALSE failure in operation; treat as result being point at infinity

LIB_EXPORT BOOL BnEccAdd(bigPoint R, pointConst S, pointConst Q, bigCurve E);

5.18.12 BnCurvelnitialize()

This function is used to initialize the pointers of a bnCurve_t structure. The structure is a set of pointers to
bigNum values. The curve-dependent values are set by a different function.

LIB_EXPORT bigCurve BnCurvelnitialize(bigCurve E, TPM_ECC_CURVE curveld);
#endif // TPM_ALG_ECC
#endif
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5.19 TPMB.h

This file contains extra TPM2B structures

#ifndef _TPMB_H
#define _TPMB_H

TPM2B Types
typedef struct {
UINT16 size;
BYTE buffer[1];
} TPM2B, *P2B;
typedef const TPM2B *PC2B;

This macro helps avoid having to type in the structure in order to create a new TPM2B type that is used in
a function.

#define TPM2B_TYPE(name, bytes) \
typedef union { \
struct { \

UINT16 size; \

BYTE buffer[(bytes)]; \

} t; \

TPM2B b; \

} TPM2B_##name

This macro defines a TPM2B with a constant character value. This macro sets the size of the string to the
size minus the terminating zero byte. This lets the user of the label add their terminating 0. This method is
chosen so that existing code that provides a label will continue to work correctly.

#define TPM2B_STRING(name, value) \
static const union { \
struct { \

UINT16 size; \

BYTE buffer[sizeof(value)]; \

} t; \

TPM2B b; \

\

3} name##_ = {{sizeof(value), {value}}};
const TPM2B *name = &name##_ .b

Macro to instance and initialize a TPM2B value

#define TPM2B_INIT(TYPE, name) \

TPM2B_##TYPE name = {sizeof(name.t.buffer), {0}}
#define TPM2B_BYTE_VALUE(bytes) TPM2B_TYPE(bytes## BYTE_VALUE, bytes)
#endif
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5.20 Tpm.h

Root header file for building any TPM.lib code

#ifndef _TPM_H_

#define _TPM_H_

#include "Implementation.h"

#include "LibSupport.h" // Types from the library. These need to come before
// Global .h because some of the structures in
// that file depend on the structures used by the
// crypto libraries.

#include "GpMacros.h" // Define additional macros

#include ""Global.h" // Define other TPM types

#include "InternalRoutines.h" // Function prototypes

#endif 7/ TPM H
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5.21 TpmBuildSwitches.h
This file contains the build switches. This contains switches for multiple versions of the crypto-library so
some may not apply to your environment.

The switches are guarded so that they can either be set on the command line or set here.

#ifndef _TPM_BUILD_SWITCHES H_
#define _TPM_BUILD_SWITCHES H_

Many of the #defines are guarded so that they can be set on the command line without causing
consternation in the compiler.

#ifndef INLINE_FUNCTIONS
//# define INLINE_FUNCTIONS
#endi

Don't move this include ahead of the INLINE_FUNCTIONS definition.

#include "CompilerDependencies.h"

This definition is required for the re-factored code

#define USE_BN_ECC_DATA

Comment these out as needed

#ifndef SIMULATION
# define SIMULATION
#endi

Define this to run the function that checks the format compatibility for the chosen big number math library.
Not all ports use this.

#iT ldefined LIBRARY_COMPATIBILITY_CHECK && defined SIMULATION
# define LIBRARY_COMPATABILITY_CHECK

#endi

#ifndef FIPS_COMPLIANT

//# define FIPS_COMPLIANT

#endi

Definition to allow alternate behavior for non-orderly startup. If there is a chance that the TPM could not
update failedTries

#ifndef USE_DA_USED
# define USE_DA_USED
#endi

Define TABLE_DRIVEN_DISPATCH to use tables rather than case statements for command dispatch
and handle unmarshaling

#ifndef TABLE_DRIVEN_DISPATCH
# define TABLE_DRIVEN_DISPATCH
#endi

This switch is used to enable the self-test capability in AlgorithmTests.c

#ifndef SELF_TEST
#define SELF_TEST
#endi
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Enable the generation of RSA primes using a sieve.

#ifndef RSA_KEY_SIEVE
# define RSA_KEY_SIEVE
#endi

Enable the instrumentation of the sieve process. This is used to tune the sieve variables.

#iT ldefined RSA_INSTRUMENT && defined RSA_KEY_SIEVE && defined SIMULATION
//#define RSA_INSTRUMENT

#endi

#if defined RSA_KEY_SIEVE && 'defined NDEBUG && !'defined RSA_INSTRUMENT
//# define RSA INSTRUMENT

#endi

This switch enables the RNG state save and restore

#ifndef DRBG_STATE_SAVE
# define _DRBG_STATE_SAVE // Comment this out if no state save is wanted
#endif

Switch added to support packed lists that leave out space associated with unimplemented commands.
Comment this out to use linear lists.

NOTE: if vendor specific commands are present, the associated list is always in compressed form.

#ifndef COMPRESSED_LISTS
# define COMPRESSED_LISTS
#endi

This switch indicates where clock epoch value should be stored. If this value defined, then it is assumed
that the timer will change at any time so the nonce should be a random number kept in RAM. When it is
not defined, then the timer only stops during power outages.

#ifndef CLOCK_STOPS
//# define CLOCK_STOPS
#endi

The switches in this group can only be enabled when running a simulation

#ifdef SIMULATION

Enables use of the key cache

ifndef USE_RSA_KEY_CACHE
define USE_RSA KEY_CACHE
endif
iT defined USE_RSA_KEY_CACHE && !defined USE_KEY_CACHE_FILE
define USE_KEY_ CACHE_FILE
endif
if ldefined NDEBUG && !'defined USE_DEBUG_RNG

N
H*

HHHFHHENH

This provides fixed seeding of the RNG when doing debug on a simulator. This should allow consistent
results on test runs as long as the input parameters to the functions remains the same.

# define USE_DEBUG_RNG
# endif
#else

# undef USE_RSA KEY CACHE

# undef USE_KEY_ CACHE_FILE

# undef USE_DEBUG_RNG
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# undef RSA_INSTRUMENT
#endif // SIMULATION
#ifndef NDEBUG

In some cases, the relationship between two values may be dependent on things that change based on
various selections like the chosen crypto libraries. It is possible that these selections will result in
incompatible settings. These are often detectable by the compiler but it isn't always possible to do the
check in the preprocessor code. For example, when the check requires use of 'sizeof()' then the
preprocessor can't do the comparison. For these cases, we include a special macro that, depending on
the compiler will generate a warning to indicate if the check always passes or always fails because it
involves fixed constants. To run these checks, define COMPILER_CHECKS.

#ifndef COMPILER_CHECKS
//# define COMPILER_CHECKS
#endi

Some of the values (such as sizes) are the result of different options set in Implementation.h. The
combination might not be consistent. A function is defined (TpmSizeChecks()) that is used to verify the
sizes at run time. To enable the function, define this parameter.

#ifndef RUNTIME_SIZE_ CHECKS
#define RUNTIME_SIZE_CHECKS
#endi

If doing debug, can set the DRBG to print out the intermediate test values. Before enabling this, make
sure that the dbgDumpMemBlock() function has been added someplace (preferably, somewhere in
CryptRand.c)

#ifndef DRBG_DEBUG_PRINT

//# define DRBG_DEBUG_PRINT
#endi

#endif // NDEBUG

#endif // _TPM_BUILD_SWITCHES H_
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5.22 TpmError.h

#ifndef _TPM_ERROR_H
#define _TPM_ERROR_H

#define
#define
#define
#define
#define
#define
#define
#define
#define

#define
#define
#define
#define
#define

FATAL_ERROR_ALLOCATION
FATAL_ERROR_DIVIDE_ZERO
FATAL_ERROR_INTERNAL
FATAL_ERROR_PARAMETER
FATAL_ERROR_ENTROPY
FATAL_ERROR_SELF_TEST
FATAL_ERROR_CRYPTO
FATAL_ERROR_NV_UNRECOVERABLE
FATAL_ERROR_REMANUFACTURED

FATAL_ERROR_DRBG
FATAL_ERROR_MOVE_SIZE
FATAL_ERROR_COUNTER_OVERFLOW
FATAL_ERROR_SUBTRACT
FATAL_ERROR_FORCED

#endif // _TPM_ERROR_H

Family “2.0"

Level 00 Revision 01.38

Trusted Platform Module Library

€Y
(2
3
)
)
(©)
g0,
1€))

(9) // indicates that the TPM has
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// unrecoverable NV error
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5.23 TpmTypes.h

#ifndef _TPM_TYPES_H_
#define _TPM_TYPES H_

Table 2:5 - Definition of Types for Documentation Clarity (TypedefTable())

typedef
typedef
typedef
typedef
typedef
typedef

UINT32
UINT32
UINT32
UINT32
UINT16
UINT16

Trusted Platform Module Library

TPM_ALGORITHM_ID;
TPM_MODIFIER_INDICATOR;
TPM_AUTHORIZATION_SIZE;
TPM_PARAMETER_SIZE;
TPM_KEY_SIZE;
TPM_KEY_BITS;

Table 2:6 - Definition of TPM_SPEC Constants (EnumTable())

typedef
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

UINT32
SPEC_FAMILY
TPM_SPEC_FAMILY
SPEC_LEVEL
TPM_SPEC_LEVEL
SPEC_VERSION
TPM_SPEC_VERSION
SPEC_YEAR
TPM_SPEC_YEAR
SPEC_DAY_OF YEAR
TPM_SPEC_DAY OF YEAR

TPM_S

PEC;

0x322E3000
(TPM_SPEC) (SPEC_FAMILY)

00

(TPM_SPEC) (SPEC_LEVEL)

138

(TPM_SPEC) (SPEC_VERSION)

2016

(TPM_SPEC) (SPEC_YEAR)

273

(TPM_SPEC) (SPEC_DAY_OF_YEAR)

Table 2:7 - Definition of TPM_GENERATED Constants (EnumTable())

typedef
#define

UINT32
TPM_GENERATED_VALUE

TPM_GENERATED;
(TPM_GENERATED) (OXFF544347)

Table 2:16 - Definition of TPM_RC Constants (EnumTable())

typedef
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

UINT32
TPM_RC_SUCCESS
TPM_RC_BAD_TAG
RC_VER1
TPM_RC_INITIALIZE
TPM_RC_FAILURE
TPM_RC_SEQUENCE
TPM_RC_PRIVATE
TPM_RC_HMAC
TPM_RC_DISABLED
TPM_RC_EXCLUSIVE
TPM_RC_AUTH_TYPE
TPM_RC_AUTH_MISSING
TPM_RC_POLICY
TPM_RC_PCR
TPM_RC_PCR_CHANGED
TPM_RC_UPGRADE
TPM_RC_TOO_MANY_CONTEXTS
TPM_RC_AUTH_UNAVAILABLE
TPM_RC_REBOOT
TPM_RC_UNBALANCED
TPM_RC_COMMAND_S1ZE
TPM_RC_COMMAND_CODE
TPM_RC_AUTHSIZE
TPM_RC_AUTH_CONTEXT
TPM_RC_NV_RANGE
TPM_RC_NV_SIZE
TPM_RC_NV_LOCKED

TPM_R

Family “2.0"

Level 00 Revision 01.38

C;

(TPM_RC) (0x000)
(TPM_RC) (OX01E)

(TPM_RC) (0x100)

(TPM_RC) (RC_VER1+0x000)
(TPM_RC) (RC_VER1+0x001)
(TPM_RC) (RC_VER1+0x003)
(TPM_RC) (RC_VER1+0x00B)
(TPM_RC) (RC_VER1+0x019)
(TPM_RC) (RC_VER1+0x020)
(TPM_RC) (RC_VER1+0x021)
(TPM_RC) (RC_VER1+0x024)
(TPM_RC) (RC_VER1+0x025)
(TPM_RC) (RC_VER1+0x026)
(TPM_RC) (RC_VER1+0x027)
(TPM_RC) (RC_VER1+0x028)
(TPM_RC) (RC_VER1+0x02D)
(TPM_RC) (RC_VER1+0x02E)
(TPM_RC) (RC_VER1+0x02F)
(TPM_RC) (RC_VER1+0x030)
(TPM_RC) (RC_VER1+0x031)
(TPM_RC) (RC_VER1+0x042)
(TPM_RC) (RC_VER1+0x043)
(TPM_RC) (RC_VER1+0x044)
(TPM_RC) (RC_VER1+0x045)
(TPM_RC) (RC_VER1+0x046)
(TPM_RC) (RC_VER1+0x047)
(TPM_RC) (RC_VER1+0x048)
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109
110
111
112
113
114
115
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#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

TPM_RC_NV_AUTHORIZATION
TPM_RC_NV_UNINITIALIZED
TPM_RC_NV_SPACE
TPM_RC_NV_DEFINED
TPM_RC_BAD_CONTEXT
TPM_RC_CPHASH
TPM_RC_PARENT
TPM_RC_NEEDS_TEST
TPM_RC_NO_RESULT
TPM_RC_SENSITIVE
RC_MAX_FMO

RC_FMT1
TPM_RC_ASYMMETRIC
TPM_RCS_ASYMMETRIC
TPM_RC_ATTRIBUTES
TPM_RCS_ATTRIBUTES
TPM_RC_HASH
TPM_RCS_HASH
TPM_RC_VALUE
TPM_RCS_VALUE
TPM_RC_HIERARCHY
TPM_RCS_HIERARCHY
TPM_RC_KEY_SIZE
TPM_RCS_KEY_SIZE
TPM_RC_MGF
TPM_RCS_MGF
TPM_RC_MODE
TPM_RCS_MODE
TPM_RC_TYPE
TPM_RCS_TYPE
TPM_RC_HANDLE
TPM_RCS_HANDLE
TPM_RC_KDF
TPM_RCS_KDF
TPM_RC_RANGE
TPM_RCS_RANGE
TPM_RC_AUTH_FAIL
TPM_RCS_AUTH_FAIL
TPM_RC_NONCE
TPM_RCS_NONCE
TPM_RC_PP
TPM_RCS_PP
TPM_RC_SCHEME
TPM_RCS_SCHEME
TPM_RC_SIZE
TPM_RCS_SIZE
TPM_RC_SYMMETRIC
TPM_RCS_SYMMETRIC
TPM_RC_TAG
TPM_RCS_TAG
TPM_RC_SELECTOR
TPM_RCS_SELECTOR
TPM_RC_INSUFFICIENT
TPM_RCS_INSUFFICIENT
TPM_RC_SIGNATURE
TPM_RCS_SIGNATURE
TPM_RC_KEY
TPM_RCS_KEY
TPM_RC_POLICY_FAIL
TPM_RCS_POLICY_FAIL
TPM_RC_INTEGRITY
TPM_RCS_INTEGRITY
TPM_RC_TICKET
TPM_RCS_TICKET
TPM_RC_RESERVED_BITS
TPM_RCS_RESERVED BITS

Family “2.0"

Level 00 Revision 01.38
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(TPM_RC) (RC_VER1+0x049)
(TPM_RC) (RC_VER1+0x04A)
(TPM_RC) (RC_VER1+0x04B)
(TPM_RC) (RC_VER1+0x04C)
(TPM_RC) (RC_VER1+0x050)
(TPM_RC) (RC_VER1+0x051)
(TPM_RC) (RC_VER1+0x052)
(TPM_RC) (RC_VER1+0x053)
(TPM_RC) (RC_VER1+0x054)
(TPM_RC) (RC_VER1+0x055)
(TPM_RC) (RC_VER1+0Xx07F)
(TPM_RC) (0x080)

(TPM_RC) (RC_FMT1+0x001)
(TPM_RC) (RC_FMT1+0x001)
(TPM_RC) (RC_FMT1+0x002)
(TPM_RC) (RC_FMT1+0x002)
(TPM_RC) (RC_FMT1+0x003)
(TPM_RC) (RC_FMT1+0x003)
(TPM_RC) (RC_FMT1+0x004)
(TPM_RC) (RC_FMT1+0x004)
(TPM_RC) (RC_FMT1+0x005)
(TPM_RC) (RC_FMT1+0x005)
(TPM_RC) (RC_FMT1+0x007)
(TPM_RC) (RC_FMT1+0x007)
(TPM_RC) (RC_FMT1+0x008)
(TPM_RC) (RC_FMT1+0x008)
(TPM_RC) (RC_FMT1+0x009)
(TPM_RC) (RC_FMT1+0x009)
(TPM_RC) (RC_FMT1+0x00A)
(TPM_RC) (RC_FMT1+0x00A)
(TPM_RC) (RC_FMT1+0x00B)
(TPM_RC) (RC_FMT1+0x00B)
(TPM_RC) (RC_FMT1+0x00C)
(TPM_RC) (RC_FMT1+0x00C)
(TPM_RC) (RC_FMT1+0x00D)
(TPM_RC) (RC_FMT1+0x00D)
(TPM_RC) (RC_FMT1+0x00E)
(TPM_RC) (RC_FMT1+0x00E)
(TPM_RC) (RC_FMT1+0x00F)
(TPM_RC) (RC_FMT1+0x00F)
(TPM_RC) (RC_FMT1+0x010)
(TPM_RC) (RC_FMT1+0x010)
(TPM_RC) (RC_FMT1+0x012)
(TPM_RC) (RC_FMT1+0x012)
(TPM_RC) (RC_FMT1+0x015)
(TPM_RC) (RC_FMT1+0x015)
(TPM_RC) (RC_FMT1+0x016)
(TPM_RC) (RC_FMT1+0x016)
(TPM_RC) (RC_FMT1+0x017)
(TPM_RC) (RC_FMT1+0x017)
(TPM_RC) (RC_FMT1+0x018)
(TPM_RC) (RC_FMT1+0x018)
(TPM_RC) (RC_FMT1+0x01A)
(TPM_RC) (RC_FMT1+0x01A)
(TPM_RC) (RC_FMT1+0x01B)
(TPM_RC) (RC_FMT1+0x01B)
(TPM_RC) (RC_FMT1+0x01C)
(TPM_RC) (RC_FMT1+0x01C)
(TPM_RC) (RC_FMT1+0x01D)
(TPM_RC) (RC_FMT1+0x01D)
(TPM_RC) (RC_FMT1+0x01F)
(TPM_RC) (RC_FMT1+0x01F)
(TPM_RC) (RC_FMT1+0x020)
(TPM_RC) (RC_FMT1+0x020)
(TPM_RC) (RC_FMT1+0x021)
(TPM_RC) (RC_FMT1+0x021)
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116  #define TPM_RC_BAD_AUTH (TPM_RC) (RC_FMT1+0x022)
117  #define TPM_RCS_BAD_AUTH (TPM_RC) (RC_FMT1+0x022)
118  #define TPM_RC_EXPIRED (TPM_RC) (RC_FMT1+0x023)
119 #define TPM_RCS_EXPIRED (TPM_RC) (RC_FMT1+0x023)
120  #define TPM_RC_POLICY_CC (TPM_RC) (RC_FMT1+0x024)
121  #define TPM_RCS_POLICY _CC (TPM_RC) (RC_FMT1+0x024)
122  #define TPM_RC_BINDING (TPM_RC) (RC_FMT1+0x025)
123 #define TPM_RCS BINDING (TPM_RC) (RC_FMT1+0x025)
124  #define TPM_RC_CURVE (TPM_RC) (RC_FMT1+0x026)
125  #define TPM_RCS_CURVE (TPM_RC) (RC_FMT1+0x026)
126  #define TPM_RC_ECC_POINT (TPM_RC) (RC_FMT1+0x027)
127  #define TPM_RCS_ECC_POINT (TPM_RC) (RC_FMT1+0x027)
128  #define RC_WARN (TPM_RC) (0x900)
129  #define TPM_RC_CONTEXT_GAP (TPM_RC) (RC_WARN+0x001)
130  #define TPM_RC_OBJECT MEMORY (TPM_RC) (RC_WARN+0x002)
131  #define TPM_RC_SESSION_MEMORY (TPM_RC) (RC_WARN+0x003)
132 #define TPM_RC_MEMORY (TPM_RC) (RC_WARN+0x004)
133  #define TPM_RC_SESSION_HANDLES (TPM_RC) (RC_WARN+0x005)
134 #define TPM_RC_OBJECT_ HANDLES (TPM_RC) (RC_WARN+0x006)
135  #define TPM_RC_LOCALITY (TPM_RC) (RC_WARN+0x007)
136 #define TPM_RC_YIELDED (TPM_RC) (RC_WARN+0x008)
137  #define TPM_RC_CANCELED (TPM_RC) (RC_WARN+0x009)
138 #define TPM_RC_TESTING (TPM_RC) (RC_WARN+0x00A)
139  #define TPM_RC_REFERENCE_HO (TPM_RC) (RC_WARN+0x010)
140  #define TPM_RC_REFERENCE_H1 (TPM_RC) (RC_WARN+0x011)
141  #define TPM_RC_REFERENCE_H2 (TPM_RC) (RC_WARN+0x012)
142  #define TPM_RC_REFERENCE_H3 (TPM_RC) (RC_WARN+0x013)
143  #define TPM_RC_REFERENCE_H4 (TPM_RC) (RC_WARN+0x014)
144  #define TPM_RC_REFERENCE_H5 (TPM_RC) (RC_WARN+0x015)
145  #define TPM_RC_REFERENCE_H6 (TPM_RC) (RC_WARN+0x016)
146  #define TPM_RC_REFERENCE_SO (TPM_RC) (RC_WARN+0x018)
147  #define TPM_RC_REFERENCE_S1 (TPM_RC) (RC_WARN+0x019)
148  #define TPM_RC_REFERENCE_S2 (TPM_RC) (RC_WARN+0X01A)
149  #define TPM_RC_REFERENCE_S3 (TPM_RC) (RC_WARN+0x01B)
150  #define TPM_RC_REFERENCE_S4 (TPM_RC) (RC_WARN+0x01C)
151  #define TPM_RC_REFERENCE_S5 (TPM_RC) (RC_WARN+0x01D)
152  #define TPM_RC_REFERENCE_S6 (TPM_RC) (RC_WARN+OX01E)
153  #define TPM_RC_NV_RATE (TPM_RC) (RC_WARN+0x020)
154  #define TPM_RC_LOCKOUT (TPM_RC) (RC_WARN+0x021)
155  #define TPM_RC_RETRY (TPM_RC) (RC_WARN+0x022)
156  #define TPM_RC_NV_UNAVAILABLE (TPM_RC) (RC_WARN+0x023)
157  #define TPM_RC_NOT_USED (TPM_RC) (RC_WARN+0X7F)
158  #define TPM_RC_H (TPM_RC) (0x000)
159  #define TPM_RC_P (TPM_RC) (0x040)
160  #define TPM_RC_S (TPM_RC) (0x800)
161  #define TPM_RC_1 (TPM_RC) (0x100)
162  #define TPM_RC_2 (TPM_RC) (0x200)
163  #define TPM_RC_3 (TPM_RC) (0x300)
164  #define TPM_RC_4 (TPM_RC) (0x400)
165 #define TPM_RC_5 (TPM_RC) (0x500)
166  #define TPM_RC_6 (TPM_RC) (0x600)
167  #define TPM_RC_7 (TPM_RC) (0x700)
168  #define TPM_RC_8 (TPM_RC) (0x800)
169 #define TPM_RC_9 (TPM_RC) (0x900)
170  #define TPM_RC_A (TPM_RC) (0XA00)
171 #define TPM_RC_B (TPM_RC) (0xB00)
172 #define TPM_RC_C (TPM_RC) (0xC00)
173 #define TPM_RC_D (TPM_RC) (0xD00)
174  #define TPM_RC_E (TPM_RC) (OXE00)
175  #define TPM_RC_F (TPM_RC) (0xF00)
176  #define TPM_RC_N_MASK (TPM_RC) (0xF00)

Table 2:17 - Definition of TPM_CLOCK_ADJUST Constants (EnumTable())

177  typedef INT8 TPM_CLOCK_ADJUST;
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178
179
180
181
182
183
184

185
186
187
188
189
190
191
192
193
194
195
196
197

198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215

216
217
218

219
220
221
222

223
224
225
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#define
#define
#define
#define
#define
#define
#define

TPM_CLOCK_COARSE_SLOWER (TPM_CLOCK_ADJUST) (-3)
TPM_CLOCK_MEDIUM_SLOWER (TPM_CLOCK_ADJUST) (-2)

TPM_CLOCK_FINE_SLOWER
TPM_CLOCK_NO_CHANGE
TPM_CLOCK_FINE_FASTER

(TPM_CLOCK_ADJUST) (-1)
(TPM_CLOCK_ADJUST) (0)
(TPM_CLOCK_ADJUST) (1)

TPM_CLOCK_MEDIUM_FASTER (TPM_CLOCK_ADJUST) (2)
TPM_CLOCK_COARSE_FASTER (TPM_CLOCK_ADJUST) (3)

Table 2:18 - Definition of TPM_EO Constants (EnumTable())

typedef
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

UINT16
TPM_EO_EQ
TPM_EO_NEQ
TPM_EO_SIGNED_GT
TPM_EO_UNSIGNED_GT
TPM_EO_SIGNED_LT
TPM_EO_UNSIGNED_LT
TPM_EO_SIGNED_GE
TPM_EO_UNSIGNED_GE
TPM_EO_SIGNED_LE
TPM_EO_UNSIGNED_LE
TPM_EO_BITSET
TPM_EO_BITCLEAR

TPM_EO;

(TPM_EO0) (0x0000)
(TPM_EO0) (0x0001)
(TPM_EO0) (0x0002)
(TPM_EO0) (0x0003)
(TPM_EO0) (0x0004)
(TPM_EO0) (0x0005)
(TPM_EO) (0x0006)
(TPM_EO) (0x0007)
(TPM_EO0) (0x0008)
(TPM_EO) (0x0009)
(TPM_EO) (0X000A)
(TPM_EO) (0Xx000B)

Trusted Platform Module Library

Table 2:19 - Definition of TPM_ST Constants (EnumTable())

typedef
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

UINT16 TPM_ST;
TPM_ST_RSP_COMMAND
TPM_ST_NULL
TPM_ST_NO_SESSIONS
TPM_ST_SESSIONS
TPM_ST_ATTEST_NV
TPM_ST_ATTEST_COMMAND_AUDIT
TPM_ST_ATTEST_SESSION_AUDIT
TPM_ST_ATTEST_CERTIFY
TPM_ST_ATTEST_QUOTE
TPM_ST_ATTEST_TIME
TPM_ST_ATTEST_CREATION
TPM_ST_CREATION
TPM_ST_VERIFIED
TPM_ST_AUTH_SECRET
TPM_ST_HASHCHECK
TPM_ST_AUTH_SIGNED
TPM_ST_FU_MANIFEST

(TPM_ST) (0x00C4)
(TPM_ST) (0X8000)
(TPM_ST) (0x8001)
(TPM_ST) (0x8002)
(TPM_ST) (0x8014)
(TPM_ST) (0x8015)
(TPM_ST) (0x8016)
(TPM_ST) (0x8017)
(TPM_ST) (0x8018)
(TPM_ST) (0x8019)
(TPM_ST) (Ox801A)
(TPM_ST) (0x8021)
(TPM_ST) (0x8022)
(TPM_ST) (0x8023)
(TPM_ST) (0x8024)
(TPM_ST) (0x8025)
(TPM_ST) (0x8029)

Table 2:20 - Definition of TPM_SU Constants (EnumTable())

typedef
#define
#define

UINT16 TPM_SU;

TPM_SU_CLEAR (TPM_SU) (0x0000)
TPM_SU_STATE (TPM_SU) (0x0001)

Table 2:21 - Definition of TPM_SE Constants (EnumTable())

typedef
#define
#define
#define

UINTS TPM_SE;
TPM_SE_HMAC (TPM_SE) (0x00)
TPM_SE_POLICY  (TPM_SE)(0x01)
TPM_SE_TRIAL (TPM_SE) (0x03)

Table 2:22 - Definition of TPM_CAP Constants (EnumTable())

typedef
#define
#define

UINT32 TPM_CAP;
TPM_CAP_FIRST
TPM_CAP_ALGS

Family “2.0"

Level 00 Revision 01.38

(TPM_CAP) (0x00000000)
(TPM_CAP) (0x00000000)
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226
227
228
229
230
231
232
233
234
235
236

237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
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#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

TPM_CAP_HANDLES
TPM_CAP_COMMANDS
TPM_CAP_PP_COMMANDS
TPM_CAP_AUDIT_COMMANDS
TPM_CAP_PCRS
TPM_CAP_TPM_PROPERTIES
TPM_CAP_PCR_PROPERTIES
TPM_CAP_ECC_CURVES
TPM_CAP_AUTH_POLICIES
TPM_CAP_LAST
TPM_CAP_VENDOR_PROPERTY

(TPM_CAP) (0x00000001)
(TPM_CAP) (0x00000002)
(TPM_CAP) (0x00000003)
(TPM_CAP) (0x00000004)
(TPM_CAP) (0x00000005)
(TPM_CAP) (0x00000006)
(TPM_CAP) (0x00000007)
(TPM_CAP) (0x00000008)
(TPM_CAP) (0x00000009)
(TPM_CAP) (0x00000009)
(TPM_CAP) (0x00000100)

Trusted Platform Module Library

Table 2:23 - Definition of TPM_PT Constants (EnumTable())

typedef
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

UINT32
TPM_PT_NONE
PT_GROUP
PT_FIXED
TPM_PT_FAMILY_INDICATOR
TPM_PT_LEVEL
TPM_PT_REVISION
TPM_PT_DAY_OF YEAR
TPM_PT_YEAR
TPM_PT_MANUFACTURER
TPM_PT_VENDOR_STRING_1
TPM_PT_VENDOR_STRING_2
TPM_PT_VENDOR_STRING_3
TPM_PT_VENDOR_STRING_4
TPM_PT_VENDOR_TPM_TYPE
TPM_PT_FIRMWARE_VERSION_1
TPM_PT_FIRMWARE_VERSION_2
TPM_PT_INPUT_BUFFER
TPM_PT_HR_TRANSIENT_MIN
TPM_PT_HR_PERSISTENT_MIN
TPM_PT_HR_LOADED_MIN
TPM_PT_ACTIVE_SESSIONS_MAX
TPM_PT_PCR_COUNT
TPM_PT_PCR_SELECT_MIN
TPM_PT_CONTEXT_GAP_MAX
TPM_PT_NV_COUNTERS_MAX
TPM_PT_NV_ INDEX_MAX
TPM_PT_MEMORY
TPM_PT_CLOCK_UPDATE
TPM_PT_CONTEXT_HASH
TPM_PT_CONTEXT_SYM
TPM_PT_CONTEXT_SYM_SIZE
TPM_PT_ORDERLY_COUNT
TPM_PT_MAX_COMMAND_SI1ZE
TPM_PT_MAX_RESPONSE_SIZE
TPM_PT_MAX_DIGEST
TPM_PT_MAX_OBJECT_CONTEXT
TPM_PT_MAX_SESSION_CONTEXT
TPM_PT_PS_FAMILY_INDICATOR
TPM_PT_PS_LEVEL
TPM_PT_PS_REVISION
TPM_PT_PS_DAY_OF YEAR
TPM_PT_PS_YEAR
TPM_PT_SPLIT_MAX
TPM_PT_TOTAL_COMMANDS
TPM_PT_LIBRARY_COMMANDS
TPM_PT_VENDOR_COMMANDS
TPM_PT_NV_BUFFER_MAX
TPM_PT_MODES
TPM_PT_MAX_CAP_BUFFER
PT_VAR

TPM_PT;

Family “2.0"

Level 00 Revision 01.38

(TPM_PT) (0x00000000)

(TPM_PT) (0x00000100)

(TPM_PT) (PT_GROUP*1)

(TPM_PT) (PT_FIXED+0)

(TPM_PT)(PT_FIXED+1)

(TPM_PT) (PT_FIXED+2)

(TPM_PT) (PT_FIXED+3)

(TPM_PT) (PT_FIXED+4)

(TPM_PT) (PT_FIXED+5)

(TPM_PT) (PT_FIXED+6)

(TPM_PT) (PT_FIXED+7)

(TPM_PT) (PT_FIXED+8)

(TPM_PT) (PT_FIXED+9)

(TPM_PT) (PT_FIXED+10)
(TPM_PT) (PT_FIXED+11)
(TPM_PT) (PT_FIXED+12)
(TPM_PT) (PT_FIXED+13)
(TPM_PT) (PT_FIXED+14)
(TPM_PT) (PT_FIXED+15)
(TPM_PT) (PT_FIXED+16)
(TPM_PT) (PT_FIXED+17)
(TPM_PT) (PT_FIXED+18)
(TPM_PT) (PT_FIXED+19)
(TPM_PT) (PT_FIXED+20)
(TPM_PT) (PT_FIXED+22)
(TPM_PT) (PT_FIXED+23)
(TPM_PT) (PT_FIXED+24)
(TPM_PT) (PT_FIXED+25)
(TPM_PT) (PT_FIXED+26)
(TPM_PT) (PT_FIXED+27)
(TPM_PT) (PT_FIXED+28)
(TPM_PT) (PT_FIXED+29)
(TPM_PT) (PT_FIXED+30)
(TPM_PT) (PT_FIXED+31)
(TPM_PT) (PT_FIXED+32)
(TPM_PT) (PT_FIXED+33)
(TPM_PT) (PT_FIXED+34)
(TPM_PT) (PT_FIXED+35)
(TPM_PT) (PT_FIXED+36)
(TPM_PT) (PT_FIXED+37)
(TPM_PT) (PT_FIXED+38)
(TPM_PT) (PT_FIXED+39)
(TPM_PT) (PT_FIXED+40)
(TPM_PT) (PT_FIXED+41)
(TPM_PT) (PT_FIXED+42)
(TPM_PT) (PT_FIXED+43)
(TPM_PT) (PT_FIXED+44)
(TPM_PT) (PT_FIXED+45)
(TPM_PT) (PT_FIXED+46)
(TPM_PT) (PT_GROUP*2)

TCG Published
Copyright © TCG 2006-2016

September 29, 2016



288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308

309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326

327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
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#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

TPM_PT_PERMANENT
TPM_PT_STARTUP_CLEAR
TPM_PT_HR_NV_ INDEX
TPM_PT_HR_LOADED
TPM_PT_HR_LOADED_AVAIL
TPM_PT_HR_ACTIVE
TPM_PT_HR_ACTIVE_AVAIL

TPM_PT_HR_TRANSIENT_AVAIL

TPM_PT_HR_PERSISTENT

TPM_PT_HR_PERSISTENT_AVAIL

TPM_PT_NV_COUNTERS

TPM_PT_NV_COUNTERS_AVAIL

TPM_PT_ALGORITHM_SET
TPM_PT_LOADED_CURVES
TPM_PT_LOCKOUT_COUNTER
TPM_PT_MAX_AUTH_FAIL
TPM_PT_LOCKOUT_INTERVAL
TPM_PT_LOCKOUT_RECOVERY

TPM_PT_NV_WRITE_RECOVERY

TPM_PT_AUDIT_COUNTER_O
TPM_PT_AUDIT_COUNTER_1

Trusted Platform Module Library

(TPM_PT) (PT_VAR+0)
(TPM_PT) (PT_VAR+1)
(TPM_PT) (PT_VAR+2)
(TPM_PT) (PT_VAR+3)
(TPM_PT) (PT_VAR+4)
(TPM_PT) (PT_VAR+5)
(TPM_PT) (PT_VAR+6)
(TPM_PT) (PT_VAR+7)
(TPM_PT) (PT_VAR+8)
(TPM_PT) (PT_VAR+9)
(TPM_PT) (PT_VAR+10)
(TPM_PT) (PT_VAR+11)
(TPM_PT) (PT_VAR+12)
(TPM_PT) (PT_VAR+13)
(TPM_PT) (PT_VAR+14)
(TPM_PT) (PT_VAR+15)
(TPM_PT) (PT_VAR+16)
(TPM_PT) (PT_VAR+17)
(TPM_PT) (PT_VAR+18)
(TPM_PT) (PT_VAR+19)
(TPM_PT) (PT_VAR+20)

Table 2:24 - Definition of TPM_PT_PCR Constants (EnumTable())

typedef
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

UINT32
TPM_PT_PCR_FIRST
TPM_PT_PCR_SAVE
TPM_PT_PCR_EXTEND_LO
TPM_PT_PCR_RESET_LO
TPM_PT_PCR_EXTEND_L1
TPM_PT_PCR_RESET L1
TPM_PT_PCR_EXTEND_L2
TPM_PT_PCR_RESET L2
TPM_PT_PCR_EXTEND_L3
TPM_PT_PCR_RESET L3
TPM_PT_PCR_EXTEND_L4
TPM_PT_PCR_RESET_L4
TPM_PT_PCR_NO_INCREMENT
TPM_PT_PCR_DRTM_RESET
TPM_PT_PCR_POLICY
TPM_PT_PCR_AUTH
TPM_PT_PCR_LAST

TPM_PT_PCR;

(TPM_PT_PCR) (0x00000000)
(TPM_PT_PCR) (0x00000000)
(TPM_PT_PCR) (0x00000001)
(TPM_PT_PCR) (0x00000002)
(TPM_PT_PCR) (0x00000003)
(TPM_PT_PCR) (0x00000004)
(TPM_PT_PCR) (0x00000005)
(TPM_PT_PCR) (0x00000006)
(TPM_PT_PCR) (0x00000007)
(TPM_PT_PCR) (0x00000008)
(TPM_PT_PCR) (0x00000009)
(TPM_PT_PCR) (0X0000000A)
(TPM_PT_PCR) (0x00000011)
(TPM_PT_PCR) (0x00000012)
(TPM_PT_PCR) (0x00000013)
(TPM_PT_PCR) (0x00000014)
(TPM_PT_PCR) (0x00000014)

Table 2:25 - Definition of TPM_PS Constants (EnumTable())

typedef
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

UINT32
TPM_PS_MAIN
TPM_PS_PC
TPM_PS_PDA
TPM_PS_CELL_PHONE
TPM_PS_SERVER
TPM_PS_PERIPHERAL
TPM_PS_TSS
TPM_PS_STORAGE
TPM_PS_AUTHENTICATION
TPM_PS_EMBEDDED
TPM_PS_HARDCOPY
TPM_PS_ INFRASTRUCTURE
TPM_PS_VIRTUALIZATION
TPM_PS_TNC
TPM_PS_MULTI_TENANT
TPM_PS_TC

TPM_PS;

(TPM_PS) (0x00000000)
(TPM_PS) (0x00000001)
(TPM_PS) (0x00000002)
(TPM_PS) (0x00000003)
(TPM_PS) (0x00000004)
(TPM_PS) (0x00000005)
(TPM_PS) (0x00000006)
(TPM_PS) (0x00000007)
(TPM_PS) (0x00000008)
(TPM_PS) (0x00000009)
(TPM_PS) (0X0000000A)
(TPM_PS) (0x0000000B)
(TPM_PS) (0x0000000C)
(TPM_PS) (0x0000000D)
(TPM_PS) (0X0000000E)
(TPM_PS) (0X0000000F)

Table 2:26 - Definition of Types for Handles (TypedefTable())
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359
360
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375
376
377
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379
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typedef

UINT32

Trusted Platform Module Library

TPM_HANDLE;

Table 2:27 - Definition of TPM_HT Constants (EnumTable())

typedef
#define
#define
#define
#define
#define
#define
#define
#define
#define

UINTS
TPM_HT_PCR
TPM_HT_NV_ INDEX
TPM_HT_HMAC_SESSION
TPM_HT_LOADED_SESSION
TPM_HT_POLICY_SESSION
TPM_HT_SAVED_SESSION
TPM_HT_PERMANENT
TPM_HT_TRANSIENT
TPM_HT_PERSISTENT

TPM_HT;

(TPM_HT) (0x00)
(TPM_HT) (0Ox01)
(TPM_HT) (0x02)
(TPM_HT) (0x02)
(TPM_HT) (0x03)
(TPM_HT) (0x03)
(TPM_HT) (0x40)
(TPM_HT) (0x80)
(TPM_HT) (0x81)

Table 2:28 - Definition of TPM_RH Constants (EnumTable())

typedef
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

TPM_HANDLE
TPM_RH_FIRST
TPM_RH_SRK
TPM_RH_OWNER
TPM_RH_REVOKE
TPM_RH_TRANSPORT
TPM_RH_OPERATOR
TPM_RH_ADMIN
TPM_RH_EK
TPM_RH_NULL
TPM_RH_UNASSIGNED
TPM_RS_PW
TPM_RH_LOCKOUT
TPM_RH_ENDORSEMENT
TPM_RH_PLATFORM
TPM_RH_PLATFORM_NV
TPM_RH_AUTH_00
TPM_RH_AUTH_FF
TPM_RH_LAST

TPM_RH;

(TPM_RH) (0x40000000)
(TPM_RH) (0x40000000)
(TPM_RH) (0x40000001)
(TPM_RH) (0x40000002)
(TPM_RH) (0x40000003)
(TPM_RH) (0x40000004)
(TPM_RH) (0x40000005)
(TPM_RH) (0x40000006)
(TPM_RH) (0x40000007)
(TPM_RH) (0x40000008)
(TPM_RH) (0x40000009)
(TPM_RH) (0x4000000A)
(TPM_RH) (0x4000000B)
(TPM_RH) (0x4000000C)
(TPM_RH) (0x4000000D)
(TPM_RH) (0x40000010)
(TPM_RH) (0x4000010F)
(TPM_RH) (0x4000010F)

Table 2:29 - Definition of TPM_HC Constants (EnumTable())

typedef
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

TPM_HANDLE
HR_HANDLE_MASK
HR_RANGE_MASK
HR_SHIFT

HR_PCR
HR_HMAC_SESSION
HR_POLICY_SESSION
HR_TRANSIENT
HR_PERSISTENT
HR_NV_ INDEX
HR_PERMANENT
PCR_FIRST

PCR_LAST
HMAC_SESSION_FIRST
HMAC_SESSION_LAST

TPM_HC;

(TPM_HC) (OXOOFFFFFF)

(TPM_HC) (OXFFO00000)

(TPM_HC) (24)

(TPM_HC) ((TPM_HT_PCR<<HR_SHIFT))

(TPM_HC) ((TPM_HT_HMAC_SESSION<<HR_SHIFT))
(TPM_HC) ((TPM_HT_POLICY_SESSION<<HR_SHIFT))
(TPM_HC) ((TPM_HT_TRANSIENT<<HR_SHIFT))
(TPM_HC) ((TPM_HT_PERSISTENT<<HR_SHIFT))
(TPM_HC) ((TPM_HT_NV_INDEX<<HR_SHIFT))
(TPM_HC) ((TPM_HT_PERMANENT<<HR_SHIFT))
(TPM_HC) ((HR_PCR+0))

(TPM_HC) ((PCR_FIRST+IMPLEMENTATION_PCR-1))
(TPM_HC) ((HR_HMAC_SESSION+0))

\

(TPM_HC) ((HMAC_SESSION_FIRST + MAX_ACTIVE_SESSIONS-1))

#define
#define
#define
#define

LOADED_SESSION_FIRST
LOADED_SESSION_LAST
POLICY_SESSION_FIRST
POLICY_SESSION_LAST

(TPM_HC) (HMAC_SESSION_FIRST)
(TPM_HC) (HMAC_SESSION_LAST)
(TPM_HC) ((HR_POLICY_SESSION+0))
\

(TPM_HC) ((POLICY_SESSION_FIRST + MAX_ACTIVE_SESSIONS-1))

#define
#define
#define
#define

TRANSIENT_FIRST
ACTIVE_SESSION_FIRST
ACTIVE_SESSION_LAST
TRANSIENT_LAST
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400
401
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406
407
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444
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446
447
448
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450
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452
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#define
#define
#define
#define
#define
#define
#define

PERSISTENT_FIRST
PERSISTENT_LAST
PLATFORM_PERSISTENT
NV_INDEX_FIRST
NV_INDEX_LAST
PERMANENT _FIRST
PERMANENT _LAST

(TPM_HC) ((HR_PERSISTENT+0))
(TPM_HC) ((PERSISTENT_FIRST+OX00FFFFFF))
(TPM_HC) ((PERSISTENT_FIRST+0x00800000))

(TPM_HC) ((HR_NV_INDEX+0))

Trusted Platform Module Library

(TPM_HC) ((NV_INDEX_F IRST+OX00FFFFFF))

(TPM_HC) (TPM_RH_FIRST)

(TPM_HC) (TPM_RH_LAST)

Table 2:30 - Definition of TPMA_ALGORITHM Bits (BitsTable())

typedef struct {

unsigned asymmetric
unsigned symmetric
unsigned hash

unsigned object

unsigned Reserved_at_bit_4
unsigned signing

unsigned encrypting
unsigned method

unsigned Reserved _at bit 1

} TPMA_ALGORITHM;

1
1
1
i
P
-1 -
1
1
2

1 : 21;

#define IsAlgorithm_asymmetric(attribute)
((attribute.asymmetric) != 0)

#define IsAlgorithm_symmetric(att
((attribute.symmetric) !=

ribute)
0)

#define IsAlgorithm_hash(attribute)

((attribute.hash) = 0)

#define IsAlgorithm_object(attribute)

((attribute.object) = 0)

#define IsAlgorithm_signing(attribute)
((attribute.signing) != 0)

#define IsAlgorithm_encrypting(attribute)
((attribute.encrypting) = 0)

#define IsAlgorithm_method(attribute)

((attribute.method) != 0)

Table 2:31 - Definition of TPMA_OBJECT Bits (BitsTable())

typedef struct {

unsigned Reserved_at_bit_0
unsigned FfixedTPM

unsigned stClear

unsigned Reserved_at bit_3
unsigned fixedParent
unsigned sensitiveDataOrig
unsigned userWithAuth
unsigned adminWithPolicy
unsigned Reserved_at bit_8
unsigned noDA

unsigned encryptedDuplicat
unsigned Reserved_at_bit_12
unsigned restricted
unsigned decrypt

unsigned sign

unsigned Reserved_at_bit_19

} TPMA_OBJECT;

in

ion

”””“””””””””””
RPRRPRPRARRNRRRRRRRPR
. .

#define IsObject_fixedTPM(attribute)
((attribute.fixedTPM) 1= 0)

#define IsObject_stClear(attribute)
((attribute.stClear) = 0)

#define IsObject_fixedParent(attr
((attribute.fixedParent)

ibute)
1= 0)

#define IsObject_sensitiveDataOrigin(attribute)
((attribute._sensitiveDataOrigin) != 0)

#define IsObject_userWithAuth(att
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458 ((attribute.userWithAuth) = 0)
459 #define 1sObject_adminWithPolicy(attribute) \
460 ((attribute.adminWithPolicy) = 0)
461 #define 1sObject_noDA(attribute) \
462 ((attribute.nobDA) = 0)
463 #define IsObject _encryptedDuplication(attribute) \
464 ((attribute.encryptedDuplication) !'= 0)
465 #define IsObject_restricted(attribute) \
466 ((attribute.restricted) !'= 0)
467 #define 1sObject _decrypt(attribute) \
468 ((attribute.decrypt) = 0)
469 #define I1sObject_sign(attribute) \
470 ((attribute.sign) !'= 0)
471 #define IsObject_sign(attribute) \
472 ((attribute.sign) = 0)

Table 2:32 - Definition of TPMA_SESSION Bits (BitsTable())
473 typedef struct {
474 unsigned continueSession 1 ;
475 unsigned auditExclusive 1;
476 unsigned auditReset 1 ;
477 unsigned Reserved_at_bit 3 : 2 ;
478 unsigned decrypt : 1 ;
479 unsigned encrypt 1 ;
480 unsigned audit 1 ;
481  } TPMA_SESSION;
482 #define IsSession_continueSession(attribute) \
483 ((attribute.continueSession) = 0)
484 #define IsSession_auditExclusive(attribute) \
485 ((attribute.auditExclusive) != 0)
486 #define IsSession_auditReset(attribute) \
487 ((attribute.auditReset) = 0)
488 #define IsSession_decrypt(attribute) \
489 ((attribute.decrypt) = 0)
490 #define IsSession_encrypt(attribute) \
491 ((attribute.encrypt) = 0)
492 #define IsSession_audit(attribute) \
493 ((attribute.audit) = 0)

Table 2:33 - Definition of TPMA_LOCALITY Bits (BitsTable())
494 typedef struct {
495 unsigned TPM_LOC_ZERO 1;
496 unsigned TPM_LOC_ONE -1 ;
497 unsigned TPM_LOC_TWO -1 ;
498 unsigned TPM_LOC_THREE 1;
499 unsigned TPM_LOC_FOUR -1 ;
500 unsigned Extended -3 ;
501 } TPMA_LOCALITY;
502 #define IsLocality TPM_LOC_ZERO(attribute) \
503 ((attribute.TPM_LOC_ZERO) I= 0)
504 #define IsLocality_TPM_LOC_ONE(attribute) \
505 ((attribute.TPM_LOC_ONE) != 0)
506 #define IsLocality_TPM_LOC_TWO(attribute) \
507 ((attribute.TPM_LOC_TWO) I= 0)
508 #define IsLocality_TPM_LOC_THREE(attribute) \
509 ((attribute.TPM_LOC_THREE) != 0)
510 #define IsLocality_TPM_LOC_FOUR(attribute) \
511 ((attribute.TPM_LOC_FOUR) I= 0)

Table 2:34 - Definition of TPMA_PERMANENT Bits (BitsTable())
512 typedef struct {
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513 unsigned ownerAuthSet 1 ;
514 unsigned endorsementAuthSet 1 ;
515 unsigned lockoutAuthSet 1;
516 unsigned Reserved_at bit_3 5 ;
517 unsigned disableClear 1 ;
518 unsigned inLockout 1 ;
519 unsigned tpmGeneratedEPS 1;
520 unsigned Reserved _at bit 11 21;

521 } TPMA_PERMANENT;

522 #define IsPermanent_ownerAuthSet(attribute) \
523 ((attribute.ownerAuthSet) !'= 0)
524 #define IsPermanent_endorsementAuthSet(attribute) \
525 ((attribute.endorsementAuthSet) = 0)
526 #define IsPermanent_lockoutAuthSet(attribute) \
527 ((attribute. lockoutAuthSet) != 0)
528 #define IsPermanent_disableClear(attribute) \
529 ((attribute.disableClear) != 0)
530 #define IsPermanent_inLockout(attribute) \
531 ((attribute.inLockout) != 0)
532 #define IsPermanent_tpmGeneratedEPS(attribute) \
533 ((attribute.tpmGeneratedEPS) = 0)

Table 2:35 - Definition of TPMA_STARTUP_CLEAR Bits (BitsTable())
534 typedef struct {
535 unsigned phEnable 1;
536 unsigned shEnable 1;
537 unsigned ehEnable 1 ;
538 unsigned phEnableNV 1 ;
539 unsigned Reserved_at bit 4 : 27;
540 unsigned orderly 1 ;
541 } TPMA_STARTUP_CLEAR;
542 #define IsStartupClear_phEnable(attribute) \
543 ((attribute._phEnable) = 0)
544 #define IsStartupClear_shEnable(attribute) \
545 ((attribute.shEnable) = 0)
546 #define IsStartupClear_ehEnable(attribute) \
547 ((attribute.ehEnable) = 0)
548 #define IsStartupClear_phEnableNV(attribute) \
549 ((attribute.phEnableNV) = 0)
550 #define IsStartupClear_orderly(attribute) \
551 ((attribute.orderly) = 0)

Table 2:36 - Definition of TPMA_MEMORY Bits (BitsTable())
552 typedef struct {
553 unsigned sharedRAM 1;
554 unsigned sharedNV 1 ;
555 unsigned objectCopiedToRam 1 ;
556 unsigned Reserved_at bit_3 29;
557  } TPMA_MEMORY;
558 #define IsMemory_sharedRAM(attribute) \
559 ((attribute.sharedRAM) I= 0)
560 #define IsMemory_sharedNV(attribute) \
561 ((attribute.sharedNV) 1= 0)
562 #define IsMemory_objectCopiedToRam(attribute) \
563 ((attribute.objectCopiedToRam) != 0)

Table 2:37 - Definition of TPMA_CC Bits (BitsTable())
564 typedef struct {
565 unsigned command Index : 16;
566 unsigned Reserved_at bit 16 : 6 ;
567 unsigned nv -1 ;
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unsigned extensive
unsigned flushed
unsigned cHandles
unsigned rHandle
unsigned \
unsigned Res
} TPMA_CC;
#define 1sCc_nv(attribute)
((attribute.nv) 1= 0)
#define IsCc_extensive(attribute)
((attribute.extensive) = 0)
#define 1sCc_flushed(attribute)
((attribute.flushed) != 0)
#define IsCc_rHandle(attribute)
((attribute.rHandle) = 0)
#define IsCc_V(attribute)
((attribute.V) = 0)

NP R WR P

P A A

Table 2:38 - Definition of TPMA_MODES Bits (BitsTable())

typedef struct {
unsigned FIPS_140 2 1 ;
unsigned Reserved_at_bit_1 : 31;
} TPMA_MODES;
#define IsModes_FIPS_140_2(attribute) \
((attribute.FIPS_140 2) = 0)

Table 2:39 - Definition of TPMI_YES_NO Type (InterfaceTable())

typedeft BYTE TPMI_YES_NO;

Table 2:40 - Definition of TPMI_DH_OBJECT Type (InterfaceTable())
typedef TPM_HANDLE TPMI_DH_OBJECT;

Table 2:41 - Definition of TPMI_DH_PARENT Type (InterfaceTable())
typedef TPM_HANDLE TPMI_DH_PARENT;

Table 2:42 - Definition of TPMI_DH_PERSISTENT Type (InterfaceTable())
typedef TPM_HANDLE TPMI_DH_PERSISTENT;

Table 2:43 - Definition of TPMI_DH_ENTITY Type (InterfaceTable())
typedef TPM_HANDLE TPMI_DH_ENTITY;

Table 2:44 - Definition of TPMI_DH_PCR Type (InterfaceTable())

typedef TPM_HANDLE TPMI_DH_PCR;

Table 2:45 - Definition of TPMI_SH_AUTH_SESSION Type (InterfaceTable())
typedef TPM_HANDLE TPMI_SH_AUTH_SESSION;

Table 2:46 - Definition of TPMI_SH_HMAC Type (InterfaceTable())
typedef TPM_HANDLE TPMI_SH_HMAC;

Table 2:47 - Definition of TPMI_SH_POLICY Type (InterfaceTable())
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typedef TPM_HANDLE
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TPMI_SH_POLICY;

Table 2:48 - Definition of TPMI_DH_CONTEXT Type (InterfaceTable())

typedef TPM_HANDLE

TPMI_DH_CONTEXT;

Table 2:49 - Definition of TPMI_RH_HIERARCHY Type (InterfaceTable())

typedef TPM_HANDLE

TPMI_RH_HIERARCHY;

Table 2:50 - Definition of TPMI_RH_ENABLES Type (InterfaceTable())

typedef TPM_HANDLE

TPMI_RH_ENABLES;

Table 2:51 - Definition of TPMI_RH_HIERARCHY_AUTH Type (InterfaceTable())

typedef TPM_HANDLE

TPMI_RH_HIERARCHY_AUTH;

Table 2:52 - Definition of TPMI_RH_PLATFORM Type (InterfaceTable())

typedef TPM_HANDLE

TPMI_RH_PLATFORM;

Table 2:53 - Definition of TPMI_RH_OWNER Type (InterfaceTable())

typedef TPM_HANDLE

TPMI_RH_OWNER;

Table 2:54 - Definition of TPMI_RH_ENDORSEMENT Type (InterfaceTable())

typedef TPM_HANDLE

TPMI_RH_ENDORSEMENT;

Table 2:55 - Definition of TPMI_RH_PROVISION Type (InterfaceTable())

typedef TPM_HANDLE

TPMI_RH_PROVISION;

Table 2:56 - Definition of TPMI_RH_CLEAR Type (InterfaceTable())

typedef TPM_HANDLE

TPMI_RH_CLEAR;

Table 2:57 - Definition of TPMI_RH_NV_AUTH Type (InterfaceTable())

typedef TPM_HANDLE

TPMI_RH_NV_AUTH;

Table 2:58 - Definition of TPMI_RH_LOCKOUT Type (InterfaceTable())

typedef TPM_HANDLE

TPMI_RH_LOCKOUT;

Table 2:59 - Definition of TPMI_RH_NV_INDEX Type (InterfaceTable())

typedef TPM_HANDLE

TPMI_RH_NV_ INDEX;

Table 2:60 - Definition of TPMI_ALG_HASH Type (InterfaceTable())

typedef TPM_ALG_ID

TPMI_ALG_HASH;

Table 2:61 - Definition of TPMI_ALG_ASYM Type (InterfaceTable())

typedef TPM_ALG_ID
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Table 2:62 - Definition of TPMI_ALG_SYM Type (InterfaceTable())

typedef TPM_ALG_ID TPMI_ALG_SYM;

Table 2:63 - Definition of TPMI_ALG_SYM_OBJECT Type (InterfaceTable())
typedef TPM_ALG_ID TPMI_ALG_SYM_OBJECT;

Table 2:64 - Definition of TPMI_ALG_SYM_MODE Type (InterfaceTable())
typedef TPM_ALG_ID TPMI_ALG_SYM_MODE;

Table 2:65 - Definition of TPMI_ALG_KDF Type (InterfaceTable())

typedef TPM_ALG_ID TPMI_ALG_KDF;

Table 2:66 - Definition of TPMI_ALG_SIG_SCHEME Type (InterfaceTable())
typedef TPM_ALG_ID TPMI_ALG_SIG_SCHEME;

Table 2:67 - Definition of TPMI_ECC_KEY_EXCHANGE Type (InterfaceTable())
typedef TPM_ALG_ID TPMI_ECC_KEY_EXCHANGE;

Table 2:68 - Definition of TPMI_ST_COMMAND_TAG Type (InterfaceTable())
typedef TPM_ST TPMI_ST_COMMAND_TAG;

Table 2:69 - Definition of TPMS_EMPTY Structure (StructuresTable())
typedef BYTE TPMS_EMPTY;

Table 2:70 - Definition of TPMS_ALGORITHM_DESCRIPTION Structure (StructuresTable())

typedef struct {
TPM_ALG_ID alg;
TPMA_ALGORITHM attributes;
} TPMS_ALGORITHM_DESCRIPTION;

Table 2:71 - Definition of TPMU_HA Union (StructuresTable())

typedef union {

#ifdef TPM_ALG_SHAL

BYTE shal[SHAL DIGEST SIZE];
#endif  // TPM_ALG_SHAL
#ifdef TPM_ALG_SHA256

BYTE sha256[SHA256_DIGEST_SIZE];
#endif // TPM_ALG_SHA256
#ifdef TPM_ALG_SHA384

BYTE sha384[SHA384 DIGEST_SIZE];
#endif // TPM_ALG_SHA384
#ifdef TPM_ALG_SHA512

BYTE sha512[SHA512_DIGEST_SIZE];
#endif  // TPM_ALG_SHA512
#ifdef TPM_ALG_SM3_256

BYTE sm3_256[SM3_256_DIGEST_SIZE];
#endif // TPM_ALG_SM3 256
3 TPMU_HA;

Table 2:72 - Definition of TPMT_HA Structure (StructuresTable())
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typedef struct {

TPMI_ALG_HASH hashAlg;
TPMU_HA digest;
} TPMT_HA;

Table 2:73 - Definition of TPM2B_DIGEST Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[sizeof(TPMU_HA)]:
T t;
TPM2B b;

} TPM2B_DIGEST;

Table 2:74 - Definition of TPM2B_DATA Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[sizeof(TPMT_HA)]:
T t;
TPM2B b;

} TPM2B_DATA;

Table 2:75 - Definition of Types for TPM2B_NONCE (TypedefTable())
typedef TPM2B_DIGEST TPM2B_NONCE;

Table 2:76 - Definition of Types for TPM2B_AUTH (TypedefTable())
typedef TPM2B_DIGEST TPM2B_AUTH;

Table 2:77 - Definition of Types for TPM2B_OPERAND (TypedefTable())

typedef TPM2B_DIGEST TPM2B_OPERAND;

Table 2:78 - Definition of TPM2B_EVENT Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[1024];
s t;
TPM2B b;

3 TPM2B_EVENT;

Table 2:79 - Definition of TPM2B_MAX_BUFFER Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[MAX_DIGEST_BUFFER];
¥ t;
TPM2B b;

} TPM2B_MAX_BUFFER:

Table 2:80 - Definition of TPM2B_MAX_NV_BUFFER Structure (StructuresTable())

typedef union {

struct {
UINT16 size;
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BYTE buffer [MAX_NV_BUFFER_SIZE];
b t;
TPM2B b;

} TPM2B_MAX_NV_BUFFER;

Table 2:81 - Definition of Types for TPM2B_TIMEOUT (TypedefTable())

typedef TPM2B_DIGEST TPM2B_TIMEOUT;

Table 2:82 - Definition of TPM2B_IV Structure (StructuresTable())

typedef union {

struct {
UINT16 size;
BYTE buffer[MAX_SYM_BLOCK_SIZE];
¥ t;
TPM2B b;
} TPM2B_1V;

Table 2:83 - Definition of TPMU_NAME Union (StructuresTable())

typedef union {
TPMT_HA digest;
TPM_HANDLE handle;
} TPMU_NAME;

Table 2:84 - Definition of TPM2B_NAME Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE name[sizeof(TPMU_NAME)];
¥ t;
TPM2B b;

} TPM2B_NAME;

Table 2:85 - Definition of TPMS_PCR_SELECT Structure (StructuresTable())

typedef struct {

UINT8 sizeofSelect;

BYTE pcrSelect[PCR_SELECT_MAX];
} TPMS_PCR_SELECT;

Table 2:86 - Definition of TPMS_PCR_SELECTION Structure (StructuresTable())

typedef struct {

TPMI_ALG_HASH hash;
UINT8 sizeofSelect;
BYTE pcrSelect[PCR_SELECT_ MAX];

3 TPMS_PCR_SELECTION;

Table 2:89 - Definition of TPMT_TK_CREATION Structure (StructuresTable())

typedef struct {

TPM_ST tag;
TPM1_RH_HIERARCHY hierarchy;
TPM2B_DIGEST digest;

} TPMT_TK_CREATION;

Table 2:90 - Definition of TPMT_TK_VERIFIED Structure (StructuresTable())

typedef struct {
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TPM_ST
TPMI_RH_HIERARCHY
TPM2B_DIGEST

3} TPMT_TK_VERIFIED;

Trusted Platform Module Library

tag;
hierarchy;
digest;

Table 2:91 - Definition of TPMT_TK_AUTH Structure (StructuresTable())

typedef struct {
TPM_ST
TPM1_RH_HIERARCHY
TPM2B_DIGEST

} TPMT_TK_AUTH;

tag;
hierarchy;
digest;

Table 2:92 - Definition of TPMT_TK_HASHCHECK Structure (StructuresTable())

typedef struct {
TPM_ST
TPMI_RH_HIERARCHY
TPM2B_DIGEST

} TPMT_TK_HASHCHECK;

tag;
hierarchy;
digest;

Table 2:93 - Definition of TPMS_ALG_PROPERTY Structure (StructuresTable())

typedef struct {
TPM_ALG_ID
TPMA_ALGORITHM

} TPMS_ALG_PROPERTY;

alg;
algProperties;

Table 2:94 - Definition of TPMS_TAGGED_PROPERTY Structure (StructuresTable())

typedef struct {
TPM_PT
UINT32

} TPMS_TAGGED_PROPERTY;

property;
value;

Table 2:95 - Definition of TPMS_TAGGED_PCR_SELECT Structure (StructuresTable())

typedef struct {
TPM_PT_PCR
UINT8
BYTE

} TPMS_TAGGED_PCR_SELECT;

tag;
sizeofSelect;
pcrSelect[PCR_SELECT_MAX];

Table 2:96 - Definition of TPMS_TAGGED_POLICY Structure (StructuresTable())

typedef struct {
TPM_HANDLE
TPMT_HA

} TPMS_TAGGED_POLICY;

Table 2:97 - Definition of TPML_

typedef struct {
UINT32
TPM_CC

} TPML_CC;

Table 2:98 - Definition of TPML_

typedef struct {
UINT32
TPMA_CC

Family “2.0"
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handle;
policyHash;

CC Structure (StructuresTable())

count;
commandCodes[MAX_CAP_CC];

CCA Structure (StructuresTable())

count;
commandAttributes[MAX_CAP_CC];
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757 3} TPML_CCA;

Table 2:99 - Definition of TPML_ALG Structure (StructuresTable())

758 typedef struct {

759 UINT32 count;

760 TPM_ALG_ID algorithms[MAX_ALG_LIST_SIZE];
761 } TPML_ALG;

Table 2:100 - Definition of TPML_HANDLE Structure (StructuresTable())

762 typedef struct {

763 UINT32 count;

764 TPM_HANDLE handle[MAX_CAP_HANDLES] ;
765 } TPML_HANDLE;

Table 2:101 - Definition of TPML_DIGEST Structure (StructuresTable())

766 typedef struct {

767 UINT32 count;

768 TPM2B_DIGEST digests[8];
769 } TPML_DIGEST;

Table 2:102 - Definition of TPML_DIGEST_VALUES Structure (StructuresTable())

770 typedef struct {

771 UINT32 count;

772 TPMT_HA digests[HASH_COUNT];
773 } TPML_DIGEST_VALUES;

Table 2:103 - Definition of TPM2B_DIGEST_VALUES Structure (StructuresTable())

774 typedef union {

775 struct {

776 UINT16 size;

777 BYTE buffer[sizeof(TPML_DIGEST_VALUES)];
778 } t;

779 TPM2B b;

780  } TPM2B_DIGEST VALUES:

Table 2:104 - Definition of TPML_PCR_SELECTION Structure (StructuresTable())

781 typedef struct {

782 UINT32 count;

783 TPMS_PCR_SELECTION pcrSelections[HASH_COUNT];
784 } TPML_PCR_SELECTION;

Table 2:105 - Definition of TPML_ALG_PROPERTY Structure (StructuresTable())

785 typedef struct {

786 UINT32 count;

787 TPMS_ALG_PROPERTY algProperties[MAX_CAP_ALGS];
788 } TPML_ALG_PROPERTY;

Table 2:106 - Definition of TPML_TAGGED_TPM_PROPERTY Structure (StructuresTable())

789 typedef struct {

790 UINT32 count;

791 TPMS_TAGGED_PROPERTY tpmProperty[MAX_TPM_PROPERTIES];
792 } TPML_TAGGED_TPM_PROPERTY;
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Table 2:107 - Definition of TPML_TAGGED_PCR_PROPERTY Structure (StructuresTable())

typedef struct {

UINT32 count;

TPMS_TAGGED_PCR_SELECT pcrProperty[MAX_PCR_PROPERTIES];
} TPML_TAGGED_PCR_PROPERTY;

Table 2:108 - Definition of TPML_ECC_CURVE Structure (StructuresTable())

typedef struct {

UINT32 count;

TPM_ECC_CURVE eccCurves[MAX_ECC_CURVES];
} TPML_ECC_CURVE;

Table 2:109 - Definition of TPML_TAGGED_POLICY Structure (StructuresTable())

typedef struct {

UINT32 count;

TPMS_TAGGED_POLICY policies[MAX_TAGGED_POLICIES];
} TPML_TAGGED_POLICY;

Table 2:110 - Definition of TPMU_CAPABILITIES Union (StructuresTable())

typedef union {

TPML_ALG_PROPERTY algorithms;
TPML_HANDLE handles;
TPML_CCA command;
TPML_CC ppCommands;
TPML_CC auditCommands;
TPML_PCR_SELECTION assignedPCR;

TPML_TAGGED_TPM_PROPERTY tpmProperties;
TPML_TAGGED_ PCR_PROPERTY pcrProperties;

#ifdef TPM_ALG_ECC

TPML_ECC_CURVE eccCurves;
#endif // TPM_ALG_ECC

TPML_TAGGED_POLICY authPolicies;

} TPMU_CAPABILITIES;

Table 2:111 - Definition of TPMS_CAPABILITY_DATA Structure (StructuresTable())
typedef struct {
TPM_CAP capability;

TPMU_CAPABILITIES data;
3 TPMS_CAPABILITY_DATA;

Table 2:112 - Definition of TPMS_CLOCK_INFO Structure (StructuresTable())

typedef struct {

UINT64 clock;

UINT32 resetCount;
UINT32 restartCount;
TPMI_YES NO safe;

3 TPMS_CLOCK_INFO;

Table 2:113 - Definition of TPMS_TIME_INFO Structure (StructuresTable())

typedef struct {
UINT64 time;
TPMS_CLOCK_INFO clockinfo;
} TPMS_TIME_INFO;

Table 2:114 - Definition of TPMS_TIME_ATTEST _INFO Structure (StructuresTable())
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typedef struct {
TPMS_TIME_INFO
UINT64

} TPMS_TIME_ATTEST_INFO;

Table 2:115 - Definition of TPMS_

typedef struct {
TPM2B_NAME
TPM2B_NAME

} TPMS_CERTIFY_INFO;

Table 2:116 - Definition of TPMS_

typedef struct {
TPML_PCR_SELECTION
TPM2B_DIGEST

3} TPMS_QUOTE_INFO;

Table 2:117 - Definition of TPMS_

typedef struct {
UINT64
TPM_ALG_ID
TPM2B_DIGEST
TPM2B_DIGEST

3} TPMS_COMMAND_AUDIT_INFO;

Table 2:118 - Definition of TPMS _

typedef struct {
TPMI_YES_NO
TPM2B_DIGEST

} TPMS_SESSION_AUDIT_INFO;

Table 2:119 - Definition of TPMS _

typedef struct {
TPM2B_NAME
TPM2B_DIGEST

} TPMS_CREATION_INFO;

Table 2:120 - Definition of TPMS _

typedef struct {
TPM2B_NAME
UINT16
TPM2B_MAX_NV_BUFFER
} TPMS_NV_CERTIFY_INFO;

Trusted Platform Module Library

time;
firmwareVersion;

CERTIFY_INFO Structure (StructuresTable())

name;
qualifiedName;

QUOTE_INFO Structure (StructuresTable())

pcrSelect;
pcrDigest;

COMMAND_AUDIT_INFO Structure (StructuresTable())

auditCounter;
digestAlg;
auditDigest;
commandDigest;

SESSION_AUDIT_INFO Structure (StructuresTable())

exclusiveSession;
sessionDigest;

CREATION_INFO Structure (StructuresTable())

objectName;
creationHash;

NV_CERTIFY_INFO Structure (StructuresTable())

indexName;
offset;
nvContents;

Table 2:121 - Definition of TPMI_ST_ATTEST Type (InterfaceTable())

typedef TPM_ST

TPMI_ST_ATTEST;

Table 2:122 - Definition of TPMU_ATTEST Union (StructuresTable())

typedef union {
TPMS_CERTIFY_INFO
TPMS_CREATION_INFO
TPMS_QUOTE_INFO
TPMS_COMMAND_AUDIT_INFO
TPMS_SESSION_AUDIT_INFO

Family “2.0"
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TPMS_TIME_ATTEST_INFO
TPMS_NV_CERTIFY_INFO
} TPMU_ATTEST;

Trusted Platform Module Library

time;
nv;

Table 2:123 - Definition of TPMS_ATTEST Structure (StructuresTable())

typedef struct {
TPM_GENERATED
TPMI_ST_ATTEST
TPM2B_NAME
TPM2B_DATA
TPMS_CLOCK_INFO
UINT64
TPMU_ATTEST

} TPMS_ATTEST;

magic;

type;
qualifiedSigner;
extraData;
clockinfo;
firmwareVersion;
attested;

Table 2:124 - Definition of TPM2B_ATTEST Structure (StructuresTable())

typedef union {

struct {
UINT16
BYTE

¥ t;

TPM2B b;

} TPM2B_ATTEST;

size;

attestationData[sizeof(TPMS_ATTEST)];

Table 2:125 - Definition of TPMS_AUTH_COMMAND Structure (StructuresTable())

typedef struct {
TPMI_SH_AUTH_SESSION
TPM2B_NONCE
TPMA_SESSION
TPM2B_AUTH

} TPMS_AUTH_COMMAND;

sessionHandle;
nonce;
sessionAttributes;
hmac;

Table 2:126 - Definition of TPMS_AUTH_RESPONSE Structure (StructuresTable())

typedef struct {
TPM2B_NONCE
TPMA_SESSION
TPM2B_AUTH

} TPMS_AUTH_RESPONSE;

nonce;
sessionAttributes;
hmac;

Table 2:127 - Definition of TPMI_TDES_KEY_BITS Type (InterfaceTable())

typedef TPM_KEY_BITS

TPMI_TDES_KEY_BITS;

Table 2:127 - Definition of TPMI_AES_KEY_BITS Type (InterfaceTable())

typedet TPM_KEY_BITS

TPMI_AES_KEY_BITS;

Table 2:127 - Definition of TPMI_SM4_KEY_BITS Type (InterfaceTable())

typedef TPM_KEY_BITS

TPMI_SM4_KEY_BITS;

Table 2:127 - Definition of TPMI_CAMELLIA_KEY_BITS Type (InterfaceTable())

typedef TPM_KEY_BITS

TPMI_CAMELLIA_KEY_BITS;

Table 2:128 - Definition of TPMU_SYM_KEY_BITS Union (StructuresTable())

Family “2.0"
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typedef union {
#ifdef TPM_ALG_TDES
TPMI_TDES_KEY_BITS
#endif // TPM_ALG_TDES
#ifdef TPM_ALG_AES
TPMI_AES_KEY_BITS
#endif // TPM_ALG_AES
#ifdef TPM_ALG_SM4
TPMI_SM4_KEY_BITS
#endif // TPM_ALG_SM4
#ifdef

#endif // TPM_ALG_CAMELLIA
TPM_KEY_BITS
#ifdef TPM_ALG_XOR

TPMI_ALG_HASH
#endif  // TPM_ALG_XOR
} TPMU_SYM_KEY_BITS;

TPM_ALG_CAMELLIA
TPMI_CAMELLIA_KEY_BITS

Trusted Platform Module Library

tdes;

aes;

sm4;

camellia;
sym;

Xor;

Table 2:129 - Definition of TPMU_SYM_MODE Union (StructuresTable())

typedef union {

#ifdef TPM_ALG_TDES
TPMI_ALG_SYM_MODE
#endif // TPM_ALG_TDES
#ifdef TPM_ALG_AES
TPMI_ALG_SYM_MODE
#endif  // TPM_ALG_AES
#ifdef TPM_ALG_SM4
TPMI_ALG_SYM_MODE
#endif // TPM_ALG_SM4
#ifdef

TPMI_ALG_SYM_MODE
#endif

TPMI_ALG_SYM_MODE
} TPMU_SYM_MODE;

TPM_ALG_CAMELLIA

// TPM_ALG_CAMELLIA

tdes;

aes;

sm4;

camellia;

sym;

Table 2:131 - Definition of TPMT_SYM_DEF Structure (StructuresTable())

typedef struct {
TPMI_ALG_SYM
TPMU_SYM_KEY_BITS
TPMU_SYM_MODE

} TPMT_SYM_DEF;

algorithm;
keyBits;
mode;

Table 2:132 - Definition of TPMT_SYM_DEF_OBJECT Structure (StructuresTable())

typedef struct {
TPMI_ALG_SYM_OBJECT
TPMU_SYM_KEY_BITS
TPMU_SYM_MODE

} TPMT_SYM_DEF_OBJECT;

algorithm;
keyBits;
mode;

Table 2:133 - Definition of TPM2B_SYM_KEY Structure (StructuresTable())

typedef union {

struct {
UINT16
BYTE

¥ t;

TPM2B b;

} TPM2B_SYM_KEY;

Family “2.0"
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Table 2:134 - Definition of TPMS_SYMCIPHER_PARMS Structure (StructuresTable())

typedef struct {
TPMT_SYM_DEF_OBJECT sym;
} TPMS_SYMCIPHER_PARMS;

Table 2:135 - Definition of TPM2B_LABEL Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[LABEL_MAX_BUFFER];
¥ t;
TPM2B b;

} TPM2B_LABEL;

Table 2:136 - Definition of TPMS_DERIVE Structure (StructuresTable())

typedef struct {
TPM2B_LABEL label;
TPM2B_LABEL context;
} TPMS_DERIVE;

Table 2:137 - Definition of TPM2B_DERIVE Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[sizeof(TPMS_DERIVE)];
¥ t;
TPM2B b;

} TPM2B_DERIVE;

Table 2:138 - Definition of TPMU_SENSITIVE_CREATE Union (StructuresTable())
typedef union {
BYTE create[MAX_SYM_DATA];

TPMS_DERIVE derive;
} TPMU_SENSITIVE_CREATE;

Table 2:139 - Definition of TPM2B_SENSITIVE_DATA Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[sizeof(TPMU_SENSITIVE_CREATE)];
} t;
TPM2B b;

3 TPM2B_SENSITIVE_DATA;

Table 2:140 - Definition of TPMS_SENSITIVE_CREATE Structure (StructuresTable())

typedef struct {
TPM2B_AUTH userAuth;
TPM2B_SENSITIVE_DATA data;

} TPMS_SENSITIVE_CREATE;

Table 2:141 - Definition of TPM2B_SENSITIVE_CREATE Structure (StructuresTable())
typedef struct {

UINT16 size;

TPMS_SENSITIVE_CREATE sensitive;
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} TPM2B_SENSITIVE_CREATE;

Table 2:142 - Definition of TPMS_SCHEME_HASH Structure (StructuresTable())

typedef struct {
TPMI_ALG_HASH hashAlg;
} TPMS_SCHEME_HASH;

Table 2:143 - Definition of TPMS_SCHEME_ECDAA Structure (StructuresTable())

typedef struct {
TPMI_ALG_HASH hashAlg;
UINT16 count;

} TPMS_SCHEME_ECDAA;

Table 2:144 - Definition of TPMI_ALG_KEYEDHASH_SCHEME Type (InterfaceTable())

typedef TPM_ALG_ID TPMI_ALG_KEYEDHASH_SCHEME;
Table 2:145 - Definition of Types for HMAC_SIG_SCHEME (TypedefTable())
typedef TPMS_SCHEME_HASH TPMS_SCHEME_HMAC ;

Table 2:146 - Definition of TPMS_SCHEME_XOR Structure (StructuresTable())

typedef struct {
TPMI_ALG_HASH hashAlg;
TPMI_ALG_KDF kdf;

} TPMS_SCHEME_XOR;

Table 2:147 - Definition of TPMU_SCHEME_KEYEDHASH Union (StructuresTable())

typedef union {

#ifdef TPM_ALG_HMAC
TPMS_SCHEME_HMAC hmac;

#endif  // TPM_ALG_HMAC

#ifdef TPM_ALG_XOR
TPMS_SCHEME_XOR XOr;

#endif  // TPM_ALG_XOR
} TPMU_SCHEME_KEYEDHASH;

Table 2:148 - Definition of TPMT_KEYEDHASH_SCHEME Structure (StructuresTable())

typedef struct {
TPMI_ALG_KEYEDHASH_SCHEME scheme;
TPMU_SCHEME_KEYEDHASH details;
} TPMT_KEYEDHASH_SCHEME;

Table 2:149 - Definition of Types for RSA Signature Schemes (TypedefTable())

typedef TPMS_SCHEME_HASH  TPMS_SIG_SCHEME_RSASSA;
typedef TPMS_SCHEME_HASH  TPMS_SIG_SCHEME_RSAPSS;

Table 2:150 - Definition of Types for ECC Signature Schemes (TypedefTable())

typedef TPMS_SCHEME_HASH TPMS_SIG_SCHEME_ECDSA;
typedef TPMS_SCHEME_HASH TPMS_SIG_SCHEME_SM2;
typedef TPMS_SCHEME_HASH TPMS_SIG_SCHEME_ECSCHNORR;

typedef TPMS_SCHEME_ECDAA  TPMS_SIG_SCHEME_ECDAA;

Table 2:151 - Definition of TPMU_SIG_SCHEME Union (StructuresTable())
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typedef union {

#ifdef TPM_ALG_ECC
TPMS_SI1G_SCHEME_ECDAA ecdaa;

#endif // TPM_ALG _ECC

#ifdef TPM_ALG_RSASSA
TPMS_SIG_SCHEME_RSASSA rsassa;

#endif // TPM_ALG_RSASSA

#ifdef TPM_ALG_RSAPSS
TPMS_SI1G_SCHEME_RSAPSS rsapss;

#endif  // TPM_ALG_RSAPSS

#ifdef TPM_ALG_ECDSA
TPMS_SIG_SCHEME_ECDSA ecdsa;

#endif // TPM_ALG_ECDSA

#ifdef TPM_ALG_SM2
TPMS_SI1G_SCHEME_SM2 sm2;

#endif  // TPM_ALG_SM2

#ifdef TPM_ALG_ECSCHNORR

TPMS_SI1G_SCHEME_ECSCHNORR ecschnorr;
#endif  // TPM_ALG_ECSCHNORR

#ifdef TPM_ALG_HMAC
TPMS_SCHEME_HMAC hmac;

#endif  // TPM_ALG_HMAC
TPMS_SCHEME_HASH any;

3 TPMU_S1G_SCHEME;

Table 2:152 - Definition of TPMT_SIG_SCHEME Structure (StructuresTable())
typedef struct {
TPMI_ALG_SIG_SCHEME scheme;

TPMU_SIG_SCHEME details;
3 TPMT_S1G_SCHEME;

Table 2:153 - Definition of Types for Encryption Schemes (TypedefTable())

typedef TPMS_SCHEME_HASH  TPMS_ENC_SCHEME_OAEP;
typedef TPMS_EMPTY TPMS_ENC_SCHEME_RSAES;

Table 2:154 - Definition of Types for ECC Key Exchange (TypedefTable())

typedef TPMS_SCHEME_HASH  TPMS_KEY_SCHEME_ECDH;
typedef TPMS_SCHEME_HASH  TPMS_KEY_SCHEME_ECMQV;

Table 2:155 - Definition of Types for KDF Schemes (TypedefTable())

typedef TPMS_SCHEME_HASH  TPMS_SCHEME_MGF1;
typedef TPMS_SCHEME_HASH  TPMS_SCHEME_KDF1_SP800_56A;
typedef TPMS_SCHEME_HASH  TPMS_SCHEME_KDF2;
typedef TPMS_SCHEME_HASH  TPMS_SCHEME_KDF1_SP800_108;

Table 2:156 - Definition of TPMU_KDF_SCHEME Union (StructuresTable())

typedef union {

#ifdef TPM_ALG_MGF1
TPMS_SCHEME_MGF1 mgF1l;

#endif  // TPM_ALG_MGF1

#ifdef TPM_ALG_KDF1_SP800_56A

TPMS_SCHEME_KDF1_SP800_56A  kdfl_sp800_56a;
#endif // TPM_ALG_KDF1l_SP800 56A

#ifdef TPM_ALG_KDF2
TPMS_SCHEME_KDF2 kdF2;

#endif  // TPM_ALG_KDF2

#ifdef TPM_ALG_KDF1_SP800_108

TPMS_SCHEME_KDF1_SP800_108 kdf1l_sp800_108;
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#endif // TPM_ALG_KDF1_SP800 108
} TPMU_KDF_SCHEME;

Table 2:157 - Definition of TPMT_KDF_SCHEME Structure (StructuresTable())

typedef struct {
TPMI_ALG_KDF scheme;
TPMU_KDF_SCHEME details;
} TPMT_KDF_SCHEME;

Table 2:158 - Definition of TPMI_ALG_ASYM_SCHEME Type (InterfaceTable())

typedef TPM_ALG_ID TPMI_ALG_ASYM_SCHEME;

Table 2:159 - Definition of TPMU_ASYM_SCHEME Union (StructuresTable())

typedef union {

#ifdef TPM_ALG_ECDH
TPMS_KEY_SCHEME_ECDH ecdh;

#endif // TPM_ALG_ECDH

#ifdef TPM_ALG_ECMQV
TPMS_KEY_SCHEME_ECMQV ecmqgv;

#endif  // TPM_ALG_ECMQV

#ifdef TPM_ALG_ECC
TPMS_SI1G_SCHEME_ECDAA ecdaa;

#endif // TPM_ALG _ECC

#ifdef TPM_ALG_RSASSA
TPMS_SIG_SCHEME_RSASSA rsassa;

#endif  // TPM_ALG_RSASSA

#ifdef TPM_ALG_RSAPSS
TPMS_SI1G_SCHEME_RSAPSS rsapss;

#endif  // TPM_ALG_RSAPSS

#ifdef TPM_ALG_ECDSA
TPMS_SI1G_SCHEME_ECDSA ecdsa;

#endif // TPM_ALG_ECDSA

#ifdef TPM_ALG_SM2
TPMS_SI1G_SCHEME_SM2 sm2;

#endif  // TPM_ALG_SM2

#ifdef TPM_ALG_ECSCHNORR

TPMS_SIG_SCHEME_ECSCHNORR  ecschnorr;
#endif  // TPM_ALG_ECSCHNORR

#ifdef TPM_ALG_RSAES
TPMS_ENC_SCHEME_RSAES rsaes;

#endif  // TPM_ALG_RSAES

#ifdef TPM_ALG_OAEP
TPMS_ENC_SCHEME_OAEP oaep;

#endif  // TPM_ALG_OAEP
TPMS_SCHEME_HASH anySig;

} TPMU_ASYM_SCHEME;

Table 2:160 - Definition of TPMT_ASYM_SCHEME Structure (StructuresTable())

typedef struct {
TPMI_ALG_ASYM_SCHEME scheme;
TPMU_ASYM_SCHEME details;
} TPMT_ASYM_SCHEME;

Table 2:161 - Definition of TPMI_ALG_RSA SCHEME Type (InterfaceTable())

typedef TPM_ALG_ID TPMI_ALG_RSA_SCHEME;

Table 2:162 - Definition of TPMT_RSA_SCHEME Structure (StructuresTable())
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typedef struct {
TPMI_ALG_RSA_SCHEME scheme;
TPMU_ASYM_SCHEME details;
} TPMT_RSA_SCHEME;

Table 2:163 - Definition of TPMI_ALG_RSA DECRYPT Type (InterfaceTable())

typedef TPM_ALG_ID TPMI_ALG_RSA_DECRYPT;

Table 2:164 - Definition of TPMT_RSA_DECRYPT Structure (StructuresTable())

typedef struct {
TPMI_ALG_RSA_DECRYPT scheme;
TPMU_ASYM_SCHEME details;
} TPMT_RSA_DECRYPT;

Table 2:165 - Definition of TPM2B_PUBLIC_KEY_RSA Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[MAX_RSA_KEY_BYTES];
T t;
TPM2B b;

3 TPM2B_PUBLIC_KEY_RSA;

Table 2:166 - Definition of TPMI_RSA_KEY_BITS Type (InterfaceTable())

typedef TPM_KEY BITS TPMI_RSA_KEY_BITS;

Table 2:167 - Definition of TPM2B_PRIVATE_KEY_RSA Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[MAX_RSA_KEY_BYTES/2];
s t;
TPM2B b;

} TPM2B_PRIVATE_KEY RSA;

Table 2:168 - Definition of TPM2B_ECC_PARAMETER Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[MAX_ECC_KEY_BYTES];
¥ t;
TPM2B b;

} TPM2B_ECC_PARAMETER;

Table 2:169 - Definition of TPMS_ECC_POINT Structure (StructuresTable())

typedef struct {
TPM2B_ECC_PARAMETER X;
TPM2B_ECC_PARAMETER y;
3} TPMS_ECC_POINT;

Table 2:170 - Definition of TPM2B_ECC_POINT Structure (StructuresTable())

typedef struct {

UINT16 size;
TPMS_ECC_POINT point;
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3 TPM2B_ECC_POINT;

Table 2:171 - Definition of TPMI_ALG_ECC_SCHEME Type (InterfaceTable())

typedef TPM_ALG_ID TPMI_ALG_ECC_SCHEME;
Table 2:172 - Definition of TPMI_ECC_CURVE Type (InterfaceTable())
typedef TPM_ECC_CURVE TPMI_ECC_CURVE;

Table 2:173 - Definition of TPMT_ECC_SCHEME Structure (StructuresTable())

typedef struct {
TPMI_ALG_ECC_SCHEME scheme;
TPMU_ASYM_SCHEME details;
} TPMT_ECC_SCHEME;

Table 2:174 - Definition of TPMS_ALGORITHM_DETAIL_ECC Structure (StructuresTable())

typedef struct {

TPM_ECC_CURVE curvelD;
UINT16 keySize;
TPMT_KDF_SCHEME kdf;
TPMT_ECC_SCHEME sign;
TPM2B_ECC_PARAMETER p;
TPM2B_ECC_PARAMETER a;
TPM2B_ECC_PARAMETER b;
TPM2B_ECC_PARAMETER gx;
TPM2B_ECC_PARAMETER avY;
TPM2B_ECC_PARAMETER n;
TPM2B_ECC_PARAMETER h;

} TPMS_ALGORITHM_DETAIL_ECC;

Table 2:175 - Definition of TPMS_SIGNATURE_RSA Structure (StructuresTable())

typedef struct {
TPMI_ALG_HASH hash;
TPM2B_PUBLIC_KEY_RSA sig;
} TPMS_SIGNATURE_RSA;

Table 2:176 - Definition of Types for Signature (TypedefTable())

typedef TPMS_SIGNATURE_RSA  TPMS_SIGNATURE_RSASSA;
typedef TPMS_SIGNATURE_RSA  TPMS_SIGNATURE_RSAPSS;

Table 2:177 - Definition of TPMS_SIGNATURE_ECC Structure (StructuresTable())

typedef struct {

TPMI_ALG_HASH hash;
TPM2B_ECC_PARAMETER signatureR;
TPM2B_ECC_PARAMETER signaturesS;

} TPMS_SIGNATURE_ECC;

Table 2:178 - Definition of Types for TPMS_SIGNATURE_ECC (TypedefTable())

typedef TPMS_SIGNATURE_ECC  TPMS_SIGNATURE_ECDAA;
typedef TPMS_SIGNATURE_ECC  TPMS_SIGNATURE_ECDSA;
typedef TPMS_SIGNATURE_ECC  TPMS_SIGNATURE_SM2;
typedef TPMS_SIGNATURE_ECC  TPMS_SIGNATURE_ECSCHNORR;

Table 2:179 - Definition of TPMU_SIGNATURE Union (StructuresTable())
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typedef union {

#ifdef TPM_ALG_ECC
TPMS_SIGNATURE_ECDAA ecdaa;

#endif // TPM_ALG _ECC

#ifdef TPM_ALG_RSA
TPMS_SIGNATURE_RSASSA rsassa;

#endif  // TPM_ALG_RSA

#ifdef TPM_ALG_RSA
TPMS_SIGNATURE_RSAPSS rsapss;

#endif  // TPM_ALG RSA

#ifdef TPM_ALG_ECC
TPMS_SIGNATURE_ECDSA ecdsa;

#endif // TPM_ALG_ECC

#ifdef TPM_ALG_ECC
TPMS_SIGNATURE_SM2 sm2;

#endif // TPM_ALG_ECC

#ifdef TPM_ALG_ECC

TPMS_SIGNATURE_ECSCHNORR ecschnorr;
#endif  // TPM_ALG_ECC

#ifdef TPM_ALG_HMAC
TPMT_HA hmac;
#endif // TPM_ALG_HMAC
TPMS_SCHEME_HASH any;

} TPMU_SIGNATURE;

Table 2:180 - Definition of TPMT_SIGNATURE Structure (StructuresTable())

typedef struct {
TPMI_ALG_S1G_SCHEME sigAlg;
TPMU_SIGNATURE signature;
} TPMT_SIGNATURE;

Table 2:181 - Definition of TPMU_ENCRYPTED_SECRET Union (StructuresTable())

typedef union {

#ifdef TPM_ALG_ECC
BYTE ecc[sizeof(TPMS_ECC_POINT)];
#endif // TPM_ALG_ECC
#ifdef TPM_ALG_RSA
BYTE rsa[MAX_RSA_KEY_BYTES];
#endif  // TPM_ALG_RSA
#ifdef TPM_ALG_SYMCIPHER
BYTE symmetric[sizeof(TPM2B_DIGEST)];
#endif // TPM_ALG_SYMCIPHER
#ifdef TPM_ALG_KEYEDHASH
BYTE keyedHash[sizeof(TPM2B_DIGEST)];

#endif  // TPM_ALG_KEYEDHASH
} TPMU_ENCRYPTED_SECRET;

Table 2:182 - Definition of TPM2B_ENCRYPTED_SECRET Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE secret[sizeof(TPMU_ENCRYPTED_SECRET)];
s t;
TPM2B b;

} TPM2B_ENCRYPTED_SECRET;

Table 2:183 - Definition of TPMI_ALG_PUBLIC Type (InterfaceTable())

typedef TPM_ALG_ID TPMI_ALG_PUBLIC;
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Table 2:184 - Definition of TPMU_PUBLIC_ID Union (StructuresTable())

typedef union {

keyedHash;

sym;

#ifdef TPM_ALG_KEYEDHASH
TPM2B_DIGEST

#endif 7/ TPM_ALG_KEYEDHASH

#ifdef TPM_ALG_SYMCIPHER
TPM2B_DIGEST

#endif 7/ TPM_ALG_SYMCIPHER

#ifdef TPM_ALG_RSA

TPM2B_PUBLIC_KEY RSA

#endif  // TPM_ALG_RSA

#ifdef TPM_ALG_ECC
TPMS_ECC_POINT

#endif // TPM_ALG_ECC
TPMS_DERIVE

3 TPMU_PUBLIC_ID;

rsa;

ecc;

derive;

Table 2:185 - Definition of TPMS_KEYEDHASH_PARMS Structure (StructuresTable())

typedef struct {
TPMT_KEYEDHASH_SCHEME
} TPMS_KEYEDHASH_PARMS;

scheme;

Table 2:186 - Definition of TPMS_ASYM_PARMS Structure (StructuresTable())

typedef struct {
TPMT_SYM_DEF_OBJECT
TPMT_ASYM_SCHEME

} TPMS_ASYM_PARMS;

symmetric;
scheme;

Table 2:187 - Definition of TPMS_RSA_PARMS Structure (StructuresTable())

typedef struct {
TPMT_SYM_DEF_OBJECT
TPMT_RSA_SCHEME
TPMI_RSA_KEY_BITS
UINT32

} TPMS_RSA_PARMS;

symmetric;
scheme;
keyBits;
exponent;

Table 2:188 - Definition of TPMS_ECC_PARMS Structure (StructuresTable())

typedef struct {
TPMT_SYM_DEF_OBJECT
TPMT_ECC_SCHEME
TPMI_ECC_CURVE
TPMT_KDF_SCHEME

} TPMS_ECC_PARMS;

symmetric;
scheme;
curvelD;
kdf;

Table 2:189 - Definition of TPMU_PUBLIC_PARMS Union (StructuresTable())

typedef union {

keyedHashDetail ;

symDetail;

#ifdef TPM_ALG_KEYEDHASH
TPMS_KEYEDHASH_PARMS
#endif // TPM_ALG_KEYEDHASH
#ifdef TPM_ALG_SYMCIPHER
TPMS_SYMCIPHER_PARMS
#endif // TPM_ALG_SYMCIPHER

#ifdef TPM_ALG_RSA

TPMS_RSA_PARMS
#endif  // TPM_ALG_RSA
#ifdef TPM_ALG_ECC

TPMS_ECC_PARMS
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#endif // TPM_ALG_ECC
TPMS_ASYM_PARMS asymDetail;
} TPMU_PUBLIC_PARMS;

Table 2:190 - Definition of TPMT_PUBLIC_PARMS Structure (StructuresTable())

typedef struct {
TPMI_ALG_PUBLIC type;
TPMU_PUBLIC_PARMS parameters;
} TPMT_PUBLIC_PARMS;

Table 2:191 - Definition of TPMT_PUBLIC Structure (StructuresTable())

typedef struct {

TPMI_ALG_PUBLIC type;
TPM1_ALG_HASH nameAlqg;
TPMA_OBJECT objectAttributes;
TPM2B_DIGEST authPolicy;
TPMU_PUBLIC_PARMS parameters;
TPMU_PUBLIC_ID unique;

} TPMT_PUBLIC;

Table 2:192 - Definition of TPM2B_PUBLIC Structure (StructuresTable())

typedef struct {
UINT16 size;
TPMT_PUBLIC publicArea;
} TPM2B_PUBLIC;

Table 2:193 - Definition of TPM2B_TEMPLATE Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[sizeof (TPMT_PUBLIC)];
s t;
TPM2B b;

} TPM2B_TEMPLATE;

Table 2:194 - Definition of TPM2B_PRIVATE_VENDOR_SPECIFIC Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[PRIVATE_VENDOR_SPECIFIC_BYTES];
¥ t;
TPM2B b;

} TPM2B_PRIVATE_VENDOR_SPECIFIC;

Table 2:195 - Definition of TPMU_SENSITIVE_COMPOSITE Union (StructuresTable())

typedef union {

#ifdef TPM_ALG_RSA
TPM2B_PRIVATE_KEY_RSA rsa;

#endif // TPM_ALG_RSA

#ifdef TPM_ALG_ECC
TPM2B_ECC_PARAMETER ecc;

#endif // TPM_ALG_ECC

#ifdef TPM_ALG_KEYEDHASH
TPM2B_SENSITIVE_DATA bits;

#endif // TPM_ALG_KEYEDHASH

#ifdef TPM_ALG_SYMCIPHER
TPM2B_SYM_KEY sym;
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#endif  // TPM_ALG_SYMCIPHER
TPM2B_PRIVATE_VENDOR_SPECIFIC
3 TPMU_SENSITIVE_COMPOSITE;

any;

Table 2:196 - Definition of TPMT_SENSITIVE Structure (StructuresTable())

typedef struct {

TPMI_ALG_PUBLIC sensitiveType;
TPM2B_AUTH authValue;
TPM2B_DIGEST seedValue;
TPMU_SENSITIVE_COMPOSITE sensitive;

3 TPMT_SENSITIVE;

Table 2:197 - Definition of TPM2B_SENSITIVE Structure (StructuresTable())

typedef struct {
UINT16
TPMT_SENSITIVE

} TPM2B_SENSITIVE;

size;
sensitiveArea;

Table 2:198 - Definition of PRIVATE Structure (StructuresTable())

typedef struct {

TPM2B_DIGEST integrityOuter;
TPM2B_DIGEST integritylnner;
TPM2B_SENSITIVE sensitive;

3} _PRIVATE;

Table 2:199 - Definition of TPM2B_PRIVATE Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[sizeof(_PRIVATE)];
¥ t;
TPM2B b;

} TPM2B_PRIVATE;

Table 2:200 - Definition of TPMS_ID_OBJECT Structure (StructuresTable())

typedef struct {
TPM2B_DIGEST
TPM2B_DIGEST
} TPMS_ID_OBJECT;

integrityHMAC;
encldentity;

Table 2:201 - Definition of TPM2B_ID_OBJECT Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE credential[sizeof(TPMS_ID_OBJECT)];
} t;
TPM2B b;

} TPM2B_ID_OBJECT;

Table 2:202 - Definition of TPM_NV_INDEX Bits (BitsTable())

typedef struct {
unsigned
unsigned

} TPM_NV_INDEX;

index : 24;
RH_NV - 8 ;
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Table 2:203 - Definition of TPM_NT Constants (EnumTable())

typedeft UINT32

#define TPM_NT_ORDINARY
#define TPM_NT_COUNTER
#define TPM_NT BITS
#define TPM_NT_EXTEND
#define TPM_NT_PIN_FAIL
#define TPM_NT_PIN_PASS

Routines

TPM_NT;

(TPM_NT) (0Ox0)
(TPM_NT) (Ox1)
(TPM_NT) (0x2)
(TPM_NT) (0x4)
(TPM_NT) (0x8)
(TPM_NT) (0x9)

Trusted Platform Module Library

Table 2:204 - Definition of TPMS_NV_PIN_COUNTER_PARAMETERS Structure (StructuresTable())

typedef struct {
UINT32
UINT32

} TPMS_NV_PIN_CO

Table 2:205 - Definition of TPMA_NV Bits (BitsTable())

typedef struct {
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
} TPMA_NV;

pinCount;
pinLimit;
UNTER_PARAMETERS;

TPMA_NV_PPWRITE
TPMA_NV_OWNERWRITE
TPMA_NV_AUTHWRITE
TPMA_NV_POLICYWRITE
TPM_NT
Reserved_at_bit_8
TPMA_NV_POLICY_DELETE
TPMA_NV_WRITELOCKED
TPMA_NV_WRITEALL
TPMA_NV_WRITEDEFINE
TPMA_NV_WRITE_STCLEAR
TPMA_NV_GLOBALLOCK
TPMA_NV_PPREAD
TPMA_NV_OWNERREAD
TPMA_NV_AUTHREAD
TPMA_NV_POLICYREAD
Reserved_at bit_ 20
TPMA_NV_NO_DA
TPMA_NV_ORDERLY
TPMA_NV_CLEAR_STCLEAR
TPMA_NV_READLOCKED
TPMA_NV_WRITTEN
TPMA_NV_PLATFORMCREATE
TPMA_NV_READ_STCLEAR

#define IsNv_TPMA_NV_PPWRITE(attribute)

((attribute_TPMA_NV_PPWRITE) 1= 0)
#define IsNv_TPMA_NV_OWNERWRITE(attribute)
((attribute.TPMA_NV_OWNERWRITE) I= 0)

#define IsNv_TPMA_NV_AUTHWRITE(attribute)
((attribute_TPMA_NV_AUTHWRITE) != 0)

#define IsNv_TPMA_NV_POLICYWRITE(attribute)
((attribute_TPMA_NV_POLICYWRITE) 1= 0)

#define IsNv_TPMA_NV_POLICY_DELETE(attribute)
((attribute_TPMA_NV_POLICY DELETE) != 0)

#define IsNv_TPMA_NV_WRITELOCKED(attribute)
((attribute_TPMA_NV_WRITELOCKED) 1= 0)

#define IsNv_TPMA_NV_WRITEALL(attribute)

((attribute TPMA_NV_WRITEALL) != 0)
#define IsNv_TPMA_NV_WRITEDEFINE(attribute)

((attribute_TPMA_NV_WRITEDEFINE) 1= 0)
#define IsNv_TPMA_NV_WRITE_STCLEAR(attribute)

((attribute_TPMA_NV_WRITE_STCLEAR) != 0)
#define IsNv_TPMA_NV_GLOBALLOCK(attribute)
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((attribute.TPMA_NV_GLOBALLOCK) != 0)
#define IsNv_TPMA_NV_PPREAD(attribute)
((attribute.TPMA_NV_PPREAD) != 0)
#define IsNv_TPMA_NV_OWNERREAD(attribute)
((attribute.TPMA_NV_OWNERREAD) != 0)
#define IsNv_TPMA_NV_AUTHREAD(attribute)
((attribute.TPMA_NV_AUTHREAD) != 0)
#define IsNv_TPMA_NV_POLICYREAD(attribute)
((attribute.TPMA_NV_POLICYREAD) != 0)
#define IsNv_TPMA_NV_NO_DA(attribute)
((attribute.TPMA_NV_NO_DA) 1= 0)
#define IsNv_TPMA_NV_ORDERLY(attribute)
((attribute.TPMA_NV_ORDERLY) I= 0)
#define IsNv_TPMA_NV_CLEAR_STCLEAR(attribute)
((attribute.TPMA_NV_CLEAR_STCLEAR) = 0)
#define IsNv_TPMA_NV_READLOCKED(attribute)
((attribute.TPMA_NV_READLOCKED) != 0)
#define IsNv_TPMA_NV_WRITTEN(attribute)
((attribute.TPMA_NV_WRITTEN) I= 0)
#define IsNv_TPMA_NV_PLATFORMCREATE(attribute)
((attribute.TPMA_NV_PLATFORMCREATE) != 0)
#define IsNv_TPMA_NV_READ_STCLEAR(attribute)
((attribute.TPMA_NV_READ_STCLEAR) != 0)

O A A A G T O O O S

Table 2:206 - Definition of TPMS_NV_PUBLIC Structure (StructuresTable())

typedef struct {

TPMI_RH_NV_INDEX nvindex;
TPMI_ALG_HASH nameAlg;
TPMA_ NV attributes;
TPM2B_DIGEST authPolicy;
UINT16 dataSize;

3 TPMS_NV_PUBLIC;

Table 2:207 - Definition of TPM2B_NV_PUBLIC Structure (StructuresTable())

typedef struct {
UINT16 size;
TPMS_NV_PUBLIC nvPublic;
} TPM2B_NV_PUBLIC;

Table 2:208 - Definition of TPM2B_CONTEXT_SENSITIVE Structure (StructuresTable())

typedef union {

struct {

UINT16 size;

BYTE buffer[MAX_CONTEXT_SIZE];
by t;
TPM2B b;

} TPM2B_CONTEXT SENSITIVE;

Table 2:209 - Definition of TPMS_CONTEXT_DATA Structure (StructuresTable())

typedef struct {
TPM2B_DIGEST integrity;
TPM2B_CONTEXT_SENSITIVE encrypted;
} TPMS_CONTEXT_DATA;

Table 2:210 - Definition of TPM2B_CONTEXT_DATA Structure (StructuresTable())

typedef union {

struct {
UINT16 size;
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BYTE
b t;
TPM2B b;

} TPM2B_CONTEXT_DATA;

Trusted Platform Module Library

buffer[sizeof(TPMS_CONTEXT_DATA)]:

Table 2:211 - Definition of TPMS_CONTEXT Structure (StructuresTable())

typedef struct {
UINT64
TPMI_DH_CONTEXT
TPMI_RH_HIERARCHY
TPM2B_CONTEXT_DATA
} TPMS_CONTEXT;

sequence;
savedHandle;
hierarchy;

contextBlob;

Table 2:213 - Definition of TPMS_CREATION_DATA Structure (StructuresTable())

typedef struct {
TPML_PCR_SELECTION
TPM2B_DIGEST
TPMA_LOCALITY
TPM_ALG_ID
TPM2B_NAME
TPM2B_NAME
TPM2B_DATA

} TPMS_CREATION_DATA;

pcrSelect;
pcrDigest;

locality;
parentNameAlg;
parentName;
parentQual ifiedName;
outsidelnfo;

Table 2:214 - Definition of TPM2B_CREATION_DATA Structure (StructuresTable())

typedef struct {
UINT16
TPMS_CREATION_DATA

} TPM2B_CREATION_DATA;

#endif  // _TPM_TYPES H_
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5.24 VendorStrng.h

#ifndef _VENDOR_STRING_H
#define _VENDOR_STRING_H

Define up to 4-byte values for MANUFACTURER. This value defines the response for
TPM_PT_MANUFACTURER in TPM2_GetCapability(). The following line should be un-commented and a
vendor specific string should be provided here.

#define MANUFACTURER "MSFT™

The following #if macro may be deleted after a proper MANUFACTURER is provided.

#ifndef MANUFACTURER

#error MANUFACTURER is not provided. \

Please modify include\VendorString.h to provide a specific \
manufacturer name.

#endif

Define up to 4, 4-octet, vendor-specific values. The values must each be 4 octet long and the last value
used may contain trailing zeros. These values define the response for TPM_PT_VENDOR_STRING_(1-
4) in TPM2_GetCapability(). The following line should be un-commented and a vendor specific string

A vendor-specific string should be provided here.

#define VENDOR_STRING_1 "DPA "
#define VENDOR_STRING_2 “FTPM™

The vendor strings 2-4 may also be defined as needed.

//#define VENDOR_STRING_3
//#define VENDOR_STRING_4

The following #if macro may be deleted after a proper VENDOR_STRING_1 is provided.

#ifndef VENDOR_STRING_1

#error VENDOR_STRING_1 is not provided. \

Please modify include\VendorString.h to provide a vendor specific \
string.

#endif

A vendor-specific FIRMWARE_V1 is required here. It is the more significant 32-bits of a vendor-specific
value indicating the version of the firmware

#define FIRMWARE_V1 (0x20160511)

A vendor-specific FIRMWARE_V2 may be provided here. If present, it is the less significant 32-bits of the
version of the firmware.

#define FIRMWARE_V2 (0x00162800)

The following macro is just to insure that a FIRMWARE_V1 value is provided.

#ifndef FIRMWARE_V1

#error FIRMWARE_V1 is not provided. \

Please modify include\VendorString.h to provide a vendor-specific firmware \
version

#endif

#endif
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5.25 swap.h

#ifndef
#define

_SWAP_H
“SWAP_H

#1T LITTLE_ENDIAN_TPM == YES

#define
#define
#define
#define
#define
#define
#else
#define
#define
#define
#define
#define
#define
#endi

TO_BIG_ENDIAN_UINT16(i)
FROM_B1G_ENDIAN_UINT16(i)
TO_BIG_ENDIAN_UINT32(i)
FROM_B1G_ENDIAN_UINT32(i)
TO_BIG_ENDIAN_UINT64(i)
FROM_B1G_ENDIAN_UINT64(i)

TO_BIG_ENDIAN_UINT16(i)
FROM_BIG_ENDIAN_UINT16(i)
TO_BIG_ENDIAN_UINT32(i)
FROM_BIG_ENDIAN_UINT32(i)
TO_BIG_ENDIAN_UINT64(i)
FROM_BIG_ENDIAN_UINT64(i)

#i1Tf  AUTO_ALIGN == NO

The aggregation macros for machines that do not allow unaligned access or for little-endian machines.

Aggregate bytes into an UINT

#define
#define
#define
#define
#define
#define
#define
#define

the big-endian macros for machines that allow unaligned memory access Aggregate a byte array into a

UINT

#define
#define
#define
#define

Trusted Platform Module Library

REVERSE_ENDIAN_16(i)
REVERSE_ENDIAN_16(i)
REVERSE_ENDIAN_32(i)
REVERSE_ENDIAN_32(i)
REVERSE_ENDIAN_64(i)
REVERSE_ENDIAN_64(i)

NN
-
o o/ o/ o/ o/

BYTE_ARRAY_TO_UINT8(b) (uint8_t)((b)[0])
BYTE_ARRAY_TO_UINT16(b) ByteArrayToUintl6((BYTE *)(b))
BYTE_ARRAY_TO_UINT32(b) ByteArrayToUint32((BYTE *)(b))
BYTE_ARRAY_TO_UINT64(b) ByteArrayToUint64((BYTE *)(b))
UINT8_TO_BYTE_ARRAY(i, b) ((b)[0] = (uint8_t)(i))
UINT16_TO_BYTE_ARRAY(i, b) Uintl6ToByteArray((i), (BYTE *)(b))
UINT32_TO_BYTE_ARRAY(i, b) Uint32ToByteArray((i), (BYTE *)(b))
UINT64_TO_BYTE_ARRAY(i, b) Uint64ToByteArray((i), (BYTE *)(b))
#else // AUTO_ALIGN
#if BIG_ENDIAN_TPM

BYTE_ARRAY_TO_UINT8(b)

BYTE_ARRAY_TO_UINT16(b)
BYTE_ARRAY_TO_UINT32(b)
BYTE_ARRAY_TO_UINT64(b)

Disaggregate a UINT into a byte array

#define
#define
#define
#define
#else

the little endian macros for machines that allow unaligned memory access the big-endian macros for
machines that allow unaligned memory access Aggregate a byte array into a UINT

#define
#define
#define
#define

UINT8_TO_BYTE_ARRAY(i, b)

UINT16_TO_BYTE_ARRAY(i, b)
UINT32_TO_BYTE_ARRAY(i, b)
UINT64_TO_BYTE_ARRAY(i, b)

BYTE_ARRAY_TO_UINT8(b)

BYTE_ARRAY_TO_UINT16(b)
BYTE_ARRAY_TO_UINT32(b)
BYTE_ARRAY_TO_UINT64(b)

Disaggregate a UINT into a byte array

#define

UINT8_TO_BYTE_ARRAY(i, b)

Family “2.0"
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*(uint8_t  *)(b))
*((uintle_t *) (b))
*((uint32_t *) (b))
*(uinte4_t *) (b))

{*(Quints_t  *)(b)) = (i):}
£(Quint16_t <)(0)) = (i):}
£(Quint32_t <)(0)) = (i):}
£(Quintea_t =)(b)) = (i):}

*((uints_t  *)(b))

REVERSE_ENDIAN_16(*((uintl16_t
REVERSE_ENDIAN_32(*((uint32_t
REVERSE_ENDIAN_64(*((uint64_t

{*(uint8_t *)(b)) = ():}
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#define UINT16_TO BYTE_ARRAY(i,
#define UINT32_TO BYTE_ARRAY(i,
#define UINT64_TO_BYTE_ARRAY(i,

#endif // BIG_ENDIAN_TPM
#endif // AUTO_ALIGN == NO
#endif // SWAP H
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b) {*(uintl6_t *)(b))
b) {*((uint32_t *)(b))
b) {*(int64_t *)(b))
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REVERSE_ENDIAN_16(i);}
REVERSE_ENDIAN_32(i);}
REVERSE_ENDIAN_64(i);}
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6 Main

6.1 Introduction

The files in this section are the main processing blocks for the TPM. ExecuteCommand.c contains the
entry point into the TPM code and the parsing of the command header. SessionProcess.c handles the
parsing of the session area and the authorization checks, and CommandDispatch.c does the parameter
unmarshaling and command dispatch.

6.2 ExecCommand.c

6.2.1 Introduction

This file contains the entry function ExecuteCommand() which provides the main control flow for TPM
command execution.

6.2.2 Includes

#include "Tpm.h"
#include "ExecCommand_fp.h"

Uncomment this next #include if doing static command/response buffer sizing

// #include ""CommandResponseSizes fp.h"

6.2.3 ExecuteCommand()

The function performs the following steps.
a) Parses the command header from input buffer.
b) Calls ParseHandleBuffer() to parse the handle area of the command.
c) Validates that each of the handles references a loaded entity.
d) Calls ParseSessionBuffer() () to:
1) unmarshal and parse the session area;
2) check the authorizations; and
3) when necessary, decrypt a parameter.
e) Calls CommandDispatcher() to:
1) unmarshal the command parameters from the command buffer;
2) call the routine that performs the command actions; and
3) marshal the responses into the response buffer.
f) If any error occurs in any of the steps above create the error response and return.
g) Calls BuildResponseSessions() to:
1) when necessary, encrypt a parameter
2) build the response authorization sessions
3) update the audit sessions and nonces

h) Calls BuildResponseHeader() to complete the construction of the response.
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responseSize is set by the caller to the maximum number of bytes available in the output buffer.
ExecuteCommand() will adjust the value and return the number of bytes placed in the buffer.

response is also set by the caller to indicate the buffer into which ExecuteCommand() is to place the
response.

request and response may point to the same buffer

NOTE: As of February, 2016, the failure processing has been moved to the platform-specific code. When the TPM
code encounters an unrecoverable failure, it will SET g_inFailureMode and call _plat__Fail(). That function
should not return but may call ExecuteCommand().

LIB_EXPORT void

ExecuteCommand(
uint32_t requestSize, // IN: command buffer size
unsigned char  *request, // IN: command buffer
uint32_t *responseSize, // IN/OUT: response buffer size
unsigned char  **response // IN/OUT: response buffer
)
{
// Command local variables
UINT32 commandSize;
COMMAND command;
// Response local variables
UINT32 maxResponse = *responseSize;
TPM_RC result; // return code for the command

// This next function call is used in development to size the command and response
// buffers. The values printed are the sizes of the internal structures and
// not the sizes of the canonical forms of the command response structures. Also,
// the sizes do not include the tag, command.code, requestSize, or the authorization
// fTields.
//CommandResponseSizes();

// Set flags for NV access state. This should happen before any other

// operation that may require a NV write. Note, that this needs to be done

// even when in failure mode. Otherwise, g_updateNV would stay SET while in

// Failure mode and the NV would be written on each call.

g_updateNV = UT_NONE;

g_clearOrderly = FALSE;

iT(g_inFailureMode)

// Do failure mode processing
TpmFailureMode(requestSize, request, responseSize, response);
return;

// Query platform to get the NV state. The result state iIs saved internally
// and will be reported by NvisAvailable(). The reference code requires that
// accessibility of NV does not change during the execution of a command.
// Specifically, if NV is available when the command execution starts and then
// is not available later when it is necessary to write to NV, then the TPM
// will go into failure mode.
NvCheckState();
// Due to the limitations of the simulation, TPM clock must be explicitly
// synchronized with the system clock whenever a command is received.
// This function call is not necessary in a hardware TPM. However, taking
// a snapshot of the hardware timer at the beginning of the command allows
// the time value to be consistent for the duration of the command execution.
TimeUpdateToCurrent();
// Any command through this function will unceremoniously end the
// _TPM_Hash_Data/ TPM_Hash_End sequence.
iT(g_DRTMHandle != TPM_RH_UNASSIGNED)
ObjectTerminateEvent();
// Get command buffer size and command buffer.
command . parameterBuffer = request;
command.parameterSize = requestSize;
// Parse command header: tag, commandSize and command.code.
// First parse the tag. The unmarshaling routine will validate
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58 // that it is either TPM_ST_SESSIONS or TPM_ST_NO_SESSIONS.
59 result = TPMI_ST_COMMAND_TAG_Unmarshal (&command.tag,
60 &command . parameterBuffer,
61 &command .parameterSize);
62 if(result '= TPM_RC_SUCCESS)
63 goto Cleanup;
64 // Unmarshal the commandSize indicator.
65 result = UINT32_Unmarshal (&commandSize,
66 &command . parameterBuffer,
67 &command .parameterSize);
68 if(result '= TPM_RC_SUCCESS)
69 goto Cleanup;
70 // On a TPM that receives bytes on a port, the number of bytes that were
71 // received on that port is requestSize it must be identical to commandSize.
72 // In addition, commandSize must not be larger than MAX_COMMAND_SIZE allowed
73 // by the implementation. The check against MAX_COMMAND_SIZE may be redundant
74 // as the input processing (the function that receives the command bytes and
75 // places them in the input buffer) would likely have the input truncated when
76 // it reaches MAX_COMMAND SIZE, and requestSize would not equal commandSize.
77 iT(commandSize != requestSize || commandSize > MAX_COMMAND_SIZE)
78 {
79 result = TPM_RC_COMMAND_SIZE;
80 goto Cleanup;
81 }
82 // Unmarshal the command code.
83 result = TPM_CC_Unmarshal (&command.code, &command.parameterBuffer,
84 &command.parameterSize);
85 if(result !'= TPM_RC_SUCCESS)
86 goto Cleanup;
87 // Check to see if the command is implemented.
88 command. index = CommandCodeToCommandlndex(command.code);
89 i F(UNIMPLEMENTED_COMMAND_INDEX == command . index)
90 {
91 result = TPM_RC_COMMAND_CODE;
92 goto Cleanup;
93 }
94 #iT FIELD_UPGRADE_IMPLEMENTED == YES
95 // If the TPM is in FUM, then the only allowed command is
96 // TPM_CC_FieldUpgradeData.
97 if(IsFieldUgradeMode() && (command.code !'= TPM_CC_FieldUpgradeData))
98 {
99 result = TPM_RC_UPGRADE;
100 goto Cleanup;
101 }
102 else
103 #endif
104 // Excepting FUM, the TPM only accepts TPM2_Startup() after
105 // _TPM_Init. After getting a TPM2_Startup(), TPM2_Startup()
106 // is no longer allowed.
107 iT(('TPMIsStarted() && command.code !'= TPM_CC_Startup)
108 |1 (TPMIsStarted() && command.code == TPM_CC_Startup))
109 {
110 result = TPM_RC_INITIALIZE;
111 goto Cleanup;
112
113 // Start regular command process.
114 NvIndexCachelnit();
115 // Parse Handle buffer.
116 result = ParseHandleBuffer(&command) ;
117 if(result '= TPM_RC_SUCCESS)
118 goto Cleanup;
119 // All handles in the handle area are required to reference TPM-resident
120 // entities.
121 result = EntityGetLoadStatus(&command) ;
122 iTf(result '= TPM_RC_SUCCESS)
123 goto Cleanup;
Family “2.0" TCG Published Page 182

Level 00 Revision 01.38 Copyright © TCG 2006-2016 September 29, 2016



Part 4: Supporting Routines Trusted Platform Module Library

124 // Authorization session handling for the command.

125 ClearCpRpHashes(&command) ;

126 if(command.tag == TPM_ST_SESSIONS)

127 {

128 // Find out session buffer size.

129 result = UINT32_Unmarshal ((UINT32 *)&command.authSize,

130 &command . parameterBuffer,

131 &command .parameterSize);

132 if(result '= TPM_RC_SUCCESS)

133 goto Cleanup;

134 // Perform sanity check on the unmarshaled value. If it is smaller than
135 // the smallest possible session or larger than the remaining size of
136 // the command, then it is an error. NOTE: This check could pass but the
137 // session size could still be wrong. That will be determined after the
138 // sessions are unmarshaled.

139 if(command.authSize < 9

140 |l command.authSize > command.parameterSize)

141

142 result = TPM_RC_SIZE;

143 goto Cleanup;

144 }

145 command.parameterSize -= command.authSize;

146 // The actions of ParseSessionBuffer() are described in the introduction.
147 // As the sessions are parsed command.parameterBuffer is advanced so, on a
148 // successful return, command.parameterBuffer should be pointing at the
149 // Tirst byte of the parameters.

150 result = ParseSessionBuffer(&command);

151 if(result !'= TPM_RC_SUCCESS)

152 goto Cleanup;

153 ¥

154 else

155 {

156 command.authSize = 0;

157 // The command has no authorization sessions.

158 // IT the command requires authorizations, then CheckAuthNoSession() will
159 // return an error.

160 result = CheckAuthNoSession(&command) ;

161 if(result '= TPM_RC_SUCCESS)

162 goto Cleanup;

163

164 // Set up the response buffer pointers. CommandDispatch will marshal the
165 // response parameters starting at the address in command.responseBuffer.
166 // *response = MemoryGetResponseBuffer(command. index);

167 // leave space for the command header

168 command . responseBuffer = *response + STD_RESPONSE_HEADER;

169 // leave space for the parameter size field if needed

170 if(command.tag == TPM_ST_SESSIONS)

171 command.responseBuffer += sizeof(UINT32);

172 if(IsHandlelnResponse(command. index))

173 command. responseBuffer += sizeof(TPM_HANDLE);

174 // CommandDispatcher returns a response handle buffer and a response parameter
175 // buffer if it succeeds. It will also set the parameterSize field in the
176 // buffer if the tag is TPM_RC_SESSIONS.

177 result = CommandDispatcher(&command) ;

178 if(result '= TPM_RC_SUCCESS)

179 goto Cleanup;

180 // Build the session area at the end of the parameter area.

181 Bui ldResponseSession(&command) ;

182 Cleanup:

183 if(g_clearOrderly == TRUE

184 && NV_IS_ORDERLY)

185 {

186 #ifdef USE_DA USED

187 gp-orderlyState = g_daUsed ? SU_DA_USED_VALUE : SU_NONE_VALUE;

188 #else

189 gp-orderlyState = SU_NONE_VALUE;
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190 #endif

191 NV_SYNC_PERSISTENT(orderlyState);
192
193 // This implementation loads an "evict" object to a transient object slot in
194 // RAM whenever an "evict" object handle is used in a command so that the
195 // access to any object is the same. These temporary objects need to be
196 // cleared from RAM whether the command succeeds or fails.
197 ObjectCleanupEvict();
198 // The parameters and sessions have been marshaled. Now tack on the header and
199 // set the sizes
200 Bui ldResponseHeader (&command, *response, result);
201 // Try to commit all the writes to NV if any NV write happened during this
202 // command execution. This check should be made for both succeeded and failed
203 // commands, because a failed one may trigger a NV write in DA logic as well.
204 // This is the only place in the command execution path that may call the NV
205 // commit. If the NV commit fails, the TPM should be put in failure mode.
206 iT((g_updateNV = UT_NONE) && !g_inFailureMode)
207 {
208 iT(g_updateNV == UT_ORDERLY)
209 NvUpdatelndexOrderlyData();
210 iT(INvCommit())
211 FAIL(FATAL_ERROR_INTERNAL);
212 g_updateNV = UT_NONE;
213
214 pAssert((UINT32)command . parameterSize <= maxResponse) ;
215 // Clear unused bits in response buffer.
216 MemorySet(*response + *responseSize, 0, maxResponse - *responseSize);
217 // as a final act, and not before, update the response size.
218 *responseSize = (UINT32)command.parameterSize;
219 return;
220 }
Family “2.0” TCG Published Page 184

Level 00 Revision 01.38 Copyright © TCG 2006-2016 September 29, 2016



©Co~NOOUO~AWNE

Part 4: Supporting Routines Trusted Platform Module Library

6.3 CommandDispatcher.c

6.3.1 Introduction

CommandDispatcher() performs the following operations:

e unmarshals command parameters from the input buffer;

NOTE Unlike other unmarshaling functions, parmBufferStart does not advance. parmBufferSize Is reduced.

e invokes the function that performs the command actions;
e marshals the returned handles, if any; and

e marshals the returned parameters, if any, into the output buffer putting in the parameterSize field
if authorization sessions are present.

NOTE 1 The output buffer is the return from the MemoryGetResponseBuffer() function. It includes the header, handles,
response parameters, and authorization area. respParmsSize is the response parameter size, and does not
include the header, handles, or authorization area.

NOTE 2 The reference implementation is permitted to do compare operations over a union as a byte array. Therefore,
the command parameter in structure must be initialized (e.g., zeroed) before unmarshaling so that the compare
operation is valid in cases where some bytes are unused.

6.3.2 Includes

#include "Tpm.h"

#ifdef TABLE_DRIVEN_DISPATCH //%

typedef TPM_RC(NoFlagFunction)(void *target, BYTE **buffer, INT32 *size);
typedef TPM_RC(FlagFunction)(void *target, BYTE **buffer, INT32 *size, BOOL flag);
typedef FlagFunction *UNMARSHAL_t;

typedef INT1l6(MarshalFunction)(void *source, BYTE **buffer, INT32 *size);
typedef MarshalFunction *MARSHAL_t;

typedef TPM_RC(COMMAND_NO_ARGS) (void);

typedef TPM_RC(COMMAND_IN_ARG)(void *in);

typedef TPM_RC(COMMAND_OUT_ARG) (void *out);

typedef TPM_RC(COMMAND_INOUT_ARG) (void *in, void *out);

typedef union

{
COMMAND_NO_ARGS *NoArgs;
COMMAND_IN_ARG *InArg;
COMMAND_OUT_ARG *outArg;
COMMAND__ INOUT_ARG *iInOutArg;

3 COMMAND_t;

This structure is used by ParseHandleBuffer() and CommandDispatcher(). The parameters in this
structure are unique for each command. The parameters are:
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command -- holds the address of the command processing function
that is called by Command Dispatcher.

inSize -- this is the size of the command-dependent input structure. The input
structure holds the unmarshaled handles and command parameters.
If the command takes no arguments (handles or parameters) then
inSize will have a value of 0.

outSize -- this is the size of the command-dependent output structure. The
output structure holds the results of the command in an unmarshaled
form. When command processing is completed, these values are
marshaled into the output buffer. It is always the case that the
unmarshaled version of an output structure is larger then the
marshaled version. This is because the marshaled version contains
the exact same number of significant bytes but with padding
removed. typesOffsets -- this parameter points to the list of data
types that are to be marshaled or unmarshaled. The list of types
follows the offsets array. The offsets array is variable sized so the
typesOffset filed is necessary for the handle and command
processing to be able to find the types that are being handled. The
offsets array may be empty. The types structure is described below.

offsets -- this is an array of offsets of each of the parameters in the command
or response. When processing the command parameters (not
handles) the list contains the offset of the next parameter. For
example, if the first command parameter has a size of 4 and there is
a second command parameter, then the offset would be 4, indicating
that the second parameter starts at 4. If the second parameter has a
size of 8, and there is a third parameter, then the second entry in
offsets is 12 (4 for the first parameter and 8 for the second). An offset
value of 0 in the list indicates the start of the response parameter list.
When CommandDispatcher() hits this value, it will stop unmarshaling
the parameters and call ‘command.' If a command has no response
parameters and only one command parameter, then offsets can be

an empty list.
typedef struct
{
COMMAND_t command; // Address of the command
UINT16 inSize; // Maximum size of the input structure
UINT16 outSize; // Maximum size of the output structure
UINT16 typesOffset; // address of the types field
UINT16 offsets[1];

} COMMAND_DESCRIPTOR_t;

The types list is an encoded byte array. The byte value has two parts. The most significant bit is used
when a parameter takes a flag and indicates if the flag should be SET or not. The remaining 7 bits are an
index into an array of addresses of marshaling and unmarshaling functions. The array of functions is
divided into 6 sections with a value assigned to denote the start of that section (and the end of the
previous section). The defined offset values for each section are:

a) 0 -- unmarshaling for handles that do not take flags

b) HANDLE_FIRST_FLAG_TYPE -- unmarshaling for handles that take flags

c¢) PARAMETER_FIRST_TYPE -- unmarshaling for parameters that do not take flags
d) PARAMETER_FIRST_FLAG_TYPE -- unmarshaling for parameters that take flags
e) PARAMETER_LAST_TYPE + 1 -- marshaling for handles

f) RESPONSE_PARAMETER_FIRST_TYPE -- marshaling for parameters
RESPONSE_PARAMETER_LAST_TYPE is the last value in the list of marshaling and unmarshaling
functions.
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The types list is constructed with a byte of Oxff at the end of the command parameters and with an Oxff at
the end of the response parameters.

#ifdef COMPRESSED_LISTS

# define PAD_LIST O

#else

# define PAD LIST 1

#endi

#define _COMMAND_ TABLE_DISPATCH_
#include '""CommandDispatchData.h"
#define TEST_COMMAND TPM_CC_Startup
#define NEW_CC

#else

#include "Commands.h"

#endi

6.3.3 Marshal/Unmarshal Functions

6.3.4 ParseHandleBuffer()

This is the table-driven version of the handle buffer unmarshaling code

TPM_RC

ParseHandleBuffer(
COMMAND *command
)

{
TPM_RC result;

#i1T defined TABLE_DRIVEN_DISPATCH
COMMAND_DESCRIPTOR_t *desc;

BYTE *types;
BYTE type;
BYTE dtype;

// Make sure that nothing strange has happened
pAssert(command->index
< sizeof(s_CommandDataArray) / sizeof(COMMAND_DESCRIPTOR_t *));
// Get the address of the descriptor for this command
desc = s_CommandDataArray[command->index];
pAssert(desc = NULL);
// Get the associated list of unmarshaling data types.
types = &((BYTE *)desc)[desc->typesOffset];
// if(s_ccAttr[commandlndex].commandlndex == TEST_ COMMAND)
// commandIndex = commandlndex;
// No handles yet
command->handleNum = O;
// Get the first type value
for(type = *types++;
// check each byte to make sure that we have not hit the start
// of the parameters
(dtype = (type & Ox7F)) < PARAMETER_FIRST_TYPE;
// get the next type
type = *types++)

{
// See if unmarshaling of this handle type requires a flag
iT(dtype < HANDLE_FIRST_FLAG_TYPE)
{
// Look up the function to do the unmarshaling
NoFlagFunction *f = (NoFlagFunction *)UnmarshalArray[dtype];
// call it
result = f(&(command->handles[command->handleNum]),
&command->parameterBuffer,
&command->parameterSize);
}
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80 else

81

82 // Look up the function

83 FlagFunction *f = UnmarshalArray[dtype];

84 // Call it setting the flag to the appropriate value

85 result = f(&(command->handles[command->handleNum]),

86 &command->parameterBuffer,

87 &command->parameterSize, (type & 0x80) !'= 0);

88 }

89 // Got a handle

90 // We do this first so that the match for the handle offset of the
91 // response code works correctly.

92 command->handleNum += 1;

93 if(result '= TPM_RC_SUCCESS)

94 // if the unmarshaling failed, return the response code with the
95 // handle indication set

96 return result + TPM_RC_H + (command->handleNum * TPM_RC_1);
97 }

98 #else

99 BYTE **handleBufferStart = &command->parameterBuffer;
100 INT32 *bufferRemainingSize = &command->parameterSize;

101 TPM_HANDLE *handles = &command->handles[0];

102 UINT32 *handleCount = &command->handleNum;

103 switch(command->code)

104

105 #include "HandleProcess.h"
106 #undef handles

107 default:

108 FAIL(FATAL_ERROR_INTERNAL);
109 break;

110 }

111 #endi

112 return TPM_RC_SUCCESS;

113

}
114  TPM_RC
115 CommandDispatcher(

116 COMMAND *command
117 )
118 {
119 #iT ldefined TABLE_DRIVEN_DISPATCH
120 TPM_RC result;
121 BYTE *parm_buffer = command->parameterBuffer;
122 INT32 *paramBufferSize = &command->parameterSize;
123 BYTE *responseBuffer = command->responseBuffer;
124 INT32 resHandleSize = 0;
125 INT32 *responseHandleSize = &resHandleSize;
126 INT32 *respParmSize = &command->parameterSize;
127 BYTE rHandle[4];
128 BYTE *responseHandle = &rHandle[0];
129 INT32 rSize = MAX RESPONSE_SIZE; // used to make sure that the marshaling
130 // operation does not run away due to
131 // bad parameter in the function
132 // output.
133 TPM_HANDLE *handles = &command->handles[0];
134 switch(GetCommandCode (command->index))
135
136 #include "CommandDispatcher.h"
137 default:
138 FAIL(FATAL_ERROR_INTERNAL);
139 break;
140 }
141 command->responseBuffer = responseBuffer;
142 command->handleNum = 0;
143 // The response handle was marshaled into rHandle. “Unmarshal®™ i1t into
144 // handles.
145 if(*responseHandleSize > 0)
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command->handles[command->handleNum++] = BYTE_ARRAY_TO_UINT32(rHandle);

return TPM_RC_SUCCESS;

#else

COMMAND_DESCRIPTOR_t *desc;

BYTE *types;

BYTE type;

UINT16 *offsets;

UINT16 offset = 0;

UINT32 maxInSize;

BYTE *commandliIn;

INT32 maxOutSize;

BYTE *commandOut;

COMMAND_t cmd;

TPM_HANDLE *handles;

UINT32 hasInParameters = 0;

BOOL hasOutParameters = FALSE;
UINT32 pNum = O;

BYTE dType; // dispatch type
TPM_RC result;

// Get the address of the descriptor for this command
pAssert(command->index
< sizeof(s_CommandDataArray) / sizeof(COMMAND_DESCRIPTOR_t *));
desc = s_CommandDataArray[command->index];
// Get the list of parameter types for this command
pAssert(desc = NULL);
types = &((BYTE *)desc)|[desc->typesOffset];
// Get a pointer to the list of parameter offsets
offsets = &desc->offsets[0];
// pointer to handles
handles = command->handles;
// Get the size required to hold all the unmarshaled parameters for this command
maxInSize = desc->inSize;
// and the size of the output parameter structure returned by this command
maxOutSize = desc->outSize;
// Get a buffer for the input parameters
commandln = MemoryGetActionlnputBuffer(maxInSize);
// And the output parameters
commandOut = (BYTE *)MemoryGetActionOutputBuffer ((UINT32)maxOutSize);
// Get the address of the action code dispatch
cmd = desc->command;
// Copy any handles into the input buffer
for(type = *types++; (type & Ox7F) < PARAMETER_FIRST_TYPE; type = *types++)
{
// "“offset” was initialized to zero so the first unmarshaling will always
// be to the start of the data structure
*(TPM_HANDLE *)&(commandIn[offset]) = *handles++;
// This check is used so that we don"t have to add an additional offset
// value to the offsets list to correspond to the stop value in the
// command parameter list.
iT(*types = OxFF)
offset = *offsets++;
maxInSize -= sizeof(TPM_HANDLE);
hasInParameters++;

// Exit loop with type containing the last value read from types

// maxInSize has the amount of space remaining in the command action input

// buffer. Make sure that we don®"t have more data to unmarshal than is going to
// fit.

// type contains the last value read from types so It is not necessary to

// reload it, which is good because *types now points to the next value

for(; (dType = (type & Ox7F)) <= PARAMETER_LAST_TYPE; type = *types++)

{

pNum++;
iT(dType < PARAMETER_FIRST_FLAG_TYPE)
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212 {

213 NoFlagFunction *f = (NoFlagFunction *)UnmarshalArray[dType];

214 result = f(&commandIn[offset], &command->parameterBuffer,

215 &command->parameterSize);

216 }

217 else

218

219 FlagFunction *f = UnmarshalArray[dType];

220 result = f(&commandIn[offset], &command->parameterBuffer,

221 &command->parameterSize,

222 (type & 0x80) != 0);

223 }

224 if(result '= TPM_RC_SUCCESS)

225 return result + TPM_RC_P + (TPM_RC_1 * pNum);

226 // This check is used so that we don"t have to add an additional offset

227 // value to the offsets list to correspond to the stop value in the

228 // command parameter list.

229 iT(*types = OxFF)

230 offset = *offsets++;

231 hasInParameters++;

232 }

233 // Should have used all the bytes in the input

234 iT(command->parameterSize != 0)

235 return TPM_RC_SIZE;

236 // The command parameter unmarshaling stopped when it hit a value that was out

237 // of range for unmarshaling values and left *types pointing to the first

238 // marshaling type. If that type happens to be the STOP value, then there

239 // are no response parameters. So, set the flag to indicate if there are

240 // output parameters.

241 hasOutParameters = *types != OxFF;

242 // There are four cases for calling, with and without input parameters and with

243 // and without output parameters.

244 iTf(haslInParameters > 0)

245 {

246 if(hasOutParameters)

247 result = cmd.inOutArg(commandin, commandOut);

248 else

249 result = cmd.inArg(commandIn);

250 }

251 else

252 {

253 if(hasOutParameters)

254 result = cmd.outArg(commandOut) ;

255 else

256 result = cmd.noArgs();

257 }

258 if(result = TPM_RC_SUCCESS)

259 return result;

260 // Offset in the marshaled output structure

261 offset = O;

262 // Process the return handles, if any

263 command->handleNum = O;

264 // Could make this a loop to process output handles but there is only ever

265 // one handle in the outputs (for now).

266 type = *types++;

267 iT((dType = (type & Ox7F)) < RESPONSE_PARAMETER_FIRST_TYPE)

268 {

269 // The out->handle value was referenced as TPM_HANDLE in the

270 // action code so it has to be properly aligned.

271 command->handles[command->handleNum++] =

272 *((TPM_HANDLE *)&(commandOut[offset]));

273 maxOutSize -= sizeof(UINT32);

274 type = *types++;

275 offset = *offsets++;

276

277 // Use the size of the command action output buffer as the maximum for the
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278 // number of bytes that can get marshaled. Since the marshaling code has
279 // no pointers to data, all of the data being returned has to be in the
280 // command action output buffer. If we try to marshal more bytes than
281 // could fit into the output buffer, we need to fail.
282 for(; (dType = (type & Ox7F)) <= RESPONSE_PARAMETER_LAST_TYPE
283 && 'g_inFailureMode; type = *types++)
284 {
285 const MARSHAL_t T = MarshalArray[dType];
286 command->parameterSize += f(&commandOut[offset], &command->responseBuffer,
287 &maxOutSize);
288 offset = *offsets++;
289 }
290 return (maxOutSize < 0) ? TPM_RC_FAILURE : TPM_RC_SUCCESS;
291 #endif
292 }
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6.4 SessionProcess.c

6.4.1 Introduction

This file contains the subsystem that process the authorization sessions including implementation of the
Dictionary Attack logic. ExecCommand() uses ParseSessionBuffer() to process the authorization session
area of a command and BuildResponseSession() to create the authorization session area of a response.

6.4.2 Includes and Data Definitions

#define SESSION_PROCESS C
#include "Tpm.h"

6.4.3 Authorization Support Functions

6.4.3.1 IsDAExempted()

This function indicates if a handle is exempted from DA logic. A handle is exempted if it is
a) a primary seed handle,

b) an object with noDA bit SET,

c) an NV Index with TPMA_NV_NO_DA bit SET, or

d) aPCR handle.

Return Value Meaning
TRUE handle is exempted from DA logic
FALSE handle is not exempted from DA logic
BOOL
IsDAExempted(
TPM_HANDLE handle // IN: entity handle
)
{
BOOL result = FALSE;
switch(HandleGetType(handle))
{

case TPM_HT_PERMANENT:
// All permanent handles, other than TPM_RH_LOCKOUT, are exempt from
// DA protection.
result = (handle != TPM_RH_LOCKOUT);
break;
// When this function is called, a persistent object will have been loaded
// into an object slot and assigned a transient handle.
case TPM_HT_TRANSIENT:
{
result = (ObjectGetPublicAttributes(handle).noDA == SET);
break;

}
case TPM_HT_NV_INDEX:

NV_INDEX *nvindex = NvGetlndexInfo(handle, NULL);
result = (nvindex->publicArea.attributes.TPMA_NV_NO DA == SET);
break;

}
case TPM_HT_PCR:
// PCRs are always exempted from DA.
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result = TRUE;

break;
default:

break;

}

return result;

6.4.3.2 IncrementLockout()

This function is called after an authorization failure

Trusted Platform Module Library

that involves use of an authValue. If the entity

referenced by the handle is not exempt from DA protection, then the failedTries counter will be

incremented.

Error Returns Meaning

TPM_RC_AUTH_FAIL

authorization failure that caused DA lockout to increment

TPM_RC_BAD_AUTH

authorization failure did not cause DA lockout to increment

static TPM_RC
IncrementLockout(

UINT32 sessionlndex

)

TPM_HANDLE handle = s_associatedHandles[sessionlndex];
TPM_HANDLE sessionHandle = s_sessionHandles[sessionlndex];
SESSION *session = NULL;

// Don"t increment lockout unless the handle associated with the session
// is DA protected or the session is bound to a DA protected entity.
iT(sessionHandle == TPM_RS_PW)

iT(I1sDAExempted(handle))
return TPM_RC_BAD_ AUTH;

else

session = SessionGet(sessionHandle);

// 1f the session is bound to lockout, then use that as the relevant

// handle. This means that an authorization failure with a bound session
// bound to lockoutAuth will take precedence over any other

// lockout check

if(session->attributes.isLockoutBound == SET)
handle = TPM_RH_LOCKOUT;
if(session->attributes.isDaBound == CLEAR

&& (IsDAExempted(handle) || session->attributes.includeAuth == CLEAR))
// If the handle was changed to TPM_RH_LOCKOUT, this will not return
// TPM_RC_BAD AUTH

return TPM_RC_BAD_AUTH;

¥
if(handle == TPM_RH_LOCKOUT)

{
pAssert(gp-lockOutAuthEnabled == TRUE);
// lockout is no longer enabled
gp- lockOutAuthEnabled = FALSE;
// For TPM_RH_LOCKOUT, if lockoutRecovery is 0, no need to update NV since
// the lockout authorization will be reset at startup.
iT(gp-lockoutRecovery != 0)
i T(NV_IS_AVAILABLE)
// Update NV.
NV_SYNC_PERSISTENT (lockOutAuthEnabled);
else
// No NV access for now. Put the TPM in pending mode.
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s_DAPendingOnNV = TRUE;
}
}
else

{
if(gp-recoveryTime != 0)

gp-failedTries++;

i F(NV_IS_AVAILABLE)
// Record changes to NV. NvWrite will SET g _updateNV
NV_SYNC_PERSISTENT(failedTries);

else
// No NV access for now. Put the TPM in pending mode.
s_DAPendingOnNV = TRUE;

}

// Register a DA failure and reset the timers.
DARegisterFailure(handle);
return TPM_RC_AUTH_FAIL;

6.4.3.3 IsSessionBindEntity()

This function indicates if the entity associated with the handle is the entity, to which this session is bound.
The binding would occur by making the bind parameter in TPM2_StartAuthSession() not equal to
TPM_RH_NULL. The binding only occurs if the session is an HMAC session. The bind value is a
combination of the Name and the authValue of the entity.

Return Value Meaning
TRUE handle points to the session start entity
FALSE handle does not point to the session start entity

static BOOL

IsSessionBindEntity(
TPM_HANDLE associatedHandle, // IN: handle to be authorized
SESSION *session // IN: associated session
)
{
TPM2B_NAME entity; // The bind value for the entity

// 1T the session iIs not bound, return FALSE.
if(session->attributes. isBound)

{
// Compute the bind value for the entity.

SessionComputeBoundEntity(associatedHandle, &entity);
// Compare to the bind value in the session.
return MemoryEqual2B(&entity.b, &session->ul._boundEntity.b);

b
return FALSE;

6.4.3.4 IsPolicySessionRequired()

Checks if a policy session is required for a command. If a command requires DUP or ADMIN role
authorization, then the handle that requires that role is the first handle in the command. This simplifies
this checking. If a new command is created that requires multiple ADMIN role authorizations, then it will
have to be special-cased in this function. A policy session is required if:

a) the command requires the DUP role,
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b) the command requires the ADMIN role and the authorized entity is an object and its adminWithPolicy
bit is SET, or

c) the command requires the ADMIN role and the authorized entity is a permanent handle or an NV
Index.

d) The authorized entity is a PCR belonging to a policy group, and has its policy initialized

Return Value Meaning
TRUE policy session is required
FALSE policy session is not required

static BOOL
IsPolicySessionRequired(
COMMAND__INDEX commandIndex, // IN: command index

UINT32 sessionlndex // IN: session index
)
{
AUTH_ROLE role = CommandAuthRole(commandlndex, sessionlndex);
TPM_HT type = HandleGetType(s_associatedHandles[sessionlndex]);
if(role == AUTH_DUP)
return TRUE;
if(role == AUTH_ADMIN)
{
// We allow an exception for ADMIN role in a transient object. IT the object
// allows ADMIN role actions with authorization, then policy is not
// required. For all other cases, there is no way to override the command
// requirement that a policy be used
iT(type == TPM_HT_TRANSIENT)
{
OBJECT *object = HandleToObject(s_associatedHandles[sessionlndex]);
if(object->publicArea.objectAttributes.adminWithPolicy == CLEAR)
return FALSE;
return TRUE;
}
iT(type == TPM_HT_PCR)
iT(PCRPolicylsAvailable(s_associatedHandles[sessionlndex]))
{
TPM2B_DIGEST policy;
TPMI_ALG_HASH policyAlg;
policyAlg = PCRGetAuthPolicy(s_associatedHandles[sessionlndex],
&policy);
iT(policyAlg = TPM_ALG_NULL)
return TRUE;
}
}
return FALSE;
}

6.4.3.5 IsAuthValueAvailable()

This function indicates if authValue is available and allowed for USER role authorization of an entity.

This function is similar to IsAuthPolicyAvailable() except that it does not check the size of the authValue
as IsAuthPolicyAvailable() does (a null authValue is a valid authorization, but a null policy is not a valid

policy).

This function does not check that the handle reference is valid or if the entity is in an enabled hierarchy.
Those checks are assumed to have been performed during the handle unmarshaling.
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Return Value Meaning
TRUE authValue is available
FALSE authValue is not available

static BOOL

IsAuthValueAvailable(
TPM_HANDLE handle, // IN: handle of entity
COMMAND__INDEX commandlndex, // IN: command index

UINT32
)

BOOL

sessionlndex // IN: session index

result = FALSE;

switch(HandleGetType(handle))

{

case TPM_HT_PERMANENT:

switch(handle)
{
// At this point hierarchy availability has already been
// checked so primary seed handles are always available here
case TPM_RH_OWNER:
case TPM_RH_ENDORSEMENT:
case TPM_RH_PLATFORM:

#ifdef VENDOR_PERMANENT

#endi

// This vendor defined handle associated with the
// manufacturer®s shared secret
case VENDOR_PERMANENT:

// The DA checking has been performed on LockoutAuth but we

// bypass the DA logic if we are using lockout policy. The

// policy would allow execution to continue an lockoutAuth

// could be used, even if direct use of lockoutAuth is disabled
case TPM_RH_LOCKOUT:

// NullAuth is always available.
case TPM_RH_NULL:

result = TRUE;

break;
default:
// Otherwise authValue is not available.
break;
¥
break;

case TPM_HT_TRANSIENT:

Family “2.0"

// A persistent object has already been loaded and the internal
// handle changed.

OBJECT *object;

object = HandleToObject(handle);

// authValue is always available for a sequence object.

// An alternative for this is to SET

// object->publicArea.objectAttributes.userWithAuth when the
// sequence is started.

iT(ObjectlsSequence(object))

result = TRUE;
break;

// authValue is available for an object if it has its sensitive
// portion loaded and
// 1. userWithAuth bit is SET, or
// 2. ADMIN role is required
if(object->attributes._publicOnly == CLEAR
&& (object->publicArea.objectAttributes._userWithAuth == SET
|1 (CommandAuthRole(commandlndex, sessionlndex) == AUTH_ADMIN
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&& object->publicArea.objectAttributes.adminWithPolicy
== CLEAR)))
result = TRUE;

}
break;
case TPM_HT_NV_INDEX:
// NV Index.
{
NV_REF locator;
NV_INDEX *nvindex = NvGetlndexInfo(handle, &locator);
TPMA_NV nvAttributes;
pAssert(nvindex != 0);
nvAttributes = nvindex->publicArea.attributes;
if(IsWriteOperation(commandlndex))
// AuthWrite can"t be set for a PIN index
iT(nvAttributes.TPMA_NV_AUTHWRITE == SET)
result = TRUE;
}
else
{
// A "'read" operation
// For a PIN Index, the authValue is available as long as the
// Index has been written and the pinCount is less than pinLimit
iT(IsNvPinFailIndex(nvAttributes)
|1 IsNvPinPasslIndex(nvAttributes))
{
NV_PIN pin;
iT(nvAttributes.TPMA_NV_WRITTEN != SET)
break; // return false
// get the index values
pin_.intVal = NvGetUINT64Data(nvindex, locator);
if(pin.pin.pinCount < pin.pin.pinLimit)
result = TRUE;
// For non-PIN Indices, need to allow use of the authValue
else if(nvAttributes.TPMA_NV_AUTHREAD == SET)
result = TRUE;
}
}
break;

case TPM_HT_PCR:

// PCR handle.

// authValue is always allowed for PCR
result = TRUE;

break;

default:

}

// Otherwise, authValue is not available
break;

return result;

6.4.3.6 IsAuthPolicyAvailable()

This function indicates if an authPolicy is available and allowed.

This function does not check that the handle reference is valid or if the entity is in an enabled hierarchy.
Those checks are assumed to have been performed during the handle unmarshaling.
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Return Value

Meaning

TRUE

authPolicy is available

FALSE

authPolicy is not available

static BOOL

IsAuthPolicyAvailable(
TPM_HANDLE handle, // IN: handle of entity
COMMAND__INDEX commandlndex, // IN: command index

sessionlndex // IN: session index

result = FALSE;

switch(HandleGetType(handle))

case TPM_HT_PERMANENT:

switch(handle)
{
// At this point hierarchy availability has already been checked.
case TPM_RH_OWNER:
iT(gp-ownerPolicy.t.size 1= 0)
result = TRUE;
break;
case TPM_RH_ENDORSEMENT:
iT(gp-endorsementPolicy.t.size != 0)
result = TRUE;
break;
case TPM_RH_PLATFORM:
if(gc.platformPolicy.t.size 1= 0)
result = TRUE;
break;
case TPM_RH_LOCKOUT:
iT(gp-lockoutPolicy.t.size 1= 0)
result = TRUE;

break;
default:
break;
}
break;

case TPM_HT_TRANSIENT:

// Object handle.

// An evict object would already have been loaded and given a
// transient object handle by this point.

OBJECT *object = HandleToObject(handle);

// Policy authorization is not available for an object with only
// public portion loaded.

if(object->attributes._publicOnly == CLEAR)

// Policy authorization is always available for an object but
// is never available for a sequence.
if(10bjectlsSequence(object))
result = TRUE;
}

break;

}
case TPM_HT_NV_INDEX:

UINT32
)
{
BOOL
{
{
{
Family “2.0"

// An NV Index.

NV_INDEX *nvindex = NvGetlndexInfo(handle, NULL);
TPMA_NV attributes = nvindex->publicArea.attributes;
// 1f the policy size is not zero, check if policy can be used.
if(nvindex->publicArea.authPolicy.t.size 1= 0)

{
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// 1T policy session is required for this handle, always
// uses policy regardless of the attributes bit setting
if(IsPolicySessionRequired(commandlndex, sessionlndex))
result = TRUE;
// Otherwise, the presence of the policy depends on the NV
// attributes.
else if(IsWriteOperation(commandlndex))

if(IsNv_TPMA_NV_POLICYWRITE(attributes))
result = TRUE;

iT(IsNV_TPMA_NV_POLICYREAD(attributes))
result = TRUE;

¥
else
¥
3
¥
break;

case TPM_HT_PCR:
// PCR handle.

iT(PCRPolicylsAvailable(handle))
result = TRUE;

break;
default:
break;

return result;

}
6.4.4 Session Parsing Functions
6.4.4.1 ClearCpRpHashes()
void
ClearCpRpHashes(

COMMAND *command

))

{

#1T ALG_SHA1
command->shalCpHash.t.
command->shalRpHash.t.

#endif

#iT ALG_SHA256
command->sha256CpHash.
command->sha256RpHash .

#endif

#iT ALG_SHA384
command->sha384CpHash .
command->sha384RpHash.

#endif

#iT ALG_SHA512
command->sha512CpHash.
command->shab512RpHash.

#endif

#i1T ALG_SM3_256

command->sm3_256CpHash.t.size
command->sm3_256RpHash.t._size

#endi
3
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6.4.4.2 GetCpHashPointer()

Function to get a pointer to the cpHash of the command

static TPM2B_DIGEST *

GetCpHashPointer(
COMMAND *command,
TPMI_ALG_HASH hashAlg
)

{
switch(hashAlg)

{
#iT ALG_SHA1
case TPM_ALG_SHA1:
return (TPM2B_DIGEST *)&command->shalCpHash;
#endif
#i1T ALG_SHA256
case TPM_ALG_SHA256:
return (TPM2B_DIGEST *)&command->sha256CpHash;
#endif
#i1T ALG_SHA384
case TPM_ALG_SHA384:
return (TPM2B_DIGEST *)&command->sha384CpHash;
#endif
#iT ALG_SHA512
case TPM_ALG _SHA512:
return (TPM2B_DIGEST *)&command->sha512CpHash;
#endif
#iT ALG_SM3_256
case TPM_ALG_SM3 256:
return (TPM2B_DIGEST *)&command->sm3_256CpHash;
#endif
default:
break;

return NULL;

6.4.4.3 GetRpHashPointer()

Function to get a pointer to the RpHash() of the command

static TPM2B_DIGEST *

GetRpHashPointer(
COMMAND *command,
TPMI_ALG_HASH hashAlg
)

{
switch(hashAlg)

{
#iT ALG_SHA1
case TPM_ALG SHAl:
return (TPM2B_DIGEST *)&command->shalRpHash;
#endif
#iT ALG_SHA256
case TPM_ALG SHA256:
return (TPM2B_DIGEST *)&command->sha256RpHash;
#endif
#iT ALG_SHA384
case TPM_ALG_SHA384:
return (TPM2B_DIGEST *)&command->sha384RpHash;
#endif
#1T ALG_SHA512
case TPM_ALG_SHA512:
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return (TPM2B_DIGEST *)&command->sha512RpHash;
#endif
#iT ALG_SM3_256
case TPM_ALG SM3 256:
return (TPM2B_DIGEST *)&command->sm3_256RpHash;
#endif
default:
break;

return NULL;

6.4.4.4 ComputeCpHash()

This function computes the cpHash as defined in Part 2 and described in Part 1.

static TPM2B_DIGEST *

ComputeCpHash(
COMMAND *command, // IN: command parsing structure
TPMI_ALG_HASH hashAlg // IN: hash algorithm
)
{
UINT32 i;
HASH_STATE hashState;
TPM2B_NAME name;
TPM2B_DIGEST *cpHash;
// cpHash = hash(commandCode [ || authNamel
// [ Il authName2
// [ 1l authName 3 111
// [ 1] parameters])
// A cpHash can contain just a commandCode only if the lone session is

// an audit session.

// Get pointer to the hash value

cpHash = GetCpHashPointer(command, hashAlg);
if(cpHash->t_.size == 0)

cpHash->t_size = CryptHashStart(&hashState, hashAlg);
// Add commandCode.

CryptDigestUpdatelnt(&hashState, sizeof(TPM_CC), command->code);
// Add authNames for each of the handles.

for(i = 0; 1 < command->handleNum; i++)
CryptDigestUpdate2B(&hashState, &EntityGetName(command->handles[i],

&name)->b);

// Add the parameters.

CryptDigestUpdate(&hashState, command->parameterSize,

command->parameterBuffer);

// Complete the hash.

CryptHashEnd2B(&hashState, &cpHash->b);

return cpHash;

6.4.4.5 GetCpHash()

This function is used to access a precomputed cpHash.

static TPM2B_DIGEST *

GetCpHash(
COMMAND *command,
TPMI_ALG_HASH hashAlg
)
TPM2B_DIGEST *cpHash = GetCpHashPointer(command, hashAlg);
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pAssert(cpHash->t.size != 0);
return cpHash;

6.4.4.6 CompareTemplateHash()

This function computes the template hash and compares it to the session templateHash. It is the hash of
the second parameter assuming that the command is TPM2_Create(), TPM2_CreatePrimary(), or
TPM2_Derive()

static BOOL
CompareTemplateHash(

COMMAND *command, // IN: parsing structure
SESSION *session // IN: session data
)

{
BYTE *pBuffer = command->parameterBuffer;
INT32 pSize = command->parameterSize;
TPM2B_DIGEST tHash;
UINT16 size;

//

// Only try this for the three commands for which it is intended
if(command->code != TPM_CC_Create
&& command->code !'= TPM_CC_CreatePrimary
#ifdef TPM_CC_Createloaded
&& command->code != TPM_CC CreatelLoaded

)
return FALSE;

// Assume that the first parameter is a TPM2B and unmarshal the size field
// Note: this will not affect the parameter buffer and size in the calling
// function.
IT(UINT16_Unmarshal (&size, &pBuffer, &pSize) != TPM_RC_SUCCESS)
return FALSE;
// reduce the space in the buffer.
// NOTE: this could make pSize go negative if the parameters are not correct but
// the unmarshaling code does not try to unmarshal if the remaining size is
// negative.
pSize -= size;
// Advance the pointer
pBuffer += size;
// Get the size of what should be the template
iT(UINT16_Unmarshal (&size, &pBuffer, &pSize) !'= TPM_RC_SUCCESS)
return FALSE;
// See ifT this is reasonable
if(size > pSize)
return FALSE;
// Hash the template data
tHash.t.size = CryptHashBlock(session->authHashAlg, size, pBuffer,
sizeof(tHash.t_buffer), tHash.t_buffer);
return(MemoryEqual2B(&session->ul.templateHash.b, &tHash.b));

#endi

6.4.4.7 ComparNameHash()

This function computes the name hash and compares it to the nameHash in the session data.

BOOL
CompareNameHash(
COMMAND *command, // IN: main parsing structure
SESSION *session // IN: session structure with nameHash
)
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HASH_STATE hashState;
TPM2B_DIGEST nameHash;
UINT32 i
TPM2B_NAME name;
//
nameHash.t.size = CryptHashStart(&hashState, session->authHashAlg);
// Add names.
for(i = 0; 1 < command->handleNum; i++)
CryptDigestUpdate2B(&hashState, &EntityGetName(command->handles[i],
&name)->b);
// Complete hash.
CryptHashEnd2B(&hashState, &nameHash.b);
// and compare
return MemoryEqual (session->ul_nameHash.t._buffer, nameHash.t._buffer,
nameHash.t.size);

6.4.4.8 CheckPWAuthSession()
This function validates the authorization provided in a PWAP session. It compares the input value to

authValue of the authorized entity. Argument sessionindex is used to get handles handle of the
referenced entities from s_inputAuthValues[] and s_associatedHandles][].

Error Returns Meaning
TPM_RC_AUTH_FAIL authorization fails and increments DA failure count
TPM_RC_BAD_AUTH authorization fails but DA does not apply

static TPM_RC

CheckPWAuthSession(
UINT32 sessionlndex // IN: index of session to be processed
)
{
TPM2B_AUTH authValue;
TPM_HANDLE associatedHandle = s_associatedHandles[sessionlndex];

// Strip trailing zeros from the password.

MemoryRemoveTrai lingZeros(&s_inputAuthValues[sessionlindex]);

// Get the authValue with trailing zeros removed
EntityGetAuthValue(associatedHandle, &authValue);

// Success if the values are identical.
iT(MemoryEqual2B(&s_inputAuthValues[sessionlndex].b, &authValue.b))

return TPM_RC_SUCCESS;

}

else // if the digests are not identical
// Invoke DA protection if applicable.
return IncrementLockout(sessionlndex);

}

6.4.4.9 ComputeCommandHMAC()

This function computes the HMAC for an authorization session in a command.

static TPM2B_DIGEST *

ComputeCommandHMAC(
COMMAND *command, // IN: primary control structure
UINT32 sessionlndex, // IN: index of session to be processed
TPM2B_DIGEST *hmac // OUT: authorization HMAC
)
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585 {
586 TPM2B_TYPE(KEY, (sizeof(AUTH_VALUE) * 2));
587 TPM2B_KEY key;
588 BYTE marshalBuffer[sizeof(TPMA_SESSION)];
589 BYTE *buffer;
590 UINT32 marshalSize;
591 HMAC_STATE hmacState;
592 TPM2B_NONCE *nonceDecrypt;
593 TPM2B_NONCE *nonceEncrypt;
594 SESSION *session;
595 nonceDecrypt = NULL;
596 nonceEncrypt = NULL;
597 // Determine if extra nonceTPM values are going to be required.
598 // 1T this is the first session (sessionlndex = 0) and it is an authorization
599 // session that uses an HMAC, then check if additional session nonces are to be
600 // included.
601 if(sessionlndex ==
602 && s_associatedHandles[sessionlndex] !'= TPM_RH_UNASSIGNED)
603 {
604 // 1T there is a decrypt session and if this is not the decrypt session,
605 // then an extra nonce may be needed.
606 iT(s_decryptSessionlndex '= UNDEFINED_INDEX
607 && s_decryptSessionlndex != sessionlndex)
608
609 // Will add the nonce for the decrypt session.
610 SESSION *decryptSession
611 = SessionGet(s_sessionHandles[s_decryptSessionlndex]);
612 nonceDecrypt = &decryptSession->nonceTPM;
613
614 // Now repeat for the encrypt session.
615 iT(s_encryptSessionlndex "= UNDEFINED_INDEX
616 && s_encryptSessionlndex != sessionlndex
617 && s_encryptSessionlndex != s _decryptSessionlndex)
618
619 // Have to have the nonce for the encrypt session.
620 SESSION *encryptSession
621 = SessionGet(s_sessionHandles[s_encryptSessionlndex]);
622 nonceEncrypt = &encryptSession->nonceTPM;
623 }
624 }
625 // Continue with the HMAC processing.
626 session = SessionGet(s_sessionHandles[sessionlndex]);
627 // Generate HMAC key.
628 MemoryCopy2B(&key.b, &session->sessionKey.b, sizeof(key.t.buffer));
629 // Check if the session has an associated handle and if the associated entity
630 // is the one to which the session is bound. If not, add the authValue of
631 // this entity to the HMAC key.
632 // If the session is bound to the object or the session is a policy session
633 // with no authValue required, do not include the authValue in the HMAC key.
634 // Note: For a policy session, its isBound attribute is CLEARED.
635 // Include the entity authValue if it is needed
636 iT(session->attributes.includeAuth == SET)
637 {
638 TPM2B_AUTH authValue;
639 // Get the entity authValue with trailing zeros removed
640 EntityGetAuthValue(s_associatedHandles[sessionlndex], &authValue);
641 // add the authValue to the HMAC key
642 MemoryConcat2B(&key.b, &authValue.b, sizeof(key.t.buffer));
643 }
644 // if the HVAC key size is 0, a NULL string HMAC is allowed
645 if(key.t.size ==
646 && s_inputAuthValues[sessionlndex].t.size == 0)
647 {
648 hmac->t.size = O;
649 return hmac;
650 }
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// Start HMAC

hmac->t._.size = CryptHmacStart2B(&hmacState, session->authHashAlg, &key.b);
// Add cpHash

CryptDigestUpdate2B(&hmacState.hashState,

&ComputeCpHash(command, session->authHashAlg)->b);

// Add nonces as required

CryptDigestUpdate2B(&hmacState.hashState, &s_nonceCaller[sessionlndex].b);
CryptDigestUpdate2B(&hmacState .hashState, &session->nonceTPM.b);
if(nonceDecrypt != NULL)

CryptDigestUpdate2B(&hmacState.hashState, &nonceDecrypt->b);
if(nonceEncrypt != NULL)
CryptDigestUpdate2B(&hmacState.hashState, &nonceEncrypt->b);

// Add sessionAttributes

buffer = marshalBuffer;

marshalSize = TPMA_SESSION_Marshal (&(s_attributes[sessionlndex]),

&buffer, NULL);

CryptDigestUpdate(&hmacState.hashState, marshalSize, marshalBuffer);

// Complete the HMAC computation

CryptHmacEnd2B(&hmacState, &hmac->b);

return hmac;

6.4.4.10 CheckSessionHMAC()

This function checks the HMAC of in a session. It uses ComputeCommandHMAC() to compute the
expected HMAC value and then compares the result with the HMAC in the authorization session. The
authorization is successful if they are the same.

If the authorizations are not the same, IncrementLockout() is called. It will return TPM_RC_AUTH_FAIL if
the failure caused the failureCount to increment. Otherwise, it will return TPM_RC_BAD_AUTH.

Error Returns Meaning
TPM_RC_AUTH_FAIL authorization failure caused failureCount increment
TPM_RC_BAD_AUTH authorization failure did not cause failureCount increment

static TPM_RC

CheckSessionHMAC(
COMMAND *command, // IN: primary control structure
UINT32 sessionlndex // IN: index of session to be processed
)
{
TPM2B_DIGEST hmac; // authHMAC for comparing

// Compute authHMAC

ComputeCommandHMAC(command, sessionlndex, &hmac);

// Compare the input HMAC with the authHMAC computed above.
iT("MemoryEqual2B(&s_inputAuthValues[sessionlndex].b, &hmac.b))

{

// 1T an HVMAC session has a failure, invoke the anti-hammering
// it it applies to the authorized entity or the session.

// Otherwise, just indicate that the authorization is bad.
return IncrementLockout(sessionlindex);

}
return TPM_RC_SUCCESS;

6.4.4.11 CheckPolicyAuthSession()

This function is used to validate the authorization in a policy session. This function performs the following
comparisons to see if a policy authorization is properly provided. The check are:

a) compare policyDigest in session with authPolicy associated with the entity to be authorized;
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b) compare timeout if applicable;

c) compare commandCode if applicable;

d) compare cpHash if applicable; and

e) see if PCR values have changed since computed.

If all the above checks succeed, the handle is authorized. The order of these comparisons is not
important because any failure will result in the same error code.

Error Returns Meaning
TPM_RC_PCR_CHANGED PCR value is not current
TPM_RC_POLICY_FAIL policy session fails
TPM_RC_LOCALITY command locality is not allowed
TPM_RC_POLICY_CC CC doesn't match
TPM_RC_EXPIRED policy session has expired
TPM_RC_PP PP is required but not asserted
TPM_RC_NV_UNAVAILABLE NV is not available for write
TPM_RC_NV_RATE NV is rate limiting

691 static TPM_RC
692 CheckPolicyAuthSession(

693 COMMAND *command, // IN: primary parsing structure
694 UINT32 sessionlndex // IN: index of session to be processed
695 )
696 {
697 SESSION *session;
698 TPM2B_DIGEST authPolicy;
699 TPMI_ALG_HASH policyAlqg;
700 UINTS8 locality;
701 // Initialize pointer to the authorization session.
702 session = SessionGet(s_sessionHandles[sessionlndex]);
703 // 1T the command is TPM2_PolicySecret(), make sure that
704 // either password or authValue is required
705 iT(command->code == TPM_CC_PolicySecret
706 && session->attributes. isPasswordNeeded == CLEAR
707 && session->attributes. isAuthValueNeeded == CLEAR)
708 return TPM_RC_MODE;
709 // See if the PCR counter for the session is still valid.
710 iT(1SessionPCRValuelsCurrent(session))
711 return TPM_RC_PCR_CHANGED;
712 // Get authPolicy.
713 policyAlg = EntityGetAuthPolicy(s_associatedHandles[sessionlndex],
714 &authPolicy);
715 // Compare authPolicy.
716 iT(MemoryEqual2B(&session->u2._policyDigest.b, &authPolicy.b))
717 return TPM_RC_POLICY_FAIL;
718 // Policy is OK so check if the other factors are correct
719 // Compare policy hash algorithm.
720 iT(policyAlg != session->authHashAlQg)
721 return TPM_RC_POLICY_FAIL;
722 // Compare timeout.
723 if(session->timeout !'= 0)
724 {
725 // Cannot compare time if clock stop advancing. An TPM_RC_NV_UNAVAILABLE
726 // or TPM_RC_NV_RATE error may be returned here. This doesn®"t mean that
727 // a new nonce will be created just that, because TPM time can"t advance
728 // we can"t do time-based operations.
729 RETURN_IF_NV_IS NOT_AVAILABLE;
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730 iT((session->timeout < g_time)
731 |1 (session->epoch != g_timeEpoch))
732 return TPM_RC_EXPIRED;
733
734 // If command code is provided it must match
735 if(session->commandCode != 0)
736 {
737 if(session->commandCode != command->code)
738 return TPM_RC_POLICY_CC;
739 }
740 else
741 {
742 // 1T command requires a DUP or ADMIN authorization, the session must have
743 // command code set.
744 AUTH_ROLE role = CommandAuthRole(command->index, sessionlndex);
745 if(role == AUTH_ADMIN ]] role == AUTH_DUP)
746 return TPM_RC_POLICY_FAIL;
747 }
748 // Check command locality.
749 {
750 BYTE sessionLocality[sizeof(TPMA_LOCALITY)];
751 BYTE *buffer = sessionLocality;
752 // Get existing locality setting in canonical form
753 sessionLocality[0] = O; // Code analysis says that this is not initialized
754 TPMA_LOCALITY_Marshal (&session->commandLocality, &buffer, NULL);
755 // See if the locality has been set
756 iT(sessionLocality[0] = 0)
757 {
758 // 1f so, get the current locality
759 locality = plat__LocalityGet();
760 if(locality < 5)
761 {
762 iT(((sessionLocality[0] & (1 << locality)) == 0)
763 |l sessionLocality[0] > 31)
764 return TPM_RC_LOCALITY;
765 }
766 else if(locality > 31)
767 {
768 if(sessionLocality[0] !'= locality)
769 return TPM_RC_LOCALITY;
770 }
771 else
772 {
773 // Could throw an assert here but a locality error is just
774 // as good. It just means that, whatever the locality is, it isn"t
775 // the locality requested so...
776 return TPM_RC_LOCALITY;
777 }
778 }
779 } 7/ end of locality check
780 // Check physical presence.
781 if(session->attributes. isPPRequired == SET
782 && ' plat__PhysicalPresenceAsserted())
783 return TPM_RC_PP;
784 // Compare cpHash/nameHash if defined, or if the command requires an ADMIN or
785 // DUP role for this handle.
786 if(session->ul._cpHash.b.size != 0)
787 {
788 BOOL OK;
789 if(session->attributes. isCpHashDefined)
790 // Compare cpHash.
791 OK = MemoryEqual2B(&session->ul.cpHash.b,
792 &ComputeCpHash(command, session->authHashAlg)->b);
793 else if(session->attributes.isTemplateSet)
794 OK = CompareTemplateHash(command, session);
795 else
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OK = CompareNameHash(command, session);
if(10K)
return TPM_RCS_POLICY_FAIL;

if(session->attributes.checkNvWritten)
{
NV_REF locator;
NV_INDEX *nvindex;
// 1T this is not an NV index, the policy makes no sense so fail iIt.
iT(HandleGetType(s_associatedHandles[sessionlndex]) != TPM_HT_NV_INDEX)
return TPM_RC_POLICY_FAIL;
// Get the index data
nvindex = NvGetlndexInfo(s_associatedHandles[sessionlndex], &locator);
// Make sure that the TPMA WRITTEN_ATTRIBUTE has the desired state
iT((I1sNv_TPMA_NV_WRITTEN(nvIndex->publicArea.attributes))
I= (session->attributes_nvWrittenState == SET))
return TPM_RC_POLICY_FAIL;

return TPM_RC_SUCCESS;

6.4.4.12 RetrieveSessionData()

This function will unmarshal the sessions in the session area of a command. The values are placed in the
arrays that are defined at the beginning of this file. The normal unmarshaling errors are possible.

Error Returns Meaning

TPM_RC_SUCCSS unmarshaled without error

TPM_RC_SIZE the number of bytes unmarshaled is not the same as the value for
authorizationSize in the command

static TPM_RC
RetrieveSessionData(
COMMAND *command // IN: main parsing structure for command

)

int i;
TPM_RC result;
SESSION *session;
TPM_HT sessionType;
INT32 sessionlndex;
TPM_RC errorilndex;
s_decryptSessionlndex = UNDEFINED_INDEX;
s_encryptSessionlndex = UNDEFINED_INDEX;
s_auditSessionlndex = UNDEFINED_INDEX;
for(sessionlndex = 0; command->authSize > 0; sessionlndex++)
{
errorindex = TPM_RC_S + g_rclIndex[sessionlndex];
// If maximum allowed number of sessions has been parsed, return a size
// error with a session number that is larger than the number of allowed
// sessions
iT(sessionlndex == MAX_SESSION_NUM)
return TPM_RCS_SIZE + errorlndex;
// make sure that the associated handle for each session starts out
// unassigned
s_associatedHandles[sessionIndex] = TPM_RH_UNASSIGNED;
// First parameter: Session handle.
result = TPMI_SH_AUTH_SESSION_Unmarshal (
&s_sessionHandles[sessionlIndex],
&command->parameterBuffer,
&command->authSize, TRUE);
if(result = TPM_RC_SUCCESS)
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847 return result + TPM_RC_S + g_rclndex[sessionlndex];
848 // Second parameter: Nonce.
849 result = TPM2B_NONCE_Unmarshal (&s_nonceCaller[sessionlndex],
850 &command->parameterBuffer,
851 &command->authSize);
852 if(result '= TPM_RC_SUCCESS)
853 return result + TPM_RC_S + g_rclndex[sessionlndex];
854 // Third parameter: sessionAttributes.
855 result = TPMA_SESSION_Unmarshal (&s_attributes[sessionlindex],
856 &command->parameterBuffer,
857 &command->authSize);
858 iT(result '= TPM_RC_SUCCESS)
859 return result + TPM_RC_S + g_rclndex[sessionlndex];
860 // Fourth parameter: authValue (PW or HMAC).
861 result = TPM2B_AUTH_Unmarshal (&s_inputAuthValues[sessionlndex],
862 &command->parameterBuffer,
863 &command->authSize);
864 if(result '= TPM_RC_SUCCESS)
865 return result + errorindex;
866 iT(s_sessionHandles[sessionlndex] == TPM_RS_PW)
867 {
868 // A PWAP session needs additional processing.
869 // Can"t have any attributes set other than continueSession bit
870 if(s_attributes[sessionlndex].encrypt
871 |1 s_attributes[sessionlndex].decrypt
872 |l s_attributes[sessionlndex].audit
873 |1 s_attributes[sessionlndex].auditExclusive
874 |l s_attributes[sessionlndex].auditReset)
875 return TPM_RCS_ATTRIBUTES + errorindex;
876 // The nonce size must be zero.
877 iT(s_nonceCaller[sessionlndex].t.size != 0)
878 return TPM_RCS_NONCE + errorindex;
879 continue;
880
881 // For not password sessions...
882 // Find out if the session is loaded.
883 if(1SessionlsLoaded(s_sessionHandles[sessionlndex]))
884 return TPM_RC_REFERENCE_SO + sessionlndex;
885 sessionType = HandleGetType(s_sessionHandles[sessionlndex]);
886 session = SessionGet(s_sessionHandles[sessionlndex]);
887 // Check if the session is an HMAC/policy session.
888 if((session->attributes.isPolicy == SET
889 && sessionType == TPM_HT_HMAC_SESSION)
890 |l (session->attributes.isPolicy == CLEAR
891 && sessionType == TPM_HT_POLICY_SESSION))
892 return TPM_RCS_HANDLE + errorindex;
893 // Check that this handle has not previously been used.
894 for(i = 0; 1 < sessionlndex; i++)
895
896 iT(s_sessionHandles[i] == s_sessionHandles[sessionlndex])
897 return TPM_RCS HANDLE + errorlndex;
898
899 // 1f the session is used for parameter encryption or audit as well, set
900 // the corresponding indices.
901 // First process decrypt.
902 if(s_attributes[sessionlndex] .decrypt)
903 {
904 // Check if the commandCode allows command parameter encryption.
905 iT(DecryptSize(command->index) == 0)
906 return TPM_RCS_ATTRIBUTES + errorindex;
907 // Encrypt attribute can only appear in one session
908 iT(s_decryptSessionlndex = UNDEFINED_INDEX)
909 return TPM_RCS_ATTRIBUTES + errorindex;
910 // Can"t decrypt if the session®s symmetric algorithm is TPM_ALG_NULL
911 if(session->symmetric.algorithm == TPM_ALG_NULL)
912 return TPM_RCS_SYMMETRIC + errorlndex;
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// All checks passed, so set the index for the session used to decrypt
// a command parameter .
s_decryptSessionlndex = sessionlndex;

// Now process encrypt.
iT(s_attributes[sessionlndex] .encrypt)
{
// Check if the commandCode allows response parameter encryption.
iT(EncryptSize(command->index) == 0)
return TPM_RCS_ATTRIBUTES + errorindex;
// Encrypt attribute can only appear in one session.
iT(s_encryptSessionlndex = UNDEFINED_INDEX)
return TPM_RCS_ATTRIBUTES + errorlindex;
// Can"t encrypt if the session®s symmetric algorithm is TPM_ALG_NULL
iT(session->symmetric.algorithm == TPM_ALG_NULL)
return TPM_RCS_SYMMETRIC + errorindex;
// All checks passed, so set the index for the session used to encrypt
// a response parameter.
s_encryptSessionlndex = sessionlndex;
}
// At last process audit.
iT(s_attributes[sessionindex].audit)
{
// Audit attribute can only appear in one session.
iT(s_auditSessionlndex '= UNDEFINED_INDEX)
return TPM_RCS_ATTRIBUTES + errorlindex;
// An audit session can not be policy session.
iT(HandleGetType(s_sessionHandles[sessionlndex])
== TPM_HT_POLICY_SESSION)
return TPM_RCS_ATTRIBUTES + errorlindex;
// 1T this is a reset of the audit session, or the first use
// of the session as an audit session, it doesn®"t matter what
// the exclusive state is. The session will become exclusive.
iT(s_attributes[sessionlndex] .auditReset == CLEAR
&& session->attributes.isAudit == SET)
{

// Not Tirst use or reset. ITf auditExlusive is SET, then this
// session must be the current exclusive session.
iT(s_attributes[sessionlndex].auditExclusive == SET
&& g_exclusiveAuditSession != s_sessionHandles[sessionlndex])
return TPM_RC_EXCLUSIVE;

s_auditSessionlndex = sessionlndex;

}

// Initialize associated handle as undefined. This will be changed when
// the handles are processed.
s_associatedHandles[sessionlndex] = TPM_RH_UNASSIGNED;

}

command->sessionNum = sessionlndex;
return TPM_RC_SUCCESS;

6.4.4.13 CheckLockedOut()

This function checks to see if the TPM is in lockout. This function should only be called if the entity being
checked is subject to DA protection. The TPM is in lockout if the NV is not available and a DA write is
pending. Otherwise the TPM is locked out if checking for lockoutAuth (lockoutAuthCheck == TRUE) and
use of lockoutAuth is disabled, or failedTries >= maxTries
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Error Returns Meaning

TPM_RC_NV_RATE NV is rate limiting

TPM_RC_NV_UNAVAILABLE NV is not available at this time

TPM_RC_LOCKOUT TPM is in lockout

static TPM_RC

CheckLockedOut(
BOOL lockoutAuthCheck  // IN: TRUE 1T checking is for lockoutAuth
)

{

// If NV is unavailable, and current cycle state recorded in NV is not
// SU_NONE_VALUE, refuse to check any authorization because we would
// not be able to handle a DA failure.
iT(INV_IS_AVAILABLE && NV_IS_ORDERLY)
return g_NvStatus;
// Check if DA info needs to be updated in NV.
i T(s_DAPendingOnNV)
{
// 1f NV is accessible,
RETURN_IF_NV_IS_NOT_AVAILABLE;
// ... write the pending DA data and proceed.
NV_SYNC_PERSISTENT (lockOutAuthEnabled);
NV_SYNC_PERSISTENT(failedTries);
s_DAPendingOnNV = FALSE;

// Lockout is in effect if checking for lockoutAuth and use of lockoutAuth
// is disabled...
iT(lockoutAuthCheck)
{
iT(gp-lockOutAuthEnabled == FALSE)
return TPM_RC_LOCKOUT;
}

else

// ... or if the number of failed tries has been maxed out.
iT(gp-failedTries >= gp.maxTries)
return TPM_RC_LOCKOUT;
#ifdef USE_DA USED
// If the daUsed flag is not SET, then no DA validation until the
// daUsed state is written to NV
iT(1g_daUsed)
{

RETURN_IF_NV_1S_NOT_AVAILABLE;
g_daUsed = TRUE;

gp-orderlyState = SU_DA_USED_VALUE;
NV_SYNC_PERSISTENT(orderlyState);
return TPM_RC_RETRY;

T
#endi

}
return TPM_RC_SUCCESS;

6.4.4.14 CheckAuthSession()

This function checks that the authorization session properly authorizes the use of the associated handle.
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Error Returns Meaning

TPM_RC_LOCKOUT entity is protected by DA and TPM is in lockout, or TPM is locked out
on NV update pending on DA parameters

TPM_RC_PP Physical Presence is required but not provided

TPM_RC_AUTH_FAIL HMAC or PW authorization failed with DA side-effects (can be a
policy session)

TPM_RC_BAD_AUTH HMAC or PW authorization failed without DA side-effects (can be a
policy session)

TPM_RC_POLICY_FAIL if policy session fails

TPM_RC_POLICY_CC command code of policy was wrong

TPM_RC_EXPIRED the policy session has expired

TPM_RC_PCR ???

TPM_RC_AUTH_UNAVAILABLE | authValue or authPolicy unavailable

static TPM_RC

CheckAuthSession(
COMMAND *command, // IN: primary parsing structure
UINT32 sessionlndex // IN: index of session to be processed
)

{
TPM_RC result = TPM_RC_SUCCESS;
SESSION *session = NULL;
TPM_HANDLE sessionHandle = s_sessionHandles[sessionlndex];
TPM_HANDLE associatedHandle = s_associatedHandles[sessionlndex];
TPM_HT sessionHandleType = HandleGetType(sessionHandle);

pAssert(sessionHandle '= TPM_RH_UNASSIGNED) ;
// Take care of physical presence
if(associatedHandle == TPM_RH_PLATFORM)

{

}

// 1f the physical presence is required for this command, check for PP
// assertion. If it isn"t asserted, no point going any further.
iT(PhysicalPresencelsRequired(command->index)

&& ' plat__PhysicalPresenceAsserted())

return TPM_RC_PP;

iT(sessionHandle = TPM_RS_PW)

{

session = SessionGet(sessionHandle);

// Set includeAuth to indicate if DA checking will be required and if the
// authValue will be included in any HMAC.

if(sessionHandleType == TPM_HT_POLICY_SESSION)

// For a policy session, will check the DA status of the entity if either
// i1sAuthValueNeeded or isPasswordNeeded is SET.
session->attributes. includeAuth =

session->attributes. isAuthValueNeeded

|l session->attributes.isPasswordNeeded;

by
else
// For an HMAC session, need to check unless the session
// is bound.
session->attributes. includeAuth =
I1sSessionBindEntity(s_associatedHandles[sessionlndex], session);
b

// 1T the authorization session is going to use an authvValue, then make sure
// that access to that authValue isn"t locked out.
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1055 // Note: session == NULL for a PW session.
1056 if(session == NULL || session->attributes. includeAuth)
1057 {
1058 // See if entity is subject to lockout.
1059 iT(11sDAExempted(associatedHandle))
1060 {
1061 // See if in lockout
1062 result = CheckLockedOut(associatedHandle == TPM_RH_LOCKOUT);
1063 if(result '= TPM_RC_SUCCESS)
1064 return result;
1065 }
1066 }
1067 // Policy or HMAC+PW?
1068 if(sessionHandleType = TPM_HT_POLICY_SESSION)
1069 {
1070 // fTor non-policy session make sure that a policy session is not required
1071 iT(IsPolicySessionRequired(command->index, sessionlndex))
1072 return TPM_RC_AUTH_TYPE;
1073 // The authValue must be available.
1074 // Note: The authValue is going to be "used" even if it is an EmptyAuth.
1075 // and the session is bound.
1076 iT('IsAuthvalueAvailable(associatedHandle, command->index, sessionlndex))
1077 return TPM_RC_AUTH_UNAVAILABLE;
1078 H
1079 else
1080 {
1081 // ... see if the entity has a policy,
1082 // Note: IsAutPolciyAvalable will return FALSE if the sensitive area of the
1083 // object is not loaded
1084 if(11sAuthPolicyAvailable(associatedHandle, command->index, sessionlndex))
1085 return TPM_RC_AUTH_UNAVAILABLE;
1086 // ... and check the policy session.
1087 result = CheckPolicyAuthSession(command, sessionlndex);
1088 if(result !'= TPM_RC_SUCCESS)
1089 return result;
1090
1091 // Check authorization according to the type
1092 if(session == NULL || session->attributes. isPasswordNeeded == SET)
1093 result = CheckPWAuthSession(sessionlndex);
1094 else
1095 result = CheckSessionHMAC(command, sessionlndex);
1096 // Do processing for PIN indices are only three possibilities for “result® at
1097 // this point.
1098 // TPM_RC_SUCCESS
1099 // TPM_RC_AUTH_FAIL
1100 // TPM_RC_BAD_AUTH
1101 // For all these cases, we would have to process a PIN index if the
1102 // authValue of the index was used for authorization.
1103 // See if we need to do anything to a PIN index
1104 iT(TPM_HT_NV_INDEX == HandleGetType(associatedHandle))
1105 {
1106 NV_REF locator;
1107 NV_INDEX *nvindex = NvGetlndexInfo(associatedHandle, &locator);
1108 NV_PIN pinData;
1109 TPMA_ NV nvAttributes;
1110 pAssert(nvindex != NULL);
1111 nvAttributes = nvindex->publicArea.attributes;
1112 // If this is a PIN FAIL index and the value has been written
1113 // then we can update the counter (increment or clear)
1114 iT(IsNvPinFailIndex(nvAttributes) && nvAttributes.TPMA_NV_WRITTEN == SET)
1115 {
1116 pinData.intVal = NvGetUINT64Data(nvindex, locator);
1117 iT(result '= TPM_RC_SUCCESS)
1118 pinData.pin.pinCount++;
1119 else
1120 pinData.pin.pinCount = O;
Family “2.0" TCG Published Page 213

Level 00 Revision 01.38 Copyright © TCG 2006-2016 September 29, 2016



Part 4: Supporting Routines Trusted Platform Module Library

1121 NvWriteUINT64Data(nvindex, pinData.intVal);

1122 }

1123 // 1T this is a PIN PASS Index, increment if we have used the
1124 // authorization value for anything other than NV_Read.

1125 // NOTE: If the counter has already hit the limit, then we

1126 // would not get here because the authorization value would not
1127 // be available and the TPM would have returned before it gets here
1128 else 1T(IsNvPinPasslindex(nvAttributes)

1129 && nvAttributes.TPMA NV_WRITTEN == SET

1130 && result == TPM_RC_SUCCESS)

1131 {

1132 // If the access is valid, then increment the use counter
1133 pinData.intVal = NvGetUINT64Data(nvindex, locator);

1134 pinData.pin.pinCount++;

1135 NvWriteUINT64Data(nvindex, pinData.intVal);

1136 }

1137 }

1138 return result;

1139

}
1140 #ifdef TPM_CC_GetCommandAuditDigest

6.4.4.15 CheckCommandAudit()

This function is called before the command is processed if audit is enabled for the command. It will check
to see if the audit can be performed and will ensure that the cpHash is available for the audit.

Error Returns Meaning

TPM_RC_NV_UNAVAILABLE NV is not available for write

TPM_RC_NV_RATE NV is rate limiting

1141 static TPM_RC
1142 CheckCommandAudi t(

1143 COMMAND *command

1144 )

1145 {

1146 // If the audit digest is clear and command audit is required, NV must be
1147 // available so that TPM2_GetCommandAuditDigest() is able to increment
1148 // audit counter. IT NV is not available, the function bails out to prevent
1149 // the TPM from attempting an operation that would fail anyway.

1150 if(gr.commandAuditDigest.t.size ==

1151 |1 GetCommandCode(command->index) == TPM_CC_GetCommandAuditDigest)
1152 {

1153 RETURN_IF_NV_1S_NOT_AVAILABLE;

1154

1155 // Make sure that the cpHash is computed for the algorithm

1156 ComputeCpHash(command, gp-.auditHashAlQ);

1157 return TPM_RC_SUCCESS;

1158

3
1159 #endi

6.4.4.16 ParseSessionBuffer()

This function is the entry function for command session processing. It iterates sessions in session area
and reports if the required authorization has been properly provided. It also processes audit session and
passes the information of encryption sessions to parameter encryption module.
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Error Returns Meaning
various parsing failure or authorization failure
TPM_RC
ParseSessionBuffer(
COMMAND *command // IN: the structure that contains
)
{
TPM_RC result;
UINT32 i;
INT32 size = 0;
TPM2B_AUTH extraKey;
UINT32 sessionlndex;
TPM_RC errorilndex;
SESSION *session = NULL;

// Check if a command allows any session in Its session area.
iT(1IsSessionAllowed(command->index))
return TPM_RC_AUTH_CONTEXT;
// Default-initialization.
command->sessionNum = 0;
result = RetrieveSessionData(command);
if(result '= TPM_RC_SUCCESS)
return result;
// There is no command in the TPM spec that has more handles than
// MAX_SESSION_NUM.
pAssert(command->handleNum <= MAX_SESSION_NUM);
// Associate the session with an authorization handle.
for(i = 0; 1 < command->handleNum; i++)

if(CommandAuthRole(command->index, 1) != AUTH_NONE)

{
// If the received session number is less than the number of handles
// that requires authorization, an error should be returned.
// Note: for all the TPM 2.0 commands, handles requiring
// authorization come first in a command input and there are only ever
// two values requiring authorization
if(i > (command->sessionNum - 1))
return TPM_RC_AUTH_MISSING;
// Record the handle associated with the authorization session
s_associatedHandles[i] = command->handles[i];
}

}

// Consistency checks are done first to avoid authorization failure when the
// command will not be executed anyway.
for(sessionlndex = 0; sessionlndex < command->sessionNum; sessionlndex++)
{
errorindex = TPM_RC_S + g_rclndex[sessionlndex];
// PW session must be an authorization session
iT(s_sessionHandles[sessionlndex] == TPM_RS_PW)
{
iT(s_associatedHandles[sessionIndex] == TPM_RH_UNASSIGNED)
return TPM_RCS_HANDLE + errorindex;
// a password session can"t be audit, encrypt or decrypt
iT(s_attributes[sessionindex].audit == SET
|1 s_attributes[sessionlndex].encrypt == SET
|1 s_attributes[sessionlndex].decrypt == SET)
return TPM_RCS_ATTRIBUTES + errorindex;
session = NULL;

}
else
{ _ _ _ _
session = SessionGet(s_sessionHandles[sessionlndex]);
// A trial session can not appear in session area, because it cannot
// be used for authorization, audit or encrypt/decrypt.
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3
#ifdef

//

//

if(session->attributes.isTrialPolicy == SET)
return TPM_RCS_ATTRIBUTES + errorlindex;
// See if the session is bound to a DA protected entity
// NOTE: Since a policy session is never bound, a policy is still
// usable even if the object is DA protected and the TPM is in

// lockout.
iT(session->attributes.isDaBound == SET)
{
result = CheckLockedOut(session->attributes. isLockoutBound == SET);

if(result = TPM_RC_SUCCESS)
return result;

// If this session is for auditing, make sure the cpHash is computed.
if(s_attributes[sessionlndex].audit)
ComputeCpHash(command, session->authHashAlg);

// it the session has an associated handle, check the authorization
if(s_associatedHandles[sessionlndex] '= TPM_RH_UNASSIGNED)
{
result = CheckAuthSession(command, sessionlndex);
iT(result '= TPM_RC_SUCCESS)
return RcSafeAddToResult(result, errorindex);

}

else
{
// a session that is not for authorization must either be encrypt,
// decrypt, or audit
if(s_attributes[sessionlndex].audit == CLEAR
&& s_attributes[sessionlindex].encrypt == CLEAR
&& s_attributes[sessionlndex].decrypt == CLEAR)
return TPM_RCS_ATTRIBUTES + errorindex;
// no authValue included in any of the HMAC computations
pAssert(session != NULL);
session->attributes. includeAuth = CLEAR;
// check HMAC for encrypt/decrypt/audit only sessions
result = CheckSessionHMAC(command, sessionlndex);
if(result = TPM_RC_SUCCESS)
return RcSafeAddToResult(result, errorindex);

}

TPM_CC_GetCommandAuditDigest
Check if the command should be audited. Need to do this before any parameter
encryption so that the cpHash for the audit is correct

iT(CommandAuditlsRequired(command->index))

{

3
#endi
//
//
//
//
//
//

result = CheckCommandAudit(command) ;
if(result = TPM_RC_SUCCESS)
return result; // No session number to reference

Decrypt the first parameter if applicable. This should be the last operation
in session processing.

IT the encrypt session is associated with a handle and the handle®s
authValue is available, then authValue is concatenated with sessionKey to
generate encryption key, no matter if the handle is the session bound entity
or not.

iT(s_decryptSessionlndex = UNDEFINED_INDEX)

// If this is an authorization session, include the authvValue in the
// generation of the decryption key
iT(s_associatedHandles[s_decryptSessionlndex] != TPM_RH_UNASSIGNED)

EntityGetAuthValue(s_associatedHandles[s_decryptSessionlndex],

&extraKey);
}
else
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extraKey.b.size = 0;

}

size

DecryptSize(command->index) ;

result = CryptParameterDecryption(s_sessionHandles[s_decryptSessionlndex],

&s_nonceCaller[s_decryptSessionlndex].b,
command->parameterSize, (UINT16)size,
&extrakKey,

command->parameterBuffer);

if(result = TPM_RC_SUCCESS)
return RcSafeAddToResult(result,

}
return TPM_RC_SUCCESS;

TPM_RC_S + g_rclIndex[s_decryptSessionlndex]);

6.4.4.17 CheckAuthNoSession()

Function to process a command with no session associated. The function makes sure all the handles in
the command require no authorization.

Error Returns

Meaning

TPM_RC_AUTH_MISSING

failure - one or more handles require authorization

TPM_RC
CheckAuthNoSession(
COMMAND *command // IN: command parsing structure
)
{
UINT32 i;
TPM_RC result = TPM_RC_SUCCESS;

// Check if the command requires authorization
for(i = 0; 1 < command->handleNum; i++)

i f(CommandAuthRole(command->index, 1) != AUTH_NONE)
return TPM_RC_AUTH_MISSING;

}

#ifdef TPM_CC_GetCommandAuditDigest
// Check if the command should be audited.
if(CommandAuditlsRequired(command->index))

result = CheckCommandAudit(command);
if(result = TPM_RC_SUCCESS)

return result;

3
#endi

// Initialize number of sessions to be 0O
command->sessionNum = 0;

return TPM_RC_SUCCESS;

6.4.5 Response Session Processing

6.4.5.1 Introduction

The following functions build the session area in a response, and handle the audit sessions (if present).

Family “2.0"
Level 00 Revision 01.38

TCG Published Page 217
Copyright © TCG 2006-2016 September 29, 2016



1328
1329
1330
1331
1332
1333
1334
1335
1336
1337
1338
1339
1340
1341
1342
1343
1344
1345
1346
1347
1348
1349
1350

1351
1352
1353
1354
1355
1356
1357
1358
1359
1360
1361
1362
1363
1364
1365
1366
1367

1368
1369
1370
1371
1372
1373
1374

Part 4: Supporting Routines Trusted Platform Module Library

6.4.5.2 ComputeRpHash()

Function to compute rpHash (Response Parameter Hash). The rpHash is only computed if there is an
HMAC authorization session and the return code is TPM_RC_SUCCESS.

static TPM2B_DIGEST *

ComputeRpHash(
COMMAND *command, // IN: command structure
TPM_ALG_ID hashAlg // IN: hash algorithm to compute rpHash
)

{
TPM2B_DIGEST *rpHash = GetRpHashPointer(command, hashAlg);
HASH_STATE hashState;

if(rpHash->t_size == 0)

// rpHash := hash(responseCode || commandCode || parameters)
// Initiate hash creation.
rpHash->t_size = CryptHashStart(&hashState, hashAlQg);
// Add hash constituents.
CryptDigestUpdatelnt(&hashState, sizeof(TPM_RC), TPM_RC_SUCCESS);
CryptDigestUpdatelnt(&hashState, sizeof(TPM_CC), command->code);
CryptDigestUpdate(&hashState, command->parameterSize,
command->parameterBuffer);
// Complete hash computation.
CryptHashEnd2B(&hashState, &rpHash->b);
}

return rpHash;

6.4.5.3 InitAuditSession()

This function initializes the audit data in an audit session.

static void

InitAuditSession(
SESSION *session // session to be initialized
)

{

// Mark session as an audit session.
session->attributes. isAudit = SET;
// Audit session can not be bound.
session->attributes. isBound = CLEAR;
// Size of the audit log is the size of session hash algorithm digest.
session->u2.auditDigest.t.size = CryptHashGetDigestSize(session->authHashAlQg);
// Set the original digest value to be O.
MemorySet(&session->u2.auditDigest.t.buffer,

o,

session->u2.auditDigest.t.size);
return;

6.4.5.4 UpdateAuditDigest

Function to update an audit digest

static void
UpdateAuditDigest(
COMMAND *command,
TPMI_ALG_HASH hashAlg,
TPM2B_DIGEST *digest
)
{
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//

HASH_STATE hashState;
TPM2B_DIGEST *cpHash = GetCpHash(command, hashAlgQ);
TPM2B_DIGEST *rpHash = ComputeRpHash(command, hashAlg);

pAssert(cpHash '= NULL);
// digestNew := hash (digestOld || cpHash || rpHash)
// Start hash computation.
digest->t_size = CryptHashStart(&hashState, hashAlg);
// Add old digest.
CryptDigestUpdate2B(&hashState, &digest->b);
// Add cpHash
CryptDigestUpdate2B(&hashState, &cpHash->b);
// Add rpHash
CryptDigestUpdate2B(&hashState, &rpHash->b);
// Finalize the hash.
CryptHashEnd2B(&hashState, &digest->b);

6.4.55  Audit()

This function updates the audit digest in an audit session.

static void

Audit(
COMMAND *command, // IN: primary control structure
SESSION *auditSession // IN: loaded audit session
)

{

UpdateAuditDigest(command, auditSession->authHashAlg,
&auditSession->u2.auditDigest);
return;

}
#ifdef TPM_CC_GetCommandAuditDigest

6.4.5.6 CommandAudit()

This function updates the command audit digest.

static void

CommandAudit(
COMMAND *command // IN:
)

{

// 1T the digest.size is one, it indicates the special case of c
// the audit hash algorithm. For this case, no audit is done on
// NOTE: When the hash algorithm is changed, g_updateNV is set i

Trusted Platform Module Library

hanging
exit.
n order to

// force an update to the NV on exit so that the change in digest will
// be recorded. So, it is safe to exit here without setting any flags

// because the digest change will be written to NV when this cod
if(gr.commandAuditDigest.t.size == 1)

gr.commandAuditDigest.t.size = O;
return;

// 1f the digest size is zero, need to start a new digest and in
// the audit counter.
iT(gr.commandAuditDigest.t.size == 0)

gr.commandAuditDigest.t.size = CryptHashGetDigestSize(gp-aud
MemorySet(gr.commandAuditDigest. t._buffer,

0,

gr.commandAuditDigest.t.size);
// Bump the counter and save its value to NV.

Family “2.0" TCG Published
Level 00 Revision 01.38 Copyright © TCG 2006-2016

e exits.

crement

itHashAlg);

Page 219
September 29, 2016



1428
1429
1430
1431
1432
1433
1434

1435
1436
1437
1438
1439
1440
1441
1442
1443
1444
1445
1446
1447
1448
1449
1450
1451
1452
1453
1454
1455
1456
1457
1458
1459
1460
1461
1462
1463
1464
1465
1466
1467
1468
1469
1470
1471
1472
1473
1474
1475
1476
1477
1478

Part 4: Supporting Routines Trusted Platform Module Library

gp-auditCounter++;
NV_SYNC_PERSISTENT (auditCounter);

UpdateAuditDigest(command, gp-auditHashAlg, &gr.commandAuditDigest);
return;

3
#endi

6.4.5.7 UpdateAuditSessionStatus()

Function to update the internal audit related states of a session. It

a) initializes the session as audit session and sets it to be exclusive if this is the first time it is used for
audit or audit reset was requested;

b) reports exclusive audit session;
c) extends audit log; and

d) clears exclusive audit session if no audit session found in the command.

static void
UpdateAuditSessionStatus(
COMMAND *command // IN: primary control structure

)

UINT32 i
TPM_HANDLE auditSession = TPM_RH_UNASSIGNED;
// lterate through sessions
for(i = 0; 1 < command->sessionNum; i++)
{
SESSION *session;
// PW session do not have a loaded session and can not be an audit
// session either. Skip it.
iT(s_sessionHandles[i] == TPM_RS_PW)
continue;
session = SessionGet(s_sessionHandles[i]);
// 1f a session is used for audit
if(s_attributes[i].audit == SET)
{
// An audit session has been found
auditSession = s_sessionHandles[i];
// If the session has not been an audit session yet, or
// the auditSetting bits indicate a reset, initialize it and set
// it to be the exclusive session
iT(session->attributes.isAudit == CLEAR
|l s_attributes[i].auditReset == SET)

InitAuditSession(session);
g_exclusiveAuditSession = auditSession;

by

else

{
// Check if the audit session is the current exclusive audit
// session and, if not, clear previous exclusive audit session.
iT(g_exclusiveAuditSession != auditSession)

g_exclusiveAuditSession = TPM_RH_UNASSIGNED;

T

// Report audit session exclusivity.

iT(g_exclusiveAuditSession == auditSession)

s_attributes[i]-auditExclusive = SET;

}

else

{
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s_attributes[i].auditExclusive = CLEAR;

T
// Extend audit log.
Audit(command, session);
T
3
// 1f no audit session is found in the command, and the command allows
// a session then, clear the current exclusive

// audit session.
if(auditSession == TPM_RH_UNASSIGNED && IsSessionAllowed(command->index))

{
}

return;

g_exclusiveAuditSession = TPM_RH_UNASSIGNED;

6.4.5.8 ComputeResponseHMAC()

Function to compute HMAC for authorization session in a response.

static void

ComputeResponseHMAC(
COMMAND *command, // IN: command structure
UINT32 sessionlndex, // IN: session index to be processed
SESSION *session, // IN: loaded session
TPM2B_DIGEST *hmac // OUT: authHMAC
)

{
TPM2B_TYPE(KEY, (sizeof(AUTH_VALUE) * 2));
TPM2B_KEY key; // HMAC key
BYTE marshalBuffer[sizeof(TPMA_SESSION)];
BYTE *pbuffer;
UINT32 marshalSize;
HMAC_STATE hmacState;

TPM2B_DIGEST *rpHash = ComputeRpHash(command, session->authHashAlQ);
// Generate HMAC key
MemoryCopy2B(&key.b, &session->sessionKey.b, sizeof(key.t_buffer));
// Add the object authValue if required
iT(session->attributes. includeAuth == SET)
{
// Note: includeAuth may be SET for a policy that is used in
// UndefineSpaceSpecial(). At this point, the Index has been deleted
// so the includeAuth will have no meaning. However, the
// s_associatedHandles[] value for the session is now set to TPM_RH_NULL so
// this will return the authValue associated with TPM_RH NULL and that is
// and empty buffer.
// Get the authValue with trailing zeros removed
TPM2B_AUTH authValue;
EntityGetAuthValue(s_associatedHandles[sessionlndex], &authValue);
// Add it to the key
MemoryConcat2B(&key.b, &authValue.b, sizeof(key.t.buffer));
}
// if the HMAC key size is 0, the response HMAC is computed according to the
// input HMAC
if(key.t.size ==

&& s_inputAuthValues[sessionlndex].t.size == 0)
{
hmac->t.size = 0;
return;
}

// Start HMAC computation.

hmac->t.size = CryptHmacStart2B(&hmacState, session->authHashAlg, &key.b);
// Add hash components.

CryptDigestUpdate2B(&hmacState.hashState, &rpHash->b);
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CryptDigestUpdate2B(&hmacState.hashState, &session->nonceTPM.b);
CryptDigestUpdate2B(&hmacState .hashState, &s_nonceCaller[sessionlndex].b);
// Add session attributes.

buffer = marshalBuffer;

Trusted Platform Module Library

marshalSize = TPMA_SESSION_Marshal (&s_attributes[sessionlndex], &buffer, NULL);
CryptDigestUpdate(&hmacState.hashState, marshalSize, marshalBuffer);

// Finalize HMAC.

CryptHmacEnd2B(&hmacState, &hmac->b);

return;

6.4.5.9 UpdatelnternalSession()

Updates internal sessions:

a) Restarts session time.

b) Clears a policy session since nonce is rolling.

static void

UpdatelnternalSession(

SESSION *session, // IN: the session structure
UINT32 i // IN: session number
)
{
// If nonce is rolling in a policy session, the policy related data
// will be re-initialized.
if(HandleGetType(s_sessionHandles[i]) == TPM_HT_POLICY_SESSION
&& s_attributes[i].continueSession !'= CLEAR)
// When the nonce rolls it starts a new timing interval for the
// policy session.
SessionResetPolicyData(session);
SessionSetStartTime(session);
}
return;
}

6.4.5.10 BuildSingleResponseAuth()

Function to compute response HMAC value for a policy or HMAC session.

static TPM2B_NONCE *

Bui ldSingleResponseAuth(
COMMAND *command,
UINT32 sessionlndex,
TPM2B_AUTH *auth

)

// IN: command structure

// OUT: authHMAC

// Fill in policy/HMAC based session response.

SESSION *session

// IN: session index to be processed

SessionGet(s_sessionHandles[sessionlndex]);

// If the session is a policy session with isPasswordNeeded SET, the
// authorization field is empty.
if(HandleGetType(s_sessionHandles[sessionlndex]) == TPM_HT_POLICY_SESSION

&& session->attributes. isPasswordNeeded == SET)

auth->t.size = 0;

else

// Compute response HMAC.
ComputeResponseHMAC(command, sessionlndex, session, auth);
UpdatelnternalSession(session, sessionlndex);

return &session->nonceTPM;
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6.4.5.11 UpdateAlINonceTPM()

Updates TPM nonce for all sessions in command.

static void
UpdateAl INonceTPM(

COMMAND *command // IN: controlling structure
))
{
UINT32 i;
SESSION *session;
for(i = 0; 1 < command->sessionNum; i++)
{
// 1T not a PW session, compute the new nonceTPM.
iT(s_sessionHandles[i] !'= TPM_RS_PW)
{
session = SessionGet(s_sessionHandles[i]);
// Update nonceTPM in both internal session and response.
CryptRandomGenerate(session->nonceTPM._t.size,
session->nonceTPM.t_buffer);
}
}
return;
}

6.4.5.12 BuildResponseSession()

Function to build Session buffer in a response. The authorization data is added to the end of command-
>responseBuffer. The size of the authorization area is accumulated in command->authSize. When this is
called, command->responseBuffer is pointing at the next location in the response buffer to be filled. This
is where the authorization sessions will go, if any. command->parameterSize is the number of bytes that
have been marshaled as parameters in the output buffer.

void
Bui ldResponseSession(
COMMAND *command // IN: structure that has relevant command
// information
)
{
pAssert(command->authSize == 0);

// Reset the parameter buffer to point to the start of the parameters so that
// there is a starting point for any rpHash that might be generated and so there
// is a place where parameter encryption would start

command->parameterBuffer = command->responseBuffer - command->parameterSize;

// Session nonces should be updated before parameter encryption

if(command->tag == TPM_ST_SESSIONS)

{
UpdateAl INonceTPM(command) ;
// Encrypt first parameter if applicable. Parameter encryption should
// happen after nonce update and before any rpHash is computed.
// 1T the encrypt session is associated with a handle, the authValue of
// this handle will be concatenated with sessionKey to generate
// encryption key, no matter if the handle is the session bound entity
// or not. The authValue is added to sessionKey only when the authValue
// is available.
iT(s_encryptSessionlndex = UNDEFINED_INDEX)
UINT32 size;
TPM2B_AUTH extraKey;
extraKey.b.size = 0;
// 1f this is an authorization session, include the authValue iIn the
// generation of the encryption key
iT(s_associatedHandles[s_encryptSessionlndex] != TPM_RH_UNASSIGNED)
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}
}

EntityGetAuthValue(s_associatedHandles[s_encryptSessionlndex],
&extraKey);
}
size = EncryptSize(command->index);
CryptParameterEncryption(s_sessionHandles[s_encryptSessionlndex],
&s_nonceCaller[s_encryptSessionlndex].b,
(UINT16)size,
&extraKey,
command->parameterBuffer);

// Audit sessions should be processed regardless of the tag because
// a command with no session may cause a change of the exclusivity state.
UpdateAuditSessionStatus(command) ;
#ifdef TPM_CC_GetCommandAuditDigest
// Command Audit
if(CommandAuditlsRequired(command->index))
CommandAudit(command) ;

#endi

// Process command with sessions.
iT(command->tag == TPM_ST_SESSIONS)

{

UINT32 i;

pAssert(command->sessionNum > 0);

// lterate over each session In the command session area, and create
// corresponding sessions for response.

for(i = 0; 1 < command->sessionNum; i++)

{

}
}

return;

Family “2.0"

TPM2B_NONCE *nonceTPM;
TPM2B_DIGEST responseAuth;
// Make sure that continueSession is SET on any Password session.
// This makes it marginally easier for the management software
// to keep track of the closed sessions.
iT(s_sessionHandles[i] == TPM_RS_PW)
{

s_attributes[i].continueSession = SET;

responseAuth._t_size = 0;

nonceTPM = (TPM2B_NONCE *)&responseAuth;
}

else

// Compute the response HMAC and get a pointer to the nonce used.
// This function will also update the values if needed. Note, the
nonceTPM = BuildSingleResponseAuth(command, i, &responseAuth);
}
command->authSize += TPM2B_NONCE_Marshal (nonceTPM,
&command->responseBuffer,
NULL);
command->authSize += TPMA_SESSION_Marshal (&s_attributes[i],
&command->responseBuffer,
NULL);
command->authSize += TPM2B_DIGEST_Marshal (&responseAuth,
&command->responseBuffer,
NULL);
if(s_attributes[i].continueSession == CLEAR)
SessionFlush(s_sessionHandles[i]);
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6.4.5.13 SessionRemoveAssociationToHandle()

Trusted Platform Module Library

This function deals with the case where an entity associated with an authorization is deleted during
command processing. The primary use of this is to support UndefineSpaceSpecial().

void
SessionRemoveAssociationToHandle(
TPM_HANDLE handle
)
{
UINT32 i;
for(i = 0; 1 < MAX_SESSION_NUM; i++)
{
iT(s_associatedHandles[i] == handle)
{
s_associatedHandles[i] = TPM_RH_NULL;
}
}
}
Family “2.0" TCG Published
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7 Command Support Functions

7.1 Introduction

This clause contains support routines that are called by the command action code in TPM 2.0 Part 3. The

functions are grouped by the command group that is supported by the functions.

7.2 Attestation Command Support (Attest_spt.c)

7.2.1 Includes

#include "Tpm.h"
#include "Attest_spt_fp.h"

7.2.2 Functions

7.2.2.1 FilllnAttestinfo()

Fill in common fields of TPMS_ATTEST structure.

void

FilllnAttestinfo(
TPMI_DH_OBJECT signHandle, // IN: handle of signing object
TPMT_SI1G_SCHEME *scheme, // IN/OUT: scheme to be used for signing
TPM2B_DATA *data, // IN: qualifying data
TPMS_ATTEST *attest // OUT: attest structure
)

{
OBJECT *signObject = HandleToObject(signHandle);

// Magic number
attest->magic = TPM_GENERATED_VALUE;
iT(signObject == NULL)

{
// The name for a null handle is TPM_RH_NULL
// This is defined because UINT32 _TO BYTE ARRAY does a cast. If the
// size of the cast is smaller than a constant, the compiler warns
// about the truncation of a constant value.
TPM_HANDLE nullHandle = TPM_RH_NULL;
attest->qualifiedSigner.t.size = sizeof(TPM_HANDLE);
UINT32_TO_BYTE_ARRAY(nullHandle, attest->qualifiedSigner.t.name);
}
else
{
// Certifying object qualified name
// if the scheme is anonymous, this is an empty buffer
iT(CryptlsSchemeAnonymous(scheme->scheme))
attest->qualifiedSigner.t.size = 0;
else
attest->qualifiedSigner = signObject->qualifiedName;
}

// current clock in plain text
TimeFillInfo(&attest->clockInfo);
// Firmware version in plain text
attest->fFirmwareVersion = ((UINT64)gp.firmwareVl << (sizeof(UINT32) * 8));
attest->firmwareVersion += gp.firmwareVv2;
// Check the hierarchy of sign object. For NULL sign handle, the hierarchy
// will be TPM_RH_NULL
iT((signObject == NULL)
|1 (IsignObject->attributes.epsHierarchy
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&& 'signObject->attributes.ppsHierarchy))

// For signing key that is not in platform or endorsement hierarchy,
// obfuscate the reset, restart and firmware version information
UINT64 obfuscation[2];
CryptKDFa(CONTEXT_INTEGRITY_HASH_ALG, &gp-shProof.b, OBFUSCATE_STRING,
&attest->qualifiedSigner.b, NULL, 128,
(BYTE *)&obfuscation[0], NULL, FALSE);

// Obfuscate data
attest->firmwareVersion += obfuscation[0];
attest->clockInfo.resetCount += (UINT32)(obfuscation[1] >> 32);
attest->clockInfo.restartCount += (UINT32)obfuscation[1];

}

// External data

iT(CryptlsSchemeAnonymous(scheme->scheme))
attest->extraData.t.size = O;

else

{
// ITf we move the data to the attestation structure, then it is not
// used in the signing operation except as part of the signed data
attest->extraData = *data;
data->t.size = 0;

7.2.2.2 SignAttestinfo()

Sign a TPMS_ATTEST structure. If signHandle is TPM_RH_NULL, a null signature is returned.

Error Returns Meaning

TPM_RC_ATTRIBUTES signHandle references not a signing key

TPM_RC_SCHEME scheme is not compatible with signHandle type

TPM_RC_VALUE digest generated for the given scheme is greater than the modulus of
signHandle (for an RSA key); invalid commit status or failed to
generate r value (for an ECC key)

TPM_RC
SignAttestinfo(
OBJECT *signKey, // IN: sign object
TPMT_SI1G_SCHEME *scheme, // IN: sign scheme
TPMS_ATTEST *certifylnfo, // IN: the data to be signed
TPM2B_DATA *qualifyingData, // IN: extra data for the signing
// process
TPM2B_ATTEST *attest, // OUT: marshaled attest blob to be
// signed
TPMT_SIGNATURE *signature // OUT: signature
)
{
BYTE *puffer;
HASH_STATE hashState;
TPM2B_DIGEST digest;
TPM_RC result;

// Marshal TPMS_ATTEST structure for hash

buffer = attest->t.attestationData;

attest->t_size = TPMS_ATTEST_Marshal (certifylnfo, &buffer, NULL);
iT(signKey == NULL)

{

signature->sigAlg = TPM_ALG_NULL;
result = TPM_RC_SUCCESS;
}

else

{
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TPMI_ALG_HASH

// Compute hash
hashAlg = scheme->details.any.hashAlg;
// need to set the receive buffer to get something put in it

digest.t.size
digest.t.size

Trusted Platform Module Library

hashAlg;

sizeof(digest.t.buffer);

CryptHashBlock(hashAlg, attest->t.size,
attest->t.attestationData,
digest.t.size, digest.t_buffer);

// 1T there is qualifying data, need to rehash the data
// hash(qualifyingData || hash(attestationData))
if(qualifyingData->t.size I= 0)

{

CryptHashStart(&hashState, hashAlg);
CryptDigestUpdate2B(&hashState, &qualifyingData->b);
CryptDigestUpdate2B(&hashState, &digest.b);
CryptHashEnd2B(&hashState, &digest.b);

3

// Sign the hash. A TPM_RC_VALUE, TPM_RC_SCHEME, or

// TPM_RC_ATTRIBUTES error may be returned at this point

result = CryptSign(signKey, scheme, &digest, signature);

// Since the clock is used in an attestation, the state in NV is no longer
// "orderly" with respect to the data in RAM if the signature is valid
iT(result == TPM_RC_SUCCESS)

// Command uses the clock so need to clear the orderly state if it is

// set.

result = NvClearOrderly(Q);

}
}

return result;

7.2.2.3 IsSigningObject()

Checks to see if the object is OK for signing. This is here rather than in Object_spt.c because all the
attestation commands use this file but not Object_spt.c.

Return Value

Meaning

TRUE object may sign
FALSE object may not sign
BOOL
IsSigningObject(
OBJECT *object // IN:
))
{
return ((object == NULL) || ((object->publicArea.objectAttributes.sign == SET)
&& object->publicArea.type != TPM_ALG_SYMCIPHER));
}
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7.3 Context Management Command Support (Context_spt.c)

7.3.1 Includes

#include "Tpm.h"
#include "Context_spt_fp.h"

7.3.2 Functions

7.3.2.1 ComputeContextProtectionKey()

This function retrieves the symmetric protection key for

context encryption It is used by

TPM2_ConextSave() and TPM2_ContextLoad() to create the symmetric encryption key and iv

void
ComputeContextProtectionKey(

TPMS_CONTEXT *contextBlob, // IN: context blob
// OUT: the symmetric key

TPM2B_SYM_KEY  *symKey,
TPM2B_IV *jv
)

// OUT: the IV.

UINT16 symKeyBits; // number of bits in the parent®s

//  symmetric key

TPM2B_AUTH *proof = NULL; // the proof value to use. Is null for

// everything but a primary object in

// the Endorsement Hierarchy

BYTE kdfResult[sizeof(TPMU_HA) * 2];// Value produced by the KDF
TPM2B_DATA sequence2B, handle2B;

// Get proof value

proof = HierarchyGetProof(contextBlob->hierarchy);
// Get sequence value in 2B format
sequence2B.t._size = sizeof(contextBlob->sequence);
cAssert(sizeof(contextBlob->sequence) <= sizeof(sequence2B.t.buffer));
MemoryCopy(sequence2B.t._buffer, &contextBlob->sequence,
sizeof(contextBlob->sequence));
// Get handle value in 2B format
handle2B.t.size = sizeof(contextBlob->savedHandle);
cAssert(sizeof(contextBlob->savedHandle) <= sizeof(handle2B.t.buffer));
MemoryCopy(handle2B.t.buffer, &contextBlob->savedHandle,
sizeof(contextBlob->savedHandle));
// Get the symmetric encryption key size
symKey->t.size = CONTEXT_ENCRYPT_KEY_BYTES;
symKeyBits = CONTEXT_ENCRYPT_KEY_BITS;
// Get the size of the 1V for the algorithm
iv->t.size = CryptGetSymmetricBlockSize(CONTEXT_ENCRYPT_ALG, symKeyBits);
// KDFa to generate symmetric key and 1V value
CryptKDFa(CONTEXT_INTEGRITY_HASH_ALG, &proof->b, CONTEXT_KEY, &sequence2B.b,
&handle2B.b, (symKey->t.size + iv->t.size) * 8, kdfResult, NULL,

FALSE);

// Copy part of the returned value as the key
pAssert(symKey->t.size <= sizeof(symKey->t_buffer));
MemoryCopy(symKey->t._buffer, kdfResult, symKey->t.size);

// Copy the rest as the 1V

pAssert(iv->t.size <= sizeof(iv->t.buffer));
MemoryCopy(iv->t_buffer, &kdfResult[symKey->t.size],

return;
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7.3.2.2 ComputeContextintegrity()

Generate the integrity hash for a context It is used by TPM2_ContextSave() to create an integrity hash
and by TPM2_ContextLoad() to compare an integrity hash

void
ComputeContextintegrity(
TPMS_CONTEXT *contextBlob, // IN: context blob

TPM2B_DIGEST *integrity // OUT: integrity
)
{

HMAC_STATE hmacState;

TPM2B_AUTH *proof;

UINT16 integritySize;

// Get proof value

proof = HierarchyGetProof(contextBlob->hierarchy);

// Start HMAC

integrity->t_size = CryptHmacStart2B(&hmacState, CONTEXT_INTEGRITY_HASH_ALG,

&proof->b);

// Compute integrity size at the beginning of context blob

integritySize = sizeof(integrity->t.size) + integrity->t.size;

// Adding total reset counter so that the context cannot be

// used after a TPM Reset

CryptDigestUpdatelnt(&hmacState.hashState, sizeof(gp-totalResetCount),
gp-totalResetCount);

// If this is a ST_CLEAR object, add the clear count

// so that this contest cannot be loaded after a TPM Restart

iT(contextBlob->savedHandle == 0x80000002)

CryptDigestUpdatelnt(&hmacState.hashState, sizeof(gr.clearCount),
gr.clearCount);

// Adding sequence number to the HMAC to make sure that it doesn"t

// get changed

CryptDigestUpdatelnt(&hmacState.hashState, sizeof(contextBlob->sequence),
contextBlob->sequence);

// Protect the handle

CryptDigestUpdatelnt(&hmacState._hashState, sizeof(contextBlob->savedHandle),
contextBlob->savedHandle);

// Adding sensitive contextData, skip the leading integrity area

CryptDigestUpdate(&hmacState.hashState,

contextBlob->contextBlob.t.size - integritySize,
contextBlob->contextBlob.t.buffer + integritySize);

// Complete HMAC

CryptHmacEnd2B(&hmacState, &integrity->b);

return;

}

7.3.2.3 SequenceDataExport()

This function is used scan through the sequence object and either modify the hash state data for export
(contextSave) or to import it into the internal format (contextLoad). This function should only be called
after the sequence object has been copied to the context buffer (contextSave) or from the context buffer
into the sequence object. The presumption is that the context buffer version of the data is the same size
as the internal representation so nothing outsize of the hash context area gets modified.

void

SequenceDataExport(
HASH_OBJECT *object, // IN: an internal hash object
HASH_OBJECT_BUFFER *exportObject // OUT: a sequence context in a buffer
)

{
// If the hash object is not an event, then only one hash context is needed
int count = (object->attributes.eventSeq) ? HASH_COUNT : 1;
for(count--; count >= 0; count--)

Family “2.0" TCG Published Page 230

Level 00 Revision 01.38 Copyright © TCG 2006-2016 September 29, 2016



95
96
97
98
99
100
101

102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118

Part 4: Supporting Routines Trusted Platform Module Library

{
HASH_STATE *hash = &object->state.hashState[count];
size_t offset = (BYTE *)hash - (BYTE *)object;
BYTE *exportHash = &((BYTE *)exportObject)[offset];
CryptHashExportState(hash, (EXPORT_HASH_STATE *)exportHash);

}

7.3.2.4 SequenceDatalmport()

This function is used scan through the sequence object and either modify the hash state data for export
(contextSave) or to import it into the internal format (contextLoad). This function should only be called
after the sequence object has been copied to the context buffer (contextSave) or from the context buffer
into the sequence object. The presumption is that the context buffer version of the data is the same size
as the internal representation so nothing outsize of the hash context area gets modified.

void

SequenceDatalmport(
HASH_OBJECT *object, // IN/OUT: an internal hash object
HASH_OBJECT_BUFFER *exportObject // IN/OUT: a sequence context in a buffer

)

{
// 1T the hash object is not an event, then only one hash context is needed
int count = (object->attributes._eventSeq) ? HASH_COUNT : 1;
for(count--; count >= 0; count--)
{
HASH_STATE *hash = &object->state.hashState[count];
size_t offset = (BYTE *)hash - (BYTE *)object;
BYTE *importHash = &((BYTE *)exportObject)[offset];
//
CryptHashlmportState(hash, (EXPORT_HASH_STATE *)importHash);
}
}
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7.4

Policy Command Support (Policy_spt.c)

#include "Tpm.h"

#include "Policy_spt_fp.h"
#include "PolicySigned_fp.h"
#include "PolicySecret_fp.h"
#include "PolicyTicket_fp.h"

7.4.1 PolicyParameterChecks()

This function validates the common parameters of TPM2_PolicySiged() and TPM2_PolicySecret(). The

common parameters are nonceTPM, expiration, and cpHashA.

TPM_RC

PolicyParameterChecks(
SESSION *session,
UINT64 authTimeout,
TPM2B_DIGEST *cpHashA,
TPM2B_NONCE *nonce,
TPM_RC blameNonce,
TPM_RC blameCpHash,
TPM_RC blameExpiration
)

// Validate that input nonceTPM is correct if present
if(nonce != NULL && nonce->t.size I= 0)

iT('MemoryEqual2B(&nonce->b, &session->nonceTPM.b))
return TPM_RCS_NONCE + blameNonce;

// If authTimeout is set (expiration = 0...
if(authTimeout != 0)
{
// Validate input expiration.
// Cannot compare time if clock stop advancing. A TPM_RC_NV_UNAVAILABLE
// or TPM_RC_NV_RATE error may be returned here.
RETURN_IF_NV_1S_NOT_AVAILABLE;
// if the time has already passed or the time epoch has changed then the
// time value is no longer good.
iT((authTimeout < g_time)
|1 (session->epoch != g_timeEpoch))
return TPM_RCS_EXPIRED + blameExpiration;

// 1f the cpHash is present, then check it
if(cpHashA = NULL && cpHashA->t.size != 0)
{
// The cpHash input has to have the correct size
if(cpHashA->t.size '= session->u2.policyDigest.t.size)
return TPM_RCS_SIZE + blameCpHash;
// If the cpHash has already been set, then this input value
// must match the current value.
if(session->ul.cpHash.b.size 1= 0
&& !MemoryEqual2B(&cpHashA->b, &session->ul.cpHash.b))
return TPM_RC_CPHASH;

return TPM_RC_SUCCESS;

7.4.2 PolicyContextUpdate()

Update policy hash Update the policyDigest in policy session by extending policyRef and objectName to

it. This will also update the cpHash if it is present.
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void
PolicyContextUpdate(
TPM_CC commandCode, // IN: command code
TPM2B_NAME *name, // IN: name of entity
TPM2B_NONCE *ref, // IN: the reference data
TPM2B_DIGEST *cpHash, // IN: the cpHash (optional)
UINT64 policyTimeout, // IN: the timeout value for the policy
SESSION *session // IN/OUT: policy session to be updated
)
{
HASH_STATE hashState;

// Start hash
CryptHashStart(&hashState, session->authHashAlgQ);
// policyDigest size should always be the digest size of session hash algorithm.
pAssert(session->u2.policyDigest.t.size
== CryptHashGetDigestSize(session->authHashAlQg));
// add old digest
CryptDigestUpdate2B(&hashState, &session->u2._policyDigest.b);
// add commandCode
CryptDigestUpdatelnt(&hashState, sizeof(commandCode), commandCode);
// add name if applicable
if(name = NULL)
CryptDigestUpdate2B(&hashState, &name->b);
// Complete the digest and get the results
CryptHashEnd2B(&hashState, &session->u2.policyDigest.b);
// 1f the policy reference is not null, do a second update to the digest.
if(ref 1= NULL)
{
// Start second hash computation
CryptHashStart(&hashState, session->authHashAlQg);
// add policyDigest
CryptDigestUpdate2B(&hashState, &session->u2.policyDigest.b);
// add policyRef
CryptDigestUpdate2B(&hashState, &ref->b);
// Complete second digest
CryptHashEnd2B(&hashState, &session->u2._policyDigest.b);

// Deal with the cpHash. If the cpHash value is present
// then it would have already been checked to make sure that
// it is compatible with the current value so all we need
// to do here is copy it and set the isCpHashDefined attribute
iT(cpHash '= NULL && cpHash->t.size I= 0)
{
session->ul.cpHash = *cpHash;
session->attributes. isCpHashDefined = SET;
}
// update the timeout if it is specified
if(policyTimeout = 0)

// 1f the timeout has not been set, then set it to the new value
// than the current timeout then set it to the new value
iT(session->timeout == 0 || session->timeout > policyTimeout)
session->timeout = policyTimeout;
¥

return;

7.4.2.1 ComputeAuthTimeout()

This function is used to determine what the authorization timeout value for the session should be.

UINT64
ComputeAuthTimeout(

SESSION *session, // IN: the session containing the time
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// values
INT32 expiration, // IN: either the number of seconds from
// the start of the session or the
// time in g_timer;
TPM2B_NONCE *nonce // IN: indicator of the time base
)
{
UINT64 policyTime;
// If no expiration, policy time is O
if(expiration == 0)
policyTime = O;
else
{
if(expiration < 0)
expiration = -expiration;
if(nonce->t.size == 0)
// The input time is absolute Time (not Clock), but it is expressed
// in seconds. To make sure that we don"t time out too early, take the
// current value of milliseconds in g_time and add that to the input
// seconds value.
policyTime = (((UINT64)expiration) * 1000) + g_time % 1000;
else
// The policy timeout is the absolute value of the expiration in seconds
// added to the start time of the policy.
policyTime = session->startTime + (((UINT64)expiration) * 1000);
}
return policyTime;
}

7.4.2.2 PolicyDigestClear()

Function to reset the policyDigest of a session

void

PolicyDigestClear(
SESSION *session
)

session->u2._policyDigest._t._size = CryptHashGetDigestSize(session->authHashAlQg);
MemorySet(session->u2.policyDigest.t.buffer, 0O,
session->u2.policyDigest.t_size);

}
BOOL
PolicySptCheckCondition(
TPM_EO operation,
BYTE *0pA,
BYTE *opB,
UINT16 size
))
{
// Arithmetic Comparison
switch(operation)
case TPM_EO_EQ:
// compare A = B
return (UnsignedCompareB(size, opA, size, opB) == 0);
break;
case TPM_EO_NEQ:
// compare A '= B
return (UnsignedCompareB(size, opA, size, opB) I= 0);
break;
case TPM_EO_SIGNED_GT:
// compare A > B signed
return (SignedCompareB(size, opA, size, opB) > 0);
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break;

case TPM_EO_UNSIGNED_GT:
// compare A > B unsigned
return (UnsignedCompareB(size, opA, size, opB) > 0);
break;

case TPM_EO_SIGNED_LT:
// compare A < B signed
return (SignedCompareB(size, opA, size, opB) < 0);
break;

case TPM_EO_UNSIGNED_LT:
// compare A < B unsigned
return (UnsignedCompareB(size, opA, size, opB) < 0);
break;

case TPM_EO_SIGNED_GE:
// compare A >= B signed
return (SignedCompareB(size, opA, size, opB) >= 0);
break;

case TPM_EO_UNSIGNED_GE:
// compare A >= B unsigned
return (UnsignedCompareB(size, opA, size, opB) >= 0);
break;

case TPM_EO_SIGNED_LE:
// compare A <= B signed
return (SignedCompareB(size, opA, size, opB) <= 0);
break;

case TPM_EO_UNSIGNED_LE:
// compare A <= B unsigned
return (UnsignedCompareB(size, opA, size, opB) <= 0);
break;

case TPM_EO_BITSET:
// All bits SET in B are SET in A. ((A&B)=B)

UINT32 i;
for(i = 0; 1 < size; i++)
iT((opALi] & opB[i]) !'= opBLi])
return FALSE;

¥
break;
case TPM_EO _BITCLEAR:

// All bits SET in B are CLEAR in A. ((A&B)=0)

UINT32 i;
for(i = 0; 1 < size; i++)
iT((opA[i] & opB[i]) = 0)
return FALSE;

T

break;

default:
FAIL(FATAL_ERROR_INTERNAL);
break;

¥
return TRUE;
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7.5 NV Command Support (NV_spt.c)

7.5.1 Includes

#include "Tpm.h"
#include "NV_spt_fp.h"

7.5.2 Functions

7.5.2.1 NvReadAccessChecks()

Common routine for validating a read Used by TPM2_NV_Read(), TPM2_NV_ReadLock() and
TPM2_PolicyNV()

Error Returns Meaning

TPM_RC_NV_AUTHORIZATION | autHandle is not allowed to authorize read of the index

TPM_RC_NV_LOCKED Read locked

TPM_RC_NV_UNINITIALIZED Try to read an uninitialized index

TPM_RC
NvReadAccessChecks(
TPM_HANDLE authHandle, // IN: the handle that provided the
// authorization
TPM_HANDLE nvHandle, // IN: the handle of the NV index to be read
TPMA_ NV attributes // IN: the attributes of "nvHandle®
)

// 1T data is read locked, returns an error
if(IsNv_TPMA_NV_READLOCKED(attributes))
return TPM_RC _NV_LOCKED;
// If the authorization was provided by the owner or platform, then check
// that the attributes allow the read. |If the authorization handle
// is the same as the index, then the checks were made when the authorization
// was checked..
if(authHandle == TPM_RH_OWNER)

// 1T Owner provided authorization then ONWERWRITE must be SET
iT(1IsNv_TPMA_NV_OWNERREAD(attributes))
return TPM_RC_NV_AUTHORIZATION;

}
else if(authHandle == TPM_RH_PLATFORM)

{
// If Platform provided authorization then PPWRITE must be SET
iT(1"1sNv_TPMA_NV_PPREAD(attributes))
return TPM_RC_NV_AUTHORIZATION;
}

// If neither Owner nor Platform provided authorization, make sure that it was
// provided by this index.
else if(authHandle != nvHandle)
return TPM_RC_NV_AUTHORIZATION;
// 1f the index has not been written, then the value cannot be read
// NOTE: This has to come after other access checks to make sure that
// the proper authorization is given to TPM2_NV_ReadlLock()
iIT(VIsNV_TPMA_NV_WRITTEN(attributes))
return TPM_RC_NV_UNINITIALIZED;
return TPM_RC_SUCCESS;
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7.5.2.2 NvWriteAccessChecks()

Common routine for validating a write Used by TPM2_NV_Write(), TPM2_NV_Increment(),
TPM2_SetBits(), and TPM2_NV_WriteLock()

Error Returns Meaning

TPM_RC_NV_AUTHORIZATION | Authorization fails

TPM_RC_NV_LOCKED Write locked
TPM_RC
NvWriteAccessChecks(
TPM_HANDLE authHandle, // IN: the handle that provided the
// authorization
TPM_HANDLE nvHandle, // IN: the handle of the NV index to be written
TPMA_ NV attributes // IN: the attributes of "nvHandle®
)
{

// 1f data is write locked, returns an error
iT(IsNVv_TPMA_NV_WRITELOCKED(attributes))
return TPM_RC_NV_LOCKED;
// If the authorization was provided by the owner or platform, then check
// that the attributes allow the write. |If the authorization handle
// is the same as the index, then the checks were made when the authorization
// was checked..
if(authHandle == TPM_RH_OWNER)

// 1T Owner provided authorization then ONWERWRITE must be SET
iT(1IsNv_TPMA_NV_OWNERWRITE(attributes))
return TPM_RC_NV_AUTHORIZATION;

}
else if(authHandle == TPM_RH_PLATFORM)

// If Platform provided authorization then PPWRITE must be SET
iT(TIsNv_TPMA_NV_PPWRITE(attributes))
return TPM_RC_NV_AUTHORIZATION;

// If neither Owner nor Platform provided authorization, make sure that it was
// provided by this index.
else if(authHandle != nvHandle)
return TPM_RC_NV_AUTHORIZATION;
return TPM_RC_SUCCESS;

7.5.2.3 NvClearOrderly()

This function is used to cause gp.orderlyState to be cleared to the non-orderly state.

TPM_RC
NvClearOrderly(
void

)

if(gp.orderlyState < SU_DA USED_VALUE)
RETURN_IF_NV_IS _NOT_AVAILABLE;

g_clearOrderly = TRUE;

return TPM_RC_SUCCESS;
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7.5.2.4 NvisPinPasslindex()

Function to check to see if an NV index is a PIN Pass Index

Return Value Meaning

TRUE is pin pass

FALSE is not pin pass

BOOL

NvIsPinPasslIndex(
TPM_HANDLE index // IN: Handle to check
)

{

if(HandleGetType(index) == TPM_HT_NV_INDEX)

NV_INDEX *nvindex = NvGetlndexInfo(index, NULL);
return IsNvPinPasslIndex(nvindex->publicArea.attributes);

b
return FALSE;
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7.6 Object Command Support (Object_spt.c)

7.6.1 Includes

#include "Tpm.h"
#include "Object_spt_fp.h"

7.6.2 Local Functions

7.6.2.1 GetlV2BSize()

Get the size of TPM2B_1V in canonical form that will be append to the start of the sensitive data. It
includes both size of size field and size of iv data

Return Value Meaning

static UINT16

GetlV2BSize(
OBJECT *protector // IN: the protector handle
)
{
TPM_ALG_ID symAlg;
UINT16 keyBits;

// Determine the symmetric algorithm and size of key
iTf(protector == NULL)

// Use the context encryption algorithm and key size
symAlg = CONTEXT_ENCRYPT_ALG;
keyBits = CONTEXT_ENCRYPT_KEY_BITS;

}

else

{

symAlg = protector->publicArea.parameters.asymDetail._symmetric.algorithm;
keyBits = protector->publicArea.parameters.asymDetail .symmetric.keyBits.sym;

// The 1V size is a UINT16 size field plus the block size of the symmetric
// algorithm
return sizeof(UINT16) + CryptGetSymmetricBlockSize(symAlg, keyBits);

7.6.2.2 ComputeProtectionKeyParms()

This function retrieves the symmetric protection key parameters for the sensitive data The parameters
retrieved from this function include encryption algorithm, key size in bit, and a TPM2B_SYM_KEY
containing the key material as well as the key size in bytes This function is used for any action that
requires encrypting or decrypting of the sensitive area of an object or a credential blob

static void
ComputeProtectionKeyParms(

OBJECT *protector, // IN: the protector object

TPM_ALG_ID hashAlg, // IN: hash algorithm for KDFa

TPM2B *name, // IN: name of the object

TPM2B *seedlIn, // IN: optional seed for duplication blob.
// For non duplication blob, this
// parameter should be NULL

TPM_ALG_ID *symAlg, // OUT: the symmetric algorithm

UINT16 *keyBits, // OUT: the symmetric key size in bits

TPM2B_SYM_KEY *symKey // OUT: the symmetric key

)
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{
const TPM2B *seed = seedln;
// Determine the algorithms for the KDF and the encryption/decryption
// For TPM_RH_NULL, using context settings
iT(protector == NULL)
{
// Use the context encryption algorithm and key size
*symAlg = CONTEXT_ENCRYPT_ALG;
symKey->t.size = CONTEXT_ENCRYPT_KEY_BYTES;
*keyBits = CONTEXT_ENCRYPT_KEY_BITS;
}
else
{
TPMT_SYM_DEF_OBJECT *symDef;
symDef = &protector->publicArea.parameters.asymDetail.symmetric;
*symAlg = symDef->algorithm;
*keyBits = symDef->keyBits.sym;
symKey->t.size = (*keyBits + 7) / 8;
}
// Get seed for KDF
iT(seed == NULL)
seed = GetSeedForKDF(protector);
// KDFa to generate symmetric key and 1V value
CryptKDFa(hashAlg, seed, STORAGE_KEY, name, NULL,
symKey->t.size * 8, symKey->t.buffer, NULL, FALSE);
return;
}
7.6.2.3 ComputeOuterintegrity()

Trusted Platform Module Library

The sensitive area parameter is a buffer that holds a space for the integrity value and the marshaled
sensitive area. The caller should skip over the area set aside for the integrity value and compute the hash
of the remainder of the object. The size field of sensitive is in unmarshaled form and the sensitive area
contents is an array of bytes.

static void
ComputeOuterintegrity(

TPM2B *name, // IN: the name of the object
OBJECT *protector, // IN: the object that
// provides protection. For an object,
// it is a parent. For a credential, it
// is the encrypt object. For
// a Temporary Object, it is NULL
TPMI_ALG_HASH hashAlg, // IN: algorithm to use for integrity
TPM2B *seedln, // IN: an external seed may be provided for
// duplication blob. For non duplication
// blob, this parameter should be NULL
UINT32 sensitiveSize, // IN: size of the marshaled sensitive data
BYTE *sensitiveData, // IN: sensitive area
TPM2B_DIGEST *integrity // OUT: integrity
)
{
HMAC_STATE hmacState;
TPM2B_DIGEST hmacKey;
const TPM2B *seed = seedln;
//
// Get seed for KDF
iT(seed == NULL)
seed = GetSeedForKDF(protector);
// Determine the HMAC key bits
hmacKey.t.size = CryptHashGetDigestSize(hashAlg);
// KDFa to generate HMAC key
CryptKDFa(hashAlg, seed, INTEGRITY_KEY, NULL, NULL,
hmacKey.t.size * 8, hmacKey.t.buffer, NULL, FALSE);
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// Start HVMAC and get the size of the digest which will become the integrity
integrity->t_size = CryptHmacStart2B(&hmacState, hashAlg, &hmacKey.b);

// Adding the marshaled sensitive area to the integrity value
CryptDigestUpdate(&hmacState.hashState, sensitiveSize, sensitiveData);

// Adding name

CryptDigestUpdate2B(&hmacState .hashState, name);

// Compute HMAC

CryptHmacEnd2B(&hmacState, &integrity->b);

return;

7.6.2.4 Computelnnerintegrity()

This function computes the integrity of an inner wrap

static void
Computelnnerintegrity(

TPM_ALG_ID hashAlg, // IN: hash algorithm for inner wrap
TPM2B *name, // IN: the name of the object
UINT16 dataSize, // IN: the size of sensitive data
BYTE *sensitiveData, // IN: sensitive data
TPM2B_DIGEST *integrity // OUT: inner integrity
))
{
HASH_STATE hashState;
// Start hash and get the size of the digest which will become the integrity
integrity->t._size = CryptHashStart(&hashState, hashAlQ);
// Adding the marshaled sensitive area to the integrity value
CryptDigestUpdate(&hashState, dataSize, sensitiveData);
// Adding name
CryptDigestUpdate2B(&hashState, name);
// Compute hash
CryptHashEnd2B(&hashState, &integrity->b);
return;
}

7.6.2.5 Producelnnerintegrity()

This function produces an inner integrity for regular private, credential or duplication blob It requires the
sensitive data being marshaled to the innerBuffer, with the leading bytes reserved for integrity hash. It
assume the sensitive data starts at address (innerBuffer + integrity size). This function integrity at the
beginning of the inner buffer It returns the total size of buffer with the inner wrap

static UINT16
Producelnnerintegrity(

TPM2B *name, // IN: the name of the object
TPM_ALG_ID hashAlg, // IN: hash algorithm for inner wrap
UINT16 dataSize, // IN: the size of sensitive data, excluding the
// leading integrity buffer size
BYTE *innerBuffer // IN/OUT: inner buffer with sensitive data in
// it. At input, the leading bytes of this
// buffer is reserved for integrity
)
{
BYTE *sensitiveData; // pointer to the sensitive data
TPM2B_DIGEST integrity;
UINT16 integritySize;
BYTE *buffer; // Auxiliary buffer pointer
// sensitiveData points to the beginning of sensitive data in innerBuffer
integritySize = sizeof(UINT16) + CryptHashGetDigestSize(hashAlg);
sensitiveData = innerBuffer + integritySize;
Computelnnerintegrity(hashAlg, name, dataSize, sensitiveData, &integrity);
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// Add integrity at the beginning of inner buffer
buffer = innerBuffer;

TPM2B_DIGEST_Marshal (&integrity, &buffer, NULL);
return dataSize + integritySize;

7.6.2.6 Checklnnerintegrity()

This function check integrity of inner blob

Error Returns Meaning
TPM_RC_INTEGRITY if the outer blob integrity is bad
unmarshal errors unmarshal errors while unmarshaling integrity

static TPM_RC

ChecklInnerintegrity(
TPM2B *name, // IN: the name of the object
TPM_ALG_ID hashAlg, // IN: hash algorithm for inner wrap
UINT16 dataSize, // IN: the size of sensitive data, including the
// leading integrity buffer size
BYTE *innerBuffer // IN/OUT: inner buffer with sensitive data in
// it
)
{
TPM_RC result;

TPM2B_DIGEST integrity;

TPM2B_DIGEST integrityToCompare;

BYTE *buffer; // Auxiliary buffer pointer

INT32 size;

// Unmarshal integrity

buffer = innerBuffer;

size = (INT32)dataSize;

result = TPM2B_DIGEST_Unmarshal (&integrity, &buffer, &size);

iT(result == TPM_RC_SUCCESS)

{
// Compute integrity to compare
Computelnnerintegrity(hashAlg, name, (UINT16)size, buffer,

&integrityToCompare);
// Compare outer blob integrity
iT(IMemoryEqual2B(&integrity.b, &integrityToCompare.b))
result = TPM_RC_INTEGRITY;
}

return result;

7.6.3 Public Functions

7.6.3.1 AdjustAuthSize()

This function will validate that the input authValue is no larger than the digestSize for the nameAlg. It will
then pad with zeros to the size of the digest.

BOOL
AdjustAuthSize(
TPM2B_AUTH *auth, // IN/OUT: value to adjust
TPM1_ALG_HASH nameAlqg // IN:
)
{
UINT16 digestSize;

// 1f there is no nameAlg, then this is a LoadExternal and the authVale can
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// be any size up to the maximum allowed by the
digestSize = (nameAlg == TPM_ALG_NULL) ? sizeof(TPMU_HA)
: CryptHashGetDigestSize(nameAlg);
if(digestSize < MemoryRemoveTrailingZeros(auth))
return FALSE;
else if(digestSize > auth->t._size)
MemoryPad2B(&auth->b, digestSize);

auth->t.

size = digestSize;

return TRUE;

7.6.3.2 AreAttributesForParent()

This function is called by create, load, and import functions.

NOTE:

Trusted Platform Module Library

The isParent attribute is SET when an object is loaded and it has attributes that are suitable for a parent object.

Return Value

Meaning

TRUE properties are those of a parent
FALSE properties are not those of a parent
BOOL
ObjectlsParent(
OBJECT *parentObject // IN: parent handle
)

return parentObject->attributes.isParent;

7.6.3.3 CreateChecks()

Attribute checks that are unique to creation.

Error Returns

Meaning

TPM_RC_ATTRIBUTES sensitiveDataOrigin is not consistent with the object type

other

returns from PublicAttributesValidation()

TPM_RC

CreateChecks(

OBJECT

*parentObject,

TPMT_PUBLIC *publicArea

)

TPMA_OBJECT attributes = publicArea->objectAttributes;

TPM_RC

result = TPM_RC_SUCCESS;

switch(publicArea->type)

{

case TPM_ALG_SYMCIPHER:
// A restricted key must have sensitiveDataOrigin SET unless it has

// TixedParent and TixedTPM CLEAR.
if(attributes.restricted)
if(lattributes.sensitiveDatalrigin)
if(attributes.fixedParent || attributes.fixedTPM)
result = TPM_RCS_ATTRIBUTES;
break;

case TPM_ALG_KEYEDHASH:

Family “2.0"
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if(lattributes.sign && 'attributes.decrypt
&& attributes.sensitiveDataOrigin)
result = TPM_RC_ATTRIBUTES;
break;
default: // Asymmetric keys cannot have the sensitive portion provided
if(lattributes.sensitiveDatalOrigin)
result = TPM_RCS_ATTRIBUTES;
break;

i F(TPM_RC_SUCCESS == result)
{

}

return result;

result = PublicAttributesValidation(parentObject, publicArea);

7.6.3.4 SchemeChecks

This function is called by TPM2_LoadExternal() and PublicAttributesValidation().

Return Value Meaning This function TPM_RC

TPM_RC_ASYMMETRIC non-duplicable storage key and its parent have different public
parameters

TPM_RC_HASH non-duplicable storage key and its parent have different name
algorithm

TPM_RC_KDF incorrect KDF specified for decrypting keyed hash object

TPM_RC_KEY invalid key size values in an asymmetric key public area

TPM_RCS_SCHEME inconsistent attributes decrypt, sign, restricted and key's scheme ID;
or hash algorithm is inconsistent with the scheme ID for keyed hash
object

TPM_RC_SYMMETRIC a storage key with no symmetric algorithm specified; or non-storage
key with symmetric algorithm different from TPM_ALG_NULL

TPM_RC

SchemeChecks(
OBJECT *parentObject, // IN: parent (null if primary seed)
TPMT_PUBLIC *publicArea // IN: public area of the object
)

{
TPMT_SYM_DEF_OBJECT *symAlgs = NULL;
TPM_ALG_ID scheme = TPM_ALG_NULL;
TPMA_OBJECT attributes = publicArea->objectAttributes;
TPMU_PUBLIC_PARMS *parms = &publicArea->parameters;
switch(publicArea->type)
{

case TPM_ALG_SYMCIPHER:
symAlgs = &parms->symDetail.sym;
break;
case TPM_ALG_KEYEDHASH:
scheme = parms->keyedHashDetail .scheme.scheme;
// if both sign and decrypt
if(attributes.sign == attributes.decrypt)

// if both sign and decrypt are set or clear, then need
// TPM_ALG _NULL as scheme
iT(scheme = TPM_ALG_NULL)

return TPM_RCS_SCHEME;

}
else if(attributes.sign && scheme = TPM_ALG_HMAC)
return TPM_RCS_SCHEME;
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266 else if(attributes.decrypt)

267 {

268 if(scheme = TPM_ALG_XOR)

269 return TPM_RCS_ SCHEME;

270 // IT this is a derivation parent, then the KDF needs to be

271 // SP800-108 for this implementation. This is the only derivation

272 // supported by this implementation. Other implementations could

273 // support additional schemes. There is no default.

274 if(attributes.restricted)

275 {

276 if(parms->keyedHashDetail .scheme.details.xor._kdf

277 1= TPM_ALG_KDF1_SP800_108)

278 return TPM_RCS_SCHEME;

279 // Must select a digest.

280 iT(CryptHashGetDigestSize(

281 parms->keyedHashDetail .scheme.details.xor.hashAlg) == 0)

282 return TPM_RCS_HASH;

283 }

284 }

285 break;

286 default: // handling for asymmetric

287 scheme = parms->asymDetail .scheme.scheme;

288 symAlgs = &parms->asymDetail .symmetric;

289 // if the key is both sign and decrypt, then the scheme must be

290 // TPM_ALG_NULL because there is no way to specify both a sign and a

291 // decrypt scheme in the key.

292 iT(attributes.sign == attributes.decrypt)

293

294 // scheme must be TPM_ALG_NULL

295 if(scheme '= TPM_ALG_NULL)

296 return TPM_RCS_SCHEME;

297 }

298 else if(attributes.sign)

299 {

300 // IT this is a signing key, see if it has a signing scheme

301 iT(CryptlsAsymSignScheme(publicArea->type, scheme))

302 {

303 // if proper signing scheme then it needs a proper hash

304 if(parms->asymDetail .scheme.details.anySig.hashAlg

305 == TPM_ALG_NULL)

306 return TPM_RCS_SCHEME;

307 }

308 else

309 {

310 // signing key that does not have a proper signing scheme.

311 // This is OK if the key is not restricted and its scheme

312 // is TPM_ALG_NULL

313 if(attributes.restricted || scheme = TPM_ALG_NULL)

314 return TPM_RCS_ SCHEME;

315 }

316 }

317 else if(attributes.decrypt)

318 {

319 if(attributes.restricted)

320 {

321 // for a restricted decryption key (a parent), scheme

322 // is required to be TPM_ALG NULL

323 iT(scheme '= TPM_ALG_NULL)

324 return TPM_RCS_SCHEME;

325 }

326 else

327 {

328 // For an unrestricted decryption key, the scheme has to

329 // be a valid scheme or TPM_ALG_NULL

330 iT(scheme '= TPM_ALG_NULL &&

331 ICryptlsAsymDecryptScheme(publicArea->type, scheme))
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return TPM_RCS_SCHEME;
}

if(lattributes._restricted || !attributes.decrypt)

// For an asymmetric key that is not a parent, the symmetric
// algorithms must be TPM_ALG_NULL
if(symAlgs->algorithm != TPM_ALG_NULL)

return TPM_RCS_SYMMETRIC;

3
// Special checks for an ECC key
#ifdef TPM_ALG_ECC
if(publicArea->type == TPM_ALG_ECC)
{
TPM_ECC_CURVE curvelD;
const TPMT_ECC_SCHEME  *curveScheme;
curvelD = publicArea->parameters.eccDetail._curvelD;
curveScheme = CryptGetCurveSignScheme(curvelD);
// The curveld must be valid or the unmarshaling is busted.
pAssert(curveScheme != NULL);
// 1f the curvelD requires a specific scheme, then the key must
// select the same scheme
iT(curveScheme->scheme != TPM_ALG_NULL)
{
TPMS_ECC_PARMS *ecc = &publicArea->parameters.eccDetail;
if(scheme != curveScheme->scheme)
return TPM_RCS_SCHEME;
// The scheme can allow any hash, or not...
iT(curveScheme->details.anySig.-hashAlg '= TPM_ALG_NULL
&& (ecc->scheme.details.anySig.hashAlg
1= curveScheme->details.anySig.hashAlg))
return TPM_RCS_SCHEME;
}
// For now, the KDF must be TPM_ALG NULL
if(publicArea->parameters.eccDetail .kdf.scheme '= TPM_ALG_NULL)
return TPM_RCS_KDF;

}

break;

#endi

// If this is a restricted decryption key with symmetric algorithms, then it
// is an ordinary parent (not a derivation parent). It needs to specific

// symmetric algorithms other than TPM_ALG_NULL

iT(symAlgs "= NULL && attributes.restricted && attributes.decrypt)

if(symAlgs->algorithm == TPM_ALG_NULL)

return TPM_RCS_SYMMETRIC;
// 1T this parent is not duplicable, then the symmetric algorithms
// (encryption and hash) must match those of its parent
iTf(attributes. fixedParent && (parentObject != NULL))

{
iT(publicArea->nameAlg != parentObject->publicArea.nameAlQ)
return TPM_RCS_ HASH;
iT(MemoryEqual (symAlgs, &parentObject->publicArea.parameters,
sizeof(TPMT_SYM_DEF_OBJECT)))
return TPM_RCS_SYMMETRIC;
}
}
return TPM_RC_SUCCESS;
}
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7.6.3.5 PublicAttributesValidation()

This function validates the values in the public area of an object. This function is used in the processing of
TPM2_Create(), TPM2_CreatePrimary(), TPM2_CreateLoaded(), TPM2_Load(), TPM2_Import(), and
TPM2_LoadExternal(). For TPM2_Import() this is only used if the new parent has fixedTPM SET. For
TPM2_LoadExternal(), this is not used for a public-only key

Error Returns Meaning

TPM_RC_ATTRIBUTES fixedTPM, fixedParent, or encryptedDuplication attributes are
inconsistent between themselves or with those of the parent object;
inconsistent restricted, decrypt and sign attributes; attempt to inject
sensitive data for an asymmetric key; attempt to create a symmetric
cipher key that is not a decryption key

TPM_RC_HASH nameAlg is TPM_ALG_NULL
TPM_RC_SIZE authPolicy size does not match digest size of the name algorithm in
publicArea

other returns from SchemeChecks()

TPM_RC

PublicAttributesValidation(
OBJECT *parentObject, // IN: input parent object
TPMT_PUBLIC *publicArea // IN: public area of the object
)

{ _ _ _ _
TPMA_OBJECT attributes = publicArea->objectAttributes;
TPMA_OBJECT parentAttributes = {0};

if(parentObject != NULL)

parentAttributes = parentObject->publicArea.objectAttributes;
iT(publicArea->nameAlg == TPM_ALG_NULL)

return TPM_RCS_ HASH;
// 1T there is an authPolicy, It needs to be the size of the digest produced
// by the nameAlg of the object
iT((publicArea->authPolicy.t.size = 0

&& (publicArea->authPolicy.t._size

1= CryptHashGetDigestSize(publicArea->nameAlQ))))

return TPM_RCS_SIZE;
// 1f the parent is fixedTPM (including a Primary Object) the object must have
// the same value for fixedTPM and fixedParent
if(parentObject == NULL || parentAttributes.fixedTPM == SET)

{
if(attributes.fixedParent != attributes.fixedTPM)
return TPM_RCS_ATTRIBUTES;
}
else

// The parent is not fixedTPM so the object can"t be fixedTPM
iT(attributes.fixedTPM == SET)
return TPM_RCS_ATTRIBUTES;

// See if sign and decrypt are the same
iTf(attributes.sign == attributes.decrypt)
{
// a restricted key cannot have both SET or both CLEAR
if(attributes.restricted)
return TPM_RC_ATTRIBUTES;
// only a data object may have both sign and decrypt CLEAR
// BTW, since we know that decrypt==sign, no need to check both
if(publicArea->type != TPM_ALG_KEYEDHASH && !attributes.sign)
return TPM_RC_ATTRIBUTES;

// 1T the object can"t be duplicated (directly or indirectly) then there
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// is no justification for having encryptedDuplication SET

if(attributes.fixedTPM == SET && attributes.encryptedDuplication == SET)
return TPM_RCS_ATTRIBUTES;

// If a parent object has fixedTPM CLEAR, the child must have the

// same encryptedDuplication value as its parent.

// Primary objects are considered to have a fixedTPM parent (the seeds).

if(parentObject '= NULL && parentAttributes.fixedTPM == CLEAR)

if(attributes.encryptedDuplication != parentAttributes.encryptedDuplication)
return TPM_RCS_ATTRIBUTES;
}
// Special checks for derived objects
if((parentObject = NULL) && (parentObject->attributes.derivation == SET))

// A derived object has the same settings for fixedTPM as its parent
if(attributes.fixedTPM != parentAttributes.fixedTPM)

return TPM_RCS_ATTRIBUTES;
// A derived object is required to be fixedParent
if(lattributes.fixedParent)

return TPM_RCS_ATTRIBUTES;

return SchemeChecks(parentObject, publicArea);

7.6.3.6 FillinCreationData()

Fill in creation data for an object.

void

FillInCreationData(
TPMI_DH_OBJECT parentHandle, // IN: handle of parent
TPMI_ALG_HASH nameHashAlg, // IN: name hash algorithm
TPML_PCR_SELECTION *creationPCR, // IN: PCR selection
TPM2B_DATA *outsideData, // IN: outside data
TPM2B_CREATION_DATA *outCreation, // OUT: creation data for output
TPM2B_DIGEST *creationDigest // OUT: creation digest
)

{
BYTE creationBuffer[sizeof(TPMS_CREATION_DATA)]:
BYTE *pbuffer;
HASH_STATE hashState;

// Fill in TPMS_CREATION_DATA in outCreation
// Compute PCR digest
PCRComputeCurrentDigest(hameHashAlg, creationPCR,
&outCreation->creationData.pcrDigest);
// Put back PCR selection list
outCreation->creationData.pcrSelect = *creationPCR;
// Get locality
outCreation->creationData.locality
= LocalityGetAttributes(_plat__LocalityGet());
outCreation->creationData.parentNameAlg = TPM_ALG_NULL;
// 1f the parent is either a primary seed or TPM_ALG_NULL, then the Name
// and QN of the parent are the parent®"s handle.
iT(HandleGetType(parentHandle) == TPM_HT_PERMANENT)
{
buffer = &outCreation->creationData.parentName.t.name[0];
outCreation->creationData.parentName.t_size =
TPM_HANDLE_Marshal (&parentHandle, &buffer, NULL);
// For a primary or temporary object, the parent name (a handle) and the
// parent"s QN are the same
outCreation->creationData.parentQualifiedName
= outCreation->creationData.parentName;

}
else // Regular object
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OBJECT *parentObject = HandleToObject(parentHandle);
// Set name algorithm
outCreation->creationData.parentNameAlg =
parentObject->publicArea.nameAlg;
// Copy parent name
outCreation->creationData.parentName = parentObject->name;
// Copy parent qualified name
outCreation->creationData.parentQualifiedName =
parentObject->qualifiedName;
}
// Copy outside information
outCreation->creationData.outsidelnfo = *outsideData;
// Marshal creation data to canonical form
buffer = creationBuffer;
outCreation->size = TPMS_CREATION_DATA_Marshal (&outCreation->creationData,
&buffer, NULL);

// Compute hash for creation field in public template
creationDigest->t.size = CryptHashStart(&hashState, nameHashAlQ);
CryptDigestUpdate(&hashState, outCreation->size, creationBuffer);
CryptHashEnd2B(&hashState, &creationDigest->b);
return;

7.6.3.7 GetSeedForKDF()

Get a seed for KDF. The KDF for encryption and HMAC key use the same seed.

Return Value Meaning

const TPM2B *

GetSeedForKDF(
OBJECT *protector // IN: the protector handle
)

{

// Get seed for encryption key. Use input seed if provided.
// Otherwise, using protector object"s seedValue. TPM_RH_NULL is the only
// exception that we may not have a loaded object as protector. In such a
// case, use nullProof as seed.
if(protector == NULL)

return &gr.nullProof.b;
else

return &protector->sensitive.seedValue.b;

7.6.3.8 ProduceOuterWrap()

This function produce outer wrap for a buffer containing the sensitive data. It requires the sensitive data
being marshaled to the outerBuffer, with the leading bytes reserved for integrity hash. If iv is used, iv
space should be reserved at the beginning of the buffer. It assumes the sensitive data starts at address
(outerBuffer + integrity size {+ iv size}). This function performs:

a) Add IV before sensitive area if required
b) encrypt sensitive data, if iv is required, encrypt by iv. otherwise, encrypted by a NULL iv

¢) add HMAC integrity at the beginning of the buffer It returns the total size of blob with outer wrap

UINT16
ProduceOuterWrap(
OBJECT *protector, // IN: The handle of the object that provides
// protection. For object, it is parent
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535 // handle. For credential, it is the handle
536 // of encrypt object.
537 TPM2B *name, // IN: the name of the object
538 TPM_ALG_ID hashAlg, // IN: hash algorithm for outer wrap
539 TPM2B *seed, // IN: an external seed may be provided for
540 // duplication blob. For non duplication
541 // blob, this parameter should be NULL
542 BOOL uselV, // IN: indicate if an IV is used
543 UINT16 dataSize, // IN: the size of sensitive data, excluding the
544 // leading integrity buffer size or the
545 // optional iv size
546 BYTE *outerBuffer // IN/OUT: outer buffer with sensitive data in
547 // it
548 )
549 {
550 TPM_ALG_ID symAlg;
551 UINT16 keyBits;
552 TPM2B_SYM_KEY symKey;
553 TPM2B_1V iVvRNG; // 1V from RNG
554 TPM2B_ 1V *iv = NULL;
555 UINT16 ivSize = 0; // size of iv area, including the size field
556 BYTE *sensitiveData; // pointer to the sensitive data
557 TPM2B_DIGEST integrity;
558 UINT16 integritySize;
559 BYTE *buffer; // Auxiliary buffer pointer
560 // Compute the beginning of sensitive data. The outer integrity should
561 // always exist if this function is called to make an outer wrap
562 integritySize = sizeof(UINT16) + CryptHashGetDigestSize(hashAlg);
563 sensitiveData = outerBuffer + integritySize;
564 // 1T iv is used, adjust the pointer of sensitive data and add iv before it
565 iT(uselV)
566 {
567 ivSize = GetlV2BSize(protector);
568 // Generate 1V from RNG. The iv data size should be the total 1V area
569 // size minus the size of size fTield
570 iVRNG.t._size = ivSize - sizeof(UINT16);
571 CryptRandomGenerate(ivRNG.t.size, ivRNG.t.buffer);
572 // Marshal 1V to buffer
573 buffer = sensitiveData;
574 TPM2B_1V_Marshal (&ivRNG, &buffer, NULL);
575 // adjust sensitive data starting after 1V area
576 sensitiveData += ivSize;
577 // Use iv for encryption
578 iv = &IVRNG;
579 }
580 // Compute symmetric key parameters for outer buffer encryption
581 ComputeProtectionKeyParms(protector, hashAlg, name, seed,
582 &symAlg, &keyBits, &symKey);
583 // Encrypt inner buffer in place
584 CryptSymmetricEncrypt(sensitiveData, symAlg, keyBits,
585 symKey.t_buffer, iv, TPM_ALG_CFB, dataSize,
586 sensitiveData);
587 // Compute outer integrity. Integrity computation includes the optional 1V
588 // area
589 ComputeOuterlintegrity(name, protector, hashAlg, seed, dataSize + ivSize,
590 outerBuffer + integritySize, &integrity);
591 // Add integrity at the beginning of outer buffer
592 buffer = outerBuffer;
593 TPM2B_DIGEST_Marshal (&integrity, &buffer, NULL);
594 // return the total size in outer wrap
595 return dataSize + integritySize + ivSize;
596 }
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7.6.3.9 UnwrapOuter()

Trusted Platform Module Library

This function remove the outer wrap of a blob containing sensitive data This function performs:

a) check integrity of outer blob

b) decrypt outer blob

Error Returns

Meaning

TPM_RCS_INSUFFICIENT

error during sensitive data unmarshaling

TPM_RCS_INTEGRITY

sensitive data integrity is broken

TPM_RCS_SIZE

error during sensitive data unmarshaling

TPM_RCS_VALUE

IV size for CFB does not match the encryption algorithm block size

TPM_RC
UnwrapOuter(
OBJECT

TPM2B
TPM_ALG_ID
TPM2B

BOOL
UINT16

BYTE
)

TPM_RC
TPM_ALG_ID
TPM2B_SYM_KEY
UINT16
TPM2B_IV
TPM2B_IV

BYTE
TPM2B_DIGEST
TPM2B_DIGEST
INT32

*protector,

*name,
hashAlg,
*seed,

uselV,
dataSize,

*outerBuffer

result;

IN:
IN:
IN:

IN:
IN:

: The object that provides

protection. For object, it is parent
handle. For credential, it is the
encrypt object.

the name of the object

hash algorithm for outer wrap

an external seed may be provided for
duplication blob. For non duplication
blob, this parameter should be NULL.
indicates if an 1V is used

size of sensitive data in outerBuffer,
including the leading integrity buffer
size, and an optional iv area

IN/OUT: sensitive data

symAlg = TPM_ALG_NULL;

symKey;
keyBits = 0O;
ivin;

*iv = NULL;

*sensitiveData;
integrityToCompare;

integrity;
size;

// Unmarshal integrity
sensitiveData = outerBuffer;
size = (INT32)dataSize;
result = TPM2B_DIGEST _Unmarshal (&integrity, &sensitiveData, &size);
if(result == TPM_RC_SUCCESS)

// Compute integrity to compare

//

input IV retrieved from input buffer

// pointer to the sensitive data

ComputeOuterintegrity(name, protector, hashAlg, seed,
(UINT16)size, sensitiveData,
&integrityToCompare);

// Compare outer blob integrity

if(IMemoryEqual2B(&integrity.b, &integrityToCompare.b))
return TPM_RCS_INTEGRITY;

// Get the symmetric algorithm parameters used for encryption

ComputeProtectionKeyParms(protector, hashAlg, name, seed,

if(uselV)
{

&symAlg, &keyBits, &symKey);
// Retrieve 1V ifT it is used

result = TPM2B_1V_Unmarshal (&ivIn, &sensitiveData, &size);
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if(result == TPM_RC_SUCCESS)

{
// The input iv size for CFB must match the encryption algorithm
// block size
if(ivin.t.size = CryptGetSymmetricBlockSize(symAlg, keyBits))
result = TPM_RC VALUE;
else
iv = &ivin;
}

}
}
// 1f no errors, decrypt private in place. Since this function uses CFB,
// CryptSymmetricDecrypt() will not return any errors (it may fail but it will
// not return an error.
iT(result == TPM_RC_SUCCESS)
CryptSymmetricDecrypt(sensitiveData, symAlg, keyBits,
symKey.t_buffer, iv, TPM_ALG_CFB,
(UINT16)size, sensitiveData);
return result;

7.6.3.10 MarshalSensitive()

This function is used to marshal a sensitive area. Among other things, it adjusts the size of the authValue
to be no smaller than the digest of nameAlg Returns the size of the marshaled area.

static UINT16

MarshalSensitive(
BYTE *buffer, // OUT: receiving buffer
TPMT_SENSITIVE *sensitive, // IN: the sensitive area to marshal
TPMI_ALG_HASH nameAlg // IN:
)

{
BYTE *sizeField = buffer;
UINT16 retval;

// Pad the authValue if needed

MemoryPad2B(&sensitive->authValue.b, CryptHashGetDigestSize(nameAlg));
buffer += 2;

// Marshal the structure

retVal = TPMT_SENSITIVE_Marshal (sensitive, &buffer, NULL);

// Marshal the size

retvVal = (UINT16)(retVal + UINT16_Marshal(&retVal, &sizeField, NULL));
return retval;

7.6.3.11 SensitiveToPrivate()

This function prepare the private blob for off the chip storage The operations in this function:
a) marshal TPM2B_SENSITIVE structure into the buffer of TPM2B_PRIVATE
b) apply encryption to the sensitive area.

c) apply outer integrity computation.

void
SensitiveToPrivate(
TPMT_SENSITIVE “*sensitive, // IN: sensitive structure
TPM2B *name, // IN: the name of the object
OBJECT *parent, // IN: The parent object
TPM_ALG_ID nameAlqg, // IN: hash algorithm in public area. This
// parameter is used when parentHandle is
// NULL, in which case the object is
Family “2.0" TCG Published Page 252

Level 00 Revision 01.38 Copyright © TCG 2006-2016 September 29, 2016



691
692
693
694
695
696
697
698
699
700
701
702
703
704
705
706
707
708
709
710
711
712
713
714
715
716
717
718
719
720
721
722
723
724
725
726
727
728
729

730
731
732
733

Part 4: Supporting Routines

Trusted Platform Module Library

/7/ temporary.
TPM2B_PRIVATE  *outPrivate // OUT: output private structure
)
{
BYTE *sensitiveData; // pointer to the sensitive data
UINT16 dataSize; // data blob size
TPMI_ALG_HASH hashAlg; // hash algorithm for integrity
UINT16 integritySize;
UINT16 ivSize;
//
pAssert(name != NULL && name->size != 0);
// Find the hash algorithm for integrity computation
if(parent == NULL)
{
// For Temporary Object, using self name algorithm
hashAlg = nameAlg;
}
else
// Otherwise, using parent®s name algorithm
hashAlg = ObjectGetNameAlg(parent);
// Starting of sensitive data without wrappers
sensitiveData = outPrivate->t._buffer;
// Compute the integrity size
integritySize = sizeof(UINT16) + CryptHashGetDigestSize(hashAlg);
// Reserve space for integrity
sensitiveData += integritySize;
// Get 1iv size
ivSize = GetlV2BSize(parent);
// Reserve space for iv
sensitiveData += ivSize;
// Marshal the sensitive area including authValue size adjustments.
dataSize = MarshalSensitive(sensitiveData, sensitive, nameAlQ);
//Produce outer wrap, including encryption and HMAC
outPrivate->t._size = ProduceOuterWrap(parent, name, hashAlg, NULL,
TRUE, dataSize, outPrivate->t.buffer);
return;
}

7.6.3.12 PrivateToSensitive()

Unwrap a input private area. Check the integrity, decrypt and retrieve data to a sensitive structure. The

operations in this function:

a) check the integrity HMAC of the input private area

b) decrypt the private buffer

c) unmarshal TPMT_SENSITIVE structure into the buffer of TPMT_SENSITIVE

Error Returns

Meaning

TPM_RCS_INTEGRITY

if the private area integrity is bad

TPM_RC_SENSITIVE

unmarshal errors while unmarshaling TPMS_ENCRYPT from input
private

TPM_RCS_SIZE

error during sensitive data unmarshaling

TPM_RCS_VALUE

outer wrapper does not have an iV of the correct size

TPM_RC

PrivateToSensitive(
TPM2B *inPrivate, // IN: input private structure
TPM2B *name, // IN: the name of the object
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//

OBJECT *parent, // IN: parent object
TPM_ALG_ID nameAlqg, // IN: hash algorithm in public area.

Trusted Platform Module Library

It is

// passed separately because we only pass
// name, rather than the whole public area
// of the object. This parameter is used in
// the following two cases: 1. primary

// objects. 2. duplication blob with inner
// wrap. In other cases, this parameter

// will be ignored
TPMT_SENSITIVE “*sensitive // OUT: sensitive structure

)

TPM_RC result;

BYTE *buffer;

INT32 size;

BYTE *sensitiveData; // pointer to the sensitive data
UINT16 dataSize;

UINT16 dataSizelnput;

TPM1_ALG_HASH hashAlg; // hash algorithm for integrity
UINT16 integritySize;

UINT16 ivSize;

// Make sure that name is provided

pAssert(name != NULL && name->size != 0);

// Find the hash algorithm for integrity computation
if(parent == NULL)

// For Temporary Object, using self name algorithm
hashAlg = nameAlg;
}

else

// Otherwise, using parent®s name algorithm
hashAlg = ObjectGetNameAlg(parent);
}
// unwrap outer
result = UnwrapOuter(parent, name, hashAlg, NULL, TRUE,
inPrivate->size, inPrivate->buffer);
if(result = TPM_RC_SUCCESS)
return result;
// Compute the inner integrity size.
integritySize = sizeof(UINT16) + CryptHashGetDigestSize(hashAlg);
// Get 1iv size
ivSize = GetlV2BSize(parent);
// The starting of sensitive data and data size without outer wrapper
sensitiveData = inPrivate->buffer + integritySize + ivSize;
dataSize = inPrivate->size - integritySize - ivSize;
// Unmarshal input data size
buffer = sensitiveData;
size = (INT32)dataSize;
result = UINT16_Unmarshal (&dataSizelnput, &buffer, &size);
if(result == TPM_RC_SUCCESS)
{
if((dataSizelnput + sizeof(UINT16)) != dataSize)
result = TPM_RC_SENSITIVE;
else
{
// Unmarshal sensitive buffer to sensitive structure
result = TPMT_SENSITIVE_Unmarshal (sensitive, &buffer, &size);
if(result = TPM_RC_SUCCESS || size = 0)

result = TPM_RC_SENSITIVE;

}
}

return result;
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7.6.3.13 SensitiveToDuplicate()

This function prepare the duplication blob from the sensitive area. The operations in this function:
a) marshal TPMT_SENSITIVE structure into the buffer of TPM2B_PRIVATE
b) apply inner wrap to the sensitive area if required

c) apply outer wrap if required

void
SensitiveToDuplicate(
TPMT_SENSITIVE *sensitive, // IN: sensitive structure
TPM2B *name, // IN: the name of the object
OBJECT *parent, // IN: The new parent object
TPM_ALG_ID nameAlg, // IN: hash algorithm in public area. It
// is passed separately because we
// only pass name, rather than the
// whole public area of the object.
TPM2B *seed, // IN: the external seed. If external
// seed is provided with size of 0,
// no outer wrap should be applied
// to duplication blob.
TPMT_SYM_DEF_OBJECT *symDef, // IN: Symmetric key definition. If the
// symmetric key algorithm is NULL,
// no inner wrap should be applied.
TPM2B_DATA *innerSymKey, // IN/OUT: a symmetric key may be
// provided to encrypt the inner
// wrap of a duplication blob. May
// be generated here if needed.
TPM2B_PRIVATE *outPrivate // OUT: output private structure
)
{
BYTE *buffer; // Auxiliary buffer pointer
BYTE *sensitiveData; // pointer to the sensitive data

TPMI_ALG_HASH outerHash = TPM_ALG_NULL;// The hash algorithm for outer wrap
TPMI_ALG_HASH innerHash = TPM_ALG NULL;// The hash algorithm for inner wrap
UINT16 dataSize; // data blob size

BOOL dolnnerWrap FALSE;

BOOL doOuterWrap FALSE;

//
// Make sure that name is provided
pAssert(name != NULL && name->size I= 0);
// Make sure symDef and innerSymKey are not NULL
pAssert(symbDef = NULL && innerSymKey != NULL);
// Starting of sensitive data without wrappers
sensitiveData = outPrivate->t._buffer;
// Find out if inner wrap is required
iT(symDef->algorithm = TPM_ALG_NULL)
{
dolnnerWrap = TRUE;
// Use self nameAlg as inner hash algorithm
innerHash = nameAlg;
// Adjust sensitive data pointer
sensitiveData += sizeof(UINT16) + CryptHashGetDigestSize(innerHash);
}
// Find out if outer wrap is required
if(seed->size 1= 0)
{
doOuterWrap = TRUE;
// Use parent nameAlg as outer hash algorithm
outerHash = ObjectGetNameAlg(parent);
// Adjust sensitive data pointer
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854 sensitiveData += sizeof(UINT16) + CryptHashGetDigestSize(outerHash);
855
856 // Marshal sensitive area, leaving the leading 2 bytes for size
857 buffer = sensitiveData + sizeof(UINT16);
858 dataSize = TPMT_SENSITIVE_Marshal (sensitive, &buffer, NULL);
859 // Adding size before the data area
860 buffer = sensitiveData;
861 UINT16_Marshal (&dataSize, &buffer, NULL);
862 // Adjust the dataSize to include the size field
863 dataSize += sizeof(UINT16);
864 dataSize = MarshalSensitive(sensitiveData, sensitive, nameAlQg);
865 // Apply inner wrap for duplication blob. It includes both integrity and
866 // encryption
867 if(dolnnerWrap)
868 {
869 BYTE *innerBuffer = NULL;
870 BOOL symKeylnput = TRUE;
871 innerBuffer = outPrivate->t.buffer;
872 // SKip outer integrity space
873 if(doOuterWrap)
874 innerBuffer += sizeof(UINT16) + CryptHashGetDigestSize(outerHash);
875 dataSize = Producelnnerintegrity(name, innerHash, dataSize,
876 innerBuffer);
877 // Generate inner encryption key if needed
878 if(innerSymKey->t.size == 0)
879 {
880 innerSymKey->t.size = (symDef->keyBits.sym + 7) / 8;
881 CryptRandomGenerate(innerSymKey->t._size, innerSymKey->t._buffer);
882 // TPM generates symmetric encryption. Set the flag to FALSE
883 symKeylnput = FALSE;
884 }
885 else
886 {
887 // assume the input key size should matches the symmetric definition
888 pAssert(innerSymKey->t.size == (symDef->keyBits.sym + 7) / 8);
889
890 // Encrypt inner buffer in place
891 CryptSymmetricEncrypt(innerBuffer, symDef->algorithm,
892 symDef->keyBits.sym, innerSymKey->t.buffer, NULL,
893 TPM_ALG_CFB, dataSize, innerBuffer);
894 // If the symmetric encryption key is imported, clear the buffer for
895 // output
896 iT(symKeylnput)
897 innerSymKey->t.size = 0;
898 }
899 // Apply outer wrap for duplication blob. It includes both integrity and
900 // encryption
901 if(doOuterWrap)
902
903 dataSize = ProduceOuterWrap(parent, name, outerHash, seed, FALSE,
904 dataSize, outPrivate->t_buffer);
905 }
906 // Data size for output
907 outPrivate->t.size = dataSize;
908 return;
909 }
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7.6.3.14 DuplicateToSensitive()

Unwrap a duplication blob. Check the integrity, decrypt and retrieve data to a sensitive structure. The
operations in this function:

a) check the integrity HMAC of the input private area

b) decrypt the private buffer

¢) unmarshal TPMT_SENSITIVE structure into the buffer of TPMT_SENSITIVE

Error Returns Meaning
TPM_RC_INSUFFICIENT unmarshaling sensitive data from inPrivate failed
TPM_RC_INTEGRITY inPrivate data integrity is broken
TPM_RC_SIZE unmarshaling sensitive data from inPrivate failed
TPM_RC
DuplicateToSensitive(
TPM2B *inPrivate, // IN: input private structure
TPM2B *name, // IN: the name of the object
OBJECT *parent, // IN: the parent
TPM_ALG_ID nameAlqg, // IN: hash algorithm in public area.
TPM2B *seed, // IN: an external seed may be provided.
// IT external seed is provided with
// size of 0, no outer wrap is
// applied
TPMT_SYM_DEF_OBJECT *symDef, // IN: Symmetric key definition. If the
// symmetric key algorithm is NULL,
// no inner wrap is applied
TPM2B *innerSymKey, // IN: a symmetric key may be provided
// to decrypt the inner wrap of a
// duplication blob.
TPMT_SENSITIVE *sensitive // OUT: sensitive structure
)
{
TPM_RC result;
BYTE *buffer;
INT32 size;
BYTE *sensitiveData; // pointer to the sensitive data
UINT16 dataSize;
UINT16 dataSizelnput;

// Make sure that name is provided
pAssert(name != NULL && name->size I= 0);
// Make sure symDef and innerSymKey are not NULL
pAssert(symbDef != NULL && innerSymKey != NULL);
// Starting of sensitive data
sensitiveData = inPrivate->buffer;
dataSize = inPrivate->size;
// Find out if outer wrap is applied
iT(seed->size 1= 0)
{
// Use parent nameAlg as outer hash algorithm
TPMI_ALG_HASH outerHash = parent->publicArea.nameAlg;
result = UnwrapOuter(parent, name, outerHash, seed, FALSE,
dataSize, sensitiveData);
if(result '= TPM_RC_SUCCESS)
return result;
// Adjust sensitive data pointer and size
sensitiveData += sizeof(UINT16) + CryptHashGetDigestSize(outerHash);
dataSize -= sizeof(UINT16) + CryptHashGetDigestSize(outerHash);
}
// Find out if inner wrap is applied
iT(symbef->algorithm = TPM_ALG_NULL)
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957 {

958 // assume the input key size matches the symmetric definition

959 pAssert(innerSymKey->size == (symDef->keyBits.sym + 7) / 8);

960 // Decrypt inner buffer in place

961 CryptSymmetricDecrypt(sensitiveData, symDef->algorithm,

962 symDef->keyBits.sym, innerSymKey->buffer, NULL,
963 TPM_ALG_CFB, dataSize, sensitiveData);

964 // Check inner integrity

965 result = Checklnnerlntegrity(name, nameAlg, dataSize, sensitiveData);
966 if(result '= TPM_RC_SUCCESS)

967 return result;

968 // Adjust sensitive data pointer and size

969 sensitiveData += sizeof(UINT16) + CryptHashGetDigestSize(nameAlg);
970 dataSize -= sizeof(UINT16) + CryptHashGetDigestSize(nameAlg);

971

972 // Unmarshal input data size

973 buffer = sensitiveData;

974 size = (INT32)dataSize;

975 result = UINT16_Unmarshal (&dataSizelnput, &buffer, &size);

976 if(result == TPM_RC_SUCCESS)

977 {

978 if((dataSizelnput + sizeof(UINT16)) != dataSize)

979 result = TPM_RC_SIZE;

980 else

981 {

982 // Unmarshal sensitive buffer to sensitive structure

983 result = TPMT_SENSITIVE_Unmarshal (sensitive, &buffer, &size);
984 // if the results is OK make sure that all the data was unmarshaled
985 if(result == TPM_RC_SUCCESS && size 1= 0)

986 result = TPM_RC_SIZE;

987 }

988 }

989 return result;

990 }

7.6.3.15 SecretToCredential()

This function prepare the credential blob from a secret (a TPM2B_DIGEST) The operations in this
function:

a) marshal TPM2B_DIGEST structure into the buffer of TPM2B_ID_OBJECT

b) encrypt the private buffer, excluding the leading integrity HMAC area

c) compute integrity HMAC and append to the beginning of the buffer.

d) Set the total size of TPM2B_ID_OBJECT buffer

991 void

992 SecretToCredential(

993 TPM2B_DIGEST *secret, // IN: secret information

994 TPM2B *name, // IN: the name of the object

995 TPM2B *seed, // IN: an external seed.

996 OBJECT *protector, // IN: the protector

997 TPM2B_1D_OBJECT *outlIDObject // OUT: output credential

998 )

999 {

1000 BYTE *buffer; // Auxiliary buffer pointer

1001 BYTE *sensitiveData; // pointer to the sensitive data

1002 TPM1_ALG_HASH outerHash; // The hash algorithm for outer wrap

1003 UINT16 dataSize; // data blob size

1004 pAssert(secret '= NULL && outlDObject != NULL);

1005 // use protector®s name algorithm as outer hash

1006 outerHash = ObjectGetNameAlg(protector);

1007 // Marshal secret area to credential buffer, leave space for integrity
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1008 sensitiveData = outlDObject->t.credential

1009 + sizeof(UINT16) + CryptHashGetDigestSize(outerHash);
1010 // Marshal secret area

1011 buffer = sensitiveData;

1012 dataSize = TPM2B_DIGEST_Marshal (secret, &buffer, NULL);
1013 // Apply outer wrap

1014 outlDObject->t.size = ProduceOuterWrap(protector,

1015 name,

1016 outerHash,

1017 seed,

1018 FALSE,

1019 dataSize,

1020 outlDObject->t.credential);
1021 return;

1022 }

7.6.3.16 CredentialToSecret()

Unwrap a credential. Check the integrity, decrypt and retrieve data to a TPM2B_DIGEST structure. The
operations in this function:

a) check the integrity HMAC of the input credential area

b) decrypt the credential buffer

¢) unmarshal TPM2B_DIGEST structure into the buffer of TPM2B_DIGEST

Error Returns Meaning

TPM_RC_INSUFFICIENT error during credential unmarshaling
TPM_RC_INTEGRITY credential integrity is broken

TPM_RC_SIZE error during credential unmarshaling

TPM_RC_VALUE IV size does not match the encryption algorithm block size

1023 TPM_RC
1024 CredentialToSecret(

1025 TPM2B *inlDObject, // IN: input credential blob
1026 TPM2B *name, // IN: the name of the object
1027 TPM2B *seed, // IN: an external seed.
1028 OBJECT *protector, // IN: the protector
1029 TPM2B_DIGEST *secret // OUT: secret information
1030 )
1031 {
1032 TPM_RC result;
1033 BYTE *puffer;
1034 INT32 size;
1035 TPM1_ALG_HASH outerHash; // The hash algorithm for outer wrap
1036 BYTE *sensitiveData; // pointer to the sensitive data
1037 UINT16 dataSize;
1038 // use protector®"s name algorithm as outer hash
1039 outerHash = ObjectGetNameAlg(protector);
1040 // Unwrap outer, a TPM_RC_INTEGRITY error may be returned at this point
1041 result = UnwrapOuter(protector, name, outerHash, seed, FALSE,
1042 inlDObject->size, inlDObject->buffer);
1043 iT(result == TPM_RC_SUCCESS)
1044 {
1045 // Compute the beginning of sensitive data
1046 sensitiveData = inlDObject->buffer
1047 + sizeof(UINT16) + CryptHashGetDigestSize(outerHash);
1048 dataSize = inlDObject->size
1049 - (sizeof(UINT16) + CryptHashGetDigestSize(outerHash));
1050 // Unmarshal secret buffer to TPM2B DIGEST structure
1051 buffer = sensitiveData;
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size = (INT32)dataSize;
result = TPM2B_DIGEST_Unmarshal (secret, &buffer, &size);
// 1T there were no other unmarshaling errors, make sure that the
// expected amount of data was recovered
if(result == TPM_RC_SUCCESS && size = 0)
return TPM_RC_SIZE;

}

return result;
7.6.3.17 MemoryRemoveTrailingZeros()
This function is used to adjust the length of an authorization value. It adjusts the size of the TPM2B so

that it does not include octets at the end of the buffer that contain zero. The function returns the number
of non-zero octets in the buffer.

UINT16

MemoryRemoveTrailingZeros(
TPM2B_AUTH *auth // IN/OUT: value to adjust
)

{

while((auth->t.size > 0) && (auth->t.buffer[auth->t.size - 1] == 0))
auth->t._.size--;
return auth->t.size;

7.6.3.18 SetLabelAndContext()

This function sets the label and context for a derived key. It is possible that label or context can end up
being an Empty Buffer.

TPM_RC
SetLabelAndContext(
TPMT_PUBLIC *publicArea, // IN/OUT: the public area containing
// the unmarshaled template
TPM2B_SENSITIVE_DATA *sensitive // IN: the sensitive data
)
{
TPM_RC result;
INT32 size;
BYTE *puff;
TPM2B_LABEL label;

// Unmarshal a TPMS_DERIVE from the TPM2B_SENSITIVE_DATA buffer
size = sensitive->t.size;

// 1T there is something to unmarshal...

if(size 1= 0)

buff = sensitive->t.buffer;
result = TPM2B_LABEL_Unmarshal (&label, &buff, &size);
if(result = TPM_RC_SUCCESS)
return result;
// 1f there is a label in the publicArea, it overrides
if(publicArea->unique.derive.label .t.size ==
MemoryCopy2B(&publicArea->unique.derive.label.b, &label.b,
sizeof(publicArea->unique.derive.label.t_buffer));
result = TPM2B_LABEL_Unmarshal (&label, &buff, &size);
if(result = TPM_RC_SUCCESS)
return result;
iT(publicArea->unique.derive.context.t.size == 0)
MemoryCopy2B(&publicArea->unique.derive.context.b, &label.b,
sizeof(publicArea->unique.derive.context.t.buffer));

}
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return TPM_RC_SUCCESS;

7.6.3.19 UnmarshalToPublic()

Support function to unmarshal the template. This is used because the Input may be a TPMT_TEMPLATE
and that structure does not have the same size as a TPMT_PUBIIC() because of the difference between
the unique and seed fields. If derive is not NULL, then the seed field is assumed to contain a label and
context that are unmarshaled into derive.

TPM_RC

UnmarshalToPublic(
TPMT_PUBLIC *tout, // OUT: output
TPM2B_TEMPLATE *tin, // IN:
BOOL derivation // IN: indicates i1f this is for a derivation
)

{
BYTE *buffer = tin->t.buffer;
INT32 size = tIn->t.size;
TPM_RC result;

//

// make sure that tOut is zeroed so that there are no remnants from previous
// uses

MemorySet(tOut, 0, sizeof(TPMT_PUBLIC));

// Unmarshal a TPMT_PUBLIC but don®"t allow a nameAlg of TPM_ALG NULL

result = TPMT_PUBLIC_Unmarshal (tOut, &buffer, &size, FALSE);

iT((result == TPM_RC_SUCCESS) && (derivation == TRUE))

{
#iT ALG_ECC
// 1f we just unmarshaled an ECC public key, then the label value is in the
// correct spot but the context value is in the wrong place if the
// maximum ECC parameter size is larger than 32 bytes. So, move it. This
iT(tOut->type == ALG_ECC_VALUE)

// This could probably be a direct copy because we are moving data

// to lower addresses but, just to be safe...

TPM2B_LABEL context;

MemoryCopy2B(&context.b, &tOut->unique.ecc.y.b,
sizeof(context.t._buffer));

MemoryCopy2B(&tOut->unique.derive.context.b, &context.b,
sizeof(tOut->unique.derive.context.t_buffer));

}
else
#endif
// For object types other than ECC, should have completed unmarshaling
// with data left in the buffer so try to unmarshal the remainder as a
// TPM2B_ LABEL into the context
result = TPM2B_LABEL_Unmarshal (&tOut->unique.derive.context,
&buffer, &size);
}

return result;

7.6.3.20 ObjectSetHierarchy()

void

ObjectSetHierarchy(
OBJECT *object,
TPM_HANDLE parentHandle,
OBJECT *parent
)

{

if(parent == NULL)
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switch(parentHandle)

case TPM_RH_ENDORSEMENT:
object->attributes.epsHierarchy
break;

case TPM_RH_OWNER:
object->attributes.spsHierarchy
break;

case TPM_RH_PLATFORM:
object->attributes.ppsHierarchy
break;

default:
break;

SET;

SET;

SET;

3
¥
else

{
object->attributes.epsHierarchy
object->attributes.spsHierarchy
object->attributes.ppsHierarchy

7.6.3.21 ObjectSetExternal()

Set the external attributes for an object.

void
ObjectSetExternal
OBJECT *object
)
{
object->attributes.external = SET;
}
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parent->attributes.epsHierarchy;
parent->attributes.spsHierarchy;
parent->attributes.ppsHierarchy;

Page 262
September 29, 2016



WN P

Part 4: Supporting Routines Trusted Platform Module Library

7.7 Encrypt Decrypt Support (EncryptDecrypt_spt.c)

#include "Tpm.h"
#include "EncryptDecrypt_fp._.h"
#ifdef TPM_CC_EncryptDecrypt2

Error Returns Meaning
TPM_RC_KEY is not a symmetric decryption key with both public and private
portions loaded
TPM_RC_SIZE Ivin size is incompatible with the block cipher mode; or inData size is
not an even multiple of the block size for CBC or ECB mode
TPM_RC_VALUE keyHandle is restricted and the argument mode does not match the
key's mode
TPM_RC
EncryptDecryptShared(
TPMI_DH_OBJECT keyHandleln,
TPMI_YES_NO decryptlin,
TPMI_ALG_SYM_MODE modeln,
TPM2B_ 1V *ivin,
TPM2B_MAX_BUFFER *inData,
EncryptDecrypt_Out *out
{
OBJECT *symKey ;
UINT16 keySize;
UINT16 blockSize;
BYTE *key;
TPM_ALG_ID alg;
TPM_ALG_ID mode;
TPM_RC result;
BOOL OK;

// lInput Validation

symKey = HandleToObject(keyHandleln);
mode = symKey->publicArea.parameters.symDetail.sym.mode.sym;
// The input key should be a symmetric key
iT(symKey->publicArea.type != TPM_ALG_SYMCIPHER)

return TPM_RCS_KEY + RC_EncryptDecrypt_keyHandle;
// The key must be unrestricted and allow the selected operation
OK = symKey->publicArea.objectAttributes.restricted !'= SET;

iT(YES == decryptln)

OK = OK && symKey->publicArea.objectAttributes.decrypt == SET;

else

OK = OK && symKey->publicArea.objectAttributes.sign == SET;

i F(10K)

return TPM_RCS_ATTRIBUTES + RC_EncryptDecrypt_keyHandle;
// 1T the key mode is not TPM_ALG_NULL...

// or TPM_ALG_NULL

if(mode '= TPM_ALG_NULL)

// then the input mode has to be TPM_ALG_NULL or the same as the key
if((modeln 1= TPM_ALG_NULL) && (modeln != mode))
return TPM_RCS_MODE + RC_EncryptDecrypt_mode;

else

// if the key mode is null, then the input can"t be null
if(modeln == TPM_ALG_NULL)
return TPM_RCS_MODE + RC_EncryptDecrypt_mode;

mode = modeln;
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// The input iv for ECB mode should be an Empty Buffer. All the other modes
// should have an iv size same as encryption block size
keySize = symKey->publicArea.parameters.symDetail.sym.keyBits.sym;
alg = symKey->publicArea.parameters.symDetail _.sym_algorithm;
blockSize = CryptGetSymmetricBlockSize(alg, keySize);
// Note: When an algorithm is not supported by a TPM, the TPM_ALG xxx for that
// algorithm is not defined. However, it is assumed that the ALG_xxx_VALUE for
// the algorithm is always defined. Both have the same numeric value.
// ALG_xxx_VALUE is used here so that the code does not get cluttered with
// #ifdef"s. Having this check does not mean that the algorithm is supported.
// 1T it was not supported the unmarshaling code would have rejected it before
// this function were called. This means that, depending on the implementation,
// the check could be redundant but it doesn®"t hurt.
if(((modeln == ALG_ECB_VALUE) && (ivin->t.size = 0))

Il ((modeln I= ALG_ECB_VALUE) && (ivin->t.size I= blockSize)))

return TPM_RCS_SIZE + RC_EncryptDecrypt_ivin;
// The input data size of CBC mode or ECB mode must be an even multiple of
// the symmetric algorithm®s block size
iT(((modeln == ALG_CBC_VALUE) || (modeln == ALG_ECB_VALUE))

&& ((inData->t.size % blockSize) 1= 0))

return TPM_RCS_SIZE + RC_EncryptDecrypt_inData;
// Copy 1V
// Note: This is copied here so that the calls to the encrypt/decrypt functions
// will modify the output buffer, not the input buffer
out->ivOut = *ivin;

// Command Output

key = symKey->sensitive.sensitive.sym.t._buffer;

// For symmetric encryption, the cipher data size is the same as plain data
// size.

out->outData.t.size = inData->t.size;

if(decryptln == YES)

{

// Decrypt data to output

result = CryptSymmetricDecrypt(out->outData.t_buffer, alg, keySize, key,
&(out->ivOut), mode, inData->t.size,
inData->t.buffer);

}
else
// Encrypt data to output
result = CryptSymmetricEncrypt(out->outData.t_buffer, alg, keySize, key,
&(out->ivOut), mode, inData->t.size,
inData->t.buffer);
}

return result;

}
#endif // CC_EncryptDecrypt
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8 Subsystem
8.1 CommandAudit.c

8.1.1 Introduction

This file contains the functions that support command audit.

8.1.2 Includes

#include "Tpm.h"
8.1.3 Functions

8.1.3.1 CommandAuditPrelnstall_Init()

This function initializes the command audit list. This function is simulates the behavior of manufacturing. A
function is used instead of a structure definition because this is easier than figuring out the initialization
value for a bit array.

This function would not be implemented outside of a manufacturing or simulation environment.

void
CommandAuditPrelnstall_Init(
void

)

// Clear all the audit commands

MemorySet(gp-auditCommands, 0x