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Recent data leak scandals, together with the under-utilization of collected data (estimated that around 90% of data never leaves a
device’s local storage), limits the applicability and potential of novel data driven applications. Thus, novel ways to treat data, in
which users are guaranteed control, usability, and privacy over their generated data, are needed. In this paper we propose a novel
privacy-preserving blockchain framework for a data sharing marketplace. The proposed framework allows users (such as sensors and
devices) that generate data to store it in external servers, while the blockchain is utilized to record buy and sell transactions between
parties, as well as perform access control by generating access sequences whenever trades are performed. A novel perspective over
data ownership is presented, in which whoever generates the data has completed ownership and control over it and the blockchain
transactions are only utilized to guarantee temporary access to it. The proposed blockchain framework also supports different types of
data and provides, via the distributed and openness of the framework, quality, timeliness and similarity control over the data stored in
the marketplace. In this context, different types of applications that can benefit from this framework are presented and open problems

are discussed.
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1 INTRODUCTION

The exponential growth in mobile traffic has led the wireless network industry to produce and collect an unprecedented
amount of data [4]. It is expected that by 2025 the number of devices connected to the Internet will be around 42 billion,
generating around 80 zettabytes of data in the same year [10, 23]. Due to this huge amount of data generated daily,
several novel data driven applications have emerged in recent years, ranging from vehicular communications, smart
healthcare, to personalized services. However, it is estimated that around 90% of the data generated by sensors never
leave a device’s local storage and is not utilized [11], forming numerous isolated data-islands and contradicting the
behavior that data is the new oil of the digital economy. Several reasons contribute for this under-utilization, such as
difficulties in terms of structuring the data, collection of redundant information, and political or economical reasons.
On top of these issues, there are also concerns in terms of user’s privacy and how major corporations utilize their data,
which also has a direct impact in data collection, since less user’s opt-in to these services [12, 34, 35].

In order to remove the public’s concern and regain their trust in terms of data collection, as well as controlling who
has access to their data (by allowing users to determine what type and with whom their information is shared), new
approaches on how data is treated are needed. However, building a new data platform, such as a marketplace, in a
centralized manner, is not ideal. While this model has worked until now, the exponential growth of Internet of Things

(I0T) devices as well as the data collected, threatens to push centralized systems to its limits in terms of scalability [5, 23].
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Moreover, centralization can result in single points of failure, access inefficiencies and targeted attacks, which can lead
to data leakages such as the ones from the Facebook-Cambridge Analytica and Google+, both in 2018. Moreover, having
a single party control a tremendous amount of data is not economically healthy, as users would be limited to adhering
to the guidelines imposed by a single organization to have their data in such platform [26]. Moreover, this behavior
also threatens vendor lock-in, limits interoperability between parties and exposes the data to the vendor, reducing
consumer’s trust [3]. Thus, there would be no proper incentive for data sharing, hindering the advance of innovations
and economic growth [12, 23].

To overcome these issues, a decentralized architecture can be considered, such as in blockchain [19, 28]. Originally
proposed as the backbone of Bitcoin, blockchain has become a revolutionary decentralized data management framework
that can transform the way in which information is shared. Since blockchain does not rely on a central server, it can
provide more transparent access to information, while also guaranteeing privacy and being more secure against single
point attacks. Blockchain is also able to enhance data integrity and security, contributing to restoring the general public’s
trust. In addition to its popularity in finance, blockchain has been applied in other sectors including energy, supply chain,
healthcare, and wireless networks [14, 27, 28, 31]. In the context of a data marketplace, a few companies have already
attempted to deploy such an ecosystem, such as [9, 24]. In [9] an [oT data marketplace where the blockchain is used to
record transactions while data is stored in external servers is proposed. Whereas in [24], a private blockchain solution is
developed in order to exchange data from supply chains, such as tracking shipments and their arrival locations. Despite
the similarities with our work, the main differences between our proposed scheme and these solutions come from a
technical aspect regarding the blockchain. In all of these implementations the blockchain assumes a simple role of just
recording transactions or basic access control. Whereas in our framework the blockchain has a bigger role in terms of
controlling the quality of data that is available in the platform, tracking reputation and assigning rewards to different
parties, detecting similarities between data, as well as performing access control and enabling users to opt-out of the
platform. Access control based on smart contract and blockchain-enabled key exchange are playing important roles in
the proposed architecture, as they have been realised in a comprehensive privacy-preserving manner, where the users’
data security and integrity are guaranteed and automated by the marketplace. Furthermore, our proposed framework is
also composed of neutral third parties storage servers, which are responsible for storing data and preserving privacy.
These storage servers can be verified and accessed by interacting with the blockchain smart contracts, through buy or
sell transactions, and allow the download of the data uploaded to the marketplace. By using external storage in this
marketplace, memory and computationally constrained devices, such as IoT devices can participate in this framework.

Other works that explore the idea of storing data in external servers when using a blockchain system are the works
in [34, 35]. In [35] a peer-to-peer system that enables different parties to store and run computational operations on data
stored in external servers while keeping the data private is proposed, whereas, in [34], the authors extend their ideas
and propose a blockchain system that allows users to control the data the generated and that can autonomously perform
access control to data stored in external servers. Similar to those works, in our marketplace external servers are used to
store data and the blockchain is utilized to perform access control as well. However, in our proposed marketplace we do
not store a pointer to the data in external servers in the blockchain, but rather we record the transactions performed by
generating a sequence that hashes the encrypted data with a public-key of the buyer to verify a transaction. This way
we guarantee that only the person that has requested to buy that data can access it. Another approach in [17], considers
a privacy preserving data sharing solution for industrial IoT devices in a federated learning scenario, whereas in [21] a
blockchain framework for data access control of IoT data is proposed. In [22] a blockchain-based data marketplace for

IoT devices is proposed, where devices interact with machine learning providers and exchange data in a transparent



manner. Also, in [12] a blockchain marketplace is proposed, in which user’s data is uploaded to the blockchain together
with a policy (dictating how other users can access the data). In [3] a data marketplace based on blockchain is also
proposed. In their design buyers and sellers agree on a set price beforehand. After that, the seller performs a data
transformation through a function and sends it to the buyer for verification. After receiving the verification confirmation,
the seller then uploads the inverse of the transformed data to the blockchain, which is then received and decoded by
the buyer. Another work that proposes a blockchain-based marketplace is in [26], which considers a platform based on
the Bitcoin protocol to validate and record transactions between parties.

In [20] the authors evaluate different trading protocols in data trading IoT environments in a narrow-band IoT system,
where massive sensing is supported. The authors provide a more fundamental work and analyse the performance
of the blockchain system in terms of latency and energy consumption. Also, in] [2] a blockchain crowd sensed data
trading system is proposed to overcome the challenges and inefficiencies of conventional crowd sensed data trading,
which requires for all transactions to go through a broker. Their work shows that by incorporating blockchain into
this system, trustworthiness can be guaranteed, preventing auction manipulation, while also motivating the upload of
truthful and meaningful data, similar to our proposed approach. In addition to these works, Non-Fungible Tokens (NFT)
have recently emerged as a revolution of digital art copyright [29]. However, NFTs currently suffer the heavy cost from
storage of original art, whereas in our proposed data marketplace, it solves the authentication and confirmation of
copyright while offering peace-of-mind storage solution to NFT creators and consumers. Lastly, several companies
around the world are already integrating blockchain with IoT and artificial intelligence (AI) to share and trade data,
which highlights the importance of this topic [23].

Differently than previous works, this paper proposes a novel blockchain architecture to enable a data marketplace.
By utilizing blockchain as its enabler, the main goal of this proposed architecture is to guarantee that untrusted parties
are able to make data transactions to one another, while keeping their privacy and data ownership. The proposed
framework supports all types of data, and builds upon the ideas of [34, 35] to store the traded data into off-chain storage
clusters, while the blockchain is utilized to register the transactions between parties. Access control is performed by
generating a one-time sequence whenever a trade is made, which is used by the buying party to read the data stored in
the off-chain storage.

By utilizing this sequence, the proposed framework guarantees that the data still belongs to the user who generated
it, while keeping access to the data restricted from other non-buying parties. Moreover, whenever a user opts-out of the
marketplace all sequences are revoked, guaranteeing that no unwanted transactions take place after the user withdraws.
The proposed framework also supports a two-way system, in which users can not only share data, but also the byproduct
generated by the consumers such as machine learning models can also be sold to enable specific applications (e.g., buyers
and sellers’ roles are interchangeable). Furthermore, mechanisms to control the quality, timeliness and similarity of data
in the marketplace are also provided, by assigning incentives, penalties and monitoring each device’s reputation level
via the blockchain. Lastly, we present potential applications, open issues and future work directions. The contributions

of this paper are:

e Proposing a blockchain framework for the trade of any kind of data in a private and unregulated manner, ensuring
neither users’ identity, access information and data integrity is compromised.

o Investigating how access control can be performed, guaranteeing that the data still belongs to the user that
generated it and allowing users to opt-out of the scheme. A fully decentralized key exchange scheme is also

included to improve the end-to-end data privacy and integrity in a fully decentralized manner.



e Providing a mechanism for data quality control and similarity detection in the form of incentives and reputation.
o Investigating the balance between client, data providers and miners and the economic aspects of such balance.
e Consideration of different levels of data, and presentation of different use-cases that the marketplace can use.

o Discussion and suggestions as to novel applications, open problems, and solutions.

2 PRELIMINARIES
2.1 Big Data

Due to the myriad of new data driven use-cases that have emerged in recent years, the production and collection of data
has seen an unprecedented increase. As such, data is being considered as one of the most important assets in today’s
world, since it can generate powerful insights and predictions about someone’s behavior, or interests [11]. However,
due to the vast number of applications, the data generated can be quite different in terms of data sources, volume, and
purposes. Since the proposed marketplace is capable of handling any type of data, it is only natural that a brief review

and classification of big data types is performed.

2.1.1  Data Sources. With the increase in number of devices equipped with Internet connection capabilities and sensors,

it has become quite easy to collect data. In this regard, data can come from several different sources, such as [4]:

e Data centers and servers, in the case of web applications.
e User generated content, either through streaming, embedded sensors, or mobile applications.

o IoT devices and wireless sensor networks, in the cases of healthcare, agriculture and industry.

2.1.2 Data Transmission. There are two main modes in which data can be transmitted, either wired or wireless, and,
depending on the application requirements, one transmission mode is favored over the other. Wired transmissions are
usually extremely reliable, whereas wireless transmissions suffer from attenuation from the wireless channel. This can
potentially bring novel challenges to blockchain architectures in terms of the blockchain performance and consensus

algorithms, since blockchains have been designed to work in reliable domains.

2.1.3  Data Volume. Depending on the type of application and data source, as well as the rate of data transmission and
battery life, the volume of data produced can be quite different. Applications that require raw data, for example, are
going to consume significantly more resources than applications that only require processed data to be transmitted to

them. Volume can also differ depending if the data is utilized at the application or network side.

2.1.4 Data Types. Data can be divided into two main categories: raw data, or processed data. Raw data consists of
unprocessed data collected from a source that is directly fed into its application, whereas processed data undergoes
manipulations after it is collected in order to produce meaningful information, such as relevant features. Examples of
raw data consist of images from a camera, which can be used in the context of deep learning to automatically discover
representations and patterns in the dataset [15]. On the other hand, conventional machine learning algorithms, such as
supervised and unsupervised learning, need to be fed with processed data that have hand-crafted features, to discover
correlations and patterns in the data and make their predictions [13, 15]. Another example of processed data is in
federated learning, in which each device learns based on its own local data [16]. However, depending on the type of
data, different challenges can arise in the proposed marketplace, in terms of storage requirements as well as similarity

detection.



2.2 Blockchain and Smart Contracts

2.2.1 Blockchain. Blockchain has been proven to be a powerful tool in multiple industries including finance, supply
chains, energy and data trading, and in IoT, to name a few. It is widely regarded as the next technology to enable a
new era of collaboration and innovation, due to its advantages in terms of replacing a central server with a distributed
ledger, therefore preventing data from being tampered with, and allowing anyone with access to the blockchain to
check any information inside it [19].

Blockchain consists of a distributed database responsible for keeping its data in open and tamper-proof distributed
storage. This allows blockchains to not depend on a central server controlled by third parties, increasing trust and
transparency [30]. These blocks are composed of a header, which establishes a retroactive connection from the most
recent block to the first block created [19], thereby allowing users to verify the integrity and authenticity of any
known block; and a body, which contains the data in the blockchain and can be composed of any payload. In order for
participants to locate the latest block of the chain, every user of the blockchain must hold a copy of the headers of the
longest chain, making the network distributed. In addition to this data structure, new blocks are added by a collective
effort, through a consensus mechanism, in which participants can agree on the status of the ledger [19]. Blockchain
also relies on the use of encryption, which enables different levels of authorities and interactions in the network, thus,
due to these advantages, blockchains are a good alternative to enable a private and secure data marketplace.

It is envisioned that the proposed marketplace can work similarly to Bitcoin, in which blockchain acts as the backbone
infrastructure in order to preserve privacy between users, and to allow untrusted parties to make transactions with one
another [19]. However, instead of trading currency, access to data is exchanged. This is done through the utilization of
external storage servers responsible for storing the data and also verifying when a request has been made. Alternatively,
the seller may choose to expose itself for a limited time period and offer the data downloading service with Trusted
Execution Environment (TEE), if supported by the host, though it is not the first choice. In the setup of using external
storage, the data exchanged are well encrypted and sliced, thus illicit access to the data does not tamper the data, nor
causes any breaches. Thus, the blockchain is responsible for recording the transactions between two parties, which
represents who can have access to the data stored in the external servers. In addition, blockchain can also record
whenever someone revokes access to its data, generating a complete timeline of when the data access was granted and
revoked, thereby creating a transparent and controlled environment for its users. By creating a decentralized blockchain
platform to buy and sell data, a highly scalable, secure, private, and trusted peer-to-peer data sharing framework can be
achieved. This could potentially eliminate bottlenecks found in centralized systems, while also keeping user’s ownership

of the data, giving them increased power over their own data, as opposed to today’s standards.

2.2.2  Smart Contracts. Smart contracts consist of self-executing scripts in the blockchain, in what can be described as
protocols that executes the terms of a contract [7]. These contracts are codes that can be executed by either miners or
clients, and have the objective to provide regulation without the need of trusted intermediaries between transacting
parties. Since these contracts are part of the chain, whenever users want to use them, instead of addressing the
transaction directly to another user, the transaction is addressed to the smart contract, which executes independently
and automatically. This allows for parties that do not trust each other to exchange data in a common and trusted
platform (the blockchain) [7].

In the context of the proposed data marketplace, smart contracts can be used to perform transactions between
untrusted parties. Requests to buy / sell data can be sent to the smart contract, which is then responsible for making

sure all requirements of the transaction are met, as well as for publicizing the transaction information in the blockchain.
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Fig. 1. Proposed Blockchain-enabled marketplace.

The transaction can have information about to whom the seller is granting access, but it can also involve a time-frame,
in which the other party can have access to the data for a period of time. The utilization of smart contracts can lead to
the automation of the marketplace, facilitating the exchange of goods, such as through deposit holdings whenever a

transaction is pending.

3 BLOCKCHAIN-ENABLED DATA MARKETPLACE FRAMEWORK

The blockchain-enabled data marketplace is a holistic approach to build up the trust and privacy between anonymous
sellers and buyers for different data applications, such as machine learning, data analytics and many others.

In this section, we introduce the proposed data marketplace framework with detailed definitions of its elements,
architecture and the data structure. Moreover, we also include details in terms of the data structure and payload, as
well as the services provided by the smart contracts, sequence hosts, and storage clusters. The orchestration of the
state-of-the-art components combined with the multi-stage smart contract flow design are tailored for the desired

privacy-preservation when two anonymous entities interacting on the actual data exchange.

3.1 Entities, functions and interfaces
The following parties are defined as the entities with their roles and interfaces:

e Blockchain-enabled data marketplace!: a distributed ledger that serves Buyers and Sellers by providing them
with a smart contract and tamper-proof ledger. The marketplace offers the following basic functions to the users:
listing data request, notification of filled data request order, listing the encrypted sequence (index) from sequence
host?, and access/quality control.

o Buyers: those who request data via the blockchain-enabled marketplace with a request order. During the request
order creation, Buyers also attach their own public-key and the price for the order, if applicable.

!Such a system is also eligible for a blockchain-enabled data sharing service, where the service is hosted without trading functionality, the following

stated Sellers and Buyers are basically data provider and enquirer
2Sequence is an example of transposition cipher methodology [18] used in data shuffling.



o Sellers: those who accept the request order listed on the blockchain marketplace and provide the intended data,
which are encrypted by the Buyer’s public-key, to the Buyer. The roles of Seller and Buyer are exchangeable. It is
worth mentioning that in most scenarios, the Seller should fill the order from the Buyer, hence the reputation
(which is known from the blockchain) and the link to real identity may be desirable for trading purposes.
Moreover, it is also important to highlight that this framework is fully autonomous, where as Sellers generate
data, it gets automatically advertised to the blockchain via configurable scripts n each node. Similarly, Buyers can

also have certain scripts or functions that scan for a particular type of data and automatically place buy requests.

Storage Services Providers: the hosted storage solution for the Seller’s data alongside with the blockchain network.
Storage Services Providers are neutral parties who co-exist with blockchain miners. In the scope of the proposed
solution, they are voluntary services provided by miners, but the incentive of running hosted storage for the
marketplace is also open to exploration. The privacy is preserved when the access information is not tagged
with specific interest and individuals. The access to the storage clusters is considered as privacy-preserving
because the user downloads a trunk of data, which includes the wanted data slices and some random slices that
conceal the interest of intended data. In this way, the storage clusters provide unconditional data downloading
service to any user, hence with all the knowledge obtained by the storage provider, it cannot link the user with
specific data slices, even by knowing the specific data being downloaded. By incorporating an external storage
in the marketplace, it allows devices that have limited memory and computational power, such as IoT devices,
to participate. Moreover, the utilization of external storage also contributes to the key principle of this work,
in which whoever generates data has full control over it. If data transfers were done directly, without external
servers, this control would not be possible, since a direct transaction would transfer to the buying party full
control over the data generated by the seller. By using an external server, we make sure that only the owner of
that data has ownership over it and only a “right to use" the data is sold to the buyer, whereas the original data
still belongs to the original owner.

Sequence Host Service®: a third-party service provider that broadcast encrypted sequences using the Buyer’s

certificate. The Sequence Host Service is also a break-in point for regulators and policy makers without compro-
mising users’ privacy. Though it is described as an entity with centralized behaviour, in the practice, the sequence
host can be decentralized by employing decentralized oracle or independent validator nodes in the blockchain
network, randomly assigned in each transaction. The sequence host can operate in a decentralized manner
by allowing users to act as sequence hosts with their commitment made to the community, by depositing or
stacking activities in the community. The sequence host is able to create rules on data deletion period and access
control, which verifies the Buyer’s blockchain wallet address. As the blockchain marketplace is a self-regulatory
community, the sequence server should be considered as an independent service provider who gains the trust
from users. The sequence host operates on a minimal trust model, same as other entities, but it accumulates
reputation by providing users with good quality of service. Blockchain-enabled mutual authentication protocols,
such as [32], are encouraged to ensure the sequence host is authentic. An overview of the privacy visibility of all

entities is presented in Table 1

Data as the trading goods: the goods traded in this marketplace, as requested by Buyers and supplied by the
Sellers. They are first produced by the Seller as raw or processed data, then are encrypted by the Seller using the
public-key supplied by the Buyer and then shuffled with a sequence, resulting in the out-of-order data (which

3The Sequence Host Service is an example of host service for transposition cipher methodology, any alternative cipher tools can be introduced if it suits
the architectural design of the proposed scheme



has an additional parity bit), before storing it on the external storage service in the form of fixed length slices
(sliced data), a minimum number of slices of 256 is recommended for brute force attack prevention. Although we
have designed some protection mechanisms over the data, such as similarity detection and access control, other
issues such as the upload of sensitive data or data bought in the marketplace being offered outside the platform
are out of scope of the paper.
o Cryptography measures: Public-key-based cryptography used to encrypt the designated information. Note that
all trading parties shall have use of Trusted Platform Module (TPM) and TEE.
— Public-keys are commonly used to encrypt data from Sellers and the decryption is done at the Buyer’s end. It
allows the exposing of encrypted data to third party storage services and prevents sequence server corruption.

4 are random indexes used for the sliced data order randomization, it is also used to assure the

- Sequences
integrity of the data stored on the storage clusters. In addition to the security of a slice order, a recommended
number of slice of 256 is required to suit the needs of one-time pad and the distributed access performance.

— (Optional) AES or other symmetrical encryption for enhanced security. The exchange of the symmetrical key

is initiated by the Seller, who uses the Buyer’s public-key to protect the symmetrical key.

The above described forms a tamper-proof and stage by stage content delivery system with strong credential and

encryption control over it.

Table 1. Privacy visibility to all entities

Seller IP Seller ADD | Raw Data Buyer IP Buyer ADD | Encrypted Data | Data Key | Sequence/Index | Encrypted and Shuffled Data
Sellers N/A N/A Y N Y Y Y(Public) Y Y
Buyers N Y Y N/A N/A Y Y(Private) Y Y
Y Y
Storage Clusters (not linked to identity) N N (not linked to identity) N N N Y Y
Sequence hosts Y Y N Y Y Y N Y Y
Public N Y N N Y N N N Y

3.2 Architecture

The blockchain-enabled data marketplace is a holistic approach to share raw, processed data, or even the resulting
models of its users with enhanced privacy and security features. There are three primary trust zones: Zero Trust Zone
(ZTZ), Minimal Trust Zone (MTZ) and Trusted Zone (TZ). All entities are assumed in the ZTZ at the start of trading.
Once the transaction happens between entities (seller, buyer, sequence host/market regulator, and third party storage,
they are classified into MTZ with their presence of blockchain address. The MTZ sees through the State A, State B and
State C in the smart contracts. Trusted Zone does not exist in the physical procedures of trading, it applies to entities
who have completed mutual-authentications between each other, exclusively for Seller and Buyer, as they will have
chance to exchange the key between each other.

It consists of 8 basic steps. Note that an arrow does not indicate read/write operations to the blockchain or file
system, it is an indicator of access initiator, or in other words, it indicates who is the active party regarding the service

performed and represents the process flow. The steps of the proposed framework are described as follows:
e Prior to a buyer making a buying request, it is assumed that nodes that are in this system advertise the available

data through the blockchain. This is achieved by the nodes that generate data sending transactions to a smart

“Note that the shuffling method is a general idea of transposition cipher techniques [18], without deforming the data. A new sequence is generated for
every data transaction with an equal size of the number of slices, hence it is unbreakable in theory with a safe minimum length of sequence, which is
effectively a one-time pad [25].



contract in the blockchain containing information about the data, such as what type of data was collected, data
tags, timestamps, minimum price, who is the owner, and other relevant information. More importantly, when
advertising the data, the Seller can also upload data access information, if that data can be shared to anyone

(public), or only to specific addresses (private).

Whenever the Buyer wants to purchase data from the marketplace, in step 1, the Buyer needs to interact with
a smart contract, which records the Buyer’s public-key and awaits the Seller to complete the transaction, the

contract is now in State A, also known as Order Listing state

Data Sellers fill the contract of the requested data with optional symmetrical keys with the Seller’s public-key

encryption via the blockchain, in step 2.

The relevant encrypted data with pseudo-random stream encryption (out-of-order data) is uploaded to hosted

storage clusters, as in step 3.

The data is confirmed to have been shared via smart contract in step 4 and achieves State B of the contract, which

is known as Order Filling state.

The Seller uploads the sequence order to a third-party server, which only releases the sequence order when the

identities of both sides are matched as in Fig. 1 (a), step 5.

The sequence server is required for access control purposes. It looks up the blockchain records and sends the
relevant sequence of the out-of-order data upon requests, as indicated in Fig. 1 (a), step 6, where it also sends the

contract completion notice to the blockchain contract (State C), as Transactions Confirmation state.

After the hosted sequence is successfully released in step 7 of Fig. 1 (a), an optional payment verification can
also take place, such as the sequence server requesting deletion of shared data by canceling the sequence, as
requested by the agent of policy makers and regulators. Moreover, after the smart contract is fulfilled, the funds

stored in it, due to the purchase of the data, are then transferred to the Seller, completing the transaction.

The hosted storage service provides the general public with the downloading service, in step 8. Ideally the

sequence host is co-hosted with the distributed storage server, in order to avoid access information leakage.

3.3 Data Structure of Blockchain-enabled Data Marketplace

The data structure of data shared by the blockchain-enabled marketplace and the blockchain data structure are, by
design, pillars of privacy-preservation. In Fig. 1 (b), we have a breakdown of both structures with cryptographical
measures explained. Note that the blockchain data structure is exclusive to the data stored in the block in the form of

transaction records and it is not intended for sharing the actual data, but rather the contract information.

Data as the trade goods. The data, defined within the article, is the only good traded in the designated marketplace,
and it is designed to fit into multiple lengths and sizes of information with robust privacy and security requirements,
both raw and processed. An identifier is generated by hashing the data, in order to provide a unique ID for the unique
data. Data types for the data marketplace are divided into two categories: 1) the sequence hosted by the sequence server;
and 2) the sliced (in green) and shuffled (in red, encrypted) data stored in storage clusters with hash identifiers and

parity bits.

Index of the sequence. The index of the sequence is used to further encrypt the sliced data. The index converts the
ordered data slices into a random order data series, which provides an additional layer of data protection. The message
from the Seller to the sequence server, as shown in Fig. 1 (b), has both addresses of the Buyer and Seller, thus allowing

payment to be confirmed and the sequence used for decryption. The addresses in this message are used for sequence



look up and Buyer verification. Thus, in the event of sequence server collusion, there is no concern of data or privacy

breach.

Contracts. The contract used in the marketplace is set to be a fixed term contract, where all the parties are required
to fill in all the fields with valid information. The contract consists of three states, dedicated by three parties during the
transaction, as indicated in Fig. 1 (b). In State A, the Buyer advertises an open order request to the network with its
public-key; in State B the Seller accepts the order and delivers the data as requested; and in State C the sequence host

confirms the acceptance of the delivery and audits transactions and participants across the network.

3.4 Secured transactions and deposit holding

Due to the nature of virtual goods trading, transactions are not guaranteed in both sides, in other words, the Buyer
cannot verify the goods before sending the payment, and the Seller has no way to secure the payment once the item
has been dispatched. In our proposed marketplace, this can be overcome through the sequence host by setting the State
C of the contract into an obligatory status.

Using the smart contract, the marketplace enables the Buyer to deposit rather than sending the payment directly
to the Seller, and the Buyer knows beforehand that the payment has been setup for final confirmation. The sequence
server is set to be the verifier of the transaction by signing the contract. The verifier is required to audit the payment
from the Buyer and release the fund (by signing State C with a completion mark) to the Seller when the sequence has
been retrieved by the Buyer, which is also the sign that the Buyer has accepted the deal. Note that, the Buyer has the

right to download all the data from the storage clusters, hence the Buyer knows that the data has been delivered >.

3.5 Incentives and Penalties

In addition to recording transactions and performing access control, the blockchain can also track reputation of different
parties. For instance, depending on the number of requests performed and requests fulfilled, buyers and sellers can
have a publicly visible reputation index (similar to vendor ratings offered in other marketplaces such as Amazon or
eBay). This can then be used to increase the transparency and trustworthiness of the marketplace as well as by users,
which can filter buyers/sellers based on reputation levels. In addition to reputation levels, other incentive systems can
also take place. For example, depending on the quality and timeliness of the data collected (which can be monitored by
the amount of requests generated to buy that specific data) certain data producers can be rewarded by for example,
earning a percentage of the mining fee. This can encourage users to generate meaningful data in order to receive better
rewards. Similarly, if low quality data (such as fake or similar data) is uploaded to the marketplace, penalties can be
enforced, by having for example a percentage of the mining fee added to the transaction of the user that generated that
data, effectively discouraging the upload of fake data to the marketplace. Moreover, due to the nature of blockchain
consensus mechanisms, it has already been proven that through different consensus protocols and incentives/penalties,

fake and similar data can be prevented in decentralized applications [6].

3.6 Similarity detection
Similarity detection for data resale is allowed in the marketplace. However, the feature is considered as an additional

service in terms of generalized trading behaviors, where the similarity is not concerned. Data duplicates shall be rejected

5Tt is out of the scope to determine whether the data is fake or counterfeit, but the marketplace can punish the Seller using the consensus formed by the
majority of users. Once the consensus has been made to block a certain user, the fund held by the user is subject to rejection by all participants.



by the marketplace by either monitoring an entity’s reputation level [6] or comparing the hash of the data, as a piece of
raw data is pointed to a unique hash key, hence preventing a second entity of selling the same data. On the other hand,
the same piece of encrypted data can be re-shuffled (in case that a malicious user obtained all encrypted sliced data
from a legal seller without finishing the contract, and attempts to be the owner of encrypted data), the parity bits for
the particular slice of data are the same. The possibility of performing encrypted similarity detection is imminent with
the progress of [8][33] and similar works, and the use of homomorphic encryption is considered for future work of the
marketplace. Since the sliced data has a fixed length with parity bits, the plagiarism check can be easily conducted by
checking the statistics of parity bits.

3.7 Access control and regulations

Access control is an essential service for the marketplace. Though access control blockchains can be divided into
permission and permissionless blockchains, none of the conventional blockchain access control methodology fits the
purpose of an open-trading marketplace, as is the proposed marketplace. For instance, despite Role-Based Access
Control (RBAC) working well within organisations to limit data consumers to only access data that pertains to their job
functions, in the case of the proposed marketplace such scheme would not be possible. Since the core idea behind the
proposed marketplace is to give full control of the data to whoever generated it, users should be able to choose freely to
whoever they want to share their data with, instead of limiting their ability to a few groups, as is the case in RBAC. To

address this issue, we need to review the openness of all elements involved in the scheme:

Completely open information. All information in this group is accessible to all participants, regardless of their role and
status. In the proposed marketplace, this consists of all public encrypted data, contracts on the blockchain, public-key

of Buyers, blockchain wallet addresses of Buyers and Sellers, and the optional encrypted symmetrical keys.

Partially open information. The information in this group is visible to a third party and the exclusive Buyers and

Sellers, but not to the general public. It includes the sequence.

Secret. The data in this group is kept secret by Seller or Buyer. It consists of raw data, processed data, Buyer’s
private-key, and a Seller’s optional symmetrical key pairs. Under no circumstances is the private-key of the Buyer ever
shared.

The proposed marketplace only handles the open information available to the general public and keeps the partially
open information secure with an access control mechanism based on directory/wallet address look up. In the case of
marketplace collusion, there is no risk of exposing any secret to third parties. However, the sequence is the key for
data traded among the marketplace, thus naturally becoming a tool for regulators, to provide market supervision and

intervention.

3.8 Experimental Validation

In order to verify the validity of the framework, a simple implementation of the proposed framework was built. The
blockchain data marketplace was built utilizing the Go Ethereum (Geth) framework [1] and consists of an IoT node
powered by a raspberry pi OW and a DHT11 temperature/humidity sensor. The raspberry board is connected to an
Amazon Web Server (AWS) instance to a Structured Query Language (SQL) private server, which acts as the storage

clusters of the proposed framework and store the generated data by the IoT node. A private blockchain consisting of 2



interconnected nodes is deployed via Geth also in AWS cloud, and the nodes can access the blockchain by sending
interacting with its smart contracts.

In this implementation, a total of 3 smart contracts were developed. The first smart contract is responsible for
recording the advertisement of data made by Sellers, with information such as owner address, data tags, timestamps,
etc. This contract also serves as record keeping, as it can be queried by others to check what data was stored at any
point in time in the blockchain. This contract corresponds to the prior step described in the framework, consisting of
the advertisement part of the framework only.

The second smart contract is responsible for processing data requests made by Buyers to buy the data. This contract
is responsible for recording the Buyer’s public-key, as well as waiting for the Seller’s to fill in the required information,
as in steps 1 and 2. This contract is also responsible for collecting the money from the Buyer whenever a buy request is
performed, and will only send it to the Seller after all steps have been completed.

Steps 5-7 have not been implemented, so a simplification has been assumed. When the Seller uploads the data, it
specifies if certain addresses are in its white or black list (can or cannot buy its data). This is handled by a third and
final smart contract, responsible for storing the Seller’s white or blacklist of users that can/cannot access the data. Thus,
it is assumed that if the Buyer is in the Seller’s whitelist, the contract is then fulfilled (goes to State C) and the Buyer is
then sent a link to download the data, otherwise, the transaction gets rejected and the funds are returned to the Buyer.

In addition to the blockchain and the SQL server, a web application was developed in JavaScript, which is used to
browse the data stored in the marketplace, as well as to manually generate buy requests in order to verify the proposed
framework. Figure 2 shows the implementation of the blockchain marketplace.

The implemented solution has three main components: an IoT sensor node, a web interface (front-end) and a storage
server. The cloud is responsible for storing the SQL server, as well as the private blockchain nodes and its smart

contracts. It consists of 11 steps, which are described as follows:

Step 1: Whenever an IoT sensor node collects data about its environment it uploads the data to the server.

Step 2: The server returns some metadata, such as the file information, identity number, and other information
which can be used to identify the file.

Step 3: The IoT node then collects all this information, together with other metadata it generated, such as what
type of data was collected, data tags, timestamp, its own address, and send it to the data recording smart contract,

responsible for doing the advertisement of the data.

Step 4: The data recording smart contract is an event-based contract, thus no information is stored directly at the

contract, but rather its data is stored in the logs property of the blocks of the blockchain, whereas indexed event

parameters are stored as topics of the blocks.

e Step 5: By storing certain topics, such as owner address, and data tags, it allows the web interface to query the
blockchain for these topics and display the information about the data in the marketplace.

e Step 6: Whenever a user wants to buy the data, it sends a request to the transaction processing contract, which

then verifies if the minimum amount requested by the seller was met by the buyer.

Step 7: The Seller is then notified and replies to the buy request, updating the contract to State B.
o Step 8: The seller is also responsible for keeping a whitelist of addresses, which can or cannot download its data,
which is then queried by the transaction processing contract. As such, this contract is responsible for access

control, allowing the seller to revoke any permissions to its data, or even opt-out of the marketplace.
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e Step 9: After checking the whitelist, the contract then notifies the server, which allows the Buyer to download
the data.

Fig. 2. Architecture of the implemented blockchain marketplace.

o Step 10: Funds are transferred to the Seller for the Buyer’s purchase.

With the development of this test-bed, we could verify the applicability of the proposed framework and that the
concepts behind privacy preservation, access control and trustworthiness between parties work as intended °. As
future work, we aim at improving this test-bed and considering applying to some specific scenarios, such as the ones

mentioned in this paper (energy trading, or healthcare data).

4 APPLICATIONS

The creation of a blockchain framework for a data marketplace can drastically change how data is shared, generated,

and consumed, which can lead to unprecedented innovations and novel applications.

By providing an immutable history of all the data generated and consumed in the marketplace, as well as providing
privacy between participants, blockchain can act as a pillar for several data-oriented services. Next, we discuss some

applications that can greatly benefit from this framework.

®For more information about the implementation, please check www.pristine-blockchain.com
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4.1 Personalized Services

Current personalized services utilize all sorts of data stored by organizations to provide services such as targeted
advertisements and product recommendations to customers. However, due to the centralized nature of such an approach,
users of these services are not able to sell their data nor decide how it is used. On the other hand, organizations are
not able to control what type of data is collected from its users, or its quality and timeliness. By utilizing the proposed
blockchain framework this can change, as a decentralized and open marketplace for such data is enabled. This can
bring potential benefits for both users and organizations. From the user’s perspective, there would be full control and
ownership of a user’s data, allowing them to subscribe to services and recommendations that are meaningful or to
opt-out of any unwanted schemes. For organizations, this new marketplace can motivate the collection of high-quality

data from users to attract potential buyers.

4.2 Energy Trading

Energy trading is still in its infancy and some energy providers enable customers to sell the surplus energy that
they have back to the grid for a fixed price. However, with the creation of a proper marketplace, a full ecosystem
for peer-to-peer energy trading can be built, allowing users to trade surplus energy among themselves without the
involvement of energy providers. This can lead to more competition in the market, leading to different price options as

well as benefiting both customers and energy providers.

4.3 Healthcare

The proposed marketplace can also provide the privacy needed for several applications in the healthcare domain,
in which potentially sensitive and personal data is shared between patients and physicians. Similar to the realm of
personalized services, the trade of healthcare data in an open and decentralized marketplace can bring several benefits.
From a user’s perspective, they can decide to which healthcare provider their data is shared, while maintaining their
privacy, allowing them to hear opinions from different experts in the field or to consider personalized treatments
specifically for a condition. From a health provider’s perspective, a decentralized data platform can avoid issues such as
vendor lock-in, allowing access to different levels of data that were not previously accessible. Moreover, by monitoring
all the information that is traded in the platform, health providers can build an entire history of health data from

anonymous users, which can then be used to create certain services or to generate population-wide health information.

4.4 Artificial Intelligence

In terms of Al it is well-known that Al models need to train with a massive amount of data to produce good outputs
and that the quality of the data directly affects their performance of such models. Unfortunately, the value of good Al
models is currently concentrated in a few global organizations, which have the time, money and personnel capable of
collecting, storing and processing huge amounts of data. This reality, combined with the challenge of big data (in terms
of volume and velocity) as well as the fact that most data contains protected, personal or sensitive information, means
that there is currently no incentive to share all this information, hindering progress and innovation. The creation of a
decentralized framework for data trading enables a much more level playing field for data producers, allowing them to
share data with whomever they choose subject to legal limitations. Moreover, the proposed framework also enables the

opposite flow by allowing different models to be bought. Lastly, the creation of a very large and broad blockchain-based



data marketplace not curated by humans can also help decentralize Al while its transparency could contribute to the

explainability of AL

4.5 loT

It is expected that IoT will play an enormous role in the future, due to the vast number of devices deployed. However, if
conventional centralized architectures are utilized, this can cause issues in terms of scalability, security and interoperabil-
ity between devices and their data, forming several data islands and hindering progress and innovation. By considering
a blockchain framework for data sharing, IoT can greatly benefit from its high scalability and security, as well as
support peer-to-peer transactions. This can enable a much more autonomous IoT framework, while also supporting IoT

interoperability by allowing untrusted devices to share and communicate data in a trustful and autonomous manner.

5 OPEN PROBLEMS
5.1 Blockchain, Machine Learning and Data Quality Control

The proposed marketplace can enable the transfer of different types of data as well as learned models. However, the
complexity of such transactions as well as the overhead needed still need to be investigated. It is still not clear how
the performance of the blockchain network can be affected in terms of delay and its consensus mechanisms. Thus,
the investigation of different consensus mechanisms, as well as different types of blockchain (public or private) in a
data marketplace context are needed. In terms of controlling the quality of both the data and the models generated in
the marketplace, several questions are still open, such as how to balance the different requirements among different
data collectors and consumers; how much the data is worth and how to reward meaningful data collection, and the

similarity detection on trading data using homomorphic encryption inspired protocols.

5.2 How to build the Marketplace

Since the marketplace is fully decentralized, further studies are necessary in terms of how much data needs to be stored
at each node, such as in IoT devices and servers. In addition, since the proposed marketplace relies on an external
storage solution, it is still not clear who is to be responsible for controlling this storage or how this external server can
guarantee its trustworthiness, though methods like stacking and deposits may help with commitment issues. Further
concerns also lay on the automation of transactions, as current design elaborates the basics of decentralized marketplace,
but the operation of such marketplaces require more effort to be user-friendly. These issues bring further questions in

terms of the blockchain scalability, as well as throughput (in terms of transactions per second).

5.3 Economy and Different Players

Despite our proposed marketplace, there is still work to be done in terms of the market’s economy, currency, and
reward systems, as it is still not clear what type of currency will be used and if it can have any use outside of the
marketplace. Another aspect that needs further investigation is how to enable this interaction between different
players, since collaboration and data sharing between vendors is quite regulated. These bring potential questions to the
marketplace, such as what type of blockchain can be utilized, or even if multiple blockchains should be used, such as a
public blockchain overseeing other private chains supported by companies or other organizations. In such cases, the

complexity of those systems can be a problem, especially in terms of the interaction between them.



5.4 Data ownership, data rights, and copyright

From the proposed framework it is clear that blockchain can help drive transparency and authenticity in data trading
environments, as all data present in the blockchain is immutable. In addition, the blockchain platform is also able to
enhance user experience, as now users are completely aware of who has access to their data, for what purpose and for
how long. However, despite its advantages, it is still not clear how trading in this ecosystem will work. For instance,
how will data trading be regulated, how will data access work, would it be similar to a copyright transfer or more
like a licensing scheme? Moreover, using a blockchain environment would require companies to replace their existing
systems and data utilization terms and conditions, which would require not only changes in terms of technical, but also
regulatory and legal aspects. As such, this open novel and interesting future research ideas and applications, not only
in terms of the development of the blockchain platform, but also in other areas, such as social sciences, regulations and

copyright, and intellectual property protection.

6 CONCLUSIONS AND FUTURE WORK

In this manuscript we have reviewed current state-of-the-art in terms of big data, blockchains and smart contracts.
Based on this review, we have proposed a novel blockchain based framework for data sharing, where data collectors
can both securely and privately sell their data while also maintaining access control, and where data consumers can
buy the generated data while keeping data quality control. We consider different types of data and also investigate the
trade-offs in terms of blockchain performance, data storage and cost. As a future work, we are working on developing
algorithms to validate this proposed framework as well as improving the current test-bed implementation in order
to showcase a fully functional blockchain-enabled data marketplace considering some application scenarios, such as

energy trading or healthcare.
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