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Dump (1)

e Linux (0S)

— Kernel Panic <@
e 2
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Dump (2)

e KernelPanic

. CPU, ,GPU, ,DISK,RAID

— Kernel bug

— (
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Dump

ot LKCD(Linux Kernel Crash Dump)
— MiracleLinux Ver2.1,Ver3

o diskdump,netdump
— MiracleLinux Ver4,RHEL4

+ et e D

- —Asianux Server 3,RHELS
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LKCD

e LKCD
— Swap dump dump

— dump
 /var/log/dump

 http://Ikcd.sourceforge.net/

~
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diskdump
o dump dump

/etc/sysconfig/diskdump
# service diskdump initalformat
# service diskdump start
# chkconfig diskdump on

http://www.miraclelinux.com/technet/document/linux/ml40/index.htmi
http://www.miraclelinux.com/technet/document/linux/ml40/pdf/27.pdf

~
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netdump

e ssh dump

http://www.miraclelinux.com/technet/document/linux/ml40/index.html
http://www.miraclelinux.com/technet/document/linux/ml40/pdf/27.pdf

netdump
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Kdump(1)

. dump kernel
\ 1. dump
Pl |,
3.
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Kdump(3)

* /boot/grub/menu.lst
crashkernel=

bslanux Server 3 (Z.65.18-8
root Ek'ﬁ ﬁ:
kernel /fboot/vmlinuz=-2.B.18-8.10A% ro root=LABEL=/ crashkernel=128Ma16H
initrd fboot/initrd=-2.6.18-8.104%X. Img
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e panic
— # cat /proc/sys/kernel/panic
— reboot ( 0: )
— ‘panic
» /var/log/message
* netconsole,
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(2)

e 00pPS

— oops:kernel

# cat /proc/sys/kernel/panic_on_oops
oops panic (1)
oops (0)

4 * N

..—»00ps - Panic
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(3)
 Nmi_watchdog
. nmi_watchdog=1
nmi_watchdog=2
 /proc/interrupts NMI
— Oops (panic_on_oops
panic,dump)

* SySIQ

/proc sync,dump,

AXcelerate Your Business




(4)
o /var

— dump Disk
o LKCD : /var/log/dump
 diskdump,kdump : /var/crash
e netdump : netdump /var/crash
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Dump

e« NMI ( )

e Sysg-key
— Alt-SysRg-s ~ 'S'ync
— Alt-SysRg-c ~ 'C'rach
— Alt-SysRqg-b ~ re'B'oot
o Sysrg-trigger
— # sync;sync;sync
— # echo 1 > /proc/sys/kernel/sysrq

AXcelerate Your Business




5O ,

Gtack: FfffffFfEEEEE?dﬁ HHBBBA1BB1blealdd EHEEEEEEEEEEEHEE EEEEEIEHI
HHBBBBHBHANANEE, HHBHBBZa97dB88888 I ffB81445a7 HHHHBBABAL
HHHBBBHBHANEHHEE HHHBB1BB1dcebadd

all Trace:<ffffffff8AZ667d9>1__handle_sysrg+182Y Sfffffff8d1d45a7

trigger+43%
SIffffff8818aa33>{vis_write+287¢Y (I fffB8A18ablb>{sys _wri
SIPFFFFf88118984>{LKST_ETYPE_SYSCALL_ENTRY_ _HEADER_hook+129}

ode: cb B4 £5 BHH BH BB HH BHA c3 e9 e3d 5d f2 ff €9 ef cb 2 ff 48
RIP <ffffffff8826667V9>{sysrq_handle_crash+8} RSP <BHHBE1BB1blebech:>

RZ: BHHBBBBBBBBHHAEHA
{B>Kernel panic - wnot syncing: Oops




| —_— = — ] ] - ] — —_—

Iffffffaflo4ds58>{:ipvb:ipb_push_pending_frames+779%
S fffad19?714>{: ipvb rawvb_sendmsg+2273F «Ff{ffffffBB2e
sgq+271F

e _huf +Z2677%F
SIEffffffad1911f4>{:ipvb:ipuvb_setsockopt+2252y (T 1100
pve wake function+BF

IffffffoZen9ab>{sys_sendmsg+454F LI r6817794a>1{hay

EffffffaA135559>{defanlt_wake function+8Y HfffffffBH12T
t1t+589F
fffffffevle6187>{sock_set_timeout+31} {ffffffff8Blalice

SEfffrfffan118984>{LEST_ETYPE SYSCALL_ENTRY_ _HEADER_hook+14

ode: 48 8bh 98 88 A1 B8 BA 48 85 4db 74 B6 ff 83 18 B1 B8 HA 48 B
RIP <ffffffffaBi98?d?>1{: ipvb icmpuvb_send+1328F RSP <{HBBBH1HB1aG61
RZ: HHHHBABABBHBBEA188

<H>Kernel panic - not syncing: Oo




dump

e LKCD
— dump.x( )
— map.X( )
— kerntypes.x
o Kdump,diskdump,netdump
—vmcore( )
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dump

e |crash
— lked
— MiracleLinux Ver2.1,Ver3.0

e crash
— Kdump,diskdump,netdump

— MiracleLinux Ver4.0 Asianux Server 3
— RHEL4,5
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dump

e |A (x86_64)
e C
e kernel
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CPU

. CPU

. 32bit ?x86 64
— 32hit=i386 i686,x86_64=AMD64,Intel 64(EMT64)

CPU
al 1 a5 rl
: a2 2 ab r2
(EIR)AX] a3 3rl r2 r2
[(E|R)SP] a4 4 r2 arl
as 1[1]
[(EIR)IP] 26 2 [1]
[(E|R)FLAGS] || af 3 [a3]
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kernel

e kerne
e kerne
e kerne
 bugzilla LKML
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Dump (Icrash)

1. Dump

2. analysis.x

3. lcrash dump

4, (stat,report)

kernel

5. (bt)
panic

6. (ps)

7. (dis)

8.

9. (print ) ____
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— cron
— whatis,locate

. /var/log/dump dump
— LKCD dump
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>TACKE TRACE OF FAILING TASK

STACK TRACE FOR TASK: Owxea&74000 (nvdewvmer )

0 LKST ETuFE H FuHI _HEADER [OxcD126Ze]]
TRACE ERROR Ox




1 Icrash

DUMP TNFORMATION

architecture:
byte ﬂrder: H;__ =

polnter size: 57

vtes per wora: 4

memory Size:
P phyz pages . BERES40
number of cpus: 7




Icrash stat,report(

<4>0ops: 0000

<4rKernel 72.4.9-e.2b.50mlsmp

<ABCPU - ]

<ABEIP: 0010:[<c01c93th>] Mot tainted

CASEFLAGS: 00010002

{ABEIP is at generic unplug device [kernel] Oxb

<dreax: 4dhdhdbhd ehyx: 4bhdhdhhd ecy : OOO0OOOO edx: dl febbel
<4res|: 00000202  edi: e3b65040  ebp: eabibfZ4  esp: eadibebs
cdbde: DOIE  es: 0018 ‘gg: 0018

{4>Process nvdevmgr (pid: 17958, stackpage=eaB/hH000)

{A>Stack: dl7ebbcl e9bB8064 e9bEE040 eal/ht74 T8a81137 4h4h4dhhd d1
<4 dc2d8000 00000400 £8a901h0 00015F90 00000001 00000001 401
<A 400161fa fB8aBecct e9b63000 e9b68040 eaB75f24 00015F90 OO0
<A>Call Trace: [<f8a8f137>] sg common write [sg] OxZ247
{4>[<f8a301b0>] sg cmd done bh [sg] 0x0!

<4»[<fBaBecct>] sg write [sg] 0x2d8

{A>[<c0160c76>] sys write [kernel] 0x96

CAP[<e0110240>] LKST ETYPE SYSY _IPC_HEADER [kernel] Ox8&1
<A»[<c0108016>] LKST _ETYPE SYSCALL ENTRY HEADER [kernel] 0x36.

<47

Yy

<4>Code: 8b 83 84 00 00 00 fO fe 08 Of 88 4f f5 0c 00 8k 0d 70 bb
<4» <0 kernel panic: not continuing!

<4




Icrash ps( )

1D FID  PPID STATE FLAGS CPU MAME

0q0/ 4 0 17%8 1046 0 0xg00T00 - nvdevmer
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Icrash bt(

STACK TRACE FOR TASK: OxeaB74000(nvdevmgr

die+242 [Oxc01089aZ ]

do page fault+1121 [Oxc0120061 ]

generic unplug devicet1l [Oxc01c93fh ]

[scsi _mod]scsi _dispatch _emd+501 [0xf3800995 ]
[scsi mod]scsi request fn+1341 [0xf880a27d]
do page fault [0xc011fc00]

ﬁFFﬂF_PﬂHQ+QH [Dxc0108168 ]

generic unplug device+l]l [Oxc0O1c93fh]

[sglsg common write+hB83 [0xf8a8f137]
[sglsg cmd done bh [0xf8a30160 ]
[Sg]Sg_write+?28 [OxfBabeccd]
sys write+]150 [Oxc0160c76 ]

7 LEST CETYPE _SYSY [PC HEADER+129 [OxcO110240 ]
LKST ETYPE SYSCALL EMTRY HEADER+E4 [0xc0108016]
startup 32+43 [0xc010002b]




e nvdevmgr=>
— panic
—Sg SCSI
. kernel bug
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dis( )

e panic generic_unplug_device+11

{generic unplug deviceX: push |

'ic_uﬂplug_device+1}: pu5h|

“1c_unplug_device push |
“jc_unplug_devicetdl: push |
“1c_unplug_devicetd’: moy |
“1c_unplug_devicetsl: pushf
'iE_UHp|ug_dewiE: 9> pﬂp|

“ic unplug device+l0>: cli | |
i unplug device+l1>: Moy | UxG4d [ Hebx ),

“loc_unplug devicet+] /> lock dech (¥eax)

. ebx




Icrash dis( 2)

e sg_common_write generic_unplug_device

=8 |58 _common _Wr 1 te
sg_common_write+bf4>:  pushl
Sg :ummun_nr|ta+E“F“. Jughl eby
sg_common_writetbB6>:  call  Oxf8800bb0 <{[scsi_mod]scsi_do_req>
sg common write+b71>:  movl by ), Aeax
Sg_common_writetd /4. addl
sg_common_wr ite+b/ /> 38X
: o COommon_wr | Jr._.+r * Jwc0]c9310 < gener |C _dnp | :_'i'-' |

oo o O oo 0o oo Ono |:r-:

-=:Z:; |:
i[
-::Z:: |:
-=:Z:: |:
i[
-::Z:: |:
-=:Z:: |:
£ |:




static int sg common write(Sg fd * sfp, Sg request % sr
: unsigned char % cmnd, Int ti

scsi do reglSRpnt, (woid *J)omnd,

(void *x)SRpnt->sr buffer, hp->dufer len,

sg cmd done bh, timeout, SG DEFAULT RETRIES)
A% dufer len overwrites SEpnt->sr bufflen, hence need fo
generic unplug devicel&SRpnt->sr device-»request queue);
return U;

Isg_common_writet+bB4>: webp

Isg _common _writethbh>: weby

Isg_common_write+bB6>: 0xf8800bb0 <[=csi mod]scsi do reqr
Jsg_common_writetb71>: Oxdc(hebx ), ¥eax
Jsg_common_writetb/4>: $0x18 , heax

Jsg_common_writetd/ /> heay

Jsg_common_wr | teth/8>: Uxc01cY3t0 <generic unplug device>
Isg common _writeth8a3>: $0%20, %esp

T T T
T 1T 1T 1r 1T 1T ] 10 1




/ (1)

. (src.rpm)
Sg.cC
— 2.4.9-e.25.50ml| 2.4.9
kernel
« RHEL2.1
. 2.4.9-e.72 sg.c

* Mon Jun 9 2003 Tom Coughlan <coughlan@redhat.com>

- Fix bug 75669, SG driver kernel oops due to a null
pointer

In sg_common_write. Fixed based on upstream. Patch added
to scsifixes.patch.
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e 2.4.9-e.72 spec

 *Mon Jun 9 2003 Tom Coughlan <coughlan@redhat.com>

- Fix bug 75669, SG driver kernel oops due to a null pointer
 insg_common_write. Fixed based on upstream. Patch added to
» scsifixes.patch.
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« SPEC bugzilla
https://bugzilla.redhat.com/show_bug.cgi?id=75669

q = &HH[HT—3AF dH i'H_HquUESt_qHHHH;
“FFH+—%‘r = dp—}' rdey |
SEpnt->sr rwqu__t. H“_"ITI IE -
prﬂt—}5 _SENSE huTTHr[H]

@@ -71h,7 +717,8 ¢

Evmid ¥ 15Rpnt->sr huffwr hp->dxfter len,
sg_cmd _done bh, SG DEFAULT "RETRIES
¥ dufer len overwrites EFrnt—F_r_huTTIHn_ hence need an
geﬂeriE_ump|ug_deviEEQ&EHDHt—}SF_EEHiEE—}FBqUEut_HUﬂUﬁJ,
generic unplug devicelq);

r T B Fa w T r I .
" e e N — g LR B e o i .
SR R OO TT O YOrrrer 1o og
- - - - AACELETQLE YO DUSIIIENS




e Kernel
Kernel
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crash dump (1)

— debug vmlinux(debug kernel )
e dump kernel debug kernel

) kernel-PAE-debuginfo-2.6.18-8.10AX.i686.rpm
kernel-debuginfo-2.6.18-8.10AX.x86 _64.rpm
— System.map( kernel )
e dump kernel
— vmcore(dump ; ):/var/crash/ /vmcore

debug kernel
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crash dump (2)
— dump
(crash )Ydump
— dump

(32bit,x86_64 )
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Dump (crash)

1. Dump
2. crash dump
3. (log)

kernel
4. (bt)

panic

5. (ps)
6. (dis)
7. (gdb list)
8. (struct xx )
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panic
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| DA AVERAGE
TASKS:
MODERAME :
RELEASE:
YERSTON:
MACHINE :
MEMUR -
FAMTL:
FID:
COMMARD:
TASK -
CFL:
STATE:

(1) crash

B crash Svstem.map wml inuwe vmcore

0,00, 0.00, 0,00
b
localhost . localdomain
2.0 H-4Y T custon
#11 SMP Wed Feb 13 13:27:54 JST 2008
xob_t4 (1362 Mhz)
| B | |
Dops: 0002 [1] SMP 7 (check log for details)
4127
“run
[THREADL TMFO: 100394960007
i
TASK_RUNMING (PANIC)



Qops: 0002 [17 SHP
. nullpointer panic
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crashs bt
FID: 4127 TAsK: 1003805030 CPU: 0 COMMEMD: " run
0 [10039497400] start_disk_dump at fHfffffal148364
1 (100394974301 trv_crashdume at fff4ff{8014b66d
ﬂ? [ 10039497d40] do_page fault at fE{ff1f8012393¢
s L10039437d50] _up_write at tH11111801ebdbd
\ 4 [10039497dd) | handle_mm_tault at Tritftiis016a6t,

' #5 [10029487e20] error_exit at fEHHE£180110d91

Lexcept ion RIP: proc_pid shmcdump write+173]
RIP: ffffffff801adala RSP: 0000010039497eds  RFLAGS: 000102468

Rax: 000007003967d000  REX: 000001003debdlas  RCH: 0000000000000000
ROK: 0000000000000000 Rsl: 0000000000000000 RDI: 0000010039614002
REF: 000001003debdd80  R&: 0000000000000001T  RS: 0000002a29557k3el
R10: 0000000000000000  R11: 0000000000000246  R12: 0000000000000002
R13: 0000000000000000 R1d: 0000002295557000  R1h: 0000070034949 7£50
ORIG_RAK: fHffEffffEEffF4F £S5 0010 35 0018

(10039497 ed0 ] proc_pid_shmcdump_write at 180124950
10039497F10] wis_write at fHEE£H£80779d70
100394971401 =vs_write at fH{HfH18077958
:1003949?f8ﬂ system cal | at THH{11f5011026a




di( i | )

mov ara, Ol
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gdb list ( )

Crasne ais "f'" “|'1 3 ML H'I'IF' W .':'+ H
mov ara, Ol

|:::t proc pld sr

in fs/shmedunp .o

":;cglgrgtg Your lmmess .
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* kernel panic dump

o dump

e oo > Cramy

* kernel panic

Linux
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e Miracle Linux Support
— http://www.miraclelinux.com/support/

* MiracleLinux Asianux
— http://www.miraclelinux.com/support/?g=node/101
. blog
— http://blog.miraclelinux.com/uraura/cat324471/index.html

« Alicia(Advanced LInux Crash-dump Interactive Analyzer)
— http://alicia.sourceforge.net/

e intel
— http://www.intel.co.jp/jp/download/index.htm
e google
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