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ABSTRACT
Despite the flurry of anomaly-detection papers in recent
years, effective ways to validate and compare proposed so-
lutions have remained elusive. We argue that evaluating
anomaly detectors on manually labeled traces is both impor-
tant and unavoidable. In particular, it is important to eval-
uate detectors on traces from operational networks because
it is in this setting that the detectors must ultimately suc-
ceed. In addition, manual labeling of such traces is unavoid-
able because new anomalies will be identified and character-
ized from manual inspection long before there are realistic
models for them. It is well known, however, that manual
labeling is slow and error-prone. In order to mitigate these
challenges, we present WebClass, a web-based infrastructure
that adds rigor to the manual labeling process. WebClass
allows researchers to share, inspect, and label traffic time-
series through a common graphical user interface. We are
releasing WebClass to the research community in the hope
that it will foster greater collaboration in creating labeled
traces and that the traces will be of higher quality because
the entire community has access to all the information that
led to a given label.

Categories and Subject Descriptors
C.2.3 [Computer-Communication Networks]: Network
Operations; H.2.8 [Database Management]: Database
Applications; H.3.5 [Online Information Services]: Data
Sharing; C.4 [Performance of Systems]:

General Terms
Experimentation, Performance, Measurement

Keywords
network traffic analysis, database, data sharing, data label-
ing

1. INTRODUCTION
Traffic anomalies are an important concern to network

operators. In response to this problem, a large number of
anomaly detection techniques have been proposed [1, 3, 8,
20, 16, 19]. It is therefore important that we have sound
means by which to evaluate and compare presented anomaly
detectors. In order for an evaluation framework to be useful,

it should provide a realistic estimate of how well the tech-
nique would help operators detect and diagnose anomalous
events of interest. The realism requirement here means that
both the background traffic and the types of anomalies (e.g.,
DDoS attacks, port scans, worms) contained in the evalu-
ation must be representative of what operators see in the
wild.

1.1 A Case For Manual Labeling
Past papers on traffic anomaly detectors have used a wide

range of evaluation techniques. Determining the accuracy
of detectors involves first identifying some set of events that
ought to be found, i.e. the true-positive anomalies against
which the detectors are evaluated. One employed strat-
egy [8, 20, 19, 7] is to define this set of true positives as
those found by some number of other anomaly detectors.
The problem with this evaluation technique is that it does
not independently verify the anomalies that are defined as
true positives. That is, evaluating a new detector D̂ based
on an old detector Di is somewhat dubious unless either (1)
Di was itself evaluated using independently verified anoma-
lies, or (2) Di, in turn, was evaluated based on an older
detector Dj , which was evaluated using independently veri-
fied anomalies. In essence, this evaluation technique cannot
achieve independent evaluation (of an anomaly detector) on
its own.

Alternatively, the true positive anomalies can be defined
as those that have certain specified properties [6, 15]. [6], for
example, states that “any source which generated SYNs but
no FINs for more than [n destinations is defined] as being
a true port scan.” While this is a reasonable strategy for
some types of anomalies, it cannot capture the full diversity
of anomalies seen in the wild. We simply do not have an
adequate understanding of most anomalies to characterize
them so precisely. Furthermore, the very precise definitions
of anomalies that are inherent to this model will also invari-
ably lead to false classifications. In the above definition, for
example, it is difficult to argue for the appropriateness of a
specific value of n.

A third possible evaluation approach leverages synthetic
models of the anomalies one wishes to detect. This can ei-
ther be done within the confines of a simulator/emulator for
complete control, or as a form of anomaly injection into a
preexisting trace [8, 16]. While simulation has promise to
be a very useful component of a rigorous evaluation strat-

ACM SIGCOMM Computer Communication Review 35 Volume 38, Number 1, January 2008



egy [13], it is (1) not sufficient because of the importance
of also evaluating detectors on traces from operational net-
works, and (2) at present we simply do not have adequately
realistic models of many anomalies to simulate them. Anomaly
injection also suffers from the latter weakness in addition to
also being unable to accurately capture feedback effects be-
tween the anomaly and background traffic because the back-
ground traffic is provided by the trace whereas the anomaly
is simulated.

Manual labeling is the lone remaining evaluation strategy,
has been the most widely utilized one [1, 9, 16, 10, 5], and
is important not only by a process of elimination. We de-
fine manual labeling as a domain expert inspecting a set of
potential anomalies and verifying whether they are indeed
true positives. It is imperative that some of these labeled
traces are from operational networks since it is in this set-
ting that they must ultimately succeed. Also, in a new or
evolving field such as anomaly detection, manual inspection
builds knowledge of the underlying data. In particular, new
anomalies or adaptations of old anomalies will necessarily
be observed first “in the wild”. Clearly, the domain experts
that perform this initial diagnosis will be able to identify
these anomalies long before reasonable models of their op-
eration can be constructed for other evaluation techniques.

Moreover, manual labeling of traces is not a sign of poor
methodology whatsoever. In fact, the entire field of super-
vised learning is devoted to designing effective algorithms
that can learn from labeled traces. Manual labeling of datasets
is invariably the first step towards training and testing al-
gorithms in such disparate fields as parts-of-speech classi-
fication [12], image classification [18], and intrusion detec-
tion [11]. It should therefore not be surprising that manual
labeling of traces has an important role to play in training
and evaluating traffic anomaly detectors.

1.2 The Challenges of Manual Labeling
Despite its importance, manual labeling is not a panacea.

In particular, its reliance on human intervention can intro-
duce both errors and disagreements. There are multiple
potential explanations for differences in the labels associ-
ated with a trace by various domain experts. First, mod-
ern networks carry vast amounts of high-dimensional data,
which humans are generally ill-equipped to efficiency and
reliably analyze. Additionally, the data we analyze is of-
ten incomplete. That is, due to the tremendous magnitude
of measurement data, networks are forced to employ data-
reduction techniques such as sampling, temporal aggrega-
tion, and spatial aggregation in order for the data-collection
infrastructure to keep up with the large volume of data be-
ing transmitted. These techniques degrade the data and
thus inherently make it more difficult to correctly diagnose
an anomaly.

While we cannot easily improve the quality of the underly-
ing data, we can remedy the other two important challenges
to reliable manual labeling of traces: (1) that researchers uti-
lize different tools to visualize, inspect, and label the data, or
that (2) different methodologies are employed in order to dis-
tinguish true-positive anomalies from false-positive anoma-
lies. We have designed and implemented a system we call
WebClass in order to address these challenges. WebClass
allows its users to share, label, and inspect labels associated
with traffic timeseries. It has several important features: (1)
a shared and visually expressive user interface that allows all

labelers to see the same information, and (2) the ability to
inspect, and thus critique, others’ labels, which will improve
the overall accuracy of labels. We will release WebClass to
the community in the hope that it will lead to more sound
evaluation of traffic anomaly detectors.

2. WebClass
WebClass is a Web-based software system that allows a

user to inspect and label potential anomalies on timeseries
of traffic measurements. It has a database back-end and
an AJAX-based [4] front-end. WebClass stores the labels
affixed by all users along with information about the human
labeler, which allows users either to exclude labels for which
there is too much disagreement and/or provide confidence
figures for individual anomalies. Finally, egregious labeling
mistakes can be detected because each user’s labels can be
inspected by all others.

2.1 Shared Back-End Database
WebClass is a system for evaluating anomaly detectors,

not an anomaly detector. Running an anomaly detector is
performed separately. Once this has been completed, a user
must upload two sources of data into WebClass: (1) the
traffic trace that the detector analyzed, and (2) the loca-
tions (spatial and temporal) of the alarms that the detector
raised. WebClass presently supports traces that are time-
series of traffic measurements, viz., the IP 4-tuple [9] and
flow/packet/byte counts. WebClass must also have access
to the underlying flow traces (currently only NetFlow [2]
is supported). Traffic timeseries stored in the WebClass
database are always associated with the network from which
the data was collected. The timeseries may also contain
information regarding data-reduction techniques that have
been employed, e.g., sampling, temporal aggregation, and
spatial aggregation. The set of potential anomalies is pa-
rameterized by the detection algorithm used and how the
algorithm was tuned, e.g., the detection threshold.

The vast majority of data used by WebClass is stored in
a database. This includes the static information described
above—i.e., the timeseries and potential anomalies—in ad-
dition to the labels and descriptions that are inserted when
users classify anomalies. Retrieving data for further analy-
sis is thus as simple as a SQL table dump. It is therefore
possible to access the WebClass database from other appli-
cations, which can be designed to perform custom analysis
depending on the needs of a given research group.

2.2 Graphical User Interface
The WebClass user interface is presented in figure 1. Users

who wish to label anomalies using WebClass must first log
in, as seen by box A. Using the fields in boxes B and C,
the user may specify that only anomalies that match certain
criteria (e.g., a specific network, an ingress router, a specific
moment in time, etc.) should be classified. WebClass then
iteratively displays the potential anomalies that match these
requirements so that the user may classify them.

WebClass has multiple tools to help the user arrive at
a decision about the type of any given potential anomaly.
The most prominent aspect of the UI is the plot of the traf-
fic timeseries: source IP address entropy, source port num-
ber entropy, destination IP address entropy, destination port
number entropy, #packets, and #bytes/packet (i.e. average
packet size for the given time window). Potential anoma-

ACM SIGCOMM Computer Communication Review 36 Volume 38, Number 1, January 2008



A

C

H
G

B
D
E

F

Figure 1: WebClass: A Web-based Anomaly Classification Tool

lies are indicated by the vertical bars on the timeseries plot.
Box D gives the user information about the portion of the
traffic trace that the user is currently viewing. If a user
places the mouse over an anomaly then WebClass displays a
box containing information how which algorithm and tuning
detected it. A sample such box can be seen with E.

A user also has the ability to scroll forwards or backwards
in the timeseries, or zoom out/in, which is equivalent to in-
specting a longer/shorter time interval around any shown
anomaly. Both of these features are designed to aid the
user in distinguishing anomalies from regular patterns that
might not be of interest. A user may also inspect “heavy hit-
ter” [20] reports like the one shown in box H. These indicate
the top-n most prevalent keys in a given time window for
the IP 4-tuple. Lastly, the user may compare any two time
windows either to detect changes or to evaluate automated
change detectors [7].

Once the user is adequately confident about what label to
associate with the anomaly, she can press the appropriate
button in box G. The same area also has an “Unknown” but-
ton, in the event that the user is unable to make a determi-
nation regarding the given anomaly. In either case, the user
may associate an arbitrary description with the anomaly us-
ing box F, which can potentially elaborate on peculiar fea-
tures of this anomaly or reasons for certainty/uncertainty.
Once the user has submitted the label by clicking the appro-
priate button, WebClass presents the next anomaly in the

sequence. Finally, in the event that the user made a mistake,
she can press “Undo” to unroll the previous commit.

3. CONCLUSIONS
We have argued that manual labeling of traces is an im-

portant and unavoidable evaluation methodology for traffic
anomaly detectors. This is so partly because anomaly detec-
tors must ultimately succeed on traces from operational net-
works, and manual labeling is the only method-independent
technique to identify the true-positive anomalies that ought
to be identified in these traces. In addition, domain experts
will be able to identify new or altered anomalies in these
traces long before realistic models of their behavior can be
constructed for other evaluation techniques.

Despite the importance of manual labeling, there are accu-
racy concerns due to its reliance no human intervention. We
have presented WebClass, a web-based software system that
allows users to share, label, and inspect traffic time-series,
in order to mitigate challenges associated with manual la-
beling. In particular, the shared and visually expressive user
interface is aimed to improve the ease and reliability of la-
beling whereas the ability inspect others’ labels should allow
the community as a whole to converge on some set of true-
positive anomalies. We have successfully used WebClass in
our research [14, 17], and will release it to the community at
large in the hope that it will improve the quality of anomaly
detection evaluation.
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