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Recursive Information Hiding of Secrets
by Random Grids

SACHIN KUMAR AND R. K. SHARMA

Abstract This article presents the method of recursive information hiding of
secret images by random grids, which hides the additional secret information in
the shares of the larger secret in a recursive manner. The proposed method
increases the information conveyed per bit of the shares to nearly 100 percent,
and has the size of each share the same as that of the original secret image without
any expansion. The smaller size of the shares makes their further processing, such
as storage and distribution, more efficient.

Keywords image encryption, random grids, recursive information hiding, visual
cryptography, visual secret sharing

1. Introduction

Shamir [10] and Blakley [1] proposed independently (k, n)-threshold secret sharing
scheme in 1979, which was generalized to visual cryptography by Naor and Shamir
[6]. In visual cryptography schemes [6], a secret image is encrypted into n meaningless
shares such that each share reveals absolutely no information about the secret image,
and the secret image can be recovered without any computation by stacking at least
k (<n) shares together.

Conventional secret sharing schemes [1, 6, 10] have the disadvantage that their
efficiency is low. For example, in a (k, n)-threshold secret sharing scheme, each bit of
any share conveys at most [’;‘] bits of the secret. While in a (n, n) non-threshold secret
sharing scheme, the information conveyed per bit of any share is [%] bits of the secret.
To increase the efficiency, Gnanaguruparan and Kak [3] proposed the concept of the
recursive hiding of the secrets in visual cryptography, where additional secret infor-
mation is incorporated in the shares in a recursive manner. The idea involved in [3] is
recursive hiding of the smaller secrets in the shares of the larger secrets with the
secret sizes doubling at each step, thereby increasing the embedding information
efficiency to nearly 100%. The scheme described in [3] is a non-threshold (2, 2)
scheme, where all the shares are needed to recreate the secret. Parakh and Kak [7]
extended the idea of recursive hiding of secrets in visual cryptography to a
(2, n)-threshold scheme and obtained nearly 40% increases in the efficiency. Further,
Katta [5] presented a recursive (3, 5)-threshold visual cryptography scheme, which
can be extended to a (k, n)-threshold scheme. Parakh and Kak [8] introduced the
concept of implicit data security to secure the personal data stored online and
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proposed a data partitioning scheme to realize it. Their scheme resulted in increased
storage and bandwidth requirements. To solve these problems, Parakh and Kak [9]
further relaxed the concept of implicit security to the computational security by
proposing a space-efficient recursive scheme based on the polynomial interpolation
approach [10]. The scheme presented in [10] reduces the size of the shares, but
employs the complex computation in the secret reconstruction phase.

Visual cryptography schemes have the advantage of no computation involved in
the reconstruction phase, but suffer from two drawbacks. The first drawback is that
the size of the shares increases exponentially as the number of the shares increases. In
addition, visual cryptography schemes require the generation of codebooks prior to
sharing a secret image. The schemes for recursive information hiding based on visual
cryptography inherit the drawbacks of pixel expansion and codebook requirement
from the traditional visual cryptography. Kafri and Keren [4] proposed a (2, 2) vis-
ual secret sharing technique by random grids without the above mentioned draw-
backs. They proposed three different algorithms to encrypt a binary secret image
into two cipher grids of the size same as that of the secret image without any code-
book requirement. The decryption is the same as in traditional visual cryptography.
To encrypt a secret image into n (>2) cipher grids, Shyu [11], and Chen and Tsao [2]
independently extended Kafri and Keren’s (2, 2) scheme to a (n, n) scheme. In this
article, we present the method of recursive information hiding of secrets by random
grids. The proposed method increases the secret information conveyed per bit of the
shares without any codebook requirement, and has the size of each share the same as
that of the original secret image.

The rest of this article is organized as follows. In Section 2, we propose the
method of recursive hiding of secret images by random grids. Section 3 demonstrates
the experimental results. Finally, we conclude in Section 4.

2. The Proposed Method

The proposed method hides several additional secret images in the shares of the
larger secret images. The information which we are going to hide is taken according
to their sizes, that is, smaller to larger images with the secret size doubling at each
step. In the proposed method, we can input m (>2) secret images and hide these
secret images in the shares of the largest secret image (m™ secret image) such that
no one has access to all the shares of the smaller secret images, unless all participants
come together to reveal the secret information of the largest secret image. The
method encrypts each image into n (>2) random cipher grids (shares) such that all
n cipher grids are required to reveal the secret image, resulting in (n, n) recursive hid-
ing scheme. Algorithm 1 describes the proposed method in the form of pseudocode.

We have described the proposed method by an example in Figure 1, where three
secret images 4, B, and C of the sizes iy X wy, 2h; X wy, and 2/ X 2w, respectively,
are considered. For the first secret image A, n random shares are obtained by the
idea of visual secret sharing by random grids as in Step 2 of Algorithm 1. Then, place
the first n — 1 shares and the n” share of the first secret image in level 1 of the first
n— 1 shares and level 2 of the n™ share of the second secret image, respectively. The
remaining pixel values of the shares of the second secret image are obtained as in
Step 4 of Algorithm 1. A similar procedure is repeated to obtain the shares of the
third secret image by using the shares of the second secret image.
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Randomly Randomly Randomly
First secret R R, RB,., R,.* R,*
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Figure 1. Method of recursive hiding of three secret images by random grids.

Input: m binary secret images Sy, S», ..., S,,—1 and S,, such that the size of S, is
h,xw, where 1<t<m and h,xw, equals 25 x 25w, if ¢ is even, and
Z%hl X 2%11/1 otherwise.

Output: Shares R}, R}, .. ., and R/, of the same size as that of S;, where R} [i, /]€{0, 1}
forl1 <i<h,1<j<w,1<k<mnand1<t<m.

Algorithm 1.

Step 1: Select a function RG: RG(x, y) — z based on random grids algorithms [4],
which inputs a pixel x of the secret image and a pixel y of the cipher grid,
then output the pixel z of the other cipher grid.

Step 2: Generate n shares R}, R}, ..., and R! for the smallest secret image S as follows:

Step 2.1: Generate R}, R}, ..., and R! | randomly, that is,
for 1<k<n—1,1<i<hand 1 <j<w)
Ri[i, j] =randomValue(0, 1)

Step 2.2: Generate a random grid RB, _, by using R}, Ri, ...,and R,llfz, that is,
for (1<i<hjand 1<j<wy)

RBi[i, 1 =RG(S1[i, /I, Ri[i, 1)
for 2 <k<n-2)
RByli, j1 =RG(RBy_1[i, jl, R}[i, /1)

Step 2.3: Generate R} by using R! | and RB, ,, that is,
for (1 <i<h;and 1 <j<wy)
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R)[i, 1 =RG(RB, _5[i, jl, R} ,[i. /1)
Step 3: for (1=2 to m)

{
if (¢ is even)
go to Step 4
else
go to Step 5

}

Step 4: Generate R}, R, ..., and R], for the secret image S, as follows:

Step 4.1: Generate R}, RS, ..., and R'_, by placing R™!, R;"!, ..., and R} in
level 1 of R, RS, ..., and R]_, respectively, and by randomly generating
level 2 values of R}, R}, ..., and R!_,, that is,

{ for (1<i<™ 1<j<w,and 1 <k<n-2)
Rl 1= R ]
R i + %, jl =randomValue(0, 1)

}

Step 4.2: Generate a random grid RB, _, by using R{, R}, ..., and R, _,, that is,
for (1<i<h,and 1 <j<w,)
{
RBi[i, 1 =RG(S[i, jl, Ri[i, /1)
for 2 <k<n-2)
RByi, j] =RG(RBy. [, jl, Ri[i, /D

Step 4.3: Place R'"! in level 1 of R! |,
for (lgig%and 1<j<w)

{

and R"! in level 2 of R!, that is,

R\l j1= Rizill [i. /]
Rili +% 1= R, [i. j]
}
Step 4.4: Generate the remaining values of R!, ,and R/, by using RB,, _,, that is,
for (1<i<and 1<j<w)
{
Ry _\li + % /) =RG(RB, _o[i + %. 1. Rili + %. /)
Ryli, 1 =RG(RB,, _li, jl, R, _,[i, j])

Step 5: Generate R}, R, ..., and R), for the secret image S, as follows:
Step 5.1: Generate R}, RS, ..., and R’_, by placing R™!, R;"!, ..., and R} in
level 1 of R}, RS, ..., and R]_, respectively, and by randomly generating
level 2 values of R{, R}, ..., and R_,, that is,
for(1<i<h,1<j<%and 1<k<n-2)
{

Ri[i j1 = R[]

R [i, j+ %] =randomValue(0, 1)
}

Step 5.2: Generate a random grid RB, _, by using R}, R}, ..., and R}, ,, that s,

for (1<i<h,and 1 <j<w,)
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Figure 2. (a) First secret image of size 90 x 90. (b) Second secret image of size 180 x 90.

(c) Third secret image of size 180 x 180.

R R

©

Figure 3. (3, 3) recursive hiding of three secret images by random grids.

{

RBi[i, j1 =RG(S[[i, j], Ri[i, j])

for 2 <k<n-2)

RBi, j1 =RG(RB; _1[i, jl, Ri[i, j])
}
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(b) @
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Figure 4. Images obtained by stacking the shares: (a) the stacking result of R1 and R!}; (b) the
stacking result of R} and R}; (c) the stacking result of R} and R}; (d) the stackmg result of R,
R}, and R}; (e) the stackmg result of R? and R3; () the stackmg result of R3 and R3; (g) the
stacking result of R2 and RZ; (h) the stackmg result of R?, R?, and R%; (i) the stackmg result of
R} and R3; (j) the stacklng result of R} and R3; (k) the stacking result of R} and R3; (1) the
stackmg result of R}, R, and R3.

Step 5.3: Place R'"! in level 1 of R!
for (1<z<h and 1<7<%)
{
R, [0 J] = Rif—11 [i. /]
R j+%] =R ]

and R’"! in level 2 of R!, that is,

n—1°

Step 5.4: Generate the remaining values of R!,_,and R}, by using RB,_,, that is
for(1<i<h,and 1 <<%
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{
Ri[i, | =RG(RB, 1[i, ], R;,_,[i, /1)

randomValue(0, 1) denotes a function that returns a random value either 0 or 1
by using a coin-flip procedure.

If we consider each pixel value of the shares and secret images as a bit, then each
secret S, (1 <t<m) or any share corresponding to it, requires &,w,=2"~'hw; bits.
The n shares of the largest secret image S,, hide the secret information about the
images Sy, S5, ..., S,,_1 and S,,. The total secret information hidden in the shares
of the secret image S,,, is /1wy + howat . . . +Hhy Wit + By = Q0+ 21+ .. 4272 4
2"~ Yhwy = (2™ — 1)hywy bits. Therefore, the secret information conveyed per bit of

th 2"=1D)hywy _ 2m 1 1.: . . .
ST = 2T, bits. If each secret image is split

into two shares (i.e., n=2), then the secret information conveyed per bit of each share

increases to 51 bits, that is, nearly 100%, which is the same efficiency obtained in [3].

each share of the m™ secret image is

3. Experimental Results

To show the feasibility of the proposed method experimentally, we have taken three
secret images of the sizes 90 x 90, 180 x 90, and 180 x 180, shown in Figure 2. Each
secret image is encrypted into three shares of the size same as that of the secret image
by the proposed method. Figure 3 shows the generated shares for each image and
illustrates the process of hiding the shares of the first and second secret image in
the shares of the third secret image. Figure 4 shows the resulting images obtained
by stacking the shares hidden in the third secret image. The secret image is revealed
only if all three shares are stacked together, while the stacking result of any two
shares looks like a meaningless image and reveals nothing about the secret image.

4. Conclusion

In this article, we have presented a method of recursive information hiding of secret
images by random grids. The proposed method generates the shares of the same size
as that of the original secret image without any expansion, which is the advantage as
compared to the scheme of recursive information hiding by visual cryptography [3].
It also increases the information conveyed to per bit of the shares to nearly 100%, the
same efficiency obtained in [3]. The proposed method has application in secure
distributed information storage and serves as a steganographic channel to embed
hidden information, which may be used for authentication.
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